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ABSTRACT: Non-negative Matrix Factorization (NMF) is a computationally intensive matrix operation that resource-
constrained clients struggle to complete locally. Privacy-preserving outsourcing allows clients to offload heavy
computing tasks to powerful servers, effectively solving the problem of local computing difficulties. However, the
existing privacy-preserving NMF outsourcing schemes only allow one server to perform outsourcing computation,
resulting in low efficiency on the server side. In order to improve the efficiency of outsourcing computation, we propose
a privacy-preserving parallel NMF outsourcing scheme with multiple edge servers. We adopt the matrix blocking
technique to divide the computation task into multiple subtasks, and design the NMF parallel computation algorithm
based on the multiplication updating rule. The proposed scheme implements the parallel outsourcing of non-negative
matrix factorization based on multiple edge servers. We use random permutation matrices to encrypt original matrix,
thereby protecting data privacy. In addition, we utilize the iterative nature of the NMF algorithm for result verification.
Theoretical analysis and experimental results prove the advantages of the proposed scheme.

KEYWORDS: Secure outsourcing computation; non-negative matrix factorization; parallel outsourcing; edge
computing

1 Introduction

1.1 Background
Today’s society is increasingly driven by big data. With the widespread adoption of the internet, the

volume of generated data is growing exponentially, with vast amounts of information being produced
every second. The storage, processing, and analysis of this data have become one of the most significant
challenges of modern society. Dimensionality reduction techniques play a crucial role in addressing these
challenges by converting high-dimensional data into lower-dimensional representations while retaining key
information from the original dataset. This is particularly important when dealing with large-scale data.
Since most commonly encountered data, such as images and documents, are non-negative, it is essential to
address the processing of non-negative data [1]. Non-negative Matrix Factorization (NMF), a widely used
dimensionality reduction method, decomposes a non-negative matrix into the product of two non-negative
matrices, enabling the efficient extraction of underlying features from the data. NMF has been successfully
applied in data mining [2], image processing [3], and text analysis [4,5], offering advantages such as high
stability and reduced storage requirements. Compared to other matrix factorization methods, NMF provides
interpretable decomposition results and significantly reduces storage space [6]. However, as the scale of
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data continues to grow, the computational cost of NMF also increases. For clients with limited computing
resources, performing NMF on large-scale datasets becomes a challenging task.

Edge computing, as an emerging computational paradigm, effectively addresses the challenges of large-
scale data processing and has gained popularity in the Internet of Things (IoT). Unlike the traditional
cloud computing that relies on remote data centers, edge computing allows client to offload computational
tasks to edge servers located near the data source. This reduces the need for large data transfers to remote
servers, saving bandwidth and reducing latency. Client offloading computational tasks to multiple edge
servers can significantly reducing the client’s computational overhead and improving efficiency. By enabling
multiple edge servers to execute computing tasks in parallel, productivity can be significantly boosted.
Despite its significant benefits, edge computing also faces several challenges. When the client outsources the
computational task to the edge servers, both the data and computations performed on the server side fall
outside the client’s direct control. One of the primary concerns is ensuring data privacy. Data often involves
sensitive information, such as personal medical records [7], making privacy protection crucial. Additionally,
edge servers may engage in malicious activities, such as falsifying computation results, which requires reliable
verification mechanisms to ensure the accuracy of the results [8].

Secure outsourcing computation refers to outsourcing computational tasks to service providers while
ensuring data privacy and the correctness of the computation results [9]. In a secure outsourcing compu-
tation scheme based on edge servers, both the privacy of the client’s input and output must be adequately
protected [10], ensuring that the edge servers cannot gain any valuable information about the client from the
outsourced tasks. At the same time, the client should be able to verify the correctness of the computation
results returned by the edge servers. This guarantees that the results are accurate and protects against data
leakage or result tampering. Furthermore, the client’s local computational overhead in secure outsourcing
should be significantly lower than the computational overhead of the original task.

In recent years, several secure outsourcing computation schemes for NMF have been proposed [11,12].
These schemes allow clients to securely outsource NMF tasks to the cloud server. However, none of these
schemes support parallel outsourcing across multiple edge servers. Actually, it is common for multiple
edge servers to assist in computations. Meanwhile, most existing schemes focus on client side efficiency,
they often neglect server-side efficiency. How to enhance server efficiency based on parallel computing is a
significant challenge. To address this challenge, we aim to develop a novel privacy-preserving parallel NMF
outsourcing scheme.

1.2 Related Works
In recent years, secure outsourcing computation has been widely concerned by people. Research on

secure outsourcing of matrix-related computations is quite common. Lei et al. [13] proposed a secure
outsourcing scheme for matrix inversion computation (MIC). They utilized the random permutation matrix
to transform the original matrix and employed the Monte Carlo algorithm for verification. Later, Lei
et al. [14] proposed a scheme to outsource large-scale matrix multiplication calculation. The encryption
and verification were similar with the previous scheme [13]. Fu et al. [15] pointed out a security problem
in the scheme published by Lei et al. [14]. To protect the number of zero elements in the two original
matrices from being leaked to the cloud server, Fu et al. [15] constructed two random matrices and added
them to the original matrices. Lei et al. [16] proposed a secure outsourcing scheme for the calculation of
determinants of large matrices. They introduced block matrix and permutation technique to protect privacy.
Subsequently, they implemented LU decomposition on the cloud server to facilitate the verification process.
Liu et al. [17] pointed out that the scheme proposed by Lei et al. [16] cannot achieve the level of security
they claim because the encryption matrix can be simplified. This simplification renders the block-matrix
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technique ineffective. They further prove that the block matrix used in the scheme is redundant. In order
to solve these problems, they do not employ the block matrix technique, but instead they introduce mix-
row and mix-column operations for privacy protection. For the eigen-decomposition (ED) and singular
value decomposition (SVD) of the matrix, Zhou and Li [18] designed two privacy-preserving outsourcing
protocols. They used random numbers and identity matrix to protect the information of the original matrix.
And then they used orthogonal matrix to rearrange the matrix for privacy protection. But the number
of zero elements was revealed. Luo et al. [19] proposed a feasible scheme for secure outsourcing of large-
scale QR decomposition and LU decomposition. They designed a series of protection measures for the
upper triangle, lower triangle, general, and orthogonal matrices during the decomposition process to ensure
privacy protection. The scheme also involves outsourcing matrix inversion operations required for result
recovery. Additionally, they implemented security measures for continuous data transmission between the
client side and the server side. Li et al. [20] proposed a protocol for IoT devices solving SVD. They used
Hestenes method to achieve lightweight transformation of matrices while protecting privacy. Liu et al. [21]
proposed a subtly designed invertible matrix and designed an outsourcing scheme based on it. They proposed
an optimized matrix chain multiplication that can improve efficiency while also being applied to other
outsourced tasks. Gao and Su [22] proposed the first distributed verifiable and traceable utility scheme
for matrix multiplication. They proposed a traceable method which minimizes the computational load on
the client.

For non-negative matrix factorization, Liu et al. [23] proposed a secure outsourcing scheme by using
random permutation matrix for encryption and decryption. They also proposed a method using 1-norm of
matrix to verify the results. Duan et al. [12] implemented the encryption of the NMF input matrix through
the random arrangement and scaling encryption mechanism. They proposed to run one round of iterative
operation on the client for verification. This scheme allows the client to verify the accuracy of the returned
results. Then Fu et al. [11] designed a new NMF secure outsourcing scheme based on two non-colluding
servers to realize interactive iterative computation of NMF. They used Paillier homomorphic encryption
to protect data privacy and utilized two cloud servers to serially execute NMF tasks. Saha and Imtiaz [24]
proposed a privacy-preserving NMF algorithm based on differential privacy. They injected Gaussian noise
into gradient computation and modelled the outliers in the data to ensure differential privacy. In summary,
the above privacy-preserving outsourcing scheme of NMF does not support parallel outsourcing of multiple
servers, which motivates our research on parallel outsourcing. In order to improve the efficiency of the server,
we devote to the study of privacy-preserving parallel non-negative matrix factorization with multiple edge
servers in this paper.

1.3 Contributions
We propose a privacy-preserving parallel outsourcing scheme for non-negative matrix factorization.

Our contributions are as follows:

• To enhance efficiency, we design a parallel outsourcing scheme utilizing multiple nearby edge servers.
This scheme divides the computation task into several subtasks using matrix block techniques and
employs the multiplicative update rule for NMF parallel computation. This approach not only facilitates
NMF parallel computation but also significantly boosts computational efficiency.

• To protect data privacy, we employ random permutation matrix to encrypt the input matrix, ensuring
the confidentiality of both the input matrix and output results. Concurrently, to guard against incorrect
results from the server, we leverage the iterative nature of NMF to verify results, thereby ensuring
their verifiability.



4 Comput Mater Contin. 2026;87(3):14

• Through theoretical analysis and experimental comparison, our scheme significantly reduces the client’s
computation time. Furthermore, parallel computing substantially lightens the computational workload
on each edge server.

Organization: The rest of this article is as follows. In Section 2, we present the system model, the threat
model and the design goals. In Section 3, we introduce the preliminary content of relevant mathematical
knowledge. In Section 4, we construct the scheme of the parallel outsourcing computation of non-negative
matrix factorization. Section 5 makes a theoretical analysis of the proposed scheme. Section 6 gives the
analysis of the experimental results. Finally we draw the conclusion in Section 7.

2 Models and Definitions

2.1 System Model
As shown in Fig. 1, the system model consists of two types of entities. The first is the client, which

wants to complete non-negative matrix factorization tasks but has limited computing power. The second are
the edge servers, which have sufficient computing power. In this scenario, the client wants to outsource the
NMF task to the edge servers. To protect the privacy of the client, the client first generates a secret key and
encrypts the original input matrix. Then the client partitions the encryption matrix and sends the partitioned
encrypted matrices to each edge server. The edge servers execute the NMF task in parallel and return the
decomposition results W R and HR to the client. After receiving the results, the client verifies whether W R

and HR are valid. The client accepts them if they are valid, and rejects them otherwise. Then it decrypts the
results and obtains the matrices W and H.

Figure 1: System model.

2.2 Threat Model
Generally speaking, there are three main types of threat models in the field of secure outsourcing

computation: “lazy-but-honest”, “honest-but-curious” and “fully malicious”. We assume that the edge server
is fully malicious, which indicates that the server has the strongest attack capability. That is, the edge servers
will try to steal the client’s data and return the wrong result. So the client needs to process the raw plaintext
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data for privacy protection and verify the returned result. In our threat model, the collusion of multiple edge
servers is allowed, which requires our scheme to achieve a high level of security.

2.3 Design Goals
The scheme we design should meet the following goals:

• Correctness: If the client and the edge servers follow the scheme honestly, the result the client gets should
be the correct solution to the original NMF task.

• Privacy: The proposed scheme ought to protect the privacy of the client, the edge server can not obtain
the knowledge related to the client from the encrypted data.

• Efficiency: The client’s local computation should be significantly less than what the original NMF would
require by itself. The amount of computation in each edge server decreases with the number of servers
involving parallel computing increasing.

• Verifiability: The client possesses the capability to verify the accuracy of the results received. False results
generated by a cheating edge server cannot pass the verification with a non-negligible probability.

2.4 Security Definition
We give the definition of privacy-preserving parallel computation scheme and provide the security

definition in terms of privacy. A privacy-preserving parallel computation scheme PPS is private, if the
PPT adversary A cannot obtain the input and output data. Here we give the definition of privacy, which
are consistent with that in [25]. We define the experiment ExpP riv

A [PPS , F , λ] as follows, where pol y() is
a polynomial.

Experiment ExpP riv
A [PPS, F, λ]

K ← KenGen(F , λ);
For i = 1, . . . , l = poly (λ)

xi ← A (K , x1 , Ex1 , . . . , xi−1 , Exi−1) ;
Exi ← EncK (xi) ;

x′ ← Domain(F);
Ex′ ← EncK (x′) ;
x̂ ← A (K , x1 , Ex1 , . . . , xl , Exl , Ex′) ;
If x′ = x̂, output ′1′;
Else, output ′0′.

In the above experiment, the adversary A is granted oracle access to query the public output of Enc on
any input, and allowed to query it polynomial times. After the multiple queries, A tries to acquire the input
of a public value Ex′ . If A can recover x′ from Ex′ , then A succeeds. The advantage of an adversary A in the
above experiment is defined as AdvPriv

A (PPS , F , λ) = Prob [Ex pPr iv
A [PPS , F , λ] = 1] .

Definition 1: A privacy-preserving parallel computation scheme PPS is input-private if for any PPT adversary
A, the advantage of A in Ex pPr iv

A [PPS , F , λ] is negligible, i.e., AdvPr iv
A (PPS , F , λ) ≤ ε(λ).
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3 Preliminaries

3.1 Non-Negative Matrix Factorization
For a given non-negative matrix V ∈ Rm×n , NMF looks for two non-negative matrices W ∈ Rm×r and

H ∈ Rr×n such that

V ≈ WH, (1)

where r is a dimension parameter. The problem of solving NMF can actually be transformed into the
following minimization problem

min
W ,H

D(V ∣ WH) s.t. W ≥ 0, H ≥ 0. (2)

The cost function D(V ∣ WH) has many calculation methods, such as squared Euclidean distance,
Kullback-Leibler (KL) divergence, and so on. Our scheme uses the squared Euclidean distance as the cost
function, which can be expressed as

D(V ∣ WH) = 1
2

n
∑
i=1

m
∑
j=1
(Vi j − (WH)i j)

2 , (3)

which subjects to Wi a ≥ 0 and Hb j ≥ 0,∀i , a, b, j. Lee and Seung [26] take squared Euclidean distance as
the cost function and put forward the multiplicative update rule of NMF algorithm. In the multiplicative
update rule, as long as the initial matrix is non-negative, then the iterative matrices of each round will be non-
negative. Specifically, after initializing the non-negative matrices W and H, the following iterative update
rule are applied to W and H:

Wi k = Wi k
(V H⊺)i k
(WHH⊺)i k

, (4)

Hk j = Hk j
(W⊺V)k j

(W⊺WH)k j
. (5)

3.2 Kronecker Delta Function
The Kronecker delta function is widely used in engineering and is often employed in matrix construc-

tion. The Kronecker delta function is defined as

δx , y = {
1, x = y
0, x ≠ y . (6)

3.3 Random Permutation Function
Permutation functions have been extensively studied. The permutation function can be expressed as

follows:

π ∶ ( 1 ⋅ ⋅ ⋅ n
p1 ⋅ ⋅ ⋅ pn

) , (7)

where π(i) = pi(i = 1, ..., n). Algorithm 1 can be utilized to generate a random permutation.
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Algorithm 1: Random permutation generation.
Input: Integers 1, . . . , m.
Output: A permutation π of the integers 1, . . . , m.

1: Set π = Im .
2: for i = m to 2 do
3: Set j to be a random integer with 1 ≤ j ≤ i .
4: Swap π[ j] and π[i].
5: end for

4 Scheme Construction
For a non-negative matrix V ∈ Rm×n , the client aims to outsource the NMF computation task of V ≈

WH to multiple edge servers for execution in parallel. We design a privacy-preserving parallel outsourcing
scheme for non-negative matrix factorization, which consists of five algorithms as shown below:

• Key generation: The client generates the secret key for encryption and decryption.
• Encryption: The client encrypts the original input matrix using the secret key. After that, the client

partitions the encrypted matrix by row and column. Then client sends them to edge servers.
• NMF parallel computation: Edge servers that received the outsourced task performs the iterative

calculation of the non-negative matrix factorization in parallel.
• Result verification: The client verifies the validity of the result. Accept the result if it passes the

verification, reject it otherwise.
• Decryption: The client decrypts the verified matrices and obtains the decomposition result of the

original non-negative matrix.

The outline of the proposed scheme is presented in Fig. 2. The detailed descriptions of the algorithms
are as follows:

Figure 2: The outline of the proposed scheme.

4.1 Key Generation
The client generates secret key K through Algorithm 2. The secret key K consists of two sets of random

numbers {α1 , . . . , αm}, {β1 , . . . , βn} and random permutations π1, π2. Given a security parameter λ, the
client generates two key spaces Kα and Kβ . Then, the client generates random permutations π1 and π2
through Algorithm 1.
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Algorithm 2: Key generation.
Input: A security parameter λ.
Output: The secret key K ∶ {α1 , . . . , αm}, {β1 , . . . , βn}, π1 , π2.

1: On input a security parameter λ, which specifies two key spaces Kα and Kβ , the client picks two sets
of random numbers: {α1 , . . . , αm} ← Kα and {β1 , . . . , βn} ← Kβ , where 0 ∉ Kα ∪Kβ .

2: The client invokes Algorithm 1 to generate two random permutations: π1 ← RandP(1, . . . , m), π2 ←
RandP(1, . . . , n).

4.2 Encryption
The client implements the encryption of the original matrix through Algorithm 3. The client first

generates random permutation matrices P and Q using the secret key K. The matrices P and Q are both
invertible matrices, which can be supported by Theorem 1. Furthermore, their inverse can be expressed as
follows:

P−1(i , j) = (α j)
−1 δπ−1

1 (i), j, i = 1, 2, ⋅ ⋅ ⋅ , m.

Q−1(i , j) = (β j)
−1 δπ−1

2 (i), j, j = 1, 2, ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ , n.

Algorithm 3: Encryption.
Input: The original matrix V and the secret key K: {α1 , . . . , αm}, {β1 , . . . , βn}, π1 , π2.
Output: The encrypted matrix V’.

1: The client generates matrices P and Q, satisfying P(i , j) = αi δπ1(i), j and Q(i , j) = βi δπ2(i), j.
2: The client computes V ′ = PVQ−1.

3: The client divides encrypted matrix V’ into p parts by row, i.e., V ′ =
⎡⎢⎢⎢⎢⎢⎣

V ′1
⋮

V ′p

⎤⎥⎥⎥⎥⎥⎦
, V ′α ∈ R

m
p ×n , 1 ≤ α ≤ p. Then

the client sends V ′α to edge server ESα .
4: The client divides encrypted matrix V’ into p parts by column, i.e., V ′ = [ V ′′1 ⋅ ⋅ ⋅ V ′′p ], V ′′α ∈ Rm× n

p ,
1 ≤ α ≤ p. Then the client sends V ′′α to ESα .

The original input matrix is encrypted by calculating V ′ = PVQ−1. Additionally, the matrix V′ can be
easily formulated based on Theorem 2. After the original matrix V is encrypted, the client performs matrix
partition on the encrypted matrix V′. After the matrix is partitioned by rows and columns, the client sends
the partitioned results V ′α ∈ R

m
p ×n and V ′′α ∈ Rm× n

p to the corresponding ESα(1 ≤ α ≤ p). Note that p is the
number of edge servers executing the parallel NMF algorithm.
Theorem 1: The matrices P and Q generated in Algorithm 3 are invertible matrices.
Proof of Theorem 1: Since 0 ∉ Kα ∪Kβ , the determinants of P and Q satisfy det(P) > 0 and det(Q) > 0.
Therefore, P and Q are invertible. ◻
Theorem 2: During the encryption process, the entry in ith row and jth column of the encrypted matrix V′ can
be denoted as:

V ′(i , j) = (αi/β j) ⋅ V (π1(i), π2( j)) .
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Proof of Theorem 2: Let

V =
⎛
⎜
⎝

v1,1 ⋅ ⋅ ⋅ v1,n
⋮ ⋱ ⋮

vm ,1 ⋅ ⋅ ⋅ vm ,n

⎞
⎟
⎠

.

Since P(i , j) = αi δπ1(i), j, we can obtain:

PV =

⎛
⎜⎜⎜⎜⎜⎜
⎝

α1vπ1(1),1 ⋅ ⋅ ⋅ α1vπ1(1),n
⋮ ⋱ ⋮

αivπ1(i),1 ⋅ ⋅ ⋅ αivπ1(i),n
⋮ ⋱ ⋮

αmvπ1(m),1 ⋅ ⋅ ⋅ αmvπ1(m),n

⎞
⎟⎟⎟⎟⎟⎟
⎠

.

Due to Q−1(i , j) = (β j)
−1 δπ−1

2 (i), j, we can obtain:

PVQ−1 =

⎛
⎜⎜⎜⎜⎜⎜
⎝

α1/β1vπ1(1),π2(1) . . . α1/βnvπ1(1),π2(n)
⋮ ⋱ ⋮

αi/β1vπ1(i),π2(1) . . . αi/βnvπ1(i),π2(n)
⋮ ⋱ ⋮

αm/β1vπ1(m),π2(1) . . . αm/βnvπ1(m),π2(n)

⎞
⎟⎟⎟⎟⎟⎟
⎠

.

Therefore, V ′ = PVQ−1 can be written as:

V ′(i , j) = (αi/β j)V (π1(i), π2( j)) .

By the above calculation, the client can efficiently compute V′with computational complexity of O(mn).
◻

4.3 NMF Parallel Computation
For the encrypted matrix V′, edge servers perform NMF parallel computing algorithm as shown in

Algorithm 4. The edge server ESα initializes the matrices W0
α ∈ R

m
p ×r and H0

α ∈ R
r× n

p with random elements
greater than or equal to zero, and then computes Lα = H0

α(H0
α)⊺. Then ESα sends the calculated result Lα and

the initialized matrix H0
α to other edge servers. Meanwhile, ESα accepts matrices from other edge servers.

After receiving matrices from all other servers, matrix L is obtained by aggregating the matrix Lα of each
server. At the same time, the matrix H0 is obtained by splicing H0

α by matrix columns. ESα can then compute

w1
i k = w0

i k ×

n
∑
j=1

v′i j × h0
k j

r
∑
p=1

w0
i p × lpk

to update the local matrix. In our scheme, the edge servers update the matrix W through the matrix H and
then update the matrix H through the matrix W. Therefore, ESα sends the local matrix W t

α or Ht
α to other

servers every time to update the local matrix as Ht+1
α or W t+1

α .
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Algorithm 4: NMF parallel computation.
Input: The encrypted matrix V ′ ∈ Rm×n , the matrix dimension r, the iteration round R.
Output: The matrices WR and HR .

1: for each edge server ESα(1 ≤ α ≤ p) do
2: ESα initializes W0

α ∈ R
m
p ×r with elements w0

i j ≥ 0.
3: ESα initializes H0

α ∈ R
r× n

p with elements h0
i j ≥ 0.

4: ESα computes Lα = H0
α(H0

α)⊺.
5: ESα sends Lα and H0

α to other edge servers.
6: ESα gathers Lα to obtain L by computing L = L1 + L2 + . . . + Lp.
7: ESα gathers H0

α to obtain H0 by splicing the matrices by column, i.e., H0 = [ H0
1 ⋅ ⋅ ⋅ H0

p ] .
8: ESα updates local block matrix W0

α by computing w1
i k and sends W 1

α to other servers.
9: ESα obtains W{1} by splicing the matrices by row, i.e., W 1 = [ W 1

1 ⋅ ⋅ ⋅ W 1
p ]⊺ .

10: end for
11: for ESα(1 ≤ α ≤ p) do
12: for t = 1 to R do
13: If obtained Wt then
14: // Update matrix {H}
15: ESα computes Sα = (W t

α)⊺W t
α and sends it to other servers.

16: ESα obtains S by computing S = S1 + S2 + . . . + Sp.
17: ESα updates local matrix Ht−1

α by computing ht
k j and sends Ht

α to other servers.
18: ESα obtains Ht by splicing the matrices by column, i.e., Ht = [ Ht

1 ⋅ ⋅ ⋅ Ht
p ] .

19: Else if obtained Ht and t ≠ R then
20: // Update matrix {W}
21: ESα computes Lα = Ht

α(Ht
α)⊺ and sends it to other servers.

22: ESα obtains L by computing L = L1 + L2 + . . . + Lp.
23: ESα updates local matrix W t

α by computing wt+1
i k and sends W t+1

α to other servers.
24: ESα obtains W t+1 by splicing the matrices by row, i.e., W t+1 = [ W t

1 ⋅ ⋅ ⋅ W t
p ]⊺ .

25: end for
26: end for
27: Edge servers return the results WR and HR to client.

After the initialization part over, the iterative update process begin. The turn R of the iteration is entered
as a parameter by the client which is usually determined by experience. In the initialization process, each
edge server has obtained W 1, so the matrix H can be iterated. At that time, ESα can calculate S = (W t)⊺W t .
In order to reduce the complexity of calculation, it chooses to calculate Sα = (W t

α)⊺(W t
α) and sends it to

other servers for aggregation to obtain matrix S. Then ESα can compute

ht
k j = ht−1

k j ×

m
∑
i=1

wt
i k × v′′i j

r
∑
p=1

sk p × ht−1
p j

to updates the local matrix and sends it to other servers. After the matrix Ht is obtained through aggregation,
the iterative update of W t to W t+1 can be performed. The steps here are similar to those during initialization.
Finally, Algorithm 4 outputs the NMF calculation results W R and HR .
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Remark: The number of iterations R is a parameter specified by the client based on matrix size and accuracy
requirements. In practice, larger matrices and higher accuracy demands require more iterations. We know a
common criterion set R ≥ 20r. For small matrices with m, n < 1000, setting the number of iterations R to a value
between 200 and 300 is typically sufficient.

4.4 Result Verification
The client verifies the results W R and HR returned by the edge servers through Algorithm 5. We take

advantage of the iterative nature of NMF computation to verify the results with less computational cost. The
client takes W R and HR received from the edge servers as initial values and executes one iteration of the
NMF iterative algorithm to obtain new matrices W∗ and H∗. The client can verify the result by using the
following inequality

D(V ′∣W R HR)
D(V ′∣W∗H∗) − 1 ≤ ε , (8)

where ε is a threshold. If the above inequality is satisfied, the client accepts the results; otherwise refuses them.

Algorithm 5: Result-verification.
Input: The encrypted matrix V’, the returned results W R and HR , a threshold ε.
Output: Accept or reject.

1: The client obtains two new matrices W∗ and H∗ by computing W∗ = (W R)⊺
(V ′(HR)⊺)

(W R HR(HR)⊺) and

H∗ = (HR)⊺
((W R)⊺V ′)

((W R)⊺W R HR) .

2: The client verifies the results by computing whether D(V ′∣W R HR)
D(V ′∣W∗H∗) − 1 ≤ ε. If it is true, the client outputs

accept; otherwise, it outputs reject.

4.5 Decryption
If the returned result passes verification, the client runs Algorithm 6 with W∗ and H∗ (instead of W R

and HR) as the matrices to be decrypted. The output is the final matrix decomposition result. Similar to
encryption operation, decryption operation can be calculated as

W(i , j) = 1/απ−1
1 (i) (w′π−1

1 (i), j) ,

H(i , j) = h′i ,π−1
2 ( j)βπ−1

2 ( j).

By the above calculation, the client can efficiently compute W and H with the complexity computation
O(mr) and O(nr).

Algorithm 6: Decryption.
Input: Secret key K, encrypted matrices W∗ and H∗.
Output: Matrix factorization results W and H.

1: The client uses the secret key K to compute W(i , j) = 1/απ−1
1 (i) (w′π−1

1 (i), j) and H(i , j) = h′i ,π−1
2 ( j)βπ−1

2 ( j).
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5 Theoretical Analysis
In this section, we provide the analysis of our scheme from the aspects of correctness, privacy,

verifiability and efficiency.

5.1 Correctness
Theorem 3: If the client and the edge servers implement the proposed scheme, the client can eventually get the
correct non-negative matrix factorization result.
Proof of Theorem 3: Since the solution of NMF is not necessarily unique, there may exist multiple solutions.
Our scheme is based on the multiplicative update rules. The results obtained are not exact solutions.
Therefore, we consider the results acceptable when the algorithm performs R rounds of iterations. Next we
prove that encryption and decryption do not affect the results of NMF for V. According to Algorithm 3, we
have

V ′ = PVQ−1 ≈ W ′H′ = PWHQ−1 .

According to Algorithm 6, we can get W = P−1W ′ and H = H′Q. Obviously, matrices W and H are the
factorization results of the original matrix V. This shows that encryption and decryption have no effect on
the factorization results of V.

Finally, we need to prove that the solution is acceptable. If the results returned by the server satisfy
inequality (8), we consider that the servers correctly perform the required number of iteration rounds R. The
results are acceptable to the client. ◻

5.2 Data Privacy
Theorem 4: The proposed scheme can protect the privacy of input and output data according to Definition 1.
That is, the original matrix V and the factorization results W and H will not be leaked to the edge servers.
Proof of Theorem 4: First we discuss the privacy of the input matrix V. The elements in the original matrix
V are randomly rearranged under two random permutations, denoted as:

N(i , j) = V (π1(i), π2( j)) .

Here, π1 is a random permutation with respect to 1, . . ., m, π2 is a random permutation with respect to 1,
. . ., n. Generating such permutations has m!n! results. Each result has a probability of 1

m!n! . This means that
if there is an attack on the encrypted matrix N, the probability that the attacker gets V from N by guessing
π1 and π2 is 1

m!n! . In addition, the elements of the matrix V are blinded by a factor, denoted as:

V ′(i , j) = (αi/β j) ⋅ V (π1(i), π2( j)) (9)
= (αi/β j) ⋅ N(i , j).

This means that even if the malicious edge servers get the correct matrix V ′(i , j) and the random
arrangement π1, π2, the expected probability for a brute force attack on the key space to get {α1 , . . . , αm}
and {β1 , . . . , βn} is 1

∣Kα ∣m ∣Kβ ∣n
.

Combining both factors, the total probability that an adversary successfully recovers V from V′ is:

Pr[success] ≤ 1
m! ⋅ n! ⋅ ∣Kα ∣m ⋅ ∣Kβ ∣n

= negl(λ) (10)
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In addition, when an outsourced non-negative matrix factorization is performed on a new input matrix,
the secret key is regenerated. Therefore, without the key, the edge servers cannot get the original input from
the outsourced task.

Next, we discuss the situation of the collusion among edge servers. Throughout the scheme, each edge
server ESα possesses only a part of the matrix V′. And even if they conspired to obtain the entire encrypted
matrix V′, it would be difficult to recover the original matrix V without knowing the secret key. In the
algorithm, the matrices W and H are randomly generated by edge servers and iteratively updated in the
subsequent process, so the information of the original matrix V will not be leaked. Finally, we prove the
output privacy of W R and HR . That is, the attacker cannot get the matrices W and H based on W R and HR .
According to Algorithm 6, W(i , j) = 1/απ−1

1 (i) (w′π−1
1 (i), j) and H(i , j) = h′i ,π−1

2 ( j)βπ−1
2 ( j). Therefore, without

the key, the edge servers cannot get the output matrices from the outsourcing task.
Besides, the transformation V ′ = PVQ−1 is a linear operation and preserves certain statistical structures.

The main leakage pathway is that zero elements are preserved as V(i , j) = 0 ⇔ V ′(π−1
1 (i), π−1

2 ( j)) = 0. Due
to most of the original matrices used for NMF are dense matrices, the number of zero elements in the matrix
is not considered to leak statistical information. ◻

5.3 Verifiability
Theorem 5: A malicious edge server may return incorrect results. In our scheme, the correct results must pass
the verification and the incorrect results must not pass the verification.
Proof of Theorem 5: According to the convergence property of the multiplicative update rule,
D(V ′∣W t+1Ht+1) ≤ D(V ′∣W t Ht) for all t. Therefore, after one additional iteration on (W R , HR), we obtain
(W∗, H∗) with D(V ′∣W∗H∗) ≤ D(V ′∣W R HR). This guarantees:

0 ≤ D(V ′∣W R HR)
D(V ′∣W∗H∗) − 1 ≤ ε (11)

For properly chosen ε, honest results satisfy the inequality. ◻
Theorem 6: Unless (WR , HR) is a near-stationary point of the NMF that is consistent with the multiplicative
update dynamics on V′, the probability of passing verification is negligible.
Proof of Theorem 6: In our scheme, a dishonest edge server that skips the R iterations does not have access
to the intermediate states generated during honest execution. As a result, unless the returned (WR , HR)
is deliberately constructed to approximate a stationary point of the NMF objective on V′, the acceptance
condition is unlikely to be satisfied. We further observe that constructing a near-stationary solution without
following the update trajectory essentially requires solving the NMF problem on the encrypted matrix V′.
This effort is comparable to that of honestly performing the outsourcing computation. Hence, any server that
attempts to avoid this computation will fail the verification except with negligible probability. ◻

5.4 Computational Complexity
The computational complexity analysis is divided into two parts: Client-side computational complexity

and server-side computational complexity. We first analyze the client-side computational complexity. The
client-side computational complexity mainly arises from the key generation, encryption, result-verification
and decryption algorithms. In the key generation algorithm, the complexity mainly comes from generating
random permutations π1 and π2. This computational complexity is O(m + n). In the encryption algorithm,
the client performs encryption based on random permutation matrix. This computational complexity is
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O(mn). Similarly, in the decryption algorithm, the client performs decryption based on random permu-
tation matrix. This computational complexity is O(mr + nr). Verification requires an additional round of
iterations by the client with a complexity of O(mnr). In summary, the total computational complexity of the
client is O(mnr).

Next, we analyze the server-side computational complexity. The server-side computational complexity
mainly arises from the NMF parallel computation. In each iteration of NMF parallel computation algorithm,
matrices W and H are updated by calculating matrix multiplication. The computational complexity of
calculating matrix W is O(mnr). The computational complexity of calculating matrix H is O(mnr). Since
we adopt NMF parallel computation, each edge server only needs to undertake part of the computing tasks.
By distributing the NMF computation tasks to p edge servers, the parallel computation is realized and
the complexity is reduced. Specifically, the computational complexity of each edge server updating its own
portion of the matrix is O(R ∗ mnr/p).

Finally, we compare the time complexity of our proposed scheme with that of representative privacy-
preserving NMF outsourcing algorithms in recent years and present the results in Table 1. Here, m and n
denote the dimensions of the original matrix V, r represents the dimension parameter, and R signifies the
number of iterations. It is evident that our scheme effectively improves the efficiency on the edge server side.
This means that edge servers can respond to client’s needs more quickly.

Table 1: Computational complexity comparsion.

Computational Complexity Client Server

Ke yGen Encr y pt Decr y pt Veri f y Computation
Liu et al. [23] O(m + n) O(mn) O(mr + nr) O(mn) O(R ∗ mnr)

Duan et al. [12] O(m + n) O(mn) O(mr + nr) O(mnr) O(R ∗ mnr)
Fu et al. [11] O(m + n) O(mnr) O(mr2 + nr2) O(mr2 + nr2) O(R ∗ mnr)
Our scheme O(m + n) O(mn) O(mr + nr) O(mnr) O(R ∗ mnr/p)

5.5 Communication Complexity
The computational complexity analysis is divided into two parts: communication between the client

and the edge server, communication among edge servers. We first analyze the communication complexity
between the client and the edge server. In the encryption phase, the client encrypts the original matrix and
partitions the encrypted matrix V′ by rows and columns. The client sends matrices V ′α ∈ R

m
p ×n and V ′′α ∈

R
m× n

p to ESα . Therefore, the amount of data transmitted from the client to all edge servers is O(mn). After
completing the parallel NMF computation, edge servers return the final factorization results WR ∈ Rm×r and
HR ∈ Rr×n to the client. The communication complexity is O(mr + nr), which is significantly smaller than
O(mn) when r ≪ min(m, n).

Next, we analyze the communication complexity among edge servers in Algorithm 4. In the initializa-
tion phase of Algorithm 4, each edge server initializes H0

α ∈ R
r× n

p and computes Lα = H0
α(H0

α)⊺ ∈ Rr×r . The
matrices Lα and H0

α are exchanged among the edge servers. Thus, the communication cost of the initialization
phase for edge servers is O (pr2 + rn). In the iterative computation phase, the edge servers alternately update
matrices W and H. When updating matrix W, each edge server computes Lα = Ht

α(Ht
α)⊺ ∈ Rr×r and sends

it to other servers. They also sends its local block W t+1
α ∈ R

m
p ×r . The communication cost of this step is

O (pr2 + mr). When updating matrix H, each edge server computes Sα = (W t
α)⊺W t

α ∈ Rr×r and sends it to
other servers. They also sends its local block Ht

α ∈ R
r× n

p . The communication cost of this step is O (pr2 + rn).
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Therefore, the communication complexity of each edge server in one iteration is O (2pr2 + r(m + n) and the
total communication complexity among edge servers over R iterations is O (R (2pr2 + r(m + n))).

It should be noted that our computation is “embarrassingly parallel”. After the initial matrix partitioning,
each edge server can independently compute its local matrix blocks Wα and Hα with only periodic
synchronization required for aggregating matrices Lα ∈ Rr×r and Sα ∈ Rr×r . Besides, since our scheme targets
edge computing environments where servers connected via high-speed networks (e.g., 5G), the inter-server
communication latency is very low [27,28]. In this discussion, we disregard communication delays, as
computation time predominates.

6 Performance Evaluation
In this section, we conduct the experiment to evaluate the performance of the proposed scheme. We use

the Numpy library and Pool library in Python to implement our scheme and test it on a laptop with an Intel
Core i5 CPU and 16 GB RAM. The reason for adopting the Pool library is that our computational tasks belong
to the “embarrassingly parallel” category, with low communication requirements between tasks. Therefore,
we chose the Pool library over MPI-based multiprocessing.

First, we measure the time to resolve the original NMF task locally on the client, expressed as Toriginal.
Next, we measure the time to execute the NMF parallel computation on the edge servers, expressed as Tserver.
We define Tserver as the execution time of a single edge server. Finally, we measure the time to perform key
generation, encryption, result verification, decryption on the client, expressed as Tclient.

At the same time, we define Toriginal/Tclient as the client computing advantage. This value should be as
large as possible, representing more computing resources saved by the client. It should be noted that in this
experiment, we set the number of iteration rounds R to 1000 and the threshold ε to 10−5. By conducting
experiments with the original matrix V across varying dimensions m and n, we measure the resulting changes
in the execution time described above. The results are presented in Table 2. The results presented in Table 2
indicates that the execution time of the client is significantly shorter than the original task’s duration. The
dimension parameter r is set to 40 and the number of servers participating in parallel computation is set
to 4.

Table 2: Comparison of execution time (in Seconds).

m n Tor i g inal Tcl i e nt Ted g e Tor i g inal /Tcl i e nt

3000 2400 128.9449 2.7155 62.0353 47.4848
6000 4800 445.5048 10.2086 121.8091 43.6337
10000 8000 1544.7122 44.4903 278.7890 34.7204
20,000 16,000 4345.4866 134.6020 1802.0270 32.2839

The time overhead is significantly influenced by the size of the original input matrix. We keep the
row value m of the original matrix fixed at 3000 and vary the range of column values n from 500 to 3000.
As depicted in Fig. 3, it can be observed that both the edge servers and the client experience an increase
in computing time, with a greater impact on the edge servers. Subsequently, we calculate how the client
computing advantage changes with variations in column size, and the results are shown in Fig. 4. The results
show that with the increase of column value, the client computing advantage has an increasing trend.
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Figure 3: The time cost varying with column size n when m = 3000.

Figure 4: Client computing advantage varying with n when m = 3000.

Meanwhile, we keep the column value n of the original matrix fixed at 3000 and vary the range of row
values m. As depicted in Fig. 5, it is evident that both the edge servers and the client experience an increase
in computing time, with a greater impact on the edge servers. Subsequently, we calculate how the client
computing advantage changes with variations in row size, and the results are shown in Fig. 6. The results
show that with the increase of row value, the client computing advantage has an increasing trend.

In NMF tasks, the dimension parameter r plays a crucial role. To evaluate its impact on performance,
we vary the value of r while keeping the size of V constant. Specifically, we set m = 3000 and n = 2400, and
define the range of r as 20 to 200. We record the computing time for both client and the edge servers, as
depicted in Fig. 7. It is evident that an increase in r leads to longer computing time for both client and edge
servers. Building upon this observation, we calculate the client computing advantage. The results are shown
in Fig. 8, which demonstrate a positive correlation between the client computing advantage and the values
of r.
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Figure 5: The time cost varying with row size m when n = 3000.

Figure 6: Client computing advantage varying with m when n = 3000.

Figure 7: The time cost varying with dimension parameter.
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Figure 8: Client computing advantage varying with dimension parameter.

At the same time, we test the trend of average computation time per server as the number of edge servers
involved in the computation increased. The results are shown in Fig. 9. The row size m of matrix V is set as
20,000, the column size n is set as 16,000 and the dimension parameter r is set as 40. As can be seen, the
computation time per server decreases significantly as the number of invested servers increases.

Figure 9: Relationship between the number of servers and the time cost of each server.

Additionally, we report the convergence trajectory of Norm(V −WH), where V is the original matrix
and WH is the reconstructed result at each iteration round. The results are shown in Fig. 10. The reconstruc-
tion norm consistently decreases as the iteration round increases and becomes nearly stable after sufficient
iterations, indicating a steady convergence behavior of our iterative optimization.
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Figure 10: Eulerian norm value of (V − WH) comparison.

7 Conclusion
In this paper, we propose a privacy-preserving parallel non-negative matrix factorization outsourcing

scheme with edge computing. The scheme divides the computational task into multiple sub-tasks using
matrix block techniques and designs a parallel NMF computation scheme based on the multiplicative
update rule, thereby improving the computational efficiency of edge servers. This means that client’s needs
can be quickly satisfied. Additionally, we employ random permutation matrices to protect data privacy
and leverage the iterative nature of NMF for result verification. The experimental results and theoretical
analysis demonstrate the superiority of the proposed scheme in terms of both computational efficiency and
privacy protection.
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