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ABSTRACT: Network topology obfuscation is a technique aimed at protecting critical nodes and links from disrup-
tions such as Link Flooding Attack (LFA). Currently, there are limited topology obfuscation methods for protecting
critical nodes, and the existing approaches mainly achieve obfuscation by extensively modifying network links, resulting
in high costs. To address this issue, this paper proposes a low-cost network topology obfuscation method dedicated
to critical node protection, with its core innovation lying in a lightweight obfuscation architecture based on Fake
Node Clusters (FNCs). Firstly, the protected network is modeled as an undirected graph, and an adjacency matrix
is constructed to quantify the network scale and structural characteristics. Then, a fake node cluster generation
algorithm is designed to construct an FNC adapted to the target network. Finally, a heuristic obfuscated topology
generation algorithm is proposed. By optimizing the deployment positions of Fake Nodes Clusters (FNCs) in the
protected network, this algorithm effectively reduces the number of FNCs required to generate the obfuscated topology,
further lowering the obfuscation cost. Extensive experiments were conducted on the public Topology Zoo dataset,
categorizing network topologies by node count into small-scale ([0, 50)), medium-scale ([50, 100)), and large-scale
([100, 200)) groups. The experimental results demonstrate that the proposed approach achieves excellent obfuscation
performance, reducing the critical node recognition rate to 0%. Compared to the typical method, EigenObfu, the
proposed approach also reduces obfuscation costs by an average of 97.9%, 99.6%, and 99.3% for small, medium, and
large-scale networks, respectively.

KEYWORDS: Topology obfuscation; critical node protection; topology defense; network topology; cyberspace
anti-mapping

1 Introduction
The Internet is a complex network system composed of massive nodes interconnected via communica-

tion links [1]. As the core carrier for network operations, nodes undertake key tasks such as data reception,
processing, storage, and forwarding. According to the differences in the importance of nodes within the
network topology, they can be categorized into critical nodes and normal nodes. Among them, the failure
or abnormality of critical nodes is highly likely to trigger network cascading failure [2], which in turn leads
to the interruption of data transmission links and the deterioration of service quality and may even cause
complete network paralysis in severe cases [3–5].

Prior to launching an attack, attackers tend to conduct network reconnaissance. By accurately identi-
fying critical nodes and implementing targeted attacks, they aim to maximize the destructive effect, with
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typical attack methods including Link Flooding Attack (LFA) [6,7]. Specifically, attackers typically utilize
topology probing tools such as Traceroute to scan the target network [8,9], locate critical nodes based
on the topology information obtained through probing, and ultimately render them in a state of service
unavailability by injecting attack traffic [10,11]. The cascading effects triggered by the failure of such nodes will
further expand the scope of the attack’s impact, leading to large-scale network communication anomalies.
Currently, systematic reconnaissance prior to attacks has become a core means for attackers to enhance their
destructive effectiveness.

Network topology obfuscation is currently the main approach to defending against attacks such
as LFA [12–15] and protecting critical nodes. As an active defense mechanism [16,17], its fundamental
difference from traditional passive defense lies in the fact that this strategy determines critical nodes through
node importance evaluation indicators before an attacker launches an attack [18,19], and then actively
camouflages [20] the protected network according to the obfuscation strategy, preventing attackers from
obtaining the real network topology. Studies have shown that the attack effect of LFA highly depends on the
accuracy of the obtained topology information. If the topological information is distorted, attackers need
to increase the traffic by at least five times to achieve the effect of blocking network communication [21]. In
addition, since the attackers obtain a confused topology through network reconnaissance, they will identify
the wrong critical nodes, and the attacks they launch against critical nodes will be redirected to normal nodes,
thus effectively protecting the critical nodes [22].

Currently, research on topology obfuscation technology for critical node protection is relatively scarce.
Traditional network topology obfuscation methods mainly use local indicators such as degree centrality [23]
and betweenness centrality [20] in the stage of evaluating critical nodes. These indicators have played an
important role in early network topology research. However, with the continuous evolution of network attack
methods and the increasing complexity of network structures, the limitations of traditional indicators have
gradually emerged. When determining critical nodes, the above indicators focus on the attributes of the
nodes themselves and do not take into account the global characteristics of the network topology enough.
However, attackers seem to pay more attention to nodes with high global importance during network attacks
because their failures cause more serious damage to the entire network. This leads to the fact that the network
topology defense systems built based on traditional indicators are difficult to achieve ideal defense effects
when resisting attacks against globally important critical nodes. In addition, the deployment of confused
topologies increases the cost for defenders. How to ensure the lowest operation complexity during the
conversion from the original topology to the confused topology is the key to improving the practicality
of defense.

Zhu et al. were the first to explore the value and potential of eigenvector centrality in evaluating the
global importance of nodes. Eigenvector centrality [24] not only considers the importance of the node itself
but also incorporates the importance weight of its adjacent nodes [25]. Based on a random link modification
strategy, they designed a network topology obfuscation method called EigenObfu, which can defend against
attack methods that determine critical nodes based on eigenvector centrality and is currently the only
topology obfuscation method targeting attacks based on eigenvector centrality. However, this method has
the problem of modifying a large number of original topology links when generating the confused topology,
resulting in a high network adjustment cost.

To address the above problems, this paper proposes a low-cost network topology obfuscation method
for critical node protection. It generates Fake Node Clusters (FNCs) through a fake node cluster generation
algorithm and optimizes the insertion position of the FNCs using a confused topology generation algorithm
to construct a low-cost confused topology. The main contributions of this paper are as follows:
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• A low-cost network topology obfuscation framework based on the Fake Node Cluster (FNC) is
proposed. The FNC is designed based on Software-Defined Networking (SDN) technology [26], and
the confused topology is generated by optimizing the deployment strategy of the FNC. This framework
can effectively resist LFA attacks that use ICMP Traceroute, TCP Traceroute, and UDP Traceroute for
network reconnaissance and supports the obfuscation of critical nodes in any proportion.

• A low-cost fake node cluster generation algorithm is proposed. The FNC is designed as a chordal
graph structure with multiple intermediate nodes in parallel, which can interfere with attackers’
identification of critical nodes at a low cost. Meanwhile, the use of fake nodes instead of traditional
physical nodes in obfuscation clearly reduces the obfuscation cost.

• A heuristic obfuscated topology generation algorithm is proposed. It adopts a greedy strategy to
select positions with the maximum hidden gain for critical nodes as FNC insertion positions to generate
obfuscated topologies, effectively reducing the required number of FNCs and further lowering the
obfuscation cost.
The rest of this paper is organized as follows: Section 2 analyzes the typical method

EigenObfu [27]. Section 3 details the principle framework and main stages of the proposed method and
provides an in-depth explanation of the core algorithms. Section 4 verifies the effectiveness of the proposed
method, analyzes the algorithm complexity, and compares it with the existing typical method, EigenObfu, in
terms of obfuscation cost. Section 5 summarizes the proposed method and looks forward to the next steps.

2 Related Work
Zhu et al. proposed a network topology obfuscation method called EigenObfu for critical node protec-

tion. This method employs eigenvector centrality as the evaluation metric for critical nodes. Its advantage
lies in the fact that eigenvector centrality can take into account the importance of both the node itself and its
neighboring nodes, enabling a more comprehensive portrayal of the global importance of nodes [28]. Based
on this, EigenObfu generates the obfuscated topology through a candidate topology generation stage and an
obfuscated topology selection stage. Its input is the adjacency matrix A of the protected network topology,
and the output is the obfuscated topology. The main process of EigenObfu is shown in Fig. 1).
• Candidate topology generation. First, the eigenvector centrality (EC) of each node is calculated, and

the set of critical nodes K is determined accordingly. Subsequently, the network topology is randomly
modified with a fixed probability p. If the nodes associated with the link to be modified are all critical
nodes, it is made connected with a probability p and disconnected with a probability of 1 − p. If both
nodes involved are normal nodes, the opposite probabilities are applied. Finally, the topologies that meet
the security constraint (the intersection of critical nodes before and after obfuscation is empty) and the
connectivity constraint (the second-smallest eigenvalue of the Laplacian matrix is greater than 0) are
selected as candidate obfuscated network topologies to ensure the effectiveness of obfuscation and the
unchanged connectivity of the obfuscated topology.

• Topology selection. First, the similarity of each obfuscated topology is measured based on the adjacency
matrix and Laplacian matrix. Then, the one with the maximum similarity is selected as the optimal
obfuscated topology and output as the final obfuscated topology.
Although the EigenObfu method uses eigenvector centrality as the critical node evaluation standard,

which can more comprehensively reflect the importance of critical nodes and can effectively obfuscate critical
nodes, it has certain limitations in the candidate topology generation algorithm. This method disconnects
and generates links with a fixed probability, ignoring the differences among different types of topologies.
Meanwhile, the randomized link adjustment mechanism results in a high degree of uncertainty in the
obfuscation of the generated candidate topologies. It is difficult to precisely guide the topology obfuscation
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towards the optimal obfuscation direction only through the security constraint and the connectivity
constraint, resulting in a lack of targeted modifications to the original topology, excessive modifications to
the original topology, and a high cost of network structure adjustment. The team has also recognized this
problem. Therefore, in the obfuscated topology selection stage, the similarity is used to screen and reduce
the modification range of the topology. However, the obfuscation cost remains at a relatively high level.

Figure 1: Key operations of EigenObfu.

3 Prposed Method
To address the issue of excessive modifications to the original network and high network adjustment

costs during the obfuscation process in existing network topology obfuscation methods, this paper proposes
a low-cost network topology obfuscation method for critical node protection.

3.1 Framework
Fig. 2 illustrates the proposed method’s framework. First, the protected network topology is modeled

as an undirected graph G, and its adjacency matrix A is constructed to compute network size ∣V ∣. Then,
by analyzing the impact of local topological structure changes in the network on the ranking of node
importance, the FNC structure with multiple parallel intermediary nodes is designed, and based on this,
a dynamic fake node cluster generation algorithm is proposed to generate the FNC that adapted to the
protected network scale ∣V ∣. Finally, to protect any proportion of critical nodes while minimizing FNC
deployments, a heuristic obfuscated topology generation algorithm is proposed. This algorithm determines
the set of protected critical nodes K based on eigenvector centrality, selects and determines an effective
sequence of FNC insertion positions Ese l ec ted by evaluating the critical node hiding gain△H, and generates
the obfuscated topology Gob f u .

The proposed method mainly includes the following three stages. For the convenience of description,
the mathematical symbols used in this paper and their meanings are shown in Table 1.
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Figure 2: Method framework.

Table 1: Mathematical symbols and descriptions.

Notation Description
G = (V , E) Original network topology

V = {n1 , n2, . . . , nn} Set of nodes
E = {e1 , e2, . . . , em} Set of edges

A Adjacency matrix of G
r Number of key nodes
K Set of key nodes
b Number of fake nodes in the FNC

Poolip = {ip1 , ip2, . . . , ipn} IP address pool
Gobfu Obfuscated network topology
△H Hidden effect gain for key nodes

GED(g1 , g2) Graph edit distance between g1 and g2
S Safety constraint: key node overlap count (before

& after obfuscation)
Stem p Security constraint temporary value
G∗ob f u Temporary obfuscation topology

Stage 1: Topological Modeling. Read the file recording the topology of the protected network N, extract
the nodes and connection relationships, and uniformly number them (0 to n − 1). Based on graph theory,
model it as an undirected graph G = (V , E), where V represents the set of all nodes and E represents the set
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of edges. Construct the adjacency matrix A ∈ {0, 1}n×n , where n is the matrix dimension. Ai j equals 1 if and
only if nodes i and j (0 ≤ i , j < n) are connected; otherwise, it is 0. The size of N is determined by ∣V ∣.

Stage 2: Fake Node Cluster Generation. The FNC is designed as a chordal graph structure with
multiple parallel intermediary nodes. By constructing a large number of redundant paths with single parallel
intermediary nodes between adjacent nodes, it can effectively disrupt key node identification methods based
on EC. Based on this structure, this paper proposes a dynamic fake node cluster generation algorithm.
Software-Defined Networking (SDN) switches are used to generate fake nodes instead of physical nodes to
reduce hardware resource consumption.

First, according to the scale ∣V ∣ of the protected network N, a Network Adaptation Model (NAM)
is designed to determine the capacity c of the IP address resource pool Pooli p , an IP Address Generation
Policy (IP AGP) is formulated to build the Pooli p. Then, the IP addresses in the Pooli p are allocated to SDN
switches, and a Fake Node Generation Mechanism (FNGM) is established to generate multiple fake nodes
on the SDN switches. Finally, SDN switches are connected in parallel between adjacent node pairs, enabling
the fake nodes and adjacent nodes to form an FNC with a chordal graph structure. For further details, refer
to Section 3.2.

Stage 3: Obfuscated Topology Generation. To reduce the number of FNC insertions and achieve
the protection of any proportion of critical nodes, a heuristic obfuscated topology generation algorithm is
proposed. First, calculate each node’s EC in undirected graph G—EC is a widely recognized node importance
metric integrating direct connections and neighbor influence. Nodes are sorted descendingly by EC, and the
top r nodes (predefined per network security needs) form the critical node set K. Next, the set of edges E in
network N is regarded as the candidate set of FNC insertion positions. Through multiple rounds of greedy
iteration, the hidden effect gain △H of each candidate edge after FNC insertion is dynamically evaluated.
The position with the largest△H is prioritized for insertion. The iteration stops when the intersection of the
key node set before and after obfuscation becomes empty or the maximum number of iterations is reached.
This process generates the sequence of FNC insertion locations Ese l ec ted . Finally, the obfuscated topology
Gob f u is generated by inserting FNCs into Ese l ec ted . For further details, refer to Section 3.3.

3.2 Fake Node Cluster Generation
To disrupt attackers’ identification of critical nodes, this paper designs a Fake Node Cluster (FNC)

with a chordal graph structure featuring multiple parallel intermediary nodes, as shown in Fig. 3. Its core
mechanism lies in rapidly constructing multiple redundant paths with single parallel intermediary nodes
between two adjacent nodes, which can effectively interfere with key node identification methods centered
around EC. The implementation process of the FNC is presented in Algorithm 1, mainly including the
following three steps.

Figure 3: The FNC structure and its physical structure.
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Step 1: Generate an IP Address Resource Pool. According to the scale ∣V ∣ of the protected network N,
the number b of fake nodes required for a single unit is dynamically determined, and an IP address resource
pool Pooli p with a capacity of c is generated, where b = c. An efficient Pooli p is constructed by building a
Network Adaptation Model (NAM) and an IP Address Generation Policy (IP AGP).

The NAM describes the relationship between the network scale ∣V ∣ and the capacity c of the IP address
resource pool Pooli p , as shown in Eq. (1). It aims to balance the obfuscation cost and the obfuscation effect.

c(∣V ∣) =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

3 + [∣V ∣
25
] , if ∣V ∣ ≤ 50

5 + [∣V ∣ − 50
25

] , if 50 < ∣V ∣ ≤ 100

8 + [∣V ∣ − 100
25

] , if ∣V ∣ > 100

(1)

The reason for limiting the capacity c of Pooli p is that when the network scale ∣V ∣ is fixed, there is a
relationship between the capacity c of Pooli p and the obfuscation cost C as shown in Eq. (2).

C(c) =

⎧⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎩

None, c ≤ cmin

f (c), cmin < c ≤ c∗

Cmin, c > c∗
(2)

Here, cmin is the minimum successful obfuscation value, Cmin represents the lower limit of obfuscation
cost, and c∗ is the critical saturation value of the Pooli p . The function f (c) shows an oscillatory decrease,
meaning it generally declines but with fluctuations, and it satisfies:

• When c ≤ cmin , obfuscation fails.
• When c ≤ c∗, increasing capacity c reduces obfuscation cost C. However, if c is too large relative to ∣V ∣,

the FNC structure becomes too obvious, increasing obfuscation policy exposure risk.
• When c > c∗, obfuscation cost C no longer varies with capacity c, but exposure risk increases.

This indicates that there is a marginal diminishing benefit characteristic between the capacity c of Pooli p
and the obfuscation cost C. After exceeding the critical value c > c∗, expanding the capacity c of Pooli p cannot
improve the obfuscation effect. However, even before reaching the critical value c > c∗, a larger capacity c is
not always better. The capacity c should be adapted to the network scale ∣V ∣. If the capacity c is too large, the
FNC structure in the obfuscated network will be too obvious, increasing the risk of the obfuscation strategy
being exposed. If the capacity c is too small, it may not be possible to fully protect all critical nodes, or the
obfuscation cost will be too high. Therefore, dynamically adjusting the capacity c according to the network
scale ∣V ∣ under different network scales can ensure the obfuscation effect while reducing the obfuscation
cost and the risk of the obfuscation strategy being exposed.

The IP AGP aims to minimize fake node IP address similarity and consists of the following two policies.

• Segment Filtering Strategy. Addresses are preferentially allocated from business network segments with
a large host address space (such as /16) and listed in a whitelist, and fake IPs are generated by changing
the host number.

• Maximize IP Differentiation Strategy. Each fake IP is assigned to a different /30 subnet (host number
digits > 2) to reduce IP address similarity against router alias resolution based on IP assignment laws.
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Step 2: IP Address Allocation and Fake Intermediary Node Generation. The SDN controller dynam-
ically allocates the IP addresses in the Pooli p to the SDN switches to complete the IP address allocation.
Since Traceroute detection infers the routing path and node IP through the TTL (Time to Live) field and the
Time Exceeded message, this paper designs a Fake Node Generation Mechanism (FNGM). This mechanism
consists of a traceroute detection flow identification policy based on flow tables and a packet forgery policy
with dual-strategy dynamic switching. It can generate b fake nodes (v1 , v2, ..., vb) on SDN switch s, where
b = c. The specific process is as follows.

First, we design a flow table-based flow identification strategy, which can detect three types of active
Traceroute detection traffic: TCP Traceroute, UDP Traceroute, and ICMP Traceroute. During the LFA
reconnaissance phase, Traceroute is a common tool for obtaining network topology. When Traceroute
detection packets are detected in the network, it can be determined as the preparatory behavior of an attacker
before launching an LFA attack. The characteristics of the three types of traceroute detections are shown
in Table 2.

Table 2: Three categories of traceroute features.

Traceroute Type Features
TCP Traceroute Protocol = 6, Flags = 2
UDP Traceroute Protocol = 17, Dport = 33,434–33,534
ICMP Traceroute Protocol = 1, Type = 8

For the above characteristics of Traceroute detection, the algorithm creates a flow table in the SDN
controller. Flow table entries for identifying the three types of traceroute detections (TCP Flow Entry, UDP
Flow Entry, and ICMP Flow Entry) are designed and configured based on the protocol number and key field
values, as shown in Eqs. (3)–(5).

When designing the UDP Flow Entry, while traditional UDP Traceroute uses a destination port (dport)
range of 33,434–33,534, attackers can bypass detection by altering this number. Therefore, all UDP messages
are recognized when designing this flow table entry.

TCPFlowEntry (proto = 6, TCPFlags = 2) (3)
UDPFlowEntry (proto = 17) (4)
ICMPFlowEntry (proto = 1, ICMPType = 8) (5)

The second component is a dual-strategy dynamically switched message forgery strategy, where the
selection between the two strategies is determined by a random number, random_int.

• Direct Forwarding Strategy. Traceroute probe messages forwarded to the controller are re-routed to
switch s for normal forwarding without additional processing.

• Fake Jamming Strategy. This strategy employs differentiated processing based on the Time-to-Live
(TTL) field value: For packets with a TTL value less than or equal to 1, the original source IP address is
set as the destination IP address. Concurrently, an IP address is randomly selected from the IP address
pool and assigned as the source IP address. A fake Time Exceeded packet (FP) is then generated using
packet forgery techniques and returned to switch si for forwarding to the probe source. The original
Traceroute probe packet is simultaneously discarded. For packets with a TTL value greater than 1, the
original packet is parsed, its TTL value is decremented by 1, and it is re-encapsulated as a fake packet
(FP). This packet is then returned to switch s for further forwarding.
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Step 3: Fake Node Cluster Construction. To achieve persistent perturbation of the local topology,
FNC must be permanently introduced into the protected network topology. For neighboring node pairs
(vi , v j), FNC construction involves connecting an SDN switch s in parallel between them and simulating
the simultaneous connection of multiple fake intermediary nodes with both vi and v j.

Algorithm 1: Fake Node Cluster Generation Algorithm
Input: ① Network size ∣V ∣
Output: Fake Node Cluster FNC
Initialization:c←NAM(∣V ∣), Pooli p←IP APG(IPsegments);
Flow Table←TCP, UDP, ICMP Flow Entry;
Establish connection between SDN switch and controller;
if pi matches Flow Table then

random_int←random(0, 1);
if random_int == 1 then

packet_out(pi , s);
// Direct forwarding strategy

end
else

if TTL ≤ 1 then
reverse(ip_dest, ip_src);
ip_src←random(Pooli p);
Generate fake Time Exceeded message FP;

end
else

TTL←TTL − 1;
Construct fake message FP by original Traceroute class;

end
packet_out(FP, s);
// Send false message

end
end
Parallelly insert SDN switches between adjacent node pairs (vi , v j) to generate FNC;
return FNC

3.3 Obfuscated Topology Generation
To generate effective obfuscated topologies and minimize FNCs, thus reducing obfuscation cost, a

heuristic obfuscated topology generation algorithm is designed, consisting of three main steps.
Step 1: Determine the set of key nodes to be protected.
First, the EC value of each node in the undirected graph G = (V , E) is calculated based on the network’s

adjacency matrix A, following the EC calculation Eq. (6):

AEC = λmaxEC (6)

where λmax is the largest eigenvalue (dominant eigenvalue) of A, and EC is the corresponding eigenvector
representing the EC scores of all nodes. Then, rank the nodes by their EC values in descending order and
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select the top r nodes (with the highest EC values) to form the set of key nodes K. This process is represented
in Eq. (7).

K = {v ∈ V ∣ rank(EC(v)) ≤ r} (7)

where rank() denotes the descending order ranking function and r is the specified number of key nodes.
Step 2: lteratively determine the FNC insertion position sequence.
Firstly, remove ei from the FNC candidate location set Eor i g in and insert an FNC of scale b to generate

the temporary topology Gtem p. Then, calculate the eigenvector centrality ECtem p for each node in Gtem p,
sort them in descending order, and select the top r nodes to form the new set of key nodes Ktem p. According
to Eq. (8), calculate the key node hidden effect gain△H:

△H(ei) = ∣K∣ − ∣K ∩ Ktem p∣ (8)

Here,△H() represents the hidden effect function, where K is the original set of key nodes before FNC
insertion, and ∣K ∩ Ktem p∣ is the number of original key nodes still in the new key node set Ktem p. A larger
△H indicates more original key nodes are hidden. We insert the FNC at the position ese l ec ted where△H is
largest; if multiple△H values are identical, selection is random. Subsequently, the temporary topology Gtem p
is updated to the obfuscated topology G∗ob f u , and ese l ec ted is added to the FNC insertion position sequence
Ese l ec ted . Simultaneously, ese l ec ted is removed from Eor i g in .

Repeat iteration until the maximum number of iterations, max_times, is reached or OBFU becomes
true. If OBFU remains f al se, the current FNC scale b is incompatible with the network size ∣V ∣, and
obfuscation fails. Otherwise, obfuscation is successful, and the edges in Ese l ec ted form a set of valid FNC
insertion position sequences.

Step 3: Generate the obfuscation topology. If the generated FNC insertion location sequence Ese l ec ted
is valid, the FNCs are inserted at the corresponding locations within the protected network N. This action
generates the obfuscated topology Gob f u .

4 Experimental Results and Analysis
To validate the effectiveness of the proposed method, we employed the Topology Zoo dataset [29] and

built a prototype system of the proposed method on the open-source SDN controller Ryu [30,31] and the
network simulator Mininet [32]. The experiments were conducted in two aspects:

• Evaluating the obfuscation effectiveness of the proposed method on network topologies of differ-
ent scales.

• Comparing the obfuscation costs with the typical method EigenObfu [27].

4.1 Experimental Setup
The experimental setup of this paper is shown in Table 3, which includes experimental categories, data

sources, parameter settings, involved methods, and evaluation metrics.
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Table 3: Experiment setup.

Experiment Category Data Source Parameter Settings Involved
Methods

Evaluation
MetricExperiment Description Dataset Description Parameter Name Value

Obfuscation
effectiveness

To comprehen-
sively evaluate
the proposed

method’s
performance

across
different-scale

network
topologies.

Topology
Dataset

Topology Zoo:
Real ISP networks

classified by
number of nodes:

small ([0, 50]),
medium

([50, 100]),
large ([100, 200]).

FNC Scale b [2, 10] Ours
Graph Edit

Distance
(GED)

Obfuscation
cost

assessment

Compares the
proposed

method with
EigenObfu
under fixed
parameters.

FNC Scale b 5, 10 Ours
EigenObfu

Search Number s 100

Connection Probability p 0.32

4.1.1 Data Sources
The Topology Zoo, a public dataset of real ISP network topologies, is recognized for its representa-

tiveness and practical value. To comprehensively evaluate our method’s obfuscation effect and cost across
network scales, we selected nine representative real ISP topologies from this dataset. These topologies are
categorized by node counts: small (0−49), medium (50−99), and large (100−199). We set the critical node
proportion to approximately 10%, 20%, 30%, and 40% (as shown in Table 4). Minor deviations from these
preset ratios may occur due to the requirement for an integer number of nodes.

Table 4: Critical nodes and their proportions in various network topologies.

Topology Category Topology Name
(Nodes, Edges)

Number of Critical
Nodes (r)

Percentage

Small topology

York (23, 24)

r = 2 8.70%
r = 5 17.39%
r = 7 26.09%
r = 9 34.78%

Sunet (26, 32)

r = 3 11.54%
r = 5 19.23%
r = 8 30.77%
r = 10 38.46%

Shentel (28, 35)

r = 3 10.71%
r = 6 21.43%
r = 8 28.57%
r = 11 39.29%

(Continued)
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Table 4 (continued)

Topology Category Topology Name
(Nodes, Edges)

Number of Critical
Nodes (r)

Percentage

Columbus (70, 85)

r = 7 10.00%
r = 14 20.00%
r = 21 30.00%
r = 28 40.00%

Syringa (74, 74)

r = 7 9.46%
r = 15 20.27%

Medium topology r = 22 29.73%
r = 30 40.54%

Sinet (74, 76)

r = 7 9.46%
r = 15 20.27%
r = 22 29.73%
r = 30 40.54%

Large topology

Deltacom (113, 161)

r = 11 9.73%
r = 23 20.35%
r = 34 30.09%
r = 45 39.82%

Ion (125, 146)

r = 13 10.40%
r = 25 20.00%
r = 38 30.40%
r = 50 40.00%

TataNld (145, 186)

r = 15 10.34%
r = 29 20.00%
r = 44 30.34%
r = 58 40.00%

4.1.2 Parameter Settings
In the experiment on obfuscation effectiveness, the obfuscation effect of the proposed method mainly

depends on the FNC scale b. According to the Network Adaptation Model (NAM), the FNC scale b needs
to be matched with the scale ∣V ∣ of the protected network N: if b is too small relative to ∣V ∣, the obfuscation
effect cannot be achieved; if b is too large, there is a risk of exposing the obfuscation strategy. Based on the
scale of the topologies used in the experiment, the interval of the FNC scale b is set to [2,10] to test the
effectiveness of the method.

In the experiment on obfuscation cost evaluation, since the obfuscation effect of the proposed method
is closely related to the FNC scale, to ensure its adaptability under different network scales, the FNC scale
b is set to 5 and 10. For the compared typical method EigenObfu, the number of topology searches and the
edge generation probability directly affect the final obfuscation cost. Its parameters are set according to the
recommended range in the original literature: the search number s = 100 and the connection probability
p = 0.32.
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4.1.3 Evaluation Metric
We quantify network topology obfuscation cost using Graph Edit Distance (GED) [33]. GED represents

the minimum edit path cost to transform graph g1 into graph g2, computed as shown in Eq. (9):

GED(g1 , g2) = min
m1 ,m2 , . . . ,mk
∈ Γ(g1 , g2)

k
∑
i=1

c(mi) (9)

Here, m1 , m2, . . . , mk denote individual editing operations within an edit path. γ(g1 , g2) represents
the set of all possible edit paths that transform graph g1 into graph g2. k is the total number of operations
in an edit path, and c(mi) is the cost of the i-th editing operation. Since GED computation is an NP-hard
problem, to simplify the computation, the cost of each operation c(mi) is set to 1, and the actual number of
edit operations during the generation of the obfuscated topology is used as an approximation of the GED.

4.2 Topology Obfuscation Validity
In this subsection, experiments are conducted on network topologies of varying scales retrieved from

the Topology Zoo dataset (as shown in Table 4), with an emphasis on evaluating the obfuscation capability
of the proposed method under different network scales and critical node proportions and conducting
numerical simulations on the key simulation parameter of the proposed method—FNC scale b—to explore
its influence on the obfuscation effect of network topologies.

Since the proposed method incorporates security constraints during its design, results are only output
when all critical nodes are fully obfuscated. Therefore, the presence of an obfuscation cost (GED) indicates
successful obfuscation. The experimental results are shown in Fig. 4.

• Small topologies (York, Sunet, Shentel). Across different critical node ratios, setting b ≥ 2 achieves
complete obfuscation of critical nodes. The GED values for York and Sunet remain stable at 3, while
Shentel shows GED convergence to 3 when b ≥ 4). This indicates b ≥ 3 meets effective requirements in
small-scale topologies with relatively stable obfuscation costs.

• Medium-sized topologies (Columbus, Syringa, Sinet). Columbus and Syringa exhibit stable GED
when b ≥ 6, whereas Sinet fails to obfuscate critical nodes (for r = 7, r = 15, r = 22) when b < 5. This
suggests that the FNC scale for medium-scale networks must be set to at least 6 to ensure basic
obfuscation effectiveness.

• Large topologies (Deltacom, Ion, TataNld). Effective obfuscation requires b ≥ 8. Specifically, Deltacom
achieves stable GED when b ≥ 8, Ion when b ≥ 9, and TataNld when b ≥ 9. Considering the obfuscation
demands of complex topologies, the FNC scale for large-scale networks should be set to at least 8 to
balance obfuscation efficacy and maintain low GED values.

Based on these experimental conclusions, quantitative analysis of the obfuscation effect and cost
equilibrium suggests that for small, medium, and large topologies, FNC scales b of 3 to 5, 6 to 8, and 9 or
more, respectively, achieve effective and low-cost obfuscation.

4.3 Comparison of the Cost of Topology Obfuscation
Since network topology obfuscation methods employing different critical node evaluation criteria

exhibit fundamental differences in their optimization strategies for generating obfuscated topologies, direct
comparison between methods becomes challenging. To ensure experimental rigor and validate the effective-
ness of the proposed method, EigenObfu [27]—a typical approach that similarly utilizes EC for critical node
evaluation—was selected as the baseline for comparison.
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Figure 4: Relationship between different network sizes and FNC: (a)–(c) small topologies; (d)–(f) medium topologies;
(g)–(i) large topologies.

The experimental results are shown in Tables 5–7. To present the data intuitively, Fig. 5 compares the
obfuscation effects of networks with different topology scales.

Table 5: GED under different methods with varying number of key nodes in small topologies.

Topology
Name

Number of Key
Nodes

GED

EigenObfu [27] Ours (#b = 5) Ours (#b = 10)

York

2 129 3 3
5 115 3 3
7 102 3 3
9 97 3 3

Sunet

3 162 3 3
5 158 3 3
8 142 3 3
10 122 3 3

Shentel

3 199 3 3
6 184 3 3
8 172 3 3
11 145 3 3
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Table 6: GED under different methods with varying number of key nodes in medium topologies.

Topology
Name

Number of Key
Nodes GED

Enginobfu [27] Ours (#b = 5) Ours (#b = 10)

Columbus

7 1382 3 3
14 1264 3 3
21 1109 6 3
28 1047 12 6

Syringa

7 1519 3 3
15 1408 3 3
22 1292 12 6
30 1157 9 6

Sinet

7 1613 6 3
15 1433 6 3
22 1308 9 6
30 1150 12 6

Table 7: GED under different methods with varying number of key nodes in large topologies.

Topology
Name

Number of Key
Nodes GED

Enginobfu [27] Ours (#b = 5) Ours (#b = 10)

Deltacom

11 3755 3 3
23 3357 6 3
34 3050 123 6
45 2756 108 9

Ion

13 4561 3 3
25 4141 6 6
38 3696 12 6
50 3390 12 9

TataNld

15 4738 3 3
29 4180 87 21
44 3716 132 9
58 3332 15 12
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Figure 5: Comparison of EigenObfu’s GED across network sizes and key node counts: (a)–(c) small topologies; (d)–(f)
medium topologies; (g)–(i) large topologies.

In small-scale topologies, the proposed method with two different parameter settings consistently
achieved a GED of 3, while EigenObfu exhibited GED values ranging from 97 to 199. The average GED of the
proposed method was merely 2.1% of that of EigenObfu. In medium-scale topologies, the proposed method
with both parameter configurations maintained GED values stable between 3 and 12, whereas EigenObfu’s
GED exceeded 1000. The average GED of the proposed method accounted for only 0.4% of EigenObfu’s.

In large-scale topologies, the maximum GED of the proposed method with two parameter settings was
132, compared to EigenObfu’s GED exceeding 2700. The average GED of the proposed method was just 0.67%
of EigenObfu’s.

Experimental results demonstrate that across all topology environments, the proposed method gener-
ates obfuscated topologies with significantly lower GED values than EigenObfu when the FNC scale b is set
to 5 and 10, indicating substantially reduced obfuscation costs.

4.4 Algorithm Complexity Analysis
This paper involves two primary algorithms. The Fake Node Cluster Generation Algorithm functions as

a resident process for continuous monitoring and identification of probe traffic; its computational overhead
has a negligible impact on the overall performance of the proposed method and is therefore not detailed
here. The system’s performance is mainly determined by Algorithm 2 (Heuristic Obfuscated Topology
Generation).
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Algorithm 2: Heuristic Obfuscated Topology Generation

Input: ① Fake node cluster (FNC)
② Protected network topology G

Output: Obfuscated topology Gob f u
Initialization:Ese l ec ted , Eor i g in , S , max_times, G∗ob f u , OBFU← ∅, E ,+∞, ∣E∣, G , false
EC ← calculate EC(G) // Compute EC for each node in G;
K ← {v ∈ V ∣ rank(EC(v)) ≤ r} // Key nodes to protect;
for time = 1 to max_times do

random_shuffle(Eor i g in) // Randomize candidate edges;
△Hmax ← −∞;
for each ei ∈ Eor i g in do

Gtem p ← insert FNC(G∗ob f u , ei , b);
ECtem p ← calculate EC(Gtem p);
Ktem p ← {v ∈ V ∣ rank(ECtem p(v)) ≤ r};
△H ← (∣K∣ − ∣K ∩ Ktem p∣) // Evaluate improvement in hiding effect;
if △H > △Hmax then
△Hmax ←△H;
ese l ec ted ← ei ;

end
if Stem p == 0 then

OBFU← true;
end

end
Ese l ec ted ← Ese l ec ted ∪ {ese l ec ted};
G∗ob f u ← insert FNC(G∗ob f u , ese l ec ted , b);
Eor i g in ← Eor i g in − {ese l ec ted};

end
if OBFU == true then

Insert FNC into G based on Ese l ec ted to generate the obfuscated topology Gob f u ;
end
return Gob f u ;

Let the target network topology be an undirected graph G = (V , E), with ∣V ∣ nodes and ∣E∣ edges. The
objective of Algorithm 2 is to select a set of FNC insertion positions, denoted as Eselected, from the E to
conceal all critical nodes. The time complexity and space complexity of Algorithm 2 are both polynomial,
and the detailed analysis is as follows.

• Time Complexity: The initialization phase involves constant-time operations. The identification of
critical nodes requires calculating EC and sorting the results. The EC calculation takes O(∣V ∣3), which
dominates the sorting complexity of O(∣V ∣ log ∣V ∣). Consequently, the preprocessing complexity is
O(∣V ∣3). The heuristic optimization is constrained to a maximum of 100 iterations. In each iteration, the
algorithm traverses candidate edges to generate a temporary topology Gtemp (complexity related to ∣E∣)
and recalculates EC values to evaluate the hiding gain (O(∣V ∣3)). Therefore, the total time complexity
approximates O(∣E∣ ⋅ ∣V ∣3). This polynomial complexity ensures that the computational cost remains
controllable as ∣V ∣ and ∣E∣ increase.
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• Space Complexity: The memory consumption is primarily determined by the storage of the adjacency
matrix for the current topology. Thus, the space complexity is O(∣V ∣2), which is also polynomial.

5 Conclusion
To address the problem of excessively high obfuscation costs in existing network topology obfuscation

methods for critical node protection, this paper proposes a novel low-cost network topology obfuscation
approach. The method first performs topological modeling on the network to be protected, then constructs
target-specific fake node clusters with particular structures, and inserts these clusters into the network based
on a greedy strategy to generate the obfuscated topology, thereby disrupting the importance ranking of nodes.
Experimental results demonstrate that the proposed method can achieve network topology obfuscation and
critical node protection for different-scale networks with low costs.

The limitation of the proposed method is that it is only applicable to the obfuscation of critical nodes
evaluated based on eigenvector centrality. Currently, our method mainly resists attack approaches that
evaluate critical nodes based on eigenvector centrality. In future work, we will design diverse fake node cluster
structures to realize network topology obfuscation in various adversarial scenarios.
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