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ABSTRACT: Phishing email detection represents a critical research challenge in cybersecurity. To address this, this
paper proposes a novel Double-S (statistical-semantic) feature model based on three core entities involved in email
communication: the sender, recipient, and email content. We employ strategic game theory to analyze the offensive
strategies of phishing attackers and defensive strategies of protectors, extracting statistical features from these entities.
We also leverage the Qwen large language model to excavate implicit semantic features (e.g., emotional manipulation
and social engineering tactics) from email content. By integrating statistical and semantic features, our model achieves
a robust representation of phishing emails. We introduce a hybrid detection model that integrates a convolutional
neural network (CNN) module with the XGBoost (Extreme Gradient Boosting) classifier, effectively capturing local
correlations in high-dimensional features. Experimental results on real-world phishing email datasets demonstrate the
superiority of our approach, achieving an F1-score of 0.9587, precision of 0.9591, and recall of 0.9583, representing
improvements of 1.3%–10.6% compared to state-of-the-art methods.

KEYWORDS: Phishing email detection; strategic game theory; Double-S feature model; Qwen large language model;
XGBoost; convolutional neural network

1 Introduction
With the rapid advancement of internet technologies, email has established itself as an indispensable

communication channel in both personal and professional spheres. However, the inherent openness of email
systems has also made them primary targets for cyberattacks, with phishing emails garnering particular
attention due to their widespread impact and severe consequences.

The proliferation of phishing emails can be attributed to their “three-low” characteristics: low transmis-
sion costs, minimal creation barriers, and insufficient legal penalties. First, transmission costs are extremely
low, enabling attackers to distribute phishing emails to thousands of users with a simple mouse click. Second,
creation barriers are minimal—even attackers without technical backgrounds can easily craft convincing
phishing emails using AI tools or readily available malicious programs [1]. Finally, legal penalties remain
insufficient due to regulatory challenges and evolving legal frameworks surrounding phishing attacks,
resulting in minimal consequences for perpetrators even when distributing numerous malicious emails [2].

Phishing email attacks represent a form of social engineering-based fraud where attackers masquerade
as trusted entities to deceive users into divulging sensitive information or achieving other malicious
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objectives [3]. Furthermore, phishing emails frequently serve as entry points for other cyberattacks, such as
embedding ransomware to initiate extortion campaigns. These attacks pose serious threats to individuals,
enterprises, and even nations. For individuals, attackers may impersonate system administrators, banking
personnel, or event organizers to deceive users into providing sensitive information such as identification
numbers or banking credentials. For enterprises, phishing emails may entice employees to click malicious
links or install malware, potentially compromising devices and threatening internal network security [4].
More critically, phishing emails can be weaponized for political purposes, affecting national security. For
instance, in March 2016, the chairman of Hillary Clinton’s campaign team clicked a shortened link disguised
as a Google warning email and changed his password, resulting in the theft and public disclosure of
confidential files, directly impacting the presidential election outcome [4].

According to quarterly reports from email company Coremail in 2024, phishing email volumes have
increased progressively from 114 million in Q1 to 210 million in Q4, totaling 641 million emails for the entire
year [5]. These statistics demonstrate the extensive scope and rapid growth trajectory of phishing email
threats, compelling an increasing number of security researchers to develop effective detection solutions.

Traditional phishing email detection methods primarily rely on single-dimensional feature extraction,
such as blacklist-based sender reputation assessment and keyword-matching content filtering [6]. However,
these approaches struggle to address increasingly sophisticated phishing attack techniques. On one hand,
attackers can circumvent blacklist detection through techniques such as spoofing sender addresses and
utilizing dynamic domain names [7]. On the other hand, phishing email content has become increasingly
diverse, making it challenging for traditional rule-based feature extraction methods to comprehensively
capture semantic characteristics [8]. For instance, attackers can leverage popular AI tools to generate highly
realistic phishing email content [1], thereby bypassing keyword-based detection systems. To address these
evolving phishing attacks, researchers have begun exploring more advanced detection technologies. Deep
learning-based models, such as CNN and long short-term memory networks (LSTMs), can process complex
linguistic structures and learn deep semantic information. These models enhance phishing email recognition
capabilities by analyzing multi-dimensional features including email text content, structural characteristics,
and metadata [9]. However, these solutions have not comprehensively analyzed and integrated the multi-
dimensional features of emails. While the emergence of large language models (LLMs) has provided new
insights for semantic feature extraction, research utilizing these models for semantic feature extraction
remains limited.

To address this gap and overcome the limitations of traditional methods, this paper proposes a
novel Double-S (statistical-semantic) feature model that advances beyond conventional hybrid approaches
through methodological and theoretical innovations. Unlike existing hybrid architectures that merely
combine different feature types, Double-S introduces a game-theoretic framework for adversarial feature
engineering and hierarchical feature integration, distinguishing it as a theoretically grounded approach
to phishing detection. Specifically, we analyze phishing attackers’ strategies through strategic game theory
to derive Nash equilibrium-based statistical features from three core entities (sender, recipient, and email
content), while leveraging the Qwen large language model to excavate deep semantic patterns. Building upon
this, we introduce a CNN module prior to the XGBoost classification algorithm, proposing a novel phishing
email detection model aimed at improving detection accuracy. This work makes the following contributions
to advance the state-of-the-art in phishing email detection:

1. Unified Double-S Feature Framework: We propose a novel Double-S feature model that advances
beyond conventional hybrid approaches through game-theoretic feature selection and hierarchical
integration. Unlike existing methods that empirically combine features or use simple concatenation,
Double-S employs strategic game theory to derive statistically optimal feature sets and implements



Comput Mater Contin. 2026;87(2):58 3

structured semantic-statistical integration, capturing both low-level behavioral signals and high-level
contextual deception cues within a theoretically grounded adversarial framework.

2. Game-Theoretic Feature Engineering: We propose a game-theoretic approach to statistical feature
extraction, modeling the adversarial dynamics between phishing attackers and defenders to derive Nash
equilibrium solutions that guide the selection of statistical features most effective for detection.

3. LLM-Driven Semantic Threat Intelligence: We develop a knowledge distillation framework utilizing
large language models (LLMs) to generate high-quality dialogue samples for fine-tuning smaller
models (Qwen), enabling effective semantic feature extraction from phishing emails while maintaining
computational efficiency.

4. Hierarchical Feature Fusion Architecture: We design the ConvXG-Net hybrid architecture that syner-
gistically combines CNN’s feature fusion capabilities with XGBoost’s classification performance, where
CNN learns complex interaction patterns between statistical and semantic features, and XGBoost
constructs robust decision boundaries for final phishing detection.

The remainder of this paper is organized as follows: Section 2 discusses related work, Section 3
presents the proposed methodology in detail, Section 4 provides experimental results and analysis, and
finally, Section 5 concludes the paper with future research directions.

2 Related Work
With the widespread adoption of the Internet and the continuous growth of Internet users, the email

user community has been expanding steadily. However, within this vast email ecosystem, malicious phishing
attackers exploit identity spoofing and content masquerading techniques to distribute phishing emails
indiscriminately, posing serious threats to users’ information security. To address this challenge, researchers
from both academia and industry have proposed numerous solutions, dedicating their efforts to effectively
identifying and filtering phishing emails from massive volumes of electronic mail, making significant
contributions to the construction of email security protection systems.

Blacklist-based filtering represents one of the earliest approaches to phishing email detection, which
maintains lists of IP addresses previously associated with phishing emails and subsequently classifies any
emails received from these IPs as phishing attempts [10]. Some researchers have also maintained databases
of phishing URLs, identifying emails as phishing if their content contains previously collected malicious
URLs [11]. However, attackers continuously forge their IP addresses and URLs to circumvent detection. To
address the evolving nature of phishing emails, researchers subsequently proposed more sophisticated rule-
based solutions that surpass blacklist approaches. These methods establish a series of expert-defined rules
and calculate scores for received emails based on these rules, with emails exceeding predetermined thresholds
being classified as phishing. This approach demonstrates superior generalization capabilities compared to
blacklist methods [12].

With the continuous advancement of artificial intelligence, machine learning algorithms have been
gradually applied to phishing email detection research, leading to significant improvements in detection
accuracy. Vazhayil et al. [13] employed traditional algorithms such as Support Vector Machines (SVM),
logistic regression, and random forests for phishing email detection. These approaches extract features such
as email subjects and hyperlinks for detection, with limited consideration of textual features. However,
attackers may also forge content to mislead detection systems [14]. With the development of Natural
Language Processing (NLP) technologies, researchers have increasingly focused on textual features of
emails [15]. Jain et al. [16] implemented end-to-end email classification using word embeddings and
Long Short-Term Memory (LSTM) networks. Fang et al. [17] proposed the THEMIS detection model by
combining email header and body features, achieving an exceptionally high accuracy of 99.848% on the
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IWSPA-AP 2018 dataset. Doshi et al. [18] proposed a dual-layer architecture approach for email classification,
simultaneously detecting spam and phishing emails. This method extracts features from email bodies
and content, utilizing deep learning models including CNN, and Recurrent Neural Networks (RNNs)
for classification. Experimental results demonstrated that this approach achieved 99.51% accuracy and an
F1-score of 99.52% on the Nazario dataset. Building upon enhanced textual feature extraction, researchers
have also explored innovative ensemble learning methods to combine textual and statistical features for
email detection. Bountakas and Xenakis [19] proposed HELPHED (Hybrid Ensemble Learning PHishing
Email Detection), a hybrid ensemble learning method that combines content and textual features using
both Stacking Ensemble Learning and Soft Voting Ensemble Learning approaches, significantly improving
phishing email detection performance. Their method achieved an F1-score of 99.42% and accuracy of
99.43% on the comprehensive dataset compiled from multiple publicly available sources, demonstrating
exceptionally high detection accuracy and efficiency.

Concurrently, Qi et al. [20] proposed two novel algorithms: the Fisher-Markov-based Phishing Ensem-
ble Detection (FMPED) method and the Fisher-Markov-Markov-based Phishing Ensemble Detection
(FMMPED) method. These approaches effectively mitigate the impact of data imbalance on classifier perfor-
mance by removing benign email samples from overlapping regions and employing Markov undersampling
strategies. Experimental results demonstrated that both FMPED and FMMPED outperformed existing
methods across multiple evaluation metrics including F1-score, accuracy, AUC value, G-mean, and MCC
value, with the FMMPED method achieving both F1-score and accuracy of 99.45% on the HELPHED dataset.

Despite the promising results achieved by machine learning and deep learning-based NLP approaches,
these methods operate primarily on surface-level textual features and cannot capture deep semantic mean-
ings. Specifically, variations such as synonym usage and different sentence structures are difficult for machine
learning-based NLP methods to detect [21].

In recent years, these models have developed rapidly, and a limited number of researchers have
begun utilizing LLMs for phishing email detection tasks. The emergence of large language models like
GPT-3 [22] has revolutionized natural language processing capabilities, enabling sophisticated semantic
understanding that extends beyond traditional approaches. Heiding et al. [1] conducted research on both
phishing email generation and detection using LLMs such as GPT, designing four specific questions to
query the large language models for detection purposes, thereby demonstrating the effectiveness of LLMs in
extracting semantic features from email text. Chataut et al. [23] analyzed email content and compared the
performance of different LLM models, including customized versions of ChatGPT using Kaggle datasets.
Recent advancements have also shown LLMs’ potential in specialized domains, such as machine translation
through fine-tuning techniques [24], highlighting their adaptability across diverse applications. However,
research on leveraging LLMs for phishing email detection remains quite limited, with very few studies
exploring the potential of large language models for semantic feature extraction in this domain, presenting
significant opportunities for further investigation and innovation.

3 Methodology

3.1 Double-S Feature Model Architecture
Before delving into the technical details, we first clarify what distinguishes our Double-S model from

existing hybrid architectures in phishing detection. Unlike conventional approaches that merely combine
different feature types through empirical concatenation or ensemble methods, Double-S introduces four
fundamental methodological and theoretical advancements:
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1. Game-Theoretic Feature Derivation: Rather than empirically selecting features based on correlation
analysis, Double-S employs strategic game theory to model attacker-defender dynamics. By analyzing Nash
equilibria, we derive statistical features that directly correspond to optimal defensive strategies against
rational adversarial behavior.

2. Hierarchical Feature Integration: Existing hybrid methods typically perform naive concatenation
without considering feature interdependencies. Double-S implements structured hierarchical integration
where statistical features form the foundational layer, complemented by semantic features for higher-
level interpretation.

3. Advanced LLM Semantic Intelligence: While contemporary methods rely on traditional NLP tech-
niques, Double-S harnesses large language models through knowledge distillation to extract sophisticated
semantic patterns that capture nuanced social engineering tactics.

4. Theoretical Justification of Complementarity: Double-S provides rigorous theoretical grounding
for feature synergy, demonstrating how statistical and semantic features capture complementary aspects of
phishing threats.

These innovations establish Double-S as a theoretically grounded framework for adversarial feature
engineering, rather than a simple hybrid approach.

This section presents the detailed technical implementation of our proposed Double-S feature model,
focusing on the extraction mechanisms for statistical and semantic features from email data, as shown
in Fig. 1.

Figure 1: Double-S feature model architecture
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3.1.1 Statistical Feature Extraction Based on Strategic Game Theory
In the phishing email detection scenario, we model the confrontation between defenders and attackers

as a strategic game. The defender represents the email detection system, while the attacker represents the
phishing email sender. Both parties aim to maximize their respective benefits.

We define the game model as follows:

• Players: Defender (D) and Attacker (A)
• Attacker strategies: SA = {s1 ∶ Content-rich email s, s2 ∶ Simpl e content email s}
• Defender strategies: SD = {d1 ∶ Equal treatment, d2 ∶ Vigil ant toward content-rich}
• Payoff functions: UD(sD , sA) and UA(sD , sA)

Content-rich emails (s1) include multimedia elements (images, videos), complex HTML formatting,
multiple hyperlinks, and sophisticated layouts that are commonly used in phishing attacks to increase
credibility and bypass simple text-based filters. Simple content emails (s2) contain minimal formatting and
basic text content.

The payoff matrix is shown in Table 1.

Table 1: Payoff matrix for strategic game

Content-rich (s1) Simple content (s2)

Equal treatment (d1) (U l ow
D , U hi gh

A ) (U l ow
D , U l ow

A )
Vigilant toward content-rich (d2) (U hi gh

D , U l ow
A ) (U med ium

D , U l ow
A )

Where the payoff parameters represent:

• U hi gh
A > U l ow

A : Attackers gain higher utility from successful content-rich phishing.
• U hi gh

D > U med ium
D > U l ow

D : Defenders achieve highest utility when vigilant against content-rich attacks.
• U med ium

D : Moderate defender utility when vigilant but facing simple attacks (resource over-allocation).
• The ordinal relationships ensure realistic strategic interactions.

Nash Equilibrium Analysis: Through strategic analysis, we find that the defender’s dominant strategy is
d2 (vigilant toward content-rich emails), as U hi gh

D > U l ow
D and U med ium

D > U l ow
D regardless of attacker’s choice.

Given this dominant strategy, the equilibrium outcome is (s1, d2), indicating that rational attackers will use
content-rich emails while defenders should maintain vigilance against such sophisticated attacks.

This equilibrium provides crucial strategic insight: defense systems should prioritize detecting content-
rich phishing emails, as these represent the primary threat vector in the adversarial equilibrium.

While this game-theoretic analysis provides a conceptual framework for understanding attacker-
defender dynamics, it serves as a theoretical foundation for systematic feature engineering rather than
claiming quantitative precision. The ordinal relationships in the payoff structure establish strategic pri-
orities that guide feature selection, providing a principled approach to adversarial feature design that
complements empirical methods. The effectiveness of this theoretical framework is validated through
our experimental results, where the game-theory-guided feature selection contributes significantly to the
superior performance of our Double-S model (F1-score: 0.9587) compared to baseline approaches.

Feature Engineering Guidance: Based on the Nash equilibrium analysis, our feature extraction
strategy focuses on characteristics that distinguish content-rich emails, including multimedia complexity,
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HTML structural sophistication, hyperlink patterns, visual presentation complexity, and attachment anal-
ysis. Through similar game-theoretic reasoning, we systematically derive other critical features, ultimately
constructing a comprehensive 32-dimensional statistical feature system that aligns with the strategic equi-
librium insights. The complete list of statistical features, categorized into sender features, recipient features,
relationship features, and email content features, is provided in the Appendix A (Tables A1–A4).

3.1.2 Semantic Feature Extraction Based on Large Language Models
For semantic feature extraction, we employ fine-tuned large language models to capture deep semantic

meanings in email content. The architecture is shown in Fig. 2.

Figure 2: Fine-tuned large language model architecture

We use a knowledge distillation framework to transfer knowledge from large teacher models to smaller
student models, balancing performance and computational efficiency. The training samples are generated
through data augmentation and manual annotation, then used to fine-tune the pre-trained language model
for phishing email detection tasks.

3.2 ConvXG-Net Hybrid Model Architecture
3.2.1 Model Architecture Design Principles

ConvXG-Net implements a hierarchical two-stage architecture that synergistically combines CNN’s fea-
ture fusion capabilities with XGBoost’s classification performance, as shown in Fig. 3. The design principles
are grounded in the following theoretical foundations:

Let the statistical feature vector be Xstat ∈ Rds and the semantic feature vector be Xsem ∈ Rdl , where ds
and dl represent the dimensions of statistical and semantic features, respectively. The CNN feature fusion
process begins with feature concatenation, which combines complementary information from both feature
types to enable joint learning of cross-modal interactions. This concatenation is crucial for capturing the



8 Comput Mater Contin. 2026;87(2):58

synergistic effects between behavioral patterns (statistical features) and contextual deception cues (semantic
features), as demonstrated in our ablation studies where the combined features achieved 3.06% higher
F1-score than single-modal approaches:

Xinput = [Xstat; Xsem] (1)
Ffused = fCNN(Xinput) (2)

where fCNN(⋅) represents the nonlinear transformation function of CNN that learns hierarchical feature
interactions, and [⋅; ⋅] denotes the feature concatenation operation along the feature dimension. The CNN
transformation captures local correlations and global dependencies between statistical and semantic features,
providing robust fused representations for downstream classification.

Figure 3: ConvXG-Net architecture: hybrid structure of CNN feature fusion module and XGBoost classifier

The total loss function integrates multiple objectives to ensure joint optimization of feature fusion and
classification performance:

Ltotal = Lcls + λ1LCNN + λ2LXGB (3)

where the classification loss employs binary cross-entropy to maximize prediction accuracy, with λ1 = 0.001
and λ2 = 0.01 selected through grid search to balance the contributions of different loss terms:

Lcls = −
1
N

N
∑
i=1
[yi log( ŷi) + (1 − yi) log(1 − ŷi)] (4)

3.2.2 CNN Feature Fusion Module
The CNN module is responsible for deep fusion of statistical and semantic features in the Double-S

feature model, learning interaction patterns between the two types of features. This module employs a one-
dimensional convolutional structure that can effectively capture local correlations and global dependencies
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between features, as evidenced by the experimental results where the CNN fusion improved F1-score by
3.95% compared to direct concatenation.

First, input features undergo standardization preprocessing to ensure numerical stability and prevent
feature dominance:

Xnorm = StandardScaler([Xstat; Xsem]) (5)

Subsequently, multiple convolutional kernels are employed for hierarchical feature extraction, with
K = 64 kernels of size 3 to capture local patterns in the concatenated feature space:

Hi = ReLU(Wi ∗Xnorm + bi) (6)

where Wi ∈ R1×3 is the i-th convolutional kernel, bi ∈ R is the bias term, and ∗ denotes the valid convolution
operation that preserves spatial relationships.

Next, max pooling operations are performed to reduce dimensionality and extract the most salient
features, using a pooling size of 2:

Pi =MaxPool(Hi) (7)

Finally, pooled features are concatenated and input to the fully connected layer, which learns non-linear
combinations of the multi-scale features:

P = Flatten([P1; P2; . . . ; PK]) (8)
Ffused = ReLU(W f P + b f ) (9)

where W f ∈ R128×d f and b f ∈ R128 are the fully connected layer weights and biases, with d f being the flattened
feature dimension after pooling operations.

3.2.3 CNN-to-XGBoost Integration Pipeline
To ensure seamless feature transfer between the CNN feature extractor and XGBoost classifier, we

implement a carefully designed integration pipeline that handles dimensionality reduction, feature flattening,
and input formatting:

1. Feature Dimensionality Management: The CNN feature extractor outputs a 128-dimensional feature
vector per sample (Ffused ∈ R128). This dimensionality is determined by the final fully connected layer
size and provides a compact yet informative representation that balances computational efficiency with
feature richness.

2. Feature Flattening and Normalization: Raw CNN features undergo flattening to create a one-
dimensional vector suitable for XGBoost input. No additional normalization is applied at this stage, as
tree-based models like XGBoost are robust to feature scaling variations. The flattened features maintain their
original scale from the CNN’s ReLU activation, preserving the learned non-linear relationships.

3. Batch Processing and Memory Management: Features are processed in batches of 64 samples to
optimize GPU memory usage during training. Each batch of CNN-extracted features is directly fed to
XGBoost without intermediate storage, ensuring efficient pipeline execution.

4. Input Format Standardization: The integrated pipeline ensures consistent input formatting between
training and inference phases. During training, features from the CNN are immediately passed to XGBoost’s
fit method, while during prediction, the same extraction and formatting pipeline is applied to test samples.
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This integration approach eliminates potential information loss during feature transfer while maintain-
ing computational efficiency, enabling end-to-end training of the hybrid CNN-XGBoost architecture.

3.2.4 XGBoost Classifier Design
XGBoost serves as the second-stage classifier, receiving CNN-fused features Ffused for final binary

classification decisions. XGBoost iteratively constructs multiple weak learners to progressively optimize
prediction performance, achieving superior performance on the imbalanced phishing dataset compared to
other classifiers (F1-score of 0.9344 vs. 0.9182 for MLP).

The XGBoost prediction function aggregates outputs from multiple decision trees, with T = 100 trees
selected through cross-validation to balance complexity and performance:

ŷi =
T
∑
k=1

fk(Ffused, i) (10)

where fk represents the k-th decision tree and T is the total number of trees.
Each tree’s training objective minimizes a regularized loss function to prevent overfitting while

maintaining predictive power:

L =
N
∑
i=1

�(yi , ŷi) +
T
∑
k=1

Ω( fk) (11)

where �(⋅) is the binary cross-entropy loss function, and Ω( fk) is the regularization term that penalizes
model complexity:

Ω( fk) = γTk +
1
2

λ
Tk

∑
j=1

w2
j (12)

where γ = 0.1 is the leaf node complexity penalty coefficient, λ = 1.0 is the L2 regularization coefficient, Tk is
the number of leaf nodes in the k-th tree, and w j is the weight of the j-th leaf node.

XGBoost uses second-order Taylor expansion to approximate the loss function and guides tree con-
struction through gradient information. The final predicted probability for phishing classification is obtained
through sigmoid transformation:

P(phishing∣Ffused, i) =
1

1 + exp(− ŷi)
(13)

Through CNN-XGBoost collaboration, ConvXG-Net fully leverages the advantages of the Double-S
feature model: the CNN module effectively integrates complex interaction relationships between statistical
and semantic features, while the XGBoost classifier constructs robust decision boundaries based on fused
features, ultimately achieving high-precision phishing email detection.

4 Experiments and Evaluation

4.1 Dataset
Existing public datasets available for email detection experiments suffer from issues such as small

dataset sizes and early collection times. Phishing email formats evolve with the times and continuously
iterate alongside technological developments. Therefore, the forms and characteristics of phishing emails in



Comput Mater Contin. 2026;87(2):58 11

current network environments may differ significantly from those in existing datasets. Using these datasets
for research may not adequately address contemporary email detection tasks.

To address this issue, our experimental data comes from real email data collected by the servers of
Coremail, a renowned Asian email company. This dataset has undergone preprocessing, with individual EML
files parsed into JSON format to facilitate subsequent detection tasks. In addition to the original fields such
as email subjects and content, the dataset includes behavioral features and fingerprint features statistically
derived by the email server. The dataset comprises a total of 200,000 emails, consisting of 150,000 normal
emails and 50,000 phishing emails, representing a realistic distribution that reflects the imbalanced nature
of phishing detection scenarios in real-world applications.

4.2 Experimental Setup and Hyperparameters
Having established our dataset characteristics, we now detail the experimental setup and model configu-

rations used in our evaluation. To ensure reproducibility and enable other researchers to replicate our results,
we provide comprehensive specifications of the Double-S ConvXG-Net architecture and hyperparameters
in Tables 2 and 3. Our implementation follows a two-stage pipeline: first, a CNN module performs feature
fusion on the Double-S feature representations, followed by an XGBoost classifier for final prediction. All
hyperparameters were selected through grid search cross-validation on a held-out validation set.

Table 2: CNN feature fusion module architecture and hyperparameters

Component Parameter Value
Input processing Normalization Min-max scaling

Convolutional layer

Kernel size 3
Input channels 1

Output channels 32
Padding 1

Activation function ReLU

Pooling layer
Pooling type Max pooling
Kernel size 2

Stride 2

Fully connected layers
Hidden layer size 32
Output layer size 2 (binary classification)

Activation function ReLU (hidden), Softmax (output)

Training parameters

Optimizer Adam
Learning rate 0.01

Batch size 64
Epochs 5

Loss function Cross-entropy
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Table 3: XGBoost classifier hyperparameters

Parameter Value Description
n_estimators 100 Number of boosting rounds
Max_depth 3 Maximum depth of each tree

Learning_rate 0.1 Step size shrinkage
Objective binary:logistic Binary classification objective

Random_state 42 Random seed for reproducibility
Booster gbtree Tree-based models
Gamma 0 Minimum loss reduction for split

Min_child_weight 1 Minimum sum of instance weight
Max_delta_step 0 Maximum delta step for each leaf

Subsample 1.0 Subsample ratio of training instances
Colsample_bytree 1.0 Subsample ratio of columns for each tree

The CNN-to-XGBoost integration is implemented as a seamless pipeline where CNN-extracted features
(128-dimensional vectors) are directly fed to XGBoost without intermediate processing, ensuring efficient
end-to-end training and consistent feature representation between training and inference phases.

4.3 Performance Metrics
The confusion matrix is a fundamental tool in the evaluation of classification models, and is defined

as Table 4:

Table 4: The basic structure of the confusion matrix

Actual positive Actual negative
Predict positive True Positive (TP) False Negative (FN)
Predict negative False Positive (FP) True Negative (TN)

• True Positives (TP): The number of actual positive instances correctly identified by the model as positive.
• False Positives (FP): The number of actual negative instances incorrectly identified by the model

as positive.
• True Negatives (TN): The number of actual negative instances correctly identified by the model

as negative.
• False Negatives (FN): The number of actual positive instances incorrectly identified by the model

as negative.

In evaluating the model performance, we use Precision, Recall, and F1-Score (denoted as F1) as the
evaluation metrics.

Precision = TP
TP + FP

(14)

Recall = TP
TP + FN

(15)

F1 = 2 × Precision × Recall
Precision + Recall

(16)
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Precision represents the proportion of correctly predicted anomalies among the predicted anomaly
samples, with a higher value indicating a lower false positive rate. Recall represents the proportion of correctly
predicted anomalies among the true anomaly samples, with a higher value indicating a lower false negative
rate. F1 combines Precision and Recall, with a higher value indicating a better overall detection performance.
To highlight the comprehensive performance of the proposed method, this paper considers F1 as the primary
evaluation metric.

4.4 Experimental Results and Analysis
Using the experimental setup and hyperparameters detailed in the previous section, we conducted

comprehensive evaluations of our Double-S ConvXG-Net model. To ensure robust and reliable performance
estimation, we employed a customized cross-validation approach that balances statistical rigor with practical
considerations for large-scale email datasets.

Our validation scheme divides the dataset into ten equal parts and randomly selects seven parts (70%
of data) for training and three parts (30% of data) for testing in each iteration. This process is repeated five
times with different random selections, and final results are averaged across all runs.

This 7:3 split ratio is specifically chosen to reflect real-world machine learning deployment scenarios
where models are typically trained on substantial datasets and evaluated on meaningful test sets. Compared
to traditional 10-fold cross-validation, our approach provides more reliable performance estimates for large
datasets by ensuring adequate test set sizes for stable metric computation while maintaining sufficient
training data for model convergence. The random selection across iterations ensures diverse training-test
combinations, mitigating potential biases from fixed fold assignments while maintaining statistical validity
through multiple repetitions.

4.4.1 Comparative Experiment 1: Selection of Semantic Feature Models
First, this experiment employs CNN algorithms to perform binary classification tasks on semantic

features extracted from eight fine-tuned large language models and one original large language model
concatenated with statistical features, to determine the most suitable fine-tuned model—that is, the model
that requires the least fine-tuning data while achieving excellent fine-tuning results. The experimental results
are shown in Table 5.

Table 5: Comparative experimental results of fine-tuned models

Model Precision Recall F1
Qwen-2.5 7B original 0.9347 0.8968 0.9118

Qwen-2.5 7B-300 0.9319 0.9330 0.9306
Qwen-2.5 7B-600 0.9231 0.9258 0.9234
Qwen-2.5 7B-900 0.9468 0.9388 0.9455
Qwen-2.5 7B-1200 0.9470 0.9391 0.9454
Qwen-2.5 7B-1500 0.9400 0.9473 0.9433
Qwen-2.5 7B-1800 0.9428 0.9459 0.9442
Qwen-2.5 7B-2100 0.9449 0.9404 0.9441
Qwen-2.5 7B-2400 0.9413 0.9387 0.9399
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The results are visualized in Fig. 4. As can be observed, in the initial fine-tuning phase (300 samples),
the model’s F1-score (0.9306) improved compared to the original model (0.9118), indicating that even
small amounts of data can optimize model performance. When the sample size increased to 900, model
performance improved notably with an F1-score reaching 0.9455, demonstrating that increased data volume
helps the model learn more stable features. At 1200 samples, the F1-score remained stable (0.9454), suggesting
the model may have reached an optimal state under the current data distribution. At 1500 samples, recall
(0.9473) peaked while precision slightly decreased (0.9400), likely due to increased data noise or class
imbalance causing the model to favor improving recall. As the sample size further increased (1800–2400),
model performance stabilized with F1-scores fluctuating around 0.944, showing no significant improvement.
This indicates that under current tasks and data distribution, the model has approached its performance
ceiling, and continued sample size increases yield limited marginal benefits. In this dataset, the Qwen-2.5 7B
model achieved strong performance (F1 ≈ 0.945) with 900–1200 fine-tuning samples. Therefore, subsequent
experiments use semantic features extracted from the model fine-tuned with 900 data points to ensure
effectiveness while minimizing fine-tuning costs.

Figure 4: Comparative experimental results of different fine-tuned models

4.4.2 Baseline Comparison Experiments
To ensure fair evaluation, all baseline algorithms were implemented and evaluated on the same unified

dataset (200,000 emails with 50,000 phishing and 150,000 legitimate samples) using identical training and
testing splits. To fully demonstrate the superiority of our proposed model, we employ common binary
classification algorithms on our constructed model for binary classification tasks. The experimental results
are shown in Table 6 and visualized in Fig. 5. The experimental results indicate that traditional machine
learning models (such as decision trees, logistic regression, etc.) exhibit overall weak performance, with
F1-scores all below 0.90. Among them, although decision trees have relatively high recall (0.9329), they
have the lowest precision (0.8187), demonstrating sensitivity to noise and tendency to overfit. In contrast,
deep learning models show outstanding performance in precision (CNN: 0.9468, MLP: 0.9603), but MLP’s
recall significantly decreases (0.8635), indicating feature extraction bias issues. Ensemble methods (XGBoost,
Random Forest) achieve F1-scores near 0.93-0.94, but still do not surpass the Double-S-ConvXG-Net method
proposed in this paper.

Our proposed method demonstrates strong performance across all evaluation metrics: the F1-score
reaches 0.9587, representing improvements of 1.3% 10.6% over other models; precision (0.9591) and recall
(0.9583) are nearly identical, achieving excellent balance between accuracy and coverage. While these
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improvements may appear modest in percentage terms, they are highly meaningful in the context of large-
scale email processing. With our dataset containing 200,000 emails (50,000 phishing and 150,000 legitimate),
even a small 1% improvement in F1-score translates to correctly classifying hundreds of additional emails.
This practical significance is particularly important in phishing detection, where reducing false positives can
significantly decrease user frustration and security team workload. Similar evaluation metrics (precision,
recall, F1-score) are widely adopted in phishing detection literature, as demonstrated in recent works such
as those comparing HELPHED, FMMPED, and other hybrid approaches. This advantage primarily stems
from the model design: the CNN branch effectively extracts local spatial features to ensure high precision,
while the XGBoost branch integrates global statistical features to optimize recall. The complementary
nature of these features successfully overcomes the limitations of single models, such as MLP’s recall
degradation. This hybrid architecture not only improves classification performance but also maintains strong
model robustness.

Table 6: Comparative experimental results of different binary classification algorithm models

Model Precision Recall F1
Decision tree 0.8187 0.9329 0.8720

Logistic regression 0.8110 0.8875 0.8476
K-nearest neighbors 0.9215 0.8754 0.8979

Naive bayes 0.8933 0.8756 0.8844
CNN 0.9468 0.9388 0.9455
MLP 0.9603 0.8635 0.9182

XGBoost 0.9400 0.9289 0.9344
Random forest 0.9301 0.9060 0.9179

Double-S-ConvXG-Net 0.9591 0.9583 0.9587

Figure 5: Comparative experimental results chart of different binary classification algorithm models
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4.4.3 Comparison with State-of-the-Art Methods
To ensure fair comparison, we reproduced the implementations of state-of-the-art methods from

the literature and evaluated all approaches on our unified dataset (200,000 emails with 50,000 phishing
and 150,000 legitimate samples) using identical experimental settings. This approach eliminates dataset
variability as a confounding factor in performance comparison. We also conducted comparative experiments
with advanced feature models and algorithmic models from other researchers, as shown in Table 7.

Table 7: Comparative experimental results of different algorithmic models

Method Precision Recall F1
Rastenis et al. [25] 0.9087 0.8514 0.8898

Rahman & Ullah [26] 0.9335 0.9423 0.9224
McGinley & Monroy [27] 0.9357 0.9435 0.9233

Qi et al. [20] 0.9233 0.9353 0.9323
Doshi et al. [18] 0.9329 0.9234 0.9334

Bountakas & Xenakis [19] 0.9222 0.9357 0.9388
Double-S-ConvXG-Net 0.9591 0.9583 0.9587

Rastenis et al. [25] employed traditional TF-IDF feature-based methods, which achieved certain
results but were limited by shallow feature representation capabilities, with an F1 value of 0.8898. Methods
based on deep semantic features (Rahman and Ullah [26] using word embeddings + CNN-BiLSTM,
F1= 0.9224; McGinley and Monroy [27] using character-level CNN, F1= 0.9233) automatically learn semantic
representations through neural networks, showing improved performance.

Recent advanced methods have demonstrated higher performance: Qi et al. [20] proposed the Fisher-
Markov undersampling-based ensemble learning methods FMPED and FMMPED, specifically optimized
for imbalanced datasets, achieving good results in addressing the severe imbalance between normal and
phishing emails in real-world scenarios, with an F1 value of 0.9323. Doshi et al. [18] proposed a dual-layer
architecture approach that simultaneously handles phishing and spam email detection tasks, integrating
email content and body features for classification, with an F1 value of 0.9334, though their method primarily
focuses on the breadth of email classification rather than deep semantic understanding. Bountakas and
Xenakis [19] developed the HELPHED hybrid ensemble learning framework, combining hybrid representa-
tions of content and textual features using soft voting ensemble learning strategies, with an F1 value of 0.9388.
Despite innovations in feature fusion, their semantic feature extraction still relies on traditional Word2Vec
methods, lacking the ability to capture deep semantic relationships.

In contrast, the Double-S-ConvXG-Net model proposed in this paper innovatively integrates statistical
features with deep semantic features and employs a hybrid architecture of CNN feature fusion and XGBoost
classification, achieving an F1 value of 0.9587. This result not only confirms the necessity of multi-modal
feature fusion for comprehensive text characteristic representation but also reveals the advantages of
hybrid algorithmic architectures in simultaneously modeling local statistical patterns and global semantic
dependencies in text. Analysis shows that although traditional hybrid feature methods (such as HELPHED)
and dual-layer architecture methods (such as Doshi et al.’s work) have innovations in feature combination
and architectural design, they are primarily limited by insufficient semantic feature extraction capabilities,
unable to fully mine deep semantic information from text.
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4.4.4 Ablation Studies
Finally, to characterize the role of modules in feature models and algorithmic models, we conducted

ablation experiments, as shown in Table 8. The ablation experimental results indicate that the synergistic
effect between feature representation and algorithmic architecture has a significant impact on model
performance. From the table, it can be seen that adopting the Double-S feature model demonstrates
performance improvements across various algorithmic frameworks: in the single CNN architecture, Double-
S features improve the F1-score by 3.95 percentage points; in the XGBoost framework, the F1-score
improves by 3.24 percentage points. Particularly noteworthy is that when combining the hybrid architec-
ture of CNN and XGBoost, Double-S features achieve optimal performance (F1 = 0.9587), improving by
3.06 percentage points compared to single-feature methods. This validates the complementarity of
statistical and semantic features—statistical features ensure model robustness while semantic features
enhance fine-grained pattern recognition capabilities. Additionally, algorithm-level ablation shows that the
CNN+XGBoost hybrid architecture’s performance gain increases by 2.42 percentage points, greater than the
improvement amplitude of single algorithms, proving that the synergistic effect of deep feature extraction
and ensemble learning can more fully exploit the potential of multi-modal features. This finding provides
important insights for feature engineering and model architecture design in complex classification tasks:
integrating complementary feature representations with heterogeneous algorithmic frameworks can produce
significant performance improvements.

Table 8: Ablation study results

Algorithm Feature Precision Recall F1

CNN Statistical 0.9256 0.8961 0.9096
Double-S 0.9468 0.9388 0.9455

XGBoost Statistical 0.9390 0.8679 0.9021
Double-S 0.9400 0.9289 0.9344

CNN+XGBoost Statistical 0.9319 0.9243 0.9281
Double-S 0.9591 0.9583 0.9587

5 Conclusion
As network phishing attack techniques continue to evolve, traditional email detection methods have

become inadequate for addressing increasingly complex threats. This paper proposes a phishing email detec-
tion method based on the Double-S feature model and ConvXG-Net hybrid architecture. By innovatively
integrating statistical and semantic features and employing a collaborative classification strategy combining
CNN and XGBoost, we have significantly improved phishing email detection accuracy.

Experimental results demonstrate that our proposed method achieves strong performance across all
metrics: F1-score of 0.9587, precision of 0.9591, and recall of 0.9583, showing notable improvements compared
to existing advanced methods. These achievements not only validate the effectiveness of multi-modal feature
fusion in text classification tasks but also demonstrate the practical value of knowledge distillation for
enabling semantic understanding in resource-constrained deployment scenarios. By transferring advanced
semantic capabilities from large language models to efficient hybrid architectures, our approach provides a
scalable solution for phishing detection that balances performance with computational feasibility.

Future work can be further optimized in several directions: first, exploring multi-dimensional feature
representations, such as graph structure-based email network features; second, investigating adaptive feature
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fusion mechanisms to achieve dynamic weight adjustment in different scenarios; finally, considering extend-
ing this method to multilingual environments and real-time detection scenarios to enhance the practicality
and generalization capability of the approach.
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Table A1: Sender features

Feature Description
isAuthor Sender registration status

emailsInADayOfSender Daily sender email volume
emailsInFifteenMinsOfSender 15-min sender email volume

emailsInADayOfSenderIp Daily sender IP volume
emailsInFifteenMinsOfSenderIp 15-min sender IP volume

sendTime Email transmission time
isChangeEmail Sender email consistency

isSenderContainsStrangeCharacter Sender address suspicious characters

Table A2: Recipient features

Feature Description
receiverNum Number of recipients

isZoneInDanger Recipient region phishing risk

Table A3: Relationship features

Feature Description
isSRFromSameDomain Same domain (sender-recipient)

isSRFromSameZone Same region (sender-recipient)
isEmailUrlLikeReceiver URL domain similarity to recipient

Table A4: Email content features

Feature Description
isSPF SPF configuration status

isDKIM DKIM configuration status
isDMARC DMARC configuration status
attachNum Attachment count

attachPngNum Image attachment presence
attachDangerSuffixNum Executable attachment presence

htmlSize HTML content length
htmlImgVideoNum HTML image tag count

htmlUrlNum HTML URL link count
urlNum Total URL count

urlLength Total URL length
isUrlUsuallyUsedAsPhishing URL personal site indicator

isUrlHttps URL HTTPS status
contentSize Text content size

size Total email size
subjectSize Subject length

(Continued)
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Table A4 (continued)

Feature Description
imageFingerprintCNT Image fingerprint count

attachmentFingerprintCNT Attachment fingerprint count
subjectFingerprintCNT Subject fingerprint count
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