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ABSTRACT: The Internet of Things (IoT) and cloud computing have significantly contributed to the development
of smart cities, enabling real-time monitoring, intelligent decision-making, and efficient resource management. These
systems, particularly in IoT networks, rely on numerous interconnected devices that handle time-sensitive data for crit-
ical applications. In related approaches, trusted communication and reliable device interaction have been overlooked,
thereby lowering security when sharing sensitive IoT data. Moreover, it incurs additional energy consumption and
overhead while addressing potential threats in the dynamic environment. In this research, an Artificial Intelligence
(AI) recommended fault-tolerant framework is proposed that leverages blockchain technology, aiming to enhance
device trustworthiness and ensure data privacy. In addition, the intelligence of the proposed framework enables more
authentic and authorized device involvement in data routing, thereby enabling seamless transmission in smart cities
integrated with lightweight computing. To evaluate dynamic network conditions, the proposed framework offers
a timely decision-making system to ensure robust delivery of IoT-assisted services. Using simulations, the efficacy
of the proposed framework is validated by comparing it with existing approaches across various network metrics,
demonstrating remarkable performance while achieving energy efficiency and optimizing network resources.
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1 Introduction
IoT has introduced a significant innovation paradigm for communication among smart devices and

interaction with physical environments [1,2]. In smart cities, the quality of service is directly impacted
by constrained resources and computing limitations of Wireless Sensor Network (WSN) [3–5]. Sensing
technologies enable the observation and collection of data from dynamic, inconsistent environments.
Unlike traditional networks, intelligent systems require load-balancing and consistent forwarding paths
to retain reliable data transfer in critical and unpredictable environments [6,7]. In recent decades, real-
time applications have integrated artificial intelligence and IoT systems to aggregate and process data from
external sources, thereby enhancing the prediction and responsiveness of heterogeneous services [8,9]. The
deployed devices at lower layers sense the communication infrastructure and analyze the desired parameters
for the monitoring of network communication [10,11]. These systems require a significant contribution to
establish trust in relaying services and offer the most robust multi-paths to enhance system performance
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in terms of resource management [12,13]. On the other hand, edge computing is also used in many
innovative applications to process requested data at the edge, rather than by devices or local servers [14,15].
However, many approaches have been proposed that combine edge computing with reduced computing
power on constrained devices. Nonetheless, it remains a challenging research issue for effective load
distribution in mobile networks, particularly in coping with energy holes near the proximity of edges [16,17].
Furthermore, as smart devices interact with cloud systems via intermediate, insecure relay nodes, ensuring
secure management of data confidentiality and integrity is another significant research challenge for IoT
systems [18–20]. It has been observed that most existing approaches still suffer from suboptimal, untrusted
data forwarding decisions, leading to additional energy consumption due to malicious devices. Moreover,
limited approaches have been proposed using an AI-integrated blockchain solution to ensure a dynamic,
authentic, and verifiable routing recommendation engine. To address these research challenges, our research
proposed a framework that explores artificial intelligence strategies for managing industrial IoT networks
and optimization algorithms to identify load-balanced, energy-efficient data forwarders with distributed
decision-making criteria. Furthermore, a cooperative edge technique is designed to achieve security and
trustworthiness. The main contributions of our proposed framework are outlined below.

i. It proposes an AI-driven framework for adaptive trust management in IoT networks, enhancing system
reliability by dynamically assessing device trustworthiness and ensuring consistent performance.

ii. A routing recommendation engine is integrated to process the devices’ requests and analyze timely
network conditions with more effective data forwarding decisions in IoT environments.

iii. To secure data transmission and achieve privacy in the innovative system, a blockchain and trust
computation are utilized to mitigate communication risks.

The remaining sections are structured as follows: Section 2 explains Related work. Section 3 discusses
the proposed methodology along with its development components. The simulation environment and
performance results are discussed in Section 4. Finally, Section 5 concluded this work.

2 Related Work
Smart cities provide seamless connectivity among IoT devices and act as a backbone for the intercon-

nection of physical objects and real-time applications [21,22]. These systems are developed for continuous
data collection in harsh environments and reduce human effort in managing and controlling unpredictable
circumstances [23,24]. Such a dynamic network enhances the functionality of constrained resources by more
efficiently utilizing network infrastructure, enabling sustainable development and autonomous decision-
making models [25,26]. Edge computing, in collaboration with wireless technologies, enables timely data
processing at affordable computational cost for constrained applications, thereby improving system respon-
siveness under dynamic network conditions [27,28]. The study [29] proposes a Graph-Based Trust-Enabled
Routing (GBTR) scheme for vehicular networks, aiming to provide trustworthy communication for devices
by computing direct, indirect, and contextual trust. Communication success, delay, and mobility factors are
explored for the direct trust, while device feedback and link reliability are used to compute the indirect
trust. Factors such as location, time, weather, and traffic conditions are used to determine contextual trust.
Using the proposed scheme, the routes are more reliable, less congested, and strengthen the communication
system with the integration of rewards and penalties on trust computation. Authors of [30] proposed
a lightweight blockchain-based authentication mechanism for IoT network, aims to improve the energy
consumption while storing only a few credentials of devices. It introduced on-demand routing by optimizing
energy usage through a genetic algorithm-based Software Defined Networking (SDN) controller. With robust
threats detection mechanism, malicious devices are identified and maintain a blacklist on the blockchain.
The study [31] proposed a Lightweight Secure Routing (LSR) algorithm by introducing a multiobjective
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WSN optimization. It enhances the security and connectivity for devices in Wireless Sensor Network by
integrating Ant Colony Optimization (ACO), adaptive trust, QoS and adaptive connectivity models. The
performance results significantly improve resource optimization without additional energy depletion in
the network. Authors of [32] propose a secure routing protocol for IoT-enabled healthcare by combining
a fuzzy logic system and the Whale Optimization Algorithm (WOA). The approach consists of a fuzzy
trust strategy to evaluate device trustworthiness and a WOA-based clustering framework to select optimal
cluster heads based on centrality, communication range, hop count, energy, and trust. The method enhances
the efficiency and security of IoT networks. Authors of [33] propose the Attribute Trust-based Security
(ATST) algorithm to preserve data privacy and grant access control for sensitive information. To develop a
trust measurement model and an authentic access control structure, ATST used user attributes. Moreover,
encryption techniques are explored to secure data transfer, and a dual-trust model is proposed to mitigate
malicious threats and enhance network reliability. Using an authentic scheme, authorized devices can join
the network and access encrypted data using secret information. In [34], the authors propose a three-layered
IoT security architecture integrated with AI and blockchain for real-time threat mitigation. The architecture
includes a novel legitimacy score assessment and an Ethereum-based data repositioning framework to
enhance privacy. A simplified consensus module generates a conclusive evidence matrix, and an AI-based
security optimization, enhanced by metaheuristic algorithms, ensures faster and more efficient security
measures. Table 1 highlights the significant contributions and limitations of the existing approaches.

3 Proposed Methodology
This section discusses the phases and components of the proposed framework. The system model

comprises sensors, sink nodes, and edges that gather environmental data and forward it to processing
servers to fulfill device requests. Sensors are homogeneous and static, while the sink node is mobile.
They are rotated with a predefined speed. Each node uses its transmission power to create local files that
store initial parameters and routing path information, and all tables are continuously updated to optimize
forwarding in the IoT network. The local information is recorded in the tables to identify the observing
neighbors. We modeled the network as a directed graph and explored a traversal mechanism to identify all
possible routes from source to sink. The records of all routes are stored in routing tables and are frequently
updated whenever a suitable candidate is found to forward network traffic. The first phase is an AI-based
routing recommendation system that predicts efficient routing paths by optimizing network resources. It
also ensures quality-aware communication and imposes nominal computational overheads on IoT devices.
On the other hand, blockchain is integrated into the proposed framework to ensure data integrity and
maintain the authenticity of associated devices, thereby enhancing the trustworthiness of the innovative
IoT network. It lessens the malicious threats and prevents unauthorized access while exploring an AI-
recommended system for reliable routing decisions and communication stability. In Fig. 1, the proposed
layers for an AI recommendation system and for blockchain-based data security with effective decision-
making are illustrated. It reduces response time for critical systems and enhances lightweight security
measures against potential attacks by enabling intelligent edge processing. In Fig. 2, the main stages of the
proposed framework, along with their interaction, are illustrated. The IoT devices are interconnected, and
their trust values are computed. If they are more trusted than the selected devices, they can participate in the
routing decision. The forwarders are selected based on cost, and if the cost exceeds a certain threshold, the
routes are reformulated and their records are maintained in the routing table. Moreover, trusts are updated
in response to specific events and network conditions to enhance data reliability and network robustness.
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Figure 1: The flow of developed components using a blockchain-integrated AI-recommendation system

Figure 2: Stages and workflow of the proposed trust-aware routing framework
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Initially, node’s identity ID, transmission power Trp, residual energy RE, and node location NL are
collaboratively collected for node i to formulate the routing entries RE. It optimizes routing decisions and
proposes a more reliable communication paradigm when selecting data forwarders in a dynamic IoT system.
The routing entries are defined as follows in Eq. (1):

RE(i) →

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎩

ID,
Tr p,
RE ,
NL

(1)

In the proposed framework, graph-based traversal methods are explored to identify all solutions for
reaching the source data at the sink node. Later, it selects the optimal solution from the existing solutions. Let
us consider that to reach destination DS with n nodes, the set of possible routes R is computed using Eq. (2).

R = RE(i − 1), RE(i − 2), . . . , R(i) (2)

At the end of each step of data transmission or receiving, the energy consumption of each node i is
computed, as given in Eq. (3).

REi(t + 1) = REi(t) − ΔEi (3)

where ΔEi denotes the depletion of energy of node i at time t. To initiate the data routing, source node NSi
identifies the set of neighbours within its transmission range and selects a forwarder NF to transmit the data
by evaluating the cost using Eq. (4).

C(i) = 1
RE
+ 1

DN F→SN
+ ER (4)

where DN F→SN denotes the distance of the forwarder node to the sink node. The error rate, denoted by ER,
is computed based on the total packets, TP, and lost packets, LP, using Eq. (5).

ER = TP
LP
+ DR (5)

where DR denotes the delay ratio. NF backtracks to the source node with a route request RREQ, when
there is not appropriate route is available. The source node recomputes the cost and selects a forwarder
from its neighbour list based on an AI recommendation system. This system, leveraging past network
performance and learned patterns, predicts and recommends the most efficient forwarder, optimizing
routing decisions. This is a recursive process that progressively converges on an optimal solution. Later,
source nodes continuously compute the cost C(i) for each neighbor, where C(i) represents the cost function
for node i based on factors such as latency, energy consumption, or packet loss, and incorporate AI
recommendations to select the optimal data forwarder NF∗, as defined in Eq. (6).

NF∗ = arg min
N F∈Ni

(C(i) + α ⋅ R̂i) (6)

where:

• routing cost for forwarder i is denoted by C(i)
• R̂i and α denote recommendation score, and weighted factor.
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Using Eq. (7), a route lifetime RL and error rate ER are explored to determine the trust of a data
forwarder Tr(NF), and ensuring an authentic communication along with data reliability.

Tr(NF) = ER ⋅ RL (7)

Using Eq. (8), both the past trust values and new data regarding route lifetime and error rate are utilized
to dynamically compute the trust value Tr(NF). Also, a weighting factor α ∈ [0, 1] is used to balance the past
and new computed trust score based on the network conditions.

Tr(NF)(t+1) = α ⋅ Tr(NF)(t) + (1 − α) ⋅ (1 + ER
RL
) (8)

Afterward, using AI integration, an updated trust-driven score Xt is calculated based on past trust
observations and network behavior. This score is then committed to the blockchain ledger L, where each entry
is secured using a cryptographic hash H(⋅) to ensure immutability and verifiable traceability. The process
reflects the sequential coupling of AI-generated recommendations with blockchain-backed trust validation,
as given in Eqs. (9) and (10).

Xt = α Tr(NF)t−1 + (1 − α)(1 + ER
RL
) (9)

H (Tr(NF)t) = H(Xt) (10)

In the proposed framework, another significant measurement is to attain security in terms of privacy
and authentication. The edges in the proposed framework identify non-registered devices in the IoT system,
and after verification, the collected data is securely forwarded to the sink node. The edge node generates a
secret key ki which is composed of various shares as defined in Eq. (11).

ki =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

Si ,
Si+1 ,
Si+2,
⋮
Sk

(11)

(t, n) a threshold-based Shamir’s secret sharing technique [35] is used to divide a secret key ki among a
group of n forwarders. The secret key ki can be reconstructed using any t subset of forwarders. Nevertheless,
the ki cannot be reconstructed with fewer than n subkeys. The shares are sent to forwarders with the
integration of time stamps t0. On receiving each share Si , the forwarder exploits it in the transmission of
collected data di using Eq. (12). Later, a particular edge receives all the encrypted data, and it verifies the
identity of the forwarder from its trust table, which comprises node identity NID and route identity RID.

Ei = (Si ⋅ di) + n0 (12)

Algorithms 1 and 2 outline the stages of the proposed framework for energy-aware trust computing
in IoT-assisted networks and for selecting reliable forwarders to achieve effective route establishment and
maintenance. The proposed framework selects the optimal forwarder from a node’s neighbor list using an
AI recommendation engine and Blockchain trust data. The forwarder selection process considers both the
cost function and the recommendation score, which is adjusted using trust values stored in the Blockchain.
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The optimized decision-making AI-recommended engine, along with trustworthiness communication,
ensures a secure and authentic IoT network while maintaining the integrity of sensitive data.

Algorithm 1: Energy-aware trust computation
Input: Residual energy REi(t), energy cost ΔEi , neighbor set Ni , trust Tr(NF)(t), route lifetime RL,

error rate ER, forgetting factor γ
Output: REi(t + 1), updated Tr(NF)(t+1)

1 Energy Update
2 REi(t + 1) ← REi(t) − ΔEi ;
3 if REi(t + 1) < Energ yThreshold then
4 Mark node as low-energy;
5 end
6 Trust Update
7 foreach NF ∈ Ni do
8

Tr(NF)(t+1) = γ Tr(NF)(t) + (1 − γ) RL
1 + ER

9 end
10 return REi(t + 1), Tr(NF)(t+1);

Algorithm 2: Forwarder selection using continues trust updation
Input: Neighbor set Ni , cost function C(⋅), AI-score R̂(NF), updated trust Tr(NF)(t+1), weights α, β
Output: Selected forwarder NF∗

1 minCost←∞,;
2 NF∗ ← ∅;
3 foreach NF ∈ Ni do
4

cadj = C(NF) + αR̂(NF) − β Tr(NF)(t+1)

if cadj <minCost then
5 minCost← cadj,;
6 NF∗ ← NF;
7 end
8 end
9 if NF∗ = ∅ then

10 Select fallback node;
11 end
12 return NF∗;
13 Complexity: O(∣Ni ∣)

4 Results Analysis
In this section, the effectiveness of the proposed framework is analyzed with GBTR scheme [29] and LSR

algorithm [31]. The experiments were conducted using NS-3 and TensorFlow. Malicious devices, sensors,
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and edge and sink nodes make up the simulated environment. The sensors rotate along a circular path and
are mobile. They are constrained by energy, processing, and storage limitations. The initial energy levels of
the mobile nodes are heterogeneous, ranging 5000 mJ. We evaluate the proposed framework and existing
solutions for energy consumption, packet loss ratio, system latency, and device overheads. The execution
environment is created using NS-3 on Ubuntu 22.04 OS, Intel core-i7 with 32 GB RAM. Experiments were
conducted using varying numbers of packets and fault durations. The simulation parameters are depicted
in Table 2.

Table 1: Main Contributions and Limitations

Approaches Main contributions Limitations

GBTR [29]

Introduces a trust-enabled routing
model that improves network

performance and reduces security
risks.

Involves high computational cost
and additional performance

overhead in large-scale scenarios.

Lightweight
blockchain-based

authentication [30]

Ensures attack-resilient
authentication and enhances
privacy and integrity using
GA-based secure routing.

Consumes extra energy and adds
communication overhead due to
GA and blockchain operations.

LSR Algorithm [31]
Provides lightweight trust-QoS

routing with adaptive decisions and
improved throughput.

Shows limited scalability and slow
trust updates in rapidly changing

environments.

Secure routing for IoT
healthcare [32]

Uses fuzzy-whale optimization to
enhance trust, energy efficiency,

and routing security.

Imposes high computational load
and lacks real-world deployment

validation.

ATST algorithm [33]
Implements attribute-based trust

access control with strong
protection against insider threats.

Requires continuous attribute
collection, raising privacy

concerns, and performs poorly in
highly dynamic networks.

Three-layer IoT
security

architecture [34]

Combines AI and blockchain for
improved threat detection and
secure data exchange in smart

cities.

Demands high resource usage and
faces scalability issues in dense IoT

environments.

Proposed Framework

Offers AI-enabled adaptive trust
management, real-time route
recommendation, and secure

decentralized delivery via
blockchain.

Requires large-scale real-world
testing and further optimization for
resource-constrained IoT devices.
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Table 2: Simulation parameters

Parameter Value
Initial energy 5000 mJ
IoT sensors 300

Nodes deployment Random
Malicious devices 10

Sensing radius 5 m
Simulations run 50

Data packet 100 to 4000 bytes
Fault duration 50 to 450 s

Evaluation Scenarios Varying fault duration and data
packets

Baseline methods GBTR and LSR
Trust window 20 rounds
Decay factor 0.6

Fig. 3a demonstrates that the proposed framework improves energy consumption by an average of
45.3% and 58% compared to existing solutions in terms of fault duration. This improvement is achieved
by selecting optimal forwarders using an AI-driven recommendation system that incorporates historical
network data and Blockchain trust values to optimize routing. In the prediction phase, forwarder selection
is based on intelligent methods that consider congestion and load balancing. Furthermore, it ensures that
the system updates trust dynamically, preventing malicious nodes from transmitting false data and reducing
network load. This leads to more efficient resource allocation and reduced packet loss. Fig. 3b shows that
the proposed framework outperforms existing studies by 37% and 43% in energy consumption under
varying data packets. Optimizing resource allocation with an AI-driven approach, along with trust-based
mechanisms, enhances system security and ensures reliable blockchain-based IoT-edge communication. It
enhances network integrity, ensures robust transmission, and improves the overall system’s effectiveness
through effective and robust strategies. Fig. 4a illustrates the performance evaluation of the proposed
framework and related solutions in terms of data loss rate. Across varying fault durations, the proposed
framework reduces data loss rates by 38.6% and 43.2%. The integration of AI-driven recommendation
systems and Blockchain trust data enables the framework to optimize performance by intelligently managing
network congestion and efficiently controlling IoT resources. By selecting key parameters based on real-
time network conditions, the framework ensures reliable communication links and consistent next-hop
selection, thereby enhancing long-term connectivity for continuous data routing. In Fig. 4b, the proposed
framework outperforms existing solutions by 41.5% and 47% in performance analysis. Continuous updates
lead to improvement in routing paths, identification of trustworthy neighbors, and enhanced route lifetime,
all supported by Blockchain integration for secure and immutable trust data. The AI-based optimization
algorithm balances the load on data links, increases trust between devices, and ensures fault tolerance.
Moreover, the system dynamically adapts by invalidating overused routes and notifying the source node to
select alternative paths. Fig. 5a compares the performance of the proposed framework with existing solutions,
focusing on system latency for varying fault durations. The results demonstrate a 34.5% to 40% improvement
in minimizing latency, attributed to the collaboration of sensors, intermediate devices, and Blockchain-
integrated trust management. The framework leverages AI-driven decision-making to reroute crucial IoT
data and continuously updates trust scores, enhancing reliability and security. By identifying faulty channels
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through multi-factor trust computation, the system prevents unauthorized devices and potential threats from
injecting malicious route requests. In Fig. 5b, the proposed framework outperforms existing approaches with
a 37% to 48% improvement in system latency under varying data packet sizes. This success results from
integrating AI-driven multi-factor analysis to optimize decision-making in collaboration with edge devices.
The system dynamically updates routing flags and efficiently manages transmission costs through latency-
aware data forwarding. Additionally, the proactive routing strategy ensures prompt mitigation of network
vulnerabilities. Fig. 6a presents a comparison of the proposed framework and existing approaches in terms
of device overhead across varying fault durations. The proposed framework demonstrates a 33% to 38%
improvement, achieved by integrating an efficient anomaly detection mechanism. Trust scores are computed,
adaptive thresholds are set, and pattern analysis is performed during device communication, reducing false
traffic on communication links and enhancing the system’s trustworthiness. Agents play a key role in ensuring
that only verified devices send real-time data to cloud stations, thereby minimizing device overhead and
ensuring the participation of authentic devices. Fig. 6b presents the performance analysis under varying data
packets, where the proposed framework shows a significant reduction in communication overhead by 39%
to 46%. The AI-driven decision-making process efficiently classifies network traffic, optimizing resource
allocation and reducing device overhead from false alarms. The system minimizes resource waste from false
notifications and ensures devices are not burdened with unnecessary computations. By combining trust-
based AI mechanisms with a robust security and alerting protocol, the framework enhances IoT network
security and overall performance while maintaining minimal device overhead.

Figure 3: Analysis of energy consumption for proposed framework, GBTR, and LSR: (a) Varying fault duration and
(b) Varying data packet sizes

Figure 4: Analysis of data loss rate for proposed framework, GBTR, and LSR: (a) Varying fault duration and (b) Varying
data packet sizes
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Figure 5: Analysis of system latency for proposed framework, GBTR, and LSR: (a) Varying fault duration and
(b) Varying data packet sizes

Figure 6: Analysis of device overhead for proposed framework, GBTR, and LSR: (a) Varying fault duration and
(b) Varying data packet sizes

5 Conclusion
Smart cities have adopted emerging technologies and IoT systems to advance intelligent communi-

cation. Such systems perform data analysis and processing with human involvement, thereby advancing
a sustainable environment. Real-time monitoring of harsh conditions enables an effective communication
paradigm and supports timely resource management for responding to requested devices. Although many
approaches have been proposed to address the automation system’s routing and enhance optimization
processes, many solutions still lack reliable data transfer and trust integration. Furthermore, the involvement
of faulty channels in data sensing and fusion introduces additional overhead and reduces privacy among IoT-
connected systems. The trustless environment has a highly significant impact on security measurement when
dealing with constrained resources and optimizing decision-making systems. Our research proposed an
AI-recommended framework, along with blockchain technology, for energy-efficient, collaborative network
infrastructure. It offers fault-tolerant communication services across network-wide interconnected devices
and addresses the unpredictable conditions that can undermine trust between peer devices. It also extends
connectivity without imposing additional computational load on bounded sensors and ultimately exposes
malicious activities through high-level security analysis. We intend to explore machine learning algorithms
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to improve the scalability of the proposed framework against distributed attacks and to minimize complexity
across diverse large-scale IoT networks.
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