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ABSTRACT: The advent of quantum computing poses a significant challenge to traditional cryptographic protocols,
particularly those used in Secure Multiparty Computation (MPC), a fundamental cryptographic primitive for privacy-
preserving computation. Classical MPC relies on cryptographic techniques such as homomorphic encryption, secret
sharing, and oblivious transfer, which may become vulnerable in the post-quantum era due to the computational power
of quantum adversaries. This study presents a review of 140 peer-reviewed articles published between 2000 and 2025
that used different databases like MDPI, IEEE Explore, Springer, and Elsevier, examining the applications, types, and
security issues with the solution of Quantum computing in different fields. This review explores the impact of quantum
computing on MPC security, assesses emerging quantum-resistant MPC protocols, and examines hybrid classical-
quantum approaches aimed at mitigating quantum threats. We analyze the role of Quantum Key Distribution (QKD),
post-quantum cryptography (PQC), and quantum homomorphic encryption in securing multiparty computations.
Additionally, we discuss the challenges of scalability, computational efficiency, and practical deployment of quantum-
secure MPC frameworks in real-world applications such as privacy-preserving Al, secure blockchain transactions, and
confidential data analysis. This review provides insights into the future research directions and open challenges in
ensuring secure, scalable, and quantum-resistant multiparty computation.

KEYWORDS: Quantum computing; secure multiparty computation (MPC); post-quantum cryptography (PQC);
quantum key distribution (QKD); privacy-preserving computation; quantum homomorphic encryption; quantum
network security; federated learning; blockchain security; quantum cryptography

1 Introduction

Quantum computing threatens the classical cryptography underpinning secure multiparty computation
(MPC) [1]. Shor’s algorithm compromises widely deployed schemes such as RSA and ECC, creating urgent
risks across finance, healthcare, Al, and cloud settings. While post-quantum cryptography (PQC) is emerg-
ing, its integration with MPC is still early-stage [2] and advances in QKD and quantum-enhanced primitives
offer complementary, quantum-resistant avenues [3]. MPC—from Yao's garbled circuits [4] to GMW, secret
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sharing, and FHE [5-7] supports privacy-preserving ML, finance, medical analytics, and blockchain [8-11]
but faces heavy computation/communication costs and reliance on quantum-vulnerable primitives [12-14].
This review bridges classical MPC and quantum-secure computation, surveying developments, challenges,
and gaps, and includes nine Python implementations with outputs to ground key concepts.

Despite progress, key gaps remain:

o  Scalability and efficiency constraints, especially in multi-party and real-time settings [12,13].

« Immature, under-validated integration of PQC within MPC frameworks [14].

o Lack of standards and interoperability for hybrid classical-quantum models [3].

« Incomplete resilience against advanced quantum adversaries. Addressing these requires algorithmic
advances alongside hardware readiness, protocol standardization, and real-world implementations to
keep MPC viable in the post-quantum era.

The major contribution of the study is

« The study examines classical MPC foundations (secret sharing, homomorphic encryption, oblivious
transfer); assesses quantum threats from algorithms such as Shor’s and Grover’s to existing MPC.

o The study examines PQC options for MPC—including lattice-, hash-, and code-based approaches.

o The study examines the quantum-oriented techniques relevant to MPC, such as QKD, quantum
homomorphic encryption, and quantum-enhanced zero-knowledge proofs.

o The study also examines the scalability of MPC and identifies future directions involving integration
with blockchain, federated learning, and secure cloud computing.

Section 1 introduces motivation, background, and scope; Section 2 covers classical MPC founda-
tions and limitations under quantum threat; Section 3 analyzes quantum computing’s impact on MPC
security; Section 4 surveys post-quantum techniques applicable to MPC; Section 5 discusses hybrid classical-
quantum transition models; Section 6 addresses scalability and real-world implementations; Section 7
highlights open challenges and future directions; and Section 8 concludes with implications for cybersecurity
and data privacy. Table 1 shows the list of abbreviations.

Table 1: List of abbreviations

Full form Abbreviations Full form Abbreviations
Qu.ant'um .Key QKD Post-quantum PQC
Distribution cryptography
Multiparty Computation MPC Fully homomorp hic FHE
encryption
Oblivious Transfer oT Zero-Knowledge Proofs ZKPs
Homomorphlc HE Verifiable Secret Sharing VSS
encryption
Quantum Secret Sharing (ORN Shamir’s Secret Sharing SSS
Federated learning FL Maximum Cut MAXCUT
Quantum-safe FHE QFHE Qua'lnt.u m.App rox1rT1ate QAOA
Optimization Algorithm
Internet of Things IoT
Lattice-Based LBC Code-Based CBC
Cryptography Cryptography
Decentralized finance DeFi Zero-knowledge proofs ZKPs

(Continued)
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Table 1 (continued)

Full form Abbreviations Full form Abbreviations
Machine Learning ML Quantum Processmg QPUs
units
Isogeny Diffie-Hellman SIDH Merkle Signature Scheme MSS
Searchable Encryption SE Key-Policy ABE KP-ABE
Attrlbute—]'Sased ABE Lattice-based LBC
Encryption cryptography
ino Learni ith
Ring ;a;rrrcl)lrrslg wit RLWE Shortest Vector Problem SVP

2 Literature Review
2.1 Challenges in a Post-Quantum World

Quantum computing disrupts MPC’s cryptographic foundations: Shor’s algorithm breaks
RSA/ECC/Diffie-Hellman [15] while Grover’s algorithm weakens symmetric primitives [1,4], threatening
core MPC assumptions [16]. PQC and quantum cryptography provide countermeasures [17], but adapting
MPC requires advances in security, scalability, deployment, and governance [18].

Classical dependencies heighten risk: many MPC constructions rely on number-theoretic public-key
systems vulnerable to Shor [19,20], and symmetric schemes face quadratic search speedups, demanding
larger keys [21]. Secret-sharing and oblivious-transfer variants that inherit number-theoretic assumptions
also face quantum-era exposure [22].

Scalability pressures intensify: quantum-resistant schemes often use larger keys and heavier algebra,
increasing memory, bandwidth, and compute costs for MPC [23] lattice-based approaches exemplify these
overheads [24]. Given MPC’s multi-round communication, layering PQC further strains bandwidth and
hinders practicality [25].

Deployment remains challenging: limited quantum infrastructure (e.g., QKD links) constrains real-
world rollouts [26,27]. Migration will require hybrid designs that preserve classical compatibility while
introducing quantum-resistant components [28] amid evolving standardization—NIST’s PQC process is
progressing, but a unified MPC integration path is not yet finalized [29]. Fig. | summarizes these challenges.

Challengesin a
Post-Quantum

World
|
I I [ I
Vulnerability of st " z "
Classical (S:calablllt\(andl o F’Iractlcal ’ Security Against Ethical and Policy
Cryptographic omputationa eployment o Quantum e ReEeTS
Overhead Quantum MPC Adversaries

— Primitives — - —| -

Figure 1: Challenges in the post-quantum world

Security against quantum adversaries expands in scope: quantum side-channels stress traditional
assumptions [30], quantum-accelerated threats target privacy-preserving AI built atop MPC [31], and
“harvest-now, decrypt-later” endangers long-term confidentiality [32].
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In response, emerging directions include integrating Al and blockchain, leveraging quantum tech-
niques, and developing self-healing cybersecurity to improve resilience alongside quantum-resistant
measures such as PQC and QKD, and hybrid (classical-quantum) transition strategies for IoT and

blockchain systems. Table 2 summarizes methods to secure data.

Table 2: Methods to secure data

Ref Methods Findings
Prove group membership or sign on behalf of a group
[33-36] Group signatures  with anonymity; standardized (ISO/IEC 20008-2:2013)
and available in public libraries.
Signer-anonymous, unlinkable signatures used in
[37,38] Ring signatures privacy e—v9t1ng/payments and c.rypt'ocur'renaes (e.g.,
Monero); signature size grows with ring size and relies
on costly asymmetric ops.
Signer-unaware endorsements for privacy-preserving
[39-41] Blind signatures payments (e.g., PayCash); often hardware-backed
(smart cards); no unified standard yet.
Homomorphic PHE s.upports one operation;.SHE su.ppo.rts limitfed
[42-44] . operations; FHE supports arbitrary circuits but with
encryption i
very high overhead.
Enables k h
N Searchable nables eyworq searc over.encrypted data by
[45] . untrusted servers without revealing plaintext or query
encryption
terms.
(46,47] Attribute-based Encrypts to attributes; only keys with matching
o encryption policies decrypt; two variants: KP-ABE and CP-ABE.
(48] Secure multi-party Parties jointly compute a function while keeping
( computation inputs private.
Distri . ied shari s f
[49,50] Data splitting 1str1butf?s data using varied sharing strategies for
numerical, categorical, or file-based formats.
[51,52] Lattice-based Based on LWE/RLWE/SVP; supports KEM, PKE, and
01,52 .
cryptography signatures (e.g., NTRU, NewHope, Kyber, Frodo).
[53,54] Multivariate Finite-field multivariate schemes for signatures (e.g.,
20,94 .
cryptography HFE, UOV, Rainbow, TTS).
- Hash-based Signatures from one-way hashes (L'flmport QTS,
[55,56] Merkle tree; MSS) with conservative security
cryptography .
assumptions.
Hardness from decoding with errors;
. Code-based . . . .
[57,58] McEliece/Niederreiter; robust security, but very large
cryptography

Isogeny-based
cryptography
Symmetric
quantum-resistant

cryptography

public keys.
Super-singular isogeny hardness; key-exchange
schemes such as SIDH/SIKE.

Mitigate Grover by enlarging keys in modern
symmetric systems; in use for decades.
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Quantum capability exacerbates data-sovereignty asymmetries and pressures encryption policy and
global cybersecurity governance [61]. Quantum-enabled conflict heightens national-security risks, calling
for international accords on quantum-safe communications and standards [62]. Adoption hinges on usability
and cost—quantum-secure protocols must be deployable without prohibitive complexity [63]. A coherent
response combines PQC, quantum-safe communications, and hybrid classical-quantum frameworks.

The rapid advancement of quantum computing poses unparalleled challenges to traditional cryptog-
raphy techniques, endangering the security of digital infrastructures worldwide. This review study [64]
examines the influence of quantum computing on cybersecurity. It highlights issues with algorithms such as
Shor’s and Grover’s that may compromise conventional encryption techniques like RSA, ECC, and AES. The
study [65] looks at AT's increased accuracy and speed in spotting phishing attempts, zero-day vulnerabilities,
and complex persistent threats. Recent developments like quantum computing, the combination of AI and
blockchain, and the growing importance of self-healing systems in bolstering cybersecurity framework
resilience are also covered. The study [65] provides a critical analysis of a number of topics, such as data
privacy, ethical considerations, and adversarial attacks.

2.2 Comparative Overview with Existing Surveys

Table 3 contrasts representative surveys—typically focused on classical MPC or PQC in isolation—
with this work’s integrated review that bridges MPC, post-quantum, and quantum-enabled paradigms,
emphasizing privacy, scalability, and hybrid transition architectures.

Table 3: Comparison of our review with prior survey studies

Quantum/ Integration
Post- Scalability/ 5 Distinctive
Coverage of . aspects L.
Ref. Core focus quantum Efficiency . contribution of
) MPC protocols . . (Blockchain .
considera- discussion this work
. /FL/Cloud)
tion
. Extends to
Privacy- None— quantum threats
[8] plz:re;ivnmiji;ep classical szzstai}iii:) Limited No and hybrid
EUSIE  MPC only 5 PQC-MPC
MPC . .
integration
[66] . 8 None not Moderate  Cloud/ML PPINg )
technologies for MPC-focused quantum security
collaborative ML models
Post-quantum  Full PQC Bridges PQC
[24] lattice-based focus, no None N/A N/A techniques with
cryptography MPC MPC protocols
Broad Analyzes the
Quantum . quantum
overview, .
[18]  cryptography and 0 MPC N/A N/A N/A computing impact
applications detail specifically on
MPC

(Continued)
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Table 3 (continued)

Quantum/ .
Int t
Post- Coverage of Scalability/ naesglztlson Distinctive
Ref. Core focus quantum 8 Efficiency P . contribution of
. MPC protocols . (Blockchain .
considera- discussion /FL/Cloud) this work
tion
Limited to Consolidates
[14] Quantum-secure rotocol Yes (quantum Minimal None classical, PQC, and
MPC protocols P MPC) quantum MPC
taxonomy streams
Bridges privacy,
Unified Full Comprehensive  Detailed Extensive security, and
Our Jantum.secure (quantum  (classical =  (complexity, (blockchain, scalability;
article I(\]/IP C framework T post- PQC - scalability,  FL, cloud, provides taxonomy
quantum) quantum) efficiency) IoT) and future
roadmap

3 MPC: Foundations and Classical Approaches
3.1 Definition of MPC

Secure multiparty computation (MPC) allows multiple parties to jointly compute a function over private
inputs while revealing only the final output, enabling privacy-critical collaboration in finance, healthcare,
and distributed AI [1,2]. Originating with Yaos garbled circuits for two-party computation [4], MPC
has evolved to multi-party frameworks with fault tolerance, leveraging primitives such as homomorphic
encryption, oblivious transfer, and zero-knowledge proofs [7,10]. Adversarial models include honest-but-
curious, where participants follow the protocol but attempt inference [67] and malicious, where deviations
or data exfiltration occur [68]. Threshold (t-of-n) schemes maintain security if a minimum number of
participants remain honest [69]. Core security mechanisms include secret sharing [2,6,22], homomorphic
encryption for computation over ciphertexts [7,10,70], oblivious transfer for selective data exchange [22,71],
and zero-knowledge proofs for correctness verification without revealing private data [72]. Fig. 2 depicts
common MPC models.

Figure 2: Types of MPC models
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Table 4 illustrates the advantages, disadvantages, and practical examples of major MPC models,
including Secret Sharing, Homomorphic Encryption, Oblivious Transfer, Zero-Knowledge Proofs, and

hybrid Classical-Quantum frameworks, highlighting their respective trade-offs in privacy, scalability, and
computational efficiency.

Table 4: Advantages, disadvantages, and practical examples of MPC models

Practical -
MPC model Advantages Disadvantages ractica .exa.m
ples/Applications
S tion i
Simple Communication cciire aggresd 19n o
. ) . federated learning;
implementation; overhead increases o
. . . . . distributed key
Secret sharing strong privacy via with participants; manaement.
(SSS, VSS, QSS) threshold share-loss sensitivity; 8 ’
. - o s quantum secret
reconstruction; robust  limited scalability in .
. sharing in QSS for
fault tolerance. classical SSS.
cloud storage.
Very high
Enables computation computational cost;  Privacy-preserving Al
Homomorphic on encrypted data slow key generation training; secure
encryption (HE, without decryption; and ciphertext medical data analytics;
FHE) supports verifiable expansion; encrypted voting
privacy. challenging for systems.
real-time systems.
Guarantees

Oblivious transfer
(0T)

information-theoretic
security for two-party
communication;
prevents data leakage
during selection.
Verifies correctness

Requires multiple
communication
rounds; efficiency
drops as input size
grows.

Private information
retrieval (PIR), private
bidding and auctions;

secure outsourced
computation.

Blockchain-based

without revealing Computation and confidential
Zero-knowledge inputs; resistant to proof generation are transactions;
proofs malicious costly; verification privacy-preserving
(ZKPs/PQZKPs) participants; extends overhead for large model verification;
to quantum-secure datasets. zero-knowledge
ZKPs. voting.
uantum-secured
Combines quantum _ Q .
entanclement securit Requires quantum financial networks;
Hybrid classical- V\ith dlassical Y infrastructure (QKD cross-institutional
quantuM MPC , links, qubit devices); biomedical
efficiency; detects . . .
(QSS + QKD) cavesdronbin distance and hardware = computations; critical
automatillz llyg constraints. infrastructure

protection.
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3.2 Use Cases of MPC

MPC supports privacy-preserving collaborative ML across siloed datasets [66], privacy-critical finance
(e.g., auctions, fraud detection, secure voting) [73], regulated healthcare/genomics analytics [74], and privacy
in blockchain smart contracts and transactions [75]. Despite these gains, classical MPC remains resource-
intensive and faces scalability limits in a post-quantum context where underlying assumptions may fail.

3.3 Classical Cryptographic Techniques for MPC

MPC combines complementary primitives to ensure confidentiality, correctness, and robustness.

3.3.1 Secret Sharing

Shamir’s scheme uses a degree-(t—1) polynomial; any t shares reconstruct via Lagrange interpolation,
providing perfect secrecy for coalitions < t [76,77]. Additive sharing splits a secret into random summands
(lightweight but unrecoverable if a share is lost) [78]. Verifiable secret sharing lets recipients check share
validity against a dishonest dealer at added cost [79].

3.3.2 Shamir’s Secret Sharing (SSS) vs. Quantum Secret Sharing (QSSS)

Secret sharing enables authorized-subset reconstruction with fault-tolerant, distributed trust for
key management, storage, and private computation. Classical SSS achieves t-of-n recovery via polyno-
mial interpolation [76,77], whereas QSS distributes secrets using quantum states/entanglement to attain
information-theoretic (quantum-mechanics-based) security suitable for quantum-capable infrastructures.

Table 5 highlights SSS vs. QSS: SSS uses polynomial interpolation for threshold recovery and offers
computational security on classical infrastructure, but remains exposed to future quantum attacks. QSS
employs entanglement and QKD to provide eavesdropping detection and information-theoretic security, yet
currently requires specialized quantum networks, limiting near-term scale. Both achieve secure sharing; QSS
is cryptographically stronger but constrained by hardware maturity.

Table 5: Comparative analysis of SSS and QSS

Feature SSS QSS
Mathematical Lagrange interpolation Quantum entanglement
principle (Polynomials) (GHZ State)
Threshold-based , Requires measuring the
Requires t-out-of-n shares .
recovery correct qubits

Computational (Polynomial Information-Theoretic

Security model

Hardness) (Quantum mechanics)

Eavesdropping Needs encryption (not Automatically detects
resistance built-in) interception
_ Vulnerable to quantum Unbreakable (No-Cloning
Attack resistance .
algorithms Theorem)
KD

Infrastructure Classical computers & math Quantum computers & Q

networks
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3.3.3 Homomorphic Encryption (HE)

HE enables computation on ciphertexts for cloud, MPC, and privacy-preserving ML [80]. PHE
supports a single operation (e.g., RSAx [80] Paillier+ [81]); SHE permits limited ops with bootstrap-
ping overhead [82]. FHE supports arbitrary encrypted computation but is costly [83]. Modern schemes
(BGV/BFV [83] CKKS [84]) and bootstrapping advances (e.g., RLWE-based, ~1-2 levels with maintained
CKKS precision) improve practicality [85]. In PPML, HE supports encrypted training/inference and can
be coupled with FL to protect updates (e.g., PFMLP) [86]; large-scale deployments combine DP and HE
to reduce privacy risk [87,88]. Costs remain high, but optimizations (Paillier acceleration, batching) and
adaptive parameterization reduce overhead [87,39].

3.3.4 Comparison between Secret Sharing and Homomorphic Encryption

Secret sharing distributes trust and enables threshold access—well-suited to blockchain key man-
agement and secure FL—but increases communication and reconstruction overhead. HE minimizes
interaction and enables third-party processing without plaintext exposure—ideal for cloud—but shifts cost
to encrypted computation (notably FHE). In MPC, the two are complementary: sharing saves compute
at bandwidth/interaction cost, while HE reduces interaction at higher compute cost. Table 6 summarizes
the comparison.

Table 6: Comparison between secret sharing and homomorphic encryption

Feature Secret sharing Homomorphic encryption
High 1
Computational cost Low (simple arithmetic) 1g. (comp eX,
encryption/decryption)
Communication High (share exchange Low (encrypt once, compute
overhead required) remotely)
. Threshold-based (data Computation without
Security model . . o
reconstruction required) revealing input
Distributed trust Privacy-preserving Al, cloud
Best use cases . .
(blockchain, FL) security

Both secret sharing and homomorphic encryption (HE) are core to MPC: secret sharing excels when
distributed trust and threshold recovery are essential, while HE enables computation on untrusted platforms
without exposing plaintext. The choice depends on scalability, efficiency, and security trade-ofts. Building on
these foundations, the next section reviews MPC protocols that leverage them—Yao's Garbled Circuits, the
GMW protocol, and HE-based frameworks.

3.3.5 Garbled Circuits

GC realizes secure two-party computation: a “garbler” encrypts a Boolean circuit and an “evaluator”
computes on garbled tables without learning intermediates [4]. Inputs are obtained via OT [88]. GC reveals
only the final output but entails notable precomputation/communication overhead [90]. Optimizations
(free-XOR, half-gates, compact encodings) cut costs and enable private set intersection, auctions, and private
inference [91].
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3.3.6 Oblivious Transfer (OT)

OT lets a receiver obtain one of many messages without revealing the choice, while the sender learns
nothing—supporting MPC, PIR, and GC input delivery (1-out-of-2, k-out-of-n) [92]. It underpins private
database queries and secure biometrics [93]. Though interaction-heavy, OT extension amortizes costs for
large batches, making protocols practical at scale [94].

3.3.7 Zero-Knowledge Proofs (ZKP)

ZXKPs prove knowledge without revealing the witness, strengthening privacy in blockchain, authentica-
tion, and MPC workflows [95]. Forms include iZKP [96], NIZK [97], and succinct NIZK (ZK-SNARKS) for
compact, fast verification [98]. While proof generation can be costly, advances in recursive/efficient proofs
and hardware acceleration are reducing overheads [95,99].

3.3.8 Threshold Cryptography

Threshold schemes distribute decryption/signing/key-gen so only a quorum acts, removing single
points of compromise [100]. TSS enables collaborative signing (e.g., threshold ECDSA) for authentication,
multisig, and consensus without exposing private keys [96,101]. Threshold encryption splits decryption for
distributed key management and secure cloud access. Costs grow with threshold size, but modern designs
using ECC, secret sharing, and MPC optimizations improve efficiency [97].

Protocol Primary application Privacy model Computational
area overhead
Yao’s garbled Two-party secure Semi-honest/malicious Hich
circuits computation model &
GMW protocol Multi-party secure Semi-honest/malicious Moderate
computation model
Homomo.rphic Privacy-preserving Al Fully private Very high
encryption and cloud security
Threshol istri k
reshold Secure distributed key Threshold-based security =~ Moderate
cryptography management

3.4 Scalability and Efficiency Limitations in Current MPC Frameworks

MPC offers strong privacy but encounters real-world friction from heavy computation, substantial
communication, and inefficiencies that worsen with more parties and larger data. Fig. 3 summarizes these
scalability and efficiency limits.

3.4.1 Computational and Communication Costs

Per-gate cryptography dominates runtime and bandwidth: garbled circuits encrypt full circuits, yielding
large ciphertexts [98]. HE preserves confidentiality but incurs slow arithmetic and ciphertext expan-
sion [102]. GMW is fast on XOR yet slows on AND due to interactive multiplications [103]. Interactive designs
increase rounds and latency, especially across distributed/cloud settings.
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Figure 3: Scalability and efficiency limitations in current MPC frameworks

3.4.2 Scalability Challenges in Multi-Party Settings

Beyond 2PC, threshold schemes add verification steps with (often) linear/superlinear growth; malicious
security requires extra proofs, inflating computation and messaging; communication-heavy protocols
struggle under network asynchrony, limiting real-time, large-scale use.

3.4.3 Practical Deployment Constraints

CPU/memory/power demands hinder IoT/mobile deployment; limited standardization (vs. AES/RSA)
fragments implementations; adding ZKP or blockchain hardens security but compounds computational load
and latency.

3.4.4 Optimizing MPC for Scalability and Efficiency

Leaner Boolean/arithmetic circuits, GPU/FPGA parallelization, and lower-round/non-interactive MPC
reduce runtime and synchronization. In FL, HE enables encrypted gradient exchange but needs optimiza-
tions (e.g., Paillier acceleration, batching) to curb compute [86,102]. Network-aware FL balances privacy
with compute/link limits [104]; adaptive encryption tunes cryptographic load to system budgets [105].
Hybrid designs combining HE, differential privacy, and lightweight MPC aim to sustain scalability without
relaxing security.

4 Comparative Analysis of Scalability in MPC Frameworks

We conducted Python-based simulations to compare execution times for classical and quantum MPC,
highlighting performance trade-offs and scalability limits.

4.1 Classical MPC Simulation (Symmetric Encryption & Secret Sharing)

The classical setup uses symmetric encryption (Fernet) with secret sharing to distribute computation:
a secret is encrypted once, shared among » participants, each performs a + 1 operation, and results are
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recombined. Execution time grows roughly linearly with # as each participant decrypts, computes, and re-
encrypts; message exchanges scale poorly (proportional to 2"), making large n costly despite acceptable
performance for small to moderate n.

4.2 Quantum MPC Simulation (Quantum Secret Sharing—QSS)

The quantum setup employs QSS via GHZ-state entanglement across # qubits, followed by measurement
to retrieve shared information. Computation time increases sub-linearly relative to the classical case, but
scalability is constrained by simulator/hardware limits (<28 qubits). Entanglement provides information-
theoretic security, immune to classical cryptanalytic attacks.

A comparative plot shows classical MPC times rising steeply with n due to decryption overheads,
while QSS grows more gently but is capped by qubit availability. Overall, classical MPC is feasible for
moderate n yet communication/crypto overheads dominate at scale; QSS offers stronger security and lower
asymptotic complexity but is currently bounded by hardware. Hybrid classical-quantum models are a
promising direction to combine practicality with quantum-level security.

5 Quantum Computing and Its Impact on MPC Security

Quantum superposition and entanglement enable speedups that both open new capabilities and
undermine cryptographic assumptions underlying MPC [106,107]. Core algorithms—especially Shor’s
and Grover’s—have direct implications for MPC security and motivate quantum-resistant countermea-
sures [108,109].

5.1 Shor’s Algorithm and Its Impact on Cryptographic Primitives

Shor’s algorithm factors integers and computes discrete logarithms in polynomial time, breaking RSA
and ECC and, by extension, MPC systems relying on these for key exchange and authentication [104,110,111].
PQC (lattice-, hash-, and code-based) is therefore prioritized, and quantum-resistant MPC integrates such
primitives to preserve security post-quantum [112,113].

5.2 Grover’s Algorithm and Its Impact on Symmetric Cryptography

Grover’s algorithm yields a quadratic speedup for exhaustive search, weakening symmetric ciphers and
hashes used within MPC channels and commitments [113-115]. Maintaining equivalent security typically
requires longer keys, increasing computational cost, and stressing resource-constrained deployments [116].

6 Threats to Cryptographic Primitives Used in MPC

Quantum capabilities erode bounded-adversary assumptions in classical MPC [94]. Diffie-Hellman
becomes insecure under Shor [117], while FHE is lattice-based and currently viewed as quantum-resistant,
future advances could affect practicality at scale [113,118]. Commitments and ZKPs tied to factoring/discrete-
log are at risk [119], and Grover-style acceleration tightens brute-force bounds affecting proofs and
verification [95]. In privacy-preserving Al, DP and HE help protect models/data, yet quantum-enhanced
model-inversion may pressure DP guarantees, requiring stronger defenses [120].

6.1 Potential Attack Scenarios in a Quantum World

“Harvest-now, decrypt-later” threatens long-term confidentiality as ciphertexts are stockpiled for
future decryption [110,121]. Quantum-aided side channels may better extract keys from noisy computa-
tions [87,108]. Threshold mechanisms (e.g., SSS) could face accelerated reconstruction attacks [114,122]. In
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federated learning, quantum algorithms may amplify model inversion against encrypted gradients [106].
Even lattice schemes could be stressed by improved quantum-assisted lattice reduction, motivating
PQC+QKD hybrids [116,122]. Mitigations include PQC families and hybrids that integrate QKD, as well as
work on quantum-safe FHE (QFHE), noise-robust DP (QDP), and quantum-resistant commitments with
explicit quantum adversary models [123-126].

6.2 Limitations of Current Classical MPC against Quantum Adversaries

Classical MPC must raise key sizes and add protections to counter quantum threats, increasing com-
putational overhead [112]. Multi-round interaction already induces latency; incorporating PQC compounds
delays, reducing real-time viability [106]. Lattice-based alternatives often require substantial resources,
challenging large-scale integration without notable performance trade-offs [111].

6.3 The Need for Quantum-Resistant MPC

Research is advancing quantum-resistant MPC via hybrid classical-quantum models that combine
conventional cryptography with QKD for secure channels [107], exploration of quantum homomorphic
encryption [116], and QZKPs designed to remain secure against quantum adversaries [115]. Overall, quantum
computing necessitates a paradigm shift in MPC security: PQC is promising but introduces computational
and implementation burdens; future work must balance security, efficiency, and scalability to keep privacy-
preserving computation viable post-quantum [113].

7 Quantum-Resistant Secure Multiparty Computation

PQC comprises cryptographic designs intended to remain secure against quantum-capable adversaries;
because RSA, ECC, and Diffie-Hellman are vulnerable to Shor’s algorithm and symmetric schemes lose
effective strength under Grover’s algorithm, MPC'’s reliance on these primitives necessitates post-quantum
replacements [97,98]. Within PQC, lattice-based methods (e.g., LWE/Ring-LWE) provide leading candidates
for quantum-resistant MPC; lattice-based FHE enables computation over ciphertexts for privacy-preserving
distributed learning, and lattice-based threshold cryptography supports t-out-of-n protocols [103,127,128].
Their principal advantage is strong security with homomorphic properties suitable for MPC, while a key
drawback is larger key sizes that increase storage and computation costs [105-107]. Code-based approaches
(e.g., McEliece) contribute threshold decryption and commitment constructions for MPC that remain
hard even with quantum advances [108-110,112]. Hash-based signatures (e.g., SPHINCS+, LMS) avoid
number-theoretic assumptions and are attractive for constrained settings where lightweight authentication
for MPC is required [104,111,112]. Multivariate public-key cryptosystems enable quantum-resistant threshold
signatures and authenticated key exchange, though large key sizes and implementation complexity cur-
rently limit scale [112-114]. Post-quantum ZKPs leverage lattice and hash-based assumptions to preserve
verifiability without input disclosure and are being optimized for more efficient zk-SNARKs in verifiable
MPC [115,116]. Fig. 4 summarizes the overall quantum-resistant MPC landscape and, given the limits of any
single family, motivates hybridization with quantum cryptography (Section 8) [117].
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Figure 4: Quantum-resistant secure multiparty computation

8 Quantum Key Distribution (QKD) for Secure MPC

QKD offers information-theoretically secure key exchange, ensuring that even a quantum-equipped
adversary cannot undetectably intercept keys [118]. For MPC contexts, widely used protocols include
BB84 (basis-randomization with eavesdropping detection), E91 (entanglement-based distribution), and
MDI-QKD (which removes trust in measurement devices) [118-121]. Integrating QKD into MPC enables
quantum-safe key establishment among participants, strengthens secret-sharing by distributing quantum-
secured keys for classical shares, and supports threshold cryptography without classical public-key
assumptions. Practical deployment faces infrastructure needs (fiber/satellite links), distance constraints in
optical channels, and susceptibility to implementation-level quantum side-channel attacks demonstrated in
real systems [118,122,124]. To mitigate these issues, QKD-PQC hybrid models combine QKD for link/key
establishment with lattice- or hash-based schemes for computation and authentication, enabling end-to-
end quantum-resistant MPC; an example is a federated learning system that uses QKD for inter-node key
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exchanges while employing lattice-based encryption during computation, with ongoing work on quantum
repeaters and error correction to extend distance and robustness [112,124].

9 Hybrid Classical-Quantum Approaches to MPC

Transitioning MPC to quantum-resistant operation strengthens security, but it must balance immature
hardware with interoperability. This section outlines phased migration, hybrid cryptography with PQC,
quantum-secure FL, and interoperability needs.

9.1 Transition Strategies from Classical to Quantum MPC

A pragmatic path augments established MPC (homomorphic encryption, secret sharing) with PQC
defences [129]. Hybrid key-exchange can run classical and quantum-safe components in parallel, while
lattice-based HE and multi-key FHE serve as transitional blocks [130]. Quantum-inspired classical methods
(e.g., tensor networks) are explored for secure computation [131], and VQAs/QAOA help stabilize workloads
under noisy hardware [132].

9.2 Role of Hybrid Cryptographic Models and PQC Integration

Hybrid models combine classical primitives with PQC (lattice, multivariate, code-based) to secure MPC
during migration [133]. A representative design keeps classical ZKPs, uses QKD for channels, and pairs AES-
256 for bulk data with PQC KEMs for session setup [134]. High-assurance sectors are piloting such hybrids
in line with national migration initiatives [129]. Fig. 5 illustrates these approaches.
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Figure 5: Hybrid classical-quantum approaches to MPC

9.3 Quantum-Secure Federated Learning and Privacy-Preserving Al

FL benefits from quantum-aware protections—quantum HE and DP with quantum noise—to counter
inference/poisoning risks [123,130]; practical systems often combine classical MPC for training with QKD-
secured aggregation, and investigate variational quantum classifiers to reinforce privacy [132]. Scalability
remains challenging [24]. QKD improves security but stresses key management and channels, motivating
hybrid designs that preserve performance [123].

9.4 Ensuring Interoperability between Classical and Quantum Cryptosystems

Interoperability is critical as RSA/ECC erode under Shor [110]; hybrid key-exchange supports coex-
istence with legacy systems [111], while quantum-safe KEMs (e.g., NTRUEncrypt-based) replace classical
agreements [112]. With quantum communication standards still maturing, hybrid protocols that span
classical and quantum security keep cloud/IoT viable during transition [135], and hardware modules must
integrate with enterprise stacks as SMQC explores hybrid key-management paths [136].
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10 Comparative Analysis of Classical and Hybrid Quantum Approaches to MPC

We benchmarked MAXCUT with a classical brute-force solver and a hybrid QAOA pipeline to compare
efficiency, scalability, and trade-offs.

10.1 Classical MAXCUT Performance

Brute-force guarantees the optimum but scales as O(2"); on a 12-node Erdds—Rényi graph, it reached
a MAXCUT of 24 in ~0.05-0.10 s, while at 15 nodes runtime rose to ~0.89 s, indicating rapidly growing cost
and impracticality beyond small instances.

10.2 Comparison of Optimizers

Table 7 contrasts brute-force with hybrid QAOA under different classical optimizers (SPSA, COBYLA,
ADAM, Nelder-Mead), showing distinct time—accuracy trade-offs within the QAOA framework.

Table 7: Comparison of classical brute force and quantum hybrid QAOA for MAXCUT

Method MAXCUT Execution time Optimizer
value/energy (s)

Classical brute force 24 0.05-0.10 N/A
QAOA (Reps = 1) ~11.42 81.47 SPSA
QAOA (Reps=2) -11.73 85.40 SPSA
QAOA (Reps = 3) —4.47 88.57 SPSA
QAOA (Reps =4) -3.71 90.92 SPSA
QAOA (Reps =1) -11.46 7.52 COBYLA
QAOA (Reps = 2) ~12.74 29.84 COBYLA
QAOA (Reps =3) -12.13 60.15 COBYLA
QAOA (Reps =4) -22.35 60.52 COBYLA
QAOA (Reps = 1) ~2.87 136.62 ADAM
QAOA (Reps =2) -0.16 238.35 ADAM
QAOA (Reps = 3) ~12.23 34700 ADAM
QAOA (Reps = 4) ~6.44 458.38 ADAM
QAOA (Reps =1) —2.68 13.63 NELDER-MEAD
QAOA (Reps =2) -18.95 29.82 NELDER-MEAD
QAOA (Reps =3) -12.08 92.92 NELDER-MEAD
QAOA (Reps =4) -19.66 88.84 NELDER-MEAD

Note: Key Observations: SPSA: Provided stable performance at lower depths but struggled to improve solutions as
circuit depth increased. Execution times ranged from 81 to 90 s. COBYLA: Achieved the best energy values (-22.35 at
reps = 4) and outperformed SPSA in efficiency (60 s execution time). ADAM: Showed inconsistent performance, with
poor energy values in early iterations. At higher repetitions, it performed better but at significantly higher execution
times (458 s at reps = 4). NELDER-MEAD: Delivered competitive energy values (-19.66 at reps = 4) while maintaining
reasonable execution times (~88 s), making it a strong alternative to COBYLA.

Increasing the number of repetitions (reps) improved solution quality in most cases, but execution time
scaled accordingly.
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10.3 Implications for MPC and Cryptographic Applications

Findings indicate that classical methods remain preferable for small-mid scale instances, while hybrid
approaches (e.g., QAOA-assisted key distribution and secure multiparty transactions) open paths to scalable,
quantum-aware security. Priority next steps include adaptive hybrid optimization across classical optimizers,
higher-depth QAOA with error mitigation on QPUs, and hardware evaluations to assess the deployability of
hybrid quantum MPC in real infrastructures.

11 Future Directions and Open Research Challenges

Securing MPC amid advancing quantum capability requires progress in post-quantum design, cross-
technology integration, and governance.

11.1 Advancing Post-Quantum MPC Protocols

Robustness hinges on quantum-safe primitives (lattice, code, multivariate) and protocols that balance
security, performance, and scale; key thrusts include quantum-resistant key exchange, MPC-efficient homo-
morphic encryption, quantum-secure threshold systems, and quantum-aided verifiable computation, while
minimizing added computational overhead.

11.2 Integration with Emerging Technologies (Blockchain, AI, Cloud Security)

MPC with blockchain and ZKPs enables confidential smart contracts and DeFi without trusted
third parties; in Al, federated learning with quantum-aware MPC and quantum-assisted anonymization
strengthens privacy at scale [137]. For cloud, post-quantum-secure storage and MPC-protected data-in-
transit are essential and quantum-enabled, Al-driven detection can enhance real-time defence—together
delivering confidentiality, integrity, and resilience.

11.3 Policy and Ethical Implications of Quantum MPC

Standards bodies must finalize and enforce post-quantum baselines to preempt RSA/ECC obsolescence
and guide migration across regulated sectors [138]. Growing geopolitical competition underscores the need
for international agreements to deter quantum-powered cyber conflict [139]. Ethical risks span bias/opacity
in quantum-AlI systems and potential mass decryption enabling surveillance at scale [140], demanding
coordinated action by technologists, policymakers, legal experts, and ethicists.

12 Conclusion

This work surveyed quantum-secured MPC and its integration with hybrid cryptographic mod-
els, post-quantum mechanisms, and emerging quantum technologies. We highlighted opportunities for
stronger security against quantum adversaries alongside practical hurdles in performance, interoperability,
and deployment.

12.1 Summary of Key Findings

Hybrid classical-quantum approaches strengthen MPC by combining PQC with established tools such
as lattice-based cryptography, zero-knowledge proofs, and homomorphic encryption, enabling a gradual
transition from classical to quantum-resilient systems. Empirical evidence on MAXCUT shows QAOA yields
competitive solutions; optimizer choice is pivotal, with COBYLA offering the best balance of quality and
efficiency. Classical methods remain superior on small instances, but scalability constraints intensify with
problem size; hybrid quantum methods offer a promising path for larger-scale settings. Increasing QAOA
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depth improves approximation quality, and evaluations on real quantum hardware (beyond simulators) are
likely to provide more accurate benchmarks. Practical adoption hinges on seamless interoperability between
classical MPC and quantum-enhanced protocols, where protocol compatibility, computational overhead,
and regulatory compliance remain open challenges.

12.2 Future of Quantum MPC

Progress depends on advances in quantum hardware (reduced noise, longer coherence, higher gate
fidelity) and movement toward fault-tolerant devices to support robust quantum-enhanced cryptography.
Standardized hybrid cryptographic frameworks will be essential for staged migration, with adaptive schemes
designed to operate efficiently across mixed classical-quantum infrastructures. Real-world deployment in
finance, healthcare, and secure Al training will require demonstrable scalability, cost-effectiveness, and com-
pliance with emerging quantum-safe standards. Although full-scale quantum computing is still developing,
adopting hybrid, quantum-resilient cryptography now is a prudent step to ensure long-term security.
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