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ABSTRACT: Cloud services, favored by many enterprises due to their high flexibility and easy operation, are widely
used for data storage and processing. However, the high latency, together with transmission overheads of the cloud
architecture, makes it difficult to quickly respond to the demands of IoT applications and local computation. To make up
for these deficiencies in the cloud, fog computing has emerged as a critical role in the IoT applications. It decentralizes
the computing power to various lower nodes close to data sources, so as to achieve the goal of low latency and distributed
processing. With the data being frequently exchanged and shared between multiple nodes, it becomes a challenge to
authorize data securely and efficiently while protecting user privacy. To address this challenge, proxy re-encryption
(PRE) schemes provide a feasible way allowing an intermediary proxy node to re-encrypt ciphertext designated for
different authorized data requesters without compromising any plaintext information. Since the proxy is viewed as
a semi-trusted party, it should be taken to prevent malicious behaviors and reduce the risk of data leakage when
implementing PRE schemes. This paper proposes a new fog-assisted identity-based PRE scheme supporting anonymous
key generation, equality test, and user revocation to fulfill various IoT application requirements. Specifically, in a
traditional identity-based public key architecture, the key escrow problem and the necessity of a secure channel are
major security concerns. We utilize an anonymous key generation technique to solve these problems. The equality
test functionality further enables a cloud server to inspect whether two candidate trapdoors contain an identical
keyword. In particular, the proposed scheme realizes fine-grained user-level authorization while maintaining strong key
confidentiality. To revoke an invalid user identity, we add a revocation list to the system flows to restrict access privileges
without increasing additional computation cost. To ensure security, it is shown that our system meets the security notion
of IND-PrID-CCA and OW-ID-CCA under the Decisional Bilinear Diffie-Hellman (DBDH) assumption.
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1 Introduction

Up to the present, Cloud Computing [I-3] has become a significant technology in our daily lives. It
provides various computational resources and services, enabling users to remotely compute, access, and
manipulate data without actually building and managing physical hardware. The high flexibility and scala-
bility of cloud computing enable users to access applications and data anytime, anywhere, and dynamically
allocate appropriate resources based on actual needs, so as to save costs.

However, with the fast advancement of new technologies like the Internet of Things (IoT) [4,5], a great
number of edge devices (e.g., sensors, cameras) have emerged, leading to an explosive increase in the quantity
of data. Many IoT applications, such as autonomous vehicles [6], smart cities [7], and intelligent healthcare
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systems [8], have urgent requirements for real-time data processing. Such a challenge boosts the coming
and development of Fog Computing [9-11]. Essentially, fog computing utilizes devices in the edge network
for computation instead of solely relying on remote data centers. Since some computational tasks will be
processed within fogs, the bandwidth and resources will thus be effectively saved. Nevertheless, how to
achieve secure and flexible data sharing in such a collaborative cloud-fog architecture has become a critical
issue to be solved.

Proxy Re-Encryption (PRE) schemes are frequently employed mechanisms for secure delegation in
distributed environments. In 1998, Blaze et al. [12] introduced the first PRE mechanism allowing the
delegation of decryption or signing right. The only restriction is that the authorized proxy cannot further
delegate these rights. However, their scheme suffers from collusion attacks, i.e., if the proxy colludes with
either user, the other one’s private key could be derived. In 2006, Ateniese et al. [13] pointed out several
important traits of PRE schemes, like unidirectional, non-interactive and collusion-safe, establishing a
well-defined framework for subsequent research.

In 2010, Wang and Zhong [14] proposed an Identity-Based Proxy Re-encryption (IB-PRE) scheme in
which a private key generator (PKG) is responsible for generating users’ private keys. Specifically, a proxy
with an authorized re-encryption key is able to convert a ciphertext of As identity to another one that could
be decrypted by B’s private key. Subsequently, several researchers devoted themselves to the enhancement
of security and efficiency of PRE mechanisms. For instance, Zhang et al. [15] came up with a scheme with
CCA security that does not use bilinear pairings while Chow et al. [16] also presented another pairing-free
approach on the basis of the CDH assumption.

Searching encrypted data in the cloud without decryption is a valuable yet challenging topic. To meet
the requirement, the so-called Public Key Encryption with Keyword Search (PEKS) [17] is applicable. In
2020, Lin et al. [18] proposed a Public Key Encryption with Equality Test (PKEET) for cloud storage.
Their scheme enables an authorized tester to inspect whether two ciphertexts are in relation to the same
plaintext. Compared to the method of PEKS, a PKEET mechanism takes the ciphertext itself as the input
for testing rather than utilizing a keyword, thus removing the test restriction of using an identical public
key. Thereafter, several variants with keyword search or equality test were introduced, such as the PRE with
keyword search [19,20] and the PRE with equality test (PREET) [21,22]. To verify whether the re-encrypted
ciphertext generated by the proxy is correct or not, Chen et al. [23] introduced a fair and verifiable identity-
based broadcast PRE system with designated sender (FV-IBBPRE-DS). They present the formal definition
of FV-IBBPRE-DS schemes and show that their system can be applied to resource-constrained devices.

To deal with the scalability and trust issue of IoT systems, Manzoor et al. [24] proposed a blockchain-
based PRE scheme implemented in an Ethereum testbed. The major advantage of using blockchain
mechanisms is that financial transactions are automatically managed through smart contracts without
manual verification of payments. In 2021, Chen et al. [25] combined the PRE mechanism with an equality test
to propose a blockchain-based PRE scheme with equality test (PREET) suitable for vehicular communication
systems. In 2024, Han et al. [26] introduced a pairing-free PREET scheme for IoT applications. Their scheme
is proved secure in the random oracle model assuming the intractability of the Gap Computational Diffie-
Hellman problem. Li et al. [27] also considered the computational benefits of pairing-free techniques and
proposed a pairing-free broadcast IB-PRE scheme. Yet, their scheme does not have the functionality of an
equality test.

In recent years, some researchers devote themselves to IB-PRE schemes for fog computing environ-
ments. Using the collaborative cloud-fog architecture, an IB-PRE scheme with anonymous key generation
was developed by Zhang et al. [28] in 2020. Although they employed an anonymous key technique to avoid
the key escrow problem inherited in identity-based cryptosystems, their scheme has several security flaws
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discovered by Lin et al. [29]. In 2023, Lin et al. [30] further came up with an improved IB-PRE scheme
with better efficiency, while preserving the feature of anonymous key generation for fog-assisted cloud
environments. Nevertheless, neither the keyword search nor the equality test is considered in their work.

Motivated by these studies, we incorporate the functionality of the equality test with the collaborative
cloud-fog architecture to propose a secure and revocable IoT data sharing scheme using IB-PRE with
equality test. Unlike existing schemes that directly treats one of the two private keys as a trapdoor to achieve
user-level authorization, our scheme incorporates a random number into the trapdoor generation process,
effectively preventing trapdoor reuse and enhancing key confidentiality. Based on the data request workflow
of [30], we also use a revocation list to achieve user revocation without incurring extra computational costs.
Furthermore, to ensure both practicality and security, a performance evaluation along with the CCA-level
security proof for the proposed system will be presented in a later section.

2 Preliminaries

In this section, the authors first review the definition of bilinear pairing and then state the computational
assumption used in the proposed scheme.
Bilinear Pairing

We use the notations of G; and Gr to express two multiplicative groups and both have the same prime

order p. The symbol g is a chosen generator from the group G;. We thus denote e: G; x G; - Gr asa symmetric
bilinear pairing that shall satisfy the following three properties:

1. Bilinearity: For all scalars s, t € Z,, the equality e(g*, g') = e(g, g)* holds.

2. Non-degeneracy: The inequality e(g, g) # 1 holds for some generator g € Gj.

3. Computability: For any elements g,, g, € Gy, the value e(g,, g») can be efficiently calculated by a
polynomial-time algorithm.

Decisional Bilinear Diffie-Hellman (DBDH) Problem
For a problem instance (g, g*, &, ¢&°, Q) where Q € Gr, it is to determine if Q = e(g, g)”*.
Decisional Bilinear Diffie-Hellman (DBDH) Assumption

This assumption describes that the advantage of any probabilistic polynomial-time (PPT) adversary to
successfully solve the DBDH problem is negligible.

3 The Proposed Scheme

This section elaborates the system architecture, algorithmic definitions and security model of the
proposed system.

3.1 System Architecture

The proposed system has five participating roles:

1. Private Key Generator (PKG): The PKG serves as a trusted third party (T'TP) in the system, in charge
of system initialization and private key generation of users. For system-wide operations, the PKG is
initialized with a pair of master keys, i.e., a Master Secret Key (Msk) as well as a Master Public Key (Mpk),
and it is required to store a Revocation List (RL). During the key generation phase, the PKG generates
a temporal private key for a user, which is then sent to the user for independent computation to derive
their genuine private key. Through this step, the PKG cannot ascertain the user’s genuine private key, thus
achieving the effect of an anonymous private key.
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2. Data Owner (DO): In this system, the DO encrypts his data utilizing his own private key and uploads
the ciphertext to the nearby Fog Nodes (FNs). The ciphertext includes a trapdoor and several partial
ciphertext components. The FNs store one partial ciphertext and then upload remaining data to the cloud.
If a data requester successfully queries the data, the DO will verify if the data requester is kept on the RL.
Aslong as the DR is on the RL, the DO will not process the request. Otherwise, the DO will compute the
corresponding re-encryption key and send it to the FNs.

3. Data Requester (DR): In this system, the DR also encryptes the keyword they wish to query and uploads
it to the cloud. The DR can send a data query request to the FNs by using their private key to compute a
trapdoor, which is then delivered to the cloud server via FNs.

4. Cloud Server (CS): The CS utilizes trapdoors to test the encrypted keyword of the DO and that of the DR.
The result is forwarded to the FNs which in turn convey the result to the data owner, enabling the DO to
begin generating the re-encryption key.

5. Fog Nodes (FNs): The FNs are considered semi-trusted entities in this system. They assist in data
transmission but may also be curious about the data. The FNs help the DR with data requests and use
a re-encryption key created by the data owner to transform the ciphertext requested by the DR. The
transformed ciphertext is then delivered to the DR for decryption. FNs can also be seen as proxies for
the CS, helping to decrease the computational loads on the cloud.

3.2 Algorithm Definitions

The following are the definitions of the algorithms used in this paper:

1. Setup: This algorithm processes a security parameter { to produce public parameters (Pm) and the Msk
for the system.

2. UserKeyGen: This algorithm processes Pm, the Msk, and an identity (ID,) to produce the corresponding
private key (sk,).

3. Encryption: The DO takes Pm, a keyword (Kwp), a symmetric key (J), a plaintext (M), a private key (sko),
and his identity (IDp) as the input and then returns a corresponding ciphertext (CT).

4. Trapdoor: The DR takes their identity (IDy), a private key (skg), and the desired keyword (Kwg) as input
and then returns a trapdoor (tdg).

5. Test: The CS takes two trapdoors (td, tdp) along with two ciphertexts (8, CT>) as input. If the test result
shows that the two ciphertexts are associated with the same keyword, the CS will return 1 and send the
associated ciphertext CT; to the FN which also in turn delivers the token (0) to the DO. If not, the CS
outputs 0 and does not inform the FN.

6. ReKeyGen: After the DO verifies the identity of DR, it will take Pm, the token (8), and its private key (sko)
as input, and then return the re-encryption key (K).

7. Re-Encryption: The FNs take Pm, the requester’s identity (IDg), the re-encryption key (K) computed by
the DO, and the ciphertext (CT;, CT;) as input, and output a transformed ciphertext.

8. Decryption: This algorithm can be performed in two ways, i.e., decryption by the data owner themselves,
or decryption by a data requester. It will take Pm, a private key (sk,), and either a ciphertext (CT) or a
re-encrypted ciphertext (CT") as input. It computes the symmetric key (/) and then uses J to decrypt the
ciphertext to obtain the plaintext (M).

9. Revocation: The identity (ID,,) of a specific user to be revoked is added to the RL.

3.3 Security Model
This subsection describes IND-PrID-CCA and OW-ID-CCA security models for the proposed system.
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Definition 1: (IND-PrID-CCA):

The proposed scheme is proven to satisfy indistinguishability against adaptively chosen identity and chosen
ciphertext attacks (IND-PrID-CCA) if no PPT adversary A can win the following game against a challenger B
with a non-negligible advantage:

Initialization: The challenger B initializes Setup(1°) to generate Pm as well as the Msk. It then forwards Pm
to the adversary A.

Phase 1: A adaptively performs the queries below:

1. Private Key Queries: A selects a user’s identity ID and sends it to B. Upon receiving it, B runs the
UserKeyGen(Pm, Msk, ID) algorithm to acquire the private key sk;p and sends it back to A.

2. Trapdoor Queries: A selects an identity ID along with a keyword Kw;p and sends them to B who will
return the corresponding trapdoor (8;p, tdip) to A.

3. Re-encryption Key Queries: A selects two non-revoked, legitimate user identities (IDp, IDg) and a
keyword Kw and then sends them to B. B runs UserKeyGen(Pm, Msk, ID) to obtain sko and skg. It then
runs Trapdoor(IDg, skg, Kw) to get the token 0, and finally runs ReKeyGen(Pm, 0, sko) to obtain the
re-encryption key K which is returned to A.

4. Decryption Queries: A selects a non-revoked, legitimate identity (ID) with a chosen ciphertext CT’ and
then sends them to B. B runs UserKeyGen(Pm, Msk, ID) to obtain sk;p. It then runs Decryption(CT’,
skip) to get the result and provide A with it.

5. Test Queries: A selects two trapdoors (tdg, tdp) along with two ciphertexts (§, CT) and then sends them
to B. B runs Test(CT5, tdo, §, tdr) and returns 1 if the associated keywords are the same. Otherwise, B
returns 0 indicating the keywords are different.

6. Revoke Queries: A selects a user identity (ID,,) and then sends it to B. B adds ID,, to the maintained
revocation list RL.

Challenge: A selects ID* as the target identity, a keyword Kw*, a plaintext M* composed of (M;*, M*,
.. M), and a pair of symmetric keys, (Jy, J1), with identical lengths. The challenger B randomly chooses
p €{0,1}, takes (Pm, Kw*, ] u>» M*, ID¥) as input to calculate a ciphertext CT* together with its trapdoor td*
as the challenge for A.

Phase 2: Upon obtaining it, A continues to submit queries the same as Phase 1, subject to the limits below:

Querying the private key of ID* is forbidden.

Making re-encryption key queries involving (ID*, IDg) or (IDg, ID*) is forbidden.

Making trapdoor queries involving (ID*, Kw*) is forbidden.

Making decryption queries involving (CT", skjp+) is forbidden.

The query bound must not exceed the maximum number of private key queries (gyx), trapdoor queries
(q:a)> decryption queries (gg.), re-encryption key queries (g,«), test queries (g:.), and revoke queries (g;,).

A

Guess: When finishing Phase 2, A returns a bit y’. The adversary A is considered successful if 4’ = p, with
its advantage in this game being defined by the formula Adv(A) = |Pr[y = u] - 1/2].

Definition 2: (OW-ID-CCA):
The proposed scheme is proven to satisfy one-wayness against adaptively chosen identity and chosen

ciphertext attacks (OW-ID-CCA) as long as no PPT adversary A can win the following game against a
challenger B with a non-negligible advantage:

Initialization: The challenger B runs the Setup(1°) to generate Pm and the Msk. It then forwards Pm to the
adversary A.
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Phase 1: A adaptively performs the queries below:

1. Private Key Queries: A selects a user’s identity ID and sends it to B. Upon receiving it, B runs the
UserKeyGen(Pm, Msk, ID) algorithm to acquire the private key sk;p and sends it back to A.

2. Trapdoor Queries: A selects a user’s identity ID along with a keyword Kw;p and sends them to B who
will return the corresponding trapdoor (6;p, tdip) to A.

3. Re-encryption Key Queries: A selects two non-revoked, legitimate user identities (IDo, IDg) and a
keyword Kw and then sends them to B. B runs UserKeyGen(Pm, Msk, ID) to obtain sk and skg. It then
runs Trapdoor(IDg, skg, Kw) to get the token 0, and finally runs ReKeyGen(Pm, 0, sko) to obtain the
re-encryption key K which is returned to A.

4. Decryption Queries: A selects a non-revoked, legitimate identity (ID) and a chosen ciphertext CT" and
then sends them to B. B runs UserKeyGen(Pm, Msk, ID) to obtain sk;p. It then runs Decryption(CT’,
skip) to get the result and provide A with it.

5. Test Queries: A selects two trapdoors (tdg, tdp) along with two ciphertexts (8, CT) and then sends them
to B. B runs Test(CT,, tdo, J, tdr) and returns 1 if the associated keywords are the same. Otherwise, B
returns 0 indicating the keywords are different.

6. Revoke Queries: A chooses a user identity (ID;,) and then submits it to B. B adds ID,, to the maintained
revocation list RL.

Challenge: A selects ID* as the target identity, and then B randomly generates a keyword Kw*, a plaintext
M* composed of (M;*, My*, ..., M;*), and a symmetric key J* to calculate a ciphertext CT* together with a
trapdoor td* as the challenge for A.

Phase 2: Upon obtaining it, A continues to submit queries as in Phase 1, but with the limits below:

Querying the private key of ID* is forbidden.

Making re-encryption key queries involving (ID*, IDg) or (IDg, ID*) is forbidden.

Making decryption queries involving (CT", skjp+) is forbidden.

The query bound must not exceed the maximum number of private key queries (gyx), trapdoor queries
(ga), decryption queries (gg4.), re-encryption key queries (g,«), test queries (g, ), and revoke queries (g;,).

LR S

Guess: When finishing Phase 2, A returns a message M'. The adversary A is considered successful if M’ = M*,
with its advantage in this game being defined by the formula Adv(A) = Pr[M’ = M*].

3.4 Construction

This subsection elaborates on the concrete algorithms that constitute our proposed scheme. The system
structure is illustrated as Fig. 1.

1.  Setup(1¢) - (Pm, Msk)
The PKG takes a security parameter { as input to generate Pm along with the Msk = « €gZ,. Pm consists
of (e, G, Gr, & p> Hi-3, Mpk, SE, SD), where the parameters are defined below:

(a) G and Gy are two multiplicative cyclic groups of prime order p. g is a generator of G;. e is a
symmetric bilinear pairing that satisfies e: G; x G; — Gr.

(b)  Hi.3 are one-way collision-resistant hash functions. H; and H, take inputs of arbitrary length and
output an element in G;. Hs accepts an input from Gy and outputs an element in G;.

(c)  Mpk is the master public key and computed as N = g“.

(d) SEand SD are the respective encryption and decryption algorithms of a symmetric cipher.

2. UserKeyGen(Pm, Msk, ID,) — (sk,)
The anonymous key generation process is as follows:
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(@) A user of identity ID, first chooses random numbers r,, b, €z Z,. The user computes Y, = gb“,
R, =Y,H(ID, || r,) and sends (ID,, R',) to the PKG.

(b) The PKG computes sk’, = (R',H,(ID, || IDpkc))* and returns (sk’,) to ID,.

(c)  The user uses the initially chosen b, to compute their private key (sk,,, , sk,,) = (sk,/ gh“, Tu)-

(d) The key validity could be confirmed by inspecting whether

e(g>sky,) = e (N, Hi (IDy||sky, ) Hy (IDu||IDpxc)) @

3. Encryption(Pm, Kw,, ], M, ID,) - CT
The encryption process of a message M = (M;, M,, ..., M) and a keyword Kwg € G is as follows:

(a) The DO, with identity IDy, picks a symmetric key J and random numbers 4, v € Z, to compute

Eo1 =] e(N,(H(IDol||ro)H, (IDo||IDpkc))") (2)
Eo,=g" (3)
E,3=(g")"*Kw, (4)
E,i=g" (5)
tdo = (g")** (6)
CT = (SE(J, My),...,SE(J, M.)) (7)

(b)  Set the partial ciphertext CTy = (Ep 1, Ep2) and CT, = (Eg 3, Eo.4)-
(c) Let the full ciphertext CTow = (CTy, CTy, CT3) and the trapdoor be tdp.
(d) The DO sends (CTow, tdo, IDg) to the FNs.
(e) The FNs store (CTy, IDp) and forward (CT;, CT,, IDo, tdo) to the CS.
4. Trapdoor(IDy, sk , Kwy) — (8, tdy, IDy)
The trapdoor process of a keyword Kwy € G is as follows:
(a) The DR, with identity ID, selects random numbers [, d € Z, and computes:

L=g¢ (8)
Ers = (g")%" Kwg 9)
Eg4 =g (10)
Or = (Er 3, Er ) (11)
tdy = ()" (12)

(b)  The DR sends (L, O, tdg, IDg) to a nearby FN.

(c) The FN generates a token 6 = (L, IDg) and forwards the trapdoor (g, tdg, IDg) to the CS.
5. Test(CT,, td,, 8, td;) > 1or0

The test process of a ciphertext-trapdoor pair (6, tdg) and (CT5, tdp) is as follows:

(a) The CS first computes
F,’ = Eo)3/tdo = KWRh (13)
Fj:ER)3/th:KWRd (14)

(b)  Then, the CS checks whether e(Eo 4, F;) = e(Eg 4, F;) holds or not.
(c)  Ifit holds, the keywords match. The CS delivers the corresponding ciphertext CT; to FNs, which
in turn forward the token 6 to the DO.
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(d) Otherwise, no further action is taken.

ReKeyGen(Pm, 0, sk,) > K

The ReKeyGen process is as follows:

(a) The DO first confirms with the PKG whether the DR’s identity IDg is in the RL.
(b) Ifitis, the algorithm will output L and terminate.

(c) Else, the DO selects random numbers x, t € Zy and computes

Kl = Nx (15)
K; = sko, Ky /H3(e(N, Hy(IDg||IDpxc)L")) (16)
Ks=e(g',N) (17)

(d) Finally, the re-encryption key K = (K, K, K3) is transmitted to the FNs.

Re-encryption(Pm, ID,, K, CT,, CT,) - CT’
Upon receiving the re-encryption key K from the DO, the FNs begin to re-encrypt the ciphertext:

E=Eo, e(Ki,Eo,) (18)
E;=Eo,=g" (19)
E} = K, = (sko, - N¥)/H;3(e(N, Hy(IDg||IDpgc)g'")) (20)
Ej=Ks=e(g',N) (21

The FNs send CT’ = (CTy, CT;) to the DR, where CT'y = (E', E», E'5, E'4).
Decryption(CT, sk,) - (M, M,, ..., M)
Decryption is mainly divided into two scenarios:

(a)  Decryption by the DO

Eo,
J=—7"7"——< 22
e(Eo,z,Skol) ( )
{M; =SD(J,SE(, M)}, , (23)
(b)  Decryption by the DR
, E'le(skR ,8)
-E,-H 4 ‘ = (sko,)N* = (sko,) N*
Q 3 3(€(H1(IDR”SkR2),N) ( Ol) ( Ol)
= (Hi(IDo||ro)H, (IDo||IDpkg)“N*) (24)
EI
J=—T (25)
e(Q, Ey)
Then DU can recover M; with Eq. (23). Correctness derivation for J:
E,  (J-e(N,(H(IDollro)Hy(IDo||IDpkc))" e(g*, N))
T =]
e(Q,E) (e((Hi(IDollro)H2(IDol|IDpkc))*N*, g"))

Revocation(ID,,, RL) - RL
To revoke a user ID,,, the PKG inputs ID;, and renews the RL as RL U ID;,..
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Re-encryption

key KP

CT'=(CT, CTy)
[e]
N
"an ) ;rapdoor N,
X v tdp, IDg) S
Y
DO
] skR
1
i
Check /D, —:
R: RL F_'"'!'
b o o o »|[i=
PKG

Figure 1: Illustration of system structure for the proposed scheme

4 Security Proof and Comparison

This section provides security proofs for the designed system, which is based on the Decisional Bilinear
Diffie-Hellman (DBDH) hardness assumption. Some comparisons with previous works are also given.

4.1 Security Proof

In this subsection, we first prove that the proposed system achieves IND-PrID-CCA and OW-ID-CCA
security in random oracle models under the DBDH assumption. Then, we analyze that the proposed system
is also resistant to collusion attacks involving a malicious PKG, proxy servers, and data users.

Theorem 1: (Proof of IND-PrID-CCA)

Let H; and H, be random oracles. Our system achieves the IND-PrID-CCA security based on the
DBDH assumption. If there exists any PPT adversary A that can break the IND-PrID-CCA security of our
scheme with a non-negligible advantage ¢, subject to a maximum of gy private key queries, gi4 trapdoor
queries, g4, decryption queries and g, re-encryption key queries, an algorithm B is able to solve the DBDH
problem with a non-negligible advantage ¢’ where

g > ¢
e(qpk + drk + dde + 1)

and e is the base of the natural logarithm.

Proof: Let (g, g%, g', & z) be an instance of the DBDH problem given to a challenger B (i.e., algorithm B),
where a, b, c € Zy and z € Gr. B will leverage the capabilities of adversary A to solve the problem of whether
z=e(g g)™".

Initialization: First, the challenger B performs Setup(lc), generating Pm = (e, Gy, Gr, g, p, H3, Mpk, SE, SD)
with Mpk = N = g°. The challenger B however, does not know the Msk = a. The parameters Pm are then
forwarded to the adversary A.

Phase 1: A can adaptively ask queries below:

1. H; Random Oracle: For every query of H (ID; || ;), the challenger B searches a list H; -table (denoted as
HT1) using (ID;, r;) as the index. If the search yields no result, B flips a coin bt; such that Pr[bt; =1] = V.
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If bt; = 0, B computes Ho; = ( gb)b1 for a random b, € Z,. If bt; + 0, B computes Ho, = gb1 and updates
HT1 with the new entry {(ID;, r;, bt;, b, Ho,) } and returns Ho, to A.

H, Random Oracle: For every query of H,(ID; || IDpkg), the challenger B searches a list H,-table (denoted
as HT2) using (ID;, IDpkg) as the index. If the search yields no result, B computes Ho, = gb2 for arandom
b, €r Z, and updates HT2 with the new entry {(ID;, IDpgg, b, Ho,)} and gives Ho, to A.

Private Key Query: For a private key query on ID;, B searches HT1and HT?2 using ID; as the index to find
(ID, r;, bty, by, Hoy) and (ID;, IDpkg, by, Ho,). If they do not exist, B queries the corresponding oracles
of (H;, H,) in the name of A. If bt; = 0, the simulation aborts. Or else, B sets sk;, = N(bi+b2) and sk;, = 1;
and then sends sk; = (sk;,, sk;,) to A. It is worth noting that while the simulator B does not follow the
interactive protocol for anonymous key generation, it directly constructs a private key that is consistent
with the verification equation. From the adversary A’s perspective, this simulated key is computationally
indistinguishable from a key generated by a real user. This simulation technique is standard and valid
within the random oracle model.

Trapdoor Queries: For a trapdoor query of (ID;, Kw;), B searches HT1 using ID; as the index to find (ID;,
r;, bty, by, Hoy). If it does not exist, B queries the corresponding oracles of H; in the name of A using a
random 7; €g Z,. Then, B runs Trapdoor(ID;, r;, Kw;) to return (6;, td;) to A.

Re-encryption Key Query: For every query of (IDo, IDg, Kw) in which IDg # IDg and 1Dy is a valid user,
B gets sko through a private key query and stores the related information in HT1. Whenever bt; = 0 for
this identity, the simulation aborts. Otherwise, B picks random /, x, t € Z, and computes L = gj, K, = N*,
K; = H3(e(Hz(IsI§§HIDpKG)L‘ N)) , K3 =e(g', N). At last, B sends the re-encryption key K = (K, K3, K3) to the
adversary cA.

Decryption Query: For every decryption query of (ID,, CT’) where ID, has not been revoked, B obtains
sk, through a private key query and stores the corresponding information in HT1. If bt; = 0 for

this identity, the simulation aborts. Otherwise, B performs the algorithm of Decryption(CT, sk,) and
forwards the result to A.

Test Queries: For every test query of (tdg, tdo, §, CT), B performs the algorithm of Test(CT5, tdo, §, tdg)
and forwards 1 to A if the associated keywords are the same. Otherwise, B returns 0.

Revoke Queries: For every revoke query of (ID,,), B performs the algorithm of Revocation(ID;,, RL).

Challenge: A selects ID* as the target identity, a keyword Kw*, a plaintext M* composed of (M;*, M,*, ...,

M

), and a pair of symmetric keys, (Jo, J1), with identical lengths. The challenger B proceeds as follows,

taking (Pm, M*, Kw*, ], ID*) as input, where y €g {0, 1} to generate the challenge ciphertext CT* = (CTy*,
CT,*, CT,*, td*) intended for A:

(a)
(b)

Without loss of generality, we assume that A has already queried oracles H; and H, for the
corresponding ID*. If bt;* = 1 for this query, the challenger B aborts.
Otherwise, B can utilize (b;, b,) obtained from (HT1, HT2) and h € Z, to compute

E} = Ju2"e(N, (°)") where Hy(ID"[[IDpic) = g

Ey=¢g"
Ej = Hs(e(g"" g™, g*")) (Kw™)"
Ej=g"

td* = Hs(e(g"", g""g")
CTy = (SE (Jus M )., SE (Jus M2))
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(c) Set CTy* = (Ei*, Ey¥) and CT,* = (Es*, E4*).
(d) Finally, B returns the challenge ciphertext CT* = (CTy*, CT:*, CT>*) and trapdoor td* to A.

Phase 2: When receiving the challenge from B, A will continue to submit queries the same as Phase 1, subject
to the limits defined in Definition 1.

Guess: At the conclusion of Phase 2, A outputs its guess y'. The challenger B then outputs 1 if the guess is
correct (4’ = u), corresponding to the conclusion that z = e(g, g)**, and outputs 0 otherwise.

Analysis: Considering the construction in the challenge phase, when e(g, §)** = z, the ciphertext CT* is
properly formed. It follows that the adversary <A can succeed in breaking the scheme with a non-negligible
advantage, i.e., Adv(A) = |Pr[y’ = p] - %| > e. Conversely, if z # e(g, g)“hc, CT* is an invalid ciphertext, and
A has no advantage, meaning |Pr[y’ = u]| = 5. Let Pr[Perfect] be the probability that the simulation game
runs perfectly without aborting. The advantage of the challenger B to successfully break the DBDH instance
is written as

| Pr[B outputs 1| z = e(g, g)**“] - Pr[B outputs 1| z € Gr] |

>

1 1
(5 + s) - E’ - Pr [Perfect] = ¢ - Pr[Perfect]

The calculation of Pr[Perfect] requires an analysis of the abortion probabilities. Specifically, we evaluate
the likelihood that the challenger B terminates the simulation unsuccessfully during the query phases. These
probability events are defined as follows:

—-PkQ: All private key queries are executed successfully without abortion.

—-RkQ: All re-encryption key queries are executed successfully without abortion.

—-DeQ: All decryption queries are executed successfully without abortion.

—Ch: The challenge phase is executed successfully without abortion.

As these events are independent, Pr[Perfect] can be written as
Pr[Perfect] = Pr[-PkQ]-Pr[-RkQ]-Pr[-DeQ]-Pr[-Ch]. It can be seen that in a private key query, B
terminates if bt; = 0 for the required ID, i.e., Pr[-PkQ] < (¥)?"*. In a re-encryption key query, B aborts if
bt, = 0 for the identity ID,. Therefore, Pr[-RkQ] < (¥)?*. Likewise, in a decryption query, B terminates as
long as bt; = 0 for the identity ID,. Hence, Pr[-DeQ] < (¥)%“. In the challenge phase, B aborts if bt; = 1 for
the target identity ID*. Thus, Pr[-Ch] < (1 — ¥). Thus, the combined probability is

Pr [Perfect] < (V)% (W)7* (@)1 (1- W) = ()77 (1 - )

QPk+Qrk+qde+l >
where e is the base of the natural logarithm. Consequently, the advantage ¢’ of the challenger

By calculation, when ¥ is maximized at 1 -

—_—
e(qpk+qu+qde+1)
B in solving the DBDH instance could be written as ¢’ > £

Theorem 2: (Proof of OW-ID-CCA)

Let H, and H, be random oracles. Our system achieves the OW-ID-CCA security under the DBDH
assumption. If there exists a PPT adversary A that can break the OW-ID-CCA security of the proposed
system with a non-negligible advantage &, subject to a maximum of gy private key queries, g4 trapdoor
queries, g4, decryption queries and g, re-encryption key queries, an algorithm B is able to solve the DBDH
problem with a non-negligible advantage ¢’ where

the probability that B does not abort is at least
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_ A
> e-1/2
e(qu + drk + dde + 1)

and e is the base of the natural logarithm.

Proof: Let (g, g%, g’, &, z) be an instance of the DBDH problem given to a challenger B (i.e., algorithm B),
where a, b, ¢ € Z, and z € Gr. B will leverage the capabilities of adversary A to solve the problem of whether
z =e(g, g)*.

Initialization: First, the challenger B performs Setup(l’\), generating Pm = (e, Gy, Gr, & p, Hs, Mpk, SE, SD)
with Mpk = N = g°. The challenger B however, does not know the Msk = a. The parameters Pm are then
forwarded to the adversary A.

Phase 1: A can adaptively ask queries stated in Definition 2 and B responds as those in Theorem 1.

Challenge: A selects ID* as the target identity, and then B randomly generates a keyword Kw*, a plaintext M*
composed of (M;*, My*, ..., M;*), and a symmetric key J* to generate the challenge ciphertext CT* = (CTy*,
CT,*, CT,*) along with a trapdoor td* intended for A:

(a)  Without loss of generality, we assume that <A has already queried the oracle H, and H, for the
corresponding ID*. If bt;* = 1 for this query, the challenger B aborts.
(b)  Otherwise, B utilizes the information (b, b,) obtained from (HT1, HT2) and h € Z, to compute

El* = ]yzble(N> (gC)bz) Where HZ(ID*HIDPKG) = gbz

Ey =g
E; = Hy(e(g"" g", g™")) (Kw*)"
Ej=¢"

td* = H3(e(ga~h’gb~b1gbz)
CT = (SE(Ju» M{) ..., SE (Ju, M2))

(c) SetCTy* = (E*, Ey*) and CT,* = (E3%, E4*).
(d) Finally, B returns the challenge ciphertext CT* = (CTy*, CT1*, CT>*) and trapdoor td* to A.

Phase 2: When receiving the challenge from B, A will continue to submit queries the same as Phase 1, subject
to the limits defined in Definition 1.

Guess: At the conclusion of Phase 2, A outputs its guess M'. The challenger B then outputs 1 if the guess is
correct (M' = M*), corresponding to the conclusion that z = e(g, g)**°, and outputs 0 otherwise.

Analysis: Considering the construction in the challenge phase, when e(g, g)*° = z, the ciphertext CT* is
properly formed. It follows that the adversary <A can succeed in breaking the scheme with a non-negligible
advantage, i.e., Adv(A) = Pr[M’ = M*] > e. Conversely, if z # e (g, g)**°, CT* is an invalid ciphertext, and A
has no advantage, meaning Pr[M’' = M*] = 2% Let Pr[Perfect] be the probability that the simulation game
runs perfectly without aborting. The advantage of the challenger B to successfully break the DBDH problem
is written as

1
| Pr[Boutputs 1| z = e(g, )] - Pr[Boutputs 1| z € Gr]| > (e - 27) Pr[Perfect]

The calculation of Pr[Perfect] requires an analysis of the abortion probabilities. Specifically, we evaluate
the likelihood that the challenger B terminates the simulation unsuccessfully during the query phases. These
probability events are defined as follows:
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—-PkQ: All private key queries are executed successfully without abortion.
—-RkQ: All re-encryption key queries are executed successfully without abortion.
—-DeQ: All decryption queries are executed successfully without abortion.

—Ch: The challenge phase is executed successfully without abortion.

As these events are independent, Pr[Perfect] can be written as
Pr[Perfect] = Pr[-PkQ]-Pr[-RkQ]-Pr[-DeQ]-Pr[-Ch]. It can be seen that in a private key query, B
terminates if bt; = 0 for the required ID, i.e., Pr[-PkQ] < (¥)%*. In a re-encryption key query, B aborts if
bt = 0 for the identity ID,. Therefore, Pr[-RkQ] < (¥)?*. Likewise, in a decryption query, B terminates as
long as bt; = 0 for the identity ID,. Hence, Pr[-DeQ] < (¥)%“. In the challenge phase, B aborts if bt; = 1 for
the target identity ID*. Thus, Pr[-Ch] < (1 — ¥). Thus, the combined probability is

Pr[Perfect] < (W) ()1 (¥)% (1- W) = (W) 115 4ie (1 - )

Gpktqrk+tqaet+l’
where e is the base of the natural logarithm. Hence, the advantage ¢’ of the challenger B in

By calculation, when ¥ is maximized at 1 —

1
e(qpk+qrk+qae+1)

the probability that B does not abort is at least

e-1/2*
e (qpk+qrk+qae+1)

Consider the leakage of metadata, including search and access pattern leakages, in the proposed system.

solving the DBDH instance could be written as &’ >

We believe that it is an acceptable trade-off within our “honest-but-curious” threat model, because its primary
security goal is to protect the confidentiality of the plaintext, which is ensured by our IND-PrID-CCA
proof. Although a cloud server can infer linkage graphs over time, such an approach is still regarded as a
better alternative to avoid significant computational overheads of using privacy-enhancing technologies like
oblivious RAM (ORAM) for resource-constrained IoT devices. In many practical applications, like a hospital
system, knowing which doctor is accessing which patient’s file is an acceptable operational condition, as long
as the confidentiality of file is strictly maintained. Therefore, we argue that the metadata information leakage
is acceptable in our threat model for obtaining a better IoT-assisted cloud data sharing solution.

Regarding the security against a semi-honest server, consider the Test and ReKeyGen phases. The semi-
honest Proxy must wait for the DO to calculate and send the re-encryption key K. The structure of K
incorporates the private key sko of data owner. The Proxy needs to obtain random numbers r and bp chosen
by the DO during their key computation to deduce the complete key. Besides, without the private key of the
data requester DR, the Proxy cannot decrypt the re-encrypted ciphertext CT’ to obtain the plaintext.

Furthermore, a malicious PKG, without knowing the corresponding private keys, cannot discover the
content of plaintext by attempting to access ciphertexts on the cloud. During the UserKeyGen phase, the
user’s private key is generated using an anonymous key generation technique. In spite of the temporal private
key, sk'o is computed by the PKG, the genuine one still requires random numbers 7o and b chosen by
the user. Therefore, without knowing the user’s genuine private key skp, one cannot decrypt the original
ciphertext or perform re-encryption related operations.

Finally, any revoked user attempting to masquerade as a legal user cannot discern the plaintext content
without the corresponding private key. If a revoked user impersonates a non-revoked legitimate user ID,,,
even if they pass the Test phase and choose a random number [ to compute L = g, they would be unable to
derive the plaintext from the re-encrypted ciphertext CT’ because they do not know the non-revoked user’s
private key sk,,.
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4.2 Analysis and Comparison

Our proposed scheme employs a revocation list (RL) managed by the PKG to handle user revocation.
Assuming there are n, revoked users in the system, the storage cost at the PKG is O(n,). This is a linear
and manageable cost, because the number of revoked users is typically a fraction of the total user base.
The computational cost to perform a revocation check involves a lookup operation on the RL. With a hash
table implementation, this cost is O(1) on average, which is efficient. To retrieve the latest RL from the PKG
requires a one-time communication cost for each data sharing request. The size of the transmitted data is
proportional to the number of revoked users, i.e., O(n,). As for the synchronization and update frequency,
our mechanism employs an on-demand synchronization model. The DO queries the PKG for the latest RL
only when a data sharing request is authorized. This ensures that the revocation check is always current at
the time of access. Although a per-request communication overhead is required, it guarantees immediate
and accurate revocation enforcement. Moreover, the primary propagation delay in our revocation process
comes from the network latency between the query of DO and PKG. This is an inherent characteristic of any
distributed system which requires a central authority for status verification. For many IoT applications, this
one-time latency is an acceptable trade-oft for ensuring that access control is strictly enforced.

We present an efficiency analysis and functional comparison with previous PRE studies, including the
works without equality test [23,24,27,28,30] and those with equality test or keyword search [19-22]. As can be
inferred from Table 1, our scheme is the only one to simultaneously provide user revocation, anonymous key
generation, an equality test, a randomized trapdoor and CCA security. Although schemes [28,30] support
user revocation and anonymous key generation, they lack the functionality for equality test or keyword
search. In contrast, schemes [19,22,23] with equality test or keyword search cannot support user revocation
and anonymous key generation. Moreover, our scheme adopts a randomized trapdoor to enhance security,
which is not provided by [19,22]. Although our system does not incorporate pairing-free, blockchain-assisted
or verifiable techniques, this reflects a trade-off aimed at providing a more comprehensive and secure solution
based on the proposed IoT-assisted cloud data sharing framework.

Table 1: Comparative analysis of functionality and security

Functionality [24] [28] [27] [30] [23] [19] 1[22] [20] [21] Owurs
User revocation X v X 4 X X X X X v
Anonymous key X v X v X X X X X v
Pairing-free v X v/ X X X X X X X
Blockchain-assisted v X X X X X X X X X
Verifiable X X X X v X X X X X
Equality test/Keyword search X X X X X 4 4 v 4 4
Randomized trapdoor - - - - - X X 4 X v
CCA security X X X v 4 v v 4 v

In Fig. 2, we demonstrate a performance analysis of our scheme and previous ones [19-22] that also
provide the functionality of equality test or keyword search. The evaluated computations include bilinear
pairing operations and exponentiation operations in G; and Gr, respectively. The approximate running time
of these three computations are separately 133.663 ms, 38.108 ms, and 38.339 ms based on an experimental
environment of Raspberry Pi Zero @ 1.0 GHz CPU with the 512 MB memory size. We focus on the major
algorithms: encryption, re-encryption, and decryption by both the data owner and the data user. This result
reveals that in the encryption process, scheme [21] has the best efficiency at 267 ms, while the proposed
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scheme, with a running time of 324 ms, is faster than [19,20,22]. As for the re-encryption process, scheme [22]
outperforms all other compared scheme with a time of 38 ms. Although our scheme requires 134 ms, it is still
more efficient than schemes [19-21]. In the decryption process, our scheme exhibits a moderate performance
level at 573 ms, which is faster than both [21,22]. To sum up, the proposed system demonstrates a well-
balanced and competitive performance across the different processes.

running times (ms) m[19] ®[22] =[20] =[21] ®Ous
800 725
687
700
573 573
600 516
458 y 459
500 420
400 324 305 344
300 267
210

200 134
100 38 .

0 | [E—

Encryption Re-Encryption Decryption

Figure 2: Comparative analysis of efficiency [19-22]

5 Conclusions

With the popularity of IoT applications, fog computing is becoming increasingly important due to its
advantages in low latency, rapid response, and support for distributed architectures. In a distributed data
sharing environment, how to securely share ciphertext among different data requesters and compare if two
ciphertexts correspond to the same plaintext are critical challenges. In this paper, the authors addressed these
challenges by presenting a fog-assisted secure and revocable IoT data sharing system using identity-based
proxy re-encryption with an equality test. To avoid the problem of key escrow and using secure channels,
we utilize an anonymous key generation technique in the proposed system. Also, our designed data request
workflow restricts a revoked user from further requesting any ciphertext by employing a simple revocation
list without increasing extra computational costs. The equality test feature benefits the cloud server to
determine the relation between two candidate ciphertexts. Moreover, the comparison results and the formal
security proof clearly reveal that the proposed system offers both better functionalities and security strength.

Although this paper establishes a secure and functional theoretical framework, some practical chal-
lenges related to large-scale IoT deployments require further investigation as future work. For instance,
handling multi-user concurrent queries to prevent performance bottlenecks at the cloud server and fog nodes
would require designing strategies like load balancing and batch processing for equality tests. Furthermore,
enhancing applicability for cross-domain data sharing in multi-organizational systems requires extending
the current single-PKG model to a hierarchical or federated identity-based framework. Finally, another
important practical consideration is developing an efficient dynamic key update mechanism to allow for
periodic key renewal for users without requiring full revocation.
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