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ABSTRACT: Log anomaly detection is essential for maintaining the reliability and security of large-scale networked
systems. Most traditional techniques rely on log parsing in the reprocessing stage and utilize handcrafted features that
limit their adaptability across various systems. In this study, we propose a hybrid model, BertGCN, that integrates
BERT-based contextual embedding with Graph Convolutional Networks (GCNs) to identify anomalies in raw system
logs, thereby eliminating the need for log parsing. The BERT module captures semantic representations of log messages,
while the GCN models the structural relationships among log entries through a text-based graph. This combination
enables BertGCN to capture both the contextual and semantic characteristics of log data. BertGCN showed excellent
performance on the HDFS and BGL datasets, demonstrating its effectiveness and resilience in detecting anomalies.
Compared to multiple baselines, our proposed BertGCN showed improved precision, recall, and F1 scores.
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1 Introduction

Recent decades have witnessed the rapid growth of modern computer network systems, which can
deliver a diverse range of services. This evolution has necessitated the scaling of data centers, networks,
and connected devices to meet the increasing demand [1]. As these systems grow in complexity and scale,
maintaining continuous operational efficiency is crucial, particularly in the context of large-scale, distributed
systems designed to accommodate the needs of millions of users concurrently.

As a result, new challenges to security and reliability have emerged, including identifying system faults,
predicting potential failures, and proactively mitigating security risks. In this context, anomaly detection,
the process that aims to identify abnormalities in log data, has become a vital component of modern
security practices and Artificial Intelligence for IT Operations (AIOps) [2]. The primary role of anomaly
detection is to support the early identification of abnormal behavior that may signal failures or cyber threats,
thereby safeguarding the operational integrity of large-scale digital infrastructures. Anomalies, such as
system failures or network intrusions, are often hidden within the massive volumes of event logs generated
by networked computing systems. Detecting such irregularities effectively enables organizations to respond
to incidents promptly and minimize disruptions to their services. These systems often generate a massive
number of log lines, up to millions daily; approximately 30-50 gigabytes of tracing logs are generated every
hour [3]. For example, Google systems generate billions of log entries daily, amounting to petabytes of data
per month. These data are analyzed to monitor performance, detect anomalies, and optimize services.
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Log-based Anomaly Detection (LAD) involves identifying abnormalities within execution logs that
capture both the normal and abnormal activities of a system [4]. Therefore, as the scale and complexity of sys-
tems increase, detecting log anomalies using traditional manual methods becomes increasingly challenging.
Such methods depend on explicit keyword searches (e.g., “error”, “exception,” or “fail”) or operate via regular
expression matching [5], a time-consuming and error-prone process that is not scalable for handling massive,
unstructured log data streams. Therefore, implementing automated techniques for detecting anomalies in
log data holds significant importance. Consequently, many studies have employed statistical and machine
learning (ML) algorithms to automate this process. These algorithms include Support Vector Machine
(SVM), Principal Component Analysis (PCA), and Logistic Regression (LR). These techniques rely on
quantitative log event counts as inputs, which are then projected onto vector spaces using ML techniques.
Anomalies are identified by detecting vectors that significantly deviate from the norm—a method referred to
as the quantitative-based approach. However, several obstacles remain, including insufficient interpretability,
limited adaptability, and the reliance on handcrafted features.

In contrast, due to its remarkable ability to model complex relationships, Deep Learning (DL) has
achieved high accuracy in detecting log anomalies [6-8]. These approaches typically take a sequence of log
events as input and employ models such as LSTM, CNN, or Transformer architectures to detect anomalies
by identifying violations in sequential patterns—a method referred to as the sequence-based approach.
Despite their success, sequence-based methods often fail to capture comprehensive structural relationships
among log events, thereby missing more informative insights. Graph-based methods constitute a distinct
research direction in log anomaly detection [5,9]. These methods typically convert logs into graphs that
capture the semantic, contextual, and structural information of log events, thereby improving both the
performance and interpretability of anomaly detection—particularly in scenarios where understanding
contextual dependencies and complex event interactions is essential.

Row log messages are unstructured by nature and comprise various text formats. As a result, identifying
multiple anomalies through unstructured logs presents a challenging task. To address this issue, many
researchers have employed log parsing as a first step in anomaly detection, which involves extracting
structured information from unstructured log data to construct a set of event templates that make them
machine-readable. While log parsing facilitates the structured representation of logs for downstream
anomaly detection tasks, it introduces several limitations. Parsers are highly sensitive to changes in log
format, lack generalizability, and often result in the loss of important semantic information. Additionally,
maintaining parsers is labor-intensive, and parsing errors can propagate through the detection pipeline,
reducing accuracy. These challenges highlight the need for more robust, parsing-free approaches that can
directly handle raw, unstructured log data.

The following points summarize the limitations of current approaches to log anomaly detection and the
contributions of this study.

1. Current sequence-based techniques are limited in their ability to capture the structural relationships
among log events. This can lead to false alarms and unstable detection performance. This issue is
addressed by incorporating a Graph Convolutional Network (GCN) framework that explicitly models
the dependencies between log events, thereby enabling more accurate and robust anomaly detection.

2. Conventional log parsers often produce a significant amount of extraneous data during the identification
of log anomalies, leading to ambiguous parsing outcomes. Furthermore, these log parsers generate
a large number of out-of-vocabulary (OOV) tokens that negatively impact the performance of the
anomaly detection process. This issue is addressed by utilizing the token-level embeddings generated by
pre-trained language models, as this can effectively capture semantic meaning and reduce the sensitivity
of the system to OOV tokens.
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3. Most existing methods fail to capture the semantic correlations between log messages, which are critical
for understanding contextual dependencies and accurately identifying subtle or context-dependent
anomalies. In this research, we address this limitation by leveraging contextual embeddings from pre-
trained language models to model the semantic relationships between log events, enhancing the model’s
ability to detect nuanced anomalies across diverse log patterns.

Therefore, to address the above challenges, we propose a log-based anomaly detection framework
that integrates Transformer-based models with Graph Convolutional Networks (GCNs). In contrast to the
traditional approaches, our approach eliminates the need for log parsing by directly processing raw log
messages, thereby avoiding the noise and ambiguity introduced during the parsing process. The module
leverages a pre-trained Transformer model to generate contextualized embeddings that capture the deep
semantic meanings of log messages. These embeddings are then used to construct a graph structure,
where the relationships between log events are modeled using a GCN. This enables the framework to
capture both semantic and structural dependencies among log messages. Finally, a computationally efficient
unsupervised clustering algorithm is employed to detect anomalies based on the learned graph-enhanced
feature representations of log sequences.

The remainder of this paper is organized as follows. Section 2 provides background information
about the problem. Section 3 reviews existing work on log-based anomaly detection, including sequence-
based and graph-based approaches. Section 4 presents the proposed framework, detailing the integration
of Transformer-based embeddings with Graph Convolutional Networks (GCNs) for capturing semantic
and structural relationships among log events. Sections 5 and 6 describe the experimental setup, evaluation
metrics, implementation details, report the results, and compare the model’s performance against baseline
methods. Finally, Section 7 concludes the paper and outlines several directions for future research.

2 Preliminary

Before diving into the log anomaly detection process, it is necessary to establish notation and definitions
related to event logs and graphs.

2.1 Log File and Message

Event logs are crucial components in the monitoring of system status. The logs are designed to
capture significant occurrences, which are centrally aggregated and preserved as log files [10]. Log files are
computer-generated files that contain a collection of messages. They contain a wealth of information, storing
chronological records of various events, activities, or operations within computer systems or applications in
response to external stimuli. Each log entry represents a specific event or occurrence that is being recorded,
such as a user log-in, a system error, or an established network connection.

A log event is an incident or activity that generates one or more messages. In other words, multiple
log messages may be associated with a single event, capturing different aspects or details of the event. Log
parsers are used to extract log events from log messages. A log message represents the recorded observation
of a real-world occurrence or action that is captured in the log file. Fig. | presents the relationship between
the log file, messages, and events. A group of log events indicates the dynamic workflows of the underlying
program/system logic, whereas a single log event explains (a part of) the system state at a specific time. Logs
are generally unstructured free-text messages with different types and formats.
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Figure 1: Illustration of the relationship between log files, log messages, and log events

Groups of log events represent the dynamic workflow of the underlying program logic, whereas a single
log event reflects a snapshot of the system state at a specific point in time. Logs are typically unstructured,
free-text messages that vary in type and format across various systems. Although there is no universally
unified log structure, log messages are commonly divided into two main components: the header and
the message body. The header contains fields such as timestamps (which indicate the chronological order
of messages), process IDs (PIDs), which identify the process that generated the message, and additional
metadata, including line numbers, logging levels (e.g., INFO, ERROR), and security indicators. The message
body, in contrast, includes both constant tokens—such as “received block’, “size of”, and “from”—and
dynamic tokens that represent variable or context-specific values. Fig. 2 illustrates the core structure of a
typical log message.

2008-11-09 20:46:55,556 INFO dfs.DataNodeSPacketResponder:
Received block blk_3587508140051953248 of size 67108864 from /10.251.42.84

l

MESSAGE HEADER

081109 203518

Received block, 143
of size, from LOG
MESSAGE
b1lk_3587508140051953248, INFO

67108864, /10.251.42.84

dfs.DataNode$PacketResponder

Figure 2: Structure of a log message showing the header and message components

2.2 Common Log Anomaly Detection Framework

The general framework used in log-based anomaly detection typically consists of four main stages: log
parsing, log grouping, feature extraction, and anomaly detection.

In this standard pipeline, systems generate logs to record their internal states and operational processes.

These logs are then preprocessed for various downstream tasks, such as anomaly detection [11]. Log parsing
serves as the initial step, aiming to extract structured log templates from raw log data (Section 4.2). These
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templates are subsequently encoded into feature vectors, which can be used as input to machine learning
models for anomaly detection.

2.3 Log Parsing

The primary purpose of the log parsing process is to handle unstructured log data and convert it into
a structured format. This operation relies on removing variable parts (parameters) and retaining constant
tokens (keywords). For example, Fig. 3 shows an example of a raw log message alongside its parsed version.

L1: 20:16:15 PacketResponder 1 for block blk 388 terminating

L2: 20:18:07 PacketResponder © for block blk 388 terminating

L3: 20:20:05 BLOCK*: blockMap updated: 10.251.73.220 is added to blk 388
L4: 20:20:15 PacketResponder 2 for block blk 388 terminating

LS8 22318522, 1), 251,121l 224} SEree Bleek Dl 342 w© )25 121, 224)

L6: 22:14:00 10.250.14.38 Served block blk 867 to 10.250.14.38

L7: 22:24:31 10.251.7.9: Got exception while serving blk_342 to 10.1.7.8
L8: 22:38:16 PacketResponder O for block blk 867 terminating

Parsing / Clustering (KEY)

L2---22x, _ | Event ID Log key

-z <*> PacketResponder <*> for block <*> terminating
BLOCK*: blockMap updated: <*> is added to <*>
<*> Served block <*> to <*>

<*> Got exception while serving <*> to <*>

Event Mapping

Log Templates

Figure 3: An illustration of the log parsing process, where raw log messages are transformed into structured log
templates through parsing and clustering

As systems evolve, log statements may be modified or updated during development and maintenance,
and the corresponding log files are continually populated with new messages. As a result, many previously
unseen words—i.e., out-of-vocabulary (OOV) tokens—frequently appear. These OOV tokens introduce
parsing errors that can negatively affect the accuracy of anomaly detection [12].

2.4 Log Grouping

Log grouping, also known as session or window identification, organizes parsed logs into meaningful
units based on temporal or contextual boundaries. This step is crucial for preserving the semantic relation-
ships among log events, which often occur in sequences. Grouping strategies typically follow one of two
approaches: sliding windows or session-based windows. Sliding window techniques divide the log stream
into overlapping or non-overlapping time-based or count-based windows. Session-based grouping relies on
identifiers such as session IDs, thread IDs, or request IDs to associate log entries that belong to the same
transaction or execution context. Effective grouping ensures that downstream models can learn patterns
from sequences of related events rather than isolated log lines, which may lack sufficient context for accurate
anomaly detection [13].

2.5 Feature Extraction

Feature extraction transforms grouped logs into numerical representations that can be fed into machine
learning or deep learning models. The most common approaches use Template-based encoding, Frequency-
based encoding, or Semantic embedding. Template-based encoding maps the log templates to discrete IDs or
counts, creating sequences or vectors for each group. Frequency-based encoding uses term frequency (TF),
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term frequency-inverse document frequency (TF-IDF), or n-gram statistics to capture the distributions of
tokens within log groups. Semantic embedding, in contrast, converts log messages into dense vectors using
techniques such as Word2Vec, Doc2Vec, or transformer-based models to capture contextual semantics. The
choice of feature representation significantly influences the performance of anomaly detection models, as it
determines how well the temporal and semantic relationships in the logs are captured [6,14].

2.6 Anomaly Detection

In the final stage, anomaly detection models analyze the extracted features to identify deviations from
normal system behavior. These models can generally be categorized into three main types: unsupervised,
supervised, and semi-supervised approaches. Unsupervised methods assume most data is normal and detect
anomalies as deviations using clustering, PCA, isolation forests, or autoencoders. Supervised methods train
classifiers, such as Support Vector Machines (SVMs), Random Forests, or deep neural networks, using
labeled anomaly data. Semi-supervised methods train models solely on normal data and identify anomalies
as instances that diverge significantly from the learned normal patterns. Advanced models, such as LSTMs
and graph neural networks (GNNs), have demonstrated strong performance in capturing sequential or
structural dependencies in log data. The outputs from anomaly detection are often further processed to rank
or explain the anomalies, aiding human operators in root-cause analysis and response [6,3].

3 Related Work

In recent years, studies have been conducted concerning how to detect anomalies in log files. This field
has encouraged the research community to develop models for effectively detecting anomalies, therefore
improving security and providing reliable service. The most recent studies in log anomaly detection can be
categorized into three types: sequence-based, quantitative-based, and graph-based methods. The following
summarizes key research studies in each category.

3.1 Sequence-Based Log Anomaly Detection

Several works are proposed that focus on utilizing deep learning for sequential pattern analysis in log
files [15]. Du et al. [14] proposed Deeplog, a model utilizing a neural network for log anomaly detection.
This model employs an LSTM model to analyze system logs by forecasting a log event based on the previous
event to learn the normal execution of the system. Analyzing incoming log events for anomalies is done
by determining if they violate the LSTM model’s prediction results. However, DeepLog’s analysis does not
account for the semantic information contained in logs. To overcome the limitation of using indexes that
tend to generate false positives, Meng et al. [16] proposed LogAnomaly, which uses log count vectors as
inputs for LSTM model training. The log template is then represented as a semantic vector via template2vec.

Zhang et al. [6] established the LogRobus t which integrates pre-trained fastText with TF-IDF weights
to capture the semantics between log messages. The inferred semantics are used to learn log template
representation vectors. Then, the model feeds these vectors into an attention-based Bi-LSTM model to
identify the anomalies. While their approach captures the semantics of log messages, for extensive log data,
the training speed is slow due to the intensive calculations required. The work by Brown et al. [17] proposed
anomaly detection using an attention-based recurrent neural network (RNN). Their approach, however, does
examine the contextual relationship in the log sequence. Guo et al. [18] proposed LogBERT, a framework
to detect anomalies based on Bidirectional Encoder Representations from Transformers (BERT). Similar
to Deeplog, LogBERT predicts a log template and successfully captures the context embedding information
of each log message. The log entries are converted into a format suitable for BERT’s advanced contextual
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learning abilities. This study outlines the specific adjustments made to the conventional BERT architecture
to adapt it for effective handling of the sparse nature and unique semantic characteristics of log messages.

Nedelkoski et al. [19] proposed Logsy, a technique based on the Transformer encoder with self-
attention. The model employs a tokenizer for preprocessing log information. This eliminates the need for alog
parser during anomaly identification. In addition, the learned log representations can differentiate between
normal and anomalous data from auxiliary log datasets. Le & Zhang’s paper addresses the problem of log
parsing and the semantic meaning between log messages. They developed NeuralLog [8], an anomaly
detection tool that does not require log parsing. NeuralLog represents row log messages as a semantic
vector through the BERT Encoder. These vectors are then used as input to a Transformer-based classification
model to detect anomalies. Wittkopp et al. [20] proposed A210g, an approach designed to mitigate the
limitation of existing unsupervised methods that rely on the presence of anomalous instances to define a
decision boundary for identification. This requirement causes practical constraints. Therefore, the authors
used a self-attention neural network in their unsupervised anomaly detection method that comprises two
stages: anomaly scoring and anomaly decision Li et al. [21] developed MDFULog, a BERT-based approach for
extracting semantic features from log messages, capturing their contextual meaning, and converting them
into structured log vectors. Additionally, an informer-based anomaly detection model was introduced to
capture global patterns in the data.

3.2 Quantitative-Based Log Anomaly Detection

Quantitative-based methods rely on a matrix to count log events for anomaly detection. Therefore, these
approaches do not include the necessary semantic and sequential information between log events during
anomaly detection.

Principal Component Analysis (PCA) [22] is an example of the quantitative approach. PCA constructs
a matrix based on the log key sequence counts. Then, the original counting matrix is transformed into a
low-dimensional space for detecting anomalous sequences. Another well-known model, called One-Class
SVM (OCSVM) [23], can be utilized for log anomaly detection by constructing a feature matrix based on
normal log data. Li et al. [5] highlighted some drawbacks related to the quantitative and sequence-based
approaches. The existing approaches cannot effectively utilize the more revealing structural relationships
presented among log events, leading to the possibility of generating false alarms and exhibiting inconsistent
performance, which our work aims to avoid.

3.3 Graph-Based Log Anomaly Detection

With the increasing complexity and volume of log data, traditional sequence-based models often
struggle to capture the dependencies among events. To address this challenge, recent research has turned
to graph-based approaches, where logs are represented as graphs and are analyzed using Graph Neural
Networks (GNNs). GNNs are particularly suited for modeling structured and unstructured data by capturing
interactions between log events through message passing. Variants such as Graph Convolutional Networks
(GCNs), Graph Attention Networks (GATs), and Graph Recurrent Networks (GRNs) have demonstrated
strong performance across a wide range of tasks, including log anomaly detection [24-26].

LogGD [27] is an early notable graph-based model that represents logs as event dependency graphs
and applies GCNs to detect anomalies. This model provided foundational work by showing that captur-
ing topological relationships among log events could improve anomaly detection performance. Similarly,
HiGraph [28] extended this idea by introducing a hierarchical graph structure that captures multi-granular
relationships across logs. These approaches have established graph representation as a strong alternative to
sequential modeling in log analysis.



8 Comput Mater Contin. 2026;86(2)

Building on these concepts, several GNN-based models have been proposed to perform graph-level
anomaly detection. For instance, GLAM [29] is an unsupervised model that analyzes session-level graphs and
learns to distinguish anomalous patterns based on graph structure. GLocalKD [30] introduced a knowledge
distillation framework that learns both node-level and graph-level embeddings to capture normal patterns at
multiple levels. OCGTL [9] combined one-class classification with neural graph representations to enhance
detection in settings where only normal data are available. While these models achieve good results, they
generally use undirected and unweighted graphs that may fail to fully capture the directional or sequential
dependencies in logs.

To address these limitations, later models began to include enriched graph structures. GLAD-PAW [31]
constructs session graphs and applies a weighted graph attention layer and global readout function to
highlight salient events. Its successor, GLAD [5], introduces temporal-attentive transformers alongside
GNNs to jointly capture semantic, structural, and temporal dependencies. While GLAD’s graph design—
where nodes represent events and edges encode relationships—is similar to our proposed BertGCN model,
it still relies on undirected graphs, and thus may limit its ability to capture the temporal order of events. A
more recent advancement is Log2Graphs [32], which constructs directed and weighted graphs from raw logs
and performs anomaly detection using GNNs in a fully unsupervised manner. Its directed design enables the
model to preserve causal and temporal dynamics. Our proposed BertGCN model adopts a similar philosophy
but introduces additional optimizations in graph representation and learning. As shown in our evaluation
(Section 6), BertGCN achieves better performance on benchmark datasets such as HDFS and BGL.

4 Proposed Approach
4.1 Overview

We propose BertGCN, a graph-based approach for log anomaly detection. The overall pipeline consists
of four steps: preprocessing, graph construction, graph representation learning, and classification (anomaly
detection). As illustrated in Fig. 4.

BertGCN

¥ Anomalous
Preprocessing Graph Graph Learning Anomaly
Construction Detection
™ safe

Figure 4: BertGCN framework overview

Raw Logs

BertGCN takes raw log data as input and produces a classification output indicating whether a log
sequence is anomalous or not. The method begins by converting the raw log data into a graph structure.
In this graph, nodes represent log events and are enriched with semantic information, while edges capture
the relationships and weights between node pairs. This graph is then processed by a Graph Neural Network
(GNN) model, which learns to distinguish between normal and abnormal graph patterns during the training
phase. During testing, the GNN generates a representation of the input graph, which is then classified as
anomalous or benign. We base our approach on the following assumptions regarding the log files:

« The log files are written in English.
« Each log message includes, at a minimum, the following details: date, time, operation details, and a log
identifier, as shown in Section 2.1.
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o The logs contain sufficient events to ensure that the extracted relationships, whether quantitative,
sequential, or structural, are statistically significant. In other words, the logs must provide enough data
to identify what constitutes the system’s normal behavior.

Algorithm 1 outlines the key computational steps of our proposed approach. A critical component in
this process is the use of a threshold [33], which defines the decision boundary for classifying log events. This
threshold determines whether the model’s output—typically a probability score—indicates an anomaly or a
normal event. By comparing the model’s output to this predefined value, the algorithm can make informed
decisions between different classes. Thresholds play a particularly important role in scenarios involving
uncertainty or probabilistic predictions, as they directly influence performance metrics such as precision
and recall. Therefore, selecting an appropriate threshold is essential for balancing false positives and false
negatives, and it is typically determined through empirical testing or tailored to the specific requirements of
the task.

Algorithm 1: Anomaly detection in system logs using graph

Require: Log dataset D = {S,, S5, ..., S, } where §; is a log sequence; pre-trained BERT model; similarity or
transition threshold 6

Ensure: Anomaly labels for log entries

: Step 1: Preprocessing Raw Log Data

: for each log entry /; € D do

—

2
3 Remove special characters and normalize text
4 Apply WordPiece tokenization to J;
5 Generate contextual embeddings using pre-trained BERT
6: end for
7: Store processed embeddings as T = {t}, t2, ..., ,,}
8: Step 2: Graph Construction
9: Initialize graph G = (V, E), where each node v; € V represents a log event ¢;
10: for each tokenized embedding ¢; € T do
11: Add node v; to V
12: end for
13: for each pair (t;,¢;) in T do
14: if semantic similarity(;, ¢;) > threshold then

15: Add directed edge (v;, v;) with weight w;; to E
16:  endif
17: end for

18: Step 3: Graph Representation and Anomaly Detection
19: Train BertGCN using graphs G; from normal sequences
20: for each graph G; do

21:  Compute graph-level representation using Graph Convolution
22:  for each node representation v; € V do

23: Compute anomaly score s; using the trained model

24: if s; > 0 then

25: Mark v; as anomalous

26: else

27: Mark v; as normal

(Continued)
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Algorithm 1 (continued)

28: end if
29: end for
30: end for

31: Output: Return anomaly labels for log entries

4.2 Pre-Processing

As log data are naturally unstructured, it is crucial to preprocess them before feeding them into deep
learning systems. The accuracy of the subsequent steps depends on the quality of the data preprocessing
step. In this step, the emphasis is on standardizing the data and removing any inconsistencies and irrelevant
information to ensure the data’s quality and reliability. Due to the drawbacks associated with log parsing
discussed in Section 2.3, our framework will use the raw log data directly rather than performing log
parsing. Fig. 5 illustrates an example of the preprocessing step for converting raw log entries into refined and
organized target formats.

i.081109 205931 13 INFO =
R T
dfs.DataBlockScanner: Verification L—Process—aﬂ) % m.fo dfs. datablockscanner
Verification succeeded for

succeeded for blk_4980916519894289

Figure 5: Preprocessing step example of a raw log entry

The preprocessing stage consists of three main substeps. First, the raw log data is automatically
cleaned by removing non-character tokens, punctuation, and numerical values to reduce noise and ensure
consistency. In this step, all remaining tokens are also converted to lowercase to eliminate case sensitivity
issues. The second substep is tokenization, which prepares the data for deeper analysis. Each log message
is split into word tokens using standard delimiters common in logging formats, such as whitespace, colons,
and commas. This segmentation facilitates semantic analysis by accurately isolating meaningful units within
the log messages, enabling more nuanced and precise interpretation in subsequent stages.

Neural Representation

Instead of parsing logs to extract structured components, the entire raw log message is directly used.
This approach keeps the original semantic context of the logs. Our framework uses WordPiece Tokenization
to split log messages into subword units T; = {t;1, t;2, ..., tin ;. This approach enables handling unknown
words or uncommon patterns in the logs by breaking them down into recognizable words. The WordPiece
tokenizer [34] is a subword tokenization method widely used in transformer-based language models such
as BERT. Unlike traditional tokenization techniques that split text into full words, WordPiece decomposes
words into smaller subword units based on a predefined vocabulary. This is especially advantageous in the
context of system log analysis, where log messages often contain rare technical terms, compound identifiers,
or system-specific tokens. For instance, a log message token such as BlockReportProcessing is tokenized into
"Block’, *##Report’, “##Processing’. The ## symbol indicates that the subword is a continuation of the previous
token. This approach helps mitigate the out-of-vocabulary issue, enabling the model to generalize more
effectively across logs with similar structures but different values. By enabling a finer-grained understanding
of log content, WordPiece tokenization improves the model’s capability to detect semantic anomalies in
system behavior.
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4.3 Graph Construction

Each log sequence is transformed into a directed graph, denoted as G = (V, E, X,,, F,,). In this graph,
V represents the set of nodes v;, where each node corresponds to a distinct log event extracted from the
sequence. The edge set E consists of ordered pairs e,,,;, where an edge from v; to v; indicates that event v;
immediately follows event v; in the original sequence.

The node feature matrix X, € RIY*¢ contains semantic representations of the log events, typically
obtained using a pre-trained language model such as BERT. Each row x; € X, corresponds to the contextual
embedding of node v;. The edge weight vector F,, € RIF*! encodes the frequency of each transition between
log events across all sequences. Specifically, the weight w;; for edge e, is computed as:

wij = count(v; — v;) 1

where count(v; - v;) denotes the number of times event v; immediately follows event v; in the log dataset.

To account for the absence of a preceding event in the first position of each sequence, a self-loop edge
(vi,v;) is added to the starting node. Additionally, the node set V and the corresponding feature matrix X,
are shared across all graphs constructed from the same dataset, ensuring consistency in node representations.

This graph-based construction captures both the semantic content and the sequential dependencies
between log events. Compared to linear representations, it offers a richer structural context for downstream
analysis, particularly in tasks such as anomaly detection, where both temporal order and frequency of event
transitions are crucial.

4.4 Graph Representation Learning

Graph representation learning aims to generate meaningful low-dimensional embeddings that capture
both the node attributes and the structural structure of a graph. This process is essential for the downstream
graph-level classification task for anomaly detection. To enhance the model’s ability to distinguish between
normal and anomalous patterns, it is crucial to thoughtfully design and select the input features and utilize
the relational information encoded in the graph topology.

Semantic-Aware Node Embedding: In the constructed graph, each node corresponds to a distinct log
event obtained from the preprocessing stage. Previous research has highlighted the importance of semantic
information in log messages, as it significantly influences the effectiveness of anomaly detection. To extract
such semantic features from text, various natural language processing models can be employed, including
Word2Vec, GloVe, FastText, and BERT.

In this work, we employ the BERT model due to its proven ability to capture nuanced similarities and
contextual relationships in log messages. Given a log event [;, its corresponding semantic embedding x; € R?
is computed using:

Xi = BERT(Z,) (2)

where x; is the contextualized embedding of log message /;, and d denotes the embedding dimension. The
node feature matrix is then constructed as:

Xy ={xn, %0 .. xy)) Xy € RIVIxd (3)

These embeddings serve as the input to the graph convolution layers.
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Graph Convolution: To capture structural dependencies among log events, we employ a Graph
Convolutional Network (GCN). The GCN aggregates information from each node’s neighbors to generate
contextualized node representations. The graph convolution operation at the I-th layer is defined as:

HOD = o (D V2AD 2O WD) 4)

where:

« A=A+ Iis the adjacency matrix with added self-loops,

« D isthe diagonal degree matrix of A,

o HO ¢ RV ig the node feature matrix at layer I, with HO = X,,
o WO e R4 s the trainable weight matrix at layer /,

o 0(-) is a non-linear activation function, such as ReLU.

This operation enables each node to refine its representation by incorporating information from its
neighbors while respecting the graph structure.

Graph Readout and Classification: After passing through multiple GCN layers, the final node embed-
dings are aggregated into a single graph-level vector using a readout function R(-), such as mean or max
pooling:

he =R (H®) (5)

where H) is the node representation at the final GCN layer, and hg € R? is the graph-level embedding
used for classification.

4.5 Anomaly Detection

After constructing and representing the graph, we apply a Graph Convolutional Network (GCN) to
perform anomaly detection. The GCN learns high-order representations by aggregating information from
each node’s local neighborhood across multiple layers. These learned node and graph embeddings capture
how log events interact within normal and abnormal contexts.

Once the final graph representation /¢ is obtained through the readout function (as described in the
previous subsection), a classification layer is applied to predict whether a given log sequence (i.e., graph) is
anomalous. The prediction is computed as:

¥ = Softmax(W_h¢ + b,) (6)

where:

e hgeR? s the graph-level representation output from the final GCN layer,

e W, e R®? s the weight matrix of the classification layer (for binary classification),

e b € R?is the bias term,

«  J€R?is the predicted probability distribution over the classes (normal vs. anomalous).

The model is trained using the cross-entropy loss function, defined as:

N
L==Y yilog(y:) (7)
i=1

where y; is the true label (one-hot encoded) for the i-th training example, and y; is the predicted probability
for the same example.
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To assess the performance of our model, we employ three widely used evaluation metrics: Precision,
Recall, and F1-Score.

4.6 Hyperparameter Optimization

To ensure optimal performance of our model, we conduct extensive hyperparameter tuning using the
validation data. The goal is to identify a set of hyperparameters that strikes a balance between learning capac-
ity, convergence speed, and generalization ability. Table | summarizes the key hyperparameters involved in
training the model, along with the range of values explored during the tuning process. The values selected
for final experiments are highlighted in bold.

Table 1: Description of hyperparameters involved. Range indicates the values that we have tried on validation data, and
Boldfaced values indicate the hyper parameters selected for the final experiments

Symbol Meaning Range
B; Batch size {16, 32, 64, 128, 256, 512}
Op Optimisation method Adam
L Number of layers {1,2,3}
i Learning rate {0.0001, 0.001, 0.01}
Re Readout function mean, sum, max
Ep Epochs for training range (300)

We evaluate the model’s performance on the validation set across combinations of batch size, learning
rate, number of GCN layers, and readout functions. For the optimization algorithm, we adopt Adam due
to its effectiveness and stability in training deep neural networks. The learning rate is carefully tuned, as it
significantly affects convergence behavior. A small range of GCN layers is considered to avoid overfitting
and excessive smoothing in deep graph models. We also experiment with different readout functions
(mean, sum, and max pooling) to aggregate node embeddings into a graph-level representation. The
selected configuration, shown in bold in the table, provides a good trade-off between performance and
computational efficiency.

5 Experiments and Results

This section presents the experimental results and a comprehensive analysis of the performance of
our proposed model, BertGCN, for log anomaly detection. We evaluate the model on the HDFS and BGL
datasets, which are widely used benchmarks in this domain. The following subsections present the dataset,
experimental setup, evaluation metrics, comparison of embedding techniques, and a discussion of results,
including benchmarking against recent state-of-the-art models.

5.1 Datasets Description

We evaluate our proposed BertGCN model on two publicly available datasets: HDFS (Hadoop Dis-
tributed File System) log dataset [22,35] and BGL [35,36], which are widely used in log anomaly detection
research. HDFS comprises system logs collected over a 38.7-h period from a Hadoop-based distributed
computing environment. Each log sequence corresponds to a block ID and is labeled as either normal or
anomalous based on whether a system failure occurred. The raw dataset contains over 11 million log messages,
which are preprocessed and mapped to [Y] unique templates. The BGL (Blue Gene/L) dataset is a system log
collection from the supercomputing infrastructure at Lawrence Livermore National Laboratory. It comprises
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4,747,963 log entries manually labeled as either normal or anomalous. Among them, 348,460 messages
(7.34%) are identified as anomalous. Table 2 provides the statistics for the datasets.

To address the severe class imbalance in both datasets, we employed an oversampling technique to
replicate instances of the minority class and enhance model learning. Fig. 6 shows the distribution of log
classes before and after oversampling in the HDFS dataset. To illustrate the effectiveness of this strategy,
we evaluated the model’s performance before and after oversampling, employing essential measures such as
Accuracy, Precision, Recall, and Fl-score. The results indicate that oversampling significantly improves recall
and Fl-score, highlighting its advantageous impact on detecting rare anomalous events while maintaining
high precision. Invalid input detected. Although alternative methods, such as SMOTE, anomaly-aware loss
functions, and data augmentation, were evaluated, we determined that random duplication was successful for
our log datasets and incurred minimal computational overhead. The performance of the model is evaluated
before and after oversampling, as outlined in Table 3.

Table 2: Statistics for HDFS and BGL datasets

Dataset Timespan  #Logs  #Anomalies

HDES 38.7h 11,175,629 16,838
BGL 1 month 4,747,963 348,460

Balance in Data (before oversampling) Balance in Data (after oversampling)
300 - Miuen o
250 L j o
200 A M 0
=
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Figure 6: Class distribution before and after applying the oversampling in HDFS dataset

Table 3: Model performance before and after oversampling on HDFS and BGL datasets. Boldfaced values represent the
model performance after applying oversampling, showing the improvement over the baseline results

Dataset Oversampling Accuracy Precision Recall FI1-Score

HDFS Before 94.12% 95.02% 8731%  90.98%
After 97.01% 95.07%  95.00% 95.64%
BGL Before 91.84% 93.15% 84.27%  88.49%

After 94.72% 92.88% 91.6% 92.23%
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5.2 Experimental Setup

All experiments were conducted on the Aziz supercomputer at King Abdulaziz University. Aziz is
equipped with 496 compute nodes, totaling 11,904 CPU cores, 20 GPU nodes with NVIDIA A100 GPUs
(40 GB VRAM, 32 CPU cores, 512 GB RAM), Additional Tesla K20 GPU nodes with 2496 CUDA cores, 2
Intel Xeon Phi 5110P coprocessor nodes, and LINPACK performance of 211.3 TFLOPS and peak theoretical
throughput of 228.5 TFLOPS. We used the HDFS and BGL datasets with the above preprocessing pipeline
and implemented BertGCN with PyTorch Geometric. A 70:30 train-test split is used throughout our
experiments. The model was trained using a cross-entropy loss and optimized with the Adam optimizer.
Hyperparameter tuning was performed using a validation set, as described in Section 4.6.

5.3 Evaluation Metrics

To evaluate the anomaly detection performance of BertGCN, we use standard classification metrics:
Precision, Recall, and F1-Score. Precision is defined as the proportion of correctly predicted anomalies among
all predicted anomaly cases. Recall measures the proportion of true anomalies that were correctly identified
by the model. The F1-Score is the harmonic mean of Precision and Recall, providing a balanced measure that
accounts for both false positives and false negatives.

5.4 Results

Table 4 presents the performance of BertGCN using different word embedding techniques. Our model
achieved its highest performance using BERT embeddings, with an accuracy of 97.01%, precision of 95.07%,
recall of 95.0%, and F1-Score of 95.64% on HDFS. Among the compared methods, RoBERTa achieved a
similar performance, followed by CBOW and GloVe. Graph-level textual embeddings performed the worst,
highlighting the importance of context-aware representations in log anomaly detection. Alongside the HDFS
dataset, we assessed BertGCN on the BGL dataset to illustrate the model’s generalizability across several
log sources. As shown in Table 4, BertGCN achieved an accuracy of 94.72%, precision of 92.88%, recall of
91.60%, and F1-Score of 92.23% on the BGL dataset. Although slightly lower than the HDFS results, these
measurements nonetheless validate the efficacy of BertGCN across different environments. The decline in
performance can be attributed to the complexity of BGL logs, which are more intricate and less structured
than HDEFS logs.

Table 4: Performance comparison of GCN-based anomaly detection with different embedding methods on HDFS and
BGL datasets. Boldfaced values indicate the best-performing embedding method for each dataset

Model  Embedding  Dataset Accuracy Precision Recall F1Score

GCN BERT HDFS 97.01% 95.07% 95.0% 95.64%
GCN BERT BGL 94.72% 92.88% 91.60% 92.23%
GCN RoBERTa HDES 94.22% 95.92% 95.0% 95.33%
GCN  Graph textlevel HDES 79.3% 78% 78% 78%
GCN CBOW HDEFES 84.3% 81% 85% 82%
GCN GloVe HDES 81.7% 70.7% 71.6% 73.2%

5.5 Computational Complexity and Scalability

To evaluate the scalability and computational complexity of the proposed BertGCN framework, we
present both a theoretical complexity analysis and an empirical performance evaluation on the HDFS and
BGL datasets.
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Theoretical Complexity. The graph is constructed utilizing a sliding window of size w over a series of n
log events. Each event links to its w neighbors, resulting in a time complexity of O(n x w). Additionally, each
layer of GCN performs message passing through sparse matrix multiplications. The per-layer complexity is
O(|E| x F), where |E| denotes the number of edges and F represents the feature size. The overall complexity
for a GCN with L layers is O(L x |E| x F).

Empirical Evaluation. To evaluate runtime and memory efficiency, we measured graph construction
time, GCN training time, and peak memory usage on subsets of HDFS and BGL containing 10 K, 50 K,
and 100 K log sequences. Experiments were conducted on a MacBook Pro with an Apple M1 chip, used for
small-scale development and testing, and the Aziz Supercomputer at King Abdulaziz University, which was
used for full-scale experiments. The results confirm that BertGCN scales linearly with increasing dataset size,
as summarized in Table 5.

Table 5: Graph construction time, training time, and peak memory usage on HDFS and BGL datasets

Dataset Seq.size Graphtime(s) Trainingtime(s) Memory (GB)

10K 12.5 48.6 31
HDES 50K 55.3 122.7 74
100 K 108.2 218.5 11.6
10K 14.2 521 34
BGL 50K 58.7 135.2 7.8
100 K 112.4 230.1 12.1

5.6 Explainability and Interpretation via GNNExplainer

To improve the interpretability of our proposed BertGCN model and facilitate root cause investigation,
we incorporated the GNNExplainer framework [37] into our anomaly detection process. This method
enables us to identify the most significant nodes and edges in the created graph that influence the final
classification decision made by the GCN. We utilized GNNExplainer on a representative sample of 100
anomalous log sessions from both the HDFS and BGL datasets. The results demonstrate a significant level
of explanation fidelity, reflecting a robust correspondence between the emphasized subgraphs and the actual
model predictions. In particular, in the HDFS dataset, the mean fidelity score was 0.95, with prevalent
influential pathways such as the transition from “Block verification failed” to “Disk problem identified”. In the
BGL dataset, the fidelity score averaged 0.92, with significant transitions, such as “Fan Warning” — “RAID
Disk Failure”

These explanations offer valuable insights into the components of the log graph that trigger anomaly
flags, enabling clearer model behavior and facilitating system engineers’ identification of root causes. Fig. 7a,b
visualizes the explanation subgraphs in HDFS and BGL.
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RAID i

Fidelity: 0.95 | n = 100 anomalous sessions

Fidelity: 0.92 | n = 100 anomalous sessions

a Explanatio subgraph for an anomalous b Explanation subgraph for an anomalous
session in the HDFS dataset using session in the BGL dataset using GNNExplainer.
GNNExplainer.

Figure 7: Explanation subgraphs for an anomalous session in HDFS and BGL datasets using GNNExplainer

6 Discussion

The experimental results demonstrate that BertGCN is effective in detecting log anomalies by inte-
grating semantic and structural information. Unlike traditional approaches that rely on log templates or
handcrafted rules, our method operates directly on raw log messages and leverages BERT embeddings for
semantic richness, as well as GCN for structural learning. This design enables the model to detect both
syntactic and contextual anomalies, particularly those that do not conform to common patterns. Notably,
BertGCN performed well in scenarios involving subtle anomalies, where small deviations in token sequences
may indicate failure. However, the graph construction step can become computationally expensive for
extremely large datasets. Additionally, while BERT provides robust embeddings, domain-specific logs may
benefit from further fine-tuning of the language model. Exploring scalable graph construction and domain
adaptation strategies remains a promising direction for future work. Log-driven anomaly detection has been
extensively investigated across various sectors, including Industrial IoT (IloT) environments, manufacturing
systems, automotive applications, smart homes, and energy management systems [38]. The gains suggest
that the proposed BertGCN architecture may be applicable beyond traditional log analysis, presenting
opportunities for broader applications where system reliability, operational safety, and resource efficiency
are paramount.

Comparison with Related Models

To benchmark the performance of BertGCN, we compare it with two recent and representative log
anomaly detection models: LogBERT [18] and Log2Graphs [32]. These models represent different paradigms:
deep learning-based and graph-based, respectively. Both were implemented using their official GitHub
repositories [39,40] and evaluated under their default configurations on the same dataset. As shown
in Table 6, BertGCN achieved the most balanced and highest performance across all three metrics on both
datasets. In contrast, Log2Graphs achieved high precision (99% on HDFS, 92.35% on BGL) but significantly
low recall (51% on HDEFS, 78.14% on BGL), indicating many missed anomalies. LogBERT showed relatively
lower precision and recall compared to both models on both datasets. These results confirm the effectiveness
of combining BERT’s semantic modeling with GCN’s structural reasoning in log anomaly detection.
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Table 6: Comparison with related log anomaly detection methods. Boldfaced values denote the results of the proposed
BertGCN model, which achieved the highest performance among all compared methods

Model Dataset Precision Recall F1 Score
HDFS 95.07% 95.0% 95.64%
BGL 92.88% 91.6% 92.23%

HDES 99% 51% 67%
BGL 92.35% 78.14%  84.55%

HDES 87.02% 78.10%  82.32%
BGL 85.41%  76.27%  80.57%

BertGCN

Log2Graphs [32]

LogBERT [18]

7 Conclusion and Future Work

In this work, we proposed a novel log anomaly detection approach that utilizing the BertGCN
framework, which uniquely integrates semantic structural and contextual analysis of raw log data without
relying on traditional log-parsing techniques. By constructing semantically leverages graphs, the proposed
methodology enables a more robust and comprehensive analysis of log messages, significantly improving
anomaly detection capabilities. Experimental results demonstrate that BertGCN achieves state-of-the-art
performance on the HDFS dataset, validating its effectiveness in accurately identifying anomalies. In future
work, we intend to assess the robustness of our model by simulating adversarial situations, including log
injection, suppression, and shuffling, and evaluate their impact on anomaly detection accuracy. Our current
approach is designed for offline batch processing; in future work, we plan to extend it to support streaming
log scenarios.
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