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ABSTRACT: Since the advent of smart contracts, security vulnerabilities have remained a persistent challenge,
compromsing both the reliability of contract execution and the overall stability of the virtual currency market.
Consequently, the academic community has devoted increasing attention to these security risks. However, conventional
approaches to vulnerability detection frequently exhibit limited accuracy. To address this limitation, the present study
introduces a novel vulnerability detection framework called GNNSE that integrates symbolic execution with graph
neural networks (GNNs). The proposed method first constructs semantic graphs to comprehensively capture the control
flow and data flow dependencies within smart contracts. These graphs are subsequently processed using GNNs to
efficiently identify contracts with a high likelihood of vulnerabilities. For these high-risk contracts, symbolic execution
is employed to perform fine-grained, path-level analysis, thereby improving overall detection precision. Experimental
results on a dataset comprising 10,079 contracts demonstrate that the proposed method achieves detection precisions
of 93.58% for reentrancy vulnerabilities and 92.73% for timestamp-dependent vulnerabilities.
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1 Introduction

Blockchain technology has experienced significant advancement, particularly in the development and
deployment of smart contracts [1]. However, the widespread adoption of smart contracts has also introduced
substantial cybersecurity risks. A prominent example is the 2016 DAO incident, in which malicious actors
exploited reentrancy vulnerability in contracts to a considerable amount of Ethereum funds [2]. Conse-
quently, the detection of security vulnerabilities in smart contracts has become as a critical area of focus in
blockchain security research.

Recent advances in deep neural network techniques have greatly facilitated their application to the
detection of vulnerabilities within smart contracts. Existing detection approaches can generally be cat-
egorized into two types. The first type is sequence-based models [3], which represent contract code as
a one-dimensional sequence and employ recurrent neural networks (RNNs) for vulnerability identifica-
tion [4]. While these approaches effectively capture local syntactic features, they fail to account for the
hierarchical syntactic hierarchy, control flow, and data dependency present in contract code. Consequently,
they struggle to model global semantic information, leading to lower detection accuracy. The second type
consists of graph-based models [5], which transform contract code into graph structure and apply graph

convolutional networks (GCNs) or similar techniques to perform vulnerability detection [6]. These methods
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are advantageous in that they preserve the structural information of the code and can effectively capture
global semantic relationships. However, graph-based models also have limitations. First, they are inadequate
to identify complex logical vulnerabilities that are triggered only under specific inputs or path conditions,
which can result in missed detection. Second, they often produce high falseopositive rates when analyzing
structurally similar contracts with significant semantic divergency. Therefore, although graph-based models
outperform sequence-based models in capturing hierarchical structure and global semantic features, their
precision remains insufficient when used in isolation.

To address these challenges and improve the precision of vulnerability identification, this paper
introduces GNNSE, a novel hybrid framework that combines GNNs with symbolic execution. The proposed
method leverages GNNs to model both structural and global semantic features of smart contracts, thereby
overcoming the feature representation limitations of sequence models. Symbolic execution, paths and
constraints can be explored in greater depth, compensating for the inability of graph-based models in
complex vulnerability detection. Specifically, the approach involves extracting function information, critical
variables, and data flow from contract source code to build semantic graphs. It then applies GNNs to analyze
node-edge relationships, identify vulnerabilities, and filter high-risk contracts. Finally, precise path analysis
of these high-risk contracts is performed via symbolic execution to achieve accurate vulnerability detection.
Experimental results demonstrate that GNNSE effectively integrates the hierarchical and semantics modeling
strengths of GNNs with the path exploration and constraint solving capabilities of symbolic execution. This
integration significantly enhances the detection of complex logic vulnerabilities, reduces false-positive rates,
and improves the overall reliability of smart contract vulnerability detection.

The contributions of this paper are summarized as follows:

(1) A vulnerability detection framework is proposed that integrates GNNs with symbolic execution.
GNNs capture semantic graph dependencies and learn vulnerability patterns from large-scale datasets,
enabling efficient identification of high-risk contracts.

(2)  Path-sensitive vulnerability analysis is incorporated through symbolic execution, which simulates con-
tract execution paths, generates path constraints, and performs in-depth logical analysis to accurately
detect potential vulnerabilities in high-risk contracts, thereby improving detection precision.

2 Related Work

Techniques for smart contract security analysis techniques are generally categorized into two primary
methodologies: traditional static analysis and deep learning-based approaches. Among static analysis tech-
niques, symbolic execution plays a pivotal role. By treating variables as symbolic values and tracking their
propagation, symbolic execution enables comprehensive exploration of execution path and facilitates the
identification of potential vulnerabilities. Representative tools include Oyente [7], which performs dynamic
exploration of contract execution paths while employing constraint-solving techniques and auxiliary meth-
ods for analysis and verification, and Mythril [8], which combines semantic abstraction, data taint inspection,

and execution path evaluation to uncover security flaws within smart contracts.

In parallel, the rapid development of deep learning approaches has created new opportunities for
vulnerability detection. Tann et al. [9] pioneered the use of an LSTM-based deep learning framework to
detect security flaws in contracts. Huang [10] converted contract bytecode into RGB-formatted images
to facilitate feature extraction and vulnerability identification via CNNs. In recent years, progress has
been made across several dimensions of research. In symbolic execution hybrid methods, He et al. [11]
proposed a “parallel and simplified symbol execution” (ParSE) mechanism, which reduces the solving
load by leveraging multi-core parallelization, simplifying symbol states and constraints, and integrating
with Oyente and Mythril as plugins, significantly enhancing detection throughput and path coverage. In
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the domain of multimodal and multi-view learning, TMF-Net [12] achieves cross-modal alignment by
integrating multimodal features from source code, bytecode, and graph structures. This method captures
local syntax details while strengthening global semantics and dependency modeling, outperforming single-
modal methods in vulnerability detection. For edge Al-based auditing, EVULLM [13] adopts lightweight
parameter efficient fine-tuning and quantization techniques such as QLoRA, enabling large models to
operately efliciently in resource-constrained edge environments and improving the practicality of audit-
ing. CSCO [14] mines contextual semantic features of contracts from opcode sequences to characterize
execution logic and behavior patterns, combining expert knowledge to extract security-oriented pattern
features for improved detection. Furthermore, approaches based on Large Language Models (LLMs) have
recently emerged. SmartGuard [15] proposes an LLM-enhanced vulnerability detection framework, while
LLM4Fuzz [16] and PromFuzz [17] adopt LLMs to guide fuzz testing, identify critical paths, and locate
functional vulnerabilities. These advancements indicate a shift from single-model deep learning methods
toward multimodal fusion and more intelligent analysis techniques.

Despite these advancements, challenges remain. Deep learning methods, beginning with LSTM and
CNN frameworks, have improved vulnerability detection accuracy but still struggle with modeling complex
semantic relationships. While symbolic execution improvement approaches have increased efficiency, their
ability to capture complex logical scenarios remains limited. Similarly, multimodal and edge AI methods
enhance semantics and improve practicality but remains insufficient when analyzing deep logical depen-
dencies and complex vulnerability patterns. Large Language Models show promise in enabling intelligent
exploration but suffer from high computational costs and limited controllability. Consequently, accurately
detecting vulnerability in complex logical scenarios continues to be a major research challenge, as false
positives or false negatives [18,19] may occur.

To address these limitations, this study introduces GNNSE, a hybrid approach that combines graph
neural networks (GNNs) with symbolic execution. GNNSE inherits the strengths of symbolic execution
in precise path exploration and constraint solving while leveraging GNN’s ability to learn graph structural
and semantic representation of smart contracts. By modeling contract execution logic and dependency
relationships more comprehensively, GNNSE provides a more robust and accurate solution for smart
contract vulnerability detection.

3 System Design

Compared with traditional static analysis methods, GNNs are capable of modeling the hierarchical
structure and semantic relationships within smart contracts. By leveraging large-scale training, GNNs can
learn deep semantic patterns of vulnerabilities, thereby significantly improving the detection of structural
and logical vulnerabilities. However, GNNs also inherent limitations: they lack accurate simulation of
execution paths, which hinders their ability to accurately identify vulnerabilities that are triggered only under
specific input conditions. This limitation also makes them prone to misjudging vulnerabilities involving
complex logical independency. In contrast, symbolic execution offers precise vulnerability verification
through constraint solving but suffers from scalability challenges, such as low execution efficiency, making
it impractical for large-scale contract analysis. Although prior studies have attempted to integrate multiple
detection techniques, these efforts often adopt heterogeneous strategies, leading to inconsistencies that
undermine both detection accuracy and efficiency. To address these challenges, this study proposes a smart
contract vulnerability detection method called GNNSE that combines GNNs and symbolic execution to
enhance detection accuracy while maintaining efficiency.
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GNNSE consists of three core modules:

(1)  Semantic Graph Construction: Parses smart contract source code to extract key functions and logical
structures, subsequently constructing a semantic graph representation.

(2) GNNs Vulnerability Screening: Processes the semantic graph through a GNN model to identify
potential vulnerability patterns and efficiently filter out high-risk contracts.

(3) Symbolic Execution Testing: Symbolizes input parameters, performs path exploration, and utilizes
constraint solving to verify potential vulnerabilities with high precision while reducing false positive
rates. The structural layout of GNNSE vulnerability analysis framework is depicted in Fig. 1.

MERE S

GNN udging high-risk | e _ constraint
: probability contracts | I_symbollznnon path analysis solving
Smart Contract Code semantic Screening high-risk . .
Source Code diagram contracts symbolic execution

Figure 1: Vulnerability detection framework diagram of GNNSE

3.1 Semantic Graph Construction

Smart contract vulnerabilities are often closely related to specific function calls and variables. For
instance, functions such as call.value and block.timestamp play a pivotal role in determining the presence
of vulnerabilities. However, traditional methods for vulnerability detection, including text sequences or
control flow graphs, are often inadequate in capturing the full syntax and semantics of smart contracts.
Building upon the work of Liu et al. [20], this paper proposes the adoption of semantic graphs to effectively
model both semantic information and control dependencies. By explicitly modeling key function calls as
primary nodes and aggregating important variables into these nodes through feature transfer and aggre-
gation mechanisms during normalization, the proposed method emphasizes the core semantics relevant
to vulnerability detection while preserving contextual information and reducing graph complexity. This
approach not only preserves contextual information and captures the complex logic of the contract, but also
reduces graph complexity, thereby facilitating a more efficient representation of contract’s logic. Furthermore,
the normalization process ensures the retention of dependencies between variables and critical function calls,
while simplifying the overall graph structure, mitigating training challenges arising from excessive density,
and ultimately improving the accuracy of vulnerability detection.

3.1.1 Construction of Nodes and Edges

In vulnerability detection, various components of a function exert differing degrees of impact on
vulnerability detection. To achieve more refined modeling of vulnerability patterns, this paper divides
functions into two types of nodes: (1) Main nodes: These nodes represent function calls that are critically
associated with vulnerability detection, typically encompassing both built-in functions and custom functions
that could potentially trigger vulnerabilities. These nodes are direct sources of potential vulnerability triggers.
For instance, in the case of reentrancy vulnerabilities, function calls involving call.value should be monitored,
wheras for timestamp vulnerabilities, the usage of block.timestamp may serve as the root cause of the
vulnerability. (2) Secondary nodes: These nodes are variables that indirectly influence vulnerability detection.
They represent state information or critical variables within the contract, such as balance or bonusFlag. While
these variables do not directly activate vulnerabilities, they provide essential contextual information that aids
in the explanation and identification of vulnerability behavior.
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Based on this categorization of intra-function nodes and drawing inspiration from the concepts of
Control Flow Graphs (CFGs) and Data Flow Graphs (DFGs), we propose the construction of three types of
edges—control flow, data flow, and backflow—to model the relationships and dependencies between nodes.
These edges collectively represent potential execution paths within a smart contract function, with each edge
annotated by a timestamp to denote its relative execution order. Specifically, control flow edges represent
transitions between basic blocks within control structures such as conditionals, branches, and loops. Data
flow edges capture dependencies between variable definitions and their subsequent usages, where an edge
is established from node A to node B if A defines a variable that B later utilizes. Backflow edges, introduced
to capture feedback or cyclic dependencies, connect successor nodes back to their dominators or loop entry
points, thereby highlighting control loops and strongly connected structures. By formalizing the semantics
of these edge types, we achieve a more precise representation of the execution and dependency semantics
within contract functions.

3.1.2 Normalising the Semantic Graph

The initial semantic graph comprises a significant number of both main nodes and secondary nodes.
Most GNNs have typically flat information propagation, which may lead to the underemphasis of certain
nodes that are more critical to vulnerability detection. In other words, the importance of different nodes
in vulnerability detection process can vary substantially. If all nodes are treated equally during the training
of GNNs, the model may fail to sufficiently prioritize the most influential nodes, potentially undermining
detection accuracy. Therefore, to enhance the focus of feature representation and the effectiveness of the
graph structure, this paper introduces a semantic graph normalisation strategy.

Specifically, only the main nodes, which carry significant semantic weight, are retained, while the
semantic information from the secondary nodes is transmitted to their corresponding main nodes through
feature aggregation before the secondary nodes are removed. After normalization, each main node retains
its intrinsic features while simultaneously incorporating information from neighboring secondary nodes.
As illustrated in Fig. 2, during the graph normalization process: the state of N1 directly influences the
transfer logic of K2, thereby propagating its features to K2; the value of N2 value is derived from the logic
of K1, requiring feature transmission to K1; and the close coupling of N3 with the transfer operation of K3
necessitates feature passing to K3.

function GrantReward() public { e7 eb
require(TaskCompleted(msg.sender), “Task not NI N3 3
completed” ), ell es €9
uint reward = ComputeReward(msg.sender); e €6 K1 o4 K2
accountBalances[msg.sender] += reward; e4 el0 V\
SendRward(amount); K1 es K2 - -=K3 e2
! - W2 e10)
function SendReward() public { el el e8 7 '
uint =accountB ces[msg.sender]; ¢
require(amount > 0, “No balance to transder” ); e2 e8 el13 SLel2
ccountBalances[msg.sender] = 0; e3
(bool sent, )= 4
msg.sender.call {value:amount}( “” ); K4 3 K3 ‘ell
require(Sent, “Transfer failed” );
\ q N2 K4
Smart Contract Source Code Initial semantic map Standardized semantic graph
Data flow edge Control flowedge — — p» Back flow edge master node Secondary node

K1 :GrantReward() K2 :SendReward() K3 :call.Value K4 : require

NI : accountBalances N2 : reward N3 : amount

Figure 2: Source code data construct semantic graph data structure
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3.2 GNNs Vulnerability Screening

To address the limitations of sequence models in capturing structured and global semantic information,
this paper employs GNNs with more flexible architectures to analyze semantic graphs and identify high-
risk contracts with potential vulnerabilities. GNNs leverage the structural information of contracts, such as
function calls, variable dependencies, and control flow, and are capable of capturing semantic associations
between distant nodes through learnable aggregation strategies. In contrast to GCNs, which rely on fixed-
neighbourhood aggregation strategies, GNNs offer enhanced expressive power and feature modelling
capabilities. This enables them to automatically learn potential vulnerability patterns from normalized
semantic graphs, thereby enhancing vulnerability detection performance. By feeding the constructed seman-
tic graph into GNNs, the model can efficiently and accurately screen out high-risk contracts with potential
vulnerabilities, thus providing a refined target set for the subsequent symbolic execution.

At the core of GNNs is the graph convolution operation, which weights the feature vectors of each
node based on the information from its neighboring nodes. The information is then passed to the next layer,
where the node features are updated gradually, progressively enhancing the model’s understanding of graph
structure. For each node v in the graph, the update process of its k-th layer feature representation is shown
in Formula (1):

= o(w® - (hF Y ) M
veN(v)

where hsk) denotes the representation of the characteristic of node v in the k-th, while hf,k_l) is the
representation of the characteristic of node v in the previous layer. N(v) represents the set of neighbors of
hgkil) is the feature representation of a neighboring node v in the previous layer. w(¥) is the matrix

of learning weights for the k-th, and o denotes the activation function.

v, while

After multiple graph convolution operations, the features of nodes are progressively updated, allowing
the model to gain a more accurate representation of the contract. This process improves the model’s ability to
identify potential vulnerabilities within smart contract. At the final stage, the updated features of each node
are processed by a fully connected layer, which maps the features to vulnerability risk values. This allows the
model to effectively access the risk associated with potential vulnerabilities in the contract. Specifically, for
each node v, its output feature vector fz\v is computed via Eq. (2):

hy = FC(h{") )

where hgl) is the convolutional representation of the features of the last graph of a node v in the last
convolutional graph, and FC is a fully connected surface operation to map the features of a node to a

high-dimensional space. The output feature vector hf,l) is used to estimate the vulnerability probability
using Eq. (3):

P(v) = 0(hy Wout + bour) (3)

where P(v) is the probability value of vulnerability corresponding to node v. W,,; is the weight matrix of
the output layer. b,, is the discriminant of the output layer, and ¢ is a sigmoid activation function, which
maps the output to the range [0, 1], providing the probability of vulnerability.

Based on the output probability value of GNNs P(v), this model generates an overall vulnerability
probability for each smart contract. The results are stored in an array format, which includes the contract
name and corresponding probability. During the preprocessing stage, the system first reads the source code
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of all contract and stores them in a dictionary, where the key is the file name and the value is the source code.
The system then traverses the results output by GNNs, matching the contract names with the file names in
the dictionary. Contracts with a vulnerability probability exceeding a specified threshold are identified and
marked as high-risk contracts. In this study, the default threshold is set to 0.7, which effectively filters out
potential high-risk contracts. This threshold can be modified based on specific requirements. For contracts
identified as high-risk, the system extracts their source code from the dictionary and stores it separately for
further analysis by the symbolic execution module. Through the risk contract screening of GNNs, the system
effectively filters high-risk contracts in large-scale smart contract datasets, allowing symbolic execution
resources to be focused on those contracts most likely to contain vulnerabilities.

3.3 Symbolic Execution Testing

This module provides in-depth analysis of high-risk contracts through three stages: symbolization,
path analysis, and constraint solving. By thoroughly examining the execution paths of contracts, it uncovers
vulnerabilities that may be embedded or hidden in complex paths, reducing false positives and enhancing
the precision of security flaws detection.

3.3.1 Symbolization

Initially, the source code of each identified high-risk contract is parsed by the compiler and converted
into bytecode. This process begins with syntax analysis to construct an abstract syntax tree (AST), where
components such as function definitions, variable declarations, and control flow structures are represented as
AST nodes. Based on the node type and the contextual semantics of the AST, each statement is mapped to its
corresponding opcode (e.g., a function call node may be mapped to CALL upcode), resulting in bytecode that
aligns with the logic of the source code. Next, the bytecode undergoes instruction-level parsing to identify
the contract’s opcodes and their corresponding operational logic. This step also involves extracting the
contract’s input parameters (e.g., account addresses, fund amounts, transaction amounts, etc.) and execution
flow information. Input parameters are then replaced with symbolic variables in place of actual numerical
inputs. This symbolic representation decouples the contract’s execution from specific input data, enabling
an abstract analysis of contract’s behavior and an accurate simulation of its runtime results under varying
input conditions.

As illustrated in Fig. 3, for a deposit and withdrawal contract, the four variables msg.sender, msg.value,
balances [msg.sender], and amount need to be symbolized. These symbolized variables will be utilized during
the path exploration and constraint solving stages to construct path conditions, assisting in the identification
of potential vulnerabilities that may arise in complex input dependencies.

3.3.2 Path Analysis

The path analysis phase involves an in-depth analysis of the execution flow extracted from the contract,
aiming to generate all possible execution paths. Each path represents an execution sequence within the
contract, from start to finish, encompassing all conditional branches, loops, function calls, and other relevant
constructs. The key to path analysis is the generation of path constraints. Each path traverses several decision
points, such as if, for, and while statements. At these decision points, symbolic execution creates symbolic
constraints corresponding to the conditional expressions, ensuring that the path’s execution adhere to the
logical constraints. This approach guarantees that the entire path analysis is both accurate and complete.

A path constraint PC(pi) is a collection of symbolic constraints that describes all the control flow
conditions that must be satisfied during the execution of a path pi. Each path pi consists of multiple
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decision points, which determine the execution branches of the program. These branches are determined
not by fixed values variables. To capture all potential execution flows along the path, symbolic execution
generates the corresponding symbolic constraints for each decision point. Specifically, let the input to the
contract be represented by the set of symbolic variables X = {x;, x,, ..., x,}, and let each control condition
Cj(x1,%2,...,%,) on path pi describe the constraints that the symbolic input must satisfy under that
condition. By evaluating all control flow decisions along the path, the path constraint PC(pi) connects these
conditions with logical AND to form a complete constraint expression for the execution of the path, as shown
in Eq. (4):

PC(pl) :A;nZICj(Xl,Xz,...,XH) (4)

where m is the number of control conditions involved on the path pi, and each C;(x,x;,...,%,) is a
symbolic constraint corresponding to the j-th condition on the path. The result of the path analysis of the
contract depicted in Fig. 3 is shown in Fig. 4. In the case of the deposit function, there are no decision points,
meaning that the path constraint can be reduced to a single unconstrained execution path. The withdraw
function, however, contains a ‘require’ decision point, resulting in the generation of two execution paths.

contract Payment { .
address public owner; variable Symbol Value
mapping(address => uint) public balances;
function deposit() public payable{ msg sender -
balances|msg.sender| += msg.value;
1
y
function withdraw(uint amount) public { msg.value v
require(balances| msg.sender| >= amount,

Insufficient balance"); balances[msg.sender] b x
msg.sender transfer(amount), =
balances|msg.sender| -= amount;

) amount a
}
Smart Contract Source Code symbolization

Figure 3: Symbolic presentation of variables

contract Payment { deposit:
address public owner; PC(p )= True
mapping(address => uint) public balances; depost

function deposit() public payable{

balances[msg.sender] += msg.value; Withdraw:
v
J ~ o
function withdraw(uint amount) public { Path 1: Sufficient balance
require(balances[msg.sender] >= amount, PC(p, )=b_x2a
"Insufficient balance"); ‘
msg.sender.transfer(amount); Path 2: Insufficient balance
balances[msg.sender] -= amount;
) PC(p,;)=b_x<a
}
Smart Contract Source Code path analysis

Figure 4: Path analysis result chart of the contract
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3.3.3 Constraint Solving

The constraint solving stage, based on path constraints, is crucial for verifying the feasibility of each
execution path and identifying whether there exist inputs values that satisfy the constraint conditions. The
key to the constraint solving stage is to translate the path conditions into formal logical expressions and
submit them to an underlying Satisfiability Modulo Theories (SMT) solver for processing. The solver will
attempt to find a set of input values that satisty all path constraints simultaneously. Upon finding a solution,
the resulting model provides a set of specific input values that direct the program to execute along a specific
path, thereby verifying its reachability. If the path is reachable, potential vulnerabilities along the path may
be activated. In practice, this process involves obtaining the path constraint formulas through symbolization
and path analysis, which are then converted into SMT format, such as the expression supported by Z3. These
formulas are then passed to the solver. Once the solver returns a model, it can be mapped to actual transaction
inputs to verify whether potential vulnerabilities exist along the path. By solving these constraints, the
approach not only confirms the existence of vulnerabilities but also identifies security risks in complex
execution paths, thereby improving the accuracy and reliability of vulnerability detection.

Taking the contract in Fig. 4 as an example. In the case of the deposit() function, there is only one
unconstrained path, meaning that no constraint solving is necessary. However, withdraw() function contains
two execution paths. In path 1, they system checks whether there exist an input that satisfies b_x > a. If the
constraint is satisfied, the contract continues executing. In contrast, in path 2, if there is an input that satisfies
b_x < a, the require statement fails, and the contract rolls back the transaction without transferring funds
or updating the balance. Constraint solving reveals a reentrancy vulnerability in the withdraw() function.
In path 1, transfer() is executed before the balance is updated. Since transfer() triggers the receiver’s callback
function (e.g., fallback() or receive()), an attacker can exploit this callback to recall the withdraw() function
via a malicious contract during this process. This allows the attacker to bypass the balance check, enabling
repeated withdrawals and potentially draining the contract’s funds.

To address the issue of path explosion, this paper introduces path pruning strategies in the constraint
solving stage. Specifically, during the symbol execution process, the system dynamically assesses the satisfia-
bility of the current path conditions, using the solver to verify constraints in real-time. When it is determined
that the constraint set for a particular path has no solution, that is, the path is unreachable under any input,
the subsequent exploration of the path is immediately terminated and discarded. This strategy effectively
conserves solving resources by avoiding invalid paths, thereby focusing the solver’s efforts on real and feasible
paths. While maintaining the path coverage ability, it improves the efficiency of analysis and reduces the
performance pressure related to path explosion.

It is important to note, however, that while symbolic execution offers high accuracy in vulnerability
detection, its computational cost can be significant, especially when analyzing large-scale smart contracts
or contracts with complex control flow structures. To mitigate this issue, our approach incorporates GNNs-
based risk contract screening mechanism. This strategy ensures that symbolic execution is only applied to
contracts identified as high-risk, significantly reducing the computational burden of symbolic execution and
concentrating limited computational resources on contracts that are most likely to contain vulnerabilities.

4 Experimentation

Reentrant vulnerabilities and timestamp dependency vulnerabilities are among the most prevalent
and critical security issues in smart contracts. These two types of vulnerabilities have not only triggered
numerous typical attack events in history, causing serious impacts on the blockchain ecosystem, but they
also remain among the most common vulnerabilities in current smart contracts [21]. Therefore, they are
of considerable importance both in academic research and practical applications. While various detection
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methods have been proposed in recent years to identify these vulnerabilities, existing approaches still face
challenges such as high false positive rates and insufficient detection accuracy [22,23]. This underscores that
detecting these vulnerabilities remains a significant challenge and a focal point in the field of smart contract
security. Therefore, this paper focuses on reentrant vulnerabilities and timestamp dependency vulnerabilities
as the primary research subjects. This choice is motivated not only by their high-risk nature and widespread
relevance in practical applications, but also by their potential to effectively validate the performance of the
proposed methods.

It is important to point out that the experimental data presented in this study specifically addresses
the two aforementioned types of vulnerabilities. This focus ensures that the advantages of the model are
clearly demonstrated in high-risk vulnerability scenarios. In future work, the scope of experiments will be
expanded to include other common vulnerabilities, such as integer overflows and access control defects, to
further evaluate the generality and applicability of the proposed GNNSE model across a broader spectrum
of security concerns.

4.1 Experimental Setup
4.1.1 Datasets

To assess the performance of the proposed approach, this paper integrates the publicly available datasets
from Liu et al. [24] and Qian et al. [25]. These datasets were initially compiled from real smart contracts
collected by Liu and Qian from the Ethereum and VNT chain platforms. Due to the presence of partially
duplicated contract data, this dataset underwent a deduplication process to ensure the validity of the
experimental results. The final experimental dataset consists of 10,079 deduplicated smart contract files.
Among these data, the reentrant vulnerability dataset includes 5189 contracts, of which 2016 are identified as
vulnerable, while the timestamp dependency vulnerability dataset comprises 4890 smart contracts, of which
2242 being vulnerable.

4.1.2 Evaluation Metrics

The experiment employs four key performance metrics to evaluate detection performance: accuracy,
recall, precision, and Fl-score. Accuracy (ACC) serves as the primary indicator for the model’s effectiveness.
Recall measures the proportion of actual positive instances that the model correctly identifies. Precision
refers to the proportion of true positive predictions among all positive predictions made by the model.
The Fl-score provides a harmonic average of precision and recall, offering a unified measure of the model’s
classification performance [26,27].

4.1.3 Environment and Parameter

Experiments were conducted on a system equipped with a 2.60 GHz Intel Core i7-9750H CPU and
16 GB RAM. The optimization process employed the Adam algorithm in conjunction with the cross-entropy
cost function for model training. The training parameters included a learning rate of 0.002, a packet loss rate
of 0.2, a batch size of 64, and 100 training epochs. The dataset was split randomly, with 80% as the training set
and 20% as the testing set. Each model was evaluated across five independent experiments, and the average
value was used as the model’s performance indicator for each vulnerability type.

4.2 Experimental Results

In this section, a comparative assessment is conducted between the proposed GNNSE and the main-
stream contract vulnerability detection techniques. The results of this comparison are presented in Table 1.
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The methods include three sequence models (RNN, LSTM [28], and GRU [29]), two graph-based models
(GCNs and TMP), and a newly proposed attention-based wide and deep neural network AWDNN [30].
Additionally, ablation experiments were performed to access the effect of the symbolic execution module on
vulnerability detection. Specially, the GNN model in the table represents the performance of the GNNSE
model without the symbolic execution module.

Table 1: Performance comparison of reentrant and timestamp vulnerabilities

Reentrant vulnerability Timestamp dependency vulnerability
Models ACC (%) Recall Precision F1(%) ACC (%) Recall Precision F1 (%)
(%) (%) (%) (%)

RNN 69.23 71.79 68.85 70.92 65.81 71.31 62.58 66.67
LSTM 70.51 68.37 71.42 69.86 73.50 75.14 72.54 73.82
GRU 82.47 83.76 81.66 82.70 84.61 83.75 82.35 83.05
GCNs 85.89 80.32 83.05 81.66 86.75 85.47 87.71 86.58
TMP 88.03 86.06 85.36 85.01 89.21 84.42 88.02 86.19
GNN 88.89 82.78 87.82 85.23 89.74 91.80 84.21 87.84
AWDNN  91.80 90.59 86.22 88.51 90.59 93.16 88.61 90.83
GNNSE 93.58 89.34 92.73 90.83 92.73 95.72 90.32 92.94

The data presented in Table 1 indicates that GNNSE outperforms the three sequence models in the vul-
nerability detection task. Specifically, in the detection of reentrant vulnerability and timestamp vulnerability,
the average accuracy of the sequence models is only 74.07% and 74.64%, respectively. When compared to the
best-performing sequence model, GRU, GNNSE demonstrates substantial improvements in accuracy-rising
from 82.47% to 93.58% for reentrant vulnerabilities, and from 84.61% to 92.73% for timestamp vulnerabilities.
In addition to accuracy, GNNSE also outperforms the sequence models in other metrics. For example, in
reentrant vulnerability detection task, GNNSE achieves a Fl-score of 90.83%, which is 8.13% higher than
GRU’s Fl-score of 82.70%. Additionally, GNNSE’s recall rate increases from 83.76% in GRU to 89.34%. These
improvements primarily stem from the differences in the models’ abilities to capture structural and semantic
information inherent in the contracts. Sequence models treat code as a one-dimensional sequence, which
limits the ability to capture key structural and semantic information, such as function calls, control flow,
data dependencies, resulting in restricted detection capabilities. In contrast, GNNSE, adopting a graph-based
model, offers clear advantages in capturing structural information and global semantic information of the
contract, enabling more effective vulnerability detection.

Moreover, GNNSE also outperforms both GCNs and TMP in detecting reentrant and timestamp
vulnerability. Compared to the optimal TMP model, GNNSE achieves an increase in accuracy of 5.55%, from
88.03% to 93.58%, for reentrant vulnerability detection, and 3.52%, from 89.21% to 92.73%, for timestamp
vulnerability detection. The Fl-score improvements are similarly significant, with GNNSE increasing the
Fl-score by 5.82% and 6.75%, respectively. This performance improvement can be attributed to the limitations
of using a single graph model, which makes it difficult to detect complex logic vulnerabilities triggered
by specific inputs or path conditions. While TMP introduces temporal mechanisms to capture contextual
information, it still relies on static graph models, which lack path sensitivity to path reachability during
program execution. In contrast, GNNSE integrates a symbolic execution mechanism within its graph
neural network, which systematically explores all execution paths of the program, constructing precise path
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constraints. This allows GNNSE to compensate for the limitations of single graph-based models, enabling
the identification of complex logic vulnerabilities and reducing both false positives and false negatives.

Furthermore, when compared with the newly proposed AWDNN method, GNNSE shows improvement
in the accuracy of detecting reentrant vulnerability and timestamp vulnerability, increasing from 91.80%
to 93.58% for reentrant vulnerabilities, and from 90.59% to 92.73% for timestamp vulnerabilities. The
primary reason for this difference lies in the approach used by AWDNN, which combines wide and deep
neural networks with custom attention mechanisms. While this method captures both shallow rules and
deeper semantics and emphasizes key segments via attention, it remains primarily focused on learning
complex logical structural relationships indirectly through deep perception and attention. As a result, it lacks
sensitivity to the structural and path-based aspects of the contract, limiting its ability to detect complex logic
vulnerabilities. GNNSE, however, integrates both graph neural networks and symbol execution, making it
sensitive to both structure and path, thus improving its ability to identify and mitigate false positives and
false negatives, resulting in superior performance in vulnerability detection tasks.

We further access the effectiveness of each model in smart contract vulnerability detection by using
the ROC curve and the AUC value. The ROC curve, which ranges from 0 to 1, measures classification
performance, with higher values indicating greater discriminative power and better performance. As seen
in the AUC values presented in Figs. 5 and 6, GNNSE outperforms all other models in both reentrant
vulnerability and timestamp vulnerability detection tasks, achieving AUC values of 0.9168 and 0.9264. These
results significantly surpass the AUC values of GCN, which are 0.8418 and 0.8675, respectively. This indicates
that GNNSE, by leveraging a more flexible aggregation mechanism, dynamically adjusts the information
transmission process based on node semantics, allowing for more effective capture of complex dependency
relationships and global semantic information within contracts. This enhancement not only improves the
accuracy of high-risk contracts screening but also provides more accurate target contracts for the subsequent
symbol execution stages, thereby significantly enhancing the overall vulnerability detection capability.
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Figure 5: ROC curve and AUC value of reentrant vulnerability

In contrast, TMP exhibits AUC values of 0.8720 and 0.8738, which are superior to the sequence-based
model but still fall short due to the model’s limited ability to handle path sensitivities. The sequence-based
models, on the other hand, struggle with vulnerability detection as they fail to account for the structural
aspects of the code. Notably, RNN performs particularly poorly, with an AUC value of only 0.6429 in
timestamp vulnerability detection task, substantially lower than that of GNNSE. Furthermore, GNNSE also
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surpasses the newly proposed AWDNN method, improving the AUC for both vulnerability detection by
0.0105 and 0.0156, respectively. Experimental findings indicate that GNNSE exhibits a superior detection
performance, primarily due to its advanced capability to capture semantic information, and through
symbolic execution, perform in-depth path analysis to comprehensively explore potential vulnerabilities in
smart contracts.
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Figure 6: ROC curve and AUC value of timestamp vulnerability

The comparison between GNNSE and GNN (obtained by removing the symbolic execution mod-
ule from GNNSE) further emphasizes the significant contribution of symbolic execution in enhancing
vulnerability detection. As shown in Table 1, the introduction of symbolic execution module leads to a
substantial performance boost. In the reentrant vulnerability detection task, GNNSE achieves an accuracy
of 93.58%, surpassing GNN by 4.69%, and its recall rate increases from 82.78% to 89.34%, marking an
increase of 6.56%. This indicates that symbolic execution systematically explores all the contract execution
paths and constructs precise path constraints, which helps detect deeply embedded logical vulnerabilities
that GNN alon may miss. Additionally, in terms of precision, GNNSE reaches 92.73%, which is 4.91%
higher than GNN’s precision of 87.82%, indicating that symbolic execution also contributing significantly to
reducing false positives. For the timestamp vulnerability detection task, the overall capability of GNNSE is
clearly superior to that of GNN, further confirming that symbolic execution module plays a crucial role in
enhancing the accuracy of vulnerability detection by simulating all possible execution paths and uncovering
hidden vulnerabilities.

5 Conclusion

This paper proposes a novel method for smart contract vulnerability detection that combines symbolic
execution with GNNs. The proposed method first transforms the contract’s source code into a semantic
graph, extracting key structural information such as control flow and data flow. High-risk contracts are then
screened through GNNs, followed by an in-depth analysis of the contract’s execution path through symbolic
execution, which facilitates precise identification of vulnerabilities. The experimental results demonstrate
that this method performs exceptionally well in detecting reentrant vulnerabilities and timestamp vulnera-
bilities, outperforming traditional sequence models and pure graph models in terms of accuracy and recall.
It is important to emphasize that the aim of this study is to improve the accuracy of vulnerability detection
through the integration of GNNs and symbolic execution. Accordingly, our experiments have primarily
focused on evaluating detection performance, with a more limited focus on runtime and memory overhead.
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In future work, we plan to extend the proposed approach to cover a broader range of contract vulnerability
detection tasks. We will also optimize the symbolic execution component, develop a comprehensive per-
formance evaluation framework, and explore dynamic configuration mechanisms to further enhance the
scalability and efficiency of the proposed method.
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