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ABSTRACT: Load frequency control (LFC) is a critical function to balance the power consumption and generation.
The grid frequency is a crucial indicator for maintaining balance. However, the widely used information and communi-
cation infrastructure for LFC increases the risk of being attacked by malicious actors. The dynamic load altering attack
(DLAA) is a typical attack that can destabilize the power system, causing the grid frequency to deviate from its nominal
value. Therefore, in this paper, we mathematically analyze the impact of DLAA on the stability of the grid frequency
and propose the network parameter regulation (NPR) to mitigate the impact. To begin with, the dynamic LFC model
is constructed by highlighting the importance of the network parameter. Then, we model the DLAA and analyze its
impact on LFC using the theory of second-order dynamic systems. Finally, we model the NPR and prove its effect in
mitigating the DLAA. Besides, we construct a least-effort NPR considering its infrastructure cost and aim to reduce
the operation cost. Finally, we carry out extensive simulations to demonstrate the impact of the DLAA and evaluate the
mitigation performance of NPR. The proposed cost-benefit NPR approach can not only mitigate the impact of DLAA
with 100% and also save 41.18 $/ MWh in terms of the operation cost.

KEYWORDS: Smart grid cybersecurity; dynamic load altering attack; load frequency control; network parameter
modification

1 Introduction

Load frequency control (LFC) plays a crucial role in maintaining the grid’s frequency at a nominal
value. Through the Supervisory Control and Data Acquisition (SCADA) system, LFC can efficiently handle
frequency issues in a wide area. However, as more and more devices are operated through the open
communication network, the number of exposed vulnerabilities increases at an unexpected rate. Therefore,
the LFC is facing cyber threats from different attack entry points. The power loads on the consumer side can
be maliciously modified due to the widespread deployment of charging stations [1]. The attack events indicate
that the attacker has the capability to take over the electricity equipment and disrupt the system’s regular
operation. The researcher at Argonne National Laboratory destroyed a generator within 100 lines of code [2].
The attacker can modify vulnerable loads, such as intelligent appliances based on the Internet of Things (e.g.,
air conditioners and electric vehicles), to cause frequency deviation or transmission line overloading [3,4].

The attack on power loads can be divided into two types: load measurement attack and load altering
attack. For the load measurement attack, only the load measurements are compromised, while the actual
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loads remain unchanged. The goal of the load measurement attack is to bypass bad data detection, such as the
load redistribution attack [5] and the false data injection attack [6]. This attack aims to cheat the operator into
redistributing the generation and cause an increase or decrease in the nodal price [7]. The load redistribution
attack maintains the sum of loads unchanged, which corresponds to the generation cost for both the pre- and
post-real-time dispatch [8]. The dummy data attack enhances the stealthiness of the load measurement attack
by concealing the measurements among normal measurements [9]. This attack can bypass the cluster-based
and machine learning-based detectors. As for the load-altering attack, the actual power load is physically
altered. The goal of the load-altering attack is to destabilize the power system. The static load-altering attack
modifies the frequency-insensitive load to cause frequency excursion [10]. The dynamic load altering attack
(DLAA) corrupts the frequency-sensitive loads to cause frequency deviation [11]. By analyzing the trajectory
of the frequency change, the attacker can manipulate the load by changing the price signals in price-based
demand response programs. The electronic vehicles can also be used as targets of the DLAA [4]. Although the
DLAA has been revealed to be vulnerable, its principle in affecting system stability, especially grid frequency,
still needs to be analyzed in depth.

To defend against the attack on power loads, various approaches exist from the aspects of detection,
identification, and mitigation. The sliding model observer is used to estimate the system states to detect the
abnormal states [12]. A robust sliding mode observer can detect the DLAA with the signal residual [13].
The low-rank Kalman filter can be used to estimate the attack parameter using the rank-1 method [14].
The physics-informed machine learning algorithm is a data-driven approach that can detect and localize
the abnormal load measurements [15]. The Fast Fourier Transform can be used to analyze the spectral
and further localize the attacked load measurements [16]. A significant and robust machine learning
model was proposed to mitigate the false data injection attack (FDIA) in dynamic line rating systems,
focusing on statistical data processing, feature ranking, selection, training, validation, and evaluation [17].
Multiple metrics were proposed in this reference to evaluate the detection performance of FDIAs with
BGLM-LR, Gaussian naive Bayes (GNB), linear support vector machine (LSVM), wide neural network
(WNN), and decision tree (DT). As a precise measurement device, the data collected from the phasor
measurement unit (PMU) can be used to localize the abnormal load measurements and states combined with
a convolutional neural network. From the perspective of information security, unauthorized load control
signals are prevented by minimizing access permissions based on the edge-computing infrastructure [18].
The generation-consumption imbalance can be captured by the fast-acting inverter [19]. The charge and
discharge actions of the electric vehicles can be used to compensate for the DLAA impact [20]. Although
the above approaches are practical in defending against the attacks on the power loads, they work reactively.
However, the mitigation strategy should be proactive and mitigate the impact of DLAA on the physical side.

As a proactive defense strategy, the network parameter regulation (NPR) approach leverages the physical
property. Compared to cyber defense, NPR focuses on the physical side, enhancing the integration of cyber
and physical systems. In this paper, the NPR is realized using a series capacitor compensator (SCC), a typical
device designed to stabilize the system. Since the power system must operate close to its limits to meet high
demand and profit goals, the SCC device is used to maintain the grid’s safety when it is on a large scale and
distributed renewable energies are highly penetrated. Since the SCC has the capability to modify capacitance
injection, it can be used to create a proactive defense mechanism from the physical side.

Therefore, with a special emphasis on the DLAA, we propose an NPR strategy to mitigate the impact of
the attack on the stability of the grid frequency. To reveal the insight why the DLAA can cause grid frequency
divergence, we model the DLAA and analyze its effect on the stability of the grid frequency with a second-
order dynamic system. For NPR, it is designed to alleviate the DLAA by maintaining the stable modes. As
the deployment of NPR may introduce additional costs, an optimization problem is formulated to develop a
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cost-effective defense strategy. In summary, the contributions are as follows: (1) First, we model the DLAA
using both the first-order and second-order dynamic systems. The DLAA’s impact on the stability of the grid
frequency is analyzed with the eigenvalue sensitivity; (2) Second, we theoretically reveal the effect of NPR
to mitigate the DLAA by guaranteeing the Lyapunov criteria; (3) Third, we conduct extensive simulations to
demonstrate the impact of the DLAA and evaluate the defense performance of NPR.

2 Background Knowledge
2.1 Power Network Model

The power system operates stably by balancing the generation and load. To represent the power network,
the power facilities are described by generation buses and load buses. The generation bus is equipped with
a generator, and the load bus has a load consumption. The generation buses are included in the set G, and
the load buses are contained in the set L. Overall, suppose the power system has N; load buses and N,
generation buses. Given a bus, it is either a generation bus or a load bus. The power transmission network is
described by G =< G, L, T >. The transmission lines are included in T. The transmission line ¢ = {i, j} € T.
Considering the DC power flow model [21] for the transmission line ¢ = {i, j}, the power injection and power
consumption equations are modeled by

PiIZ Zsij((/)i —(/)j)+ Zs,-j((/)i—ej), Vi EG,PI-L = —Zsij(ei —(/)j)— Zsij(Gi —9]'), ViGL, (1)

jeG jel jeG jel

where P! is the power injection of the it" generation bus, P is the power load of the i'" load bus, ¢; is
the voltage phase angle of the i'™ generator bus, 6; is the voltage phase angle of the i'™ load bus, and s;; is
susceptance (i.e., the reciprocal of the reactance) of branch ¢.

Considering the overall power transmission network, the power flow model according to (1) is described
as follows:

PL — _S]L]LB _ SLG‘P, PI — SGG¢ + SG]LO, (2)

where PL e RM and P! e RM are the vector of power loads and the vector of power injections,
¢ =[d1,¢2, -, dn,]T eRM is a vector of voltage phase angles of generator buses, and 6 =

[01,6,, -+, 0x,]T € R is a vector of voltage phase angles of load buses. The matrices §tC, gCL gLl
LG

, and
are derived according to the network parameters and system topology given in (1).

Suppose the load buses are numbered with the first N; indices and the generation buses are numbered
with the rest N, indices. The power system has N = N; + N, buses. The transmission lines that connect
the generation and load buses are denoted by a set T9C. The susceptance matrix (in a diagonal form)
corresponding to TS is B, which is constructed by setting the element at the position (t, ) as s; j for the
line . By denoting the transmission lines that connect to only load buses (start and end at load buses), the
corresponding diagonal matrix is BV, To describe the system topology, the incident matrix R is given and
is constructed as a sparse matrix, whose " row is a sparse vector with one at the i position and -1 at the
jth position, and otherwise are zeros. With the above matrices, we can derive that

GG _ GG oGL GG i _or|BC 0 e [-BYC
S =B, S 2[—B 0],8 =R 0 BLL R, $" = 0 > (3)

where 0 is a matrix of appropriate size to form the larger matrix.
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2.2 System Dynamic Model

Next, we introduce the system’s dynamic model for maintaining the grid frequency. The swing equation
for the generator is

$i = vi,viw; = —d;v; + P} - P}, (4)

where the roof mark - denotes the derivative operation, v; is the frequency deviation from the nominal
frequency, m; > 0 is the inertial factor, d; > 0 is the damping ratio, and P is the mechanical power output.
The grid frequency is maintained using a proportional-integral (PI) control strategy. The PI structure is
PM = —(KPv; + Kl¢;), where K¥ > 0 and K! > 0 are control coefficients.

The input of the PI controller is the area control error (ACE) signal. The ACE is a reference to draw
the deviations of the grid frequency and the power flow of the tie line to zero. The i*" generator outputs
the mechanical power following the value PM = pref - Hi
the regulation constant. For the i generator, the ACE signal is given by ACE; = AP! + W;v;, where AP!¢
is the deviation of the power flow of the tie-line and W; is a constant. The power reference is given by
Prf = —K; [ ACE;dt. Hence, the PI control strategy is obtained as PM = —(K’v; + K!¢,), where K/ = Hi
and K = K;W,.

For each load, it can be categorized into two types: frequency-sensitive and constant. That is, the i*"
load is constructed by P* = F;¢; + P?, where F; > 0 is the factor of the frequency-sensitive load and P is
the frequency-insensitive load. The following relationship holds for the angle transformation [10], that is,
1 = -0, where 77 ¢ RM is a vector of frequency deviations of load buses and 8 € R is a vector of voltage
phase angles of load buses.

w;, where Pl.ref is the power reference and H; is

Considering the overall power system, we obtain the following relationship:

P- = Fy + P°, (5)

where F € RM*Ni js a diagonal matrix with the element at the position (i, i) is F; and P® € R is a vector of

frequency-insensitive loads. By eliminating #, we have

I 0 o01][¢ 0 0 I ¢ 0
o1 ol||lo]l=] F'ss¢ FIgit 0 o+|F|p°, (6)
0 0 -M||v K +8%¢  sC  kPiD||v 0

where v € RM is the frequency deviation vector, M € RN2xN2 e RN2XN2 KP ¢ RN2XN2 and K e RN2XN:
are diagonal matrices corresponding to the inertial, damping ratio, proportional, and integral fac-
tors, respectively. The matrix I is an identity matrix of appropriate size. Suppose the state variable is

0
X = [ ¢ 0 v ]Tand U=| F' |P° we can derive that
0
X=AX+U, (7)
1o o1 0 0 I
where, A=| 0 T 0 FIstC¢  pighk 0
0 0 -M K +8%¢ ¢ KPiD

Our use of a linearized second-order model is intentional and aligns with standard practices in power
system stability analysis, especially for frequency stability studies in LFC contexts. This approximation is valid
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around the system’s equilibrium operating point, where perturbations (such as those induced by dynamic
load altering attacks, or DLAAs) are assumed to be small enough that higher-order terms can be neglected.
The model enables us to analytically derive the impact of DLAA on system eigenvalues and the mitigating
effects of network parameter regulation (NPR) using tools such as eigenvalue sensitivity and Lyapunov
criteria, providing clear theoretical insights into stability margins. Similar linearizations are commonly
employed in the LFC literature (e.g., [10,11,20]) to facilitate a tractable analysis without compromising
essential dynamics for frequency regulation scenarios.

To validate the model’s applicability, our extensive simulations in Section 4 incorporate more realistic
system conditions, including time-domain responses to DLAA perturbations in multi-area power systems
(e.g., IEEE 39-bus test case). These simulations demonstrate that the linear model’s predictions hold well
for the attack magnitudes and system stresses considered, where frequency deviations remain within ranges
typical for LEC (e.g., +0.5 Hz). However, we recognize that under extreme stress conditions—such as high
renewable penetration leading to low inertia or cascading failures—the non-linear effects could become
pronounced, potentially altering the DLAA’s impact or NPR’s effectiveness.

2.3 Dynamic Load Altering Attack

Recently, cyberattacks on power systems have increased due to the tense relationship between countries.
The smart infrastructure introduces plenty of uncertainties into the power system operation [22,23]. Electric
vehicles and distributed generators impact the security and safety of the smart grid. As a great economic
system, targeting the power system is attractive to attackers. Especially, the smart and IP-enabled power
load infrastructure is vulnerable to intrusions [24]. Smart home appliances have been proven vulnerable to
botnet attacks [25]. Since the load is on the user’s side, it can be easily altered by the attacker. Considering
the adversarial loads, the dynamic load altering attack (DLAA) is constructed like PiL = 1;F;¢ + P°, where
7; is the attack coefficient against the i vulnerable load for DLAA. Thus, the attacker targets the frequency-
sensitive load. Overall, the DLAA is constructed as

P" = IIF¢ + P, €)

RleNl

where IT € is a diagonal matrix with the diagonal element equal to 7;. If the i load is vulnerable,

then 7; # 0; otherwise, 71; = 0.

According to the Lyapunov stability theory, the system is asymptotically stable if and only if all
eigenvalues of the matrix A have negative real parts [26]. After DLAA, the system matrix becomes

-1

I 0 0 0 0 I
A=[o 1 o (IF)~'sY®  (11F)'sE 0 )
0 0 -M K +8%¢ seL K’ +D.

Therefore, once the matrix A has eigenvalues that have non-negative real parts, then the asymptotic
stability of the system cannot be guaranteed.

3 Mitigating DLAA with NPR

To defend against the DLAA and maintain the stability of the grid frequency, we propose a network
parameter regulation (NPR) approach by changing the line parameter (i.e., the susceptance). Hence, in the
following, we first introduce the principle of NPR. Then, we model the system as a second-order dynamic
system. Based on this model, we analyze the impact of DLAA and the mitigation effect of NPR.
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3.1 Network Parameter Regulation

The implementation of NPR depends on the capacitor compensation device, which can actively change
the line parameters, such as reactance. For example, the thyristor-controlled series capacitor device is
remotely controlled and monitored by the supervisory control and data acquisition (SCADA) system.
Therefore, the line parameter can be changed flexibly.

The modified susceptance is modelled as

ref fix
Sij = 1] +31], (10)

where s;; is the susceptance injected into the line, sfi i; is the initialized operating point, s fis the targeted
reference value. Therefore, if the reference value srjf is changed, then the matrices §“C, SM“, SCC, and §%-
are changed accordingly. Subsequently, the system matrix A is also changed. Therefore, the impact of DLAA

can be alleviated and even eliminated with NPR.

3.2 Second-Order Description of the Dynamic System

To clearly describe the effect of NPR against DLAA, we transform the first-order dynamic model into a
second-order dynamic model, which is given by

o ol[#] [-F o 7 sth s 0]

[0 M][b]JF[O KP+DH1'1]+[—SM K+ 556 |v] 70 )
To be concise, the transformed matrices are represented with
0 0 -F 0 N

A‘[o M]’B_[O 1(P+D]’C_[—sML K +8CC [ 12)

With the second-order dynamic model, the eigenvalues also represent the systems stability. The stability
issue can be solved using the right and left eigenvalue problems, which are described with the following
equations:

B2 Ar; + B;Br; +Cr; = 0, 1] A+ B/ B+1/C =0, (13)

where f3; is the ith eigenvalue (i.e., latent root), ¥; and I; are the ith right and left eigenvectors (i.e., latent
vectors), respectively. By solving for the eigenvalues, we can determine the stability condition for the dynamic
system based on the real parts of the eigenvalues. Next, we analyze the impact of DLAA and the effect of
NPR on the eigenvalues.

3.3 Impact of the DLAA

First, we analyze the impact of DLAA on the eigenvalues. Under the adversarial case, the matrix B is

5 | -IIF (0)
changed tobe 5 = [ o0 K'+D

DLAA. The first-order derivative of the i'" eigenvalue f3; is computed by

oA oC
T 2 )
9 (11) :_li (ﬁ"a ﬁ’an an) o
oIl 17 (2B, A+ B)r; '

] From [27,28], we can derive the sensitivity of the eigenvalue against the

(14)
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Since the matrices A and C are not affected by the DLAA, the derivatives of A and C with respect to the
attack parameter IT are zero. Hence, we can derive that

apm N (ﬁfg_ﬁ)”

= . 15
Ol 1] (2B:A+B)r, 15
Suppose the set of vulnerable loads is K, we have
- dB;i(m; dB(m;
aﬂz(n) :Z ﬁ(ﬂJ),a_B:Z (7'[])‘ (16)
BH jeK E)nj BH jeK aT[j
Therefore, under the DLAA, the it! eigenvalue becomes
dB(m;
(g5 2200 2,
~ aﬁ,(ﬂ]) ] 871]
Biepie S P 7

jeK 87'[]'

liT(zﬁiAJr B)r;

The second term is the impact of DLAA on the eigenvalue. By quantifying the impact of DLAA, the i'®
eigenvalue is affected by

oB(m;)
liT (ﬁz 2 jeK ?j]ﬂj) I

18
1/ (28, A+ B)r; 18)

APMAA — Rel(B;) — Rel

where Rel(*) computes the real part of the complex value. Therefore, once AP**4 > 0, then the system is
unstable. The grid frequency under the DLAA deviates from the nominal value (i.e., 50 or 60 Hz). To detail
the attack process of the DLAA, we provide a flowchart in Fig. 1a. The attacker follows the flowchart to execute
the attack and determine whether the attack is successful or not.

3.4 Effect of NPR

Next, we evaluate the effect of NPR on mitigating the impact of the DLAA. With NPR, by changing the
line parameter s;; into §;; (the line {, j} can be any line in the power transmission network), the matrices

§C, 8M §EC and S are changed into SLG, s, SGG, and §°". Thus, the matrix C is changed accordingly,
AL .LG
that is, C = S~]L]L -S .G |- Therefore, we can derive the effect of NPR as follows. For the jth eigenvalue
-§7 K'+8§

Bi, its sensitivity against the line parameter change is
. I,T(/J),Z% +ﬂi£+£)ri
8[31-(51-]-) _ as,»j E)s,-j E)s,-j
agii liT(zﬁiA +B)r;

(19)
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Figure 1: The flowcharts for the attack process of the DLAA and the defense process of the NPR

Since the matrices A and 53 are not changed by NPR, the derivatives of them against §;; are 0 s. Therefore,
the effect of NPR can be described by

aC
- l,-T — | Yi
aﬁ,-(sij) _ 8s,-j (20)
95ij liT(ZﬁiA +B)r;
Therefore, the it eigenvalue after NPR is
liT g r;
=, as,-]-
Bi = Bi (21)

1T (2B A+ By

If the NPR includes a set M of transmission lines, then we can quantify the effect of NPR on the ith
eigenvalue as

oC
17 o —— | 1
i Z{Z,]}EM agij r

ANPR = Rel(B;) — Rel (22)

1/ (2B; A+ B)r;
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From the defender’s perspective, AN'R < 0 is the basic requirement. The NPR cannot affect the
system’s stability.
Next, if the NPR is used to mitigate the DLAA, then we have

oB aC
lT (/3 Z]eK (7_[7][])771)1'1 (Z{z]}eMa ])

VQpA+B)Y;  1'(2BA+B)r;

:l — ﬂi (23)

Therefore, the mitigation effect of the NPR for defending against the DLAA is given by

oB(m; aC
lT (ﬂ Z]GK E_[ﬂ]) ﬂ]) r; (Z{z jreM N~ a )
J ij

T ~Re T
li (2/)71'./44'8)1'1' li (2ﬁiA+B)l'i

A™" = Rel(B;) - Rel

= APMAA L ANPR _Rel(B)).

The goal of NPR is to make AT < 0. Therefore, the effectiveness of NPR is quantified by AT, The

computation of (17) and (23) is given as follows. Since the matrix Bis a diagonal matrix, the matrix

ZN1 9pi(nj)
j:1 an

load) is equal to 7;, and all other elements are 0. According to the model (3), the matrix C is also a sparse

0B(n;)
onj

and left eigenvectors, the reference [27] provides an efficient approach. One way to speed up the computation
is to normalize the term 1] (28;.4 + B)r; as1[28].

7; is sparse. Only the element corresponding to the vulnerable load (i.e., the frequency-sensitive

matrix. The derivative result ¥ i1 7; is a constant matrix. As for the computation related to the right

3.5 Cost-Effective NPR

From above, we have proved that the NPR can mitigate the impact of DLAA. However, a random NPR
might introduce additional operational and infrastructure costs. Therefore, the NPR should be strategically
designed to save on defense costs. As for NPR, the infrastructure cost can be defined by the difference of the
reference susceptance injected into the capacitor compensation device, that is,

£ _ | aref f
Asij =555 = sij b i jy € M (24)

aref ref

ij
overall infrastructure cost is Y.; jyem Asref Since the change of the physical parameter affects the operating
point, the generation cost might increase. The optimal power flow (OPF) is typically used to analyze changes
in generation cost. Normally, the OPF is formulated and solved as a constrained optimization problem, that

is,

where §75" is the susceptance reference after NPR and 57" is the original susceptance reference. Hence, the

Co = ngiGn G(P%) (25)
s.t. PS<pS<P® (26)
S Pe=3%pt (27)
~F<BRK 'P<F, (28)

. . . . =G
where P is a vector of power generations, PS is a vector of the lower bound of the power generations, P
is a vector of the upper bound of the power generations, F is a vector of power flow limits, the matrix B is
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BS¢ o i
B= [ 0 B and the matrix K = R"BR, P is a vector obtained by maintaining all but the first element

of the vector P® — PL, and the power flow F = BRK™'P. The constraint (26) denotes the limits of the power
generation. The constraint (27) represents the equality of the generation and consumption. The power flow
limit is presented by (28). The cost function G (P€) is usually quadratic [29].

To reduce the operation cost, the optimization of NPR is formulated by

ACT= PG,s‘,ﬂiir»lj}EMG(PG) - Co (29)
s.t. PS<PC<P° (30)
S Pe=5%pt (31)
~-F<BRK'P<F, (32)
M < ¢, (33)
AM <0, Vi, (35)
0.5< zﬂ <1.5,{i,j} e M, (36)

]

where { and p are positive constant, the first three constraints are the same as the normal OPE, the
constraint (33) limits the number of transmission lines whose parameters are changed, the constraint (34)
limits the magnitude of the susceptance injection, the constraint (36) guarantees that the stability of the grid
frequency is not affected. The last constraint (36) limits the magnitude of the change of the line parameter for
NPR. For the adversarial loads, they are determined during the defense period. Therefore, the optimization
problem is in a combinatorial form. The set of transmission lines (whose parameters are changed) and the
corresponding changed ratios can be solved using a Monte Carlo method. To clearly describe the defense
process, we provide a flowchart in Fig. 1b for the system operator to carry out the NPR.

4 Simulation Results

Furthermore, we conduct extensive simulations to evaluate the impact of DLAA and the effect of
NPR. The 39-bus power system is used as an example. The system parameters, configurations, and network
structure are obtained from the New England test case [30]. The first 30 buses are load buses, while the
rest are all generation buses. As shown in Fig. 2, it is a diagram of the 39-bus power system. The simulation
is conducted on MATLAB R2019b. The code is written in the MATLAB script language. The computation
platform is a Lenovo Thinkpad laptop with 11th Gen Intel(R) Core(TM) i7-1165 G7 2.80 GHz (2.80 GHz) and
32 GRAM.



Comput Mater Contin. 2026;86(2) 11

¢ Load @ Generator
37

S I i
300 25> 26> ] <28>] ] 29>

9> Qv — 3%

* a8 —|<17; — 24> @

<3

<16> G

(? T v L as ¢ <21>| 2
<A@>

39> <1:‘T4> _I v +
&

¢ 6> a2 T
¢ <19> @3
D> a3 I
an + 20 W 36

<31>+ <10> 34> 33 @
9> v +
¢ @ %QD @

Figure 2: The IEEE 39-bus power system

8>

4.1 Impact of the DLAA

First, we analyze the impact of DLAA on the stability of the grid frequency. We define the eigenvalue

lT (ﬁ BB(n
e s .th . . .th ! 3”
sensitivity of the i eigenvalue with respect to the ;" load as |Rel (W . The relative eigenvalue

liT(ﬂi aBaf,ﬂ.j) )fi
Rel] ~—L 7

17 (2; A+ B)r;
sensitivity is defined as T . For each load and each eigenvalue, the sensitivity and relative
sensitivity are shown in Figs. 3 and 4. We can see that the first 10 eigenvalues are more sensitive to the DLAA,
as indicated by their absolute values. In comparison, the last 10 eigenvalues are more sensitive to the DLAA,
considering the relative value. The results indicate that the DLAA has a different impact on the eigenvalues
for various loads. Therefore, the targeted loads are crucial in designing the DLAA.
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Figure 3: The eigenvalue sensitivity against the DLAA on each load
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Figure 4: The eigenvalue sensitivity (the relative value) against the DLAA on each load

For the adversarial setting, the DLAA targets the 2nd, 19th, and 27th loads. That is, the frequency-
sensitive loads contained in the 2nd, 19th, and 27th loads are maliciously modified. The attack parameters
corresponding to them are set in two cases, as shown in Table 1. The DLAAs on the grid frequencies of the
9 generation buses are shown in Fig. 5. Fig. 6 shows the grid frequencies of the generations of buses without
any attack. For the attack case 1, the grid frequencies of the 9 generation buses converge to 0s, although
there are oscillations before the convergence. For the attack case 2, the grid frequencies of the 9 generation
buses diverge from the nominal value (i.e., 60 Hz). The real parts of the eigenvalues given in Fig. 7 show
that two eigenvalues have non-negative real parts in the attack case 2, which is the reason for the divergence
of the grid. The results indicate that not all DLAAs are successful in destabilizing the grid frequencies. The
DLAA should be carefully designed to affect the stability of the grid frequency.

Table 1: Two cases for constructing the DLAA

Attack parameter

Cases T, Mo Ty

Attack Casel 11 19 14
Attack Case2 12 25 13
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Figure 7: The real parts of the eigenvalues under different attack cases

4.2 Mitigating DLAA with MTD

Next, we evaluate the performance of MTD to mitigate the DLAA. The DLAA setting is like the attack
case 2. The NPR parameters for the mitigation cases are given in Table 2. The set of transmission lines for
NPR contains lines 9, 19, 26, 29, and 33. For the mitigation case 1 and mitigation case 2, the frequencies of the
generation buses are shown in Fig. 8. We can see that the grid frequency still diverges from the nominal value
in mitigation case 1, indicating that the NPR parameter does not effectively mitigate the DLAA. However, the
grid frequency converges to the nominal value in mitigation case 2, indicating that the NPR is effective. The
same effect can be obtained with the mitigation cases from 2 to 12. Therefore, the NPR parameters should be
appropriately set to mitigate the impact of the DLAA.

Table 2: The cases for constructing the MTD to mitigate the DLAA

Parameter
Cases §—9 52 52—6 52—9 gﬁ
S9 S19 $26 $29 $33
Mitigation Case 1 0.8 L1 1.2 0.9 L5
Mitigation Case 2 1.3 1.2 L5 L5 1.2
Mitigation Case 3 1.2 1.2 1.4 1.5 1.2
Mitigation Case 4 L1 L1 1.5 1.5 1.2
Mitigation Case 5 1.3 11 1.5 1.2 0.9
Mitigation Case 6 1.3 1.1 1.3 11 0.9
Mitigation Case 7 1.23 0.95 1.34 11 0.9

Mitigation Case 8 1.23 0.95 1.12 L1 0.98
Mitigation Case 9 1.43 1.05 112 1.23 0.98

(Continued)
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Table 2 (continued)

Parameter
S9 S19 $26 $29 $33
Cases — — — — —
S9 S19 $26 $29 $33

Mitigation Case 10 1.43 0.75 1.32 1.03 1.38
Mitigation Case 11 1.33 0.95 1.22 113 1.08
Mitigation Case 12 1.33 0.95 1.02 1.34 L16
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Figure 8: Mitigating the impact of the DLAA with NPR

To optimize the NPR, we test several cases to evaluate the cost change with different line change
parameters. The attack is set as m, = 1.2, my9 = 2.5, and 717 = 1.3. The set of transmission lines chosen for
NPR is {9,19,26,29,33}. The changes in line parameters are presented in Cases 2 to 12. The attack and
defense settings guarantee that the constraint (36) is satisfied. Therefore, the optimization problem for NPR
(29)-(36) can be solved using the quad prog package in MATLAB. To compute the OPF problem, the system
parameters are given as follows. The cost function G(-) is in the quadratic form of ¢;x* + ¢,x + ¢o, where ¢,
¢2,and ¢y are coeflicients. Among them, the coeflicients c; and ¢, are critical for computing the optimal power
flow problem. The generator parameters are given in Table 3. The generation limits are given in Table 4. The
power flow limitation is set by F = 1.5F. The parameters of the PI controller are: K¥ =100, K. = 45, Kg =45,
K? =10, K! =50, K? = 40, K? =30, K} =20, K¥ = 40, Kf, =50, and K{ = - -+ = K}, = 10. The coefficient of
the frequency-sensitive load for each load is 10.

Table 3: Parameters of the generators

Number of generators

Coefficients 1 2 3 4 5 6 7

1 0.04 025 0.00 0.01 o0.01 0.01 0.01
1) 10 15 20 25 30 30 30
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Table 4: Generation limits
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Number of generators
Limits 1 2 3 4 5 6 7
Lower bound 0 0 0 0 0 0 0
Upper bound 100 100 100 150 100 100 100

The generation costs without NPR and with NPR are given in Table 5. Compared with the generation

cost without NPR, the generation cost with NPR changes under different NPR parameters. The generation
cost increases with the mitigation cases 2, 3, 4, 5, 6, 9, 10, and 12, while the generation cost is reduced with
the mitigation cases 7, 8, and 11. The results indicate that in most cases, the NPR will introduce additional
operational costs. The reason is that the NPR causes tight power flows for the system operation. Due to the
nonlinear and non-convex properties of the optimization problem for OPE, the derivation of the essential
implications of the additional cost caused by the NPR is out of the scope of this paper. From Fig. 9, with the
mitigation case 8, the generation cost is 5764.24 $ MWh, which saves 41.18 $ MWh. Therefore, the NPR can
be optimized to mitigate the DLAA. The cost-benefit NPR can be constructed to consider the defense effect

and the operational cost simultaneously.

Table 5: Comparison of the generation costs with and without NPR

Costs
Cases Without NPR ($/MWh) With NPR ($/MWh)
Mitigation Case 2 5805.42 5852.11
Mitigation Case 3 5805.42 5843.30
Mitigation Case 4 5805.42 5825.03
Mitigation Case 5 5805.42 5813.97
Mitigation Case 6 5805.42 5807.01
Mitigation Case 7 5805.42 5803.11
Mitigation Case 8 5805.42 5764.24
Mitigation Case 9 5805.42 5821.27
Mitigation Case 10 5805.42 580714
Mitigation Case 11 5805.42 5786.34
Mitigation Case 12 5805.42 5845.17

50

$/MWh

-50 : :

Case2 Case3 Case4 Case5 Case6 Case7 Case8 Case9 Case 10 Case 11 Case 12

Figure 9: The cost-benefit using NPR to mitigate the DLAA
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5 Conclusion

In this paper, we propose a network parameter regulation (NPR) strategy to defend against the dynamic
load altering attack (DLAA) in the scenario of load frequency control. To begin with, we transformed the
first-order dynamic model into a second-order dynamic model. By analyzing the eigenvalue sensitivity, the
impact of the DLAA was modeled, and the effect of NPR was revealed. The deployment cost of NPR was
optimized to realize a cost-effective defense strategy. Finally, the attack impact and defense performance were
validated through extensive simulations. In future work, we can incorporate the prediction method as given
in [31] to improve the performance of the mitigation approach in defending against the DLAA on the LFC.
Besides, we will consider extending the analysis to non-linear models, such as full AC power flow simulations
or hybrid automaton approaches for significant disturbances. This could involve tools like MATPOWER or
PSAT for non-linear validation. We believe this addresses the concern while strengthening the paper’s rigor.
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