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ABSTRACT: There has been an increasing emphasis on performing deep neural network (DNN) inference locally
on edge devices due to challenges such as network congestion and security concerns. However, as DRAM process
technology continues to scale down, the bit-flip errors in the memory of edge devices become more frequent, thereby
leading to substantial DNN inference accuracy loss. Though several techniques have been proposed to alleviate the
accuracy loss in edge environments, they require complex computations and additional parity bits for error correction,
thus resulting in significant performance and storage overheads. In this paper, we propose FeatherGuard, a data-driven
lightweight error protection scheme for DNN inference on edge devices. FeatherGuard selectively protects critical bit
positions (that have a significant impact on DNN inference accuracy) against bit-flip errors, by considering various
DNN characteristics (e.g., data format, layer-wise weight distribution, actually stored logical values). Thus, it achieves
high error tolerability during DNN inference. Since FeatherGuard reduces the bit-flip errors based on only a few
simple arithmetic operations (e.g., NOT operations) without parity bits, it causes negligible performance overhead
and no storage overhead. Our experimental results show that FeatherGuard improves the error tolerability by up to
6667x and 4000x, compared to the conventional systems and the state-of-the-art error protection technique for edge
environments, respectively.
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1 Introduction

Deep neural networks (DNNs) have shown remarkable capability in various domains such as image
processing, speech recognition, and natural language processing. Recent DNN applications often contain
a vast number of parameters (e.g., weights and biases) to achieve high accuracy, which requires massive
computing resources for DNN inference [I-3]. To reduce the resource requirements, users on edge devices
typically send requests for the inference of these applications to a centralized server, where sufficient
computing resources are available. However, such centralized execution may cause several issues. First, data
transmission between the centralized server and edge devices (i.e., inference requests and results) increases
network traffic, which can cause network congestion. Second, the inference requests may include user’s
private data, raising security concerns [4]. To alleviate these issues, there has been a growing emphasis
on performing the inference of DNN applications locally on edge devices [5-7], as edge-based inference
reduces latency, alleviates network congestion, and enhances data privacy. This trend is expected to expand
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further with emerging applications such as large on-device models, real-time sensing, and collaborative edge
intelligence, which increasingly demand reliable and efficient local inference.

For DNN inference on edge devices, model parameters, such as weights, are initially loaded into the
device’s main memory (specifically, DRAM). Since a DRAM cell stores data as charge within its capacitor,
excessive charge loss can alter the stored value (i.e., bit-flip error). The charge loss becomes more severe
at higher temperature due to the increased leakage current in the cell, which may cause more bit-flip
errors [8-10]. Furthermore, as DRAM process technology scales down, the reduction in capacitor size
of memory cells exacerbates the bit-flip errors [11]. Such bit-flip errors severely corrupt the values of the
model parameters, thereby leading to substantial accuracy loss [12,13]; for example, in single-precision
floating-point format, a single bit-flip error can change the value of the model parameter by up to 2'?® times.

To alleviate the accuracy loss, it is crucial to mitigate bit-flip errors in the model parameters. Many
studies have proposed error correction codes (ECCs), such as single error correction double error detection
(SECDED) [14] and chipkill [15,16]. These ECCs effectively correct (or detect) bit-flip errors by leveraging
parity bits. However, their correction process typically involves complex computations (e.g., polynomial
operations over a Galois Field) along with data retrieval, leading to significant correction latency. Since the
correction process lies on the critical path of the memory read operation, it causes significant performance
overhead. In addition, the ECCs necessitate the additional storage of parity bits, resulting in storage overhead.
Due to the performance and storage overheads, it is hard to deploy the ECCs on edge devices, which have
strict real-time requirements and limited storage capacity. To reduce these overheads, several techniques have
been proposed for resource-constrained edge devices [17,18]. Such techniques reduce bit-flip errors without
parity bits based on simple operations, which provide a moderate level of error tolerability in DNN inference.
However, with the recent increase in the occurrence of bit-flip errors [11], these techniques may no longer
be sufficient for large DNN applications. More recent studies have proposed lightweight protection schemes
for DNNs, including parity-based methods [19,20], redundancy- and importance-aware approaches [21-23],
bit-level redundancy mechanisms [24], and attack-oriented defenses designed to mitigate targeted bit-flip
errors [25]. While these methods improve reliability, they often incur storage overhead, focus on attack
scenarios, or insufficiently address bit criticality, thereby limiting their applicability in resource and latency
constrained edge environments.

In this paper, we propose FeatherGuard, a data-driven, lightweight error protection scheme designed
to significantly enhance the error tolerability in DNN inference, without storage overhead. FeatherGuard
strongly protects specific bit positions that have a significant impact on DNN inference accuracy against
bit-flip errors, by considering various DNN characteristics (e.g., data format, layer-wise weight distribution,
actually stored logical values). Thus, it achieves high error tolerability during DNN inference. The main
contributions of this work are summarized as follows:

» FeatherGuard is a novel error protection scheme that selectively protects critical bits based on DNN-
specific characteristics.

«  Unlike conventional ECCs, FeatherGuard’s protection mechanism is based on simple inversion (a few
NOT operations). This design has low computational requirements, resulting in negligible perfor-
mance overhead.

» Furthermore, our scheme requires no parity bits, as data is restored by applying the same inversion
operation twice. This enables a design with no storage overhead.

« Compared to prior techniques, FeatherGuard achieves substantially higher error tolerability by integrat-
ing layer-wise encoding/decoding and cell-aware inversion.

«  Weimplement FeatherGuard within a memory controller to demonstrate its practicality for edge devices.
We then evaluate its performance, power, and area overheads through a detailed analysis.
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The rest of this paper is organized as follows. Section 2 examines the characteristics of DNN weights and
their distribution across layers. Section 3 introduces the proposed FeatherGuard. In Section 4, we evaluate
the improvement in reliability of FeatherGuard against the state-of-the-art technique. Finally, Section 5
presents related works and Section 6 concludes this paper.

2 Motivation
2.1 Critical Bit Position

Recent DNN applications generally have parameters (e.g., weights and biases) based on IEEE 754 single
precision (FP32) format, which consists of a 1-bit sign, an 8-bit exponent, and a 23-bit mantissa. In the FP32
format, the magnitude of change in the parameter value due to a bit-flip error varies significantly depending
on the bit position. In certain cases, the bit-flip error can drastically change the parameter value, resulting
in severe accuracy loss. To quantitatively analyze the impact of bit-flip errors, we evaluate the accuracy loss
caused by bit-flip errors at specific bit positions, in various DNNs.

As shown in Fig. 1, the bit-flip errors at 30-26'" bit positions cause significant accuracy loss; in particular,
the bit-flip errors at 30" bit position drop the accuracy of DNN applications to almost 0%. The 30-26'" bit
positions correspond to the upper five bits of 8-bit exponent field, in FP32 format. The bit-flip errors at these
bit positions induce an exponential increase/decrease by a factor of at least 2% in the parameter value, leading
to drastic numerical change. Thus, the errors at these bit positions cause severe accuracy loss. On the other
hand, the bit-flip errors at the other bit positions (i.e., 31 and 25-0" bit positions) show a negligible impact
on DNN inference accuracy. In FP32 format, the 31° bit position is a sign bit, and the 25-0" bit positions
consist of lower three bits in 8-bit exponent field and all bits in 23-bit mantissa field. The bit-flip errors at
these bit positions introduce only a relatively slight change in the parameter value compared to the errors at
30-26'" bit positions. In addition, DNN applications have a characteristic to be inherently tolerant to certain
degrees of parameter value changes due to their distributed structure [26] and stochastic nature [26,27].
Therefore, the errors at these bit positions lead to negligible accuracy loss.
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Figure 1: Accuracy loss caused by bit-flip errors depending on bit position. The bit-flip errors are injected at a le-5 bit
error rate for each bit position

As a result, the bit-flip errors at 30-26"" bit positions in FP32 format have a greater impact on DNN
inference accuracy, compared to the errors at the other bit positions. In this paper, we refer to the 30-27" bit
positions in FP32 format as critical bits (CBs). Though the errors at 26" bit position might cause moderate
accuracy loss in certain cases (e.g., EfficientNetV2 in Fig. 1), they introduce relatively smaller changes in
numerical values compared to the errors at 30-27"" bit positions. Thus, we select four 30-27" bit positions
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as CBs. To enhance overall error tolerability in DNN inference, it is important to provide strong protection
for these CBs from bit-flip errors.

2.2 Layer-Wise Weight Distribution

DNNss typically consist of multiple layers, where each layer performs a number of multiply-accumulate
(MAC) operations on model parameters (e.g., weights, activations) and sequentially propagates the outputs
to the next layer. To analyze the characteristics of different layers, we investigate the weight' distribution
across each layer in various DNNs. Fig. 2 shows the distribution of the CBs (defined in Section 2.1) in
weight values across each stage/block; a stage/block refers to a group of multiple layers executing similar
computational tasks.
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Figure 2: Critical bit distribution across layers

As shown in Fig. 2, the distribution of the CBs varies across layers. Most layers predominantly have the
CBs of 01117, since the majority of the weight values has the range of [-1, 1] in DNNs [17,18]. On the other
hand, in certain layers, the CBs of 1000 constitute a significant portion in the distribution; in particular,
the stage 1-2 in EfficientNetV2 has the CBs of 1000 in up to 74% of the distribution. These layers have
a broader range of weight values compared to the other layers due to the following reasons. First, some
layers may need to strongly reflect input features, leading to extremely large/small weight values. Second, the

UIn this paper, the weights in DNNs refer to all DNN parameters except for activations.
“The CBs of 0111 indicate that the corresponding weight value has a range of =2 to —271% and 271° to 2.
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scale/shift factors in the normalization process can alter the range of weight values. Therefore, by leveraging
the characteristic that the layers have different distributions of the CBs, it is necessary to adopt different error
protection methods in a layer-wise manner, for high error tolerability in DNN inference.

3 FeatherGuard

To improve the overall error tolerability in DNN inference, we propose FeatherGuard, a data-driven
lightweight error protection scheme, while not causing storage overhead. FeatherGuard strongly protects the
CBs (defined in Section 2.1) in a layer-wise manner, leading to high error tolerability. Since FeatherGuard
prevents bit-flip errors exploiting only a few simple operations without parity bits, it causes negligible
performance overhead and no storage overhead.

3.1 Overview

Fig. 3 depicts the overview of FeatherGuard, a technique proposed to protect CBs from bit-flip errors.
It employs a two-part principle implemented within a FeatherGuard engine, which is integrated into the
memory controller. First, a layer-wise encoder reduces the number of vulnerable bits by applying different
encoding schemes based on the layer type. Second, a cell-aware inverter addresses the inverse bit-flip error
that can occur in a certain type of memory cell, a concept further explained in Section 3.3. The overall
processes of FeatherGuard are as follows ((D) to (4 in Fig. 3).

(D  When loading the weights of pre-trained DNN applications into the DRAM of edge devices, the layer-
wise encoder adaptively encodes the weights; the detailed layer-wise encoding and decoding processes
will be explained in Section 3.2.

@ The cell-aware inverter selectively inverts the encoded weights depending on cell type (i.e., true or
anti cell); the detailed inverting process will be explained in Section 3.3. The adaptively encoded (and
inverted) weights are actually stored in DRAM.

(® During DNN inference, the weights adaptively encoded (and inverted) through (1) to (2) are loaded
from DRAM to the FeatherGuard engine. The cell-aware inverter selectively performs inverting
operations for the encoded and inverted weights.

(@  Similar to the encoding process in (1), the layer-wise decoder adaptively decodes the encoded weights.
Then, the original weights are transmitted to the processing units for performing DNN inference.
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Figure 3: Overview of FeatherGuard
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The FeatherGuard engine encodes and decodes the weights, without interfering with standard memory
read and write operations. Fig. 4 illustrates the operational sequence of FeatherGuard engine during memory
write and read operations. As shown in Fig. 4a, FeatherGuard encodes the data (i.e., weights) in the write
buffer before transmitting the data to the memory. Since the data to be written to the memory is typically
prepared in the write buffer prior to issuing a write (WR) memory command, FeatherGuard performs
the encoding process transparently, without causing any additional latency. On the other hand, as shown
in Fig. 4b, FeatherGuard decodes the data immediately after receiving it from the memory through burst
transfers, which are commonly employed in DRAM read operations. Since all burst transfers associated with
a single read (RD) memory command are completed before the data is forwarded to the upper-level memory
structures such as caches, FeatherGuard performs decoding process in parallel with the burst transfers. Such
parallelism minimizes the decoding latency, resulting in only negligible performance overhead.
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Figure 4: Timing diagram of FeatherGuard extensions to DRAM operations

3.2 Layer-Wise Encoding/Decoding Process

The layer-wise encoder adaptively executes the encoding process for the weights, depending on the
layer-wise weight distribution. We empirically classify the layers into two categories (i.e., narrow layer and
broad layer), based on whether the proportion of 1000 CBs in each layer is below 10% or not. We consider
layers with a proportion of 1000 CBs below 10% as narrow layers; otherwise, the layers are classified as broad
layers. For both layers, the layer-wise encoder contributes to improved error tolerability by minimizing the
number of 1s in CBs, since most bit-flip errors in capacitor-based memory occur from the charged state
(logical T’) to the discharged state (logical ‘0”) [28,29,17].

The upper-left region of Fig. 5 depicts the detailed process of the layer-wise encoder, for a single weight
based on FP32 format. In the layer-wise encoder, only four CBs (i.e., CB[3:0] with position index) in the
weight are encoded. Based on the layer information from pre-trained DNN applications, the layer-wise
encoder classifies the layer as either narrow layer or broad layer. For narrow layers, the encoder reduces the
number of 1s in CBs by inverting CB[2], CB[1], and CB[0], since narrow layers predominantly have the CBs of
0111. After encoding, the CBs (to be stored in DRAM) are changed from 0111 to 0000, completely eliminating
the risk of bit-flip errors from 1 to 0. For broad layers, different encoding process is necessary to reduce the
number of Is in CBs. Since broad layers have a significant number of 1000 CBs as well as 0111 CBs, the same
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encoding processing as narrow layers may increase the number of 1s in CBs; inverting CB[2:0] of the 1000
CBs changes their value to 1111, which increases the bit-flip error probability. Thus, the layer-wise encoder
subtracts the CBs by one through a simple adder, and then inverts only CB[2] and CB[1]. With this encoding
process, the 0111 CBs are encoded to 0000, completely preventing bit-flip errors from 1 to 0. In addition,
the 1000 CBs are encoded to 0001, which minimizes bit-flip error probability by reducing the number of 1s
in CBs as much as possible. In this case, the encoder further contributes to improved error tolerability by
eliminating 1s in CB[3], CB[2], and CB[1], since the bit-flip errors in these bits are relatively more likely to
cause accuracy loss compared to the errors in CB[0], as shown in Fig. 1. As a result, the layer-wise encoder
reduces the bit-flip error probability by eliminating 1s in the CBs as much as possible, thereby leading to
high error tolerability for both layers. Moreover, the encoder only includes simple arithmetic operations (i.e.,
subtraction and inversion), resulting in negligible performance overhead.
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Layer Cell
Tafta Narrow CB[3] Info. True
layer CBJ[2] : cell
CB[1] N
CB[0 <
4 [0] >°_ 4 0 4
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Figure 5: Detailed design of the FeatherGuard engine
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Since the CBs are encoded by different processes for each layer, the layer information should be stored
to recover the original CBs. To avoid additional storage overhead for the layer information, we store a 1-bit
layer_flag by exploiting the reserved bit field”’ in the page table entry (PTE) (which is managed by a memory
management unit) [34], as shown in Fig. 5. It is possible to manage the layer information at the page-level
granularity, since the size of each layer is typically larger than the 4 KB page size; in recent DNN applications,
each layer contains approximately 1 M parameters (4 MB size), on average (at least 1.5 K parameters (6 KB
size) in the smallest layer).

In the decoding process as shown in the bottom-left region of Fig. 5, the layer-wise decoder operates in
the reverse order of the encoder. The decoder restores the original CBs by reverting the CBs at the specific
bit positions, based on the layer_flag stored in PTE; for broad layers, it additionally increments the reverted
CBs by one. Thus, the layer-wise decoder restores the original CBs only exploiting the layer_flag, which does
not require any parity bits. In addition, retrieving the flag does not cause additional performance overhead.
The page translation process (from virtual address to physical address) should be performed before each
memory access to DRAM, so that the flag for the corresponding page has already been available.

3.3 Cell-Aware Inverting Process

As explained in Section 3.2, the layer-wise encoder of FeatherGuard minimizes the number of 1s in CBs
to reduce bit-flip errors, since the bit-flip errors from 1 to 0 in DRAM cells occur from the charged state
(logical T’) to the discharged state (logical ‘0”). However, the charged state of a DRAM cell does not always
correspond to a logical 1. In modern DRAM architectures, memory cells are classified as either true cells or
anti cells, depending on the relations between the charged states and corresponding logical values. A true
cell stores a logical ‘1" as a charged state and a logical ‘0’ as a discharged state, whereas an anti cell stores
these logical values in the opposite manner [35]. The primary reason for distinguishing between true and
anti cells in DRAM is to reduce coupling interference between adjacent cells sense amplifiers [35-37], which
helps improve signal integrity and stability during memory access. Thus, FeatherGuard considers the actual
logical values stored in memory cells to effectively enable the layer-wise encoder operation, thereby leading
to improved error tolerability.

As shown in the upper-right region of Fig. 5, the operation of the cell-aware inverter is quite simple.
According to several studies on DRAM profiling and physical-level characterization [35,38,39], it is possible
to distinguish the memory cells as either true cells or anti cells based on the physical address. Based on
cell information (either true cells or anti cells), the cell-aware inverter selectively performs the inversion
operations for the CBs encoded by the layer-wise encoder. For true cells, the encoded CBs remain unchanged,
since the layer-wise encoder reduces the bit-flip errors for the true cells (from 1 to 0). On the other hand, for
anti cells, all the encoded CBs are inverted, which minimizes the number of 0s (maximizes the number of
1s), thereby reducing the bit-flip errors from 0 to 1.

Though the cell information (either true cells or anti cells) is distinguished based on the physical address,
identifying this information for every memory access may incur additional performance overhead. To avoid
such overhead, we also store a 1-bit inv_flag in the reserved bit field in the PTE, similar to the layer-wise
encoding process. The cell information can be managed at the page-level granularity, since the size of the
true/anti cell regions exceeds the 4 KB page size. In general, the regions of true/anti cells are organized
at the granularity of 512 rows (e.g., 1 MB size for the off-the-shelf DRAM in edge environments [40]); the
distribution of true/anti cells varies depending on DRAM vendors, though.

3Typically, the representative instruction set architectures (ISAs) in edge environments support the reserved bits in their PTEs for software-defined
use [30]. For example, ARMv8-A and RISC-V provide 4 and 10 reserved bits, respectively. Note leveraging the reserved bits in the PTEs has been
widely adopted across a range of hardware platforms as well as operating systems [31-33].
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As shown in the bottom-right region of Fig. 5, when loading the weights from DRAM, the cell-aware
inverter selectively performs the inversion operations based on the inv_flag stored in PTE. The inverter
reverts the encoded (and inverted) CBs only for anti cells by exploiting the inv_flag, which does not require
any parity bits. In addition, retrieving the inv_flag does not introduce additional performance overhead due
to the same reason as layer_flag.

3.4 Enhanced Reliability via FeatherGuard

Fig. 6 describes the logical values of CBs (actually stored in DRAM) for representative cases, across
different layer types (i.e., narrow and broad layers) and cell types (i.e., true and anti cells). In the conventional
method (which directly stores the CBs in DRAM, without any encoding), there are a large number of
vulnerable bits in CBs, regardless of the layer type and the cell type. In particular, for broad layers, CB[3]
(which is the most critical bit as explained in Section 2.1) is vulnerable to bit-flip errors. Thus, the bit-flip
errors in these vulnerable bits reduce error tolerability in DNN inference, which may cause severe accuracy
loss. On the other hand, FeatherGuard significantly reduces the number of vulnerable bits in CBs across
all cases (up to one vulnerable bit in each representative case). In each case, the only vulnerable bit is
CB[0], which is the least critical bit in CBs. Since FeatherGuard strongly protects the CBs across all cases
through layer-wise encoding/decoding process and cell-aware inverting process, it significantly enhances
error tolerability in DNN inference.

High u'iticality Low

Vulnerable bit cB[3] CEZ] TR &
Conventional method FeatherGuard
Narrow layer Broad layer Narrow layer Broad layer

True( [EL[0] | [OEITI]
cell | ENENATH]

Anti 0 B
cell ELTolo]

Figure 6: Improved error tolerability of CBs stored in DRAM

4 Evaluation
4.1 Evaluation Methodology

We evaluate FeatherGuard in terms of the error tolerability, compared to the 1) no protection and 2)
ZEM [17]. Since DRAMs deployed in edge environments (e.g., low power double data rate (LPDDR)) are
typically not integrated with system-level ECCs (on host processor side) due to capacity constraints, we
consider no protection as our baseline. In addition, we compare FeatherGuard with ZEM [17], a state-of-
the-art lightweight ECC scheme designed for edge environments, while not incurring additional storage
overhead. For evaluation, we employ three DNN models: ResNet-50 [41], vision transformer (ViT) [42], and
EfficientNetV2 [43]. We utilize a transformer model (i.e., ViT) and convolutional neural network models (i.e.,
ResNet-50 and EfficientNetV2), which are representative in computer vision domain on edge environments.
We select the models for computer vision domain, since they are more common than those for natural
language processing domain, in edge environments where real-time processing, low-latency response, and
on-device sensor integration are required.
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To quantitatively analyze the error tolerability, we evaluate the tolerable bit error rate (BER) through
random injection of bit-flip errors. We inject the bit-flip errors uniformly and independently across all
DRAM cells at a fixed BER, assuming that all DRAM cells are equally susceptible to bit-flip errors; note
such random-based error injection method has been widely exploited [44,45]. Then, we identify the
maximum tolerable BER while maintaining acceptable inference accuracy” by gradually increasing the BER
over a wide range. This BER sweep methodology provides a comprehensive and realistic evaluation, as it
implicitly accounts for diverse error conditions observed in real DRAM systems (e.g., temperature variation,
reduced operating voltages, and device aging). A higher maximum tolerable BER indicates enhanced error
tolerability. In addition, we evaluate the error tolerability across 20 iterations, due to the random injection of
bit-flip errors.

To evaluate the performance, power, and area overheads of FeatherGuard, we utilize OpenRoad
Flow [47]. We implement the FeatherGuard Engine in Verilog HDL and then synthesize them with the
ASAP 7nm FinFET design kit [48]. According to the implementation results, the FeatherGuard Engine
takes only one cycle to execute layer-wise encoding and decoding process (explained in Section 3.2) and
cell-aware inverting process (explained in Section 3.3), thanks to the simple arithmetic operations (i.e.,
addition/subtraction and inversion operations).

4.2 Evaluation Results
4.2.1 Reliability Improvement

Fig. 7 depicts the impact of bit-flip errors on the accuracy in a mixed cell environment (i.e., true cell:anti
cell =50:50), which is a typical configuration in DRAM [49]. Table | summarizes the maximum tolerable BER
depending on the protection schemes across DNN models, corresponding to the results in Fig. 7. As shown
in Table 1, FeatherGuard has 1000-6667x and 100-4000x higher error tolerability (the maximum tolerable
BER) compared to the baseline and ZEM, respectively. Since FeatherGuard strongly protects the CBs in
weights through layer-wise encoding/decoding process and cell-aware inverting process (with considering
the layer-wise weight distribution and actually stored logical values in DRAM, respectively), it significantly
improves error tolerability during DNN inference.
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Figure 7: Accuracy loss depending on bit error rates in a mixed cell environment

4According to [46], an accuracy loss of up to 1% is acceptable for image classification tasks in data centers. Thus, in this paper, we define acceptable
inference accuracy as up to a 1% drop from the baseline inference accuracy.
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Table 1: Summary of reliability improvement for various DNN models

Model Protection scheme Maximum tolerable BER Reliability improvement
Baseline 2x1078
ResNet-50 ZEM 3x1077 15.0x
FeatherGuard 3x107° 1500
Baseline 3x107°
ViT ZEM 5x107° 1.7x
FeatherGuard 2x107° 6667 x
Baseline 2x1078
EfficientNetV2 ZEM 4x1078 2.0x
FeatherGuard 2x107° 1000x

Interestingly, according to the experimental results, ZEM (the state-of-the-art lightweight ECC scheme)
provides extremely slight improvement (1.7-2.0x) in error tolerability for ViT and EfficientNetV2, compared
to the baseline. ZEM utilizes the 30" bit position (i.e., CB[3]), which is the most critical bit on accuracy loss,
as a control bit. For anti cells, ZEM stores this control bit without any modification. In this case, the 30"
bit position remains highly vulnerable to bit-flip errors, since most layers predominantly have the CBs of
0111. Consequently, in a mixed cell environment, it is hard for ZEM to enhance error tolerability due to high
error probability at the most critical bt position (i.e., 30"" bit position). Different from ZEM, FeatherGuard
significantly enhances error tolerability for both true and anti cells, by considering the actually stored logical
values in DRAM.

Fig. 8 shows the reliability improvement achieved in both narrow and broad layers. For narrow layers,
FeatherGuard improves the reliability by 130-4619x compared to the baseline. FeatherGuard encodes the
CBs to minimize the number of Is and Os in true cells and anti cells, respectively. The predominant 0111 CBs
in narrow layers are encoded to 0000 and 1111 in true cells and anti cells, respectively. Thus, it reduces bit-flip
errors in CBs, which significantly improves the reliability (error tolerability). For broad layers, FeatherGuard
achieves the reliability improvement by 6.7-15.0x compared to the baseline. The 1000 CBs in broad layers
are encoded to 0001 and 1110 in true cells and anti cells, respectively. In this case, the only vulnerable bit is
CB[0], which is the least critical bit in CBs. As a result, FeatherGuard significantly reduces bit-flip errors in
CBs, leading to high error tolerability. On the other hand, for broad layers, ZEM does not provide sufficient
improvement in error tolerability. Since ZEM encodes the 1000 CBs in broad layers to the same value (i.e.,
1000) for true cells, the most critical bit position (i.e., CB[3]) is still vulnerable to bit-flip errors.

4.2.2 Reliability Depending on Anti Cell Ratio

Since the anti cell proportion varies across DRAM vendors [36], we evaluate the sensitivity of anti cell
proportion to error tolerability for verifying the effectiveness of FeatherGuard. Fig. 9 shows the maximum
tolerable BER depending on the proportion of anti cells in DRAM. In all cases, FeatherGuard provides
significantly higher error tolerability compared to the baseline and ZEM. FeatherGuard reduces bit-flip errors
in both true and anti cells, by considering the actually stored logical values in DRAM, thereby leading to high
error tolerability. Even in case that the proportion of anti cells is 0% (100% true cells) in DRAM, FeatherGuard
has 1.5-23.3x and 1.2-1.4x higher error tolerability compared to the baseline and ZEM, respectively. In this
case, the baseline and ZEM exhibit relatively high error tolerability. Since most layers predominantly have
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CBs of 0111, the 30" bit position (i.e., the most critical bit position) is stored as 0 in most cases. Thus, for
true cells, the most critical bit position is not extremely vulnerable to bit-flip errors, leading to high error

tolerability. Nevertheless, FeatherGuard considers the layer-wise weight distribution, so that it outperforms
the baseline and ZEM, both.

| OBaseline @ZEM M FeatherGuard |

130x 4619 x 750 x

il
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Figure 8: Reliability improvement in narrow and broad layers across DNN models
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Figure 9: Error tolerability depending on the proportion of anti cells in DRAM

4.2.3 Area and Power Overheads

According to the implementation results for FeatherGuard, the area (required for 16 instances of the
circuit shown in Fig. 5, considering the memory burst) is only 0.0003 mm?®. Since the area of memory
controller in an off-the-shelf mobile CPU is approximately 5.76 mm? [50], the area overhead introduced by
FeatherGuard is negligible, accounting for 0.005% of the entire memory controller. Moreover, the power
consumption is 1.4 mW, which causes negligible power overhead compared to the total power consumption
(i.e., 80 W thermal design power) of the mobile CPU [50].

5 Related Work

Many previous studies have proposed lightweight error protection techniques to mitigate the bit-
flip errors for edge environments, while not causing additional storage overhead. Table 2 describes recent
lightweight error protection techniques to mitigate the bit-flip errors for edge environments. Burel et al.
proposed opportunistic parity [19], which protects the upper 31 bits (i.e., 31-1° bit position) of the FP32
weight. It stores an even parity for the upper 31 bits into the 0" bit position, which does not require any
additional storage. When the bit-flip error is detected based on the even parity, this technique replaces the
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corrupted value with the most frequent weight value (e.g., zero) in DNNs. In addition, Nguyen et al. proposed
St-DRC [18], which applies a strong hamming code to the sign bit and a subset of exponent bits (i.e., 31*,
27", 26", and 25" bit positions). It does not cause additional storage overhead, since the parity bits for
the hamming code are embedded into the remaining exponent bits (i.e., 30", 29", and 28'" bit positions)
assuming that the remaining exponent bits hold the same value across all weights. H. Guan et al. proposed
In-Place Zero-Space ECC [20], which protects 7 bits (i.e., 6-0°" bit position) of the INT8 weight without
storage overhead, by embedding the parity bits for SECDED into the 7" bit position. Nguyen et al. also
proposed a lightweight error protection scheme called ZEM [17]. ZEM performs XOR operations on 29-
23" bit positions by exploiting the 30" bit position as a control bit. Though the aforementioned studies
focus on protecting specific bit position (critical bit position) without incurring additional storage overhead,
FeatherGuard achieves higher error tolerability by additionally taking into account characteristics such as
layer-wise weight distribution and actually stored logical values in DRAM.

Table 2: Summary of related work and FeatherGuard

Key Opport- St- In-place ZEM[17] Aspis LOCo VECC FP/VP  ALERT Feather-guard (Ours)
conside- unistic DRC [18] zero-space [21] [22] [23] [24] [25]
rations parity [19] ECC [20]
Critical bit ~ FP32 [31-1] FP32[31] INTS[6-0] FP32 No* No* INTS FP32  No** FP32 [30-27]
position [30-23] [7-1] [30-23]
Layer-wise X X X X X X X X X (6]
weight
distribution
DRAM cell X X X AR X X X X X o
type
(true/anti)
Additional X X X X o o o X X X
storage
overhead

Note: *Equal criticality assumption. Aspis and LOCo consider weight-specific criticality. **ALERT focuses on
mitigating targeted bit-flip attacks rather than explicitly protecting predefined critical bit positions. ***For anti cells,
ZEM still remains vulnerable at the 30" bit position (the most critical); it considers DRAM cell types, though. The
proposed scheme is highlighted in yellow to distinguish it from the other approaches.

On the other hand, there have been several studies to improve DRAM reliability in edge environments.
with a modest amount of storage overhead [21-23]. A. Schmedding et al. proposed Aspis [21], which
selectively protects the weights based on their importance scores. It redundantly stores specific weights three
times, which introduces a moderate amount of storage overhead. When the bit-flip errors occur, it corrects
the corrupted value exploiting majority voting across the three copies, achieving high error tolerability. Hong
et al. also proposed LOCo [22], which strongly protects specific weights by redundantly storing them. It
reduces the additional storage overhead by applying a lightweight compression technique to the duplicated
weights. In addition, Hsieh et al. proposed VECC [23], which protects the specific bit positions of the DNN
weights by dynamically adopting ECCs. When the logical values at the specific bit positions are identical,
it compresses these bits to reduce storage overhead. Otherwise, it applies ECCs to the logical values at the
specific bit positions, which causes additional storage overhead due to the parity bits of ECCs. Furthermore,
Catalan et al. [24] explored bit-level redundancy in CNNs and ViTs. They proposed continuous (fixed
protection, FP) and discontinuous (variable protection, VP) critical bit (30-23" bit positions) protection
mechanisms and validated their effectiveness on FPGA prototypes. In addition, Wei, Xiaohui, et al. proposed
ALERT [25], a lightweight defense against targeted bit-flip attacks, which preserves model accuracy while
incurring minimal computational and storage overhead. However, its protection is designed for adversarial
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fault scenarios rather than naturally occurring memory errors in edge devices. Different from the above
studies, FeatherGuard achieves high error tolerability without incurring any storage overhead by selectively
protecting critical bit positions based on their impact on DNN inference accuracy. FeatherGuard leverages
existing storage to efficiently mitigate bit-flip errors in edge environments, instead of additionally storing
redundant weights or parity bits.

6 Conclusion

To achieve high error tolerability during DNN inference, we propose FeatherGuard, a data-driven
lightweight scheme for edge environments. FeatherGuard strongly protects the CBs against bit-flip errors
by considering the layer-wise weight distribution and actually stored logical values in DRAM, which in
turn achieves high error tolerability during DNN inference. It encodes the CBs exploiting only simple
addition/subtraction and inversion operations without parity bits, resulting in negligible performance
overhead and no storage overhead. Our results show that FeatherGuard achieves the error tolerability by
up to 6667x and 4000x, compared to the conventional systems and ZEM, respectively. We expect that
FeatherGuard can operate effectively in dynamic memory environments, thanks to its compatibility with
standard memory operations. This compatibility, in turn, opens up the possibility of synergistic integration
with existing ECCs, such as on-die ECCs in LPDDR memories. Furthermore, since BF16 employs the same
8-bit exponent field as FP32, FeatherGuard is expected to extend to BF16 DNN models, making it applicable
to a broad spectrum of DNNs and suitable for complex workloads. In addition, networks such as RNNs and
transformer-based NLP models exhibit weight distribution characteristics similar to CNNs and ViTs [51,52].
This similarity indicates that FeatherGuard can offer comparable reliability improvements for these models,
extending its applicability.
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