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ABSTRACT: In the context of modern software development characterized by increasing complexity and compressed
development cycles, traditional static vulnerability detection methods face prominent challenges including high false
positive rates and missed detections of complex logic due to their over-reliance on rule templates. This paper proposes a
Syntax-Aware Hierarchical Attention Network (SAHAN) model, which achieves high-precision vulnerability detection
through grammar-rule-driven multi-granularity code slicing and hierarchical semantic fusion mechanisms. The
SAHAN model first generates Syntax Independent Units (SIUs), which slices the code based on Abstract Syntax Tree
(AST) and predefined grammar rules, retaining vulnerability-sensitive contexts. Following this, through a hierarchical
attention mechanism, the local syntax-aware layer encodes fine-grained patterns within SIUs, while the global semantic
correlation layer captures vulnerability chains across SIUs, achieving synergistic modeling of syntax and semantics.
Experiments show that on benchmark datasets like QEMU, SAHAN significantly improves detection performance by
4.8% to 13.1% on average compared to baseline models such as Devign and VulDeePecker.

KEYWORDS: Vulnerability detection; abstract syntax tree; syntax rule slicing; hierarchical attention mechanism; deep
learning

1 Introduction

With the acceleration of global digital transformation, software has become the core infrastructure for
the operation of modern society. However, the rapid increase in software complexity and the continuous
compression of development cycles have led to the frequent occurrence of security vulnerabilities, which
pose a major threat to cybersecurity. According to the National Vulnerability Database (NVD) [1], as of
March 2025, the cumulative number of Common Vulnerabilities and Exposures (CVE) [2] recorded is up
to 284,500. Once exploited by malicious attackers, these vulnerabilities can lead to a series of catastrophic
consequences ranging from personal data leakage to the collapse of critical infrastructure such as power
supply and public transportation systems.

Faced with such severe security challenges, traditional vulnerability detection methods have been
difficult to meet the needs of complex software systems. In recent years, deep learning techniques have
significantly improved the efficiency of vulnerability detection by learning vulnerability patterns from
structured representations such as Abstract Syntax Trees (AST), Program Dependence Graph (PDG) and
Control Flow Graphs (CFG). For example, SySeVR [3] uses program slicing technology to extract syntax-
semantic features related to vulnerabilities from AST and PDG. Zhao et al. [4] added code block AST syntax

structure information to CFG, while Zhang et al. [5] added control flow information based on AST to
further enrich the syntactic features of code. The emergence of large language models (LLMs) has further
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driven changes in this field: With their powerful ability to understand context, LLMs can capture potential
vulnerability semantic patterns from massive code corpora and even generate repair suggestions. However,
as of now, LLMs are susceptible to data leakage and adversarial sample attacks during the process of code
analysis, which limits their deployment in sensitive scenarios such as financial systems and industrial control.

Although deep learning-based vulnerability detection methods have made significant progress, they
still have limitations in terms of efficiency and accuracy. For example, current vulnerability datasets (such as
NVD) have issues such as high annotation noise and imbalanced distribution of vulnerability types, which
lead to generalization challenges for models in real-world scenarios. Additionally, existing graph-based code
representation methods contain a large number of irrelevant nodes, leading to models focusing too much on
local features and ignoring global semantics.

To overcome these challenges, we propose a vulnerability detection method based on Syntax-Aware
Hierarchical Attention Network (SAHAN). The core of this method involves generating Syntax Independent
Units (SIUs) by independently slicing the AST. These slices rely on explicit syntactic features and do not
require complex control flow or data flow analysis, thereby retaining critical context relevant to vulnerability
patterns while incurring lower computational overhead compared to models based on complex graph
structures. Next, the attention mechanism is applied to mitigate the limitations of syntax slicing in modeling
long-range dependencies. Finally, the method adopts a hierarchical design: The local syntax-aware layer
(Gated Recurrent Unit, GRU) encodes fine-grained patterns within SIUs (such as variable scopes and array
accesses), while the global semantic correlation layer (Transformer) captures vulnerability chains across
SIUs (such as resource leaks propagating across functions), achieving synergistic modeling of syntax and
semantics. Experimental results show that our approach can more accurately detect vulnerabilities compared
to baseline models.

The main contributions of this paper are as follows:

1. We use syntax-rule-based AST slicing without complex control flow or data flow analysis, which can
bring lower computational costs compared to methods that rely on control flow or data flow.

2. We use a hierarchical design in our model, where low-level features generate local semantic repre-
sentations to capture fine-grained patterns within individual syntax units, and high-level features generate
global semantic representations to capture complex logic across multiple units.

3. We evaluated the effectiveness of our approach on public datasets, and experimental results clearly
demonstrate the validity of our method.

The structure of this paper is as follows: Section 2 summarizes the existing work; Section 3 details
our methodology; Section 4 describes the experimental setup. Section 5 analyzes the experimental
results. Section 6 discusses limitations; Section 7 summarizes the thesis and looks forward to the future.

2 Related Work
2.1 Traditional Vulnerability Detection Methods

Traditional static source code vulnerability detection methods mainly include rule-based approaches
and classical machine learning methods.

2.1.1 Rule-Based Methods

Rule-based vulnerability detection methods rely on predefined rules and patterns to identify potential
security vulnerabilities. These rules are typically manually written by security experts and cover known types
of vulnerabilities and programming errors. Yamaguchi et al. [6] applied pattern matching techniques on
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Code Property Graph (CPG) to automatically detect common vulnerabilities in source code. Zheng et al. [7]
constructed data flow graphs for program slicing, utilizing Graph Neural Networks (GNN) for representation
learning to identify potential vulnerabilities.

A drawback of rule-based methods is that they may produce a high false positive rate because some
legitimate code might be incorrectly flagged as vulnerable. The fundamental flaw of such methods lies in
their inability to model the semantic context of code, allowing them to only detect known vulnerabilities
with fixed patterns.

2.1.2 Classical Machine Learning Methods

Machine learning methods recognize vulnerabilities in code by learning features from annotated
training data. These methods generally involve feature extraction, model training, and evaluation steps.
Common algorithms include Decision Trees, Support Vector Machines (SVM), and Random Forests (RF).
Medeiros et al. [8] evaluated dozens of classifiers including Random Forests and Naive Bayes, finding
Logistic Regression to be the optimal classifier for the problems at hand. Chakraborty et al. [9] used models
like Convolutional Neural Networks (CNN) and Random Forests to extract code features and predict the
existence of vulnerabilities. Experimental results showed that this method could achieve high accuracy and
F1 scores across different types of software programs. However, subsequent studies indicated that these pre-
trained models do not perform well in real-world scenarios due to poor generalization across different
datasets. Compared to rule-based methods, classical machine learning methods can automatically learn
features, reducing the need for manual intervention. Nevertheless, the performance of these methods often
depends on the quality of feature selection and the richness of the training data, and they may underperform
when dealing with complex code structures.

2.2 Vulnerability Detection Based on Deep Learning

In recent years, deep learning-based vulnerability detection technologies have shown breakthrough
potential, capable of more effectively capturing complex patterns and semantic information in code. Deep
learning-based vulnerability detection primarily includes code sequence modeling, code graph structure
modeling, and the use of pre-trained large models.

2.2.1 Code Sequence Modeling

Code sequence modeling methods treat source code as sequential data, utilizing models such as
Recurrent Neural Networks (RNN) and Long Short-Term Memory networks (LSTM) to capture contextual
information within the code. Studies [10-14] are examples of vulnerability detection models based on code
sequence modeling. A typical work is VulDeePecker [10], which generates token sequences from sliced
code and uses Bidirectional Long Short-Term Memory (BiLSTM) for vulnerability detection, improving
accuracy. This method effectively handles sequential dependencies in code, thereby enhancing the accuracy
of vulnerability detection. For instance, by converting code snippets into sequences, the model can learn
relationships between different statements, thus identifying potential vulnerabilities. A recent study [15]
proposed a cross-modal adversarial reprogramming method called Capture for software vulnerability
detection. This method extracts structure-and type-aware token sequences by performing lexical parsing and
linearization on the AST of source code, converts these sequences into perturbation images, and leverages
pre-trained computer vision models for vulnerability detection. Experimental results show that Capture
achieves detection accuracy comparable to state-of-the-art methods while having an advantage in training
efficiency. It performs particularly well in terms of detection precision and F1 score, especially when the
number of samples is limited. However, sequence models suffer from semantic biases due to ignoring syntax
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structures, in buffer overflow detection tasks, their false positive rate is 25% higher than that of graph
models [16]. The fundamental issue lies in the inability of pure sequence modeling to effectively express
syntactic constraints (such as bracket matching) in the code. Additionally, sequence models struggle with
long-range dependency issues.

2.2.2 Code Graph Structure Modeling

Code graph structure modeling methods represent source code as a graph structure, leveraging
technologies like GNN to capture syntactic and semantic information in the code. This approach efficiently
handles complex structures in code, such as function calls, control flow, and data flow. By representing
code as graphs, models can better understand the logical relationships within the code, thus enhancing
vulnerability detection effectiveness. References [16-20] are examples of vulnerability detection methods
based on code graph structure modeling. Zhou et al. [16] proposed a GNN-based vulnerability detection
model called Devign, which transforms code into a graph structure to effectively capture syntactic and
semantic information, thereby improving the accuracy and robustness of vulnerability detection. Wang
et al. [17] adopted code graph embedding and graph self-supervised learning denoising to improve the
accuracy and efficiency of code vulnerability detection. However, existing methods still face challenges; using
graph structure modeling often requires complex control flow and data flow analysis, leading to significant
computational overhead.

2.2.3 Pre-Trained Language Models

Pre-trained language models (e.g., CodeBERT [21], GraphCodeBERT [22]) learn general represen-
tations through massive code corpora, supporting zero-shot vulnerability detection. These models can
capture deep semantic information in the code and perform excellently in various tasks. References [23-26]
are examples of vulnerability detection methods combining LLMs. For example, LineVul [24] fine-tuned
CodeBERT, achieving an F1 score of 0.82 in cross-project testing, a 30% improvement over traditional
methods, demonstrating the effectiveness of LineVul. Recent work by Lu et al. [25] introduced the GRACE
method, which combines graph structural information and context learning to enhance software vulnerabil-
ity detection based on LLMs. Although LLMs show good generalization potential, they still face challenges
such as privacy leaks and domain bias.

Existing vulnerability detection methods face a ternary constraint among detection accuracy, com-
putational efficiency, and generalization ability. Rule-based and machine learning methods are limited by
manually defined patterns, making it difficult to address new types of vulnerabilities; sequence models are
lightweight but ignore structural semantics, while graph models are precise but computationally expensive.
For example, models based on CPG or full AST, such as Devign [16] and IVDetect [27], require traversing
complex control flows and data flows, causing graph sizes to grow exponentially with the amount of code. On
the other hand, sequence models (e.g., VulDeePecker [10]) capture local contexts through sliding windows
but are limited by window lengths, making it challenging to model global semantics across functions.

Additionally, existing methods exhibit imbalances in semantic granularity, some methods [10,28] focus
excessively on fine-grained features (such as individual AST node types), leading to high false positive rates;
while others [29,30] only model coarse-grained global representations, potentially missing complex logic
vulnerabilities. To overcome these issues, several vulnerability detection methods using balanced semantic
granularity have been proposed [3,31-33]. The SAHAN model proposed in this paper reduces computational
costs compared to most graph-based models and effectively addresses the long-range dependency problems
that sequence models struggle with.
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3 Methodology

The SAHAN method we proposed primarily consists of four core stages: a. AST Parsing and
Syntax-Rule-Based Slicing, b. Slice Vectorization, c. Context-Aware Encoding and Global Aggregation, d.
Vulnerability Classification. The frame diagram of SAHAN’s method is shown in Fig. 1.
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Figure 1: Framework diagram of the SAHAN vulnerability detection method

3.1 AST Parsing and Syntax-Rule-Based Slicing

The process of AST parsing and generating slices is shown in Stage 1 of Fig. 1. Before generating the AST,
we preprocess the dataset to obtain standardized code snippets. The result of source code preprocessing is
illustrated in Fig. 2.

1 I// Function to calculate the factorial of a number‘|
2 int [factorial(int [n) { int [FUNZ(int VARL) {
3 if (n[<= 1) { if (VAR1] <= 1) {
4 return 1; |fl> return 1;
5 } }
¢ | retur ]+ sl - 1); [ Tecursive <asd return AT - ;
7} }
8
Figure 2: Source code preprocessing
3.1.1 AST Parsing

Tree-sitter [34] is an open-source parser generator tool and incremental parsing library that can generate
AST and build efficient and flexible parsers for C/C++.

We use the Tree-sitter parser to convert standardized source code into an AST. This process is illustrated
in Fig. 3.
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1 FunctionDefinition

2 }— ReturnType: int » int FUN1(int VAR1) {
3 }— FunctionName: FUN1 - FUN1

4 |._ Parameters - (int VAR1)

5 ] L— Pparameter: VAR1 (int)

6 L— Body > {

7 }— Ifstatement > if (VARL <= 1) {
8 | | condition: VARl <= 1

9 | L— ThenBlock - return 1;

10 [ L— ReturnStatement: 1

11 L— ReturnStatement - return VAR1 * FUN1(VAR1 - 1);
12 L— BinaryExpression

13 b— operator: *

14 F— Left: VARl

15 e Right: FunctionCall

16 |-—- FunctionName: FUN1

17 L Arguments

18 L BinaryExpression

19 }— Operator: -

20 }— Left: VARl

21 L Right: 1

Figure 3: Correspondence between source code and generated AST

Each AST node contains a syntax type (such as function_definition, if_statement) and text content (such
as variable names, operators), and the complete tree structure is built through recursive traversal.

3.1.2 Syntax-Rule-Based Slicing

Existing AST-based slicing methods have shortcomings in controlling the slicing granularity. Fine-
grained slicing methods rely on high-quality code slicing or annotations and are sensitive to noise. For
example, VulDeePecker [10] slices the code into fine-grained Code Gadgets for extracting local semantics, but
it may ignore the code context and global logic. On the other hand, coarse-grained slicing methods struggle
to model long-range dependencies. Therefore, we use a syntax-rule-based AST slicing method that extracts
program slices from the AST and can dynamically adjust the slicing depth. This method performs fine-
grained slicing at critical vulnerability patterns (such as buffer operations) to capture local semantics. Each
slice represents an Syntax Independent Unit, ensuring the maximum integrity of semantics. Additionally, by
dividing the code into multiple levels using syntax rules (such as function level - loop level - condition
level), the model can aggregate local and global features layer by layer, capturing long-range dependencies.
The core of our approach lies in generating the AST by parsing the source code and then slicing the AST
into independent semantic units based on predefined syntax rules. The syntax-rule-based slicing method is
shown in Algorithm 1.

Algorithm 1: Syntax-Based AST Slicing Method

Input: A set F of programs; a set R of syntax rules
Output: A set S of Syntax-Independent Units

1. Function GETSYNTAXBASEDSLICE(E R)
2.5+ 0

3. for each program p; € F do

4. Generate an AST A; for p;

5. for each node »; in A; do

(Continued)
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Algorithm 1 (continued)

6. if n; matches a syntax rule r; € R then

7. Extract the slice S; ; from #; based on 7;
8. S<Sus,;;

9. end if

10. end for

11. end for

12. return S

13. end function

Algorithm 1 describes the syntax-rule-based AST slicing method. The input is a set of functions F and
predefined syntax rules R, and the output is S, which is the set of SIUs. The specific steps are as follows:
First, initialize an empty set S to store syntax-independent units. Then, iterate through each function in the
codebase. For each function, generate its AST. Next, iterate through the nodes of the generated AST. Ifa node
meets the predefined syntax rules, perform slicing according to these rules and add the resulting slice to the
set S. Finally, return the set S.

The definition of the SIU is as follows:

Definition 1 (Syntax-Independent Unit Based on Syntax-Rule Slicing, SIU). Given a set of functions
F={fi, fo»..., fu} and their abstract syntax trees A; = (V;, E;). SIU is a sliced block S;; = (V}}, E;;) in the
AST that satisfies semantic integrity, where each node v € V;; contains: code (a complete statement or a
sequence of consecutive tokens), type: (such as conditional statements, identifiers, parameters, etc.). The
edges E;; can represent abstract syntax relationships, data flow, control flow, or code sequence relationships.

The syntax rules R guiding AST slicing (as referenced in Algorithm 1) are categorized into three levels,
with specific rules detailed in Table 1.

Table 1: Three-level syntax rules R for AST slicing

Rule level Core targets Specific rules (Examples)

«  Match function definition nodes (e.g., function

) declarations in C)

Preserve global semantic . .
Capture function parameter lists and

Function-level context by extracting return statements

complete function structures . . . .
P Retain function-level variable declarations

(globals, statics)

o Identify conditional nodes (if-else, switch-case)

14 Target critical control and loop nodes (for, while)
Control flow structures closely related to  «  Capture jump statements (break, continue,
level vulnerability patterns return) that alter execution paths

« Include exception-handling blocks (try-catch)

(Continued)
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Table 1 (continued)

Rule level Core targets Specific rules (Examples)
o Match variable assignment nodes and
Focus on fine-grained data pointer operations
Data- . . . .
] interactions linked to o  Capture array accesses and memory operations

operation I

level common vulnerabilities (malloc, free)

eve (e.g., bufter overflows) o Include arithmetic/relational expressions in

critical contexts (e.g., loop conditions)

Function-level rules. Focus on extracting complete function structures to preserve global seman-
tic context.

Control flow level rules. Target critical control structures closely related to vulnerability patterns.

Data-operation level rules. Focus on fine-grained data interactions linked to common vulnerabilities
(e.g., bufter overflows, null pointers).

These rules collectively guide the slicing process, ensuring that each SIU maintains semantic integrity
while avoiding redundant nodes. The hierarchical design balances detailed feature capture (via data/control
flow rules) and computational efficiency (via function-level scope control).

For the AST, each node represents a syntactic element in the code, containing rich syntactic and
semantic information. The result of slicing the AST is illustrated in Fig. 4.

SIU 1: function_definition (int FUN1(int VAR1))
F— type_identifier (int)

I_ .
function_definition function_declarator (FUN1)

}_ type_identifier (int) - parameter_list (int VAR1)

F— function_declarator (FUN1) ) )

| L parameter_list (int VAR1) iiu 2: 1f_st§tement (if gVARl <= 1))

F_ compound_statement parenthesized_expression (VAR1 <= 1)

| F— if_statement

| | F_ parenthesized_expression (VARL <= 1) TEU ?: Peturn_sta?ement (return VARL * FUN1(...))
| | [ compound_statement (return 1) blnéry_e%p?9551on (VARL * FUN1(...))

| L return_statement (return VARL * FUN1(...)) F_ identifier (VAR1)

[ call_expression (FUN1(VAR1 - 1))
L argument_list (VAR1 - 1)
L binary_expression (VAR1 - 1)

Figure 4: Syntax-rule-based slicing of the AST

Using this slicing method, SIUs can effectively capture the logical structure and semantic features of the
code, balance the slicing granularity, and preserve semantic integrity.

3.2 Slice Vectorization

Stage 2 of Fig. 1 shows the process of converting AST slice blocks into vector sequences, including lexical
mapping and embedding results.

3.2.1 Serialization Representation

Mapping SIUs from AST slice blocks into index sequences involves the following steps:
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Recursively traverse the SIUs. Start from the root node and perform a depth-first traversal to extract
the syntax tokens of each SIU. If the node type is a syntactic structure (e.g., function_definition), retain its
type name; if the node is a leaf node (such as variable names, operators), extract its text content.

Vocabulary Mapping. Use a pre-trained Word2Vec model to convert each token into an index. For
known words, directly map them to the corresponding index in the vocabulary; for unknown words, assign
a unified unknown word index “max_token + 1” (the vocabulary size is “max_token”, with starting index 1).

Sequence Alignment. Padding or truncation of SIU sequences of varying lengths to ensure uniform
input dimensions.

3.2.2 Pre-Trained Embeddings

Construct an embedding layer based on a pre-trained Word2Vec model to map index sequences to
dense vectors, with the specific design as follows:

Embedding Matrix Construction. The dimension of the matrix is [vocab_size +1, embedding_dim],
where vocab_size is the size of the Word2Vec vocabulary and embedding_dim is the vector dimension, which
is set to 128. Load pre-trained vectors: the first vocab_size rows load pre-trained vectors to ensure that the
model can utilize existing semantic information. The last row (index max_token + 1) is initialized as a zero
vector, representing unknown words. This approach avoids introducing noise during training and provides
a default configuration for unlogged words.

Embedding Layer Configuration. Use Embedding module to load the embedding matrix. This module
can convert input index sequences into corresponding dense vector representations. During training, the
Embedding module allows fine-tuning of the vectors for unknown words. This means that even if some words
did not appear in the pre-training phase, the model can still adjust their representations based on contextual
information, thereby improving the model’s generalization ability.

Through this design, the pre-trained embedding layer can effectively convert index sequences into dense
vector representations. This method not only leverages pre-trained semantic information but also enhances
the model’s adaptability to unknown words through fine-tuning mechanisms.

3.3 Context-Aware Encoding and Global Aggregation

Stage 3 of shows the process of context-aware encoding and global aggregation. In this stage, the
model performs context-aware encoding on the AST to further integrate and aggregate information from
each SIU, capturing complex dependencies within code snippets.

In the first two stages, the model initially generates the AST and extracts SIUs (Stage 1), then slices and
vectorizes the SIUs, converting them into dense vector representations (Stage 2). In Stage 3, through context-
aware encoding and global aggregation, the model can effectively understand and represent the structure
and semantics of the code.

3.3.1 Hierarchical Attention Mechanism

The algorithm for aggregating SIU slice block information using a hierarchical attention mechanism is
shown in Algorithm 2.
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Algorithm 2: Hierarchical attention mechanism algorithm
Input: Set of vectorized SIU slice blocks V = {V}, V;,...,V,}
Output: Global feature representation hgjopa
Steps:
1. Initialize: Set global feature representation H = &.
2. for each slice block V; € V do
2.1 GRU Aggregation: for each child node j € V; do

hi,j = GRU(h;,j_1, x;,;) // update hidden state

Generate context representation: hy = {h; 1, hi 2, ..., him}-
2.2 Calculate Attention Weights:

for each child node j ¢ V; do
exp(score(h; j, h;, context))

aij = S exp(score(1; ¢, by, context)) /] attention weight
2.3 Apply Multi-Head Attention:
for each head j€ {1,2,...,h} do
Qj, K, Vj = Linear(h;) // queries, keys, values
headj = Attention(Q i Kj, V]) /] attention output
Concatenate heads: hfmal = Concat(head,, . .., head;).
2.4 Update Global Representation: H = H u { 1"},
3. Integrate Representations: He,coded = Transformer(H).
4. Max Pooling: hgj,.1 = max(Hencoded)-

5. Return: Global feature representation hgjopar.

In Algorithm 2, the input is a set of vectorized SIU slice blocks, and the output is a global feature
representation. The first step is initialization; In the second step, GRU aggregation is performed for each slice,
then, attention weight is calculated, multi-head attention mechanism is applied, and global representation
is updated. The third step integrates the representation information obtained in the second step; The fourth
step is to extract global features by maximum pooling. Finally, returns the global feature.

Local Encoding (Within Unit). Use a GRU to recursively aggregate the information of child nodes
within each slice block. GRUs can effectively capture dependencies and local structural features among child
nodes, generating a context representation for each slice block. Through GRU’s gating mechanism, the model
can selectively retain important information and suppress irrelevant noise. The algorithm for aggregating SIU
slice block node information using GRUs is shown in Section 2.1 of Algorithm 2. Section 2.3 of Algorithm 2
describes applying a multi-head attention mechanism on top of GRU aggregation to weight important child
nodes. By calculating the attention weights for each child node, the model can enhance the representation
of key paths, ensuring that important information is highlighted in the context encoding. This mechanism
helps capture complex dependencies and semantic information, enabling the model to better understand the
logical structure of the code.

Global Aggregation (Across Units). In Steps 3 and 4 of Algorithm 2, we describe the process of global
aggregation by integrating the representations of all SIU slice blocks through a Transformer encoder and
extracting global features using max pooling. In step 3, the representation H of all slice blocks is entered
into the multilayer Transformer encoder. The Transformer encoder uses a multi-head attention mechanism
and feed-forward neural network to capture complex relationships and long-range dependencies between
slices. Each layer of Transformer processes the input and learns higher-level feature representations, thereby
enhancing the model’s expressive power.
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In step 4, we apply max pooling to the encoded representations Hepcoded to extract global features hgjopal.
Max pooling selects the maximum value for each feature dimension, effectively summarizing the information
and highlighting the most significant features.

3.3.2 Long-Range Dependency Enhancement

In the previous section, we discussed the hierarchical attention mechanism, which aggregates infor-
mation from SIU slices and applies multi-head attention to weight the importance of child nodes. Building
on this, we further enhance the capability to model long-range dependencies by employing a deep
Transformer encoder.

To effectively capture complex dependencies across multiple SIU slice blocks, we use a 4-layer Trans-
former encoder to enhance the model’s expressive power. The deep structure is capable of capturing more
complex features and long-range dependencies, improving the model’s performance. Each layer of the
Transformer is designed to learn different levels of abstraction, enabling the model to understand the
complex relationships within the code.

The combination of context-aware encoding and global aggregation enables the model to effectively
model complex dependencies within code snippets, such as nested loops and inter-function calls. This
capability is crucial for accurately capturing context-specific semantic patterns related to vulnerabilities. By
combining these strategies, we have built a robust framework for modeling complex dependencies in code,
ultimately achieving more accurate vulnerability detection.

3.4 Vulnerability Classification and Model Training

Stage 4 of Fig. 1 illustrates the overall structure of the vulnerability classification model. The following
sections introduce the classifier design and training strategies.

3.4.1 Classifier Design

In this study, we designed a classifier that maps global feature vectors to the vulnerability category space
through a linear layer. First, we use a fully connected layer to map the feature vectors, which have undergone
context-aware encoding and global aggregation, into the space of vulnerability categories. Next, the output
dimension matches the number of categories, ensuring that each category corresponds to an independent
confidence score. The Softmax activation function is applied to convert the output of the linear layer into a
probability distribution. This ensures that the predicted probability for each category falls within the [0, 1]
range, and the sum of probabilities for all categories equals 1, facilitating classification decisions.

3.4.2 Training Strategies
To effectively train the model and improve its performance, we adopt the following training strategies:

We use the Adam optimizer with an initial learning rate set to 0.001. Adam is an adaptive learning rate
optimization algorithm suitable for handling sparse gradients. It balances gradient stability and convergence
speed during training, allowing for rapid convergence in the early stages and stable optimization later
on. It combines the advantages of momentum and Root Mean Square Propagation (RMSProp) by using
independent learning rates for each parameter to enhance training efficiency.

We employ a dynamic trigger decay strategy based on validation set loss Reduce Learning Rate On
Plateau (ReduceLROnPlateau). Specifically, when the validation set loss does not decrease for 5 consecutive
epochs (patience = 5), the learning rate is reduced by a factor of 0.5 (factor = 0.5) to avoid getting stuck in
local optima. This strategy dynamically decides the decay timing using following formula:
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e x factor, if mins_perey Lyal(7) > Lya(t - P)
Ni+1 = 1)

Nts otherwise

By doing so, the algorithm can automatically lower the learning rate when the performance on the
validation set stagnates, avoiding local optima while maintaining sufficient optimization speed.

4 Experiment Setup
4.1 Research Questions

To comprehensively evaluate the effectiveness, robustness, and practicality of the SAHAN method, we
conducted experimental validation around the following four core research questions:

RQL: Effectiveness Validation. How effective is SAHAN in detecting vulnerabilities in source code?
RQ2: Module Contribution Analysis. How do the core modules of SAHAN impact overall performance?
RQ3: Computational Efficiency Validation. Does the computational overhead of SAHAN meet practical

requirements?
RQ4: Cross-project Generalization Ability. Does SAHAN exhibit stable detection performance across
different projects or in cross-project scenarios?

4.2 Dataset

We used a widely adopted and validated open-source dataset, which includes the FFmpeg, QEMU,
FFmpeg+QEMU [16], and ReVeal [9] datasets. These datasets are extensively used and recognized in the field
of software vulnerability detection and program analysis. The number of projects and vulnerabilities in each
dataset is shown in Table 2.

Table 2: Statistical analysis of code vulnerabilities in different datasets

Dataset Vul NotVul Total
FFmpeg 4981 4788 9769
QEMU 7479 10,070 17,549
FFmpeg+QEMU 12,460 14,858 27,318
ReVeal 2240 20,494 22,734

4.3 Evaluation Metrics
Before introducing the evaluation metrics, we first define four key terms to describe the relationship
between predicted and actual class labels.

TP (True Positive). The sample is actually a positive class and is correctly predicted as a positive class
by the model.

TN (True Negative). The sample is actually a negative class and is correctly predicted as a negative class
by the model.

FP (False Positive). The sample is actually a negative class but is incorrectly predicted as a positive class
by the model.

FN (False Negative). The sample is actually a positive class but is incorrectly predicted as a negative
class by the model.
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We use the following four metrics to evaluate our model’s performance, as they are widely applied
in classification tasks and can comprehensively reflect the model’s performance. These metrics include
Accuracy, Precision, Recall, and F1 Score.

Accuracy measures the proportion of correct predictions out of all predictions made by the model. The
calculation formula is:
TP+ TN

Accuracy = (2)
TP+ TN+ FP+FN

Precision focuses on the accuracy of the model when predicting positive classes. The calculation
formula is:

. TP
Precision = ———— (3)
TP+ FP

Recall assesses the model’s ability to identify actual positive samples. The calculation formula is:

TP
Recall = ————— (4)
TP +FN

F1 Score provides a balanced performance evaluation by considering both precision and recall. The
calculation formula is:

Precision x Recall
F1- Score =2 x — (5)
Precision + Recall

4.4 Training Details

In this section, we will provide a detailed description of the training process of SAHAN to facilitate
model reproducibility. We use a Word2Vec pre-trained embedding layer with an embedding dimension of
128. The hierarchical attention part of the model employs a 256-dimensional GRU hidden layer and uses
a 4-layer Transformer encoder with 8 heads. For the training strategy, we selected the Adam optimizer
with an initial learning rate of 0.001, a batch size of 16, and incorporated the aforementioned learning rate
scheduler and early stopping mechanism for 200 iterations. All experiments were conducted in the following
environment: CPU is Intel Xeon Silver 4214R @ 2.4 GHz, GPU is NVIDIA RTX 3090 Ti with 24 GB memory,
software environment includes Ubuntu 22.04, Python 3.10, PyTorch 2.1.0, and CUDA 12.1.

5 Results and Analysis

In this part, we address the questions posed in Section 4.1 through experiments to validate the
effectiveness and efliciency of our approach.

5.1 Effectiveness Validation

To evaluate the effectiveness of SAHAN, we selected the following baseline models: Transformer [35],
VulDeePecker [10], Devign [16], SySeVR [3], ReVeal [I1], GCL4SVD [17], GRACE [25], and Graph-
BiLSTM [36].

The Transformer model can effectively capture long-range dependencies by processing input sequences
in parallel.

VulDeePecker is a vulnerability detection model based on Code Gadgets and BiLSTM.
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Devign is a vulnerability detection method that combines program graphs (AST + CFG + Data Flow
Graph (DFG)) with GNN.

SySeVR is a vulnerability detection framework based on code slicing and CNN.
ReVeal is a context-sensitive vulnerability detection model based on Transformer.

GCL4SVD is a vulnerability detection method leveraging Graph Convolutional Networks (GCN) and
self-confidence learning.

GRACE is a software vulnerability detection approach based on LLM, which integrates graph-
structured information of code and utilizes contextual learning to enhance the accuracy and efficiency of
vulnerability detection.

Graph-BiLSTM is a vulnerability detection model that combines graph structures with BiLSTM.

To ensure valid and interpretable performance comparisons, we selected baseline models based on
three key criteria. We prioritized models with broad recognition in the field. Baselines such as Devign and
VulDeePicker are widely cited as foundational works in deep learning-based vulnerability detection and
represent classical technical paradigms. We focused on alignment with evaluation datasets. All selected
baselines were evaluated on the same benchmark datasets (FFmpeg, QEMU, ReVeal) in their original
studies, which ensures our performance comparisons are conducted under consistent data conditions.
We also emphasized technical relevance. These baselines, like our proposed SAHAN, adopt deep learning
architectures for code vulnerability analysis, allowing meaningful comparisons of core design choices rather
than comparisons across incompatible frameworks.

Our experimental environment follows the training strategy described in Section 3.4 and the training
details provided in Section 4.4. The experimental results are shown in Table 3. These results evaluate our
method and other baseline models using four metrics: Accuracy, Precision, Recall, and F1 Score. For baselines
including Devign and VulDeePicker, Precision/Recall values are marked as ‘-’ since they are not reported in
their original studies, and we were unable to derive them due to resource limitations in reimplementation.

Table 3: Experimental results

Dataset Baseline Accuracy Precision Recall F1
Transformer 51.6 - - 51
LSTM 53.5 - - 54.6
Devign 54.5 - - 57.6
FF
mpes VulDeePicker 495 - _ 579
GCL4SVD 58.2 - - 67.8
SAHAN 60.3 61.9 60.1 60.9
Transformer 57.5 - - 49.6
LSTM 59 - - 56.7
Devign 58.3 - - 474
QEMU VulDeePicker 50 - - 44.6
GCL4SVD 61.6 - - 69.2
SAHAN 63.1 57.6 78.5 66.5

(Continued)
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Table 3 (continued)

Dataset Baseline Accuracy Precision Recall F1
Devign 56.89 52.5 64.67 57.95
VulDeePicker 49.91 46.05 32.55 38.14
SySeVR 47.85 46.06 58.81 51.66
FFmpeg+QEMU Reveal 61.07 55.5 707 6219
GRACE 59.78 53.94 82.13 65.11
SAHAN 61.34 52.45 78.17 62.77
Devign 87.49 31.55 36.65 33.91
VulDeePicker 76.37 21.13 13.1 16.17
SySeVR 74.33 40.07 24.94 30.74
ReVeal .
Graph-BiLSTM 68.6 67.5 71.8 69.6
GRACE 89.73 33.21 61.53 43.13
SAHAN 8755 39.26 62.63 48.26

From Table 3, it can be seen that the performance of the SAHAN method is superior to other
baseline methods.

On the FFmpeg dataset, the Accuracy of the SAHAN method is 60.3%, which is an improvement of 8.7%,
6.8%, 5.8%, 10.8%, and 2.1% over the Transformer, LSTM, Devign, VulDeePecker, and GCL4SVD models,
respectively. On the QEMU dataset, the Accuracy of the SAHAN method is 63.1%, which is an improvement
of 5.6%, 4.1%, 4.8%, 13.1%, and 1.5% over the baseline models, respectively. On the FFmpeg+QEMU dataset,
the Accuracy of the SAHAN method is 61.34%, which is an improvement of 4.45%, 11.43%, 13.49%, 0.27%,
and 1.56% over the Devign, VulDeePecker, SySeVR, Reveal, and GRACE models, respectively.For the Reveal
dataset, due to the imbalance in the distribution of vulnerabilities (with only about 10% of the data containing
vulnerabilities), it is more appropriate to use the F1 score to evaluate model performance. The F1 score of the
SAHAN method is 48.26%, which is higher by 14.35%, 32.09%, 17.52%, and 5.13% compared to the Devign,
VulDeePecker, SySeVR, and GRACE models, respectively. However, it is lower by 21.34% compared to the
Graph-BiLSTM model.

The above analysis demonstrates the effectiveness of the SAHAN method.

5.2 Module Contribution Analysis

We validated our core modules on the QEMU dataset. In the experiments, we separately evaluated the
contributions of syntax slicing and the attention mechanism in SAHAN. The experimental results are shown
in Table 4.

Table 4: Ablation study of modules

Dataset Model Accuracy F1
SAHAN 63.1 66.5
QEMU SAHAN-SIU 59.38 59.34

SAHAN-Transformer 58.74 48.48
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Table 4 shows that the syntax slicing method significantly contributes to improving model performance,
resulting in a 3.72% increase in Accuracy and a 7.16% increase in the F1 score. The Transformer module
demonstrates stronger feature extraction capabilities, contributing approximately a 4.36% increase in Accu-
racy and an 18.02% increase in the F1 score. The ablation study indicates that both the syntax slicing and
Transformer modules make significant contributions to the model’s performance.

5.3 Computational Efficiency Validation

In this part, we first evaluate the time required to directly generate ASTs and to generate syntax slicing
SIUs through experiments. The experimental data are the average values from ten trials. The dataset used for
testing is QEMU. The experimental results are shown in Table 5.

Table 5: Comparison of AST and SIU generation time

Sample size AST time (ms) SIU time (ms) Total number of SIU slices

10 3 3 84
100 31 37 1208
1000 243 265 7071
10,000 2481 2722 66,948

As shown in Fig. 5, as the sample size increases from 10 to 10,000, the generation times for both AST
and SIU exhibit an approximately linear growth trend. The AST generation time increases from 3 ms (for 10
samples) to 2481 ms (for 10,000 samples), while the SIU generation time increases from 3 ms (for 10 samples)
to 2722 ms (for 10,000 samples). This indicates that at larger sample sizes (>10,000), the SIU generation time
exceeds the AST parsing time. This difference is primarily due to the SIU method requiring the extraction
of syntax slicing units, which introduces additional computational overhead.

Comparison of AST and SIU Generation Time
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3000

2722
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Figure 5: Comparison of AST and SIU generation time
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We then conducted validation experiments to assess the training time required. The time needed to train
10, 100, 1000, and 10,000 data samples is shown in Table 6. Our test samples were also taken from QEMU.

Table 6: Comparison of AST and SIU training time

Sample size AST training time (s) SIU training time (s)

10 10.02 2.57
100 101.22 27.04
1000 1003.27 267.52
10,000 10,021.66 2702.14

As shown in Fig. 6, as the sample size increases from 10 to 10,000, the AST training time grows from
10.02 s t0 10,021.66 s, while the SIU training time increases from 2.57 s to 2702.14 s. The experiments indicate
that the SIU method’s training time is approximately one-third (1/3.7) of the AST method’s training time.
This demonstrates that the SIU training method is significantly more time-efficient than the AST method.

Comparison of AST and SIU Training Time
—e—AST Training Time(s)  —e=SIU Training Time(s)
12000

10000
8000

6000

Training Time(s)

4000

® 2702.14
2000

0 10.02 o257
10 100 1000 10000

Sample Size
Figure 6: Comparison of AST and SIU training time

Building on the training time advantages of SIU (Table 6), we analyze the inference time to complete
the efficiency validation.

Table 7 presents the inference latency of AST and SIU across sample sizes (10-10,000 samples, consistent
with training experiments). Consistent with training phase results, SIU outperforms AST in inference
efficiency. For 1000 samples, SIU’s inference time (216.66 s) is 46% of AST’s inference time (471.76 s),
confirming SIU’s time-saving benefits persist in the prediction stage.
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Table 7: Comparison of inference time between AST and SIU

Sample size AST inference time (s) SIU inference time (s)

10 4.53 3.96
100 46.55 21.23
1000 471.76 216.66
10,000 5303.12 2379.72

5.4 Cross-Project Generalization Ability

To validate the generalization ability, we used the FFmpeg and QEMU datasets. We trained models on
the FFmpeg and QEMU datasets separately and then validated them on the QEMU and FFmpeg datasets,
respectively. The results are shown in Table 8.

Table 8: Generalization ability validation

Training model Testing dataset Accuracy Fl1

FFmpeg FFmpeg 60.3 60.9
QEMU QEMU 63.1 66.5
FFmpeg QEMU 541 51.7
QEMU FFmpeg 58.5 58.3

The experimental data show that the FFmpeg model’s Accuracy decreased by 6.2% and its F1 score
decreased by 9.2% when tested on the QEMU dataset. Similarly, the QEMU model’s Accuracy decreased by
4.6% and its F1 score decreased by 8.2% when tested on the FFmpeg dataset. These experiments indicate
that the generalization ability of the SAHAN model has limitations, suggesting that the cross-domain
generalization capability of the current version of SAHAN needs to be improved.

6 Limitations

In this study, although our model and methods have achieved certain results, there are still some
limitations.

Dataset Limitations. The datasets used in this study are widely adopted and have a certain level
of representativeness. However, the Reveal dataset suffers from class imbalance, which can affect the
model’s generalization ability, leading to ineffective generalization in real-world scenarios. Additionally,
our experiments are currently restricted to classic datasets (FFmpeg, QEMU, ReVeal), which may not fully
reflect the characteristics of modern large-scale codebases and emerging vulnerability patterns, limiting the
validation of the model’s scalability in newer scenarios.

Model Complexity and Computational Resources. We used a relatively complex model architecture,
which can potentially lead to overfitting, especially when the amount of training data is insufficient. The
complexity of the model might result in poor performance on unseen data. Additionally, due to limitations
in computational resources, our experiments could only be conducted in a limited hardware environment.
This may impact the training time and the depth of parameter tuning.

Adversarial Attack Vulnerability. The current SAHAN model does not explicitly account for adver-

sarial attacks on code inputs (e.g., subtle code obfuscations, syntax-preserving modifications, or injection
of misleading code patterns). Such attacks could alter the model’s perception of vulnerability-related
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features in AST slices, potentially reducing detection accuracy. Since our experiments were conducted on
standard, non-adversarially modified datasets, the model’s robustness against maliciously perturbed code
remains unvalidated.

Interpretability of Detection Results. SAHAN’s context-aware encoding and attention mechanisms
lack sufficient interpretability. Unlike rule-based methods with explicit logic, they act as “black boxes”,
making it hard to trace which AST slices or attention weights drive vulnerability predictions. This reduces
trust in critical scenarios (e.g., high-security systems) where stakeholders need to understand the reasoning
behind flagged vulnerabilities.

External Factors. In practical applications, the model’s performance may be influenced by external
factors such as the quality and diversity of the data, environmental changes, etc. These factors were not fully
considered in our experiments.

7 Conclusion and Future Work

Addressing the ternary constraint problem among precision, efficiency, and generalization ability in
existing vulnerability detection methods, we propose SAHAN model for vulnerability detection.This method
combines context-aware encoding and hierarchical attention mechanisms, with its core contribution lying
in efficiency-driven AST optimization. Specifically, it simplifies ASTs into SIU slices to reduce computational
redundancy while retaining critical vulnerability-related features. This design not only improves the accuracy
and efliciency of vulnerability detection but also makes the framework adaptable to resource-constrained
scenarios. Additionally, it provides a scalable foundation for future research (e.g., extensions to multi-
language code analysis or real-time vulnerability monitoring). Experimental results show that SAHAN
performs well, demonstrating its potential in handling complex data structures.

The latest research [37] proposes a multimodal framework named FuSEVul, which innovatively fuses
code semantic features with explanations generated by large language models to enhance vulnerability
detection. It utilizes a code semantic encoder, an explanation generation and encoding module, and a self-
attention fusion mechanism, and has shown good performance on multiple public datasets. While SAHAN
currently focuses on AST-based optimization, future work could explore integrating similar cross-modal
cues to further improve accuracy without sacrificing efficiency.

In the future, we plan to collect more diverse and balanced datasets (including modern benchmarks like
MoreFixes and BigVul) to validate SAHAN’s scalability in large-scale, real-world codebases. We will explore
more lightweight model architectures to reduce the risk of overfitting. Additionally, to address real-world
applicability gaps, we will extend validation to proprietary codebases for business-logic vulnerabilities and
multi-language code snippets simulating polyglot environments. We will optimize embedding methods by
exploring the integration of sub-token and BPE embeddings to handle unknown word issues in large-scale or
diverse code corpora, while optimizing their computational overhead to maintain the framework’s efficiency
advantages. In addition, our method is only coarse-grained at the function level, and then we can consider
line-level vulnerability precision location or multi-class vulnerability classification detection.
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