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ABSTRACT: Vulnerabilities are a known problem in modern Open Source Software (OSS). Most developers often
rely on third-party libraries to accelerate feature implementation. However, these libraries may contain vulnerabilities
that attackers can exploit to propagate malicious code, posing security risks to dependent projects. Existing research
addresses these challenges through Software Composition Analysis (SCA) for vulnerability detection and remediation.
Nevertheless, current solutions may introduce additional issues, such as incompatibilities, dependency conflicts, and
additional vulnerabilities. To address this, we propose Vulnerability Scan and Protection (VULNSCANPRO), a robust
solution for detection and remediation vulnerabilities in Java projects. Specifically, VULNSCANPRO builds a fine-
grained method graph to identify unreachable methods. The method graph is mapped to the project’s dependency
tree, constructing a comprehensive vulnerability propagation graph that identifies unreachable vulnerable APIs and
dependencies. Based on this analysis, we propose three solutions for vulnerability remediation: (1) Removing unreach-
able vulnerable dependencies, thereby resolving security risks and reducing maintenance overhead. (2) Upgrading
vulnerable dependencies to the closest non-vulnerable versions, while pinning the versions of transitive dependencies
introduced by the vulnerable dependency, in order to mitigate compatibility issues and prevent the introduction of new
vulnerabilities. (3) Eliminating unreachable vulnerable APIs, particularly when security patches are either incompatible
or absent. Experimental results show that these solutions effectively mitigate vulnerabilities and enhance the overall
security of the project.

KEYWORDS: Open source software; vulnerability detection; vulnerability remediation; software composition analysis;
software vulnerability

1 Introduction

Nowadays, up to 80% of the code in commercial products comes from open-source components [1].
To reduce development costs, developers introduce third-party libraries (dependencies) and leverage their
interfaces to quickly implement functions. For each dependency, it automatically introduces multiple
transitive dependencies to support its functionality. Meanwhile, transitive dependencies with vulnerabilities
are also automatically introduced. A recent study [2] analyzing 7666 popular projects identified 166,577
vulnerabilities, with 166,486 of them originating from dependencies. Among these, 136,559 vulnerabilities
were found in transitive dependencies, while 29,927 were in direct dependencies. This result indicates that
99.94% of vulnerabilities stem from third-party libraries rather than the client code itself, and 82.02%
of vulnerabilities reside in transitive dependencies. The complex relationships among dependencies pose
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significant challenges for vulnerability remediation. Therefore, when fixing vulnerabilities, it is crucial to
consider these interdependencies; otherwise, it may lead to incompatibilities, dependency conflicts, or even
introduce new vulnerabilities.

For vulnerability detection in dependencies, most tools rely on Common Vulnerabilities and Exposures
(CPE) from public vulnerability databases such as the National Vulnerability Database (NVD). Depen-
dencies that match the known vulnerabilities are classified as vulnerable dependencies. In terms of fixing,
the common approach [3-5] is to upgrade the vulnerable dependencies to versions that have patched the
vulnerabilities. However, existing methods have the following issues:

o False positives in vulnerability detection with software composition analysis (SCA). SCA is a technique
used to generate a Software Bill of Materials (SBOM), which, in combination with public vulnerability
databases, helps identify known vulnerable dependencies. Most SCA tools identify vulnerable depen-
dencies based solely on CPE without verifying whether the vulnerable APIs are actually invoked in the
project. However, this coarse-grained analysis approach often leads to false positives [6-8].

o Limitations of existing approaches to vulnerability mitigation via dependency upgrades. Existing research
explores software vulnerability detection from various angles, yet often treats vulnerable dependencies
in isolation. Reifer et al. [9] discussed COTS maintenance challenges without considering cascading
effects among components. Chernis and Verma [10] applied machine learning for vulnerability detection
but overlooked dependency relationships. Similarly, Guan et al. [I1] and Hanif et al. [12] surveyed
deep learning and vulnerability taxonomies, respectively, while treating dependencies as independent
units. Despite their contributions, these studies share several limitations. First, upgrading a vulnerable
dependency can introduce dependency conflict issues with other dependencies, potentially leading to
system instability and functionality failures. Second, different versions of dependencies may introduce
changes in functionality and APIs, requiring significant code refactoring and extensive testing. This not
only increases the development workload but also introduces additional risks.

o Lack of effective solutions for vulnerabilities without available patches. When no patches are avail-
able for vulnerable dependencies, users face a difficult choice: either continue using the vulnerable
version while awaiting a patch or migrate to an alternative dependency with similar functionality.
However, both options can introduce additional risks and overhead. The lack of available patches
may result from delayed maintenance, abandonment of the dependency, or the patch is incompatible
with other dependencies, which are external factors beyond the control of developers and project
management teams.

In this paper, our goal is to address the issues outlined above by evaluating the actual impact of
vulnerable components on a project. However, we face the following challenges: (1) Balancing security and
compatibility. Failing to fix vulnerable dependencies can lead to data breaches and system disruptions.
Conversely, upgrading to patched versions may introduce compatibility issues due to changes in the code,
potentially breaking functionality with existing dependencies. Striking a balance between security and
compatibility while addressing vulnerabilities is a complex task that requires careful planning and execution.
(2) Complexity of global optimization. Fixing vulnerable dependencies through version upgrades can
introduce a range of unpredictable issues. A recommendation to upgrade a single vulnerable dependency
may necessitate changes in the overall dependency tree, potentially introducing new vulnerabilities or
dependency conflicts. Achieving global optimization involves addressing improvements across the entire
system, not just isolated issues.

To fill the gap, we propose VULNSCANPRO, an automated approach for vulnerability detection and
remediation, specifically designed to assess the impact of vulnerabilities. Our approach begins with con-
structing a fine-grained method graph using the static analysis tool SLIMMING [13]. We then map this method
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graph onto the dependency tree to generate a vulnerability propagation graph, where method invocation
relationships are translated into dependency relationships. Next, we annotate the vulnerability propagation
graph with vulnerability information from OSSIndex [14]. To enhance vulnerability remediation, we propose
three solutions.

o Solution 1: removing vulnerable unreachable dependencies. These are dependencies that are not
invoked by the client. By eliminating them, we not only address security vulnerabilities but also reduce
the maintenance burden on developers.

+ Solutions 2: upgrading vulnerable dependencies to the closest non-vulnerable versions and pinning
versions of transitive dependency. We propose upgrading to the most recent non-vulnerable versions
of dependencies while pinning the versions of their transitive dependencies. Dependencies of semantic
versioning closer to the vulnerable version are generally more compatible. Existing approaches typically
focus only on upgrading the vulnerable dependency version, overlooking the fact that such upgrades
may also change the versions of transitive dependencies, potentially introducing new vulnerabilities or
causing dependency conflicts.

« Solution 3: eliminate unreachable vulnerability. For vulnerable dependencies with no available
patches, we mitigate security risks by removing unreachable vulnerable APIs and generating a non-
vulnerable version of the dependency.

Experimental results show that, for 1273 vulnerabilities, solution 1 resolves 7.4%, solution 2 addresses
66.6% and solution 3 mitigates 15.0% of the security issues. In summary, we make the following contributions:

+  We propose VULNSCANPRO, an automated and effective approach that can detect vulnerable dependen-
cies and apply different solutions to remediate vulnerabilities, thereby enhancing software security and
reducing maintenance costs for developers.

«  We have implemented a visualization for reachable vulnerable APIs. When running VULNSCANPRO on
the target project, a Vulnerability Detection Visualization.html file is generated, allowing developers to
easily identify the vulnerable APIs along the vulnerability propagation path. In addition, we provide a
reproduction package on our website (https://vulnscanpro.github.io/ (accessed on 09 June 2025)), which
includes the datasets, an available tool, and raw experimental data, to support future research.

2 Related Work
2.1 Vulnerability Detection

In recent years, security risks in Software Supply Chains (SSC) have garnered increasing attention.
Ladisa et al. [15] proposed a comprehensive taxonomy of attacks targeting open-source software supply
chains, providing a foundation for systematic classification and analysis. Ohm et al. [16] conducted a large-
scale study of real-world incidents and compiled the “Backstabber’s Knife Collection,” which highlights the
diverse attack vectors within OSS ecosystems. Reid et al. [17] emphasized the issue of orphan vulnerabilities
that arise from the reuse of unmaintained code. Enck and Williams [18] summarized five key challenges based
on feedback from industry and government stakeholders in securing the software supply chain. Vu et al. [19]
investigated how source code repositories can be utilized to detect software supply chain attacks early. Tan
et al. [20] conducted an exploratory analysis of deep learning frameworks, shedding light on the unique
risks embedded in their supply chains. To understand the sources of vulnerabilities in SSC, existing studies
have demonstrated that vulnerabilities can arise from including bloated or vulnerable dependencies [13,21].
More specifically, Gkortzis et al. [21] demonstrated that using dependencies, particularly through invocating
APIs between packages, introduced vulnerabilities in the SSC. These studies confirm that security risks are
present in all dependency networks. However, while they highlight that vulnerabilities can be inherited from
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upstream dependencies, they lack a deep and qualitative analysis of the various sources of vulnerabilities,
such as direct dependencies, transitive dependencies, or the client program itself. To identify vulnerability,
many software use Software Component Analysis (SCA) to manage third-party dependencies, which
provides convenience in analyzing the vulnerability scope based on package-level dependency relations.
Several SCA tools have been suggested including Eclipse Steady [22], Dependabot [23], OSSIndex [14],
OWASP Dependency Check [24], etc. However, it has been proved that not all dependencies are actually
used by the clients, especially for transitive dependencies [13,25,26]. Most of the security warnings produced
by those tools are false-positive because the vulnerable function in the warned dependency is not used by
the client [27,28]. Some studies [7,8] also investigated current industry-leading SCA tools, and showed that
the package-level SCA is hard to detect all kinds of vulnerabilities and their accuracy is limited. In addition,
existing works often recommend multiple patch versions for vulnerabilities, requiring manual verification
by developers. However, recent studies have consistently demonstrated that compatibility issues frequently
emerge when applying recommended patch versions to mitigate vulnerabilities in third-party libraries. For
instance, Zhang et al. [3] proposed a remediation framework specifically designed for Java projects, revealing
that many suggested upgrades lack backward compatibility and often disrupt existing functionalities.
Similarly, Alfadel et al. [29] examined Dependabot’s usage and found that developers frequently ignore or
postpone security pull requests due to concerns regarding integration failures and insufficient test assurances.
Moreover, Pashchenko et al. [30] highlighted that not all transitive vulnerable dependencies are necessarily
reachable or exploitable, indicating that indiscriminate patching without contextual analysis can induce
unnecessary compatibility challenges. Complementing this perspective, Ponta et al. [22,31] demonstrated
that patch recommendations based solely on metadata fail to capture the actual usage patterns of vulnerable
components, thereby leading to ineffective or even detrimental upgrades. In contrast, our study focuses on a
finer-grained, function-level analysis to detecting whether a vulnerability is propagated into client programs.
Furthermore, we automate the patch version verification process, recommending only a single patch version
to developers that is guaranteed to resolve the vulnerability without introducing incompatibility issues or
dependency conflicts.

2.2 Vulnerability Remediation

Existing research on vulnerability Remediation in SSC has primarily concentrated on analyzing the time
and processes involved in releasing patches [32-34]. These studies have shown that vulnerabilities in libraries
often remain unresolved in client programs for extended periods, typically taking anywhere from three to
fifteen months to be addressed. In addition, automated program remediation, which aims to generate patches
automatically [35,36], has attracted growing interest in recent years, with a significant exploration of its
potential for resolving vulnerabilities [37,38]. However, existing vulnerability remediations primarily focus
on fixing independent programs. In a Maven project’s dependency tree, modifying dependency versions can
be challenging, especially when breaking changes are introduced in dependency updates. This often requires
developers to address incompatible API invocations or module imports. Such challenges prevent client
developers from easily upgrading or downgrading their dependencies. Additionally, existing research does
not effectively handle scenarios where no patches are available, or where existing patches fail to resolve the
vulnerability. In this study, we pin the automatic introduction of patch versions for transitive dependencies to
resolve compatibility issues. For scenarios with no available patches or where patches introduce compatibility
problems, we adopt mitigation solutions for vulnerability remediation by removing bloated code in the
vulnerabilities, thereby reducing their propagation scope.
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3 Preliminaries and Definitions

To describe the detection and remediation of vulnerable dependencies within Java projects, we present
the key concepts for the analysis of a project p in the context of the set of its software dependencies, denoted
as D.

Definition 1: Direct Dependency: A project p includes the set of direct dependencies, D j;,.+ C D, declared
in p s dependency configuration file. These dependencies are essential for the project, as they are required directly
by the project’s code or build process.

Definition 2: Transitive Dependency: A project p includes a set of transitive dependencies, Diyansitive C
D, that are not explicitly declared in a projects dependency configuration file but are automatically included
due to its direct dependencies. Dependency management system resolves transitive dependencies by recursively
analyzing the dependencies of the declared direct dependencies.

Definition 3: Dependency Tree: The dependency tree of a project p relies on direct and transitive
dependencies. The project p is the root node, and the edges represent dependency relationships between p and the
dependencies in D. Fig. 1 shows the dependency tree of the project p. The project has three direct dependencies,
as specified in its dependency configuration file, and three transitive dependencies. Dependencies d5 and d6 are
transitively induced by d3, while d4 is induced by d1. It is important to note that all the bytecodes from these
transitive dependencies will be included in the classpath of project p and packaged with it, even if they are not
used by p.

d1 » d4

P |—: d2
L ds

d3 —I:
dé

= Dependency Relationship

D Direct Dependency D Transitive Dependency

Figure 1: Dependency tree

Definition 4: Vulnerability Propagation Graph: The vulnerability propagation graph is a directed graph
that visually represents the usage relationships between dependencies in a project. A usage relationship exists if
there is an edge in the dependency tree of project p, between p and dependency d, such that code of d is used,
either directly or indirectly, by p. Fig. 2 illustrates a hypothetical example of the dependency usage tree of project
p. Suppose that p directly invokes two sets of instructions from the direct dependency dl and d2. The subset of
instructions called within d2 also invokes instructions from d6. In this scenario, the used dependencies d1, d2,
and dé6 contain used code, while the remaining dependencies only include vulnerable code. Thus, dependencies
d3, d4, and d5 are unreachable dependencies.
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Figure 2: Vulnerability propagation graph

For vulnerability detection, it is relatively easy. Existing techniques match the CPE of each dependency
in a Maven project p with vulnerability data from various databases, such as OSSIndex [14], GitHub
Advisory DB [39], and Snyk Vulnerability DB [40]. Yet, vulnerability remediation is complex. Remediating
vulnerabilities may lead to changes in the project’s dependency tree, potentially introducing new issues. Fig. 3
shows an example of vulnerability remediation through dependency upgrades. Developers can simply
modify the version of the vulnerable dependency in the dependency configuration file to upgrade it to the
closest non-vulnerable version. However, this results in changes to the dependency tree, which may introduce
compatibility issues, dependency conflicts, and new vulnerable dependencies. This work investigates the
evolution of vulnerable dependencies and proposes more effective methods for addressing them.

|_. di1 » dd,, |—> d1 o dd,y 4
P " d2 P " d2

dSv1 1 :>

L d3 : Vulnerability L 13 dsv1.3
vt Remediation v1.5 ===

Y
Y

e '_‘_if‘xl_ZJ
D Direct Dependency D Transitive Dependency D Vulnerable Dependency
D Upgraded Dependency r___] Dependency Conflicts = Dependency Relationship

Figure 3: Mitigating vulnerabilities via dependency upgrades

4 Approach

In this paper, we propose VULNSCANPRO to detect and remediate vulnerabilities. Fig. 4 presents an
overview of our approach, which consists of three main components. (1) Vulnerability propagation graph
construction. We construct a method graph. By mapping the method graph to the dependency tree, we
construct a vulnerability propagation graph, where method-level call relationships are translated into actual
dependency relationships, revealing the internal dependency structure of the project. (2) Vulnerability
detection. This step matches the CPE of each dependency in a project with vulnerability data from
OSSIndex [14] to identify known vulnerabilities. (3) Vulnerability remediation. Three solutions are employed
to fix vulnerabilities. These processes enable VULNScANPRO to efficiently detect and remediate vulnerabilities
without introducing new issues.
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Figure 4: Overview of VULNSCANPRO

4.1 Vulnerability Propagation Graph Construction

Method Graph. We use the static analysis tool SLIMMING [13] to construct the method graph for the
project, which captures the call relationships between methods in Java projects. In this process, all
methods defined within the program itself (excluding external dependencies) are treated as entry points.
Each node in the graph represents a method, while edges denote the calling relationships between
methods. The method graph represents the actual methods invoked and their interrelationships. This
graph represents the potential function call paths that the project may traverse at runtime, serving as
foundational data for reachability analysis and vulnerability remediation.

Vulnerability Propagation Graph. VULNScANPRoO utilizes the existing tool [41] by executing the
command (mvn dependency: tree), which extracts the complete dependency tree of the project,
encompassing both direct and transitive dependencies. By mapping the nodes in the method graph to
the corresponding dependencies in the dependency tree, VULNScANPRoO identifies which dependencies
are actually invoked by the client. Dependencies that do not contain any nodes from the method graph
are marked as unreachable. This identification of unreachable dependencies is crucial for effective vul-
nerability remediation: if a vulnerable dependency is identified as unreachable, it can be safely removed,
thereby rapidly eliminating security risks without requiring complex vulnerability remediation actions.
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4.2 Vulnerability Detection

VULNScANPRO takes the Common Platform Enumeration (CPE) identifiers of all dependencies in
the project’s dependency tree as input and queries OSSIndex [14] to determine whether they are linked to
known vulnerabilities. The identified vulnerable dependencies are then annotated within the vulnerability
propagation graph.

4.3 Vulnerability Remediation

To address vulnerable dependencies, we propose three solutions:

+ Removing vulnerable unreachable dependencies. VULNSCANPRO employs techniques compliant with
dependency management principles to remove dependencies marked as both vulnerable and unreach-
able in the vulnerability propagation graph. For direct dependencies marked as vulnerable and
unreachable, VULNSCANPRO removes the declaration of D;,.; in the dependency configuration file
and explicitly declares the dependencies introduced by D ;... As illustrated in , dependency dI
is a direct dependency marked as vulnerable and unreachable. To fix dependency dI, VULNScANPRO
removes the declaration of dI in the dependency configuration file and explicitly declares d4, which
was previously introduced as a transitive dependency by dI, as a direct dependency. For transitive
dependencies marked as vulnerable and unreachable, since the dependency configuration file only
declares direct dependencies, removing a transitive dependency requires explicitly excluding it under
its corresponding direct dependency in accordance with dependency mechanism [42]. VULNSCANPRO
locates Dypqpsirive Within the dependency tree and uses a backtracking approach to identify the direct
dependency D, that introduces Dy,qpsitive- VULNSCANPRO then applies an exclusion tag to remove
Dyransitive from D gjrec’s declaration and subsequently declares d7, which was previously introduced
by d4, as a direct dependency in the dependency configuration file. As illustrated in , depen-
dency d4 is a transitive dependency marked as vulnerable and unreachable. To fix dependency d4,
VuLNScaNPRro identifies the direct dependency dI that introduces d4, removes d4 from dI’s declaration
using a tag jexclusion;, and explicitly declares d7, a dependency introduced by d4, in the dependency
configuration file.

o Upgrading vulnerable dependencies to the closest non-vulnerable versions and pinning versions of
transitive dependency. To enhance software compatibility after upgrading vulnerable dependencies,
VULNSCANPRO selects the closest non-vulnerable version. This approach prioritizes versions that are as
close as possible to the vulnerable version, as they are more likely to maintain compatibility with the
existing code and dependency relationships. As shown in , this process is detailed. VULNSCAN-
Pro identifies the closest non-vulnerable version of a dependency through the following tasks: (1)
retrieve upgradable candidate versions. VULNSCANPRO queries the Maven Central Repository [43]
for candidateVersions, a collection of versions released after the currently vulnerable version v;,
ranging from v; to vj4s.s; where j > i. (2) Filter non-vulnerable versions. For each candidate version
in candidateVersions, VULNSCANPRO uses the OSSIndex vulnerability database to check for
known vulnerabilities. Only versions without known vulnerabilities are retained, forming a set of non-
vulnerable candidate versions. (3) Select the closest non-vulnerable version. Using the Maven Artifact
Resolver [44], VULNScANPRoO identifies the version from the set of non-vulnerable candidate versions
that is closest to v; based on semantic versioning. This ensures minimal changes to the dependency tree
while eliminating the vulnerability. In addition, VULNSCANPRO first proposes the approach that uses
the tag <dependencyManagement> to pin versions of the transitive dependencies introduced by the
upgraded vulnerable dependency. This approach addresses a limitation of existing techniques, where
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upgrading vulnerable dependencies often leads to changes in transitive dependency versions, potentially
introducing new vulnerabilities or dependency conflicts.

« Eliminating unreachable vulnerability. This solution serves as a mitigation strategy for addressing
vulnerable dependencies without available patches. Existing research [27] indicates that among 83,237
projects with vulnerable dependencies, only 35% of projects invoke the vulnerable APIs. For unreachable
vulnerable APIs, VULNSCANPRO performs reachability analysis in the vulnerability propagation graph
to eliminate unreachable vulnerabilities.

Vulnerability Propagation Graph Dependency Configuration File

<dependenC|es>

Vulnerability | . <groupld>com.d1</groupld>
Remediation’

- <artifactld>d1</artifactld>
- <version>4.3.1</version>
<groupld>com.d4</groupld>

Output . )
upu <artifactld>d4</artifactld>

+ o+ o+

<version>4.2.1</version>

. Vulnerability r_- 1 Unreachable Dependencyl

</dependencies>
ID Direct Dependency [_] Transitive Dependency

Figure 5: Eliminating vulnerable and unreachable direct dependencies

Vulnerability Propagation Graph Dependency Configuration File

<dependencies>
<groupld>com.d1</groupld>
<artifactld>d1</artifactld>

Vulnerability <version>4.3.1</version>

~[Remediation <exclusions><exclusion>

<groupld>com.d4</groupld>
<artifactld>d4</artifactld>

+ o+ + 4

</exclusion></exclusions>

Output
<groupld>com.d7</groupld>

<artifactld>d7</artifactld>

<version>4.2.1</version>

+ o+ + + +

I B Vulnerability "™ Unreachable Dependencyl
! D Direct Dependency D Transitive Dependency 1

... </dependencies> ...

Figure 6: Eliminating vulnerable and unreachable transitive dependencies
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Vulnerability Propagation Graph Dependency Configuration File
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Figure 7: Upgrade dependencies and pin transitive dependency versions

5 Evaluation

In this section, we aim to answer the following research questions:

o RQI: Whatis the typical lifecycle duration of known vulnerabilities, and how does this motivate the need
for automated remediation tools like VULNSCANPRO?

« RQ2: Is the vulnerability remediation approach of VULNScCANPRO effective in addressing identified
vulnerabilities?

« RQ3: Is the vulnerability remediation approach of VULNSCANPRO secure?

5.1 Data Collection

To analyze the vulnerability lifecycle, including introduction, exposure, and eventual remediation, we
collected 5159 known Java-related vulnerabilities from the GitHub Advisory Database [39] as of 18 November
2024. Fig. 8 depicts the data collection pipeline. To ensure the representativeness of this vulnerability dataset,
we conducted vulnerability statistics and the coverage rate of the OWASP Top 25 CWE [45]. Table 1 presents
the demographics of the collected vulnerability statistics. It contains the number of vulnerabilities, the
patches of vulnerabilities and the vulnerable APIs.
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Figure 8: Overview of our data collection pipeline

Table 1: Demographics of collected vulnerability statistics

#Vulnerability #Security patch #Vulnerable API

5159

3034

42,456

As depicted in Fig. 9, the 5159 vulnerabilities within our dataset are categorized under 229 types of
Common Weakness Enumeration (CWE). Among these, the vulnerability type designated as CWE - 79 is the
most prevalent, accounting for 704 instances, which constitutes 14% of the total count. In addition, 2788 out
of the 5159 identified vulnerabilities are classified within the scope of the 2023 CWE Top 25 Most Dangerous
Software Weaknesses (CWE Top 25) [45], and all the CWE Types listed in the CWE Top 25 are included in

our constructed dataset.
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Figure 9: Distribution of vulnerabilities by CWE categories
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To assess the lifecycle of known vulnerabilities (RQI), it is essential to collect both the release dates of
the vulnerabilities and their corresponding patches. Since the GitHub Advisory DB [39] provides limited
information regarding the release dates of vulnerabilities and patches, we combine data from OSSIndex [14]
and the Maven Central Repository [43] to collect the necessary release dates. We follow to collect this dataset.

© Collect. Our data collection pipeline begins with a list of vulnerable dependency from the GitHub
Advisory DB. We found that only 811 dependencies were flagged as vulnerable in the OSSIndex. To further
analyze, we collected all versions associated with the 811 vulnerable versions from central repository, resulting
in a total of 126,845 versions, with the goal of identifying those closest to the vulnerable versions.

® Filter. The most vulnerabilities are fixed by upgrading to a patched version. We filter out all
versions lower than the vulnerable version, resulting in 48,426 pairs. Among these, only 42,636 pairs have
available patches.

® Analyze. For vulnerabilities with available patches, the vulnerability lifecycle is defined as the duration
between the release of the closest patched version and the release of the corresponding vulnerable version.
In Fig. 10, V; and V; represent the vulnerable versions, while V3 and V, represent the patched versions.
The vulnerability lifecycle for V; is the interval between the release dates of V5 and Vj, whereas for V,,
the vulnerability lifecycle is the interval between the release dates of V3 and V5. For vulnerabilities without
available patches, since the release date of the patched version is not available, we treat the statistical time,
defined as 18 November 2024 (i.e., the date of our data collection), as the patch release date. Accordingly,
the vulnerability lifecycle is defined as the interval between the release date of the vulnerable version and
this statistical time. Accordingly, the vulnerability lifecycle is defined as the interval between the release date
of the vulnerable version and this statistical date. In Fig. 11, all versions are vulnerable versions. For Vs, the
vulnerability lifecycle is the interval between the release date of Vs and the statistical time; for Vj,, the
vulnerability lifecycle is the interval between the release date of Vj,.s; and the statistical time.

—>0—>0—>0—>0—>

@ Vulnerable Version @ Patched Version

Figure 10: Vulnerabilities with patch

—>0—>0—>0

Vs Ve Viatest

@ Vulnerable Version

Figure 11: Vulnerabilities without patch

For evaluating the effectiveness of VULNSCANPRO in remediating vulnerabilities (RQ2). We compare
VULNScaNPRO with two existing remediation tools, using coraL’s dataset [3]. The dataset includes 301
projects, with 300 successfully built. To assess the security of VULNSCANPRoO in remediating vulnerabilities
(RQ3), we examine the potential introduction of new vulnerabilities and dependency conflicts in the
fixed version, using another existing dataset [27]. The dataset includes 1256 projects, with 448 successfully
built. The compilation task is the most crucial and difficult part, as it involves downloading dependencies,
ensuring the correct version of Java, and maintaining the proper project state, i.e., the inability to download
dependencies from private repositories.
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5.2 RQI:Vulnerability Lifecycle and Automation Need

To investigate the persistence of vulnerabilities in software dependency ecosystems, we conducted a
quantitative analysis of vulnerability lifecycles based on historical release and patch data. Specifically, we
measured the lifecycle between the introduction of a vulnerable version and the release of a corresponding
patched version, when available. The results are summarized in Table 2.

Table 2: Vulnerability lifecycle

Lifecycle (days)
Avg. Min. Med. Max.

Vulnerabilities with patch 1447 0 1168 6829
Vulnerabilities without patch 2762 4 2449 6946

Metrics

Vulnerabilities with available patches exhibit an average lifecycle of 1447 days and a median of 1168 days.
In contrast, as of 18 November 2024, a total of 5790 known vulnerabilities remained unpatched, persisting
for significantly longer durations, with an average of 2762 days and a median of 2449 days. These durations
indicate that vulnerable versions frequently remain in circulation for several years, even when the issue is
known. In extreme cases, the lifecycle exceeds 6900 days. This prolonged presence suggests that the impact
of known vulnerabilities is not limited to isolated incidents but reflects a recurring and systemic challenge
within software supply chains.

A long vulnerability lifecycle implies that systems remain exposed for extended periods, highlighting
the need for automated remediation approaches like VULNScANPRO. Given the scale and complexity of
modern dependency graphs, manual identification and mitigation of vulnerabilities is often infeasible.
Automation offers the potential to continuously monitor dependencies, detect known vulnerabilities, and
assist developers by recommending or applying fixes with minimal delay. By reducing the vulnerability
lifecycle, such tools can enhance ecosystem resilience and minimize the attack surface associated with
outdated or insecure components.

Answer to RQI: Vulnerable dependency versions often persist in the ecosystem for several years,
even when a patch is eventually released. This long lifecycle reflects structural challenges in manual
vulnerability management. The prolonged exposure highlights the need for automated tools like
VULNSCANPRO, which can help detect and remediate vulnerable versions more efficiently. Automation
is essential to reduce the time vulnerabilities remain unaddressed and to improve security at scale.

5.3 RQ2: Effectiveness of Vulnerability Remediation

In this research question, we compare the vulnerability remediation results of VULNSCANPRO with
corAL and sTEADY. The comparison was based on six metrics from coraL: (1) #Vul,: Number of remaining
reachable CVEs after remediation. (2) #Vul,,: Number of remaining unreachable CVEs after remediation.
(3) #Vul,;: Number of remaining unknown CVEs after remediation. (4) #Fixedcyg: Number of CVEs
successfully fixed. (5) #Failc,mp: Number of projects with failed compilation by Maven to check resolution
compatibility after remediation. (6) #Crashes: Number of projects where the tools crashed and failed to
return results.
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CoRAL [3] is a remediation tool designed to address vulnerabilities in third-party libraries for Java
projects. CORAL (ICSE 2023) balances the trade-off between compatibility and security during vulnera-
bility remediation.

STEADY [22] is an open-source Software Composition Analysis (SCA) tool. STEADY refines the ver-
sioning of both direct and transitive dependencies to mitigate vulnerability risks through fine-grained
analysis. Moreover, it leverages reachability analysis to filter out low-risk, unreachable CVEs from the
remediation process.

The evaluation was conducted based on the remediated projects (the versions of dependencies adjusted

by remediation tools in the dependency configuration file. VULNSCANPRO employs solutions 1 and 2 to
remediate vulnerabilities. To demonstrate the effectiveness of solution 3, we introduce VULNSCANPRO’,
which resolves vulnerable dependencies with incompatible or no available patches. The comparison results
with the remediation tools and baselines are provided in Table 3. The analysis of each metric is as follows:

Remaining Reachable Vuls: VULNsScANPRO eliminated all reachable CVEs. cCORAL and STEADY have 0
and 11 reachable vulnerabilities, respectively. The existence of results with remaining reachable CVEs is
consistent with previous study [3].

Remaining Unreable and Unknown Vuls: VULNSCANPRO had significantly fewer unreachable and
unknown vulnerabilities than the other tools, primarily due to the removal of unreachable vulnerable
dependencies. However, 380 unreachable vulnerabilities remained after remediation, mainly because
the client still uses parts of the vulnerable dependencies’ APIs. To further remediate vulnerabilities, we
introduce VULNSCANPRO", which removes unreachable vulnerable APIs and declares the unreachable
vulnerable dependencies in the dependency configuration file. Additionally, all versions of the 97
unknown vulnerabilities remained vulnerable.

Compilation Failures: VULNSCANPRO is the only tool to achieve 0 compilation failures, due to three
factors: (1) Removing bloated vulnerable dependencies. (2) Only removing bloated vulnerable code.
Both bloated dependencies and code have no effect on the project’s actual functionality or compilation
process [46]. (3) Pinning dependency versions. When upgrading a vulnerable dependency, we pin the
versions of transitive dependencies introduced by the vulnerable dependency. Proper management of
dependency versions avoids dependency conflicts and ensures stable behavior [47].

Table 3: Comparison of VULNSCANPRO among state-of-the-art remediation tools

Tool name #Vul, #Vul,, #Vul,, #Fixedcyg #Fail,,mp #Crashes

Original 17 5362 2954 0 0 0
VULNSCANPRO 0 380 97 7856 (94%) 0 0
CORAL 0 552 583 7198 (86%) 3 0
STEADY 11 1595 1457 5253 (63%) 26 1
VULNSCANPRO" 0 0 97 8236 (99%) 0 0

Answer to RQ2: VULNScANPRo successfully fixed 94% of CVEs in the benchmark of Zhang et al. [3].
Compared to other tools, it fixed the most CVEs. Furthermore, VULNSCANPRO is the only tool to
achieve 0 compilation failures. This demonstrates that VULNSCANPRo is a promising technique that
advances the state-of-the-art in vulnerability remediation.
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5.4 RQ3: Security of Vulnerability Remediation

This research question addresses an essential concern for developers: Does vulnerability fixing intro-
duce new issues? We answer this question through the number of new vulnerabilities, new incompatible
dependencies, and breaking changes introduced before and after vulnerability fixes across the evolution of
the studied projects. We employ VULNSCANPRO on 448 successfully built projects, among which 200 projects
contain 1273 vulnerable dependencies, while the remaining projects have no detected vulnerabilities. Table 4
presents the descriptive statistics of the vulnerable dependency analysis. In the dataset, the number of
vulnerabilities in direct and transitive dependencies is 331 (26.0%) and 942 (74.0%), respectively, indicating
that the majority of vulnerabilities reside in transitive dependencies. Fixing vulnerable direct dependencies
alone addresses only a small portion of the security issues. Through reachability analysis on the method
graph, only 63 (4.9%) reachable vulnerable APIs were identified. Although most vulnerable APIs are not
invoked, risks remain because the classes associated with vulnerable dependencies are still loaded in the
classpath. For example, CVE-2022-25845 in the Alibaba FastJSON library (version 1.2.80) allows
exploitation of classpath objects with script-execution properties during JSON-to-Java object deserialization,
even if these classes are not directly used by the application [27].

Table 4: Vulnerable dependency analysis

Vulnerable direct dependency Vulnerable transitive dependency Reachable vulnerable API
331 (26.0%) 942 (74.0%) 63 (4.9%)

In Table 5, we present the outcomes of three different solutions for security of vulnerability remediation.
The focus of this analysis is to determine how many vulnerabilities can be resolved without introducing new
issues, specifically the number of induced break changes, vulnerable dependencies and dependency conflicts.
Removing unreachable vulnerable dependencies (Solution 1) fixed 94 vulnerable dependencies, accounting
for 7.4% of the total, while upgrading vulnerable dependencies to the closest non-vulnerable versions and
pinning versions of transitive dependency (Solution 2) addressed 848 vulnerable dependencies, representing
66.6%, and eliminating unreachable vulnerable APIs (Solution 3), which fixed 191 vulnerable dependencies
(15.0%), is a mitigation solution that may only reduce the spread of vulnerabilities rather than fully resolving
them. These results demonstrate that while fixing vulnerabilities is achievable without compromising system
stability, mitigation solutions like Solution 3 may provide limited effectiveness in completely addressing
vulnerabilities. Notably, all versions of the 140 vulnerable dependencies are vulnerable.

Table 5: Vulnerability resolution outcomes

#Solution1 #Solution2 #Solution 3 #UVD! #IVD* #IDC
94 (7.4%) 848 (66.6%) 191 (15.0%) 140 (11.0%) 0(0) 0 (0)

Note: 'Unresolved vulnerable dependency (UVD); “Induced vulnerable depen-
dency (IVD); *Induced dependency conflicts (IDC).
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Answer to RQ3: All three solutions demonstrate the ability to address vulnerabilities without
introducing new issues. This highlights the feasibility of enhancing system security effectively while
maintaining stability. The absence of induced new vulnerable dependencies and dependency con-
flicts across all solutions underscores a positive outcome in vulnerability management, providing
confidence in the reliability of these approaches.

6 Threats to Validity

One potential threat to the validity of our study is the precision of bloated code detection. We utilized
static analysis techniques to collect the necessary code from Maven projects, but static analysis may miss
usages that rely on dynamic Java features, such as reflection or runtime code generation, leading to the
incorrect reporting of used code as bloated. Another threat arises from the non-representativeness of the
dataset, as our analysis primarily used open-source projects, with few industrial projects included. This limits
the generalizability of our findings, as the characteristics of open-source code may differ significantly from
those found in large-scale, proprietary systems. Additionally, performing static analysis on bytecode rather
than source code introduces another limitation. For example, lombok is a dependency that manipulates
bytecode at compile-time using annotations, generating boilerplate code like getters and setters. Since these
annotations are not present in the bytecode, static analysis may falsely report dependency lombok as bloated,
affecting our results’ precision.

7 Conclusion and Future Work

VULNScANPRoO offers vulnerability detection and remediation without causing dependency conflicts,
breaking compatibility, or introducing new vulnerabilities. Given that the average lifecycle of vulnerabilities
exceeds 1400 days, there is an urgent need for automated tools like VULNSCANPRoO to address these issues effi-
ciently. Our evaluation demonstrates the tool’s effectiveness, successfully fixing 94.2% of vulnerabilities while
maintaining a 100% compilation success rate. Furthermore, when focusing solely on safety, VULNScaANPRrO
is capable of resolving up to 98.8% of CVEs. Future work includes extending support to additional package
managers such as npm and pip, as well as investigating developer behaviors related to security updates to
better understand the barriers to timely dependency upgrades.
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