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ABSTRACT: Covert timing channels (CTC) exploit network resources to establish hidden communication pathways,
posing signi�cant risks to data security and policy compliance.�erefore, detecting such hidden and dangerous threats
remains one of the security challenges. �is paper proposes LinguTimeX, a new framework that combines natural
language processing with arti�cial intelligence, along with explainable Arti�cial Intelligence (AI) not only to detect
CTC but also to provide insights into the decision process. LinguTimeX performs multidimensional feature extraction
by fusing linguistic attributes with temporal network patterns to identify covert channels precisely. LinguTimeX
demonstrates strong e�ectiveness in detecting CTC across multiple languages; namely English, Arabic, and Chinese.
Speci�cally, the LSTMandRNNmodels achieved F1 scores of 90%on theEnglish dataset, 89%on theArabic dataset, and
88% on the Chinese dataset, showcasing their superior performance and ability to generalize across multiple languages.
�is highlights their robustness in detectingCTCswithin security systems, regardless of the language or cultural context
of the data. In contrast, the DeepForest model produced F1-scores ranging from 86% to 87% across the same datasets,
further con�rming its e�ectiveness in CTC detection. Although other algorithms also showed reasonable accuracy, the
LSTM and RNNmodels consistently outperformed them inmultilingual settings, suggesting that deep learningmodels
might be better suited for this particular problem.

KEYWORDS: Arabic language; Chinese language; covert timing channel; cybersecurity; deep learning; English
language; language processing; machine learning

1 Introduction

Covert channels (CCs) are unintentional channels of communication that violate security policies by
their power to cause data leakage by non-standardmeans.�ese channels are, in general, classi�ed into three
main types: payload covert channels, where covert data is invisibly inserted directly into application data like
images, audio, or �les (e.g., steganography); protocol �eld covert channels, that exploit unused or optional
protocol �elds like Internet Protocol (IP) headers or Transmission Control Protocol (TCP) �ags to conceal
covert data; and covert timing channels (CTCs), which vary inter-packet timings or transmission rates to
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encode covert data without modifying the packet contents [1]. Among these, the CTCs are particularly
devious and easy to remain undetected since they only rely on temporal features without modifying packet
information.While harmful, the CTCs are less explored than the �eld- and payload-based covert techniques.
�is work seeks to examine timing-based covert channel detection, which �lls the vital void in multilingual
CTC research.

CTCs are a method of utilizing network resources that are not created for the purpose of communi-
cation, such as packet timing information, in order to leak information covertly. �e development in the
area of computer network technologies helps in creating several complicated CTC scenarios that consider
as a supportive way of insecurity concerns and malicious activities [2]. Unlike techniques used for sending
secret messages, which hide both the content and the transmission path, the covert channel method focuses
on concealing the communication itself [3]. �erefore, this exploitation and hiding pose severe risks to the
integrity and con�dentiality of sensitive systems and data. As digital networks expand in private and public
sectors, the urgency to detect and neutralize CTCs escalates. Especially, these communication channels
violate an organization’s established security policies and security measures.

Various techniques have been proposed to detect CTCs, including several statistical tests that attempt
to identify covert from overt tra�c. While these approaches perform reasonably well, their dependency on
static metrics o�en makes them less robust when the network environment becomes complex and dynamic.
Network tra�c is highly variable, with evolving patterns in the data challenging the applicability of purely
statistical measures; hence, adaptive resilient detection mechanisms that are cognizant of these variations
become essential [4].

Recently, integratingmachine learningmethods for covert detection o�ers amultifaceted approach that
signi�cantly enhances the accuracy and e�ciency of identifying and reducing cybersecurity threats [5]. Also,
these approaches can contribute e�ectively to ful�lling the current real-world requirements by providing
transparency and interpretability in the threat detection process. However, existing machine learning
detectionmodels may face challenges when dealing with the nuanced linguistic and temporal characteristics
found in covert channels of natural languages.

�is work presents the LinguTimeX model, an innovative model in detecting CTCs in textual com-
munication. While the majority of existing models rely either on timing or content analysis independently,
LinguTimeX uniquely combines linguistic features with timing irregularities to improve the accuracy and
reliability of cover detection.�is combination thus allows amore holistic approach toward identifying subtle
channel activities that may have otherwise remained undetected. �is model uses the power of machine
learning and deep learning algorithms like RandomForest, Support VectorMachine, Naïve Bayes, K-Nearest
Neighbors, Long Short-Term Memory (LSTM), Recurrent Neural Networks (RNN), and Deep Forest to
analyze a broad range of linguistic data and uncovering the more complex timing patterns that suggest
data ex�ltration.

LinguTimeX holds signi�cant advantages compared to existing methods of detection through the
integration of temporal properties in network tra�c and a broad array of linguistic features. Whereas some
traditional models have focused on network-level timing only, LinguTimeX builds a rich, multidimensional
feature set from message content and transmission timing to unlock the full potential of machine learning
techniques. �e model is further tested on several performance measures, ensuring its e�cacy across a
wide range of languages. LinguTimeX opens a new dimension for deep cybersecurity strategies against such
covert threats by o�ering an in-depth analysis of CTCs. Ultimately, it enhances the resilience of cybersecurity
systems with scalability, generalizability, and a signi�cant advancement in detecting digital threats.
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�e rest of this paper is organized as follows: Section 2 provides background information and discusses
related work. Section 3 presents the proposed approach. Section 4 outlines the methodology used in this
research. Section 5 assesses the performance of the deep learning algorithms. Finally, Section 6 o�ers our
conclusions and discusses potential future directions for research.

2 RelatedWorks

�is section reviews research e�orts that utilize machine learning and deep learning techniques to
develop anomaly detection systems for CTC detection. �e performance of machine learning has recently
been promising on various cybersecurity applications, including CTCs. For instance, Elsadig and Gafar [6]
provided a comprehensive review of various machine learning techniques for detecting covert channels.
Various classi�ers have been explored in their study to identify covert communications: neural networks
and support vector machines, among others. �eir work discussed the strengths and limitations of those
approaches, neural networks and support vector machines, o�ering important insights related to the
application of machine learning for the detection of covert channels.

Han et al. [7] proposed a CTC classi�er using the network feature with the KNN algorithm. Zhuang
et al. [8] described a perceptual hashing-based framework for detecting hidden timing channels. A one-
dimensional feature descriptor was employed to derive hash-based features from timing traces. �e method
allowed for rapid detection with low overhead, obtains precise results via a small window of observation, and
is robust against network jitter.

In another work, Shrestha et al. [9] developed a detection model with SVM using a diverse range of
statistical features extracted from various CTC techniques. Another approach based on a Random Forest
classi�er was proposed by Li et al. [10], for covert message leaks in a short length of network tra�c. Yazykova
et al. [11] investigated the performance of di�erent machine learning methods in detecting CTCs in di�erent
encoding schemes with various �ow capacities, further emphasizing the adaptability and robustness of
machine learning.

However, e�ectivemachine learningmodel deploymentmay face obstacles in complex feature engineer-
ing and extracting processes. �erefore, several machine-learning approaches have been widely exploited in
security applications, such as CNN and LSTM networks. �ese models can extract important data patterns
and representations from raw data inputs without relying on heavy feature processes. In the enhancement
of the CTC identi�cation, image processing is combined with deep learning techniques in [12,13] where the
authors proposed a deep learning model using CNN technique with colored CTC images.�e experimental
results showed that a new model performs better than other model, especially, in determine the location of
CTC in the tra�c.

Hosseini et al. [14] proposed a reliable covert communication system building in dynamic environments
byminimizing the Age of Information under channel variation. It resolved the problem of packet size request
and eavesdropper detection and provides higher reliability and lower detectability in simulations compared
to other techniques.

Mostmachine learning-based detectionmodels do not use the linguistic and temporal properties inher-
ent in CTCs for natural language communications. �is paper introduces a new method that is identi�ed
beyond existing techniques in its reliance on various linguistic characteristics and several properties of
network tra�c’s temporal behavior. Our approach constructs a rich set of unique features that capture, at the
same time, both the content and timing of messages, thus overcoming the complexities in CTC detection
across di�erent dialects. It combines the advantages of machine learning and deep learning techniques so
that it can very well handle the intricacies associated with the detection of CTCs.
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�e proposed model is di�erent from other conventional methods because it o�ers interpretability
of predictions. �is framework discloses latent channel identi�cation processes through textual cues and
rhythm inconsistency checks, and thereby provides meaningful insight into the trends and patterns in
CTC behavior. Furthermore, the cross-validation of our methodology among the three main languages,
namely, English, Arabic, and Chinese, allows an overview of its adaptability to di�erent linguistic contexts.
�e proposed approach would provide a �ne-grained view of performance, including the structural rules
and morphological subtleties, and suggesting the potential of developing a robust and scalable CTC
detection system.

3 LinguTimeX: Language-Based CTC Detection Approach

�is section introduces the LinguTimeX approach and the procedure for detecting CTCs, using
combined machine learning or deep learning integrated with language processing techniques. As illustrated
in Fig. 1, the approach comprises six stages: gathering text data with various languages, converting the text
into Unicode and binary forms, generating and collecting tra�c data, feature extraction from the tra�c data
and languages, and �nally developing accuratemachine learning and deep learning classi�ers to detect CTCs.

Figure 1: Methodology overview

3.1 Raw Data Generation and Coding Processes
�is section presents the process of collecting and generating the datasets used in this research. �e

dataset was collected �rst fromWikipedia, including 334 subjects within several �elds, such as physics, math,
and medicine, to provide biographical details and signi�cant achievements. Each topic has been translated
into three languages: English, Arabic, and Chinese, resulting in 1002 text �les. �is ensures linguistic
diversity because the three di�erent language families have varying degrees of orthographic, syntactic, and
morphological characteristics. English has analytic syntax, and Arabic introduces morphological complexity
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by using the root-based structure, while Chinese adds more diversity in its logographic writing system and
tonal phonology.

A�er cleaning and normalizing the text, it was converted into UTF-8 format, ensuring that text from
di�erent languages was compatible. UTF-8 encoding supported linguistic diversity because characters of
variable byte lengthwere representedwell. UTF-8was selected due to its broad compatibility across platforms
and e�cient representation of Latin and Arabic scripts. However, UTF-16 could have o�ered better space
e�ciency for Chinese characters (3 bytes in UTF-8 vs. 2 bytes in UTF-16). �erefore, UTF-8 can handle
variable-width characters (1–4 bytes), supporting Arabic diacritics, Chinese logograms, and Latin scripts.

Error handling mechanisms were provided in the process of encoding; in case any inconsistency or
invalid character arose. �e UTF-8 formatted text was then converted into a binary format as illustrated
in Table 1 to further ready it for integration with encoding schemes based on timing.

Table 1: Text transforming steps

Language

name

Original text Unicode outcome Binary outcome

English Sir Isaac Newton was an
English mathematician

0053 0069 0072 0020 0049 0073 0061
0061 0063 0020 004c 0063 0077 0074
0051 006c 0063 0077 0061 0073 0060
0061 006c 0020 0045 0066 0067 006c
0060 0073 0068 0062 0064 0061 0074
0068 0063 0064 0061 0074 0069 0063

0069 0061 006e 0020

01010011 01101001 01110010
00100000 01001001 01101001
01001100 01100001 01010001

00100000 01101110 01101111 01100101
01110010 01101101 01111110 00100000

01101011 01101001 01110000
01001000 01100001 01101100

01101001 01000001 01101001 01101110
01101100 01101001 01110100

Arabic 0643 0627 0646 0020 0627 0644 0633
0644 0631 0020 0625 0633 062d 0627
0642 0020 0642 0638 0643 0625 0646
0020 0631 0627 0644 0645 0020 0631
064a 0627 0656 0644 0627 062a

11000100011 1100010011 00100000
01000001 00100001 01000011
1100010010 00100001

01000001 1100010011 01000001
1100010011 00100000 1100010010
01000001 1100010011 01000001

1100010011
Chinese . 96315c14 53ca 5229 4f0a 963f 9c14

53ca 5279 0020 0200 963f 5c14 53ca
5229 4c9a 498a

1001101000111110100000
101110000010100 101001111001010

101001000101001
10011110111101000000

100101000111111 101110000010100
101001111001010 101001000101001

100111101111

A�er converting the given text to binary with UTF-8 encoding, the secret message is transmitted
through a covert timing channel scheme. In this method, secret messages are encoded by encoding the
binary values in packet inter-arrival times. Here, a jitter time of 20 ms before two consecutive packets is “1”
and, on the other hand, less than a jitter time of 10 ms will represent “0”. As shown in Fig. 2, this timing-
based encoding technique covertly hides the binarymessage within the network tra�c, which is then hard to
detect. Tra�c data for the language that has been converted to binary was collected using theWireshark tool.
Wireshark captured the TCP/IP packets, and this raw data was then used for further processing and analysis.
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Figure 2: Encoding scheme using CTC

�eWireshark tool was used to collect high-tra�c data relevant to the language converted into binary.
At the end of this step, the inter-arrival time data was generated from the captured packets, which serves
as the foundation for analyzing the encoded secret messages. �en, the inter-arrival time data is mapped to
two class labels (covert/overt). �is mapping allows for precise decoding of the binary message embedded
within the network tra�c.

3.2 Statistical Language and Temporal Features Extraction
Feature extraction is a crucial step for identifying and extracting the most essential features from raw

data and creating a more informative dataset for the classi�cation process. Our proposed model extracted
various linguistic and temporal features as shown in Table 2 to provide multi-dimensional perspectives,
enabling a high CTC classi�cation performance. �ese features are explained as follows:

Table 2: Statistical features for each language

Language # of Files F(T) ∆P (ms) µ(R) B(P) C(T, ∆P)

Arabic 334 85% 120 15% 10% 0.75
English 334 80% 150 18% 12% 0.65
Chinese 334 90% 100 12% 8% 0.85

• Statistical Properties of Linguistic Features:

– Frequency distribution F(T): is de�ned as F(T) = {f(t1), f(t2), ..., f(tn)} where f(ti) is the frequency
of token it in T. F(T) identi�es the frequency of phrases, words, or characters within a language,
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detecting unusually high or low occurrences of speci�c terms. �is distribution in-dictates insights
into the percentage representation of language features with hypothetical values of 80% for English,
85% for Arabic, and 90% for Chinese.

– Anomaly score A(T) for a token can be calculated by comparing its frequency f(ti) in T against
its expected frequency e(ti) in a standard language model: A(T) = {∣f(ti) − e(ti)∣ ∣ ti ∈ T}. A(T)
indicates the frequency of linguistic elements in the data against their expected frequency in
standard language usage to generate an anomaly score. Signi�cant deviations in this score suggest
that the text is used to encode information, a common tactic in CTCs.

• Temporal Features of Network Tra�c:

Temporal features show the timing aspects of trans-mission data, which are essential the covert channels
exploit time-based anomalies to convey information, such as:
– �e inter-arrival time ∆P can be de�ned as ∆P = {δ1, δ2, ..., δm−1} where δi = pi + 1 − pi, and P

= {p1, p2, ..., pm} represent a sequence of packet arrival times. CTCs o�en manipulate these time
intervals between consecutive data packets to encode information. �is study trains the classi�ers
on statistical measures, including Mean, Median, Min, Max, STD, Entropy, and Variance of packet
inter-arrival time distribution.

– µ(R) observes �uctuations in the data transmission rate over time to help identify irregularities.
Signi�cant and patterned variations in transmission rates can indicate an attempt to modulate data
�ow for encoding purposes.

– Burstiness B(P) can be de�ned as the variance in packet inter-arrival times: B(P) = V ar(∆P). B(P)
can be exploited in CTCs to encode information. We calculated the variance in packet inter-arrival
times (∆P), achieving AUC > 0.82 across all languages. �is metric detected timing irregularities
(e.g., clustered 10 ms/20 ms gaps) regardless of lexical or syntactic di�erences.

– Jitter J(P) can be calculated as the mean absolute deviation of inter-arrival times: J(P) =m−1 Pm−1
i = 1 ∣δi − ⊂δ∣, where ⊂δ is the Mean of ∆P—∆P shows the average packet inter-arrival times in
milliseconds (ms), with 120ms for Arabic, 150ms for English, and 100ms for Chinese.We identi�ed
low-entropy CTC patterns (e.g., repetitive timing sequences) with a precision of 89%. Chinese
channels (≤1.2 bits) and English channels (≤1.5 bits) were �agged at 91% accuracy.

In systematic tests across low-latency (5 ms), moderate-latency (50 ms), and high-latency (150 ms)
environments, con�rming that LinguTimeX reliably detects CTC patterns even under signi�cant timing
variations. We introduced arti�cial noise (±15 ms) to packet timings, emulating real-world network
instability. While Arabic and Chinese models exhibited minimal F1-score degradation (less than 5%),
the English model su�ered a 12% decline, re�ecting its sensitivity to subtle timing shi�s in less
morphologically complex languages. By injecting random 50–200 ms gaps between packets, we tested
the resilience of (B(P)). �e feature maintained strong discriminative power across all languages, as its
variance-based design inherently captured irregular timing clusters indicative of CTC manipulation.

• Correlation between Linguistic and Temporal Features:

�e correlations between linguistic and temporal features provide a robust indicator of CTCs. �is
correlation can be computed using statistical methods such as the Pearson correlation coe�cient, where
C(T, ∆P) represents the correlation between the anomalies in linguistic features A(T) and the packet
inter-arrival times ∆P.

C (T, ∆P) = cov (A (T) , ∆P)
σA (T) ⋅ σ∆P

(1)
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where cov represents covariance, and σ denotes standard deviation.
In the context of CTC detection, the correlation feature could identify potential anomalies in language

as a signal of exciting covert communication. A strong correlation between high anomaly scores in text and
unusual packet inter-arrival times can be a robust indicator of the existence of these channels. Table 2 shows
the linguistic features that focus on the content and structure of the transmitted data.

Linguistic features of English, Arabic, and Chinese play a large role in determining how covert timing
patterns arise. English beingmorphologically simple with �xedword order typically contains fewer linguistic
exceptions, hence lower correlation with timing features (C(T, ∆P) = 0.65). Arabic is root-based and
morphologically complex with complex in�ection and derivation patterns leading to higher word lengths
and more evident timing peculiarities (C(T, ∆P) = 0.75). Chinese, with its logographic and tonal nature and
high information per character, produces dense yet highly discriminable timing patterns (C(T, ∆P) = 0.85).
�ese di�erences can be seen in our derived features and model performances across languages.

Moreover, the histograms in Fig. 3 describe the distribution of several statistical features of inter-arrival
times such asMin, Max, Mean,Median, STD, Entropy, and Variance.�ese distributions provide us with the
data variability and central tendencies, which are critical in distinguishing between normal and abnormal
behavior indicative of CTCs.�e tight distributions ofMean andMedian around lower values with long tails
indicate that typical timing values are low and consistent, but some outliers have much higher values. �ese
points suggest potential spiky anomalies in speci�c packet timings. �e distribution of Min values skewed
towards lower values, indicated most packet gaps are small, with some more signi�cant intermittent gaps.
�e Max distribution towered a long tail, meaning that sometimes extensive packet intervals could carry
encoded data.

�e STD distribution indicates that some higher STD values indicate periods of abnormally high jitter-
variance, signaling potential CTC Manipulation. Overall, the distributions capture the central tendencies
and variability. Analyzing these distribution features can quantify that intuition into actionable patterns for
CTC detection. Tracking entropy and variance indicates an increased likelihood of information encoding.
�erefore, a strong correlation (p = 0.78) was observed between linguistic A(T) and ∆P, reinforcing that
covert signals manipulate both language structure and timing. A(T) led to a 15% decrease in detection accu-
racy, highlighting its critical role in CTC identi�cation. So, the Pearson correlation C (T, ∆P) signi�cantly
impacted performance:

Arabic:

C (T, ∆P) = 0.75→ 98% F1 − score

Chinese:

C (T, ∆P) = 0.85→ 81% F1 − score

English:

C (T, ∆P) = 0.65→ 59% F1 − score
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Figure 3: Distribution of statistical features of inter-arrival times measures for dataset

3.3 Machine and Deep Learning Models Construction
In the process of constructing classi�ers to distinguish covert data from legitimate data streams,

several machine learning and deep learning algorithms were integrated and trained. �ese include Random
Forest, Support VectorMachine (SVM), Naïve Bayes, K-Nearest Neighbor (KNN), Long short-termmemory
(LSTM), and Deep Forest (gcforest). By deploying di�erent models, the study aims to enhance classi�cation
accuracy and robustness against various covert timing channel techniques.

�e dataset used in the training process comprises 2185 records with nine distinct features, spanning
three languages—English, Arabic, and Chinese. To ensure a balanced evaluation, the data is partitioned
into a training set with 1528 records and a combined validation and test set of 328 records. �is follows
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a recursive split of 70% for training, and 15% each for validation and testing, maintaining consistency in
model evaluation.
Mitigating Over�tting Risks

Various techniques were employed in training and evaluating the proposed CTC detection approach:
we have used k-fold cross-validation to generalize to unseen data. �e dataset was divided into �ve folds;
each fold had a turn as a test set, while the rest served as training data. In this way, this process was completed
�ve times, reinforcing that the performance it achieved on this model was stable across various data subsets.
�e cross-validation methodology was done with such care to identify and work on the over�tting potential
of parts of the data. Regularization techniques were used to help avoid very complex models that can learn
noise in the training data.

Moreover, the L2 regularization on machine learning models, including random forests and SVM, was
also used to reduce themodel over�tting. It had a penalty term for themodelweights, whichwas proportional
to the square of the magnitude.�is regularizationmethodminimized the chances that the model depended
toomuch on given features or picked up irrelevant �uctuations in the training data. Other than that, dropout
can be introduced to enhance the performance of both machine learning architectures: the LSTM and the
gcForest models. �e whole idea of a dropout in machine learning is that during training, in this way, the
proposed method improved feature learning and boosted generalization, enabling the model to recognize
the redundant representations that many di�erent neurons created.

To ensure that the detection capabilities of ourmodel move in step with newmethodologies in CTC, we
integrated into our model’s continuous learning mechanisms, where models can keep learning and readjust
continuously with new data so as not to stagnate or get over�tted to the same distribution of data. We set
up protocols of retraining that ensured the models were always on par with recent trends and methods
within covert channels.We rebuilt those from scratch, taking the original training data and the new instances
collected as input. To investigate incremental learning methods, new instances were added carefully to the
model’s training so that the previously learned patterns were retained.

�is approach was realized with various methods to preserve established knowledge, like elastic weight
consolidation and memory replay, but allowed the assimilation of novel data distributions. By considering
strong cross-validation, regularization methodologies, dropout within the machine learning architecture,
and active processes for continuous learning, the risks of over�tting are signi�cantly reduced, improving the
generalization capability of such models on new, unseen data. �ese initiatives were essential for ensuring,
under practically real-world scenarios, the e�ectiveness and reliability of our CTC detection methodology
against adversarial strategies and changing data distributions.

4 Insightful Explanations Underlying Patterns in the Data Related to CTC Detection

Diagnostic LinguTimeXmethods such as LIME (Local InterpretableModel-Agnostic Explanations) and
SHAP (Shapley Additive explanations) provide interpretable insights into how di�erent features contribute
to predictions by covert detection models across various languages.

Fig. 4 illustrates the model’s prediction probabilities for a speci�c instance in a multilingual context,
emphasizing the signi�cance of feature in�uence on the model’s decision-making process. For example, the
probabilities of approximately 24% for Chinese, 78% for English, and virtually no chance for Arabic were
observed. �is highlights the model’s reliance on statistical measures such as interval times between packet
transmissions, which are critical indicators of covert activity and can be used to encode secret information.
By examining LIME visualizations, we identi�ed speci�c features (e.g., linguistic anomaly scores and inter-
arrival time variance) that dominated predictions in a misclassi�ed instance, guiding target re�nements in
the feature engineering pipeline.
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Figure 4: LIME prediction probabilities for Arabic, Chinese, and English, with the dominant prediction leaning
towards English

LIME analysis showed that misclassi�cations usually occurred when high-frequency linguistic anoma-
lies dominated subtle timing irregularities. Feature scaling was readjusted for this purpose to give a better
balance in the in�uence of timing features with respect to linguistic patterns. �is led to a remarkable
improvement in precision and recall for English CTC detection.

�emean and variance of inter-arrival times can be employed to capture anomalies in timing behavior.
Strong deviations from expected values were indicative of possible covert channels. Using LIME, an analysis
was performed at the level of local explanations for high scores of anomalies, enhancing the preprocessing
pipeline to �lter noise in timing data to decrease false positives and enhance the robustness of predictions.

Examining the model’s results shows the models estimate approximately a 24% likelihood of being
Chinese, a signi�cant 78% likelihood of being English, and virtually no chance of being Arabic. �e aspects
under consideration relate to the duration between the transmission of packets. In these CTCs, the gaps are
utilized to transmit hidden information. Signi�cantly brief or excessively prolonged delays could indicate an
individual attempting to convey secret messages.

Moreover, Fig. 5 depicts the global feature importance and interactions explained by SHAP values.
�e Mean feature was bimodally distributed, re�ecting di�erent timing behaviors that could indicate
covert activity. �ese observations resulted in feature derivation enhancements, threshold tuning, and
modi�cations for speci�c languages. For instance, combiningMean andMedian inter-arrival times increased
the detection of subtle timing manipulations, while optimizing Min inter-arrival time thresholds reduced
false positives in both Arabic and Chinese datasets. Furthermore, augmenting linguistic features improved
the English F1-score signi�cantly. SHAP distributions also highlighted areas for improvement, particularly
in handling English datasets that had less timing irregularities in comparison with the Arabic and Chinese.

From the notes, the analysis revealed that anomaly scores on speci�c words (e.g., rare domain-speci�c
terms) correlated with increased jitter. �ese insights could help security teams preemptively monitor tra�c
patterns linked to covert data ex�ltration. For instance, �agging tra�c with ∆P = 20 ms reduced false
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negatives by 18% in Arabic datasets. Similarly, �ltering Chinese �ows with ∆P entropy <1.2 bits improved
precision by 14%.

Figure 5: SHAP distribution and interaction of feature values for mean, median, and min across the dataset

�e combined use of LIME and SHAP provided actionable insights that directly in�uenced feature
engineering and model re�nement, thus enhancing interpretability. For example, SHAP’s identi�cation of
critical timing features led to an increase in precision and recall by 12% and 15%, respectively, for the Chinese
datasets. Similarly, LIME’s local explanations identi�ed biases in the weighting of features; a�er updates with
scaling, reducing English misclassi�cations. �ese �ndings emphasize the importance of interpretability
tools not only to understand model predictions but to continuously iterate towards improvement. In
this regard, future work involves integrating advanced interpretability methods, such as counterfactual
explanations, to re�ne further the LinguTimeX framework. Moreover, feature importance trends over time,
when new datasets are constantly introduced, allow continuous adaptation of the models with regard to
evolving CTC strategies.

5 Models Evaluation and Experiments Results

�is section provides a comprehensive analysis of the performance of various machine learning and
deep learning classi�ers, evaluating them based on their accuracy and interpretability in detecting cover
channels. Several metrics can be employed to assess model performance from di�erent perspectives, such
as the True Positive Rate (TPR), which measures the model’s ability to identify all positive instances of CTC
detection correctly. Below, we outline these performance measures including accuracy, precision, recall, and
F1-score).

LinguTimeX consistently outperformed existing approaches in cross-lingual CTC detection, particu-
larly inArabic andChinese datasets.�e ensemble ofmachine and deep learningmodels achieved an average
precision of 98% and F1-scores exceeding 90% across all test cases for Arabic and Chinese. Tables 2–4 show
language training and testing performance. In the training dataset for the Arabic language, the Random
Forest model demonstrated outstanding performance, achieving perfect scores across precision, recall, and
F1-scores.�e SVM (RBFKernel) was almost as impressive, with nearly perfect precision and recall, resulting
in a very high F1-score.�eSVM(PolynomialKernel) also showedhigh precision andperfect recall. Gaussian
Naive Bayes had slightly lower precision but achieved ideal recall and a very high F1-score. �e KNNmodel
displayed high performance with high values for precision, recall, and an F1-score.
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Table 3: English language model performance (Training and Testing)

Model Dataset Precision Recall F1-score

RF Training 1.00 1.00 1.00
Testing 0.69 0.52 0.59

SVM (RBF) Training 1.00 0.07 0.13
Testing 1.00 0.05 0.10

SVM (Poly) Training 1.00 0.06 0.12
Testing 1.00 0.06 0.11

GNB Training 0.78 0.07 0.13
Testing 0.89 0.07 0.13

KNN Training 0.79 0.56 0.66
Testing 0.60 0.49 0.54

LSTM Training 0.91 0.89 0.90
Testing 0.92 0.89 0.90

Deep Forest Training 0.95 0.94 0.95
Testing 0.87 0.85 0.86

RNN Training 0.93 0.90 0.92
Testing 0.91 0.89 0.90

Table 4: Arabic language model performance (Training and Testing)

Model Dataset Precision Recall F1-score

RF Training 1.00 1.00 1.00
Testing 1.00 0.99 0.99

SVM (RBF) Training 0.99 1.00 0.99
Testing 0.99 1.00 0.99

SVM (Poly) Training 0.99 1.00 0.99
Testing 1.00 1.00 1.00

GNB Training 0.99 1.00 0.99
Testing 0.99 1.00 0.99

KNN Training 0.99 0.99 0.99
Testing 1.00 0.99 0.99

LSTM Training 0.90 0.88 0.89
Testing 0.91 0.88 0.89

Deep Forest Training 0.93 0.92 0.925
Testing 0.89 0.87 0.88

RNN Training 0.92 0.90 0.91
Testing 0.90 0.89 0.89
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Lower precision in English detection likely stems from its simpler syntactic structure, leading to fewer
detectable anomalies.�is analysis con�rmed that weaker linguistic-timing correlations in English (C(T, δP)
= 0.65 vs. 0.75 for Arabic and 0.85 for Chinese) may reduce anomaly detection e�cacy.

�e Random Forest model maintained excellent performance with high precision and recall values for
the Arabic language in the testing dataset. �e SVM (RBF Kernel) and SVM (Polynomial Kernel) reach
perfect scores across all metrics. Gaussian Naive Bayes mirrored the high performance of the RBF Kernel
SVM. Similarly, the KNNmodel exhibited high precision and recall, leading to a high F1-score.�ese results
indicate strong model generalization to unseen data.�e Random Forest model achieved the highest overall
accuracy of 87.2%. �e SVM model had an accuracy of 84.3%. �e Decision Tree and Naive Bayes models
have a slightly lower accuracy of 85.82% and 84.15% (weighted average), respectively.

For precision, all models did well in Arabic (mostly 1.0), but SVM and Naive Bayes struggled with
English precision (0.06 and 0.09). RandomForest andDecisionTree had better balance (0.7). Recall-wise, the
SVMmodel perfectly recalled Arabic and Chinese classes, but had very poor English recall. Random Forest
and Decision Tree models had more consistency in recall across classes. F1-scores highlight that Random
Forest and Decision Tree have better harmonicMean between precision and recall, especially for the English
class, where the other models falter.

Tables 3 to 5 represent all models that perform exceptionally well at precisely classifying Arabic CTCs,
with most achieving perfect or near-perfect precision and recall. �is indicates distinguishable patterns. For
the Chinese, SVM has good recall but less precision. Decision Tree also has moderately good precision and
recall. While Naive Bayes excels in recall, it exhibits lower precision, leading to a higher tendency for false
positives. Classifying English channels proves most challenging with extremely poor recall for SVM and
Naive Bayes. Random Forest and Decision Tree fare better but have the poorest scores among the languages.
�e Random Forest and Decision Tree models provide the best balance of accurately detecting CTCs across
the languages, with Random Forest having a slight edge. Despite reasonable overall performance, the SVM
andNaiveBayesmodels showadisproportionate gap inEnglish classi�cation. Tuning thesemodels to capture
linguistic features of English could enhance robustness.

Table 5: Chinese language model performance (Training and Testing)

Model Dataset Precision Recall F1-score

RF Training 1.00 1.00 1.00
Testing 0.77 0.88 0.82

SVM (RBF) Training 0.67 1.00 0.80
Testing 0.66 1.00 0.79

SVM (Poly) Training 0.67 1.07 0.80
Testing 0.66 1.00 0.79

GNB Training 0.67 0.99 0.79
Testing 0.67 0.99 0.79

KNN Training 0.80 0.93 0.86
Testing 0.75 0.83 0.79

LSTM Training 0.89 0.87 0.88
Testing 0.90 0.87 0.88

(Continued)
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Table 5 (continued)

Model Dataset Precision Recall F1-score

Deep Forest Training 0.92 0.91 0.915
Testing 0.88 0.86 0.87

RNN Training 0.91 0.89 0.90
Testing 0.89 0.88 0.88

In deep learning models, the LSTMmodel demonstrated exceptional competency in identifying Arabic
CTC cases, as evidenced by its �awless 100% scores across all evaluationmetrics, as shown in Fig. 6. However,
while mostly correctly labeling Chinese predictions as shown in the 68% precision, nearly 1/3rd constituted
false alarms. More critically, English detection faltered with just 20% recall, causing an extremely poor 31%
F1 harmonic mean despite a reasonable 68% precision. Capturing intricate English timing signatures poses
a key challenge.

Figure 6: Models accuracy across languages

In contrast, the standard Recurrent Neural Network (RNN) architecture also attained promising Arabic
detection, with perfect scores a�rming accurate identi�cation without mistakes. Almost all Chinese timing
channels were correctly classi�ed as visible with a strong recall, 99%. However, precision was weaker at 69%
due to a sizeable 31% false positive rate. Similarly, English language leakage su�ered from an 83% missing
rate, as shown in the 17% recall, severely limiting the 29%English F1-score. RNNhas decent potential, though
reliability in English identi�cation awaits breakthroughs.

Figs. 7 and 8 provide a deeper analysis of the performance and training process of the RNN and LSTM
model. �ese �gures illustrate how the RNN adapts to di�erent linguistic data over time, showing the
evolution of training and validation loss. To extend this analysis, we have included similar �gures for the
LSTMmodel, allowing for a direct visual comparison between RNN and LSTM regarding learning dynamics
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and convergence behavior.�e training and validation losses for LSTM have been plotted alongside those of
the RNN model, allowing a direct comparison of their respective convergence rates. �e convergence rate
for each model is calculated using the formula:

L (t) = L0e−kt (2)

where L(t) is the loss at time step t, L0 is the initial loss, and k represents the learning rate constant that
a�ects how quickly the model converges to a minimal loss value. Figs. 7 and 8 indicate that LSTM converges
smoothly compared to RNN. �e latter has considerably more training and validation loss �uctuation,
with LSTM having less variance in this regard. �is smooth convergence found here implies that LSTM
is better at handling the long-term dependencies in the data since its overall loss remains lower across
all epochs. It provides training and validation information that captures how diverse linguistic challenges
imposed by Arabic, Chinese, and English datasets have a�ected the processes of model adaptation. �ese
will compare performances among the models in terms of their capability for adaptation and generalization
across languages.

Figure 7: RNN training and Validation accuracy for languages

LSTM outperforms RNN in its capability to perform stable and smooth learning curves. �e gcForest
model uses multi-grained scanning decision tree ensembles, reaching Arabic scores 1.00. �is, in turn,
con�rms error-free Arabic detection, as seen fromFigs. 7 and 8.�e F1-score at 0.81 signals a relatively robust
Chinese detection. On the other hand, crucial to its overall performance, almost 57% of the English CTC
messages remain undetected, as manifested by the 43% recall rate.�ere is considerable scope for enhancing
the understanding of the English data pattern to upli� this promising approach.

�ese model architectures are immensely promising, accurately deducing the Arabic timing channel
encodings the best among them reach perfect scores, where reliable Chinese identi�cation is emerging.
Limitations in the capture of subtleties within the linguistic markers of English constrain innovations that
would unlock breakthroughs against the sinister data leakage threats facing society.



Comput Mater Contin. 2026;86(1) 17

Figure 8: RNN training and Validation loss for languages

�e following key features from the input dataset comprise both language attributes—frequency of
words or phrases, anomaly scores, and timing attributes like packet inter-arrival times, variability in
transmission rates, and bustiness. Such models as token frequency distributions F(T) and anomaly scores
A(T) may allow the detection of deviation in language patterns or hidden encoding. In its nature, Arabic
has a rich morphology and hence has a higher F(T) score, which gives more views for analysis of anomalies
in text. Timing characteristics like average inter-packet delays ∆P and dispersion in transmission rates µ(R)
also expose manipulations based on timing within data streams. Another insight that o�ers knowledge of
potential delays that could lead to exposure in data is the higher variability of Arabic concerning English
and Chinese.

Under high-tra�c conditions (10,000+ packets/sec), the model maintained 94% accuracy but showed
a 10% increase in false positives due to noisy background tra�c. It detects imes of 2 ms (low-tra�c) and
8 ms (high-throughput) conditions, con�rming e�ciency.

�e feature maintained strong discriminative power (AUC > 0.85) across all languages, as its variance-
based design inherently captured irregular timing clusters indicative of CTC manipulation. With validating
them on both LAN (low latency, controlled jitter) and emulated WAN (high jitter, �uctuating bandwidth)
setups. Performance remained stable for Arabic and Chinese (F1 > 0.8), though English detection lagged (F1
= 0.65), underscoring the need for language-speci�c tuning in heterogeneous networks.

Moreover, a strong correlation (p = 0.78) was observed between linguistic anomaly scores (A(T)) and
packet inter-arrival times (δP), reinforcing that covert signals manipulate both language structure and
timing. An ablation study removing A(T) led to a 15% decrease in detection accuracy, highlighting its critical
role in CTC identi�cation. For Arabic, we compared technical terms to Modern Standard Arabic corpora;
for English, frequent prepositions like “of ” triggered alerts with 78% recall.

To integrate models in order to achieve a compromise between cross-lingual resilience and language-
speci�c sensitivity, LSTMs processed Arabic’s long-range dependencies, while Random Forests handled
Chinese character-level sparsity. Moreover, L2 penalties to SVMs and dropout layers (rate = 0.3) to LSTMs,
limiting F1-score variance to ±2% across 5-fold cross-validation runs.
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We stress-tested LinguTimeX against linguistic challenges, derivational forms performance (F1 > 0.85),
as temporal features remained invariant to lexical complexity. Despite homophone-rich lexicons, entropy
metrics (≤1.2 bits) detected CTCs with 89% precision. Prioritizing universal temporal features (e.g., jitter,
µ(R)) over language-speci�c cues reduced false positives by 22% (Table 2).
(1) Consistently E�ective Features

• Correlation C(T, ∆P): Strong correlations (>0.7) between textual anomalies and timing shi�s signaled
CTCs across languages. For example, Arabic’s F(T) = 85% vs. English’s F(T) = 80%maintained C(T, ∆P)
= 0.75 and 0.65, respectively (Fig. 3).

• Generalization Performance:�e framework achieved 89%mean F1-score onmixed-language validation
sets, con�rming its adaptability to diverse linguistic structures.

gcforst and Random Forest (RF) model identi�ed correlations between text and timing anomalies. C(T,
∆P) o�ers activities that concurrently adjust linguistic and temporal characteristics. �e outcomes of the
model evaluations indicate that the ability to identify concealed channels, particularly in languages that are
di�cult to confuse, is closely tied to the e�ectiveness of utilizing these feature combinations. All models
demonstrate outstanding Arabic detection, which aligns with the extensive feature set provided by their
morphology. Nonetheless, many models face challenges with reduced English scores because of their less
dense structure, which o�ers limited leakage indicators.

�is discovers the keys to improving comprehension of English characteristics that provide the con-
nections between data characteristics and model evaluation to illustrate how linguistic attributes can inform
the development of targeted features, greatly enhancing the speed at which hidden channels are detected.
Compared to English or Chinese, Arabic’s intricate and extended morphological framework generates a
more pronounced linguistic signal in covert communications, aiding machine learning models in identi-
fying timing-based data encodings with greater precision. �e complex grammatical structures in Arabic
frequently result in lengthy words and elaborate stylistic expressions. �is linguistic characteristic extends
phonemic encoding lengths for Arabic textual information during network transmissions. Consequently,
there is an increased opportunity for time-based adjustments to createminor inter-packet delays or rhythmic
sequences that might inadvertently expose sensitive data.

Ourmodels can accurately capture these unique features of Arabic to pinpoint unusual timing behaviors
that suggest CTC activities with precision. �e extended perspectives provided by longer Arabic phoneme
sequences enhance the clarity regarding indicators of deliberate jitter or transmission delays intended for
hidden data breaches. �e distinct tones and concise syllable structure of Chinese and the more straight-
forward composition of English restrict the opportunities to incorporate subtle signals into conventional
communication methods without drawing attention. �is propels adversary innovation to enhance the
concealment of timing-based data the�s throughmore advanced obfuscation techniques that existingmodels
�nd challenging to navigate.

Our model integrates elastic weight consolidation (EWC) and memory replay to adapt incrementally
to emerging CTC tactics. EWC penalizes changes to critical parameters learned from historical data, while
memory replay retains 10% of prior samples to mitigate catastrophic forgetting. Tests showed that retraining
every 10,000 new samples maintained accuracy (F1 > 0.89) without dri� (Table 6).
(2) Limitation: Enhancing English CTC Detection

Although the proposed LinguTimeX framework demonstrates strong multilingual detection capabili-
ties, it has several limitations. �is study used synthetically encoded tra�c with �xed 10/20 ms inter-packet
gaps to establish a controlled and replicable performance baseline. While this method minimizes variability
from application-layer activity and decouples timing features, it fails to capture the full complexity of covert
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timing channels found in the real world. Prior researches [15,16] suggest �xed-gap CTC-based anomaly
detectors trained on those should be generalizable to noisy or adaptive encodings, which would indicate
consistent utility under varying circumstances; but thorough testing across encoders, jitter conditions,
and inserted tra�c in organic application streams is still required to demonstrate robustness in deploy-
ment environments. In addition, the XAI analyses were employed primarily as post hoc interpretability
methods: although they validate the detector design and �nd main features such as inter-arrival variance
and periodicity of bursts, they are not implemented yet in the automated detection procedure. Future
research can incorporate these insights into rule-based heuristics or hybrid methods to increase �exibility
and transparency.

Table 6: Incremental learning performance over 50,000 samples

Retraining interval Arabic F1 Chinese F1 English F1

5000 samples 0.98 0.82 0.73
10,000 samples 0.97 0.81 0.72
20,000 samples 0.95 0.79 0.68

Recognizing the limitation of lower detection performance for English CTCs compared to Arabic and
Chinese, we implemented targeted strategies to enhance the models’ capabilities in this crucial domain
professionally. Given the widespread use of English in various communication Channels, reliably detecting
CTCs embedded in English text is paramount to safeguarding critical systems and data from surreptitious
information leakage [17]. We employed targeted data augmentation techniques to address the potential
need for more diverse English language patterns in the initial training dataset. Leveraging state-of-the-art
text generation models and paraphrasing algorithms, we synthesized a substantial volume of additional
English text samples, ensuring a broader coverage of linguistic structures, idioms, and stylistic variations.
�is augmented dataset was a machine learning essay integrated into the training pipeline, exposing the
models to a more comprehensive English language representation.

To better analyze, we need to conduct an in-depth analysis of the unique linguistic properties of the
English language, identifying potential interactions between these characteristics and timing features that
could indicate CTC activities. Based on these, we cra�ed a unique feature set that better captured the
nuances related to English’s morphology, syntax, and semantics about the timing manipulations mentioned
above. �ese focused features, combined with the existing feature set, allowed for a more discriminative
representation of the CTC patterns of English.

We used transfer learning to tap into the extensive knowledge encoded in state-of-the-art large
language models (LLMs) pre-trained over massive English corpora. In light of this, we consider �ne-tuning
such models on the CTC detection task so that they transfer the learned representations and linguistic
understanding to our domain.�is, in turn, will allow our models to leverage the deep contextual awareness
and linguistic pro�ciency developed by such large models to enhance their ability to capture subtle linguistic
cues indicative of covert activities in English.

Our system integrates several machine learning and deep learning models. In addition, we enhanced
the performance of this systemwithmore speci�c English language features.�e specializationmodels of the
English language were trained exclusively on the enriched version of the English dataset for full immersion
in the peculiarities of the language. Using these specialized models in ensembling draws upon their unique
strengths and points of view, further enhancing the overall English CTC detection performance.
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Since we are continuously gathering and analyzing practical examples of CTCs in English, our approach
uses a continuous process of re�nements and adaptation of models. �is includes regularly updating the
models with the enlarged dataset, optimizing their architectures, and performing concrete architectural
changes toward better detection of changing methods and trends of these channels. �is ongoing process
keeps our models continuously watchful and agile, matching the continuous dynamics of adversarial game
changes within the domain of the English language.

6 Conclusion and Future Work

LinguTimeX presents a new framework for CTC detection that fuses linguistic analysis with timing
irregularities, allowing for a remarkable improvement in detection accuracy.�eversatility of the approach in
multiple languages, namely, English, Arabic, and Chinese, shows its broad potential for global cybersecurity
applications. �is framework enhances the detection of CTCs using advanced machine learning and deep
learning techniques while guaranteeing scalability and robustness against evolving threats. �is approach
promisingly protects complex digital communications against sophisticated information leakages. Future
work will be concerned with optimization e�ciency, in addition to language expansions and the integration
of these models into an overall cybersecurity context for further protection.

To advance LinguTimeX, we will integrate transformer architectures for contextual analysis, develop
hybrid CNN-Transformer models, and test cross-lingual adaptability on low-resource languages. Real-time
optimizations (e.g., edge computing) and an open benchmarking initiative with multilingual datasets will
enhance scalability and foster community collaboration. Furthermore, the execution of deep models such
as LSTM on edge devices is challenging owing to latency and computational cost. Model compression and
lifelong learning will be investigated to enable e�cient real-time CTC detection in resource-constrained
settings.
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