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ABSTRACT: The rapid expansion of the Internet of Things (IoT) has introduced significant security challenges due to
the scale, complexity, and heterogeneity of interconnected devices. The current traditional centralized security models
are deemed irrelevant in dealing with these threats, especially in decentralized applications where the IoT devices
may at times operate on minimal resources. The emergence of new technologies, including Artificial Intelligence
(AI), blockchain, edge computing, and Zero-Trust-Architecture (ZTA), is offering potential solutions as it helps
with additional threat detection, data integrity, and system resilience in real-time. AI offers sophisticated anomaly
detection and prediction analytics, and blockchain delivers decentralized and tamper-proof insurance over device
communication and exchange of information. Edge computing enables low-latency character processing by distributing
and moving the computational workload near the devices. The ZTA enhances security by continuously verifying each
device and user on the network, adhering to the “never trust, always verify” ideology. The present research paper is a
review of these technologies, finding out how they are used in securing IoT ecosystems, the issues of such integration,
and the possibility of developing a multi-layered, adaptive security structure. Major concerns, such as scalability,
resource limitations, and interoperability, are identified, and the way to optimize the application of AI, blockchain, and
edge computing in zero-trust IoT systems in the future is discussed.

KEYWORDS: Internet of Things (IoT); artificial intelligence (AI); blockchain; edge computing; zero-trust-architecture
(ZTA); IoT security; real-time threat detection

1 Introduction

The Internet of Things (IoT) has dramatically changed the way devices communicate, making it easier
for physical objects to interact with virtual environments. However, the rapid expansion of IoT networks,
which now involve billions of devices interconnected across various networks, has introduced significant
security challenges. One of the biggest issues is that some of these IoT devices, especially those designed
so far, lack high-security levels or inherent security. As an example, research conducted by the European
Union Agency for Cybersecurity (ENISA) in 2020 notes that approximately 70% of IoT devices are affected
by security threats, and many of these vulnerabilities are linked to their poor design or insufficient security
features [1,2]. The scale, diversity, and sophistication of current IoT security requirements have rendered
current models of centralized security inadequate. Models are typically designed with a focus on centralizing
information, making them susceptible to single points of failure, delays, and scalability issues when managing
millions of instruments across various networks. In 2016, the Mirai botnet exploited the insufficient security
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of IoT devices, leading to what is believed to be one of the largest distributed denial-of-service (DDoS)
attacks in history, which took down popular websites like Twitter and Netflix [3]. This type of incident is
believed to exemplify the inadequacy of centralized security models to cope with the dynamism and scale of
the IoT ecosystems. These issues have prompted the emergence of decentralized security infrastructures that
incorporate blockchain and edge computing applications along with Al-based threat detection. Blockchain
offers a viable system of securing IoT data since the transactions are verifiable and transparent, as there is no
way of altering the data. As an example, blockchain technology has been considered in healthcare regarding
secure medical record sharing; the medical records could not be changed since this would bypass the
security and transparency characteristics of blockchain [4,5]. Edge computing is considered a complement
to blockchain, as it helps move the computing part closer to IoT devices, thereby decreasing latency and
limiting the locations of failure. This is particularly important for applications with low latency, such as
autonomous vehicles, where decisions must be made in real time. As an example, edge computing enables
autonomous cars to compute data internally, making faster decisions and reducing reliance on centralized
cloud servers, which introduce unacceptable delays [6,7]. The other IoT security emerging model is the ZTA,
which is based on the following maxim: “never trust, always verify”. Unlike traditional security models, which
presume trust within a network perimeter, ZTA requires regular authentication and validation of all users and
devices attempting to access the network. This model works very well in the IoT ecosystems where devices
are typically communicating over distributed networks all the time. The scenario of incorporating ZTA into
blockchain enables IoT systems to employ a dual-layered protection strategy, where every transaction is
registered and permanently stored on the blockchain, thereby enhancing the integrity and traceability of
interactions [8,9].

In recent years, a combination of Al, blockchain, and Zero-Trust Architecture (ZTA) in IoT security
systems has become an area of increased study among professionals. Al specifically machine learning (ML),
is employed to detect anomalies quickly and perform predictive analytics, enabling real-time adaptation and
overcoming of changes. Indicatively, Al-enabled systems in smart homes monitor atypical activity patterns
that can lead to breaches, e.g., abnormal energy use, or unauthorized access, to identify and prevent possible
violations before they materialize [10,11]. Blockchain augments these Al-based systems by decentralizing
verification procedures, in which every decision of the AI model is safely stored and trackable. This
distributed setting ensures that unauthorized activity cannot pass without being noticed. Nevertheless, the
interplay of these technologies has also been hindered by several challenges, including scale, interoperability,
and resource limitations. Many IoT devices are resource-limited and may lack the processing power required
to run blockchain and AI applications. For instance, a standard IoT device often lacks sufficient CPU,
memory, and power to support a battery, making it challenging to implement computationally intensive
blockchain protocols and AI models. Alternatively, the latest developments in edge computing technology
are striving to overcome these security issues by reallocating the processing load among numerous devices
placed at the edge of the network. There are also new blockchain protocols that are designed to operate
in IoT environments. To ensure high-level security, these protocols are built to be ultra-specific with low
resource requirements [12]. Recent research has focused on lightweight blockchain protocols in IoT devices
in the Journal of IoT Security. It has been shown that lightweight blockchain protocols are set to decrease the
overhead caused by such IoT protocols at the expense of performance security [13]. The road to IoT ecosystem
security is now concentrated on the embracement of Al, blockchain, and ZTA as a way of establishing a
nimble and responsive security infrastructure. The necessity to have security models that dynamically adjust
to new threats becomes even more urgent as the variety of IoT networks continues to grow. This review
addresses recent works in this direction, highlighting gaps and future research on integrating AI, blockchain,
and ZTA to enhance IoT infrastructure security [14,15]. Fig. 1 illustrates the key components of the IoT
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network and how Al, Blockchain, Edge Computing, and ZTA work synergistically to create a secure, resilient
IoT ecosystem.
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Figure 1: Multi-Layer IoT architecture with blockchain, Al and cloud integration components

1.1 Motivation

The deployment of Internet of Things systems in infrastructure areas, including smart cities, healthcare,
transportation, and industrial plants, has increased the necessity of effective cybersecurity mechanisms.
The IoT devices are implemented on a massive scale, making them easily prone to cyber-attacks, despite
their security features being underdeveloped. For instance, a 2017 ransomware attack on the NHS in the
UK disrupted access to healthcare services, while cyber-attacks on connected cars have enabled remote
control over vehicles. In transportation, cybercriminals have unlawfully intruded on innovative traffic
systems, posing a safety risk. The extent of disruption that can be caused by one compromised device in
the IoT systems is significant due to interconnectedness. The recent cyber-attack on the water treatment
plant in Florida indicated the potential rise in breaches on interdependent networks, which can affect the
infrastructure in general. Centralized traditional models of security are insufficient to address the dynamic
and changing nature of these threats, as evidenced by outdated firewalls that fail to identify new attack vectors
in real-time. Possible solutions to these problems are AI, blockchain, and edge computing. AI will be able to
foresee and react to emerging risks, whereas blockchain will offer decentralization of data transfer, making
it safer and more transparent. Edge computing decreases latency by processing the data near the IoT device,
which is critical in real-time applications, such as driving an autonomous car or industrial IoT. ZTA also
provides a higher level of security due to the continuous authentication process of the devices and users.
It thus ensures that there is no unauthorized access. IoT networks incorporate blockchain, Al, and Edge
computing, paired with ZTA to be more resilient, scale to meet modern cyber threats, and operate securely
in areas of high risk to society, such as healthcare, finance, and transportation.
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1.2 Methodology

This section specifies the research methodology that will be utilized in reviewing the implementation
of Al blockchain, edge computing, and zero-trust architectures in IoT cybersecurity platforms. The main
aim of the review is to develop thorough knowledge of the capabilities of such technologies in enhancing
security systems of the IoT-based networks, emphasizing the capacities of these technologies to counter the
emerging cyberattacks and to boost system resilience. The methodology is organized so that it could answer
the following research questions:

« RQI: What are the current cybersecurity threats to IoT systems, particularly in decentralized and
dynamic environments?

« RQ2: How can Al blockchain, and edge computing be integrated to mitigate these cybersecurity risks
in IoT ecosystems?

« RQ3: What are the challenges and limitations associated with implementing these technologies in IoT
security frameworks?

«  RQ4: How do zero-trust architectures enhance the overall security and adaptability of IoT systems when
combined with Al, blockchain, and edge computing?

A systematic literature review search was conducted to address the research questions by using well-
established, peer-reviewed literature databases (Web of Science, Scopus, Google Scholar, IEEE Xplore, and
Science Direct). The search strategy was detailed to make sure that the chosen studies encompassed the latest
and most appropriate literature. The works published after 10 years were filtered out to maintain the currency
of the reviews with the current developments and trends in IoT security. The relevant articles were identified
with the help of a set of keywords, such as the following: IoT security, AI-driven cybersecurity, blockchain
in IoT, edge computing in cybersecurity, and zero-trust architecture. The literature selected through these
keywords was explicitly related to the nexus of these technologies and their application in ensuring the
security of the IoT. The 150 studies have been identified in terms of their relevance to the research questions
and their contribution to the knowledge of AI, blockchain, edge computing, and zero-trust security in IoT
ecosystems. It has been ensured that both conceptual inventions and practical findings are supported by
rigorous screening to determine whether the studies provide empirical or theoretical contributions. The
process of selection entailed abstract, full-text, and methodology review to establish the appropriateness of
the studies to the review. Exclusion criteria were established to ensure the quality and relevance of the studies.
Some articles were too old (published over 10 years ago), or the analysis was not seriously done on them.
Also, observations with methodological limitations or those that did not discuss the main themes of the
review (Al-based threat detection, blockchain in decentralized security, real-time data processing based on
edge computing, and the introduction of Zero-Trust-Architecture into the context of IoT) were excluded.
The selected studies were subsequently divided into several central themes, using the contribution that they
made to the field as a basis for categorization: Al-based threat detection, decentralized IoT security via
blockchain, edge computing to process data in real-time, and the Zero-Trust-Architecture applied to IoT
security. This practice ensured the literature review was extensive, providing a solid basis for establishing
the current state of the research and demonstrating how new technologies can enhance IoT security. Table 1
presents a summary of the significant academic databases utilized in the systematic literature review of
this study. These databases, Web of Science, Scopus, Google Scholar, IEEE Xplore, and ScienceDirect, have
been chosen because of their wide coverage of scholarly work in IoT security, Al, blockchain, and edge
computing. In turn, these databases have distinct strengths, including technical depth, multidisciplinary
scope, and comprehensive indexing of grey literature. They allowed a wide range and variety of high-quality
and recent studies.
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Table 1: Overview of academic databases used for the systematic literature review on IoT security technologies

Database name Description Special focus
Web of Science A comprehensive database with over Includes Springer journals.
100 million scientific articles.
Scopus A multidisciplinary bibliographic Broad academic scope,
database covering over 71 million includes Springer journals.
scholarly items.
Google Scholar A search engine that indexes scholarly  Inclusive of diverse sources,
literature from across the web. both formal and informal.
IEEE Xplore A database focused on engineering Strong in technical fields;
and computer science articles. includes Springer content.
ScienceDirect A multidisciplinary database featuring Empbhasis on scientific
articles from top academic publishers  research; includes Springer.
globally.

1.3 Contribution

This review makes several significant and original contributions to the field of cybersecurity in IoT

ecosystems, particularly through the synergistic integration of Artificial Intelligence (AI), Blockchain, Edge
Computing, and ZTA. The main contributions of this review are as follows:

This review provides an in-depth examination of how Al Blockchain, and Edge Computing seamlessly
integrate to address the complex security challenges faced by IoT networks. It explores the unique roles
of each technology Al in real-time threat detection, Blockchain for decentralizing authentication and
ensuring data integrity, and Edge Computing for reducing latency and enhancinglocal decision-making,
and how their complementary functions strengthen the overall security of IoT systems. This analysis
is crucial for advancing the understanding of how these technologies can work together to protect IoT
ecosystems in decentralized environments.

The review identifies and highlights the technical challenges that arise when deploying these technolo-
gies in resource-constrained IoT systems. These challenges include computational limitations, scalability
issues, and the need for real-time data processing. In response, this review discusses practical solutions,
such as the development of lightweight blockchain protocols, the use of distributed AI models, and the
optimization of edge computing to enhance efficiency and performance in IoT networks. By presenting
these solutions, the review provides valuable insights into how to overcome key barriers to implementing
Al blockchain, and edge computing in IoT security frameworks.

One of the key contributions of this review is demonstrating how ZTA can be seamlessly integrated with
Al and Blockchain to enhance the overall security and resilience of IoT networks. By enforcing the “never
trust, always verify” principle, ZTA ensures that every interaction within the IoT network is continuously
verified. This review outlines how ZTA enforces continuous authentication and authorization for both
devices and users, thereby preventing unauthorized access and improving system resilience against
cyberattacks. The integration of Al for real-time threat detection and blockchain for secure data
verification creates a robust and adaptive security model for IoT environments.

The review offers insights into future research directions by identifying emerging trends and integration
strategies for these technologies. These include the development of advanced Al algorithms for real-
time threat detection, the application of blockchain in securing autonomous devices, and the potential
of Edge AI for decentralized processing. The exploration of these future trends lays the groundwork for
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innovative solutions to the evolving security challenges in IoT ecosystems. The review encourages future
research into these cutting-edge technologies and how they can be further optimized for IoT security.

By focusing on these key areas, this review not only contributes to the current body of knowledge but
also lays a solid foundation for future research and real-world applications. It highlights the critical role of
AT, Blockchain, Edge Computing, and Zero-Trust Architecture in building secure, scalable, and resilient IoT
ecosystems. In doing so, it sets the stage for the next wave of cybersecurity solutions for IoT networks.

1.4 Organization

In this research study, the following sections are divided, which jointly give a detailed review of
next-generation cyber defense strategies in IoT security. Section 1 will highlight the need to integrate Al,
blockchain, edge computing, and zero-trust architectures to address emerging threats in the IoT domain
effectively. Section 2 presents the literature review of the state of current studies about the shortcomings of
the traditional cybersecurity frameworks and their relevance in terms of adaptive, decentralized security
approaches to IoT systems. In Section 3, a discussion is held on how Al, blockchain, and edge computing
can strengthen IoT security through the detection of real-time threats, increase stability, and ensure data
integrity. In Section 4, we shall look at the application of zero-trust architectures (ZTA) to these technologies
to provide continuous verification and protection within an IoT network. Section 5 presents issues with
the implementation of these technologies, such as computational limitations and scalability problems.
In Section 6, the authors explain why zero-trust IoT security is implemented using Al blockchain, and edge
computing, and what the synergistic benefits of these technologies are in securing the IoT ecosystem against
security challenges that are specific to IoT. Section 7 proposes avenues of future research, whereas Section 8
assesses the effect of these technologies on the security frameworks of IoT. Section 9 ends with an overview of
significant findings and suggestions on where future research on the study should be directed. This structure
will make the flow of ideas logical. It will offer readers not only an overview of an analytical process but also
valuable insights into enhancing cybersecurity in IoT.

2 Related Work

To date, there has been no comprehensive review that integrates explicitly AI, blockchain, edge
computing, and zero-trust architectures to address IoT cybersecurity challenges. Although individual studies
have explored the security role of these technologies in IoT, none have combined them into a unified
framework for understanding how they can collectively enhance IoT security. Several studies have provided
overviews of Al in cybersecurity, focusing particularly on its potential for threat detection and anomaly
recognition [16,17]. However, these studies primarily focus on conventional Information technology systems
and do not address the unique requirements of IoT systems, such as real-time processing needs and the
constrained computational resources of IoT devices [18,19]. The real reason behind this disjuncture is that IoT
systems are both distributed and resource-constrained, meaning that they need security mechanisms that are
fundamentally different than those employed in more traditional IT infrastructures [20,21]. Comparatively,
blockchain studies in IoT security have emphasized its capacity to deliver data integrity, decentralized
authentication, and secure data exchange [22,23]. Nevertheless, most of these studies have been reduced
to targeted applications such as supply chain management or device authentication [24,25]. This selective
emphasis is restrictive to the broader adoption of blockchain in securing dynamic and distributed IoT
environments. The implication is that the potential of blockchain as a more integrated security solution,
when paired with AI and edge computing, is not yet fully explored. The literature on edge computing
emphasizes its ability to reduce latency and bandwidth use by processing data closer to IoT devices [26-28].
However, many studies view edge computing as an isolated solution and do not explore its integration
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with AI and blockchain to enhance IoT security. This lack of integration reflects a missed opportunity to
develop a more robust, multi-layered security system. The implication here is that while edge computing
can alleviate some IoT challenges, its true potential lies in combining it with other technologies for a more
holistic approach to security. Research on ZTA points to its effectiveness in ensuring continuous validation
of all interactions, ensuring that default [29,30] trusts no device or user. However, most studies on ZTA in
IoT security are theoretical, focusing on the principles of the model without addressing its integration with
other technologies like AT and blockchain [31-33]. The underutilization of ZTA, especially in combination
with AT and blockchain, limits its application in real-world, dynamic IoT environments. The implication
is that a unified, adaptable security framework combining ZTA with AI, blockchain, and edge computing
could offer a more resilient defense against emerging threats. Moreover, the challenges related to scalability
and interoperability in IoT security are widely acknowledged. Theoretical papers addressing blockchain
scalability in IoT and the computational workload of Al emphasize the major constraints [34-36], yet the
solutions to the issues remain at the initial phase. These issues mitigated by including lightweight blockchain
mechanisms and distributed AI models [37-39]. The constraints are attributed to the nature of the IoT
devices, which are usually complex and diverse and do not have standardized security protocols, thus making
it difficult to come up with an integrated security solution capable of ensuring continuity and interoperability
of the various industries [40,41]. This review will provide these gaps by presenting a full comprehension
of how Al blockchain, edge computing, and Zero-Trust Architecture (ZTA) can be incorporated into IoT
security. It looks at why research is so varied, why certain applications or technology receive attention and
how this has affected the development of a unified and multi-layered security system on IoT. The collective
study of these technologies will help us define the direction of future research, which will help to create more
resilient, scalable, and adaptable IoT security solutions. Table 2 offers an extensive comparative evaluation
of the associated literature about the combination of AI, Blockchain, Edge Computing, and Zero-Trust
Architectures to IoT cybersecurity.
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3 The Role of Al Blockchain, and Edge Computing in IoT Security

Artificial Intelligence (AI), blockchain, and edge computing are ever-changing technologies that have
radically changed IoT security models, allowing a very dynamic, decentralized, and intelligent security
architecture [42-44]. All of these technologies can overcome the most relevant security issues within the
IoT systems, i.e., scalability, real-time threat detection, data privacy, and optimal usage of computational
resources. I'ig. 2 shows an Al-strengthened blockchain-based approach to security in IoT of a smart city. It
illustrates how data sensed at the edge layer is processed to demonstrate legitimacy, blockchain approval,
and the detection of abnormalities, and then transfers these values to the cloud layer for storage. It has the
capacity to analyze the paths of events in real-time to verify questionable actions and sound security alerts.
This layered architecture is used to enhance the protection of information, integrity, and time responses to
threats in a Zero-Trust system.
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Figure 2: Al-enabled blockchain framework for smart city IoT security using edge and cloud layers

Al-Model

3.1 Artificial Intelligence (AI) in IoT Security

Artificial intelligence is necessary to detect threats and analyze abnormalities in IoT networks in real-
time. Conventional IoT systems, which rely on predefined security rules and signatures, are no longer
effective due to the rapid evolution of cyberattacks. Machine learning (ML) and deep learning (DL) models
are Al-based systems capable of processing large volumes of data generated by IoT devices in real time
and identifying patterns and anomalies that can be indicative of a security breach [45,46]. Compared to
traditional systems that are built around rules, these models are flexible and can evolve to identify emerging
risks, which makes them more efficient. AI was also used to detect anomalies through traffic patterns and to



Comput Mater Contin. 2025;85(3) 4317

detectirregularities in the processing of JSON that could indicate malicious intent. To detect zero-day attacks,
emphasis is no longer on signature-based detection, but on methods such as unsupervised learning and
clustering algorithms. The predictive and detection capabilities to identify potential threats before they have
fully evolved lead to the opportunity to intervene proactively, which can reduce the effect of a cyberattack
on IoT systems [47]. Moreover, Al automation will reduce the need for human involvement in monitoring
and responding to threats, enabling security systems to detect and react to potential events promptly. Since
IoT networks consist of large amounts of data, Al-based intrusion detection systems (IDS) will be suitable
to process large volumes of data to identify abnormalities in real time [48].

3.2 Blockchain for Decentralized IoT Security

Blockchain offers a decentralized and irreversible platform that enhances the security of IoT systems,
where the information cannot be interfered with or altered without central authorization. In its simplest
form, blockchain is based on a distributed ledger (DLT), which forms a transparent and trustless network
encompassing IoT devices capable of securely sharing data. Blockchain immutability implies that once
data is placed on the ledger, it cannot be altered or removed [49]. Device authentication is one of the
main applications of blockchain in IoT security. The distributed ledger can provide a unique identifier to
every device on the IoT network, enabling checking of the authenticity of a particular device before it
communicates with the network [50]. This process significantly reduces the risk of unauthorized or malicious
devices gaining access to the network. Also, the security protocols may be automated by the use of smart
contracts, which are self-executing contracts, where the terms of an agreement are directly or implicitly
defined in their code, and therefore ensure in real-time that the security policy is followed, removing the
human element of error. Blockchain also increases data privacy since the communication between the IoT
devices is cryptographically secured. Blockchain is decentralized and can thus limit the effects of single-
point failures, which are often attacked in a centralized system [51]. Moreover, the blockchain’s decentralized
nature presents the benefit of making all data transactions accessible, which is also helpful for auditing and
forensics after an incident.

3.3 Edge Computing for Low-Latency IoT Security

Edge computing boosts IoT security by bringing data processing closer to where the data is generated,
which helps reduce latency and bandwidth demands typically associated with cloud-based systems. In
traditional IoT setups, data is sent to the cloud for processing, often leading to significant delays and
potential security risks, especially for sensitive data. By shifting data processing to the IoT devices themselves,
edge computing enables real-time threat detection and rapid response, improving the ability to detect and
address security issues as they arise [52]. IoT systems can reduce sensitivity to latency in security concerns
by offloading the data processing at the edge, opening up many possibilities in deployment to areas such
as autonomous vehicles and healthcare monitoring, in addition to smart cities, where the safety of life
applications cannot go more than a few seconds without deciding [53]. With edge computing, security
attacks can be identified and thwarted virtually in real-time, without any necessity to deliver data to a
central machine. The possibility to distributing the computational load among several edge nodes is another
advantage of edge computing, making it more straightforward to scale IoT networks without jeopardizing
security. The edge devices can analyze threats at the local level and send only essential information or security
warnings to central servers or blockchain networks for processing. This also applies to data privacy, where
sensitive information will be restricted in the local network [54].
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3.4 The Synergy Between Al Blockchain, and Edge Computing

Such a complex of AI, blockchain, and edge computing will provide a secure and versatile system
of security measures to IoT environments. Security systems with implemented AI can be made smarter
by predicting and identifying threats in real-time. The blockchain can be utilized due to its immutability
and decentralization options, which help preserve data integrity and ensure secure data transfer among
various devices. By enabling local data processing, edge computing enhances the efficiency of both Al and
blockchain, reduces latency, and significantly increases the system’s scalability and resilience to threats [55].
Blockchain and AI complement each other, as the former can be applied to identify anomalies, while the latter
ensures the safety and openness of data. About minimizing the risks posed by its security, smart contracts can
automate the security approach (i.e., threat identification) based on AI threats today, which creates a more
reactive and self-sustainable IoT security system. Additionally, utilizing edge computing to decentralize data
storage and processing helps mitigate scalability and resource-constrained issues associated with deploying
AT and blockchain on resource-limited IoT devices [56]. Collectively, the technologies have been shown to
address the issue of scalability, real-time processing, and security of data in a resource-limited IoT system to
form a complete picture of security frameworks within distributed IoT systems, which guarantees integrity,
confidentiality, and the availability of data transmitted through distributed IoT networks.

4 Zero-Trust Architectures (ZTA) for IoT Security

ZTA represents a revolutionary shift in cybersecurity, moving beyond perimeter-focused security
models. Devices and users within a network perimeter, such as within an organization’ firewall, in a typical
security system, are deemed as trusted. In contrast, entities outside the perimeter, such as the external users
or devices, are considered untrusted. The model functions on the premise that threats are all external, and
thereafter, a device or user within the network is trusted [57]. Contrarily, Zero-Trust-Architecture operates
under the principle of a flawed trust, maintaining verifications. This implies that no single device, user, or
system, both within and without the network perimeter, is necessarily trusted. Access to the network is
continuously authenticated on every action or request, and his/her whereabouts are irrelevant. This enables
the eradication of threats posed by attackers who may infiltrate the network through the lateral trust of
devices or individuals already within it. As shown in Fig. 3, Zero Trust Security is based on foundational
principles and emphasizes the need to secure all elements of an organization’s digital environment. The
model allows access control and the verification of zero trust, and has six security zones: infrastructure, data,
networks, identities, devices, and applications. The implementation of this entire strategy establishes that
the ideology of never trust, always verify should be used to help protect the organization against internal or
external attacks.

Zero-Trust Security Model

Infrastructure
Security

Application
Security

Device

S ’ @ Data
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Figure 3: Core components of zero trust security framework
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4.1 Why Zero-Trust-Architecture (ZTA) Is Critical for IoT Security

The Internet of Things (IoT) presents significant cybersecurity challenges. IoT devices encompass a
wide range of connected objects, from smart home appliances to critical infrastructure elements like medical
equipment and industrial sensors [58]. Many of these devices have limited computational resources, making
them particularly vulnerable to attacks. Additionally, IoT devices often operate in a decentralized manner
and can span multiple network boundaries, which renders traditional perimeter-based security models
ineffective [59]. In this context, Zero-Trust Architecture (ZTA) offers a strong alternative by emphasizing
continuous verification of all devices, including users, regardless of their location. This approach ensures that
security is maintained throughout the IoT network. The zero-trust model works efficiently in IoT ecosystems
where many devices connect all the time and share information, as interruptions of possibly unauthorized
access can occur. The practice of demanding constant authentication of each device’s credentials and
permissions, as encompassed by ZTA, prevents a prospective hacker from freely navigating the network of the
honeycombed device, even after gaining access through one of their targeted compromised devices [60,61].
Consider an innovative house network, where a smart thermostat has compromised controls. ZTA would
prevent attackers from gaining control over additional, more sensitive devices, such as security cameras or
personal computers.

4.2 Core Components of ZTA for IoT

+ Identity and Access Management (IAM): The core of Zero-Trust Architecture (ZTA) lies in Identity
and Access Management (IAM). In the Internet of Things (IoT), both devices and users must have
a digital identity that is continuously authenticated [62]. During this process, the credentials of all
devices are verified before granting access to any network resource. Unlike traditional systems, where
credentials are only checked during login, ZTA requires continuous monitoring and re-authentication
of credentials [63]. This is especially important in IoT environments, where devices often connect and
disconnect from the network. Technologies like blockchain further strengthen ZTA’s Identity and Access
Management (IAM) systems. Blockchain provides a decentralized ledger that securely records every
access attempt and its validation. Actions such as a user logging in or a device requesting data are
permanently logged on the blockchain [64]. This creates an auditable history of all communications,
allowing any unauthorized interactions to be traced and analyzed to improve future security measures.

« Continuous Monitoring and Behavioral Analytics: In Zero-Trust Architecture (ZTA), security is
dynamic, not static, with constant monitoring of all activities within the network. Every transaction,
data exchange, and interaction is tracked in real time, enabling immediate responses to any unusual or
unexpected behaviors [65,66]. This ongoing verification is particularly critical for IoT devices, which
regularly operate in a decentralized environment. Machine learning and Al are integral to this process.
By leveraging these technologies, it’s possible to identify abnormal behavior patterns that may indicate
a security breach. Al-driven systems can detect anomalies within the large datasets generated by IoT
devices, enabling quicker identification of potential threats and enhancing the overall security of the
network [67,68]. As an example, say that there is an Al system controlling a system where certain types
of devices usually send data at a specific rate and at a particular time; these devices start sending vast
quantities of data that are not within normal parameters, which will be detected as suspicious by the Al
system. Such active decision-making will help to identify security risks even before they show signs of
a breach.

« Micro Segmentation: Partitioning the network into smaller, isolated segments is a key aspect of Zero-
Trust Architecture (ZTA). Each segment is equipped with its own security measures, so if one device is
compromised, the attacker cannot easily access other parts of the network without undergoing stringent
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checks. Micro-segmentation is especially critical in IoT environments, as it limits an attacker’s ability
to move across a distributed network of devices. For example, in a smart city, traffic light sensors and
utility management devices are spread out across different locations. A breach of one device doesn't
automatically jeopardize the entire network [69]. ZTA enhances security by isolating devices in distinct
spaces, making it much harder for an attacker to gain access to the whole network [70].

o Implementation: Micro-segmentation in the framework of the IoT environment implies the divi-
sion of virtual network areas, where individual policies are set and access control methods are
introduced. An example would be putting smart home devices such as thermostats in one zone, and
critical infrastructure sensors such as water treatment facilities in another, a lockdown zone [71].
The risk is mitigated by continuously verifying the network boundary of each segment; therefore,
even when one of the devices has been breached, the breach is prevented.

o Use Case: In the case of a smart city, the separation of traffic light sensors can be between sensors
that belong to the public utility. In case an attacker accesses the traffic management system, they
cannot easily access the water or electricity control systems, which are the public utilities. Micro-
segmentation ensures that a breach on a particular segment is not unleashed across the whole
infrastructure, leaving essential systems safe.

o Least Privilege Access: The other important aspect of Zero-Trust-Architecture (ZTA) is the principle of
least privilege, limiting the access of devices and users to only the required minimum to fulfill their roles.
In an IoT environment, this implies a scenario where every device or user acquires only those privileges
necessary for their operation. For instance, a smart home would not grant a security camera access to the
homeowner’s personal information or control over other devices unless authorized. This severely limits
the chances of malicious users utilizing needless access privileges [72-74]. In Zero-Trust Architecture
(ZTA), access is continuously reviewed and updated based on real-time behavior. If a device exhibits
behavior that suggests it is compromised, its permission to be accessed can be reduced or removed,
thereby preventing further damage.

4.3 ZTA Integration with Blockchain and Al in IoT

The security model of a ZTA builds on the decentralization of Blockchain, where all transactions,
access requests, and authorizations are logged and verified on an unrevivable ledger [75]. This decentralized
verification lends legitimacy to ZTA by making all IoT device transactions auditable and tamper-proof, which
is essential for establishing trust and security. The transparency and continuous updating of blockchain
records provide real-time audit trails, which are crucial to the Zero-Trust principle that no internal networked
device should be trusted by default. Every access and interaction with each device is meticulously tracked,
creating a verifiable chain of actions within the IoT network. This setup makes it easy to detect and trace any
security breaches, ensuring that all activities can be thoroughly monitored and analyzed for potential threats.
In the IoT environment, where it is necessary to verify millions of devices, decentralized authentication is
crucial. Blockchain supports this since every IoT device is supposed to have its own digital identity, which
is registered in the blockchain ledger digitally. This identity could not be compromised once it had been
authenticated, and therefore, it was argued that only authenticated devices had access to the network [76,77].
For instance, sensors, traffic lights, and surveillance cameras can be classified as IoT devices, each identifiable
by a unique identifier that is then indexed in the blockchain within a smart city. After this identity is
confirmed, the device is allowed to communicate with other devices and systems. Any unauthenticated
device attempting to enter the network will be automatically flagged and blocked in the event of an attack.
Zero-Knowledge Proofs (ZKPs) have the potential to improve the authentication process implemented with
the help of blockchain in a way that a device can demonstrate its identity without providing any sensitive
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data. Using ZKPs, devices can verify that they satisfy particular criteria and to identify themselves without
revealing superfluous information. To give a few examples, a device can demonstrate that it is entitled to
connect to the network without divulging details about its specification and previous interactions. This
approach maintains privacy and, at the same time, offers secure authentication, which is one of the main
characteristics of Zero-Trust Architecture (ZTA). With immutable blockchain combined with decentralized
authentication and the privacy-enhancing features of ZKPs, ZTA establishes a strong validation mechanism
that prevents unauthorized devices to gaining access to the network. In addition to being a ledger of
authentication information, the blockchain ledger helps to guarantee that once a device identity has been
verified, it will never be changed or replicated, which offers an immutable history of all devices and operations
within the IoT systems. The additional security and privacy provided by using ZKPs enable devices to
authenticate without disclosing any unnecessary information. This upholds the original idea of Zero-Trust:
never trust, always verify.

4.3.1 AT’s Role in ZTA Integration

Artificial Intelligence (AI), particularly machine learning (ML), plays a vital role in continuous moni-
toring and behavioral analytics within the Zero-Trust Architecture (ZTA) model. While blockchain handles
identity verification and transaction validation, AI provides the intelligent analysis needed to detect and
respond to potential security threats in real-time [78]. As IoT devices generate large volumes of data, Al
algorithms are trained to recognize the standard behavior patterns of each device. When an anomaly occurs,
it could indicate a possible security breach. ZTA leverages Al to monitor the activities of IoT devices,
comparing them to established baselines to detect irregularities that may signal an impending threat. In case
an anomaly (device unexpectedly sends data to an untrusted endpoint or executes some actions that are
not provided by its functionality) is identified, AI may flag the suspicious behavior instantly. This real-time
mode of detecting anomalies enables a quick response in cases of rising threats, hence any possible breach
is countered before it develops further. When it comes to AI-driven systems, even automated actions, like
blocking or quarantining the compromised devices, can be part of the process to prevent lateral movement
of the attackers on the network.

4.3.2 Data Flow and Cross-Technology Security Verification

The combination of Zero-Trust-Architecture (ZTA), blockchain, and AI makes the delivery of data
through the system as seamless as possible, with all the mentioned technologies interacting in mutually
beneficial roles in providing security:

« Device Registration and Authentication: During the ingress of a new connected device into the
IoT system, the blockchain does the authentication of the device by verifying its digital identity via
decentralized verification. The blockchain ledger contains the devices identity, which cannot be altered,
and it can only access the network upon verification.

« Continuous Monitoring: AI continuously monitors the behavior of the device on an ongoing basis after
validating the device. It develops standard behavior groupings of the device and contrasts activities with
the standards. If the device behaves suspiciously, such as attempting to communicate with untrusted
nodes or displaying unusual data patterns, the AI will immediately raise the red flag.

o Verification and Response: In case of an anomaly, the Zero-Trust-Architecture (ZTA) provides the
possibility to verify the device further, until sensitive operations are possible. Even after the initial access,
the system examines the authenticity of devices on an ongoing basis by using micro-segmentation and
access control policies, where only trusted devices can perform a particular action. In a situation where a
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device is deemed compromised, Al can trigger a response (e.g., quarantine the machine), and blockchain
provides a record of the event, which cannot be changed.

« Audit and Transparency: All interactions, whether legal or illegal, are recorded on the blockchain
ledger. This creates an open and immutable audit trail that security teams can review at any time. Since
blockchain is decentralized, there is no central authority controlling the logs, ensuring that they cannot
be tampered with. These records can be audited by any party that is authorized to access them, providing
transparency and accountability.

The integration of multiple technologies will create a dynamic security framework, where each tech-
nology supports the others. In this system, no device or user can bypass security measures without being
detected by another layer of technology. This approach allows the system to adapt to evolving threats while
ensuring transparency, accountability, and trust across the entire IoT ecosystem.

4.4 Edge Computing and ZTA Synergy

Edge computing enhances zero-trust architecture (ZTA) by bringing data processing closer to IoT
devices. Unlike the use of centralized cloud servers in transferring information, edge computing processes
information at the periphery of the network, thus allowing real-time responses to security risks [79,80].
Such proximity is fundamental to situations with time sensitivity, such as autonomous vehicles or other
devices that are critical to healthcare, whose delay of device credentials verifications can provoke disastrous
consequences. ZTA minimizes latency and network bandwidth by processing security checks at the network
edge, which enables faster threat detection and mitigation [81-83]. As an example, when the sensor of an
autonomous vehicle is compromised, edge computing allows isolating the compromised sensor without
waiting for the cloud-based servers to send a response.

5 Challenges and Limitations in Implementing Emerging Technologies

Emerging technologies like AI, blockchain, edge computing, and Zero-Trust Architectures (ZTA) have
significant potential when integrated with IoT security frameworks [84]. However, implementing such
technologies in real-life IoT poses numerous challenges and restrictions [85]. The key issues regarding
this topic are discussed as follows: namely, scalability, interoperability, computational constraints, real-
time performance, security, and energy consumption. Table 3 shows the major technologically daunting
issues in the implementation of Al, blockchain, and edge computing into the IoT security systems. It
groups the problems under six large areas, including scalability, interoperability, computational constraints,
latency and real-time processing, security and privacy-related concerns, and energy efficiency. Each row
highlights the uniqueness of these issues in terms of their impact on the corresponding technologies,
particularly in resource-constrained, heterogeneous, and large-scale IoT environments. The table can aid in
the interpretation of limitations that should be overcome to have an effective and sustainable IoT.

Table 3: Challenges in implementing emerging IoT security technologies

Challenge area Technology Key issues

Scalability Al High computational demands from large data
volumes affect scalability, limiting its applicability
in large-scale IoT environments.
Blockchain The distributed nature of blockchain limits
transaction throughput, which can become a
bottleneck in large IoT deployments.

(Continued)
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Table 3 (continued)

Challenge area

Technology

Key issues

Interoperability

Computational
limitations

Latency &
real-time
processing

Security & privacy
concerns

Edge Computing

Al

Blockchain

Edge Computing

Al

Blockchain

Edge Computing

Al

Blockchain

Edge Computing

Al

Blockchain

Managing and synchronizing distributed edge
nodes becomes increasingly difficult as the number
of IoT devices grows.

Diverse device specifications and communication
protocols complicate the deployment of AI models
across heterogeneous IoT systems.

Lack of protocol standardization across IoT devices
hinders seamless blockchain integration in various
IoT systems.

Proprietary communication protocols between
edge devices limit interoperability, making it
difficult for edge nodes to communicate effectively.
Deep learning models are resource-intensive,
making them unsuitable for low-power IoT devices
with limited computational capabilities.

The high resource demand for transaction
validation in blockchain networks is often
unsuitable for IoT hardware with constrained
resources.

Balancing the processing load across edge devices is
challenging, especially when devices are
resource-constrained and require real-time
processing.

AT models can introduce processing delays, which
are problematic for time-sensitive IoT applications,
such as autonomous vehicles or smart healthcare.
Blockchain’s transaction verification process
introduces latency, which can be detrimental to
real-time IoT operations like industrial control
systems.

Ensuring real-time responsiveness across
distributed edge nodes is complex, especially in
large-scale IoT systems.

Al models are susceptible to adversarial attacks that
manipulate input data, posing significant security
risks to IoT systems.

The transparency of blockchain can inadvertently
expose sensitive data permanently, raising privacy
concerns in certain IoT applications.

(Continued)
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Table 3 (continued)

Challenge area Technology Key issues

Edge Computing Edge devices, being decentralized and often placed
in less-secure environments, are attractive targets
for cyberattacks, requiring robust security
protocols.
Energy efficiency Al AT’s energy demands can drain battery-operated
IoT devices, reducing their operational lifespan and
efficiency in energy-constrained environments.
Blockchain Blockchain’s consensus and validation mechanisms
consume significant energy, which may not be
feasible for battery-powered IoT devices.
Edge Computing Edge devices, by virtue of processing large volumes
of data, often suffer from high energy consumption,
necessitating improvements in energy efficiency for
sustainability.

In Fig. 4, a comparison was made over the IoT technologies of AI, Blockchain, and Edge Computing as
per the demands of the computational resources. Artificial Intelligence is a data analysis game that requires
extensive calculations. Blockchain is a highly intensive process that involves approving and recording
transactions. Edge Computing strikes a balance between these two aspects, maximizing local computing
power while minimizing energy consumption.

B3 Al
loT Requires substantial
Technology processing power for data
analysis.
000§

§8 :? Blockchain

Involves intensive transaction
validation and logging.

@ Edge Computing
Offers a balanced approach
with energy efficiency.

Figure 4: IoT technologies categorized by resource intensity requirements

5.1 Scalability

With IoT networks with billions of devices, security frameworks become more complex to scale.
Scalability presents a distinct challenge for Al systems when combined with blockchain or edge computing
in IoT applications.

o Scalability of AI: Systems based on Al assume that they process a large amount of data originating
from IoT devices, and in many cases, in real-time. The computational challenge rises exponentially
as the volume of linked devices increases, leading to data congestion, as well as a reduction of data
processing and threat detection capabilities [86]. The models of AI should handle the growing scale
without decreasing performance.

«  Blockchain Scalability: Achieving decentralized safe system data management, scalability may become
an issue with blockchain technology in large-scale IoT implementations since a distributed ledger
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limits transaction throughput. Specifically, public blockchains face challenges related to low speed and
efficiency due to the high computational costs associated with transaction validations [87]. There are
attempts to make blockchain protocols less demanding on resources through scaling solutions to be used
in IoT settings.

+ Edge Computing Scalability: Edge computing is being used to increase the distance data is processed
by moving it physically closer to the IoT device. Nevertheless, adding more devices to the network makes
it even challenging to spread the computational load across different edge nodes [88]. The process of
coordinating, managing, and securing interaction between these nodes while maintaining efficiency and
security remains a significant challenge.

5.2 Interoperability

Interoperability plays a crucial role in integrating various IoT systems and devices, particularly when
implementing Al, blockchain, and edge computing technologies within a decentralized environment. The
communication protocols, data processing formats, and information vary across most IoT devices, creating
difficulties when integrating them into a seamless communication framework.

« Al and Devices Compatibility: AI models used in maintaining IoT security need to be deployed
on numerous devices and support systems with various technical characteristics and protocols of
communication [89]. For successful implementations in security deployments, it is vital to ensure that
such Al-based systems can analyze and communicate with heterogeneous devices.

« Blockchain and Protocol Standardization: A blockchain implementation can be based on particular
standards, which are not necessarily compatible with the current IoT infrastructure. There are no
unified communication standards to facilitate blockchain-based systems of IoT security [90]. Without
cross-platform compatibility, using blockchain in IoT environments would remain fragmented and
challenging to implement.

« Edge Computing and Device Communication: Data processors on edge devices must be able to
connect seamlessly with the centralized cloud solution and other edge nodes. For edge computing to be
effectively deployed, smooth interoperability between these layers and the effortless exchange of data are
crucial [91,92]. However, the variety of internet-connected devices from different manufacturers, each
using its own proprietary protocols, makes integration more challenging.

5.3 Computational Limitations and Resource Constraints

IoT devices are inherently resource-constrained—they have limited processing power, memory, and
battery life. As a result, implementing resource-heavy technologies like AI and blockchain on these devices
presents a significant challenge.

o Machine Learning Algorithms and AI: Al models, particularly newer deep learning models, are
computationally intensive. However, most IoT devices lack the processing power to support such
demanding requirements, making them unsuitable for running Al-based security systems [93]. To
address this, researchers are working on developing lighter AT models and using edge computing to help
distribute the workload and ease the strain on these devices.

« Blockchain Overhead: It consumes a lot of computational energy to maintain a blockchain network,
especially in transaction validation and confirmations. This overhead cannot be supported very well
in IoT devices that typically lack sufficient storage and processing power. Even lightweight blockchain
protocols, such as those using off-chain solutions, are helpful to some extent, but their implementation
still lies at an early stage [94].
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« Resource Allocation: Edge devices have to make complex calculations with limited resources that are
at their disposal [95]. Real-time security analysis on top of energy consumption and processing capacity
is also a significant challenge for a resource-constrained IoT device.

5.4 Latency and Real-Time Processing

Time-sensitive IoT systems, such as those used in healthcare and self-driving vehicles, rely on real-time
processing. However, technologies like AI and blockchain, which offer significant security benefits, often
introduce latency issues, making it challenging to meet the real-time requirements of these systems.

o Al Processing Lag: Al-enabled threat detection systems process a lot of information in real-time to
reliably detect abnormalities and predict the occurrence of a security threat [96]. Although effective, such
processes may also cause delay, especially when the models used are deep learning models. In critical
setups like the autonomous vehicle system, even a slight delay in decision-making can lead to disaster.

« Blockchain Verification Latency: Such blockchain transaction validation needs time to distribute the
transaction information on the network, which poses a problem for real-time IoT security solutions [97].
Although blockchain guarantees information integrity, such a latency may be adverse to the prompt
reaction in high-stakes situations, i.e., industrial automation or emergency services.

« LowLatency Edge Computing: Low latency can be achieved through edge computing, since it processes
the data extremely close to the source, minimizing the number of times communication exists with
a cloud server [98]. Nevertheless, making a large-scale IoT network responsive in real-time is a
complicated task, particularly in managing a range of edge nodes.

5.5 Security and Privacy Concerns

The emerging technologies, in addition to improving the security of IoT, create new security and privacy
risks. New vulnerabilities can arise due to the complexity of Al, blockchain, and edge computing programs.

o Adversarial Attacks of AI Systems: Al models, and especially those applied in IoT, can be subject to
adversarial attacks, in which minor alterations in input data can make the AI system classify or make
an incorrect decision [99]. This weakness presents a serious threat in applications using Als to detect
anomalies and security problems.

« Blockchain Privacy Problems: While blockchain ensures data immutability and transparency, privacy
concerns can arise. The encrypted data stored on the blockchain is permanent and accessible to all
network participants, which means there’s a potential risk of sensitive data being exposed. Technologies
like zero-knowledge proofs and homomorphic encryption are being explored to enhance privacy, but
they have not yet been widely adopted [100].

« Edge Computing Vulnerabilities: Decentralization in data processing, brought about by edge com-
puting, increases the risk of vulnerabilities [101]. Each edge node operates independently, making it
a potential target for attackers. As a result, the security of data processed at the edge must be closely
monitored and encrypted with advanced methods to protect it from breaches.

5.6 Energy Efficiency

In many cases, IoT endpoint devices installed in remote or resource-constrained areas face energy
limitations. Implementing power-hungry technologies like AI and blockchain only worsens these challenges,
as they require more energy to function effectively.

o Al Energy Usage: Al systems, especially the latest deep learning models, are energy-intensive, requiring
significant power to process and analyze data [102]. IoT devices, which often rely on low battery
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power, may not be able to meet these energy demands over time [103]. However, using energy-efficient
Al models and leveraging edge computing can help reduce some of these demands, though further
optimization is still needed.

+ Blockchain and Energy Costs: Blockchain, particularly public blockchains, can be very energy-
intensive due to the transaction validation and consensus protocols involved [104]. These high-power
requirements clash with the low energy needs of IoT devices, highlighting the need for more energy-
efficient blockchain solutions that can work seamlessly in IoT environments.

« Edge Computing and Energy Trade-Off: While edge computing helps reduce the energy consumption
and costs associated with sending data to centralized servers, edge devices themselves are still tasked
with processing complex tasks locally, which can drain their energy resources. To ensure sustainable IoT
implementations, the key lies in using energy-efficient edge devices and algorithms [105].

6 Application of Al, Blockchain, and Edge Computing for Zero-Trust IoT Security

These combinations of Artificial Intelligence (AI), Blockchain, and Edge Computing in ZTA [106] offer
multiple layers of security that are both adaptive and decentralized and are effective in addressing some
security challenges inherent in IoT setups. Each of these technologies brings unique strengths to enhancing
IoT security. In this section, we explore how combining these methods can strengthen Zero-Trust security,
specifically in areas like smart homes, industrial IoT, and autonomous vehicles. Fig. 5 illustrates the key
components of a Zero-Trust security framework, emphasizing practices such as early integration of security,
continuous authentication, encryption, regular updates, policy enforcement, and user training.

INTEGRATE
SECURITY EARLY

ENCRYPT CONTINUOUS
DATA AUTHENTICATION
EVERYWHERE

Educate
& Train

REGULAR POLICY
UPDATES AND ENFORCEMENT
PATCHING
POLICY
ENFORCEMENT

Figure 5: Implementing zero trust in Al applications

6.1 AI for Real-Time Threat Detection and Response

AT plays a vital role in real-time threat monitoring and anomaly detection within IoT networks. The
dynamic nature of IoT, where cyber threats frequently emerge, makes traditional rule-based security systems
ineffective over time. By leveraging Al, particularly machine learning (ML) and deep learning (DL), these
systems can process large datasets generated by IoT devices and identify patterns or anomalies that may
signal potential security risks.
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Use Case Smart Home Security

Anomaly detection in smart homes driven by Al can monitor the behavior of devices like smart
thermostats, cameras, and locks. For example, if a smart lock that is typically used at night suddenly activates
during off-hours, Al could flag this as suspicious and immediately send an alert to the homeowner [107].

o Predictive Analytics: Al is also capable of predicting the possibility of a security breach based on
previous conduct. For instance, Al can identify abnormal behavior patterns in smart appliances and alert
homeowners to potential system attacks, such as botnet or data exfiltration attacks [108].

« Automated Responses: Anomalous responses to anomalies represent an Al-driven security measure
that can facilitate Zero-Trust. For instance, upon detecting an unauthorized access attempt to the smart
home device, the device can automatically be isolated from the network and the homeowner notified.
Such an automatic response does not require lots of manual involvement, and the reaction time is
faster [109].

6.2 Blockchain for Decentralized Security and Data Integrity

Blockchain offers a decentralized platform to secure Internet of Things networks, meaning the com-
pletion of any form of transaction involving IoT data transmission or device authentication is unalterable,
publicly viewable, and auditable.

Industrial IoT (IIoT) in Manufacturing Use Case

In the context of Decentralized Device Authentication for industrial IoT (IIoT), thousands of devices,
such as sensors, actuators, and controllers, are used to monitor and control manufacturing processes. Each
device can be assigned a unique digital identity on the blockchain, ensuring that only authorized devices can
access and interact with the IIoT network [110].

o Immutability and Transparency: Blockchain ensures that once data is recorded on the chain, whether
it’s temperature readings or machine performance data, it can’t be altered. This is especially valuable in
IToT environments, where maintaining data integrity is essential for safety and compliance. For example,
in a manufacturing plant, blockchain can track machine maintenance records in a way that prevents
tampering with the data, such as ignoring or altering maintenance procedures [111].

o Utilizing Smart Contracts with Scripts as Presented by Blockchain: smart contracts could be used to
automate security in industrial IoT. As an example, access control regulation may be implemented with
smart contracts that permit only devices with a given set of credentials to view sensitive manufacturing
systems or data [112], vice versa.

6.3 Edge Computing for Low-Latency Security

Edge computing enables real-time data processing by moving computing to the network’s edge, bringing
the computing system as close to IoT devices as possible. This is crucial for applications where response time
is critical for decision-making.

Autonomous Vehicles Use Case

o Processing of the Real-Time Data: Autonomous cars depend on the processing of real-time data to
make crucial decisions like identifying obstacles or traveling through traffic. The data collected using
cameras, sensors, and LiDAR is processed by edge computing, which helps reduce latency and enables
quick decisions before accidents happen or in response to a dynamically changing environment [113].

« Enhanced Edge Security: Processing is shared and spread over edge nodes, avoiding chances of a single
point of failure. Where autonomous vehicles are concerned, in case one edge node was damaged (e.g.,



Comput Mater Contin. 2025;85(3) 4329

the sensor node of a car), it is isolated and has no impact on the other nodes of the vehicle. This plays a
vital role in ensuring that attacks do not reach across the whole fleet of vehicles [114].

« DataPrivacyand Local Processing: Edge computing can also increase data privacy by locally processing
data that needs to be confidential, like passenger location or driving habits, without transferring it to a
central server and preventing data leakage [115].

6.4 Synergizing Al Blockchain, and Edge Computing for Zero-Trust IoT Security

Integration of Al, blockchain, and edge computing forms a robust and dynamic security ecosystem
for IoT systems, with each technology complementing the others in real-time, adapting to new threats, and
ensuring a secure environment.

Use Case: Smart City

« Al and Blockchain Synergy: Al can be used to detect abnormal behavior by IoT devices in a smart city
(such as traffic lights and sensors of public utilities), and blockchain can guarantee the security of all
data, which has to be stored and cannot be altered. Consider another scenario: Al detects suspicious
operations, such as an intelligent traffic sensor generating illegal data to be sent outside the network to
an external server. In this case, blockchain can create an immutable log of the transaction, making all
actions transparent and auditable [116].

« Edge Computing Enabled Technology: Edge Computing will be critical as it will enable raw blockchain
verification and AT analysis on the device level in real-time. An example in the smart city would be to
use edge nodes that process traffic sensor data locally to detect threats via AI, which is validated and
stored through blockchain in real time. This will minimize the use of one centralized cloud system in
case of high response rates and limit single points of failure risks [117].

« Adaptive Zero-Trust Model: In a collaborative effort of AI, blockchain, and edge computing, enabling
innovations to the Zero-Trust model in IoT networks is possible. AI constantly keeps checking the
devices and flagging potentially harmful activity, blockchain provides tried-and-true integrity and
traceability of any transaction, and edge computing enables real-time decision-making capabilities.
Collectively, they form an IoT ecosystem that is not only secure but also scalable and resilient, with the
capacity to react dynamically to emerging threats [118].

7 Why AI, Blockchain, and Edge Computing for Zero-Trust IoT Security

The integration of Al, blockchain, and edge computing into a ZTA provides a robust and adaptive
security framework for the Internet of Things (IoT). This approach addresses the limitations of traditional
cybersecurity models that struggle to handle the scale, complexity, and dynamic nature of modern IoT
networks. This section outlines why these emerging technologies are essential for implementing an effective
Zero-Trust IoT security model.

7.1 Dealing with Scalability and Decentralization

Currently, the growth of IoT networks is exponential; billions of devices are already communicating and
sharing data in a wide range of apps. The conventional centralized models of security will be unable to match
such a pace, and there will be bottlenecks and potential single points of failure [119]. To create a scalable and
decentralized IoT security framework, it is essential to apply Al blockchain, and edge computing.

« Al to Handle Data Masses: IoT connections yield vast amounts of data in real-time, and this in turn
becomes challenging to manage and analyze using conventional security measures. Al, especially the
machine learning algorithms, can effectively operate and analyze significant flows of data, detecting
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patterns and abnormalities that could point to the possible risk of security breaches. Artificial intelligence
can also scale as IoT networks grow in size and evolve alongside new data sources and types of
attacks [120].

o Decentralized Trust: Blockchain has a decentralized architecture, which makes it a perfect IoT security
mechanism. Blockchain spreads trust throughout the network as opposed to relying on a centralized
authority to authenticate devices and transactions [121]. This distributed system has no single point
of failure, allowing the IoT network to scale without compromising its security. Every transaction or
interaction is securely recorded on a distributed ledger, ensuring transparency and building trust within
the decentralized network.

« Edge Computing, a Way of Distributed Processing: Edge computing complements AI and blockchain
by decentralizing tasks and bringing them closer to the devices themselves. This reduces the need to
send data to a central server, improving scalability and lowering latency [122]. One of the key benefits of
edge computing is that security measures can be implemented directly at the edge, preventing network
overloads and enabling a quicker response to threats, especially in large-scale IoT networks.

7.2 Enhancing Real-Time Threat Detection and Response

IoT systems need real-time detection and prevention to ensure the safe operation of critical systems
like automotive, healthcare, and industrial control. By combining AI, blockchain, and edge computing, it
becomes easier to automate threat analysis, enable decentralized verification, and provide fast, localized
responses to potential issues.

o Artificial Intelligence in Proactive Threat Detection: Artificial intelligence can help identify potential
threats before they even happen, unlike traditional security tools that only respond after an attack occurs.
With AI-powered systems, threats can be predicted and detected in advance. IoT systems, for example,
analyze historical attack data and use that information to prevent future threats using machine learning
models. This ability for real-time detection is crucial in Zero-Trust environments, where devices and
data need to be continually validated [123].

« Blockchain Immutable Security Logs: Transparency and accountability are central to the Zero-
Trust model. The immutable blockchain ledger ensures a permanent record of all transactions and
interactions [124]. This boosts data reliability and helps with forensic investigations, allowing the security
team to trace the origin of an attack. Additionally, security policies can be automated through smart
contracts, and access controls can be applied instantly as new risks are identified, helping to mitigate
potential threats.

« Low-Latency Security through Edge Computing: The security solution may require millisecond-level
decisions, e.g., in self-driving cars or medical devices. By use of edge computing, these decisions can be
acted upon at the edge of the network, resulting in latency reduction by a significant margin [125]. Edge
computing enables IoT devices to respond in real-time to threats and security breaches by processing
threat detection and response locally, rather than relying on cloud-based solutions.

7.3 Overcoming Resource Constraints in IoT Devices

IoT devices have limited processing capabilities, as well as power, memory, and energy. The traditional
security solution is frequently not a feasible alternative to implement on such devices because of the
computational and energy costs. Edge computing, blockchain, and artificial intelligence provide more
scalable, efficient, and unique solutions to IoT devices.

« Al-Based Efficiency: Al may be designed to execute on energy-constrained, IoT-based devices. It is
possible to use a lightweight AI algorithm to analyze data, leveraging edge AI to identify anomalies
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locally without straining the device’s processing capabilities. This enables even the less powerful IoT
gadgets to enjoy sophisticated security features [126].

« Blockchain Lightweight Security: Blockchain is resource-intensive; however, newer blockchain pro-
tocols that are IoT-focused are resource-light and suitable for use on low-power devices. Methods
like sharding, off-chain transactions, and agreements such as Proof of Stake (PoS) eliminate the
computational overhead of the traditional blockchain models [127]. That way, IoT devices with limited
access to resources can join blockchain networks without depleting their processing power.

o IoT Data Local Processing: Edge computing can offload processing of intensive data tasks to neigh-
boring edge computers to spare IoT devices. Compared with the IoT nodes, these edge nodes are
more powerful in processing and storage capabilities, in that they can perform complex security
processing on behalf of the IoT devices, so that they are focused on their central operations [128]. Such
a decentralized system conserves the device’s resources and ensures the network has comprehensive
security protocols implemented.

7.4 Strengthening the Zero-Trust Model

The core principle of Zero-Trust Architecture is “never trust, always verify.” Every machine, participant,
and transaction within the network must continuously authenticate and validate itself. By combining AlI,
blockchain, and edge computing, this model is further reinforced, ensuring that all interactions are secure,
verifiable, and immutable.

o Permanent AI: Al plays a crucial role in providing continuous monitoring of network activity, ensuring
that no device or user is automatically trusted. Machine learning algorithms analyze network traffic,
device behavior, and data transfers in real-time, flagging any anomalies that deviate from normal
patterns [129]. This constant vigilance helps detect even the smallest security threats before they can
escalate into serious issues.

« Immutable Verification: Blockchain ensures tamper-proof verification of all transaction assessments
within the IoT network. Once data is written to the blockchain, it cannot be erased or altered, providing
an auditable record [130]. This is especially important in Zero-Trust environments, where continuous
verification is required, and no device or interaction is trusted by default. The transparency feature of
blockchain adds an extra layer of accountability, ensuring that every activity within the network can be
securely documented and traced.

+ Edge Computing and Real-Time Authentication: Edge computing takes the Zero-Trust model to the
next level by pushing authentication and access validation to the edge of the network, leading to real-
time decisions. This local verification ensures that only trusted devices and users can access critical
resources [131]. By eliminating delays in processing authentication requests, edge computing improves
the overall performance and efliciency of the Zero-Trust model.

7.5 Supporting Future IoT Security Requirements

As IoT systems continue to evolve, there will be an increasing need for adaptive, scalable, and secure
architectures, as these systems will have more opportunities to interact with each other and potentially
cause harm. Edge computing, blockchain, and Al are uniquely positioned to meet the growing demands of
tuture IoT networks, offering flexible security solutions that can adapt to emerging threats and technological
advancements. These technologies can help create security frameworks that evolve alongside the changing
landscape of IoT.

o Al in Evolving Threat Detection: Al systems are continuously learning and evolving, making them
well-suited for detecting new and evolving threats in an IoT environment [132]. As AI models become
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more advanced, they can be retrained with new data to tackle emerging challenges, helping IoT systems
stay ahead of an ever-changing threat landscape.

« Blockchain to Autonomous IoT Systems: The decentralized nature of blockchain makes it an ideal
solution for securing autonomous IoT systems, such as smart cities and industrial automation [133].
In these environments, where devices must operate autonomously and securely, blockchain provides a
transparent and trustless platform. It ensures that all activities are verifiable and unalterable, helping to
create self-sustained systems that can function without the need for centralized coordination.

o Edge Computing in IoT Growth: As IoT applications expand in areas like 5G, innovative healthcare,
and autonomous vehicles, edge computing will play a crucial role in ensuring low-latency and real-time
processing [134]. In these critical applications, edge computing improves the ability to respond quickly
to security threats by distributing security requirements across edge nodes, enabling faster and more
efficient threat detection and response.

8 Regulatory Frameworks and Compliance in IoT Security

AsIoT networks expand, integrating technologies like Al, blockchain, and edge computing must comply
with multiple data privacy laws and cybersecurity regulations, making it a worthwhile and legal use of
technology. Such laws as the General Data Protection Regulation (GDPR) in Europe or the California
Consumer Privacy Act (CCPA) impose rigorous data collection, processing, and storage rules. The laws
require adherence by Al on IoT devices in limiting the amount of data used and explainability in decision-
making, even though black-box AI models defy such law requirements. The use of blockchain provides
permanent data storage, which may contradict the right to be forgotten (GDPR) because it necessitates
the removal of certain information after its upload. This problem can be countered through the use of
solutions such as off-chain storage or even the use of private blockchains, which do not diminish the level
of security afforded by blockchain [133]. Edge computing, which performs local data processing, increases
data privacy by reducing the amount of data transferred centrally. Nonetheless, it should also adhere to
cross-border data transfer rules, especially where sensitive information is concerned. Legislation such as the
NIST Cybersecurity Framework and the IoT Cybersecurity Improvement Act offers fundamental guidance
in ensuring the security of IoT devices in the context of cybersecurity. These regulations can be complied with
the assistance of AI, blockchain, and edge computing. Through Al real-time anomaly detection is possible.
Blockchain enables secure data storage and protection, as well as decentralized authentication.

Edge computing has the potential to mitigate the consequences of single points of failure by localizing
data processing and threat response. The technologies provided by IoT have specific regulations that must
be followed in certain industries, such as healthcare and finance. To give an example, when referring
to the healthcare sector, HIPAA dictates that patient data is subject to stringent controls, and both Al
and blockchain should ensure that health data is secure and transparent. In the finance sector, PSD2
requires secure authentication for financial transactions, and blockchain offers a transparent and secure
solution. However, it must meet the stringent security standards of the financial industry. Controversies
arise when these technologies intersect with regulatory policies. For example, AT’s “black box” nature can
limit transparency, and the immutability of blockchain raises concerns about the “right to be forgotten” as
outlined in data protection regulations. These issues can be addressed through strategies like implementing
explainable AI models or using private blockchains [134]. While edge computing offers benefits for data
privacy, it still needs to comply with data sovereignty laws and cross-border data regulations. Such difficulties
demand further studies of the harmonization of regulation so that the adoption of innovative IoT security
technologies does not interfere with compliance.
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9 Future Outlook and Challenges of Al, Blockchain, and Edge Computing in Zero-Trust IoT Security

As ToT ecosystems grow in size and complexity, emerging technologies such as Al, blockchain, and
edge computing are becoming critical in addressing the security needs of these networks. These tech-
nologies align well with the ZTA model, which is essential for securing decentralized and distributed IoT
environments [135]. Together, they provide a robust, layered defense that addresses many of the inherent
vulnerabilities of IoT systems. However, the integration of these technologies presents challenges that must
be overcome for effective and scalable security solutions [136]. This section discusses the significance of these
technologies, the key challenges in their implementation, and potential future directions for IoT security.

9.1 Emergence of Al Blockchain, and Edge Computing for Zero-Trust IoT Security

IoT security is evolving as the implementation of AI, blockchain, and edge computing impacts the
security of devices and networks. The technologies enable IoT systems to adhere to Zero-Trust principles
through decentralized, real-time, and replicable security applications.

o Dynamic Threat Detection with AI: AI can be used to make dynamic threat detection and predictive
analysis possible on IoT products. This is achieved through AI in a Zero-Trust IoT setting, which
continuously monitors device behavior and network traffic, addressing potential security breaches
at their earliest stages [137]. This is the active side of the Zero-Trust approach, in which nothing,
including a device or a user, is trusted by default, and the validation must be ongoing. Immutable
and Decentralized Security Blockchain is decentralized, eliminating the need for central authorities.
It provides an immutable ledger for securely storing all transactions and communications of the
devices [138]. This is a transparent and unalterable verification that is important in Zero-Trust networks,
where all interactions have to be verified.

« Edge Computing to Process in Real-Time: Edge computing decreases latency because it processes
data near the IoT devices. Edge computing as a tool can be used in time-sensitive applications, like in
healthcare or autonomous vehicles, where a threat can be recognized and addressed in real-time [139].
It aids the Zero-Trust paradigm by enabling the implementation of security decisions in a decentralized
manner within a limited timeframe.

A combination of these technologies enables IoT systems to meet the requirements of the Zero-Trust
security approach, thereby addressing scalability, security, and performance issues. Yet, some implemen-
tation barriers should be mentioned. The categorization in Fig. 6 into four important technological areas,
Blockchain-Based Solutions, Fog Computing-Based Solutions, Edge Computing Solutions, and Machine
Learning-Based Solutions, reflects the current IoT security solutions. All these categories contribute to the
security, scalability, and protection in real-time within the Internet of Things environment.

9.2 Key Challenges in Implementing Al, Blockchain, and Edge Computing for Zero-Trust-Architecture
(ZTA)

Besides the opportunity, the widespread application of Al, blockchain, and edge computing in IoT
security systems is hindered by numerous issues. Scalability, resource limitations, interoperability, and energy
efficacy are some of the most urgent concerns.

o Scalability: The IoT networks will be increasing, which is why scaling AI, blockchain, and edge
computing technologies without compromising performance is a problem. The scale of real-time data
and the security of millions of transactions carried out by AI algorithms and blockchain networks,
respectively, necessitate processing by both blockchain networks and Al algorithms [140]. Greater
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data traffic would have to be handled by edge computing, and this would cause bottlenecks in a
distributed environment.

Resource Limitation: Most IoT devices are limited in processing, storage capacity, and energy, which
makes it hard to use computationally expensive AI models or blockchain protocols [141]. There is still
much technical work to do in optimizing these technologies for resource-constrained environments.
Interoperability: IoT ecosystems are characterized by heterogeneous devices from different manufac-
turers, which have their own protocols and standards. It isn’t easy to make the communications between
these types of devices seamless when introducing Al, blockchain, and edge computing [142]. The lack of
standardized protocols makes it challenging to design coherent security frameworks that are applicable
across all devices.

Energy Efficiency: The computational power needed by AI and blockchain may draw on the limited
energy capacity of IoT devices. Since edge computing may be used to decrease energy costs by processing
on-demand content at the edge, the challenge in large-scale IoT systems is to reconcile the computation
level with energy efficiency [143].

Machine Learning Blockchain
Solutions Solutions

IoT Security
Solutions

Edge Computing Fog Computing
Solutions Solutions

Figure 6: Classification of IoT security solutions

Future Directions and Perspectives

Some research and development initiatives allow the mitigation of these issues and facilitate the

integration of AI, blockchain, and edge computing in Zero-Trust IoT-based systems.

Creation of Lightweight AI and Blockchain Protocols: Research into lightweight AI models and
blockchain protocols will be crucial in optimizing these technologies for IoT devices [144]. This will
reduce the computational and energy demands of these technologies, making it possible to scale IoT
networks securely while maintaining strong performance.

Interoperability Standards: The industry needs to establish a unified standard for IoT devices to
facilitate the seamless integration of Al, blockchain, and edge computing. By implementing cross-type
communication protocols among devices, IoT security systems can work more efficiently, enabling these
technologies to be deployed effectively across various ecosystems [145].

Increased AI and Blockchain Interactions: AI and blockchain together offer the potential to create
more effective and transparent security systems. Blockchain enhances Al applications by improving
transaction predictions and consensus algorithms [146], while AI can optimize blockchain applications
by making device-readable data more accessible and helping to determine and distribute blockchain
resources. This mutual benefit strengthens both technologies, enabling them to work seamlessly together.
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o IoT Security Is Increasingly More Edges: Edge computing is a promising technology for managing
latency, real-time awareness, and low latency in IoT networks. As edge AI, which involves local
processing of Al algorithms, continues to advance, it will further enhance the security framework of IoT
systems, enabling quicker responses and more efficient threat detection [147].

o Al to Address Evolving Threat Landscapes: As the threat landscape evolves, Al must be capable of
adapting to new and changing threats. Specialized machine learning solutions that can learn inde-
pendently and adjust to emerging, unknown attack vectors will ensure that IoT systems stay ahead
of attackers, neutralizing threats before they cause significant damage [148]. Table 4 outlines how Al,
blockchain, and edge computing contribute to enhancing Zero-Trust security in IoT systems, focusing
on five key areas.

Table 4: Future directions for enhancing zero-trust iot security using AI, blockchain, and edge computing

Future direction Description
Lightweight Al and Focus on developing resource-efficient models to reduce energy and
blockchain protocols computational load, enabling secure and scalable IoT deployments.
Interoperability Establish universal communication protocols to enable seamless
standards integration of Al, blockchain, and edge computing across diverse IoT
devices.
AT and blockchain Combine Al for predictive analytics and blockchain for tamper-proof
synergies verification to enhance system transparency and automated threat
response.
Advances in edge Evolve edge Al capabilities to allow localized, real-time processing and
computing decision-making, reducing latency and improving system resilience.

Al for evolving threat ~ Deploy adaptive machine learning models that continuously learn from
landscapes new data to detect and mitigate sophisticated cyber threats proactively.

The successful integration of Al blockchain, and edge computing into Zero-Trust IoT architectures will
have far-reaching implications for the future of IoT security [149]. These technologies provide the foundation
for building adaptive, scalable, and resilient IoT networks capable of withstanding future cyber threats.
As IoT expands across various industries, including healthcare, smart cities, and industrial automation,
securing these networks with dynamic, decentralized security frameworks will be essential to maintaining
their integrity, performance, and reliability [150].

10 Conclusion

The Internet of Things (IoT) has transformed how devices and systems communicate, opening up new
possibilities across various sectors. However, this rapid growth has also made IoT networks more vulnerable
to sophisticated cyber threats. Traditional perimeter-based security models are no longer suitable for the
decentralized and dynamic nature of IoT environments. The question drives the novelty of this study:
How can the integration of advanced decentralized security technologies like Artificial Intelligence (AI),
blockchain, and edge computing into a Zero-Trust Architecture (ZTA) address the challenges of securing
IoT systems? These technologies can be used jointly to improve security by providing real-time detection and
response to threats using Al, decentralized device authentication and data integrity using blockchain, and
low-latency, real-time processing using edge computing. This composite creates a multi-tiered, Zero-Trust
security model that continuously accredits all communications within the IoT ecosystem. Nonetheless, there
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are challenges associated with the implementation of such technologies into the IoT security systems, such as
resource constraints, scaling, interoperability, and energy consumption. As an illustration, Al and blockchain
demand significant computing capabilities, which might be impractical given the limited resources of
IoT gadgets. Differences in protocols between various devices also add to the problem of interoperability.
Additionally, the aspect of energy usage, particularly the reliance on batteries to power IoT devices, is a
significant concern. To fully utilize Al, blockchain, and edge computing for IoT security, it is necessary to
develop lightweight protocols that reduce computational load, enhance interoperability, and create more
energy-efficient security systems. Although the paper is an excellent discussion of the theoretical advantages
and issues of integrating these technologies, it does not offer any practical case studies or empirical data.
As we progress, we should pay more attention to the practical implementation of Zero-Trust IoT security,
particularly in such fields as smart cities, healthcare, and industrial IoT. With the emergence of IoT networks
across various industries, integrating Al, blockchain, and edge computing with Zero-Trust concepts will
significantly enhance the security, integrity, and scalability of IoT systems. Addressing these issues and
focusing on viable applications, we can make the IoT ecosystems remain safe, responsive, and sustainable in
our more interconnected world.
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Abbreviations

Abbreviation Description

Al Artificial Intelligence

IoT Internet of Things

ML Machine Learning

IDS Intrusion Detection Systems

PoS Proof of Stake

SRHR Sexual and Reproductive Health Rights
MEC Mobile Edge Computing

RFID Radio Frequency Identification
ITS Intelligent Transportation Systems
DLT Distributed Ledger Technology

ZERO-TRUST-ARCHITECTURE(ZTA) Zero-Trust Architecture
DL Deep Learning
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PD Proportional-Derivative

IAM Identity and Access Management

ZKP Zero-Knowledge Proofs

UPS Uninterruptible Power Supply

GPS Global Positioning System

VANETs Vehicular Ad Hoc Networks
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