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ABSTRACT: Restoring texts corrupted by visually perturbed homoglyph characters presents significant challenges to
conventional Natural Language Processing (NLP) systems, primarily due to ambiguities arising from characters that
appear visually similar yet differ semantically. Traditional text restoration methods struggle with these homoglyph
perturbations due to limitations such as a lack of contextual understanding and difficulty in handling cases where
one character maps to multiple candidates. To address these issues, we propose an Optical Character Recognition
(OCR)-assisted masked Bidirectional Encoder Representations from Transformers (BERT) model specifically designed
for homoglyph-perturbed text restoration. Our method integrates OCR preprocessing with a character-level BERT
architecture, where OCR preprocessing transforms visually perturbed characters into their approximate alphabetic
equivalents, significantly reducing multi-correspondence ambiguities. Subsequently, the character-level BERT leverages
bidirectional contextual information to accurately resolve remaining ambiguities by predicting intended characters
based on surrounding semantic cues. Extensive experiments conducted on realistic phishing email datasets demonstrate
that the proposed method significantly outperforms existing restoration techniques, including OCR-based, dictionary-
based, and traditional BERT-based approaches, achieving a word-level restoration accuracy of up to 99.59% in
fine-tuned settings. Additionally, our approach exhibits robust performance in zero-shot scenarios and maintains
effectiveness under low-resource conditions. Further evaluations across multiple downstream tasks, such as part-of-
speech tagging, chunking, toxic comment classification, and homoglyph detection under conditions of severe visual
perturbation (up to 40%), confirm the method’s generalizability and applicability. Our proposed hybrid approach,
combining OCR preprocessing with character-level contextual modeling, represents a scalable and practical solution
for mitigating visually adversarial text attacks, thereby enhancing the security and reliability of NLP systems in
real-world applications.

KEYWORDS: Homoglyph attack; text restoration; token-level correction; text restoration; character-level BERT;
OCR-assisted NLP

1 Introduction
Homoglyph Perturbed Text (HPT) refers to text corrupted by visually similar but semantically different

characters, which poses a significant challenge for conventional text-based natural language processing
(NLP) systems [1,2]. A primary difficulty stems from homoglyphs, which are characters that share close
visual resemblance yet represent distinct semantic units. These perturbations evade detection by standard
text processing pipelines and pose a security threat [3].
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Optical Character Recognition (OCR) emerges as a promising solution in this context, as it enables
recognition based on visual features rather than encoded character identity [4]. However, HPT restoration
presents an added complexity: the phenomenon of multi-correspondence, where a single perturbed glyph
can map onto multiple potential characters. This ambiguity necessitates context-aware disambiguation, for
which Masked Language Models (MLM), such as BERT, offer a viable path by leveraging surrounding
semantic cues [5]. Furthermore, robust HPT restoration systems must generalize effectively across diverse
downstream tasks and resist novel, previously unseen attack types [6].

Despite recent advances, existing approaches exhibit notable limitations. Some methods [7,8] rely
exclusively on visual similarity metrics, leading to substantial errors when resolving multi-correspondence
Homoglyph Characters (HC). Others [9] employ word-level spell correction techniques, which often fail
to restore out-of-vocabulary or newly coined terms due to limited contextual understanding. Additionally,
subword-based models compromise character-level fidelity, impairing precise restoration.

To overcome these challenges, we propose a novel approach that integrates visual and linguistic signals
to restore HPT. Our method combines OCR-based visual glyph extraction with a character-level BERT
model, enabling fine-grained resolution of HPTs while accounting for contextual dependencies. This hybrid
architecture not only addresses multi-correspondence issues but also adapts effectively to unseen HC vari-
ants and operates reliably under low-resource conditions. Experimental results demonstrate our method’s
superior performance across multiple HPT-affected tasks, affirming its robustness and generalizability.

2 Related Work
Recent studies on HPT have drawn increasing attention across adversarial NLP, homoglyph detection,

restoration techniques, and synthetic dataset generation. Adversarial attacks in NLP are broadly categorized
into white-box and black-box attacks, with edit-based strategies—particularly homoglyph perturbations—
being representative of black-box settings [1]. Fig. 1 illustrates the taxonomy of adversarial attacks on textual
deep neural networks. While early research on homoglyph attacks focused primarily on phishing and
Internationalized Domain Name (IDN) spoofing, recent efforts have extended into text-based applications
such as spam filtering and adversarial robustness of language models.

Homoglyph detection has been actively explored in IDN security contexts. For instance, Suzuki et al. [7]
proposed a SimChar database that maps visually similar character pairs based on pixel-level similarity.
Elsayed and Shosha [8], and Woodbridge et al. [10] utilized Siamese neural networks for IDN homoglyph
detection, while Yazdani et al. [11] and Almuhaideb et al. [12] presented empirical analyses of homoglyph
attack patterns in real-world domains.

Beyond the domain setting, homoglyph perturbations have also been employed in plain-text environ-
ments to evade spam filters and toxicity classifiers. Sokolov et al. [2], Julis and Alagesan [13] investigated these
attacks in the context of spam email evasion. Similarly, Alvi et al. [14] and Qiu et al. [15] explored detection
techniques for homoglyphs in unstructured text.

To mitigate such attacks, various restoration methods have been proposed. OCR-based approaches,
such as that by Sawabe et al. [16], convert visually distorted characters into standard forms through image-
level processing. Although effective in recognizing HC, these methods are often computationally expensive.
Recent approaches like TrOCR [17] extend this idea by integrating Transformer-based architectures with
OCR modules, achieving impressive performance in visual text recognition tasks. Although not specifically
designed for homoglyph restoration, their methodology highlights the potential of vision-language models
in addressing visually perturbed text. Spell-checker-based approaches treat homoglyphs as typographical
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errors and apply dictionary-based correction, as shown by Imam et al. [9]. However, they struggle with
out-of-vocabulary terms and lack contextual reasoning.

Figure 1: Taxonomy of adversarial attacks on textual deep neural networks (adapted from Zhang et al., 2020 [1,2])

Static visual mapping methods such as SimChar [7] provide lightweight alternatives but suffer from
ambiguity when a perturbed character maps to multiple plausible candidates. To address the limitations
of rule-based techniques, recent studies have employed pre-trained language models. Keller et al. [5]
introduced a hybrid architecture combining BERT’s contextual encoding with GPT’s generative capabilities.
Additionally, Salesky et al. [18] explored robust open-vocabulary translation using visual text representations,
offering valuable insights into bridging vision and language for robust textual modeling under noisy or
adversarial conditions. Le et al. [19] further proposed SHIELD, a multi-expert ensemble method to enhance
robustness against adversarial perturbations.

In parallel, character-aware language models have demonstrated strong performance in noisy or mor-
phologically complex inputs. CharacterBERT [20] and CharBERT [21] integrate character-level and subword
representations to improve resilience against token-level noise, making them well-suited for homoglyph
restoration tasks.
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Synthetic dataset generation has also played a crucial role in evaluating HPT defenses. TextBugger [22]
introduced perturbation strategies for generating adversarial examples through homoglyph substitutions.
Viper [23] used embedding-level character replacements at fixed noise ratios, though it has been criticized
for unrealistic assumptions. More recently, LEGIT [24] proposed a perceptual model to predict human read-
ability of perturbed text, such as transforming “ergo” into “εrgo,” and provided systematic metrics to evaluate
adversarial text transformations. In parallel, Lee et al. (2025) introduced the BitAbuse dataset [25], which
collects 325,580 real-world phishing-related visually perturbed texts from bitcoinabuse.com, providing a
benchmark for restoration methods in genuine attack scenarios.

Despite these advancements, existing methods still face trade-offs between computational cost, restora-
tion accuracy, and generalizability. To overcome these limitations, our work introduces a character-wise
BERT-based restoration framework augmented with OCR-derived visual signals. This hybrid approach effec-
tively captures both the semantic context and visual structure of HC, addressing ambiguity in multi-mapped
characters and achieving robust restoration even in low-resource settings.

3 Proposed Method
This section describes a proposed model for effectively restoring HPT caused by HC attacks. The

proposed method integrates Optical Character Recognition (OCR) preprocessing with a character-level Bidi-
rectional Encoder Representations from Transformers (BERT) model to enhance accuracy and contextual
processing capabilities in text restoration tasks.

3.1 Rationale
HPT is challenging because homoglyph characters intentionally mimic standard characters in appear-

ance while encoding different Unicode symbols [1,2]. Although dictionary-based normalization methods
exist, the characteristics of one-to-many mappings in homoglyph attacks (e.g., ‘o’ representing either ‘o’
or ‘0’), which require contextual information for correct restoration, make it even more challenging [7,9].
In addition, they often fail to generalize to unseen substitutions and cannot cover the vast and evolving
Unicode space used in HPT attacks [22,24]. As HPT corruption appears across multiple downstream tasks
such as phishing detection, toxic comment classification, and document retrieval, restoration models need to
generalize effectively without requiring task-specific adjustments [18,25]. Notably, the BitAbuse dataset [25]
enables evaluation of homoglyph restoration under real-world phishing scenarios.

Existing works have different limitations regarding the issues mentioned earlier. For example, methods
that rely solely on visual similarity to restore homoglyphs often fail when multiple visually similar characters
exist, resulting in incorrect or ambiguous mappings [7,16]. Other approaches attempt to apply word-
level spell correction techniques, which perform poorly on out-of-vocabulary terms or neologisms that
are increasingly common in modern adversarial settings [9,15]. Furthermore, subword-based processing
methods, while effective for standard text normalization, struggle to preserve fine-grained character-level
distortions introduced by HC, which limits their ability to recover the intended text fully [20,21]. Each
of these approaches addresses only a part of the problem—either visual disambiguation or linguistic
contextualization—but lacks a comprehensive mechanism to robustly handle both aspects simultaneously
across varied application domains.

To address the limitations of conventional methods, we devise an effective restoration method for
HPTs in multiple downstream tasks. Specifically, our approach combines vision-based normalization and
context-aware disambiguation by integrating OCR-derived shape information with a character-level BERT
model. Specifically, the OCR component normalizes visually perturbed glyphs into recognizable alphabetic
forms, resulting in a reduced set of target characters to be restored. Next, the character-level BERT captures

http://bitcoinabuse.com
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fine-grained character sequences and leverages surrounding linguistic context to resolve multi-mapping
ambiguities. This two-stage mechanism enables robust generalization to novel HC substitutions without rely-
ing on exhaustive pre-defined dictionaries. Moreover, by maintaining fine character granularity throughout
the restoration process, our method achieves high restoration accuracy and consistent performance across
diverse downstream tasks, including phishing detection and adversarial text classification

3.2 Proposed Method
Fig. 2 provides an overview of the proposed HPT restoration framework. Firstly, the OCR prepro-

cessing stage accurately captures the visual characteristics of HC. Although visually similar to legitimate
characters, HC differ semantically, creating difficulties in text restoration. OCR preprocessing transforms
visually perturbed characters into basic alphabetic characters, significantly reducing ambiguity arising from
multi-correspondence and providing clearer input for subsequent restoration processes.

Figure 2: Overview of the proposed HPT restoration framework. The pipeline includes data preparation using
multilingual spam filtering, pre-training on clean corpora with character masking, and fine-tuning on manually labeled
HPTs. The model leverages OCR-based visual features and contextual cues for accurate character-level restoration

In this work, we employed the open-source Tesseract OCR engine [26] to recognize visually perturbed
characters. To optimize recognition accuracy, each homoglyph character was individually rendered using the
Noto Sans Runic [27] and GoNotoCurrent [28] fonts, which support a wide range of Unicode symbols. The
rendered character images were passed through the OCR engine, and the resulting character pairs (original–
recognized) were stored in a JSON file containing a total of 13,488 Unicode alphabet mappings. While
most visually similar characters were correctly identified, some recognition errors were observed—e.g., ß
misrecognized as K, or ð as A—highlighting the need for contextual modeling in subsequent stages.

After OCR preprocessing, the text is tokenized at the character level to maintain detailed visual
and contextual features. Unlike conventional subword or word-level tokenization methods, character-level
tokenization allows the model to precisely manage each HC, greatly improving restoration accuracy for
individual characters, particularly in context-sensitive scenarios.
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The character-level tokenized text processed in this way is then fed into a pre-trained character-wise
BERT model. This model leverages bidirectional attention mechanisms at the character level to capture
comprehensive contextual information. By effectively utilizing the surrounding context, the character-wise
BERT model accurately predicts the original alphabetic characters corresponding to HC perturbations.

Fig. 3 shows the overview of the proposed model. Our method effectively resolves the multi-
correspondence ambiguity inherent in HC attacks, particularly adept at handling one-to-many
correspondence scenarios. Moreover, our approach exhibits robust adaptability to previously unseen HC
types, maintaining high restoration accuracy even with limited labeled training data. These characteristics
make proposed method a highly practical and efficient solution for restoring HPTs.

Figure 3: Overview of the proposed model. The process begins with OCR preprocessing to accurately identify and
initially convert visually perturbed characters (highlighted). Subsequently, the character-level tokenized text is fed into
a BERT Masked Language Model to restore and predict original alphabetic characters, effectively resolving ambiguities
introduced by HC attacks

3.3 Data Preparation
To construct a realistic and robust dataset for HPT restoration, we designed a multi-stage data

preparation pipeline centered on a spam email corpus obtained from bitcoinabuse[.]com [29]. This approach
aligns with the BitAbuse dataset by Lee et al. [25], which was also built upon bitcoinabuse.com and enables
evaluation on real-world phishing cases. This corpus contains multilingual emails, many of which were
authored by real-world attackers leveraging HPTs to evade automated filtering systems. Due to the inherent
noise and linguistic variability in the raw data, extensive preprocessing was required to extract meaningful
English-language content and to accurately identify HPT instances.

First, to isolate English texts from multilingual content, we trained a supervised BERT-based classifier.
Out of 262,268 total samples, 84,214 sentences (approximately 32.1%) were manually annotated with language
labels (English or non-English) to construct a labeled subset for training. The annotated data enabled the
training of a fully connected classifier built on top of a pre-trained BERT encoder, allowing for accurate and
scalable filtering of English-language texts.

Next, we applied regular expressions to remove non-linguistic noise, such as URLs, cryptocurrency
wallet addresses, and incoherent character sequences. This step ensured the clarity and consistency of the
training data.

http://bitcoinabuse.com
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To identify and label HPTs, we constructed a dictionary of candidate homoglyph perturbed words
by extracting all tokens containing non-ASCII characters. Each entry in this dictionary was manually
annotated with its corresponding standard alphabetic form, resulting in a lexicon of over 40,000 labeled
instances. While regular expression-based heuristics accelerated this process, many edge cases required
manual correction to ensure labeling accuracy. Texts that were semantically incoherent or not written in
English were further excluded during this stage.

The BitAbuse dataset includes manually annotated homoglyph-perturbed tokens, where each visually
perturbed character is aligned with its intended standard form. Annotation was performed through a semi-
automated detection process, followed by manual verification and correction by a single annotator. Although
a formal inter-annotator agreement score was not calculated, the entire annotation process was conducted
according to a consistent set of guidelines.

The finalized dataset was divided into two main subsets: (1) clean English spam texts without HPTs, used
for pre-training; and (2) HPT-containing texts, used for fine-tuning. This separation allows for the simulation
of realistic restoration scenarios and enables the model to learn from both visual and contextual signals for
accurate character-level recovery. The statistics of the datasets used for training are shown in Table 1.

Table 1: Training dataset information

Phase Dataset # Examples # Tokens Notes

Pre-training

WikiText-103 1,165,029/2461 285 M/0.6 M No HC
BookCorpus 1,480,085/3126 79 M/0.14 M 2% of full corpus used

bitcoinabuse[.]com 299,239/633 23 M/0.05 M Non-HC subset
Total 2,944,353/6220 387 M/0.81 M Combined dataset

Fine-tuning bitcoinabuse[.]com 21,342/5336 – HC-annotated; 80/20 split

3.4 Pre-Training
The proposed model employs a character-wise BERT architecture trained in two phases: pre-training

and fine-tuning. In the pre-training phase, the model is exposed to large-scale unlabeled corpora free
of HPTs, enabling it to learn robust character-level language representations and general contextual
dependencies.

Three corpora were used for pre-training: a subset of the BookCorpus [30] (approximately 2% of its
total size), the WikiText-103 [31] corpus, and a filtered version of the bitcoinabuse[.]com dataset from which
all HPTs had been manually removed. The combination of domain-general (BookCorpus and WikiText-
103) and domain-specific (spam email) data provided a balanced foundation for learning both syntactic and
semantic patterns, as well as domain-relevant structures.

The model was trained using the MLM objective, consistent with the original BERT framework. This
objective was chosen because MLM enables the model to learn contextual dependencies at the character
level, making it well-suited for recovering visually perturbed characters. By predicting masked tokens based
on their surrounding context, the model is encouraged to capture semantic and visual regularities in noisy
input text. Specifically, 15% of all character tokens in each input sequence were selected for perturbation:
80% were replaced with a mask token, 10% with a random character, and 10% remained unchanged. The
model was then optimized to predict the original characters based on bidirectional context. A character-level
tokenizer was used instead of a subword tokenizer to preserve fine-grained character information critical for
effective HPT restoration.
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Where W is a corpus, P(W ; θ) is the probability distribution of tokens in a sentence W ∈W for model
parameter θ, p(wt ∣W/t) is the probability of token wt ∈W , and where W/t ∶= {w1 , ..., wt−1 , wt+1 , ..., w∣W ∣},
the objective to be maximized for MLM learning the bidirectional context of a sentence is as follows [32]:

J (θ ,W) = 1
∣W∣ ∑W∈W

P(W ; θ)

= 1
∣W∣ ∑W∈W

∣W ∣

∑
t=1

log p(wt ∣W/t ; θ) (1)

The rationale behind utilizing this particular objective remains consistent for both the pre-training and
fine-tuning phases of the proposed method.

The homoglyph restoration task is centered around the transformation of non-alphabetic homoglyphs,
represented as ch , into their corresponding alphabetic characters, denoted as ca . This process is predicated
on the assumption that a given sentence S ∶= c(1), ..., c(n) comprises the i-th homoglyph character c(i)

h ,
along with a character sequence o ∶= c(1), ..., c(i−1), c(i+1), ..., c(n) that surrounds it. Hereafter, the term
‘homoglyph’ shall refer to non-alphabetic homoglyph characters.

In this thesis, a novel method employing a character-wise language model denoted as f is introduced to
address the limitations of prior research and enhance target performance. The proposed model f is designed
to deduce the most probable restored alphabetic character c(i)

a given the homoglyph c(i)
h and the surrounding

character sequence o. In simpler terms, this can be expressed as follows: f (c(i)
h , o) = c(i)

a . To determine c(i)
a ,

the following conditional probability formula is utilized:

c(i)
a = arg max

c(i)
P(c(i)∣o) (2)

For the purpose of learning this probability distribution, the BERT network [33] was opted the choice
as the model f , with the objective defined as shown in Eq. (1).

This pre-training phase is essential in equipping the model to infer correct alphabetic forms in the
presence of visually ambiguous characters. By excluding HPTs during this stage, the model builds a stable
internal representation of canonical English character patterns, thereby enabling more accurate restoration
when exposed to HPTs during fine-tuning.

3.5 Fine-Tuning
Following the pre-training phase, the proposed model is fine-tuned on a supervised dataset comprising

HPT, wherein certain characters have been intentionally replaced with HC. The fine-tuning objective is to
enable the model to accurately restore the original alphabetic characters from their visually deceptive variants
by leveraging contextual representations acquired during the pre-training stage.

The HPT fine-tuning dataset is constructed from a manually annotated subset of the bitcoinabuse[.]com
spam email corpus. Instances of HC were meticulously identified and aligned with their correct alphabetic
counterparts. To ensure high data quality, non-textual artifacts such as cryptocurrency addresses, URLs, and
semantically incoherent character sequences were removed via regular expression filtering. Furthermore,
non-English content was excluded to preserve linguistic homogeneity.

The dataset was partitioned into training and validation subsets using an 80:20 random split. Fine-
tuning was performed using the same MLM objective employed during pre-training. In this phase, the model
was explicitly trained on inputs containing manually labeled HC to strengthen its ability to resolve character-
level visual perturbations in context.



Comput Mater Contin. 2025;85(3) 4985

The fine-tuning pipeline integrates OCR preprocessing to convert HC into shape-normalized approx-
imations of alphabetic characters, thereby preserving surrounding contextual structure. This step enhances
the model’s ability to resolve ambiguities that arise from one-to-many HC mappings, especially when a single
perturbed character can correspond to multiple valid candidates depending on context. The use of character-
level tokenization further facilitates fine-grained restoration by maintaining strict alignment between tokens
and individual HC.

This fine-tuning strategy enables the model to specialize in character-level restoration under realistic
HPT conditions, even with limited labeled data. Empirical results validate the effectiveness of the proposed
method, demonstrating substantial performance gains over baseline approaches across varying levels of HC
density and in both zero-shot and supervised inference settings.

3.6 Inference
The proposed model leverages OCR at the input stage; however, owing to fine-tuning that enables

the restoration of VP text in addition to pretraining, it possesses the advantage of being able to perform
inference even in the absence of OCR. Inference procedures, with and without OCR, are described in detail
in Algorithm 1.

Algorithm 1: Inference of the proposed method
Require: Homoglyph-perturbed sentence dataset D = {S(1), ..., S(∣D∣)}, Pre-trained character-wise BERT
model MCharBERT, Character-wise BERT tokenizer TCharBERT
Ensure: Restored dataset D′ = {S′(1), ..., S′(∣D∣)}

D′ ← D
for i = 1...∣D′∣ do

S ← D′[i]
if Zero-shot setting then

for j = 1...∣S∣ do
c ← S[ j]
if c is homoglyph character then

S[ j] ← OCR-preprocessing-dictionary[c]
end if

end for
end if
St ← TCharBERT.encode(S)
S′t ←MCharBERT(St)
D′[i] ← TCharBERT.decode(S′t)

end for

4 Experimental Results
In this section, we describe the experimental settings for validating the effectiveness of the proposed

method and report the comparison results with four existing methods.

4.1 Experimental Settings
To evaluate the performance of the proposed model, we compare it against several existing restoration

methods. These include an Optical Character Recognition (OCR)-based method [4], a SimChar database-
based method [7], a spell checker-based method [9], and the original BERT model [33]. Among these,
the OCR, SimChar DB, and spell checker approaches are deterministic and not trainable. The original
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BERT model was fine-tuned on corrupted inputs using a subword tokenizer, but due to discrepancies in
input token lengths and a lack of character-level alignment, it faced difficulties in learning an effective
restoration mapping.

The compared algorithms were configured as follows:

• The OCR and SimChar DB-based methods convert each HC into its alphabetic equivalent.
• The spell checker-based method segments sentences into words using rule-based splitting and corrects

them using Levenshtein distance-based spelling correction.
• The original BERT model was used in its standard form as a language model.

The experiment consisted of two stages: pre-training and fine-tuning of the proposed model. The
pre-training phase utilized the MLM objective over a corpus free of HC, sourced from WikiText-103 [31],
BookCorpus [30], and curated email datasets from bitcoinabuse[.]com [29]. Only 2% of BookCorpus was
used due to its large volume.

In the fine-tuning phase, an HPT dataset was constructed with manual annotation and used to optimize
the model for restoration performance. Word-level accuracy was employed as the primary evaluation metric.
Specifically, let N denote the total number of words in the test set, and let wpred

i and wtrue
i denote the predicted

and ground-truth forms of the i-th word, respectively. The word-level accuracy is defined as follows:

Word Accuracy = 1
N

N
∑
i=1

I [wpred
i = wtrue

i ] , (3)

where I[⋅] is the indicator function, which returns 1 if the argument is true and 0 otherwise. In other words,
a word is counted as correct only if its entire restored form exactly matches the ground-truth spelling.

4.2 Comparison Results
Table 2 shows the performance of the proposed model in both the zero-shot and fine-tuning settings,

along with baseline results for comparison. In the zero-shot evaluation, the character-wise BERT model was
assessed without any fine-tuning on homoglyph data, using raw homoglyph-injected sentences collected
from bitcoinabuse[.]com. This evaluation setup measures the model’s robustness in recovering previously
unseen character-level perturbations. The proposed model achieved 95.16% accuracy in this setting, sig-
nificantly outperforming all baselines. After fine-tuning on 80% of the homoglyph-perturbed corpus and
evaluating on the remaining 20% over 50 random splits, the proposed model further improved, achieving
99.59% accuracy. This demonstrates the model’s strong adaptability to real-world homoglyph restoration
tasks when exposed to task-specific data.

Table 2: Comparison of word accuracy before and after fine-tuning on the HPT dataset. The boldface entries indicate
the highest performance.▼ indicates statistically lower performance than the proposed model (p < 0.01)

Method Pre-trained Fine-tuned
Proposed 95.16 ± 12.89 99.59 ± 0.08

BERT 67.13 ± 26.79▼ 67.13 ± 0.29▼
OCR 65.19 ± 29.76▼ 65.18 ± 0.28▼

SimChar DB 55.06 ± 36.27▼ 55.12 ± 0.46▼
Spell Checker 90.90 ± 16.20▼ 90.87 ± 0.11▼

To complement the quantitative evaluation, Table 3 presents several representative examples of HPT
restoration across different methods. The proposed model consistently produces outputs that closely match
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the ground truth, while OCR-based, SimChar DB-based, and spell checker methods exhibit partial or incor-
rect restorations. These qualitative results highlight the advantage of integrating character-level contextual
modeling with OCR preprocessing.

Table 3: Output comparison between the proposed methodology and the baseline methods

Note: HC or Incorrectly restored character

5 Discussion
The proposed model substantially outperformed all deterministic baselines. The SimChar DB method

showed the weakest performance due to limited coverage and poor similarity metrics. The OCR method
struggled with recognizing visually similar characters, and the spell checker was unable to correct words not
found in its lexicon.

Figure 4: A comparison between the original BERT model and the proposed model



4988 Comput Mater Contin. 2025;85(3)

The original BERT model was also unsuitable due to the incompatibility of subword tokenization with
character-level tasks. As shown in Fig. 4, inconsistent token lengths led to 334 mismatches between predicted
and target sequences.

In contrast, the proposed model’s architecture—based on character-level tokenization and bidirectional
masked language modeling—allowed it to achieve high generalization and robustness, even with minimal
fine-tuning data.

An ablation study further revealed that removing the OCR preprocessing step resulted in a performance
drop of approximately 14%, highlighting the synergistic effect of visual normalization and contextual
modeling (see Table 4).

Table 4: Ablation study: impact of removing OCR preprocessing. The boldface entries indicate the highest performance

Method Word accuracy
Proposed (Zero-shot) 95.16 ± 12.89
Proposed w/o OCR 81.28 ± 29.19

OCR only 65.19 ± 29.76

To better understand the contribution of each component in the proposed pipeline, we conducted
ablation experiments including (1) removing MLM pretraining, which yielded a word accuracy of 0.9974 ±
0.0006 under fine-tuning only; and (2) comparing masking positions before and after the OCR preprocessing
stage. These results, summarized in Table 4, highlight the importance of both pretraining and visually-aware
token masking in character-level restoration.

As shown in Fig. 5, the proposed method consistently outperformed the baselines across varying HC
perturbation levels. Specifically, as the perturbation ratio increased from 0.2 to 0.6, the accuracy of the
model decreased only by about 12%, maintaining the performance above 80%, while the baselines showed
a degradation of performance above 30%. This result highlights the robustness of the model in recovering
context from visually perturbed characters through effective bidirectional encoding.

Figure 5: Word-level accuracy of the proposed method and baseline approaches across different homoglyph character
(HC) ratios. The x-axis denotes the proportion of HC perturbations in each sentence (from 0% to 100%), while the
y-axis represents word accuracy
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In addition to the quantitative results, qualitative examples demonstrated that the proposed model
performed effectively even on visually complex inputs or those challenging for OCR. However, there were
also instances where the proposed method failed to fully infer the correct outputs.

Overall, the results validate that character-wise modeling combined with OCR preprocessing provides a
scalable and accurate solution for HPT attack restoration. These outcomes highlight the practical potential of
our approach for deployment in environments with unpredictable or severe visual noise. Continued advances
in character-level modeling and visual preprocessing are likely to further strengthen model resilience in
real-world applications.

5.1 Downstream Task Evaluation under VIPER Attacks
To evaluate the robustness and transferability of the proposed model beyond restoration tasks, we

applied it to a diverse set of downstream NLP tasks under visually perturbed input conditions. Tables 5–8
present the results on Part-of-Speech (POS) tagging, chunking, toxic comment classification, and homoglyph
attack detection, with 40% of original characters substituted using the VIPER corruption method.

Table 5: POS tagging performance on CONLL2000 data with 40% character-level VIPER perturbation. Accuracy refers
to the proportion of correctly predicted POS tags out of all tags. Only the three models listed were evaluated. No standard
deviation is reported due to a single-run evaluation. The boldface entries indicate the highest performance

Model Accuracy F1-score Precision Recall
Proposed 0.8534 0.7521 0.7471 0.7572

Character-wise BERT 0.7747 0.6282 0.6218 0.6348
BERT 0.7948 0.6615 0.6737 0.6498

Table 6: Chunking performance on CONLL2000 data with 40% character-level VIPER perturbation. Accuracy refers
to the proportion of correctly predicted chunk labels out of all labels. Only the three models listed were evaluated. No
standard deviation is reported due to a single-run evaluation. The boldface entries indicate the highest performance

Model Accuracy F1-score Precision Recall
Proposed 0.8534 0.7521 0.7471 0.7572

Character-wise BERT 0.7747 0.6282 0.6218 0.6348
BERT 0.7948 0.6615 0.6737 0.6498

Table 7: Toxic comment classification performance on Jigsaw dataset with 40% VIPER perturbation. Accuracy refers
to the accuracy with which IDN attacks are correctly detected. Only the three models listed were evaluated. No standard
deviation is reported due to a single-run evaluation

Model Accuracy F1 (micro) Precision Recall ROC-AUC
Proposed 0.8909 0.5865 0.6205 0.5545 0.7011

Character-wise BERT 0.8847 0.5267 0.5613 0.4962 0.7056
BERT 0.8864 0.4873 0.6059 0.4076 0.6160
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Table 8: IDN Homoglyph attack detection performance. Accuracy refers to the proportion of correctly classified
homoglyph pairs. Evaluated based on data described in “Detecting Homoglyph Attacks with a Siamese Neural
Network” [10]. Only the three models listed were evaluated. No standard deviation is reported due to a single-run
evaluation. The boldface entries indicate the highest performance

Model Accuracy F1-score Precision Recall
Proposed 0.9796 0.9841 0.9869 0.9813

Character-wise BERT 0.9787 0.9833 0.9899 0.9767
BERT 0.9572 0.9667 0.9673 0.9661

The proposed model consistently outperformed both standard BERT and character-wise BERT across all
four tasks. The improvements were especially notable in tasks sensitive to surface forms, such as POS tagging
and chunking (Tables 5 and 6), where visual ambiguity severely degrades tokenization and tag prediction.
In toxic comment classification (Table 7), the benefit of OCR was also evident despite the task’s semantic
complexity. Lastly, in the homoglyph detection benchmark (Table 8), our model outperformed previously
reported approaches, such as the Siamese neural network of Woodbridge et al. (2018), achieving near-perfect
accuracy and F1-score.

These results demonstrate that our model not only restores perturbed inputs effectively but also
enhances downstream task performance under real-world visually adversarial conditions.

These findings further emphasize the value of robust character-level modeling in defending against
visual perturbations that can undermine standard NLP pipelines. The model’s improvements were consistent
across both syntactic and semantic tasks, indicating its effectiveness in preserving essential linguistic
information. This robustness is particularly important for real-world applications where visually corrupted
inputs are common. Overall, our results suggest that visually-aware language models can play a key role in
ensuring reliable NLP performance in adversarial or noisy environments.

5.2 Limitations
Despite the effectiveness of the proposed OCR-assisted BERT framework for restoring homoglyph-

perturbed text, several limitations remain.
First, the model heavily relies on OCR preprocessing. When OCR fails to correctly recognize complex

homoglyph characters (e.g., misreading “ß ” as “K”), the subsequent restoration quality deteriorates.
While OCR reduces visual ambiguity, robustness under OCR failure or uncommon fonts remains an
open challenge.

Second, the computational efficiency of the proposed framework has not been rigorously evaluated.
Inference latency, FLOPs, and memory usage were not measured, which limits conclusions about deployment
feasibility in resource-constrained settings.

Third, the BitAbuse dataset was annotated manually through semi-automatic methods. Although
multiple annotators were involved and guidelines were followed, formal inter-annotator agreement was not
calculated, leaving room for annotation bias.

In addition, most downstream task evaluations were conducted on single runs without reporting
standard deviations or statistical significance. This limits the strength of our claims regarding generalizability
and robustness across tasks. In future work, we aim to include repeated trials with variance reporting and
statistical testing (e.g., paired t-tests) to support more rigorous evaluation.
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Finally, while the current approach leverages visual preprocessing, it does not fully explore recent
advances in multimodal transformers or end-to-end vision-language architectures. Future work may con-
sider incorporating such models to improve restoration performance under severe visual corruption. In
particular, multimodal frameworks that jointly model visual glyphs and textual context—such as the zero-
shot vehicle classification model by Kerdvibulvech et al. [34]—suggest promising directions for reducing
reliance on OCR and enhancing robustness.

6 Conclusion
HPT attacks pose a serious threat to the robustness and security of NLP systems by exploiting visually

similar characters to evade detection mechanisms. While much of the prior research has focused on detecting
such attacks, the task of restoring HPT to its original form remains underexplored.

In this study, we proposed a novel character-level language model that combines OCR preprocessing
with a character-wise BERT architecture to effectively restore sentences corrupted by HPT attacks. Our
model leverages bidirectional contextual information and shows strong generalization, even when a single
perturbed character corresponds to multiple possible candidates.

Experimental results show that the proposed model significantly outperforms existing restoration
methods, including OCR-based, SimChar DB-based, and spellchecker-based approaches, in both zero-shot
and fine-tuned settings. Notably, it maintains robust performance across varying HC ratios, highlighting its
effectiveness in real-world scenarios.

Despite these promising results, the proposed model has limitations. Its reliance on OCR for preprocess-
ing introduces potential error propagation, particularly in cases of high HC density or poor OCR accuracy.
Furthermore, the encoder-only structure of BERT restricts the model to input-output sequences of equal
length, making it less suitable for more complex restoration scenarios.

For future work, we plan to explore decoder-based or encoder-decoder models to accommodate
dynamic sequence lengths, enabling more flexible character restoration. Additionally, integrating a trainable
visual feature extraction module in place of OCR may improve performance and reduce reliance on external
preprocessing tools. Finally, automating the data annotation pipeline—particularly for identifying HC in
large corpora—will be essential for scaling this approach to broader applications.
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