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ABSTRACT: Cognitive biases are commonly used by attackers to manipulate users’ psychology in phishing emails.
This study systematically analyzes the exploitation of cognitive biases in phishing emails and addresses the following
questions: (1) Which cognitive biases are frequently exploited in phishing emails? (2) How are cognitive biases exploited
in phishing emails? (3) How effective are cognitive bias features in detecting phishing emails? (4) How can the
exploitation of cognitive biases in phishing emails be modelled? To address these questions, this study constructed
a cognitive processing model that explains how attackers manipulate users by leveraging cognitive biases at different
cognitive stages. By annotating 482 phishing emails, this study identified 10 common types of cognitive biases and
developed corresponding detection models to evaluate the effectiveness of these bias features in phishing email
detection. The results show that models incorporating cognitive bias features significantly outperform baseline models
in terms of accuracy, recall, and F1 score. This study provides crucial theoretical support for future anti-phishing
methods, as a deeper understanding of cognitive biases offers key insights for designing more effective detection and
prevention strategies.

KEYWORDS: Phishing emails; cognitive bias; cognitive processing model; machine learning; cybersecurity

1 Introduction
In today’s society, the widespread adoption of the internet has greatly facilitated information exchange

and social development. However, it has also provided attackers with new tools to exploit users through
technological means. While email, instant messaging, and social media have brought convenience to daily
life, they have also become primary channels for attackers to carry out social engineering attacks [1]. Social
engineering attacks exploit vulnerabilities in human psychology rather than weaknesses in technical defence
systems. Attackers use psychological profiling techniques, such as social media behaviour analysis and
personality trait inference, to precisely identify the cognitive weak points of their targets and design targeted
attack strategies [2]. Globally, losses resulting from social engineering attacks exceed $10 billion annually,
including financial losses, data breaches, and reputational damage [3]. Moreover, deepfake fraud increased
by 3000% in 2023, showing exponential growth. AI-generated false videos or audio recordings significantly
enhance the success rate of fraudulent activities [4]. In fact, 77% of cyberattacks are caused by human
errors, while only 23% result from technical failures. Therefore, relying solely on technology is insufficient
to eradicate phishing attacks, solutions must be explored at the level of human cognitive mechanisms [5].

Phishing emails, as the primary tool of social engineering attacks, owe their success to a large extent
to attackers’ precise understanding of victims’ psychology [6]. According to Radicati Group projections, the
global number of email users will exceed 4.8 billion by 2027 [7]. The latest report from the Anti-Phishing
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Working Group (APWG) indicates that in 2023, 5 million phishing attack incidents were detected, setting a
new record. For attackers, sending what appears to be a harmless email may seem effortless, but for victims,
it can lead to severe economic and information security losses.

Current research on phishing emails primarily focuses on detecting them using various technical
methods, such as traditional approaches, machine learning, and deep learning algorithms [8–10]. From a
client-side perspective, Petelka et al.’s research shows that embedding warnings directly adjacent to suspicious
links in emails—especially when combined with forced-attention mechanisms—can significantly reduce
the likelihood of users clicking on phishing links [11]. Additionally, Berens et al. found that combining
phishing awareness videos with link-centric support tools can synergistically enhance users’ ability to
distinguish between phishing and legitimate emails [12]. Additionally, some studies examine the psycho-
logical manipulation techniques used in phishing emails, such as persuasion principles [13] or exploring
the relationship between phishing emails and the Big Five personality traits [14]. However, existing research
has not adequately explored how phishing emails exploit cognitive weaknesses to manipulate victims. Most
studies focus on isolated analyses of single biases (e.g., Authority Bias, Urgency Effect) without addressing the
synergistic effects of multiple biases or the influence of individual differences. Some focus on how cognitive
biases like urgency and authority impact user decisions [15,16], while others examine individual traits such
as self-control [17] or the way users perceive suspicious emails [18]. A few studies also analyze attacker
strategies or offer theoretical principles to explain victim behaviour [19,20]. According to Kahneman’s dual-
system theory, attackers design email content (e.g., urgent deadlines, authoritative institution identifiers) to
directly trigger recipients’ intuitive decision-making system (System 1), suppressing their rational analytical
abilities (System 2). This amplifies the impact of cognitive biases [21]. However, this critical psychological
mechanism’s role in recipients’ judgments and decisions has been overlooked, limiting existing research’s
ability to explain why high-accuracy technical defence models fail to curb the increasing prevalence of
phishing attacks.

To address this gap, this study provides a new explanatory framework for the underlying principles
of phishing emails by integrating perspectives from social sciences and psychology. Cognitive biases refer
to the unconscious mental shortcuts individuals use when processing and interpreting decision-related
information, which can sometimes lead to decision-making errors [22]. Unlike traditional persuasion prin-
ciples and the Big Five personality theory, cognitive biases more directly influence individuals’ immediate
judgments and decisions [21]. Despite extensive research on phishing email detection and psychological
manipulation techniques, studies analyzing how phishing emails exploit human psychological vulnerabilities
from a cognitive bias perspective remain relatively scarce.

This study makes the following contributions:

1. Established a cognitive manipulation model for phishing emails based on cognitive biases, systematically
revealing the four-stage attack mechanism of attention capture, trust construction, emotion priming, and
behaviour elicitation.

2. Conducted precise manual annotation and statistical analysis on 482 phishing emails, identifying and
quantifying 10 common cognitive biases along with their synergistic effects.

3. Integrated cognitive bias features into machine learning and deep learning models, significantly enhanc-
ing phishing email detection performance and providing solid theoretical and practical support for
subsequent defence strategies.
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2 Related Work
This study begins by discussing traditional countermeasures and detection methods for phishing emails,

followed by an exploration of research on persuasion principles in phishing emails. Finally, this study
examines studies on the integration of phishing emails with cognitive biases.

2.1 Traditional Phishing Email Detection
Significant progress has been made in phishing email detection research in recent years, with a focus on

improving classification accuracy through traditional machine learning and deep learning techniques. Yasin
et al. developed an intelligent classification model combining data mining and text processing, achieving
a random forest algorithm accuracy of 99.1% through weighted keyword methods [23–25]. Moradpoor
et al. utilized neural network models to achieve high accuracy and true positive rates [26]. Gómez et al.
introduced a classification method based on content features, enhancing the stability and accuracy of spam
and phishing email classification through new statistical feature extraction techniques [27]. Islam et al.
designed a multi-layered classification model that reduced false positives by employing weighted feature
extraction [28]. While these technical models perform well in laboratory environments, they lack adaptability
to the dynamic evolution of attacks. Attackers are increasingly bypassing traditional detection systems by
exploiting technical features (e.g., randomizing URLs, obfuscating keywords), compelling researchers to shift
focus from “feature recognition” to “psychological defence”.

With the advancement of deep learning, researchers have begun applying more complex neural network
models to phishing email detection. For example, graph convolutional networks (GCNs), long short-term
memory networks (LSTMs), and hybrid models have shown progress in detecting phishing emails [8,28,29].
These methods enhance detection performance by capturing complex semantic relationships in email text.
However, current models still rely on surface-level semantic features (e.g., keywords, grammatical structures)
and lack explicit modelling of implicit psychological manipulation strategies (e.g., cognitive bias induction)
within the text.

In addition to focusing on the textual content of phishing emails, some studies have started to
concentrate on rule-based clue detection methods, such as keyword analysis, syntax checking, sender address
verification, and URL identification [30]. Table 1 summarizes the various detection cues examined in prior
rule-based research.

Table 1: Rule-based clue detection methods

Paper Phishing email feature clues
[31] Email body
[32] URL, URL legitimacy, Identity keywords
[33] Email subject, Email body, Hyperlinks, Content readability
[34] Word count, Stop word count, Punctuation
[35] Sender address, Transit station, Destination address, Mail exchanger

identification, Origin source, Destination domain name, Sender, Recipient,
Date, Subject, Email body, Attachment

[36] Whitelist, IP address, URL
[37] Email subject, Email body, URL links, Hidden content
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Traditional phishing email detection methods primarily rely on data-driven models, which conse-
quently have relatively weaker theoretical explanatory capabilities. Moreover, these techniques depend
largely on static, surface-level features (such as keywords, URLs, and syntactic patterns) that attackers can
easily manipulate or obfuscate. In addition, there is a notable absence of a unified analysis that addresses
the inherent vulnerabilities exploited by phishing schemes—especially those related to the psychological
manipulation of victims.

2.2 Persuasion Principles and Phishing Emails
Despite the high accuracy of existing technical methods for phishing email detection—exceeding 95%

in some studies—phishing attacks continue to emerge. A key reason is that attackers increasingly exploit
human cognitive biases and psychological manipulation strategies to enhance the persuasiveness of phishing
emails and design attacks that bypass sophisticated email filtering systems [38,39]. These psychologically
based phishing tactics often evade traditional detection models because the latter rely primarily on technical
features while neglecting the semantic analysis of persuasive strategies.

According to Cialdini’s research, six fundamental persuasion principles include reciprocity, scarcity,
authority, consistency, liking, and consensus [40]. Different persuasion strategies guide users to adopt
distinct decision-making criteria, thereby influencing their sensitivity to phishing emails [41]. For example,
Valecha et al. analyzed the effectiveness of “gain-loss” persuasion cues in phishing emails using machine
learning models. Their results demonstrated that models incorporating these cues significantly outperformed
baseline models without them, achieving accuracy improvements of 5% to 20% [42]. From a cognitive bias
perspective, “gain-loss” persuasion cues actually reflect framing effects, where users make different decisions
based on how information is presented.

Other studies also indicate that commonly used persuasion strategies in phishing emails—such as noti-
fications, authoritative tones, or expressions of shared interests—are more likely to successfully induce user
responses [6]. Spelt et al. explored users’ psychological and physiological reactions to messages containing
persuasion principles and found that principles such as scarcity, commitment, consensus, and authority
significantly influenced users’ attitudes and behaviours [43]. Additionally, Kaptein et al. demonstrated that
personalized persuasion profiles could enhance the effectiveness of email reminders [44].

Although current research on persuasion principles in phishing emails has made significant progress,
several limitations remain. First, existing work largely relies on surface-level technical features and isolated
analyses of individual persuasive cues, lacking a unified and systematic examination of the interplay among
various psychological manipulation strategies. Second, these approaches exhibit limited adaptability to the
dynamic evolution of attack strategies, making it challenging to counter attackers who continually modify
their tactics and presentation styles to bypass detection.

2.3 Cognitive Biases and Phishing Emails
While persuasion principles represent proactive strategies designed by attackers, cognitive biases are

unconscious decision-making shortcuts followed by recipients. Although related, the latter are more directly
linked to fundamental vulnerabilities in human judgment. According to the dual-system decision theory,
attackers manipulate email content (e.g., urgent deadlines, authoritative identifiers) to activate recipients’
intuitive decision-making system (System 1), suppressing their rational analytical abilities (System 2). This
amplifies the effects of cognitive biases [21]. For example, urgency strategies create time pressure by setting
deadlines, forcing users to rely on intuitive decision-making [45,46]. Under urgent circumstances, users are
more likely to adopt heuristic thinking, increasing their risk of falling victim to phishing attacks [14,16–18].
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The temptation of benefits and Authority Bias are also common tactics used in phishing emails [13,46].
Research has shown that emails disguised as those from superiors or authoritative institutions can trigger
users’ tendency to comply [15,17], while high promises of benefits can induce over-optimism bias [47–49]
Other research indicates that overconfidence decreases users’ ability to identify phishing emails, whereas
cognitive effort can reduce this bias [50,51]. However, existing studies mostly verify the impact of a single
bias through experiments, neglecting the synergistic effect of multiple biases in real attacks. Attackers may
simultaneously exploit scarcity and social proof to induce herd behaviour, a complex strategy that has not
been systematically studied.

Moreover, the influence of individual differences on cognitive biases has not been fully explored.
Different users, due to differences in cultural backgrounds, risk preferences, or cognitive styles, may have
opposing reactions to the same phishing email [52,53]. Although individual differences in decision-making
have been widely studied in the field of psychology, these findings have not been effectively integrated into
phishing email detection models, resulting in existing defence strategies lacking personalized adaptability.

3 The Role Mechanism of Cognitive Biases in Phishing Emails and the Stage Model

3.1 Classification of Cognitive Biases and Mapping to Attack Scenarios
In cognitive science and behavioural economics research, cognitive biases are typically categorized

into four major types: Too Much Information, Not Enough Meaning, Need to Act Fast, and What Should
We Remember [54]. This classification system achieves a systematic integration of known cognitive biases
through dimensional construction, as shown in Table 2. Each category of bias reveals the systematic errors
humans may make when facing complex decisions. For instance, the Anchoring Effect in the Too Much
Information category reflects the tendency of decision-makers to rely on initial information for simplified
judgments, while the Stereotype in the Not Enough Meaning category manifests as filling information gaps
using existing cognitive frameworks. Table 2 demonstrates the typical application scenarios of these four
types of biases in phishing attacks and the strategies used by attackers.

Table 2: Mapping of four types of cognitive biases to phishing attack scenarios

Bias category Cognitive characteristics Attack strategy
Too Much Information Limited attention resources,

forced to simplify decisions.
Implantation of a large amount of
redundant warnings or complex

instructions, forcing users to rely on
intuitive judgment.

Not Enough Meaning Ambiguous information
triggers subjective associations

to fill in the gaps.

Falsification of authority identity or
vague reasoning for actions,

encouraging users to rationalize
independently.

Need to Act Fast Time pressure suppresses
rational analysis.

Setting an urgent deadline to trigger
a quick user response.

What Should We Remember Memory biases towards
optimism/recent events.

Emphasizing a few successful cases to
conceal potential risks.
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3.2 A Multi-Stage Attack Model Based on Cognitive Biases
From the perspective of cognitive neuroscience, the effectiveness of phishing emails stems from the

systematic exploitation of vulnerabilities in human decision-making systems. Whether by emphasizing
authority to induce compliance or leveraging urgency and the “zero risk” perception to prompt users to make
quick decisions, these strategies are based on a profound understanding of human psychology. Attackers
employ an emotional-cognitive coupling intervention strategy, progressively weakening the victim’s ability
for rational evaluation through the synergistic effects of emotional arousal intensity modulation and
information ambiguity processing. These biases not only bypass rational analysis but also enhance user
compliance and susceptibility by simplifying information and amplifying emotional responses.

This study systematically analyzes how phishing emails employ cognitive biases to enhance their
deceptive effectiveness. To ensure that our selected biases accurately capture the manipulative techniques
used in phishing attacks, this study conducted an extensive review of the relevant psychological and
cybersecurity literature, coupled with empirical observations of phishing strategies. Based on the prevalence
of certain biases in the literature and their strong relevance to observed phishing tactics, this study identified
ten cognitive biases that are frequently exploited by attackers.: Curiosity, Negativity Bias, Authority Bias,
Appeal to Novelty, Survivorship Bias, Urgency Effect, Identifiable Victim Effect, Zero-Risk Bias, Hyperbolic
Discounting, Conformity. Based on this, a stage model is constructed, as shown in Fig. 1. This study proposes
a comprehensive cognitive manipulation model for phishing emails, which details a four-stage cognitive
hijacking process in social engineering attacks. In the Attention Capture stage, attackers exploit cues like
urgency and curiosity to immediately seize the recipient’s focus, predominantly engaging the fast, intuitive
System 1. This is followed by the Trust Construction phase, where attackers introduce authority cues and
survivorship signals to simulate credibility, thereby reducing scepticism. In the Emotional Priming stage,
emotional triggers such as fear and zero-risk assurances heighten the recipient’s arousal, effectively sup-
pressing rational, analytical processing. Finally, in the Behavioural Elicitation stage, these combined effects
culminate in an impulsive decision, with the recipient acting against their better judgment. This sequential
framework illustrates how attackers break through users’ psychological defences and induce maladaptive
decisions. Notably, our model distinguishes the impact on perception from that on decision making in a
way that aligns with Kahneman’s dual-system framework. In the first two stages—Attention Capture and
Trust Construction—System 1’s fast, automatic processes dominate: attackers manipulate perceptual cues
(e.g., urgency signals, credible “from” addresses) to bias the recipient’s intuitive appraisal of the email, making
it feel both urgent and trustworthy. This early System 1 activation is critical, because it sets up a biased
perceptual lens through which all subsequent information is interpreted. In the latter stages—Emotional
Priming and Behavioural Elicitation—there is a transition toward System 2’s deliberative processes, though
System 1 remains influential. Here, the initial perceptual distortion (System 1) feeds into an emotionally
charged state that prompts System 2 to weigh risks and benefits under a compromised lens. As a result, even
when slow, analytic reasoning is available, it often defaults to confirming the biased perception seeded by
System 1, leading to impulsive or ill-advised actions (System 2’s execution under System 1’s influence). By
explicitly separating these domains—System 1’s perceptual manipulation in stages 1–2 and the subsequent
System 2-guided but still partially System 1-driven decision making in stages 3–4—our framework clarifies
how initial, fast-paced cognitive bias lays the groundwork for later, more reflective reasoning to go astray.
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Figure 1: Cognitive manipulation model for phishing emails

3.2.1 Attention Capture
The attention capture stage is the first phase where attackers break through the target’s information

filtering mechanism. Attackers use cognitively engineered email subject frameworks, incorporating bias
embedding strategies to direct the user’s attention. Since users can only process a limited amount of
information in a given time and are instinctively biased toward emotional or high-priority stimuli, attackers
often leverage the Curiosity and Negativity Bias to hijack the user’s attention, as shown in Table 3.

Table 3: Cognitive biases in the attention capture stage

Cognitive bias name Cognitive bias definition Phishing email exploitation
Curiosity Curiosity is a strong emotional

drive that compels individuals to
seek new information or explore

unknown territories [55].

Attackers set enticing information
prompts or mysterious content in

phishing emails to trigger the victim’s
curiosity, prompting them to click on

links or download attachments, even if
they are aware of the potential risks.

Negativity Bias Negativity bias refers to the
tendency of individuals to give

more attention, weight, and
memory to negative information

compared to equally positive
information when processing

information [56].

Phishing emails attract the victim’s
attention by highlighting negative

information, such as security warnings or
financial risks. Due to people’s heightened

attention to potential threats, this tactic
effectively encourages the victim to take

swift action.

3.2.2 Trust Construction
Trust Construction is the process through which attackers, by carefully designing and falsifying

information, persuade the victim to believe in the authenticity and credibility of the email content. Attackers
leverage the user’s existing knowledge, experience, and beliefs, and enhance the email’s credibility by cleverly
simulating real-world scenarios, thereby lowering the victim’s awareness of potential threats. By using
intricately crafted email content and fabricated information, attackers gradually convince the victim that
the email originates from a trusted source, making it easier for the victim to accept the false information it
conveys. The cognitive biases involved in this stage include Authority Bias, Appeal to Novelty, and Survivorship
Bias, as shown in Table 4.
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Table 4: Cognitive biases in the trust construction stage

Cognitive bias name Cognitive bias definition Phishing email exploitation
Authority Bias Authority bias refers to individuals

having excessive confidence in
information verified by

authoritative figures, making them
more susceptible to influence from

these authority figures’
opinions [57].

Attackers enhance the credibility and
trustworthiness of the email content

by impersonating authoritative figures
(such as company CEOs, IT support

staff, etc.), using professional
terminology or technical language,

and even citing authoritative data or
well-known institutions.

Appeal to Novelty Appeal to novelty is an assumption
that new ideas, products, or

practices are superior to old ones
simply because they are new. This
bias often overlooks the possibility

that traditional or existing
solutions might be more effective

in certain situations [58].

Attackers attract users by promoting
new technologies or products as

having advantages over traditional
options.

Survivorship Bias Survivorship bias refers to the
logical error of focusing only on
successful or surviving samples

while ignoring the failed or
disappeared cases [59].

Attackers create the illusion of
widespread success by showcasing

false or carefully selected successful
investment cases, thus inducing

victims to take action.

3.2.3 Emotional Priming
Emotional priming refers to the strategy where attackers trigger emotional reactions in the victim

through information delivery, thus intervening in their decision-making process. By systematically eliciting
positive or negative emotions, attackers strategically adjust the target’s judgment criteria and behavioural
tendencies. Emotions exhibit dual regulatory effects in the cognitive process: positive emotions can enhance
trust and compliance, while negative emotions, by activating the stress hormone cortisol, accelerate decision-
making speed. The core cognitive biases involved in this process include the Urgency Effect, Identifiable Victim
Effect, and Zero-Risk Bias, as shown in Table 5.

Table 5: Cognitive biases in the emotional priming stage

Cognitive bias name Cognitive bias definition Phishing email exploitation
Urgency Effect Urgency Effect refers to the

tendency of individuals to
prioritize tasks that appear urgent
over more important ones, even if
the actual impact of these urgent

tasks is minimal [60].

Attackers create a sense of urgency by
setting deadlines or issuing urgent
prompts, compelling users to act

quickly. This illusion of urgency often
coincides with the presence of negative

bias.

(Continued)
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Table 5 (continued)

Cognitive bias name Cognitive bias definition Phishing email exploitation
Identifiable Victim

Effect
Identifiable Victim Effect describes

the tendency of people to prefer
helping specific, individual victims

over large, non-individualized
groups [61].

Attackers exploit this bias by providing
a detailed narrative of a single,

identifiable case, thereby evoking
empathy and creating a personal

connection that increases the
likelihood of compliance.

Zero-Risk Bias Zero-Risk Bias describes the
tendency of individuals to choose

options that completely eliminate a
certain risk in decision-making,
even if these choices may not be

optimal overall [62].

Attackers construct the illusion that a
simple action (such as clicking a link
or downloading an attachment) can

completely eliminate security risks to
the account, prompting the victim to

take action.

3.2.4 Behaviour Elicitation
The behaviour elicitation stage is the process in which attackers, by comprehensively utilizing cognitive

processing and emotional responses, guide users to make specific behavioural decisions. In this stage, the
user’s thoughts and emotions have been carefully manipulated by the attacker, determining whether the user
will take action and what action they will take. Attackers further guide the victim to execute their intentions
through clear instructions and suggestive wording, ensuring the success of the attack. The core cognitive
biases involved in this process include Hyperbolic Discounting and Conformity, as shown in Table 6.

Table 6: Cognitive biases in the behaviour elicitation stage

Cognitive bias name Cognitive bias definition Phishing email exploitation
Hyperbolic

Discounting
Hyperbolic Discounting refers to

the preference for immediate
rewards significantly higher than
delayed rewards, especially when

weighing short-term and
long-term returns [63].

Attackers promise immediate rewards
(such as coupons or cash rebates) to

attract victims to click on links or
perform specific actions.

Conformity Conformity refers to the tendency
of individuals to follow detailed
instructions or operational steps

without questioning their
legitimacy or authenticity [64].

Attackers provide very clear steps to
induce victims to follow the

instructions step by step. These types
of emails often give a sense of

formality and authority, causing
victims to comply without hesitation,

thereby disclosing personal
information or downloading malware.

The model system reveals the implementation path of phishing attacks through a four-stage cognitive
chain reaction, gradually influencing an individual’s attention, understanding, emotions, and behaviour
through specific cognitive biases. Attackers capture attention in the attention capture stage, build trust in
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the trust construction stage, manipulate emotions in the emotional priming stage, and ultimately guide the
victim to take specific actions in the behaviour elicitation stage, effectively achieving their goal.

3.3 Case Analysis of Phishing Emails
This study will analyze several phishing email cases in conjunction with the model proposed in the

previous section of this study.

Dear Alice,
I hope this message finds you well. Although this proposal may come as a surprise, please allow me
to introduce myself. I am George Osawai, Chairman of NEPA’s Contract Review Committee at the
Federal Secretariat of the Nigerian Electricity Board, Ikoyi-Lagos.
After careful consultation with my colleagues, we have chosen to contact you regarding a confidential
matter that requires your assistance. We seek your help in facilitating the transfer of $7.1 million and an
additional $500,000 (totaling $7.6 million), which are currently held in an offshore payment account at
the Central Bank of Nigeria. These funds are an over-invoiced contract amount, presently unclaimed
and available for withdrawal to any beneficiary recommended by my committee.
You will be presented as a contractor under the National Environmental Policy Act, who executed the
contract but has not yet received payment. The proposed distribution of the funds is as follows:
- 70% to myself and my colleagues
- 20% to you as our representative and partner
- The remaining 10% will cover transaction costs
Due to restrictions on civil servants from operating foreign accounts, we are reaching out to you as a
trusted partner for this transaction.
If you agree to proceed, please kindly provide the following information at your earliest convenience:
1. The name you would like listed as the beneficiary of the funds.
2. Your confidential phone and fax numbers.
Once we receive your confirmation, we will provide further details on how the funds will be
transferred and discuss how to successfully complete this transaction.
I look forward to your prompt response and our future cooperation.
Best regards,
George Osawai
Chairman of NEPA’s Contract Review Committee
Federal Secretariat of the Nigerian Electricity Board
Ikoyi-Lagos, Nigeria

This Nigerian scam email fully demonstrates the synergistic effects of the four-stage cognitive manip-
ulation: In the attention capture stage, the attacker uses the unusual figure of “71.5 million dollars” and the
hint of a “unique opportunity” to direct the victim’s attention through Curiosity. In the trust construction
stage, the attacker forges the authority of the “Chairman of the National Power Bureau Contract Review
Committee”, leveraging Authority Bias to enhance the credibility of the email. In the emotional priming
stage, the attacker applies the Hyperbolic Discounting strategy, promising a 20% immediate return to trigger
the victim’s desire for wealth. Finally, in the behaviour elicitation stage, the attacker requests the victim to
provide personal information, using Conformity to guide them toward actions that could potentially expose
sensitive information.
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Dear Alice,
We wanted to inform you that your email account associated with [example@example.com] is nearing
its storage limit.
Current Usage: 1989 MB
Maximum Capacity: 2000 MB
Your email storage space is almost full, and you may soon face difficulties receiving new messages. To
avoid disruptions in your email service, we strongly recommend upgrading your storage by clicking
the link below:
Click here to upgrade your storage
Upgrading is simple and free. Failure to upgrade your mailbox could result in the inability to receive
emails, potential account closure, and the deletion of important messages.
Note: Upgrading is completely free.
Please take action now to ensure continuous access to your account.
Best regards,
Mailbox Support Team

In the attention capture stage, the email attracts attention by warning the user that their mailbox capacity
is running out, utilizing Negativity Bias. In the trust construction stage, the email is signed as “Mailbox
Support Team”, enhancing its credibility through Authority Bias. In the emotional priming stage, the email
emphasizes that if the account is not upgraded immediately, it will be closed and important emails will be
deleted, leveraging the Urgency Effect to create a sense of urgency. It also claims that the upgrade is free,
using Zero-Risk Bias to reduce the user’s defensive mindset. In the behaviour elicitation stage, the email
directly instructs the recipient to click a link to upgrade their mailbox, using Conformity to guide them to
take potentially risky actions.

Dear Homeowner,
We are pleased to inform you that you have been pre-approved for a $401,000 refinancing loan
at a fixed interest rate of 4.51%. This offer is unconditional, and your credit score will not affect
your eligibility.
To take advantage of this limited-time opportunity, simply visit our website and complete the 1-minute
approval form:
Click here to start your approval process
Act quickly to ensure you secure this offer!
Sincerely,
Maribel Codro

In the attention capture stage, the email offers a high-yield loan with a “4.51% fixed interest rate +
$401,000”, attracting the user’s attention through Curiosity. In the emotional priming stage, it emphasizes
“unconditional” and “credit is not a factor”, making the user perceive the opportunity as rare, using Hyperbolic
Discounting to focus on immediate benefits while ignoring potential risks. In the behaviour elicitation stage,
the email asks the user to visit a website and fill out a form, using Conformity to guide them into providing
sensitive personal and financial information.

In actual phishing scenarios, the four stages are not strictly linear but may occur in parallel or skip steps.
For example, an email with an urgent prompt such as “Account Frozen” in the subject line will simultaneously
trigger users’ “attention/perception” and “emotion/motivation”, with the two stages highly overlapping. If an
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email displays both “preferential temptation” and “authoritative endorsement”, users often switch repeatedly
between the motivation-driven stage (Stage 2) and the rational evaluation stage (Stage 3). It can be seen that
although the model conceptually presents a dominant sequence of “attention→motivation→ reasoning→
action”, there is a possibility of parallelism, cycling, or even skipping between stages.

4 Experiment
This section aims to explore the utilization of cognitive biases in phishing emails and assess the

effectiveness of cognitive bias features in phishing email detection. To achieve this, this study designed a
series of experiments, which primarily include the construction of datasets, the establishment of a cognitive
bias detection model, the analysis of the Nigerian scam dataset, and the development of a phishing email
detection model. The following sections will provide a detailed description of each phase of the experiment.

4.1 Dataset Construction
4.1.1 Data Sources and Sampling Methods

The data for this study was sourced from a phishing email dataset that consolidates seven publicly
available repositories [65]. This dataset is widely adopted in phishing research due to its scale and diversity,
encompassing diverse attack scenarios such as Nigerian scams, financial lures, institutional impersonation,
and urgency-based threats, which cover the 10 cognitive biases identified in this study. This study uniformly
sampled emails from these sources and then carefully cleaned and processed the data to remove duplicates
and non-relevant entries. This process ensured that a final set of 482 phishing emails was retained, making
the subsequent manual annotation work both feasible and reliable.

4.1.2 Data Preprocessing and Labeling
During the data labeling process, this study manually precisely manually annotated the extracted

phishing emails using the Doccano tool, targeting the 10 cognitive biases mentioned in Section 3.2. Three
domain experts collaborated on this process to ensure high annotation quality and consistency. Three experts
first reached consensus on all bias examples, then independently reviewed the emails, clearly marking key
sentences or paragraphs with corresponding cognitive bias labels. Any discrepancies or disagreements were
resolved through discussions until a consensus was reached via a majority voting process. Specifically, the
labeling not only identified the common manipulative language in phishing emails but also detailed the
corresponding cognitive bias types.

Fig. 2 illustrates the distribution of different cognitive biases in our study dataset. It can be seen that
among the 482 phishing emails, there are significant differences in the distribution of various cognitive
biases. Specifically, Curiosity and Conformity are the most common in phishing emails, accounting for a large
proportion. This indicates that most phishing emails exploit users’ curiosity to motivate them to perform
certain actions, while also guiding users to follow instructions by providing clear operational steps.

4.1.3 Data Analysis
Fig. 3 illustrates the correlations between various cognitive biases in the annotated data. The analysis

results indicate that most cognitive biases have low correlations with each other, showing that these biases
typically appear independently in phishing emails. However, the correlation between Survivorship Bias and
Identifiable Victim Effect reaches 0.78, which is a significant exception. This high correlation mainly arises
because these two biases often occur simultaneously in Nigerian scams.
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Figure 2: Dataset distribution chart

Figure 3: Dataset correlation analysis chart

Specifically, Nigerian scams typically start with a story about an official, utilizing the Identifiable Victim
Effect to establish the story’s authenticity and credibility. Subsequently, the email suggests that the recipient
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is a selected lucky individual with the opportunity to share a substantial fortune, which is a manifestation of
Survivorship Bias. This combination is particularly prevalent in Nigerian scams, further explaining the high
correlation between these two cognitive biases.

Table 7 compares the cognitive bias scores between non-phishing and phishing emails. The data reveals
that most biases—including Authority Bias, Survivorship Bias, Negativity Bias, Zero-Risk Bias, Hyperbolic
Discounting, Identifiable Victim Effect, Urgency Effect, and Conformity—are significantly higher in phishing
emails (ranging approximately from 0.87 to 0.98), indicating these biases are deliberately exploited in
phishing campaigns. In contrast, the biases of Appeal to Novelty and Curiosity show scores of 0.1020 and
0.7579 respectively in non-phishing emails, while their scores are extremely low in phishing emails (0.0054
and 0.0351, respectively). This suggests that these two biases may be more common in legitimate emails or
are not effectively employed as deceptive strategies by phishing attackers.

Table 7: Comparison of cognitive bias scores in phishing vs. non-phishing emails

Bias Non-phishing Phishing
Authority bias 0.3084 0.9645

Survivorship bias 0.0253 0.9510
Negativity bias 0.0970 0.8727
Zero-risk bias 0.1797 0.9078

Hyperbolic discounting 0.6008 0.9798
Identifiable victim effect 0.0306 0.9261

Appeal to novelty 0.1020 0.0054
Urgency effect 0.1777 0.9267

Curiosity 0.7579 0.0351
Conformity 0.8366 0.9801

4.2 Experimental Setup
4.2.1 Feature Extraction Methods

To effectively represent the email text and extract useful features, this study employed two feature
extraction methods:

1. The term Frequency-Inverse Document Frequency (TF-IDF) method was used for feature extraction
on the preprocessed text. This method measures the importance of words in the document and the
entire corpus. Specific parameter settings: ngram_range = (1, 1) (considering only unigrams), use_idf
= True (using inverse document frequency), norm = ‘l2’ (L2 normalization), smooth_idf = True (IDF
smoothing).

2. The pretrained Robustly Optimized BERT Pretraining Approach (RoBERTa) model was utilized for deep
feature extraction of the email text. Specific parameter settings: using RoBERTa-base version, hidden
layer dimension of 768, using RoBERTa’s tokenizer to encode the text, resulting in a 768-dimensional
feature vector for each email.

4.2.2 Data Balancing
Due to the imbalanced distribution of data across cognitive bias categories, with fewer samples in some

biases potentially leading to model training bias towards majority classes, this addressed the data imbalance
issue using the Synthetic Minority Over-sampling Technique (SMOTE). This oversampling technique was



Comput Mater Contin. 2025;85(3) 4767

applied to minority classes to balance the dataset. Specific parameter settings: k_neighbours = 5 (number of
nearest neighbours), performing oversampling on minority samples.

4.2.3 Model Selection and Parameter Settings
For traditional machine learning models, this employed six commonly used machine learning algo-

rithms for model training and testing:

1. Logistic Regression (LR): Using L2 regularization, hyperparameter C values in the range [0.01, 0.1, 1, 10],
determining the optimal value through cross-validation, using the Liblinear optimizer.

2. Support Vector Machines (SVM): Using a linear kernel.
3. Random Forest (RF): Number of decision trees set to 100, minimum samples per node set to 1.
4. K-Nearest Neighbors (KNN): Number of neighbours set to 5, using Euclidean distance for node

distance calculation.
5. Decision Tree (DT): Using information gain as the splitting criterion, with maximum depth determined

through cross-validation.
6. Gradient Boosting Decision Trees (GBDT): Learning rate set to 0.1, number of weak learners set to 100,

maximum depth set to 4.

For comparative experiments, this constructed a neural network model with a specific architecture as
detailed in Section 4.3.3. The loss function used was cross-entropy, the optimizer was Adam with both L1 and
L2 regularization introduced, learning rate set to 0.001, batch size set to 64, and number of training epochs
set to 200.

4.3 Cognitive Bias Detection Models in Phishing Emails
To automatically detect cognitive biases in phishing emails, this study designed and implemented three

model methods based on traditional machine learning and deep learning techniques. Below, each method’s
implementation process and experimental results are detailed.

4.3.1 Traditional Machine Learning Models Based on TF-IDF Features
In this experiment, this study utilized TF-IDF features combined with traditional machine learning

algorithms to detect cognitive biases in phishing emails. Firstly, the TF-IDF method was used to extract
features from the preprocessed email texts, capturing important words and phrases to construct a high-
dimensional feature space. Subsequently, this study trained the six machine learning models mentioned
in Section 4.2.3 on the training set. The performance of the models was evaluated using accuracy metrics,
with the results shown in the Table 8.

From Table 8, it can be seen that SVM performs the best among all models, with an average accuracy
of 91.75%. This indicates that SVM has an advantage in handling high-dimensional sparse feature spaces,
effectively capturing the relationship between text features and cognitive biases. In contrast, the KNN
model performs the worst, with an accuracy of only 54.2%. This may be because, in high-dimensional
spaces, distance metrics between data points become unreliable, making it difficult for the KNN algorithm
to correctly classify samples. Other models such as LR, RF, and GBDT also perform relatively well, with
accuracies exceeding 84%. Additionally, this study provides further evaluation metrics for each cognitive
bias using the SVM model in Table A1 of Appendix A.
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Table 8: Performance comparison of traditional machine learning models based on TF-IDF features

Model Authority
bias

Survivorship
bias

Negativity
bias

Zero-risk
bias

Hyperbolic
discounting

Identifiable
victim effect

Appeal
to

novelty

Urgency
effect

Curiosity Conformity Average
accuracy

KNN 63.03% 55.47% 51.41% 55.12% 54.04% 56.92% 48.29% 56.55% 50.99% 50.21% 54.20%
DT 70.91% 97.27% 81.36% 80.98% 88.82% 98.08% 84.62% 77.98% 80.69% 87.14% 84.78%
LR 84.24% 98.44% 86.44% 84.88% 88.82% 98.85% 95.30% 76.79% 84.16% 93.78% 89.17%

GBDT 84.85% 97.66% 86.44% 84.39% 90.68% 98.46% 90.60% 86.90% 87.13% 91.29% 89.84%
RF 85.45% 98.05% 85.88% 88.29% 87.58% 99.62% 95.73% 81.55% 87.62% 94.61% 90.44%

SVM 86.67% 99.61% 90.96% 89.27% 88.20% 100.00% 97.44% 77.38% 89.60% 98.34% 91.75%

4.3.2 Traditional Machine Learning Models Based on RoBERTa Representations
To explore the role of deep semantic features in cognitive bias detection, this study employed the

RoBERTa pre-trained model to extract features from email texts in this experiment. RoBERTa is capable
of capturing contextual semantic information in the text, generating high-dimensional semantic vectors.
After obtaining RoBERTa features, this study used the same traditional machine learning models mentioned
in Section 4.2.3 for training and testing. The model performance evaluations are shown in the Table 9.

Table 9: Cognitive biases in the behaviour elicitation stage

Model Authority
bias

Survivorship
bias

Negativity
bias

Zero-risk
bias

Hyperbolic
discounting

Identifiable
victim effect

Appeal
to

novelty

Urgency
effect

Curiosity Conformity Average
accuracy

KNN 67.88% 80.08% 64.97% 69.27% 62.73% 83.08% 64.53% 64.88% 64.36% 63.90% 68.57%
DT 69.09% 87.89% 77.97% 61.95% 67.70% 93.85% 61.97% 65.48% 72.28% 75.52% 73.37%
LR 71.52% 91.80% 64.97% 71.22% 63.98% 94.62% 76.07% 62.50% 72.28% 78.42% 74.74%

GBDT 70.91% 94.92% 76.84% 65.37% 65.84% 96.92% 66.24% 66.67% 73.76% 77.18% 75.46%
RF 77.58% 98.44% 78.53% 80.98% 68.94% 98.46% 89.74% 72.62% 81.19% 94.61% 84.11%

SVM 80.00% 96.88% 76.84% 80.98% 73.29% 98.85% 89.32% 75.60% 81.68% 91.29% 84.47%

From the results, it can be seen that except for KNN, the performance of all models has declined. For
instance, the accuracy of SVM dropped from 91.75% based on TF-IDF features to 75.46%. The accuracy of
KNN slightly improved but still performed poorly.

RoBERTa model is a powerful pre-trained language model capable of capturing complex semantic rela-
tionships in the text. However, directly using deep semantic features extracted by RoBERTa in combination
with traditional machine learning models did not enhance the performance of cognitive bias detection. This
suggests that relying solely on pre-trained semantic features may not sufficiently capture the characteristics
of cognitive biases in phishing emails. In contrast, features generated by TF-IDF are relatively simple and
direct, allowing traditional machine learning models to handle these features better. Furthermore, RoBERTa-
generated features may possess strong non-linear characteristics, posing greater challenges to some linear
models (such as Logistic Regression). This non-linearity may make it difficult for models to find suitable
classification boundaries, thereby affecting accuracy.

4.3.3 Neural Network-Based Deep Learning Model
Given the limitations of traditional machine learning models in handling deep semantic features, this

study further developed a neural network-based deep learning model aimed at more effectively detecting
cognitive biases in phishing emails.
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Building on the previous experimental results, this study designed a simple neural network model to
detect cognitive biases in phishing emails. The architecture of this model is shown in Fig. 4. Firstly, the text
data of phishing emails undergoes TF-IDF processing to generate feature vectors. To optimize the model’s
computational efficiency and retain the most representative features, this study employed the SelectKBest
feature selection method to select the top 5000 most important features. These features are then fed into the
neural network.

Figure 4: Model architecture chart

The neural network adopts a shallow structure, consisting of two 1D Convolutional Layers and one Fully
Connected Layer. The convolutional layers are responsible for capturing local patterns among the features,
enhancing the model’s ability to recognize relevant patterns in the text sequences. Subsequently, the output of
the convolutional layers is further processed through the fully connected layer and finally classified through
three Linear Layers, outputting predictions for each type of cognitive bias, as shown in the Table 10.

Table 10: Performance of deep learning models based on neural networks

Model Authority
bias

Survivorship
bias

Negativity
bias

Zero-risk
bias

Hyperbolic
discounting

Identifiable
victim effect

Appeal
to

novelty

Urgency
effect

Curiosity Conformity Average
accuracy

GBDT
(Roberta)

80.00% 96.88% 76.84% 80.98% 73.29% 98.85% 89.32% 75.60% 81.68% 91.29% 84.47%

SVM
(TF-IDF)

86.67% 99.61% 90.96% 89.27% 88.20% 100.00% 97.44% 77.38% 89.60% 98.34% 91.75%

ours 88.18% 99.42% 89.83% 90.51% 90.74% 100.00% 98.72% 88.39% 93.33% 97.52% 93.66%

Our neural network model demonstrates excellent performance in the task of detecting cognitive biases
in phishing emails. Compared to the previous optimal models based on TF-IDF feature extraction (SVM) and
RoBERTa feature extraction, this neural network model achieves superior performance in terms of accuracy,
recall, and F1-score. Neural networks can capture complex nonlinear relationships through deep feature
extraction, which is crucial for addressing patterns that traditional methods cannot capture. In contrast,
traditional models usually rely on manually extracted features and often cannot fully handle the complex
relationships and patterns in the data. This indicates that, by combining feature selection with a shallow
neural network, the model can better capture the complex patterns present in phishing emails, thereby
enhancing classification performance.

4.4 Phishing Email Dataset Cognitive Bias Analysis and Detection
To validate the effectiveness of cognitive bias features in phishing email detection tasks, this study

conducted further experiments on the Nigerian scam classification dataset from the repositories described
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in Section 4.2.1. The experiment comprises two main parts: firstly, automatically annotating cognitive biases
in the emails of the dataset and performing correlation analysis; secondly, utilizing these cognitive bias
features combined with the six machine learning models previously used to construct phishing email
detection models.

4.4.1 Cognitive Bias Annotation and Correlation Analysis
To annotate cognitive biases in all emails within the dataset, this study employed the previously trained

neural network-based cognitive bias detection model. The preprocessed email texts were input into the
cognitive bias detection model, which outputs the predicted probabilities for each type of cognitive bias in
each email. Typically, set a threshold of 0.5; if the predicted probability of a certain bias exceeds the threshold,
the email is considered to contain that cognitive bias.

After completing cognitive bias annotation for all emails, this study conducted a correlation analysis
between the cognitive biases in the emails and the email labels. The results are shown in Fig. 5. Among
them, Survivorship Bias, Identifiable Victim Effect, Negativity Bias, Urgency Effect, Zero-Risk Bias, Authority
Bias, Hyperbolic Discounting, and Conformity showed positive correlations. Appeal to Novelty and Curiosity
showed negative correlations, indicating that these two biases are more common in non-fraudulent emails,
possibly associated with the novelty and interest of legitimate email content.

Figure 5: Correlation of each cognitive biases with label

4.4.2 Phishing Email Detection Based on Cognitive Bias Features
Based on the correlation analysis results above, this study selected seven cognitive biases with a high

correlation to email labels: Survivorship Bias, Identifiable Victim Effect, Negativity Bias, Urgency Effect,
Zero-Risk Bias, Authority Bias, and Curiosity, as additional features. The experimental results, as shown
in Table 11, indicate that most models incorporating cognitive bias features showed performance improve-
ments, especially the K-Nearest Neighbors (KNN) algorithm, which significantly increased its accuracy
by approximately 5.21%. This result demonstrates that incorporating cognitive bias features can effectively
enhance the recognition capability of phishing email detection models.
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Table 11: Phishing email detection performance: impact of cognitive bias features

Model Status Accuracy Precision Recall F1 score AUC-ROC

LR Unbiased 97.74% 99.47% 96.13% 97.77% 99.27%
Biased 99.26%

(+1.52%)
99.69%

(+0.22%)
98.88%

(+2.75%)
99.28%

(+1.51%)
99.90%

(+0.63%)

SVM Unbiased 98.89% 99.90% 97.96% 98.92% 99.89%
Biased 99.42%

(+0.53%)
99.79%

(+0.11%)
99.08%

(+1.12%)
99.44%

(+0.52%)
99.98%
(+0.1%)

RF Unbiased 98.84% 99.90% 97.86% 98.87% 99.83%
Biased 99.00%

(+0.16%)
99.90%
(+0%)

98.17%
(+0.31%)

99.02%
(+0.15%)

99.89%
(+0.06%)

KNN Unbiased 92.63% 87.65% 99.80% 93.33% 98.50%
Biased 97.84%

(+5.21%)
97.67%

(+10.02%)
98.17%

(−1.63%)
97.92%

(+4.59%)
99.40%
(+0.9%)

DT Unbiased 96.32% 96.53% 96.33% 96.43% 96.32%
Biased 97.58%

(+1.26%)
97.46%

(+0.93%)
97.86%

(+1.53%)
97.66%

(+1.23%)
97.57%

(+1.25%)

GBDT Unbiased 98.63% 99.28% 98.06% 98.67% 99.72%
Biased 98.63%

(+0%)
99.38%
(+0.1%)

97.96%
(+1.9%)

98.67%
(+0%)

99.84%
(+0.12%)

5 Mitigation Strategies
Although technical defences have improved significantly, phishing emails continue to succeed by

exploiting human psychological vulnerabilities. Therefore, improving user awareness of phishing email
characteristics is one of the key strategies to mitigate this issue. Educating users on how to recognize phishing
emails, such as spotting urgency cues, unfamiliar sender addresses, and suspicious links, is vital in reducing
the impact of phishing attacks. Regular cybersecurity training, simulated phishing campaigns, and scenario-
based analyses can enhance users’ vigilance and ability to handle phishing attempts, reducing the risk of
incorrect clicks and data breaches at the source.

From a technical perspective, although many defence systems have adopted rule-based and machine
learning models to detect phishing emails, attackers continuously evolve their strategies to bypass these
defences. In response, beyond refining existing anti-phishing technologies like URL filtering and email
content analysis, integrating multiple detection methods and incorporating user behaviour analytics and
psychological features into deep learning models can more effectively identify and prevent phishing
attacks based on psychological manipulation. Additionally, the use of multi-factor authentication and email
encryption can further enhance account security, reducing the losses associated with phishing attacks.

To mitigate ethical risks arising from leveraging cognitive bias features, we first adhere to the principle
of data minimization—collecting only the minimum set of features necessary to identify phishing risk
and obtaining explicit user consent via a clear, user-friendly disclosure. Next, by integrating explainability
modules into the algorithm, users can understand why and how their cognitive traits inform the model’s
decision, reducing “black-box” anxiety. Additionally, regular fairness and bias assessments should be
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conducted, testing separately across diverse cultural, age, and demographic groups to prevent systematic
misclassification due to cognitive differences. Finally, combining multi-factor authentication and email
encryption as fallback safeguards—requiring additional verification steps when the model flags a high-
risk email—ensures that, even in cases of false positives or adversarial exploitation, user account security
remains protected.

6 Conclusion
This study provides an in-depth revelation of how phishing emails exploit cognitive biases to manipulate

users’ psychological processes, thereby influencing their decision-making behaviour. By constructing a
cognitive processing model, this study thoroughly analyzes how phishing emails cleverly utilize specific
cognitive biases in stages such as attention capture, trust construction, and emotional priming to guide users.
Additionally, 482 phishing emails were meticulously annotated for cognitive biases, offering an in-depth
analysis of the psychological manipulation strategies employed by attackers in these emails.

The experimental results demonstrate that deep learning models based on neural networks perform
exceptionally well in detecting cognitive biases in phishing emails. This highlights the significant advantages
of deep learning methods in capturing complex psychological manipulation patterns. In the analysis of
the Nigerian scam dataset, this study found that Survivorship Bias and Identifiable Victim Effect are highly
correlated with fraudulent emails, reflecting how attackers enhance the deception by presenting specific
stories and suggesting the victim has been selected. After incorporating these highly correlated cognitive
bias features into the phishing email detection model, there was a significant improvement in various
performance metrics, especially with the K-Nearest Neighbors (KNN) algorithm, where the accuracy
increased by 5.21%.

This study emphasizes the importance of understanding the use of cognitive biases in phishing emails
for cybersecurity. Revealing the psychological manipulation tactics used by attackers not only helps improve
the performance of phishing email detection models but also provides strong support for user education and
the development of prevention strategies. Future research could further explore more psychological features,
combine them with advanced deep learning technologies, and continue to optimize phishing email detection
and defence methods. Expanding the size and diversity of datasets to verify the model’s applicability in
different scenarios is also a direction worth exploring. It is important to note that the current study primarily
focuses on Nigerian scam emails, which may not fully represent the variety of phishing strategies found in
other types of scams. Therefore, future work should include a broader range of phishing emails to enhance
model robustness and generalizability. Furthermore, error analysis and statistical significance testing are
equally important, as they help to further elucidate the sources of errors.

While the exploitation of cognitive biases undermines critical thinking, many users also lack the
necessary factual knowledge to effectively discern phishing emails. In other words, even if a phishing email
does not overtly leverage such biases, users’ inadequate knowledge may still prevent them from correctly
identifying a phishing attempt. This observation underscores the multifaceted nature of phishing attacks,
which encompass not only psychological manipulation but also deficiencies in user expertise. Although
this study primarily focuses on the role of cognitive biases in phishing email detection, we recognize that
users’ knowledge gaps significantly contribute to their vulnerability. Consequently, future research should
incorporate both psychological insights and knowledge-based training to develop more comprehensive
defence strategies.
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Appendix A

Table A1: Evaluation metrics of SVM for cognitive bias detection

Bias Accuracy Precision Recall F1 score AUC-ROC
Authority bias 86.67% 86.92% 86.67% 86.58% 84.20%

Survivorship bias 99.61% 99.61% 99.61% 99.61% 99.61%
Negativity bias 90.96% 90.98% 90.96% 90.96% 91.02%
Zero-risk bias 89.27% 89.42% 89.27% 89.27% 89.45%

Hyperbolic discounting 88.20% 88.20% 88.20% 88.20% 88.20%
Identifiable victim effect 100.00% 100.00% 100.00% 100.00% 100.00%

Appeal to novelty 97.44% 97.45% 97.44% 97.44% 97.88%
Urgency effect 77.38% 79.89% 77.38% 77.28% 77.69%

Curiosity 89.60% 89.64% 89.60% 89.60% 89.65%
Conformity 98.34% 98.34% 98.34% 98.34% 99.23%
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