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ABSTRACT: Fault tolerance is essential for reliable and sustainable smart city infrastructure. Interconnected IoT
systems must function under frequent faults, limited resources, and complex conditions. Existing research covers
various fault-tolerant methods. However, current reviews often lack system-level critique and multidimensional
analysis. This study provides a structured review of fault tolerance strategies across layered IoT architectures in smart
cities. It evaluates fault detection, containment, and recovery techniques using specific metrics. These include fault
visibility, propagation depth, containment score, and energy-resilience trade-offs. The analysis uses comparative tables,
architecture-aware discussions, and conceptual plots. It investigates the impact of fault tolerance on decision-making in
Supervisory Control And Data Acquisition (SCADA) systems, sensor networks, and real-time controllers. Simulation
results and logic-based design support the relationships between evaluation metrics. Findings show a common
reliance on redundancy and reactive methods. Many techniques fail to address cross-layer propagation, context-aware
adaptation, and silent fault impact on user trust. The study combines these overlooked aspects into a system-level
framework. This survey identifies performance bottlenecks and supports the design of adaptive, energy-efficient, and
transparent IoT systems. The results contribute to bridging technical reliability with public trust, supporting scalable
and responsible smart city development.

KEYWORDS: Smart cities; sensor networks; fault-tolerance; urban systems; resilient infrastructure; Internet of Things
(IoT) in cities

1 Introduction
Urbanization is growing worldwide as more people move to cities for better jobs, education, and living

standards [1]. This growth creates challenges such as traffic congestion, increased waste, and rising demand
for energy and water. These pressures strain urban infrastructure. To manage these issues, cities are adopting
smart systems. A smart city uses information and communication technologies (ICT) and connected devices
to improve urban services [2]. Sensors are a key part of this approach. These devices detect physical changes in
the environment. When installed on traffic lights, pipelines, roads, or buildings, sensors can track conditions
like traffic flow, system faults, and air quality [3]. This data helps city managers act quickly, improving service
efficiency and public safety. Fig. 1 shows how a sensor network operates in a smart city. Sensors are vital to
smart city systems but can fail due to environmental or operational stress [4]. Such failures may interrupt
real-time data flow, leading to issues like traffic accidents, poor resource use, or service delays. To reduce
these risks, systems must be fault-tolerant. This means they continue to work even when some components
fail [5]. Fault tolerance is key to keeping smart city services reliable and stable. Without it, sensor failures
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could trigger wider disruptions and reduce public safety [6]. For example, in traffic management, if one
sensor stops working, nearby sensors can take over its function. This redundancy helps maintain data flow
and prevents congestion. Table A1 presents glossary of core terms.

Figure 1: Working of sensor network

This review presents global perspectives on fault occurrence and fault-tolerance in sensor-based
smart city systems [7]. It examines the technologies used, tools applied, and lessons learned from various
implementations. By comparing both effective and less successful approaches, the study offers insight into
building resilient urban systems [8]. Several techniques show strong progress in using sensor networks for
better city management [9]. Adaptive traffic systems adjust signal timing based on vehicle density, reducing
congestion. Ground sensors monitor water use and send alerts when limits are exceeded, supporting
conservation [10]. These examples show how sensor integration improves urban services. Despite these gains,
challenges remain. Some systems are costly, have short lifespans, or are hard to repair. Understanding these
limitations helps in designing better solutions [11]. The paper addresses these issues clearly to support broader
understanding. Emerging trends include more durable sensors, faster communication, and solar-powered
units [12]. These innovations can strengthen smart city systems. Progress depends on continued learning and
testing. The goal of this work is to support the creation of cities that are safer, more efficient, and healthier [13].
Fast and reliable systems improve daily life by reducing delays, improving air quality, and enhancing safety.
Though tools and machines are essential, their success depends on thoughtful use. This review is meant for
all who are invested in building better communities, not just technical experts. Strong, smart systems can
make cities more livable for everyone [14].

This paper is structured into five main sections. Section 1 introduces the concept of smart cities, their
rapid growth, and the importance of sensors and fault-tolerance in simple terms. Section 2 reviews existing
studies on fault-tolerant environments in smart cities, discussing previously used tools, their effectiveness,
and how different regions addressed sensor-related issues. Section 3 delves into system failures, identifying
common faults and comparing various approaches to highlight the most effective ones. Section 4 explores
new trends such as improved sensors and faster self-repairing systems. Finally, Section 5 summarizes key
insights from the paper and offers clear recommendations for making cities smarter and more resilient.

2 Literature Review: Fault-Tolerant Approaches in Smart Cities
Fault tolerance refers to the ability of a system to continue functioning correctly even when some of

its components fail. In the context of smart cities, this characteristic is particularly crucial due to the high
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reliance on distributed devices such as sensors, actuators, and communication modules [15]. Fig. 2 illustrates
the fault the fault tolerance approach.

Figure 2: Fault detection, tolerance and recovery

These devices are often deployed in outdoor or harsh environments where failures can occur due to
battery depletion, hardware damage, signal interference, weather conditions, or physical tampering [16]. A
fault-tolerant system is designed to detect these failures early and respond in a way that prevents total system
breakdown [17]. For instance, redundant sensors can be employed to ensure continuous data collection even
if one unit fails. Similarly, self-healing protocols and re-routing mechanisms in communication networks can
maintain data flow despite interruptions [18]. The integration of such strategies ensures that the core services
of a smart city like traffic control, water supply monitoring, and public safety systems remain operational
under fault conditions [19]. Therefore, designing fault-tolerant architectures is essential for achieving resilient
urban infrastructure and uninterrupted service delivery [20].

2.1 Types of Faults in Smart Cities
Smart cities depend heavily on interconnected systems, particularly IoT-based sensor networks [21].

These networks support critical services such as traffic management, pollution monitoring, energy use
tracking, and water management. However, like any technical infrastructure, these systems are prone to
different types of faults [22]. Identifying and understanding these faults is the first step toward building
fault-tolerant mechanisms. Fig. 3 illustrates the fault classification.

2.1.1 Hardware Fault
Hardware faults are common in smart city sensor networks. These arise from physical or electrical

damage to components such as sensors, actuators, and communication units [23]. A major type of hardware
fault is sensor failure. This occurs when a sensor cannot collect or transmit data due to internal damage or
calibration issues [24]. Faulty sensors lead to missing or inaccurate data, delaying responses to events like
traffic congestion, pollution, or water leaks [25]. Power supply failure is another frequent problem. Causes
include battery depletion, damaged solar panels, or faulty connectors. When power is lost, devices shut down,
disrupting data collection. This is critical in remote areas where repair is delayed [26]. External impacts
can also damage devices. Cracks, broken casings, or dislodged parts reduce functionality [27]. Over time,
environmental stress worsens this. Moisture, dust, extreme temperatures, and corrosive air degrade sensors,
even without visible damage [28]. While protective casings can help, they do not fully prevent failure [29].
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Figure 3: Fault classification in smart cities using compact circular nodes

2.1.2 Software Fault
Software faults in smart city systems occur when the control logic or programs do not behave as

expected [30]. These faults are harder to notice than hardware failures. They often show no visible signs but
can gradually disrupt system performance [31]. One common issue is logic error. This happens when the code
has mistakes that cause devices to act at the wrong time, ignore inputs, or send wrong outputs [32]. In smart
cities, such errors can affect traffic signals or send false alerts. Another frequent problem is memory leakage.
This occurs when a program uses memory but fails to release it after use [33]. Over time, this reduces system
resources and may lead to slowdowns or crashes. Devices with limited memory, such as embedded systems,
are especially at risk [34]. Firmware corruption is also a serious concern. Firmware controls hardware and
can fail due to incomplete updates, power loss, or tampering [35]. A corrupted device may stop working or
behave unpredictably [36]. In large systems, firmware faults can spread if updates are sent to many devices
at once. Timing errors are another type of software issue [37]. They occur when tasks run too early, too late,
or out of order due to poor synchronization. For example, data may be sent before a connection is ready,
causing loss [38]. These problems often appear under specific conditions and are hard to detect. Software
faults affect the reliability of smart city systems [39]. Preventing them needs strong testing, secure updates,
stable firmware, and real-time checks to keep services running smoothly [40].

2.1.3 Communication Fault
Communication faults occur when devices in a smart city system cannot exchange data reliably with

each other or with a central unit [41]. Many smart city functions depend on real-time data sharing—such
as monitoring, traffic control, or emergency services. Any disruption can lower system efficiency or cause
service failure. A common issue is network congestion. It happens when many devices send data at once [42].
This overloads the network, leading to delays, lost data, or failed transmissions. In time-sensitive systems like
surveillance or traffic control, even small delays affect response and decision-making [43]. Wireless networks
often face signal interference. This can come from buildings, tunnels, weather, or other radio signals [44].
Interference weakens signals or adds noise, making data hard to interpret [45]. Densely populated cities are
more prone to these issues due to overlapping systems in limited frequency bands. Link failures are another
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serious problem. These occur when a network connection breaks [46]. Causes include power loss, hardware
faults, or damaged cables. In wireless setups, devices may move out of range or lose alignment [47]. When this
happens, some devices stop sending or receiving data, which reduces coverage and slows responses. Protocol
mismatches also create problems. Devices from different makers may use different standards or software [48].
If the protocols are not compatible, devices may not exchange data correctly. This often happens during
upgrades or when new devices are added to existing systems. These communication issues are hard to detect
early and often appear only after service failure [49]. To avoid such risks, systems need careful network
planning, standard protocols, smart deployment to reduce interference, and backup methods to keep services
running during faults [50].

2.2 Fault Classification Based on Smart City Applications
Fig. 4 presents a structured view of how different faults are connected to key smart city applica-

tions. Each application—such as smart transportation, energy grids, healthcare, water management, and
surveillance—faces unique fault challenges based on its environment and technology use. For smart trans-
portation, faults like GPS errors (T1), sensor mismatch (T2), and communication dropouts (T3) may cause
delays or safety risks, often due to hardware or connectivity issues. Smart energy systems can suffer from
phase imbalances (E1), meter communication errors (E2), and grid overloads (E3), which may spread across
the network if not contained early. In healthcare, faults such as device disconnection (H1), AI misdiagnosis
(H2), or delayed emergency alerts (H3) are critical and often result from low battery, unstable networks,
or untrained models. Water systems may face valve failures (W1), monitoring dropouts (W2), or detection
errors (W3), potentially leading to overflow or contamination. Surveillance systems are vulnerable to faults
like low-light blindness (S1), data overflow (S2), or missed anomaly detection (S3), often due to aging
hardware or heavy data loads. The labeled arrows (e.g., T1, H2, S3) link each fault to its domain, making it
easier to reference and discuss.

2.3 Common Fault-Tolerant Techniques
To maintain reliable performance in smart city systems, especially in the face of hardware, software,

or communication failures, several fault-tolerant techniques are commonly used [51]. These methods are
designed to reduce the impact of failures and ensure that critical services continue to function with minimal
disruption [52]. The most widely adopted strategies include redundancy, self-healing mechanisms, and
regular system checks. Redundancy is one of the most fundamental and effective fault-tolerant strategies.
It involves including backup components or parallel systems that can take over if a primary component
fails [53]. For example, redundant sensors may be deployed in critical areas so that if one sensor stops
working, another nearby sensor continues monitoring and reporting data. Redundant power supplies,
network links, and data paths are also commonly used to avoid single points of failure. While redundancy
adds cost and complexity to system design, it significantly increases resilience, especially for essential services
like emergency response, power grids, and transportation systems [54].
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Figure 4: Fault classification across smart city applications

Self-healing systems represent a more advanced approach to fault tolerance. These systems are equipped
with the ability to detect faults automatically and take corrective action without requiring human inter-
vention [55]. For instance, if a sensor fails or communication is lost, the system can reconfigure itself by
switching to an alternative network route or redistributing the task to other functioning devices [56]. Self-
healing capabilities are often implemented through intelligent algorithms and machine learning techniques
that learn from past failures and improve system response over time [57]. This approach reduces downtime
and maintenance costs, making it especially valuable in large-scale, distributed smart city environments.
Regular checks, also known as health monitoring or watchdog mechanisms, are crucial for early detection
of problems [58]. These checks involve periodic assessment of device status, communication quality, data
accuracy, and system integrity. Devices may run self-diagnostic routines, send heartbeat signals, or generate
automated reports that allow central management platforms to detect anomalies [59]. By identifying
potential issues early, the system can alert technicians, initiate fail-over procedures, or schedule preventive
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maintenance before failures escalate. This proactive approach is essential for maintaining continuous service
availability and reducing the risk of cascading faults [60]. Together, these fault-tolerant techniques play a vital
role in ensuring the robustness and reliability of smart city infrastructure. When thoughtfully implemented,
they help cities operate smoothly even under adverse conditions, supporting critical urban services that
millions of people depend on daily [61].

Table 1 illustrates how commonly used fault tolerance strategies align with different categories of
faults observed in smart city sensor networks. Redundancy appears effective for hardware-level disruptions
such as sensor failure and power loss. However, techniques like middle-ware filtering and self-healing
mechanisms become crucial for non-deterministic faults like communication issues or software crashes.
Notably, no single method provides universal coverage, highlighting the need for hybrid approaches in
practical deployments. Table 2 presents a comparative summary of five major contributions from recent
literature on fault tolerance techniques in smart city systems. Each work targets a specific layer or operational
angle, ranging from self-healing to routing to middle-ware level corrections. However, limitations persist in
each case such as scalability, system latency, or reliance on controlled environments—which signals the need
for further empirical validation and multi-layered solution models.

Table 1: Mapping of fault types to common fault tolerance techniques

Fault type Redundancy Self-healing Watchdog timers Middleware filters
Sensor failure ✓ ✗ ✓ ✗

Power supply loss ✓ ✗ ✗ ✗

Communication drop ✓ ✓ ✓ ✓

Software crash ✗ ✓ ✓ ✓

Environmental noise ✗ ✓ ✗ ✓

Table 2: Summary of key literature contributions on fault tolerance

Paper Focus area Technique used Limitation
[62] Cross-layer fault impact Hierarchical modeling Low real-world validation
[36] Self-healing networks Event-driven self-check Limited to static networks
[63] Redundant routing techniques Alternate path allocation High latency
[64] Middleware recovery Broker-level Logic Not scalable
[65] Low-power fault detection Signal drift detection Requires hardware tuning

2.4 Tools and Frameworks for Fault Tolerance Simulation
Various simulation platforms are available to test and analyze fault tolerance strategies in IoT envi-

ronments. These tools help to validate algorithms before real-world deployment and allow for stress testing
under variable fault injection scenarios.
• OMNeT++: A discrete-event network simulator widely used to model communication failures, node

crashes, and recovery protocols in sensor networks.
• Cooja: An emulator integrated with Contiki OS for simulating real hardware faults, energy depletion,

and radio interference in IoT nodes.
• Contiki: Provides software abstractions and real-time debugging for IoT protocol behavior under

fault scenarios.
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• IoTSim: A cloud-based simulator designed for modeling fault tolerance in IoT-cloud infrastructures,
supporting latency, energy, and fault metrics.

3 Critical Analysis
The growing complexity and scale of smart city systems have made fault tolerance an essential design

consideration. As cities rely on interconnected networks of sensors, devices, and communication systems,
even minor failures can cause service disruptions, data inaccuracy, or safety risks [62]. To minimize such
outcomes, several fault-tolerant approaches have been developed and deployed. This section presents a
critical analysis of the most widely adopted techniques namely, redundancy, self-healing systems, and
regular monitoring checks. Each approach is evaluated based on its operational characteristics, application
in different smart city domains, and practical strengths and limitations [66]. To provide a comprehensive
understanding, the analysis is supported with comparative tables. These tables highlight key attributes such as
response time, level of automation, and domain-specific suitability [67]. The goal is to offer clear insights into
how these techniques function under real-world conditions and what trade-offs they involve. This evaluation
serves as a foundation for selecting or combining techniques depending on the specific fault-tolerance
needs of a smart city subsystem [68]. Fault-tolerant mechanisms are essential for the reliable functioning
of smart city systems. This section presents a critical comparison of the most common techniques using
structured tables.

Table 3 provides a comparison between three major fault-tolerant strategies in terms of their operational
purpose, speed of response during failure, and level of automation required. Redundancy provides quick
response but usually lacks adaptive intelligence. Self-healing systems respond more flexibly but may involve
some delay as they analyze the failure. Regular checks are proactive but slower, designed mainly for detection,
not immediate correction.

Table 3: Comparison of common Fault-Tolerant techniques

Technique Purpose Response time Automation level
Redundancy Backup components in place Fast (Instant Failover) Low–Medium
Self-healing Automatic reconfiguration or repair Medium (Adaptive) High

Regular checks Detect faults through monitoring Slow (Periodic Scan) Medium

Table 4 shows how each technique is mapped to different smart city services. In domains requiring
uninterrupted monitoring like traffic or public safety, redundancy and self-healing play a critical role. For
slower systems like waste or water monitoring, regular checks are adequate for fault identification and
response. Table 5 highlights the pros and cons of each approach. While redundancy is dependable, it is
costly and hardware-dependent. Self-healing is intelligent but computationally expensive. Regular checks are
affordable but often reactive rather than preventive.

Table 4: Applications of techniques in smart city domains

Smart city domain Technique used Example use case
Traffic control Redundancy Multiple traffic cameras at intersections

Waste management Regular checks Sensor ping routines for bin fill-level
Energy grid Self-healing Smart meters rerouting data after outage

Water systems Redundancy + Checks Dual pipe sensors + flow validation logs

(Continued)
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Table 4 (continued)

Smart city domain Technique used Example use case
Public safety Self-healing Alternate communication paths for alarms

Table 5: Strengths and limitations of Fault-Tolerant approaches

Technique Strengths Limitations
Redundancy Fast response, simple design High cost, hardware heavy
Self-healing Adaptive, minimal manual repair Complex algorithms, needs computing power

Regular checks Low-cost, predictable Delayed detection, not corrective

Table 6 highlights how fault detection behavior varies across system layers in smart city architectures.
Faults originating in edge devices (Layer 1), such as sensor failures, can often be detected rapidly due
to proximity to data sources, but their visibility is low and their impact can be severe if undetected. As
faults propagate upward through communication links, middle-ware platforms, and eventually application
interfaces detection becomes slower but more visible. Interestingly, while application-level anomalies (Layer
4) are most visible, they tend to be the least harmful, as they are often just symptoms of deeper system issues.
This latency-visibility-impact matrix is critical for designing layered defense mechanisms that prioritize fast
detection where it matters most.

Table 6: Fault detection latency across system layers

Layer Typical detection
latency (ms)

Fault visibility Impact severity if undetected

Layer 1: Edge devices 5 Low High
Layer 2: Communication 20 Medium High

Layer 3: Middleware/Data bus 50 High Medium
Layer 4: Application 100 Very high Low

3.1 Factor Based Critical Analysis
In the following subsections, this work examines the proposed approach from several critical perspec-

tives. These include system dependency and propagation layers, the trade-off between fault containment
score and cost, the relationship between fault visibility and impact, time to recovery vs. fault origin,
and the balance between resilience coverage and energy efficiency. Previous literature has not compared
fault-tolerant techniques from these specific angles. This introduces a clear novelty in our proposed approach.

3.1.1 System Dependency and Fault Propagation Layers
In complex smart city ecosystems, failures are rarely isolated. A fault in one component often impacts

other parts of the system due to tightly coupled dependencies [69]. To understand the spread and impact of
such faults, it is essential to examine the system through a layered architectural lens. This section introduces
a four-layer dependency model to track the origin, propagation, and potential containment of faults across
the smart city stack [70]. By mapping fault types to specific layers and analyzing their cross-layer effects, we
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gain deeper insight into where fault-tolerant methods are most effective and where current approaches fall
short [71].
Layer 1: Edge Sensing Devices

This is the foundational layer consisting of physical components such as sensors, actuators, embedded
controllers, and edge nodes. These devices gather environmental and operational data like temperature,
traffic flow, air quality, and water levels—and may also take real-time actions, such as opening valves
or switching traffic lights [63]. Faults in this layer are often due to hardware failure, battery depletion,
physical damage, or calibration drift. While localized, failures here can cripple the entire sensing chain if left
unchecked. Redundancy is often employed at this level, but not all devices are easy to duplicate, especially in
hard-to-reach or resource-constrained environments [72].
Layer 2: Network and Communication Protocols

This layer includes all wireless and wired communication systems, along with the underlying trans-
mission protocols (e.g., MQTT, LoRaWAN, Zigbee, 4G/5G). It serves as the backbone for data transport
between the edge and higher processing layers. Faults here include signal interference, node-to-node link
failure, congestion, or protocol mismatches [73]. What makes this layer critical is that faults are often invisible
until data packets are lost, delayed, or duplicated. Unlike hardware faults that are localized, communication
faults are systemic—affecting multiple nodes at once. Techniques like self-healing mesh networks or adaptive
routing are particularly relevant here, yet they require intelligent coordination and energy overhead [74].
Layer 3: Middleware and Data Processing Units

This layer hosts edge servers, gateways, and cloud processing systems where collected data is aggregated,
filtered, analyzed, and stored. Middleware faults may include data corruption, analytics delays, resource
exhaustion, or failure of event processing engines [75]. Such faults often originate from software bugs,
misconfiguration, or overload during peak activity. Unlike Layer 1 and 2 faults, these issues are less perceptible
to the public but can significantly degrade system quality [64]. Regular health monitoring and automated
rollback of faulty configurations are examples of fault-tolerant measures that work well in this layer.
Middleware Fault Considerations

The middleware layer in IoT-based smart city systems plays a pivotal role in aggregating, processing,
and routing data between edge devices and cloud platforms. Key failure modes include:

• Broker Failures: Message brokers like MQTT or AMQP may crash due to overload or memory leaks.
This can disrupt the publish-subscribe architecture and lead to data loss or delayed fault propagation.

• Fog-Node Failures: Fog nodes close to edge devices may experience hardware failures, software
exceptions, or connectivity loss, creating a gap in localized decision-making and fault response.

• Fault Management APIs: Middleware platforms like FIWARE or EdgeX Foundry offer APIs for fault
detection and remediation. These APIs can be extended to support retry mechanisms, redundancy
protocols, or real-time alerts.

Designing middleware with self-monitoring agents and redundant broker paths is essential to support
fault tolerance and system resilience in smart city infrastructure.
Layer 4: Applications and Dashboards

This is the user-facing layer, including mobile apps, command centers, public displays, and decision-
making interfaces. While this layer does not generate faults in the traditional sense, it is highly vulnerable to
propagated faults from lower layers [65]. For instance, a faulty air pollution reading from Layer 1 that passes
unchecked through Layer 2 and Layer 3 may result in incorrect public health alerts at Layer 4. Faults here



Comput Mater Contin. 2025;85(1) 231

reduce public trust and decision accuracy. Implementing confidence scoring, alert validation, and multi-
source corroboration are key techniques to mitigate impact at this level [76].

This four-layer model illustrates that fault management is not just a matter of detection and correction at
the point of origin. Table 7 presents the effectiveness of fault-tolerant techniques across system layers. Instead,
it requires a system-wide perspective that tracks how faults move between layers and assesses the capacity of
each layer to absorb or amplify fault effects [77]. Evaluating fault-tolerant techniques in the context of this
layered architecture provides a more complete and practical understanding of smart city resilience.

Table 7: Effectiveness of Fault-Tolerant techniques across system layers

System layer Redundancy Self-healing Regular checks
Edge devices (Layer 1) High Moderate Moderate

Communication networks (Layer 2) Moderate High Low
Middleware/Data processing (Layer 3) Low Very high High

Applications dashboards (Layer 4) Low Moderate High

3.1.2 Fault Containment Score (FCS) vs. Cost Trade-Off
FCS is proposed as a quantitative metric to evaluate the effectiveness of fault isolation within layered or

interconnected smart city systems. It is formally defined as Eq. (1).

FCS = Nisolated

Ntotal
× (1 − δ) (1)

where, Nisol ated is the number of faults successfully isolated within their originating subsystem. Ntotal is the
total number of faults injected or observed. δ is the propagation severity coefficient, with 0 < δ< 1, represent-
ing the degree of fault spread to other subsystems. The FCS captures two key aspects: isolation efficiency (via
the raw ratio) and the impact of propagation (via δ). An FCS closer to 1 indicates effective containment with
minimal fault leakage. It is a ratio of the number of faults successfully isolated without affecting dependent
subsystems to the total number of faults introduced during simulation or analysis. It ranges from 0 (no
containment) to 1 (perfect containment). The higher the score, the more effectively the system prevents fault
propagation across layers (e.g., from sensor layer to application layer). This score is inspired by metrics used
in fault injection testbeds and fault isolation benchmarks used in system dependability studies. Table A2
summarizes the performance of different fault types observed during simulations.

To assess the practical viability of fault-tolerant strategies, it is essential to consider not just their
technical effectiveness but also their economic feasibility. This subsection introduces a comparative model
that plots the fault containment effectiveness of each technique against its normalized implementation
cost [78]. The plot above shows that Redundancy, while highly effective in maintaining system uptime
(containment score: 0.7), incurs the highest cost (0.8). This is due to the duplication of hardware, power
consumption, and installation logistics. In contrast, Self-Healing systems offer the highest containment score
(0.85) at a moderate cost (0.6), making them a more balanced option for large-scale deployments where
intelligent automation can offset manual recovery processes [79]. Regular Checks, though the least costly
(0.3), deliver only moderate containment (0.5), as they are better suited for early detection rather than real-
time correction. This trade-off analysis highlights the need for hybrid strategies using cost-efficient detection
(like regular checks) paired with adaptive containment (like self-healing algorithms) to optimize resilience
across different layers of the smart city architecture [80]. Fig. 5 illustrates the fault containment score vs. cost
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trade-off. The containment score is derived from simulated fault propagation tests across four IoT layers.
Higher scores represent better isolation of faults. The cost is normalized and includes energy usage, latency
overhead, and resilience overhead per subsystem.

Figure 5: Fault containment score vs. cost trade-off

3.1.3 Fault Visibility vs. Impact Matrix
Traditional fault-tolerance literature tends to focus on technical categorization such as hardware,

software, or network faults but it often overlooks a key operational dimension: how visible the fault is during
operation vs. how critical its impact is on the smart city ecosystem [81]. This dual-axis perspective visibility
vs. impact can provide a more actionable framework for prioritizing automated recovery, human alerts, and
redundancy investments [82]. Some faults are highly visible to users or operators but have low impact on
system behavior. For example, a dashboard temporarily failing to load visualizations might be immediately
noticeable but doesn’t interrupt data collection or real-world services. On the other hand, low-visibility,
high-impact faults such as silent sensor drift or undetected packet loss are far more dangerous [83]. They
don’t trigger alarms but can cause significant long-term consequences if they lead to incorrect decisions
or untriggered alerts. To better understand this trade-off, Table 8 classifies several common smart city
faults along the axes of visibility and impact, while also noting whether they require automated or manual
handling [84]. This framework helps in prioritizing where real-time, fault-tolerant systems are necessary, vs.
where basic alerting or periodic checks might suffice.

Table 8: Fault visibility vs. impact matrix in smart city systems

Fault type Visibility Impact Suggested handling
Sensor failure High Moderate Manual Replacement

Network packet loss Low High Auto-Recovery or Retry Logic
Dashboard UI crash High Low Refresh/Manual Fix

Clock drift (Timing fault) Low Moderate Periodic Sync + Alerts
Firmware corruption Medium High Rollback or Re-flash

Air quality misreporting Low High Cross-Validation + Confidence Scoring
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Table 8 identifies how faults differ not just by technical type, but by how noticeable they are in real time
and how seriously they affect system reliability or safety. It highlights that some of the most damaging faults
are also the hardest to detect, warranting a shift in how fault-tolerant systems are designed and prioritized.

Fig. 6 illustrates a layered architecture commonly seen in smart city systems, emphasizing how failures
in lower-level components can cascade upward to impact end-user applications. At the base layer, sensors
such as temperature monitors and cameras collect environmental data. These sensors transmit information
via network protocols like Zigbee and Wi-Fi (Layer 2), which are vulnerable to issues like signal loss
or congestion. The data is then processed at the middleware layer (Layer 3), where fog nodes and data
aggregators can experience overload or synchronization failures if upstream data is delayed or corrupted.
Finally, this processed information feeds into high-level applications such as traffic control systems and
health monitoring dashboards (Layer 4). The red dashed arrows in the diagram highlight typical fault
propagation paths for example, a delay in the temperature sensor may not only affect real-time traffic
decisions but also overload the middleware’s buffer, ultimately degrading application responsiveness.

Figure 6: Fault propagation tree: From sensor faults to application disruption

3.1.4 Time-to-Recovery vs. Fault Origin
While fault detection and classification are well-studied in smart cities, recovery time the duration to

restore full system functionality remains underexplored [85]. This recovery time varies significantly based
on where the fault originates in the system architecture. Some faults are resolved quickly via automation
or reboot, while hardware or communication issues often need manual intervention and cause longer
downtime [86].

MTTD = 1
n

n
∑
i=1

DetectionTimei (2)

MTTR = 1
n

n
∑
i=1

RecoveryTimei (3)

This dimension is crucial for designing smart cities that are not just fault-aware, but resilient and
responsive. By analyzing the Mean Time to Detect (MTTD) by using Eq. (2) and the Mean Time to Repair
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(MTTR) by using Eq. (3) across different system layers, city planners and system architects can better
allocate resources for monitoring, automation, and human response [87]. For example, faults at the edge
device layer may be detected quickly due to device-level health monitoring but often require manual field
replacement, leading to a long MTTR. On the other hand, faults at the middleware layer such as memory
leaks or API timeouts may go undetected for longer periods but can be resolved rapidly via system restart or
failover mechanisms. Table 9 compares fault types based on origin, detection time, repair time, and common
recovery strategies [88]. It highlights differences in detection and repair processes. Some faults are quickly
detected but take longer to fix, such as hardware failures. Others are harder to detect but can be resolved
rapidly once found. Effective recovery planning should consider both Mean Time to Detect (MTTD) and
Mean Time to Repair (MTTR) [89].

Table 9: Time-to-recovery vs. fault origin in smart city infrastructure

Fault origin Fault example Detection time
(MTTD)

Repair time (MTTR) Typical recovery
strategy

Edge devices Sensor burnout Short (Immediate) Long (Manual
replacement)

Manual intervention or
switch to redundant

sensor
Communication

network
Signal interference Medium Medium Reroute to alternate path

or self-healing network
response

Middleware layer Data processing delay Long Short (Script Restart) Auto-restart of
microservice or gateway

failover
Dashboard layer User interface timeout or

crash
Short Short Refresh or

application-level reset
Clock Sync layer Timing drift Long Medium NTP re-synchronization

or edge controller update
Firmware layer Corrupted update Medium Long Rollback to stable

firmware or remote
reflash

3.1.5 Resilience Coverage vs. Energy Efficiency Trade-Off
Resilience Score is defined as the percentage of time the system remains operational during injected

fault conditions. Higher scores indicate stronger fault recovery or immunity. Energy Efficiency is measured
in average energy consumption per successful task execution (in joules/task). The trade-off curve illustrates
how systems with higher resilience may consume more energy due to redundancy or self-healing tasks.
Fault-tolerant systems in smart cities must strike a balance between resilience coverage and energy efficiency,
especially as more infrastructure is powered by battery-operated or renewable energy sources [90]. This
balance becomes critical in edge-based deployments such as air quality monitors, smart parking sensors,
or remote irrigation controllers where energy resources are limited and must be managed judiciously [91].
Resilience coverage refers to the system’s ability to handle, isolate, or recover from different types of faults
across layers (hardware, network, application). On the other hand, energy efficiency relates to how much
energy is consumed while maintaining this resilience [92].

Techniques such as redundancy provide high resilience but at the cost of keeping backup systems
always active, consuming more energy. Self-healing systems are more energy-aware, using adaptive logic
that activates only during anomalies, providing a better trade-off. Regular checks, while energy-efficient due
to periodic scanning, offer only partial resilience coverage and slower response [93]. Fig. 7 above visualizes
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this trade-off. It shows that Redundancy offers strong resilience (0.80) but is the most energy-consuming
(0.85). Self-Healing, on the other hand, provides the highest resilience (0.90) at a moderate energy cost (0.65),
making it optimal for dynamic environments. Regular Checks have minimal energy demand (0.30) but also
provide the least resilience (0.50), making them suitable for non-critical systems [94]. This analysis helps in
making informed design choices where energy is constrained, hybrid models (e.g., passive checks combined
with event-triggered healing) may offer the best compromise between sustainability and reliability. Fig. 8
presents a comparative heatmap of four representative fault-tolerant systems evaluated across five critical
performance dimensions: resilience score, energy efficiency, fault detection rate, cost efficiency, and latency
tolerance. The normalized scores (ranging from 0 to 1) highlight distinct strengths and trade-offs in system
design. For example, System D demonstrates superior resilience and latency tolerance but falls behind in
cost efficiency, suggesting a high-performance, high-cost architecture. In contrast, System C favors cost-
effective routing but compromises slightly on fault detection capabilities. This multi-metric visualization aids
in identifying balanced architectures and illustrates that no single system uniformly excels across all axes,
reinforcing the necessity of context-driven fault tolerance design in smart cities.

Figure 7: Resilience coverage vs. energy efficiency trade-off

Figure 8: Resilience vs. performance metrics across systems
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Case Study 1: Adaptive Traffic Signal Systems of Singapore
Singapore’s adaptive traffic signal systems use real-time sensor inputs and AI algorithms to dynamically

manage vehicle flow [95]. While these systems are designed to be highly resilient with fallback modes and
rerouting protocols they also incur increased energy usage due to continuous data processing and commu-
nication overhead. Similarly, Barcelona’s urban water management system employs IoT-based leak detection
networks that monitor pipe pressure and flow anomalies. These systems enhance fault detection and response
times, improving overall resilience, but they require energy-efficient designs to remain sustainable for
long-term, wide-scale deployment. By analyzing these deployments, we highlight how practical smart city
applications must navigate a careful trade-off between maintaining high fault tolerance and minimizing
energy consumption. This real-world context reinforces the theoretical framework presented in our paper
and illustrates how resilience strategies impact energy demands across different application domains.
Case Study 2: Barcelona’s Smart Water Grid

Barcelona has pioneered the deployment of a smart water management system that integrates over 1500
IoT sensors across its urban pipe network. This network performs continuous monitoring of pipe pressure,
flow rates, and chemical properties, enabling real-time leak detection and water quality assurance [96]. The
system improves fault detection times by up to 80%, reducing water losses and infrastructure damage. It
also enables predictive maintenance through AI-powered anomaly detection models [97]. However, the
requirement for constant data transmission, processing on cloud or edge devices, and battery-powered sensor
operation makes energy-efficient design a critical consideration. Without optimized power management,
such large-scale deployments risk becoming unsustainable over time.

3.1.6 Context-Aware Tolerance
Context aware tolerance refers to the system’s capability to dynamically adjust fault-tolerance behaviors

based on real-time input from environment (e.g., temperature, motion, humidity) or workload (e.g., peak
hours). This is measured by comparing fault-handling accuracy in static vs. context-rich environments.
In traditional fault-tolerant designs, all faults are often treated equally, regardless of when or where they
occur. This uniform approach overlooks the critical reality that the impact of a fault is highly dependent
on context such as time of day, location, user density, or event type [98]. This concept, referred to as
Context-Aware Tolerance, offers a smarter and more dynamic fault-handling strategy that adapts based
on real-world operational factors [99]. For instance, a traffic sensor failure during off-peak hours might
be less critical than the same fault occurring during morning rush hour. Similarly, garbage level sensors
failing in residential zones may have less immediate impact than failure during a large public festival. This
context-dependent prioritization helps cities allocate resources more efficiently and respond faster where
the fault truly matters [100]. Implementing context-aware strategies requires systems that can evaluate both
the criticality of the location and the urgency of the time window in which a fault occurs [101]. Using real-
time contextual data, the system can apply dynamic thresholds and adjust alerting, redundancy, or healing
behavior accordingly. Table 10 presents several typical faults and how their impact varies based on context.
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Table 10: Context-aware fault sensitivity in smart city systems

Fault type Time sensitivity Location sensitivity Context-driven criticality
Traffic sensor failure High during peak hours High in city center May lead to gridlock, delays, and

misrouted vehicles
Noise monitoring

drop
High during events Medium in residential

zones
Reduced ability to respond to violations

during festivals or rallies
Water leak sensor

fault
Medium on normal days High in drought-prone

areas
Prioritized in summer or during low water

supply periods
Air quality sensor

drift
High on smog days High near

schools/hospitals
May impact health alerts; needs
verification before broadcasting

Public safety button
offline

High 24/7 High in high-crime zones Critical for incident reporting;
auto-recovery or alerts essential

Table 10 illustrates how fault priority is not fixed, but depends on timing, environmental, and social
context. Systems designed with static rules may either underreact or overreact, leading to inefficiency.
Context-aware models allow smarter allocation of fault-response resources and improve overall system
relevance and trust.

3.1.7 User Trust Erosion Due to Silent Faults
Much of the technical literature on smart city fault tolerance focuses on hardware, detection, and

recovery, but often overlooks the long-term erosion of user trust from undetected or silent faults [102]. These
are faults that do not immediately crash a system or raise an alert, but continue to deliver misleading or
inaccurate data [103]. The result is not just operational inefficiency but a subtle, cumulative loss of public and
stakeholder confidence. For example, consider an air quality monitoring system that silently under reports
pollution levels due to gradual sensor drift. Over time, residents may continue engaging in outdoor activities
under the assumption that the air is safe, potentially endangering public health. Similarly, if real-time traffic
updates consistently fail to reflect true congestion due to outdated calibration or packet losses, drivers may
stop relying on the system altogether even if it functions correctly most of the time [104]. Once trust is broken,
regaining it often requires more than just fixing the technical issue; it involves rebuilding user belief in system
reliability and transparency. Fig. 9 illustrates how repeated silent faults, even when individually minor, can
lead to significant erosion of user trust over time. Systems with high fault frequency may become unusable
not because of a technical crash, but due to declining credibility in the eyes of the users.

Silent faults are difficult to detect and harder to explain to non-technical users. These faults may
pass normal checks, appear in logs as routine activity, and only become noticeable when overall system
performance drops such as longer emergency response times or rising complaints [105]. They often go
unnoticed by standard fault models since they do not trigger alerts or system errors. Detecting such
faults needs behavioral tracking, cross-validation between sensors, or feedback from users—methods not
commonly built into city systems. To address this, fault-tolerant designs must include trust-aware features.
Systems should report not just results, but also how confident they are in those results. Dashboards and
APIs should display data quality and error margins to support informed decision-making [106]. Like weather
reports show probability, smart city alerts should reflect uncertainty levels.
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Figure 9: User trust degradation over time due to silent faults

Trust grows when systems are transparent. This can be done through audit logs, citizen reporting tools,
or public data comparisons. Considering trust as part of system design makes fault tolerance not only a
technical function but a social responsibility. This section reviewed fault tolerance across multiple layers of
smart city systems. Unlike standard reviews that focus only on fault types or fixes, this work introduced a
layered model to show how faults start and spread from sensors to user interfaces [107]. It also evaluated
strategy effectiveness using structured tools such as the Layer vs. Technique Fit Matrix, Fault Visibility vs.
Impact Matrix, and Context-Aware Criticality Table. Trade-offs were shown in visual plots for example, fault
coverage vs. cost, resilience vs. energy use, and trust loss over time due to silent faults. These combined
views offer a broader system-level perspective. The analysis included both technical measures like recovery
time and human factors like user trust [108]. By merging data tables with plots, this paper offers a clear,
practical guide to choosing fault-tolerant strategies that are both strong in design and responsive to public
needs something often missing in earlier work.
User Trust Erosion and Acceptance Models

Trust erosion occurs when end-users perceive IoT systems as unreliable due to frequent failures or
unexplained behavior. The Technology Acceptance Model (TAM) helps understand user trust by linking
perceived usefulness and perceived ease of use to behavioral intention. From an HCI (Human-Computer
Interaction) perspective, interfaces that visualize system health, fault status, and recovery actions increase
transparency and promote user trust. Including visual fault feedback loops and confidence meters can help
re-establish trust following a failure event.

3.1.8 Comparison with Existing Reviews
This review distinguishes itself from prior surveys by offering a layered, matrix-driven evaluation of

fault tolerance techniques specifically by the smart city infrastructures. While previous reviews have pre-
sented broad taxonomies and high-level classifications, they often lack detailed technical cross-comparisons
between fault types, system layers, and tolerance methods. Table 11 presents the comparison of the proposed
work against existing works. This work introduces a novel system dependency and fault propagation model
across four critical layers sensor devices, communication, middle-ware, and applications which is not
systematically addressed in earlier literature. Furthermore, it proposes and analyzes a series of critical
trade-off matrices (e.g., resilience vs. energy, recovery time vs. fault origin, visibility vs. impact), each
grounded in real-world system design considerations. Unlike other reviews that remain descriptive, this
paper integrates plot-based reasoning, tabular evaluations, and fault-containment performance logic to
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assess system robustness from both a functional and user-trust perspective. The contextual emphasis on
smart cities and real-world case-inspired evaluation criteria such as SCADA systems or traffic light control
further enhances the practical relevance and depth of analysis. As a result, this paper serves not only as
a comprehensive survey but also as a structured analytical framework for future smart-city fault-tolerant
system design. The unique ness of the proposed work as follows:
• Introducing a multi-layer framework (edge → network → middle-ware → application) to analyze fault

propagation and containment.
• Presenting novel quantitative tools, e.g., Fault Containment vs. Cost and Resilience vs. Energy trade-off

matrices—that allow objective comparison of fault-tolerance strategies.
• Integrating “user trust erosion” and “context-aware tolerance” into the analysis, which are largely absent

in the existing literature.

Table 11: Comparison of recent review papers on Fault Tolerance in IoT and smart cities

Citations System-level
scope

Fault models Fault
propagation

analysis

Architectural
frameworks

discussed

Quantitative
evaluation

[109] Yes, multi-layer
IoT (cloud to edge

to device) focus

Partial resilience
taxonomy, not

specific fault types

No Some
layer-specific

design notes; no
unified

architecture

No

[110] Yes, smart
city-specific

systems

Yes-broad failure
mode taxonomy

No No specific
architecture

proposed

No

[111] Yes, all layers
(device, network,

cloud)

Yes, transient,
intermittent,

permanent faults
categorized

No Yes, multiple
recovery and
redundancy
frameworks

Yes, performance
in smart

agri/industry
use-cases

[112] Yes, focus on
device/network

reliability

Partial, reliability
metrics used as

proxies

No No, focus on
measurement

approaches

Yes, fault rate,
lifespan modeling

[113] Yes–includes all
IoT stack layers

Partial, broad
fault examples per

layer

No Yes, identifies
architectural
design types
(centralized,

microservice)

No, qualitative
comparison only

Proposed Yes, explicitly
structured across
4 IoT layers with

use-case
examples

Yes, hierarchical
taxonomy and

fault
classification

with visual trees

Yes, novel
multi-layer

fault
propagation
model and

containment
logic

Yes, reference
system

architecture and
multiple

comparative
matrices and

models

Yes, plot-based
evaluations

(resilience vs.
cost, visibility vs.

impact)

4 Future Scope
The review presented in this paper offers a multi-dimensional understanding of fault tolerance in

smart city infrastructure, focusing on system resilience, fault propagation, energy trade-offs, and user trust.
While the analysis covered a wide spectrum of fault-tolerant strategies from redundancy and self-healing to
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context-aware techniques several avenues remain open for meaningful advancement. One critical area is the
development of dynamic, context-sensitive fault models that adapt tolerance thresholds based on real-time
environmental, behavioral, and infrastructural signals. For instance, integrating external data like weather
patterns, traffic events, and population density forecasts could allow systems to proactively tune their failure
responses. In parallel, the deployment of real-time fault injection frameworks for edge-based AI systems is
gaining traction. These tools enable synthetic faults such as delayed packets, corrupted signals, or sensor
dropout—to be injected into live environments, thus testing a system’s real-time resilience under stress.
This is particularly beneficial for edge computing scenarios in traffic control or water distribution networks
where downtime has immediate impact. Moreover, the integration of blockchain-backed trust layers can
offer immutable, decentralized logs of fault histories and response efficacy. Such a system not only improves
post-fault diagnostics but also enhances data integrity and public accountability.
Blockchain for Trust-Driven Architectures

Blockchain can be used to ensure data immutability, consensus-based decision-making, and decentral-
ized authentication across smart city platforms. Smart contracts enable automated responses to fault events
(e.g., sensor isolation, trust score recalculation) without relying on central authorities. For example, using
Hyperledger Fabric or Ethereum, critical systems like smart grids or emergency networks can store sensor
activity logs immutably, supporting post-fault audits and trust quantification.
AI for Predictive Fault Management

Artificial intelligence, particularly machine learning models, plays a crucial role in predictive fault
detection. By analyzing patterns of latency spikes, packet losses, and signal strength anomalies, AI models can
forecast impending faults and trigger preventive maintenance. Techniques such as LSTM networks, anomaly
detection with Isolation Forests, and reinforcement learning can dynamically adjust fault tolerance policies.
In smart transportation systems, for instance, AI models trained on traffic congestion and sensor reliability
data can preemptively switch to redundant nodes before a fault occurs.

Another promising direction involves the use of context-aware middle-ware that can reroute tasks or
services dynamically by interpreting local operating conditions such as energy availability, communication
quality, or detected anomalies. This would be especially impactful for distributed systems operating across
low-bandwidth or constrained regions. Complementarily, digital twin simulations offer an experimental
ground to forecast system behavior under varied fault topologies, enabling preemptive tuning without
exposing real infrastructure to risk. Additionally, research into ultra-lightweight, low-energy fault detection
algorithms remains essential. These algorithms, built using TinyML or event-driven filtering, could be
deployed on highly constrained sensor devices, such as those embedded in public lighting, waste bins,
or traffic poles, where frequent maintenance is not feasible. Long-term learning capabilities also warrant
attention. By embedding adaptive feedback loops that learn from historical fault patterns, systems can evolve
toward predictive autonomy, reducing downtime and manual interventions. Table 12 presents the future
direction of fault tolerance approach in the context of smart cities. Finally, the human dimension of fault-
tolerant design must not be neglected. Future systems should implement standardized trust quantification
models reporting confidence scores for decisions, sensor reliability, and fault recovery success that can
be made visible through public dashboards. Building frameworks that are technically sound yet also
understandable, inclusive, and respectful of digital ethics will demand collaboration between engineers, city
planners, and the community. Only then can fault-tolerant smart city infrastructure be both resilient and
socially trusted.
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Table 12: Emerging directions in fault tolerance for smart city systems

Future direction Technology/Tool involved Expected benefit
Real-time Fault injection Edge-based simulators,

hardware-in-loop testing platforms
Evaluates resilience of sensor nodes

under real-world conditions
Blockchain-backed trust

layers
Distributed ledger, smart contracts Enables secure and transparent

fault history tracking and
auditability

Context-aware
middleware

AI-based route selection,
QoS-based network layers

Improves rerouting and service
continuity under dynamic fault

patterns
Digital twin integration Cloud-based simulation engines,

co-simulation APIs
Allows predictive fault diagnosis
and proactive decision making

Low-energy detection
algorithms

TinyML, signal-level anomaly
detection

Supports fault detection in
ultra-constrained or remote edge

environments

5 Conclusion
This study presents a comprehensive and system-level analysis of fault tolerance within smart city

IoT architectures, emphasizing the interplay between technical metrics, middleware behavior, and end-
user trust. By integrating simulation frameworks, real-world deployment examples, and quantified fault
metrics including MTTR, MTTD, and the proposed FCS the work advances both theoretical and applied
understanding of resilient IoT systems. The expanded discussion on middleware failures, fault management
APIs, and simulation tools bridges the gap between conceptual modeling and practical implementation.
Additionally, contextual factors such as user trust erosion are addressed through behavioral models like TAM
and HCI frameworks, highlighting the socio-technical dimensions of fault management. The inclusion of
emerging technologies such as blockchain for decentralized trust enforcement and AI for predictive fault
diagnostics further positions the proposed framework as future-ready. Collectively, the findings contribute
to the development of transparent, adaptive, and energy-efficient fault-tolerant infrastructures aligned with
the operational demands and trust imperatives of smart city ecosystems.
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Appendix A
Table A1 presents the glossary of core terms. Table A2 summarizes the performance of different fault

types observed during simulations conducted in existing literature using the IoT-Fog-Sim platform in a
smart traffic control scenario. It presents fault detection time, containment score, and recovery duration for
common fault categories.
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Table A1: Glossary of Core Terms

Term Definition
Fault-Tolerant System A system designed to continue functioning correctly even when some of its

components fail.
Resilience The system’s ability to absorb, recover from, and adapt to faults or failures

while maintaining acceptable levels of service.
Self-Healing Mechanism Automated procedures that detect, isolate, and repair faults without external

intervention.
Fault Visibility The extent to which a fault’s effects can be observed at system outputs.

Containment Score A metric representing the ability to prevent fault propagation to other
subsystems (see revised equation in Section 3.1.2).

Table A2: Fault Metrics from IoT-Fog-Sim Simulation (Smart Traffic Scenario)

Fault type Avg. detection time (ms) Containment score Recovery time (s)
Sensor Dropout 120 0.82 3.2
GPS Drift Fault 145 0.67 4.1

Edge Node Overload 310 0.75 5.4
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