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ABSTRACT: The healthcare sector involves many steps to ensure efficient care for patients, such as appointment
scheduling, consultation plans, online follow-up, and more. However, existing healthcare mechanisms are unable to
facilitate a large number of patients, as these systems are centralized and hence vulnerable to various issues, including
single points of failure, performance bottlenecks, and substantial monetary costs. Furthermore, these mechanisms are
unable to provide an efficient mechanism for saving data against unauthorized access. To address these issues, this study
proposes a blockchain-based authentication mechanism that authenticates all healthcare stakeholders based on their
credentials. Furthermore, also utilize the capabilities of the InterPlanetary File System (IPFS) to store the Electronic
Health Record (EHR) in a distributed way. This IPFS platform addresses not only the issue of high data storage costs on
blockchain but also the issue of a single point of failure in the traditional centralized data storage model. The simulation
results demonstrate that our model outperforms the benchmark schemes and provides an efficient mechanism for
managing healthcare sector operations. The results show that it takes approximately 3.5 s for the smart contract to
authenticate the node and provide it with the decryption key, which is ultimately used to access the data. The simulation
results show that our proposed model outperforms existing solutions in terms of execution time and scalability. The
execution time of our model smart contract is around 9000 transactions in just 6.5 s, while benchmark schemes require
approximately 7 s for the same number of transactions.
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1 Introduction
Electronic Health Records (EHRs) are a process of electronically storing and managing patients’

healthcare records. According to a study, the market value of EHRs is expected to reach approximately 35
billion dollars by 2025 [1]. Several benefits are provided to hospitals and patients using the capabilities of
EHRs. However, the authors in [2] observe that not all hospitals effectively utilize EHRs in their Information
Technology (IT) sector. These hospitals are utilizing the traditional mechanism in which the records of
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hospitals are stored on a centralized server, which causes the issues of data loss and single point of failure
due to the involvement of third parties [3,4].

Today, healthcare data is observed to be vulnerable to severe security issues during data transfer.
Furthermore, conventional healthcare data transfer mechanisms are unable to facilitate the transfer of large
amounts of data due to their limited network bandwidth, which ultimately increases the cost of data transfer
between hospitals [5]. To address these aforementioned issues, blockchain technology can be integrated with
EHRs, thereby enhancing the data exchange rate of the network. Blockchain is a distributed protocol in which
all participants, including sellers and buyers, form the foundation of the network. All transactions are verified
in a distributed manner by high-resource nodes, which are referred to as miners [6]. However, storing data on
the blockchain network is very expensive because a copy of the data is created and stored on different devices
to mitigate the issue of data loss. Although the issue of data loss is solved by blockchain the cost of storing this
data is very high. According to [7], storing 1 MB of data on the blockchain costs approximately 14,000 USD,
which is not suitable for the resource-constrained healthcare sector. To address this challenge, we utilize the
functionalities of an external data storage platform known as the InterPlanetary File System (IPFS). Within
IPFS, data is partitioned into multiple chunks and distributed across globally dispersed nodes. This approach
effectively resolves both the high storage cost limitation of blockchain systems and the single point of failure
vulnerability inherent in traditional centralized storage architectures. The blockchain framework itself builds
upon the foundational concept of Bitcoin, introduced by Satoshi Nakamoto in 2009. The blockchain network
comprises multiple decentralized nodes that collectively verify all network transactions through a distributed
consensus mechanism, as illustrated in Fig. 1.

Figure 1: Blockchain structure

This not only provides a mechanism for saving monetary resources but also solves the issue of a single
point of failure by using a distributed validation mechanism. Different studies indicate that approximately 24
cryptocurrencies are used to facilitate the operations of smart healthcare [8]. These currencies are stored in
a digital wallet, and the currencies in these wallets can be accessed just by using an Internet connection. One
of the most widely used cryptocurrencies is SOLVE, which is utilized in the healthcare sector. This currency
is operated by SOLVE.CARE platform [9]. Such cryptocurrency tokens are used to facilitate the processing,
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storage, and management of healthcare data. One of the most reliable and efficient tokens from the Medibloc
organization is Medibloc, which operates within the group to facilitate healthcare operations. Furthermore,
a blockchain decentralized protocol is used to build a decentralized access token, named Panacea, which is
used to store sensitive information of healthcare stakeholders in the network [10].

Blockchain technology provides unique benefits that traditional distributed systems with PKI (Public-
Key Infrastructure) infrastructure cannot fully achieve, particularly in scenarios involving decentralized
trust. The distributed nature of blockchain ensures a tamper-proof and transparent mechanism for managing
healthcare records, which is crucial in environments that demand high security and data integrity. In
this study, we propose a mechanism for storing sensitive patient data and other electronic healthcare
records on a decentralized blockchain-based network. This will not only encourage external entities to
join such healthcare record networks but also facilitate internal users to share their data. Our proposed
model also solves the security issues of data and ensures efficient data transfer between distributed entities.
In our proposed model, the patient data is converted into ciphertext using the capabilities of proxy re-
encryption [11]. A single key is used in our model to encrypt and decrypt the data of patients and when
data is firstly encrypted by the healthcare providers then this data can not be decrypted by the intermediate
service providers because these service providers do not have access to the single private key, which is
only shared between communicating parties. The authors in [12] propose a mechanism to solve the issue
of data storage with encryption techniques. However, the proposed model is centralized and vulnerable to
collusion attacks. When any intermediate third party gets access to the private key in the network then
this party can alter the data, and the security of the network will be at risk. To address the aforementioned
issues, we propose a blockchain-based mechanism that integrates IPFS and an access control system. The
proposed model addresses several potential security attacks, including poisoning attacks, unauthorized
access, and data manipulation. Poisoning attacks, where adversaries inject malicious data into the system, are
mitigated through a combination of encryption and digital signatures. Furthermore, the blockchain-based
authentication mechanism prevents unauthorized nodes from accessing sensitive data. The contributions of
our proposed model are given below.

• Our proposed model provides a mechanism to ensure data integrity with the help of Ethereum channels,
which can offer a robust defense against network attacks and protect sensitive data from breaches,
ultimately enhancing the integrity of the data in our model.

• In our model, a membership mechanism is proposed in which the identity of each user is authorized
by higher authorities, which ultimately solves the issue of unauthorized access to the data in our
proposed model.

• A distributed data storage platform IPFS is used to solve the issue of costly data storage on the blockchain.

2 Related Work

2.1 Decentralized Authentication Methods
The authors in [13] state that it is very difficult for sensor nodes to sense and send the data with their

precise location as there is no efficient localization mechanism. Therefore, the authors propose a blockchain-
based mechanism in which high-resource beacon nodes are used by unknown nodes to find their location.
The beacon nodes already know their location, and unknown nodes find their distance from the beacon
nodes by using the Euclidean distance formula and find their exact coordinates. The authors propose a
trust evaluation mechanism for selecting the most suitable and legitimate beacon nodes. The performance
of the proposed model is evaluated in terms of false positive rate, average localization error, detection
accuracy, false negative rate, and average energy consumption. However, there is no mechanism to identify
and remove malicious nodes within the trust evaluation mechanism. The authors in [14] state that existing
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schemes for detecting intruders and malicious nodes are developed for static network topologies, and these
techniques are not efficient for dynamic and mobile network structures. To solve this issue, the authors
propose a blockchain-based mechanism for mobile Internet of Things (IoT) devices and sensor nodes. In this
mechanism, the uncertainty principle is used to ensure the stability of the network. Furthermore, our model
also develops dynamic and heterogeneous clusters, utilizing the capabilities of uncertainty principles. The
blockchain-distributed architecture is utilized for developing paths for multi-hop routing, which not only
facilitates the identification and removal of external attackers but also provides energy-efficient data transfer
paths. The proposed model is evaluated in terms of network lifetime, consumption of energy, packet drop
ratio, end-to-end delay, and routing overheads. In the future, the authors aim to use a realistic network setup
to further enhance the performance of the proposed model. The author in [15] states that existing schemes for
healthcare and industrial network security are not able to protect data against unauthorized access. Therefore,
the authors propose a hybrid blockchain-based mechanism for the registration and authentication of various
entities within the blockchain network. Higher authority nodes, such as sink nodes, are used for registering
and authenticating cluster heads, which in turn register and authenticate low-energy, ordinary sensor nodes.
The proposed model is evaluated in terms of message size, mutual authentication, replay attacks, and Sybil
attacks. However, there is no mechanism to protect this blockchain-based model against external intruder
nodes. Similarly, the authors in [16] identify the same issue that existing mechanisms for authentication
are unreliable and unable to perform peer authentication. Therefore, the authors propose a blockchain-
based model in which the trust of each node is calculated and data is validated, utilizing the capabilities of
the blockchain’s distributed protocol in the network architecture. Furthermore, the trust is evaluated based
on human knowledge, and the reputation of each node is stored in a distributed manner throughout the
network. The proposed model is evaluated in terms of trust value, false positive rates, energy consumption,
reputation level, and false negative rates. In the future, the proposed model will be deployed on a large scale to
enhance its performance further. The comprehensive analysis of decentralized existing approaches in shown
in Table 1.

Table 1: Comprehensive analysis of decentralized existing approaches: challenges, innovations, evaluations and future
directions

Addressed limitations Proposed contributions Performance parameters Research gaps
It is very difficult for

sensor nodes to sense and
send the data with their
precise location as there

is no efficient localization
mechanism [13].

A blockchain-based
mechanism is proposed
in which high-resource

beacon nodes are used by
unknown nodes to find

their location.

False positive rate,
average localization error,
detection accuracy, false

negative rate, and average
energy consumption.

There is no mechanism to
identify and remove

malicious nodes in the
trust evaluation

mechanism.

Existing schemes for
intruders and malicious

node detection are
developed for static

network topology, and
these techniques are not
efficient for dynamic and

mobile network
structures [14].

A blockchain-based
mechanism is proposed
for mobile Internet of

Things (IoT) devices and
sensor nodes. In this

mechanism, the
uncertainty principle is

used to ensure the
stability of the network.

Network lifetime,
consumption of energy,

packet drop ratio,
end-to-end delay, and

routing overheads.

A realistic network setup
will be used to further

enhance the performance
of the proposed model.

(Continued)
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Table 1 (continued)

Addressed limitations Proposed contributions Performance parameters Research gaps
Existing schemes for

healthcare and industrial
network security are not

able to protect data
against unauthorized

access [15].

A hybrid
blockchain-based

mechanism for the
registration and

authentication of
different entities in the
blockchain network.

Message size, mutual
authentication, replay

attacks, and Sybil attacks.

There is no mechanism to
protect this

blockchain-based model
against external intruder

nodes.

Existing mechanisms for
authentication are not

reliable and are unable to
perform peer

authentication [16].

Blockchain-based model
in which the trust of each

node is calculated and
data is validated while

utilizing the capabilities
of blockchain.

Trust value, false positive
rates, energy

consumption, reputation
level, and false negative

rate.

The proposed model will
be deployed on a large

scale to further enhance
the performance of the

model.

2.2 Distributed File Storage Methods
The authors in [17] state that the existing routing schemes are not able to provide efficient routing paths

as these schemes do not consider the untrusted behavior of network nodes. Furthermore, the activities of
malicious nodes negatively impact the overall performance of the network, which is particularly unsuitable
for wireless sensor networks and IoT device networks. Therefore, the authors propose a blockchain-based
routing mechanism in which reinforcement learning is used for the detection of malicious nodes by utilizing
their trust values. This detection mechanism enhances the routing mechanism by the selection of the most
reliable and dynamic links based on the trust values of nodes. The proposed model is evaluated in terms
of total transaction throughput, transaction gas consumption, transaction latency, network packet delay,
and network storage. In the future, a more unique and efficient algorithm will be utilized to enhance the
performance and portability of the proposed model. The authors in [18] state that existing security protocols
for malicious node detection are not efficient, as their fairness and ability to provide traceability of actual
malicious nodes is not trustworthy. Therefore, the authors propose a blockchain-based mechanism that
utilizes a trust model for identifying and removing malicious nodes in the network. The authors in [19]
state that existing routing mechanisms for selecting the routing paths are not efficient, as their fairness and
ability to provide traceability of actual malicious nodes is not trustworthy. Therefore, the authors propose a
blockchain-based mechanism that utilizes contractual routing to identify and select the most reliable paths
in the network by detecting and removing malicious nodes. All the activities of nodes in the network are
monitored and validated by the miner nodes. When a node performs malicious activity, it can be easily
traced using the capabilities of the Merkle tree. In this way, the proposed model can provide an efficient
mechanism for tracing and removing malicious nodes in the network. The performance of the proposed
model is evaluated in terms of routing overheads, routing latency, throughput, route request packets, and
packet delivery ratio. In the future, the performance of the proposed model can be further improved by
implementing it on mobile ad-hoc networks.

Similarly, the authors in [20] state that ensuring the security of data in underwater IoT devices is very
challenging, as these environments are highly dynamic, and existing schemes are unable to provide privacy
simultaneously. Therefore, the authors propose a monitoring architecture for underwater IoT devices in
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which the fog nodes and cloud servers are used for processing and storing the data of the underwater network.
All the activities of IoT devices are monitored by blockchain nodes, and secure routing is provided by
ensuring the legitimacy and honesty of data sources. The performance of the proposed model is evaluated in
terms of energy consumption, time for block generation, network remaining energy, reliability, and number
of rounds. In the future, the performance of the proposed model can be further enhanced by implementing it
on terrestrial IoT devices. The author in [21] states that existing schemes for IoT network security are not able
to protect data against unauthorized access. Therefore, the authors proposed a blockchain-based lightweight
mechanism for registering and authenticating various IoT devices within the blockchain network. The
higher authority nodes are responsible for registering and authenticating cluster heads and these cluster
heads are used for the registration and authentication of low-energy ordinary sensor nodes. The proposed
model is evaluated regarding message size, mutual authentication, and broadcasting requests. However,
there is no mechanism to protect this blockchain-based model against external intruding IoT devices. The
comprehensive analysis of distributed existing approaches in shown in Table 2.

Table 2: Comprehensive analysis of distributed existing approaches: challenges, innovations, evaluations and future
directions

Addressed limitations Proposed contributions Performance parameters Research gaps
Existing routing schemes

are unable to provide
efficient routing paths, as
they do not consider the

untrusted behavior of
network nodes [17].

A blockchain-based
routing mechanism is

proposed in which
reinforcement learning is
used for the detection of

malicious nodes by
utilizing their trust

values.

Total transaction
throughput, transaction

gas consumption,
transaction latency,

network packet delay, and
network storage.

More unique and efficient
algorithms will be

utilized to enhance the
performance and
portability of the
proposed model.

Existing security
protocols for malicious
node detection are not

efficient as their fairness
and ability to provide
traceability of actual

malicious nodes are not
trustworthy [18].

A blockchain-based
mechanism is proposed,

utilizing a trust model for
the identification and
removal of malicious
nodes in the network.

Credit score of sensor
nodes, transaction cost,

execution cost, and
communication range.

The performance of the
proposed model will be

improved by using a
proof-of-stake consensus

algorithm instead of
proof of work.

Existing routing
mechanisms for selecting
the routing paths are not
efficient, as their fairness

and ability to provide
traceability of actual

malicious nodes are not
trustworthy [19].

A blockchain-based
mechanism is proposed

in which contractual
routing is used for the

identification and
selection of the most
reliable paths in the

network.

Routing overheads,
routing latency,

throughput, route request
packet, and packet

delivery ratio.

The performance of the
proposed model will be

improved by
implementing it on

mobile ad-hoc networks.

(Continued)
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Table 2 (continued)

Addressed limitations Proposed contributions Performance parameters Research gaps
Ensuring the security of
data in underwater IoT

devices is very
challenging, as these

environments are highly
dynamic and existing
schemes are unable to

provide privacy
simultaneously [20].

A monitoring
architecture is proposed

for underwater IoT
devices in which fog

nodes and cloud servers
are used for processing
and storing the data of

the underwater network.

Energy consumption,
time for block generation,

network remaining
energy, reliability, and

number of rounds.

The performance of the
proposed model will be

enhanced by
implementing it on

terrestrial IoT devices.

Existing schemes for IoT
network security are not

able to protect data
against unauthorized

access [21].

A blockchain-based
lightweight mechanism
for the registration and
authentication of IoT

devices in the network.

Message size, mutual
authentication, and

broadcasting request.

There is no mechanism to
protect this

blockchain-based model
against external intruding

IoT devices.

The authors in [22] state that existing schemes for intruders and malicious node detection in healthcare
and industry are not efficient and are unable to protect healthcare networks against cyber-physical attacks.
To solve this issue, the authors propose a blockchain-based mechanism for healthcare devices and sensor
nodes. In this mechanism, cloud and fog servers are integrated with blockchain technology to ensure
network stability. Furthermore, our model also develops dynamic and heterogeneous clusters, utilizing the
capabilities of the blockchain decentralized protocol. The proposed model is evaluated in terms of execution
delay, percentage of patterns, and total validation time. In the future, the authors aim to minimize network
energy consumption and time by integrating the federated learning mechanism with our proposed model.
Similarly, Shahidinejad et al. propose a decentralized authentication and key exchange protocol specifically
designed for device-to-device (D2D) communication in edge-enabled IoT environments. Their approach
combines lattice-based post-quantum cryptography with edge computing and blockchain technologies to
address key challenges such as heavy storage requirements, weak anonymity, and inefficient key revocation
in existing systems. By leveraging edge computing, the protocol reduces computational burdens on IoT
devices, while blockchain ensures decentralized and secure public key management. Security analyses
confirm resistance against classical and quantum attacks, and performance evaluations show a significant
reduction in computational and communication overhead. This makes the protocol a lightweight, efficient,
and quantum-resistant solution for secure D2D authentication in IoT [23].

Sivaprakash et al. introduce a decentralized framework that integrates the IPFS with blockchain tech-
nology to enhance the security, privacy, and accessibility of healthcare data. In this system, patients’ EHRs are
encrypted and stored on IPFS, ensuring data redundancy and resilience against single points of failure [24].
Each stored file is assigned a unique cryptographic hash, which is then recorded on the blockchain, providing
an immutable and transparent audit trail of data access and modifications. Smart contracts govern access
control, allowing patients to grant or revoke permissions to healthcare providers in real-time, thereby
maintaining patient autonomy over personal health information. This architecture not only ensures data
integrity and confidentiality but also facilitates interoperability among disparate healthcare systems, paving
the way for a more secure and patient-centric approach to health data management. Similarly, Shankar
et al. present a secure healthcare system that integrates blockchain technology with the IPFS to enhance the
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security and privacy of patient data [25]. Recognizing the challenges of storing large medical files directly on
the blockchain, the proposed system utilizes IPFS for off-chain storage, ensuring data integrity through its
built-in hashing algorithm. To authenticate data exchanges, the system employs the Edwards-curve Digital
Signature Algorithm (EdDSA), providing a robust consensus mechanism. All communications between
nodes are encrypted, safeguarding against unauthorized access. Experimental evaluations demonstrate that
this approach not only strengthens data security and privacy but also improves performance metrics, such
as faster file upload speeds and higher transaction rates, compared to existing systems.

Nowadays, it is observed that healthcare data is vulnerable to severe issues of security in data transfer.
Furthermore, the conventional healthcare data transfer mechanisms are not able to facilitate large amounts
of data transfer due to their low network bandwidth, which ultimately increases the cost of data transfer
between hospitals. To address these aforementioned issues, blockchain technology can be integrated with
EHRs, thereby enhancing the data exchange rate of the network [26]. Blockchain is a distributed protocol
in which all sellers and buyers act as the foundation of the network. All the transactions are verified in a
distributed way by the high-resource nodes, which are called miners. However, it is very expensive to store
data on the blockchain network because a copy of the data is created and stored on different devices to solve
the issue of data loss. Although the issue of data loss is solved by blockchain the cost of storing this data is
very high. According to, when we store 1 MB of data on the blockchain, it costs us around 14,000 USD, which
is not suitable for the resource-constrained healthcare sector [27].

3 Proposed Methodology
We propose a mechanism, named Blockchain-based MedicalChain (BMC), which is used to share and

store the sensitive information of medical patients. The smart contracts are utilized in our BMC model to
ensure the reliable sharing of data while simultaneously protecting it against intruders and internal malicious
nodes within the network, ultimately enhancing the integrity of the data. Furthermore, we also ensure that no
one can access sensitive patient information without proper authorization. To ensure this, we propose a smart
contract-based authentication mechanism. In our proposed mechanism, firstly, any node must have a valid
identity for the authentication process in the EHR system [28]. Smart contracts in our system serve as the core
enforcement mechanism for validating user identities, managing role-based access permissions, recording
audit trails, and automating access decisions. Their updated placement and interconnections are now clearly
defined to strengthen their visibility and relevance within the framework. Furthermore, every node in the
network should have a specific responsibility and function associated with its particular identity. For the
authentication process, each node first registers in the blockchain network by broadcasting its unique identity
and role to the smart contract. All its credentials will be stored in the network for authentication purposes.
In any next time, when any node wants to access the data of the network then this node needs to provide its
specific identity and function [29]. The smart contract verifies the data provided by the node by matching this
data with the already stored credentials. If both the data are matched then this node is given access to the data.
Otherwise, this node is not given any access to the sensitive information of the patients or broadcaster as the
malicious nodes in the network. The whole blockchain-based authentication process is shown in Algorithm
1. Furthermore, our proposed model ensures the transfer of large amounts of patients’ sensitive data in the
network as the entities in the network keep on increasing with time. Therefore, there should be an interface
that streamlines all the resources of EHRs and their utilization. In our system, user verification is achieved
through a secure, decentralized authentication process embedded within the blockchain infrastructure.
Initially, each user (e.g., a healthcare provider or a patient) generates a unique identity that comprises their
public key, role, and a digital signature. Upon registration, this information is sent to a smart contract
deployed on the blockchain, which verifies the digital signature using cryptographic functions and stores
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the verified identity along with metadata (such as role and timestamp). For example, when a user attempts
to access a patient’s file, they submit their credentials, which are matched against the verified entries stored
immutably on the blockchain. If the signature and identity hash are valid, access is granted; otherwise, the
request is rejected and logged as a potential threat. This ensures that only authenticated users can interact
with the system.

Algorithm 1 presented outlines a smart contract-based authentication process for securing access to
a blockchain network. Initially, the blockchain network B is set up along with a smart contract S , which
serves as the central authority for verifying and authenticating nodes. The network consists of a set of nodes
N = {n1 , n2, . . . , nk}, where each node ni is assigned a unique identity IDi and a role Ri . The credentials of
these nodes, including their identity and role, are stored in the blockchain as a set C. During the registration
process, each node broadcasts its identity and role to the smart contract S . The smart contract verifies the
credentials and stores them securely in the blockchain. This registration step ensures that every node in the
network is authenticated before participating in network activities. When a node, say n j, requests access to
the network’s data, it must provide its identity ID j and role R j to the smart contract for verification. The
smart contract checks whether the credentials of n j match the stored records in C. If a match is found, n j is
granted access; otherwise, the request is denied, and the node is marked as malicious.

Algorithm 1: Smart contract-based authentication process
1: Initialization:
2: Initialize the blockchain network B
3: Deploy and initialize the smart contract S on the blockchain
4: Define a set of participating nodes N = {n1 , n2, . . . , nk}

5: Each node nu is assigned a unique identity IDu and a role Ru
6: Define a credential repository C maintained in the blockchain ledger
7: Node Registration Phase:
8: for each node ni ∈ N do
9: Node ni generates a registration request containing its identity and role: {IDi , Ri}

10: ni computes hash H(IDi ∣∣Ri ∣∣T(ti)) using a secure hash function H(⋅)
11: ni signs the hash with its private key to create a digital signature σi
12: ni sends (IDi , Ri , H(IDi ∣∣Ri ∣∣T(ti)), σi) to the smart contract S
13: Smart contract S verifies the authenticity of the signature and the timestamp
14: If valid, the tuple (IDi , Ri , H(IDi ∣∣Ri ∣∣T(ti))) is stored in C
15: end for
16: Authentication Request Phase:
17: A node nj requests access to specific data or service within the network
18: nj provides its identity and role along with a signed hash: (ID j , R j , H(ID j ∣∣R j∣∣T(t j)), σj)

19: Verification Phase:
20: Smart contract S checks if H(ID j ∣∣R j∣∣T(t j)) exists in C
21: S verifies the digital signature σj and timestamp validity
22: if the hash is found in C and the signature σj is verified then
23: S grants access to node nj
24: else
25: S denies access and flags node nj as potentially malicious
26: end if
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4 System Architecture
The consortium blockchain-based architecture of our proposed model is shown in Fig. 2. There are three

basic components of our proposed architecture. First of all, consortium blockchain is used to implement
a decentralized blockchain-based protocol. Secondly, the application module is used to ensure the service
provisioning mechanism is efficient and reliable. The last component is IPFS, which is used to store the data
of the healthcare system on the globally distributed components.

Figure 2: Consortium blockchain-based system architecture

4.1 Consortium Blockchain
Consortium blockchain is a decentralized protocol that operates without the involvement of any third

party in the healthcare sector. All activities related to token allocation, credential verification for various
entities, and arbitration of service provisioning mechanisms are handled by the consortium blockchain
network. The nodes that are authenticated by the smart contract after providing their credentials have access
to healthcare data [30]. This consortium blockchain mechanism not only facilitates the efficient accessibility
of data but also ensures the reliability and tamper-proof storage of data with IPFS. Furthermore, our proposed
model selects a reliable and efficient consensus algorithm through the access control mechanism. Beside this,
our proposed model efficiently handles fault detection through blockchain-based mechanisms that ensure
the integrity of participating nodes. The overview of blockchain transactions on ethereum platform is shown
in Fig. 3 and smart contracts deployment in Fig. 4.
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Figure 3: Overview of blockchain transactions on ethereum platform

Figure 4: Smart contracts deployment

4.2 Application and Service Layer
In this layer, an application is provided to patients, researchers, and other medical stakeholders, allowing

them to access the data of the EHR system [31]. The HTTP server is used in this layer to enable medical
stakeholders to interact with the distributed data storage platform IPFS and the blockchain network.

Algorithm 2 outlines a process for smart contract-based authentication integrated with InterPlanetary
File System (IPFS) storage. Initially, the blockchain network B and the smart contract S are initialized,
along with the IPFS network I , which is responsible for distributed data storage. A set of nodes N =
{n1 , n2, . . . , nk} participates in the network, where each node ni is assigned a unique identity IDi and role Ri .
These credentials are stored in the blockchain under the set C after being verified by the smart contract. The
node registration process involves broadcasting each node’s identity and role to the smart contract, which
then validates and stores these credentials in the blockchain for future authentication. Data storage is handled
by high-resource nodes, represented as nh , which process and send data D to the IPFS network I . IPFS splits
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the data into smaller chunks {d1 , d2, . . . , dm}, each with a size of 256 KB, and distributes these chunks across
different devices in the network for decentralized storage. Large healthcare files, such as radiology images or
genomic data, are efficiently handled in IPFS through its chunking and parallel distribution capabilities. IPFS
automatically splits large files into smaller blocks (typically 256 KB each), which are then distributed across
multiple nodes in the network. When a user requests a file, these chunks are fetched concurrently, improving
retrieval speed. To maintain security, each chunk is addressed using a cryptographic hash, ensuring that
even a single-bit change alters the entire hash reference. Our model also incorporates optional encryption
at the chunk level before uploading to IPFS, ensuring that sensitive health data remains confidential even if
intercepted during transmission or storage.

When a node, such as n j, requests access to data stored on the network, it must provide its identity
ID j and role R j to the smart contract S for verification. The smart contract checks if the credentials are
part of the stored set C. If the credentials match, access is granted; otherwise, the request is denied, and
the node is flagged as malicious. Data retrieval from the IPFS network is handled by a higher authority
node, which requests the chunks from the distributed devices. IPFS aggregates the collected chunks,
removes redundancies, and sends the complete data back to the requesting node. The algorithm employs
a cryptographic hash function H(⋅), digital signatures σi to ensure message authenticity, and a timestamp
function T (⋅) to add temporal validity to the authentication process.

Algorithm 2: Smart contract-based authentication and IPFS storage
1: Initialization: Deploy blockchain B, smart contract S, and IPFS network I ; define node set

N = {n1 , . . . , nk} with identities IDi and roles Ri; maintain on-chain credential ledger C.
2: Node Registration: for each ni ∈N do broadcast (IDi , Ri) to S; S verifies and records the tuple in C.
3: Data Storage: A high-resource node nh uploads data D to I ; I splits D into chunks {d1 , . . . , dm} and

distributes them across peers.
4: Authentication Request: A node nj sends its credentials (ID j , R j) to S.
5: Verification: If (ID j , R j) ∈ C then grant access; otherwise deny and flag nj as malicious.
6: Data Retrieval: An authorized node requests D; I locates the chunks, reassembles them, and delivers

the data.
7: Step 1 – Registration: Each ni computes hi = H(IDi∥Ri∥Ti), signs it with σi , and submits
(IDi , Ri , hi , σi); S verifies σi and stores hi in C.

8: Step 2 – IPFS Storage: nh uploads D; I derives chunks {d j} and distributes them among peers.
9: Step 3 – Authentication: nj computes h j = H(ID j∥R j∥Tj), signs it with σj, and submits (ID j , R j , h j , σj)

to S.
10: Step 4 – Verification: If h j ∈ C and σj is valid, S grants access; else it denies access and blacklists nj.
11: Step 5 – Retrieval: An authorized node asks I for D; I gathers {d j}, removes duplicates, reassembles

D, and rturns it.

Each node computes a hash of its identity, role, and a timestamp, signs it with its private key to
generate a signature, and sends the signed message to the smart contract. The smart contract verifies the
authenticity of the signature and the integrity of the hash. If the credentials and signature match a stored
record, the node is granted access. Otherwise, access is denied. The smart contracts deployment on IDE
and Remix is shown in Figs. 5 and 6. Smart contracts play a central role in our system by automating user
authentication, data access control, and file management policies. For instance, the AccessManager smart
contract is responsible for verifying digital signatures and granting or denying file access based on user roles
and access policies. When a user submits the access request with a digital signature and timestamp, the
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smart contract checks the blockchain-stored credentials and evaluates whether the user has the necessary
permissions. If verified, it emits an access token that enables temporary retrieval of the file hash from IPFS.
This ensures transparent, automatic enforcement of rules without requiring centralized oversight. This two-
step process, which combine authentication with secure decentralized storage, ensures both access control
and efficient data management in the blockchain-integrated IPFS network. The sample secure user interface
of the medcare is shown in Fig. 7. To ensure the availability of health records stored in IPFS, our model
employs pinning services and node redundancy. When a healthcare file is uploaded to IPFS, it is broken
into smaller chunks and distributed across the network. These chunks are then pinned by designated high-
availability nodes to prevent them from being garbage-collected. Additionally, we encourage redundancy by
having multiple nodes voluntarily or programmatically replicate the data, ensuring persistence even if one or
more nodes go offline. If no one pins the data, IPFS treats it as temporary, and it may be lost during garbage
collection cycles. To counter this, our architecture includes a policy-driven smart contract that monitors
pinning status and triggers automatic repinning or alerts when replication drops below a defined threshold.

Figure 5: Smart contracts deployment on IDE

Figure 6: Smart contracts deployed on remix
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Figure 7: User interface

4.3 Data Provisioning Layer
The service provisioning layer is responsible for ensuring non-repudiation of services within the service

provisioning mechanism, while simultaneously achieving high data security, which is not achievable with
a conventional blockchain-based mechanism. Furthermore, the traditional blockchain-based healthcare
mechanism is unable to store large amounts of data. On the other hand, the small amount of data that is
stored on the blockchain network is very costly, as storing 1 MB of data on the blockchain costs around
14,000 US dollars. To solve this issue, we utilize the capabilities of IPFS, which is a distributed file storage
system. First of all, when any data is processed by a high-resource node then it is sent to the IPFS for storage
purposes. Initially, IPFS divides this data into small chunks of equal size, which is 256 KB. After dividing
the entire data, each chunk of data is further sent to the distributed devices. In this way, the data is stored in
different devices in a distributed way, described in Algorithm 2. When any node requests data, it is initially
authenticated by matching its credentials with the data stored on the blockchain. If this node is legal then the
higher node requests the data from IPFS then IPFS collects the data from each distributed device on its side.
After collecting all the data, IPFS aggregated this data and removed all redundancies and duplicate values
from it. Lastly, this data is sent to the higher authority node. In this way, IPFS not only solves the issue of a
single point of data storage failure but also addresses the issue of costly storage of blockchain networks. In our
proposed model, we implement redundancy strategies to address the critical importance of data availability
and durability in healthcare systems. We replicate data chunks stored on IPFS across multiple nodes and
perform periodic backups to cloud-based storage, providing additional fail-safe mechanisms. This hybrid
approach ensures that data remains accessible even if individual IPFS nodes are compromised or go offline.
Data stored on IPFS is replicated across multiple nodes, and periodic snapshots are archived to centralized
cloud storage for added resilience. Therefore, the data availability is ensured in our model, even in the event
of node failures. The consistency of data is ensured through our blockchain’s consensus algorithm, which
guarantees that all nodes have access to the latest authenticated data without discrepancies.
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Furthermore, the record of other stakeholders in the network is stored on the client layer. When any
node performs any malicious activity then it is immediately removed from the network and its record,
along with its malicious activity, is updated on the client layer [32]. Furthermore, in our model shown
in Fig. 8, the access layer is responsible for providing a gateway that enables clients and other stakeholders
to access the data. Another important layer of our model is the application layer, which is responsible for
providing the interface for authentication and transactions of blockchain [33]. Lastly, we utilize Node.js for
verifying all transactions and adding blocks to the blockchain. The MongoDB database is used for storing
profiles of users and hash values of data stored on the IPFS platform [34].

Figure 8: Proposed system architecture

5 Results and Analysis
In this section, we provide details about the implementation and performance evaluation of our

proposed model. In our proposed model, we include real-world healthcare workloads and security scenarios
for evaluation of our proposed model. We simulate large-scale hospital networks to test the system’s
performance under high transaction loads. Security evaluations consider scenarios such as malicious node
behavior, data tampering attempts, and coordinated network attacks. By benchmarking the system against
real-world requirements, such as handling EHRs for thousands of patients, we demonstrate the robustness
and practicality of the proposed solution. First of all, the Ganache setup is installed in our system. This setup
provides us the capabilities to trade with the Ethereum network as it provides us with some virtual accounts
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with Ethereum balance, as shown in Fig. 9. Every account is held by a specific entity, and this entity uses this
account to perform any transaction in the blockchain network. After that, the smart contract is deployed
on the Ganache network. All the rules about the business of our healthcare sector are stored in the smart
contract and Ganache provides us a platform to perform the transaction according to the business rules,
written in the smart contract, as shown in Fig. 10.

Figure 9: Ganache blockchain setup

Figure 10: Smart contract

Fig. 11 shows the time that is spent to upload the EHRs on the blockchain network for our proposed
model as well as benchmark schemes. In the proposed model the exchange of EHR data is divided into two
parts, which are the uploading of data on the blockchain network and IPFS and the retrieval of data from the
network. Different types of data are used for uploading and downloading purposes, such as images, text, and
videos, which ultimately ensure that the proposed model can handle various types of EHR data. The figure
shows the time that is used to encrypt the data and upload it on the network. It can be easily observed from
the network that our proposed model outperforms both chain-based systems and the Ethereum network,
which utilizes an IPFS distributed file storage system. Furthermore, the figure shows that the time required
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for uploading the data keeps on increasing with the increasing amount of data. The processing time for
uploading data that is lower than 100 MB is comparatively small as compared to the data having a size larger
than 100 MB, as shown in Table 3. The simulation results indicate that the average time required to store data
is approximately 2.9 s, demonstrating the effectiveness of our proposed model in uploading EHR data to the
IPFS network.

Figure 11: The upload time of EHRs

Table 3: Upload request times for different EHR sizes

EHR size Chain based system (seconds) Ethereum using IPFS (seconds) Proposed model (seconds)
0.5 KB 2.0 3.0 3.0
1 MB 2.0 3.0 3.0

10 MB 2.0 3.0 3.0
100 MB 2.0 4.5 4.0
500 MB 2.0 5.5 5.0

1 GB 2.0 6.0 6.0

Furthermore, Figs. 12 and 13 show the time taken after requesting the network. The results show that the
amount of time uploading the data on the IPFS network is affected by the time required for making the query.
It can be easily observed from both figures that the average amount of time required for uploading 1 GB of
EHR data on IPFS after the request is around 5.2 s which is smaller as compared to a based network, which
has an average uploading time of 6.3 s for uploading 1 GB of EHRs data on the network. The upload time
of different EHR sizes is shown in Table 4. The reason is that the Ethereum network has a drawback in the
Ethereum-based network the patients need to broadcast their secret decryption key in the network, which
ultimately results in compromising the privacy of patients. On the other hand, they need to decode data by
themselves, which is also very time-consuming. To address this issue, our proposed model incorporates a
re-encryption mechanism that eliminates the need for patients to share their private keys. As a result, they
can easily decrypt their records without requiring the intervention of any third party, thereby enhancing
network security. The security of the proposed mechanism is due to cryptographic hash functions, smart
contracts, and digital signatures, ensuring data integrity and authentication.
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Figure 12: IPFS upload request for smaller amount of data

Figure 13: IPFS upload request for larger amount of data

Table 4: Upload times for different EHR sizes

EHR size Upload time (seconds)
0.5 KB 0.05
1 MB 0.1

10 MB 0.35
100 MB 0.45

Furthermore, our proposed model can reduce network latency by resolving the issue of data redun-
dancies in the network. Furthermore, our proposed model performs the redundancy and duplicate value
removal task on the IPFS side, which reduces the workload on individual resource-constrained nodes and is
ultimately helpful in the efficient and faster transfer of EHR data. Due to enhanced performance and faster
processing time, our proposed model can efficiently handle a large amount of healthcare.
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Figs. 14 and 15 download time for the EHR data for our proposed framework as well as for the Ethereum
IPFS network. The different sizes of data are considered for evaluating the performance of both models.
The results show that our proposed model is more efficient compared to the other schemes in terms of
delivering data quickly, which ultimately demonstrates that our model is more scalable. The average time for
downloading 1 MB of data from the network is around 0.02 s. The reason is that IPFS collects the data from
different distributed devices and simultaneously removes the redundancies from the network. On the other
hand, the average time for downloading 1 MB of data from the network for chain chain-based network is
around is around 0.056 s, which is around 6 times higher than the former.

Figure 14: EHR data downloading time

Figure 15: IPFS upload request for larger amount of data
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Fig. 16 shows the execution time for the smart contract, which stores all the business rules related to
data transfer. The figure illustrates the performance for approximately 9000 transactions, involving critical
steps such as registration, authentication, data encryption, decryption, and transaction validation. The smart
contract takes about 3.5 s to authenticate a node. The results show that the proposed model performs better
than the benchmark scheme and executes around 9000 transactions in just 6.5 s, as shown in Table 5. On the
other hand, the benchmark scheme takes approximately 7 s for the same number of transactions, indicating
that our model has a better execution time. Due to which, our model is suitable for large-scale healthcare
networks, where the number of requests and transactions are very high.

Figure 16: IPFS upload request for large amount of data

Table 5: Execution time comparison between ethereum using IPFS and benchmark scheme

Smart contract Ethereum using IPFS Benchmark scheme
1500 1.5 2
3000 2.5 3
4500 3.5 4
6000 4.5 5
7500 5.5 6
9000 6.5 7

Fig. 17 presents a comparative performance analysis of the proposed hybrid Blockchain+IPFS model
against single-method systems, centralized cloud storage, IPFS-only, and traditional blockchain in terms
of storage cost and data retrieval time. The hybrid model demonstrates superior efficiency by leveraging
the immutability and verifiability of blockchain along with the lightweight, distributed nature of IPFS.
Specifically, the hybrid model maintains a low storage cost of 0.05 USD per GB on par with IPFS-only
systems and significantly lower than centralized cloud storage (0.15 USD per GB) and traditional blockchain
(0.30 USD per GB). In terms of retrieval time, the hybrid approach achieves 0.8 s, which is faster than
centralized storage (1.2 s) and substantially better than blockchain-only storage (3.5 s). This is made
possible through IPFS’s content-based addressing mechanism, which enables fast access by locating files
via their unique cryptographic hash values. Meanwhile, the blockchain component ensures access control
and auditability without burdening the storage system. Centralized models suffer from server load and
geographic latency, while blockchain-only models are hindered by on-chain data size limitations. Thus, our
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integrated Blockchain+IPFS solution offers a balanced and optimized performance profile, outperforming
single-method approaches in both cost efficiency and responsiveness.

Figure 17: Comparative storage cost and retrieval time

Compared to existing healthcare blockchain systems such as MedRec and FHIRChain, our proposed
model offers enhanced decentralization and data persistence using IPFS. MedRec, for instance, relies on
Ethereum for data referencing but stores data off-chain in traditional databases, which introduces central
points of failure. FHIRChain improves interoperability but lacks robust distributed storage mechanisms.
In contrast, our model ensures that both authentication and file storage are distributed and tamper-proof,
leveraging the blockchain for immutable user management and IPFS for scalable, content-addressed storage.
This integration yields a more fault-tolerant, privacy-preserving, and verifiable system, better suited for
modern healthcare data requirements.

Fig. 18 shows the comparison of scalability and fault tolerance between IPFS and a traditional blockchain
mechanism. The results show that IPFS outperforms the traditional blockchain mechanism in both metrics.
IPFS can handle 10,000 nodes, compared to the traditional blockchain mechanism, which handles 5000
nodes. This shows that the IPFS architecture not only provides effective and reliable storage but also
minimizes performance bottlenecks due to centralization. Furthermore, IPFS enhances resource allocation
and load balancing, allowing for seamless scalability as demand grows.

Figure 18: Comparison of scalability and fault tolerance
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Fig. 19 shows the comparison of encrypted transaction latency between our proposed model, which
employs the Keccak-256 hashing algorithm, and benchmark schemes that use the SHA-256 algorithm.
The figure highlights a linear increase in latency for both algorithms as the number of transactions and
EHR sizes increase, reflecting the expected computational overhead. However, Keccak-256 consistently
demonstrates superior performance with lower latency across all transaction volumes. For instance, at
10,500 transactions, Keccak-256 and SHA-256 record latencies of 205,000 and 225,000 ms, respectively—
indicating an approximate 9% reduction in latency. This efficiency is attributed to the sponge construction of
Keccak-256, which performs hashing more quickly than the Merkle tree-based approach used in SHA-256.
Additionally, we evaluated the system’s transaction throughput under increasing EHR sizes and observed that
Keccak-256 maintained stable throughput, while SHA-256 exhibited degradation in processing speed due
to higher computation time per block. This analysis confirms that our model is both scalable and efficient,
capable of handling larger EHR sizes and higher transaction loads while ensuring faster processing—an
essential requirement for real-time and reliable healthcare systems.

Figure 19: Comparison of transaction latency for increasing transactions

6 Security Analysis
In our proposed model, system security is reinforced through a comprehensive threat analysis that

forms the foundation of the overall architecture. The authentication mechanism is rigorously analyzed
under the Universal Composability (UC) framework, a formal cryptographic model that ensures the secure
composition of protocols. This analysis confirms that our system is resilient to impersonation attacks, where
malicious actors attempt to forge identities, and replay attacks, where adversaries reuse captured data to
gain unauthorized access. Furthermore, the smart contracts central to enforcing authentication and access
control policies on the blockchain are examined using Mythril, a symbolic analysis tool designed to detect
vulnerabilities such as reentrancy, unchecked input, and integer overflows. This automated analysis ensures
that the contract logic is robust, predictable, and secure from common exploits. For off-chain data storage,
the system leverages the IPFS, which ensures content integrity and persistence through content-addressed
storage and data replication across multiple distributed nodes. These mechanisms enhance data availability,
fault tolerance, and protection against single points of failure. Our threat model considers a variety of
attack vectors, including Sybil attacks, poisoning attacks, and man-in-the-middle attacks. These threats are
mitigated using layered security measures such as cryptographic authentication, access control policies, and
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consensus-based verification. Each defense mechanism is carefully mapped to specific threats in accordance
with the taxonomy proposed by Shahidinejad et al. [35], thereby ensuring that the system maintains integrity,
availability, and trustworthiness in a decentralized and adversarial environment.

Furthermore, our system defends against threats such as fake users and unauthorized access through
a combination of blockchain-based identity verification, smart contract enforcement, and multi-factor
cryptographic authentication. Every user must register through a secure process that involves hashing their
credentials and signing them with their private key. These credentials are then verified and stored on-
chain, making them tamper-proof and traceable. When a user attempts to access a resource, the system
validates their identity and role via the smart contract. Unauthorized access attempts are automatically
flagged, and the involved identities are blacklisted. Moreover, replay attacks are mitigated using timestamped
authentication requests, and Sybil attacks are prevented through consensus-driven verification and resource
commitment mechanisms.

7 Discussion
Our proposed model is able to efficiently ensure user authentication and secure and cost-effective

data storage. However, IPFS is vulnerable to data loss if specific distributed nodes fail or are compromised.
Additionally, the energy consumption of smart contract executions is not efficiently managed as increasing
size and complexity of the network. It is crucial to address these limitations for the efficient and reliable
application of the proposed model in real-world settings. Energy efficiency is a critical factor for the
scalability of blockchain and IPFS systems in healthcare. Accurate power derivation methods should be used
in the propsoed model to analyze the energy consumption of smart contracts and data storage operations.
These methods enable precise measurement of energy usage, which ultimately identifies inefficiencies and
guiding optimizations. Lastly various consensua algorithms such as such as proof-of-stake, can be used to
reduce energy consumption while simultaneously maintaining the performance of the system.

8 Conclusion
In this paper, a blockchain-based authentication mechanism is proposed to solve the issue of unau-

thorized access in the healthcare sector. All the healthcare stakeholders are authenticated based on the
credentials they provided during their network registration. Furthermore, we utilize the capabilities of IPFS
to store the EHR in a distributed way. This IPFS platform addresses not only the issue of high data storage
costs on blockchain but also the issue of a single point of failure in the traditional centralized data storage
model. The simulation results demonstrate that our model outperforms all benchmark schemes and provides
an efficient mechanism for handling the operations of the healthcare sector. The results show that the average
time required to store data is around 2.9 s, indicating the effectiveness of our proposed model in uploading
EHR data on the IPFS network. The proposed model is efficiently able to solve the issues of centralized
failure, high blockchain storage, and unauthorized access. However, it uses IPFS, which faces the issue of
data loss because data is stored on isolated devices. If any distributed node of IPFS is attacked and data is
lost then there is no mechanism to recover the data. In the future, we will integrate PQC (Post-Quantum
Cryptography) techniques, such as lattice-based cryptography and schemes like Raccoon, to ensure quantum
resilience. We will combine IPFS with cloud or fog-based storage systems to improve scalability and fault
tolerance. Additionally, federated learning models will be utilized for real-time detection of malicious nodes
and prediction of anomalies in dynamic healthcare networks.
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