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ABSTRACT: These days, social media has grown to be an integral part of people’s lives. However, it involves the
possibility of exposure to “fake news,” which may contain information that is intentionally or inaccurately false to
promote particular political or economic interests. The main objective of this work is to use the co-attention mechanism
in a Combined Graph neural network model (CMCG) to capture the relationship between user profile features and
user preferences in order to detect fake news and examine the influence of various social media features on fake
news detection. The proposed approach includes three modules. The first one creates a Graph Neural Network (GNN)
based model to learn user profile properties, while the second module encodes news content, user historical posts,
and news sharing cascading on social media as user preferences GNN-based model. The inter-dependencies between
user profiles and user preferences are handled through the third module using a co-attention mechanism for capturing
the relationship between the two GNN-based models. We conducted several experiments on two commonly used fake
news datasets, Politifact and Gossipcop, where our approach achieved 98.53% accuracy on the Gossipcop dataset and
96.77% accuracy on the Politifact dataset. These results illustrate the effectiveness of the CMCG approach for fake news
detection, as it combines various information from different modalities to achieve relatively high performances.

KEYWORDS: Fake news detection; co-attention mechanism; user preferences; GNNs

1 Introduction

Nowadays, social media platforms are used extensively to deliver thousands of news items, whether
they are private or public. It is predicted that by 2027, the number of people using social media is expected
to reach six billion users [1]. Users can easily communicate with each other, express themselves, and access
news. However, it also entails the risk of exposure to “fake news,” which could contain information that is
intentionally or inaccurately false to promote specific political or economic agendas [2]. The dissemination
of misinformation has grown to be a serious issue in modern society due to its expanding availability.
Thus, it is now essential to detect and stop misinformation in several domains, including information
management, public administration, and journalism [3]. Consequently, fake news identification in social
media platforms has garnered significant attention in the last years from both the research and professional
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communities. Fact-checking is one method of identifying fake news, but because fake news is spreading at an
unprecedented rate, manual fake checking is time-consuming and challenging [4]. Hence, automated fake
news detection is required to stop misinformation from spreading [5]. The primary foundation of traditional
fake news detection techniques is to capture linguistic characteristics between authentic and fake news by
capturing the semantics or styles of news articles. However, fake news is created to mislead readers with
intricately twisted facts and stories. Furthermore, The variety of topics and contents covered by fake news
also makes it very difficult to gather a lot of annotated misinformation news. Researchers are now focusing
on machine learning (ML) to differentiate between authentic and fake news [6]. Among the most widely
used machine learning (ML) methods are long short-term memory (LSTM), which is more effective at
identifying false information [7]. However, researchers have recently become less interested in LSTM due
to its structural challenges [4]. With the recent advancements in deep learning technology, methods like
Convolutional Neural Network (CNN) and recurrent neural networks (RNN) have become highly effective
for capturing underlying semantic relationships and natural language embedding [8,9]. Consequently, deep
learning algorithms, in particular, RNN and CNN techniques, have become more and more popular in fake
news detection. In contrast to CNN or RNN, the attention mechanism maintains word dependencies within
a sentence in such methods as GCAN where, Lu and Li [10] have successfully used a dual co-attention
mechanism to learn the correlation between the source tweets, retweets spread, and the combined impact of
the source tweet and user interaction.

Graph Neural Networks (GNNs) are among the most recent deep learning techniques being used by
researchers to identify false information. Unlike machine learning-based models that heavily rely on news
text, GNNs enable the combination of network structure with users’ information (i.e., network nodes) as
well as the messages (i.e., news content) they share [5,11]. Thus, GNN-based models can outperform modern
methods without using textual information. Several GNN evolutions, such as the Graph Isomorphism
Network (GIN), Graph Transformer Network (GTN), Graph SAmple, and aggreGatE (GraphSAGE), have
proved innovative achievements in fake news detection [5,12]. However, traditional GNN methods for
detecting fake news using multimodal data (text + images + social context) suffer from many significant
shortcomings. Fine-grained relationships between different modalities, such as the relationship between
a misleading image and a news headline, are difficult to model for traditional GNNs (e.g., GCN, GAT).
Moreover, most GNNs treat user interactions (likes, retweets) and news content differently, ignoring the
distinction between user profiles and news credibility [13]. The co-attention mechanism is suggested to
improve the effectiveness of GNN methods for fake news detection due to many significant drawbacks,
such as the ability to identify cross-modal inconsistencies indicating the presence of fake news, identify
questionable patterns (such as bot-like users spreading misleading information), jointly model user-news
interactions, and find discrepancies between source nodes (such as publisher metadata) and content nodes
(such as article text) [13,14].

The objective of this research is to use a co-attention mechanism in a combined GNN-based model for
capturing the relationship between user profile features and user preferences, to detect fake news, and to
compare the obtained results against various machine learning strategies.

The proposed approach is implemented using GIN, GraphSAGE, and GTN, which have produced
more accurate and effective fake news detection results. We utilize BERT [15], text representation learning
techniques, to acquire user characteristics from user profiles and to extract user preferences from news
content and historical posts. The proposed method combined model is made up of three modules:

o The first module considers the user profile characteristics as input features and creates a GNN-based
model to learn user profile properties;
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o The second module encodes news content, user historical posts, and news sharing cascading on social
media, as user preferences GNN-based model;

« Theinter-dependencies between user profiles and user preferences are handled through the third module
using a co-attention mechanism for capturing the relationship between the two GNN-based models.

Then, the final GNN-based model outputs are fused and fed into a fully connected layer MLP classifier,
which predicts the probabilities of the news item being fake or real. Three variants of graph neural networks
such as Graph Isomorphism Network (GIN), Graph Transformer Network (GTN), Graph SAmple, and
aggreGatE (GraphSAGE), each with its unique characteristics, are applied to user preference modeling and
user profile modeling, respectively. These GNN variants are currently widely used graph neural networks
suitable for processing social media data and its complex structures [5,16].

2 Related Works

In this section, we explore the related studies on unimodal fake news detection, multimodal fake news
detection, GNN-based approaches, and the co-attention mechanism.

2.1 Unimodal and Multimodal Approaches

Many studies in fake news detection have focused on unimodal information, such as text or images,
to identify misinformation [17]. The textual content of a news article plays a key role in assessing the
authenticity of the news item as it gives direct insights into the information being disseminated. Deep
learning technologies have been widely used to learn textual representations of news articles for fake news
detection. A CNN-based approach proposed by Yu et al. [18] to capture both local and global essential
features from the text content of the news item. This approach relies on event labels, leading to higher
detection costs. Besides text content, recent studies on fake news detection have also considered image
content in posts. Jin et al. [19] captured multiple visual features to describe image distribution patterns for
fake news detection, claiming that the propagation pattern of image content across social platforms reveals
discriminative features, which help identify fake images.

Multimodal fake news detection utilizes data from various modalities instead of focusing on a single
modality of content. The process includes feature extraction and feature fusion. For feature extraction,
textual features can be extracted using Bi-LSTM, textCNN, or BERT, while visual features are usually
extracted using CNNS, ensuring a comprehensive analysis of multimodal data [20]. To effectively model the
interactions between the two modalities, co-attention mechanisms have been proposed for multimodal fake
news detection [10,14,20,21]. Wu et al. [22] used multiple co-attention layers to integrate textual and visual
features for fake news detection. In recent multimodal works for detecting fake news, the coherence between
the text and image is considered, where news articles with mismatched text and image are more likely to be
fake than those with consistent text and image [23].

2.2 Graph Neural Networks (GNNs)

Over the last decade, deep learning has gained popularity in a variety of applications, from computer
vision to fraud detection and natural language processing. However, each of these applications deals only with
data in Euclidean space, making them incapable of processing non-Euclidean data. In order to manipulate
and process non-Euclidean data, a graph neural network was thus introduced [4,5]. This allows GNNs to
perform different prediction tasks at different granularities, such as node-level (e.g., detecting malicious
actors online), edge-level (e.g., recommendation systems), and graph-level (e.g., detecting fake news). Graph
is a type of data structure composed of a collection of nodes and the links (edges) that connect them. Edges
can be either directed or undirected based on directional dependencies among nodes (vertices). Nodes, for
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instance, can express individuals and their characteristics (e.g., name, age, and gender) in a social network,
whereas edges represent connections between users. Given A and X as the adjacency matrix and node feature
matrix, respectively, a graph G is represented as G = (V, E), where V stands for the graph’s nodes (vertices)
and E for its edges.

GNN isa deep learning-based neural network model designed to operate on graph structure data. GNNs
use message passing between graph nodes to represent the dependence of graphs. The GNN’s primary goal
is to use all the graph’s information, like node features and their relationships, to generate node embeddings,
which are new representations for each node. These node embeddings are expressed as low-dimensional
vectors that characterize the nodes’ locations within the graph and their neighborhood. The nodes are
subsequently classified using this final embedding. The node representation in the layer k is defined as:
H® = F(A, H*D;0(k)), where F is the dissemination function that can be calculated in several forms, 6
denotes the learnable parameters specific to the kth layer and A represents the adjacency matrix.

GNNs have been successfully used in numerous studies to detect fake news from user’s feeds. Recently,
researchers have explored alternative paradigms coupled with GNNs to improve fake news detection with
minimal labeled data. Jin et al. [24] developed a new framework called CAPE-FND that improves LLM
performance by using adaptive bootstrap prompting and context-aware prompt engineering, reducing
hallucinations and utilizing prior knowledge for robust fake news detection, even in zero-shot settings.
Similarly, Jin et al. [25] proposed the Prompting Multi-Task Learning framework led by news veracity
Dissemination Consistency (PMTL-DisCo) for few-shot fake news identification. For feature extraction and
optimization, this work employed advanced Artificial Intelligence (AI) techniques such as prompt-based
tuning, multi-task learning, and masked language model (MLM). Different variants of GNNs, such as Graph
Isomorphism Network (GIN), Graph Transformer Network (GTN), and Graph SAmple and aggreGatE
(GraphSAGE), have achieved remarkable performance in identifying fake news. These methods are briefly
discussed in the following sections.

2.2.1 Graph Transformer Network (GTN)

Since Transformer [15,26] has demonstrated its effectiveness in natural language processing, we
incorporate its standard multi-head attention into graph learning. GTN is the first GNN framework to
utilize a Transformer for neighborhood aggregation [27]. It uses the attention mechanism to determine the
similarity of each node’s features and its neighbors and combines the neighboring nodes’ features based on
their similarity.

Given a GTN with L layer, the combination and aggregation functions for a target node i = (0,1,..., N)
in the i-th layer are outlined as: fi(k) =Y jen, af.‘le(k)h](.k_l) and hfk) = U(Wz(k)hfk_l) + f()), where 8;

denotes the neighbors collection of the ith node. The ith layer output of the GTN is represented by hgk).

Wl(k) and Wz(k) denote the learnable weights, and ¢(.) represents the ReLU activation function. ocf.‘j

attention coeflicient computed based on the similarity between the characteristics of a given ith node and
its neighbors.

is an

2.2.2 Graph Sample and AggreGatE (GraphSAGE)

Developed by Hamilton et al. [28], it is one of the most flexible graph neural networks, demonstrating
the potential of inductive frameworks. GraphSAGE architecture overcomes the problem of applying deep
networks on large graphs by selecting a specific subset of neighboring node features whose values are aggre-
gated rather than the entire graph. Consequently, the network can learn the representation of graphs with
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thousands of nodes considerably more quickly [2,5]. GraphSAGE utilizes multiple aggregation functions,
the most popular of which are the convolutional and LSTM aggregators fully described in [5].

2.2.3 Graph Isomorphism Networks (GIN)

GIN was introduced by Xu et al. [29] is a special case of GNNs that is appropriate for graph classification
applications. This method was recently proposed to implement the Weisfeiler-Lehman (WL) test within a
neural network framework [30]. The Weisfeiler-Lehman (WL) algorithm is used to assess whether or not
different graphs under comparison are topologically equivalent by combining the node labels and their
neighboring information iteratively and then hashing the resulting labels into distinct new labels. To perform
the WL test, each node v is first given a color c°(v), which is then iteratively improved by aggregating
neighboring information. Furthermore, if the node labels in two graphs differ during an iteration, the
algorithm concludes that there is no isomorphism between the two graphs.

Formally, after k-iterations of aggregation, the k-th layer of a GIN is expressed as follows:
a¥ = AGGREGATE™ ({h*"':u e N(v)}); kX = COMBINE® (h*1, a¥) (1)

where, h* represent the the k-th layer’s characteristic vector for node v, a¥ denotes the aggregated message
from its neighboring nodes (N (v)).

2.3 Co-Attention Mechanism for Detecting Fake News

The co-attention mechanism is a robust attention-based framework that simultaneously processes two
input sequences, like text and an image or two different text sequences. It determines the significance of
each sequence related to the other, thereby enhancing the process of merging information and creating
more accurate representations. Unlike standard self-attention, which focuses on a single input, co-attention
simultaneously processes two inputs, aligning and focusing on features within each representation related
to the other [20]. The co-attention mechanism was first introduced by Lu et al. [31] for Visual Question
Answering (VQA) that simultaneously considers image and question information. Subsequently, it has been
used extensively in text classification and fake news detection tasks [13,22]. In the fake news detection
method known as GCAN, Lu and Li [10] have successfully used a dual co-attention mechanism to learn the
correlation between the source tweet, retweet spread, and the combined impact of the source tweet and user
interaction. In [32], Liu et al. have proposed a co-attention approach that incorporates labels and text into
a representation that combines mutual attention for classifying texts. This enables the method to integrate
the semantic relationships between labels and text and allocate different attention weights according to the
significance of various labels.

3 Approach
3.1 Overview

The combined model’s overall architecture is structured into three modules, as shown in Fig. 1. The
first module considers the user profile characteristics as input features and creates a GNN-based model to
learn user profile properties. However, the second module encodes news content, user historical posts, and
news sharing cascading on social media as user preferences GNN-based model. For these two modules,
three GNN layers have been used, associated with “relu” activation and dropout with p = 0.01. The inter-
dependencies between user profiles and user preferences are handled through the third module using a
co-attention mechanism for capturing the relationship between the two GNN-based models. Then, the final
GNN-based model outputs are combined and forwarded to a fully connected layer MLP classifier, which
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predicts the probabilities of the news item being fake or real. Three variants of graph neural networks
such as Graph Isomorphism Network (GIN), Graph Transformer Network (GTN), and Graph SAmple and
aggreGatE (GraphSAGE), each with its unique characteristics, are applied to user preference modeling and
user profile modeling, respectively. The overall architecture of the proposed approach is detailed in Section 4.
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Figurel: The proposed method is made up of three modules. The first module considers the user profile characteristics
as input features to create a GNN-based model. The second module encodes news content and user historical posts as
user preferences GNN-based model. The inter-dependencies between user profiles and user preferences are handled
through the third module using a co-attention mechanism

3.2 The User Profile Model

User profile features can be grouped into two basic categories such as implicit and explicit features [33].
Implicit features are deduced from user metadata or online behaviors, like historical tweets, rather than
being explicitly available. Political bias, age, location, personality, and profile picture are examples of implicit
characteristics. Explicit user characteristics are directly retrieved from meta-data that are returned by social
media site API queries. Explicit features include a list of representative attributes, like the number of
followers, posts, and followings. Using only news content usually doesn’'t provide reliable detection results,
as fake news is often designed to mimic real news. Therefore, there is a need for a detailed comprehension
of the connection between user profiles and fake news.

3.3 The User Preferences Model

Dou et al. [17] have introduced a fake news detection approach known as UPFD using graph-
structured data that includes user encodings and news embeddings. They used a well-known dataset called
FakeNewsNet [34], which contains information about news content and its corresponding Twitter social
media engagement metrics. For each news item, the user preferences are extracted by crawling the previous
posts made by users who have engaged with the news item using Twitter Developer API. The preferences
of engaged users are implicitly extracted through the use of text representation learning techniques to
encode historical posts such as BERT and word2vec. The news items are also encoded using the same text
representation learning techniques. The news context, which consists of all individuals interacting with
the news peace, is leveraged using the graph of news dissemination based on its participation metrics on
social media platforms (e.g., retweets on Twitter). In this case, the user and news embeddings serve as node
features in the graph of news dissemination. The UPFD dataset provides various node-level features such as
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Spacy features, with 300 node features, and BERT features, with 768 node features of user historical tweets.
According to UPFD’s empirical data, integrating user preferences and news context was found to be more
effective than using only news features.

3.4 The Co-Attention Mechanism

The user profile model encodes long-term, static features, such as the number of a user’s posts, social
connections, and other profile-specific information, using GNNs. Whereas the second GNNs-based model,
known as the user preferences model, considers short-term, dynamic interactions like interaction history,
content preferences, and engagement patterns to model users’ evolving interactions with content. The outputs
of both modules are fused via a co-attention mechanism, enabling the model to dynamically adjust and
integrate features from both sources based on the content being evaluated. This design guarantees an adaptive
balance between the impact of short-term preferences and long-term user attributes. The interdependencies
between profile attributes and user preferences, extracted using the co-attention mechanism, enable learning
how much one aspect (e.g., profile attributes) contributes to or is influenced by the other (e.g., preferences).
As presented in Fig. 2, the two GNN-based models process input graphs and extract features independently
X, € R and X, € R™*% where n; and 7, denote the nodes number in each GNNS model and d;, d,
represent respectively the feature dimensions of user profile and user preferences models. In our case, for
each news item, the node number is identical (n; = n,) for user profile and user preferences GNN-based
models (e.g., 116 GNN nodes for the first news item). Both input features (X; from modell and X, from
model2) are projected into Query (Q), Key (K), and Value (V) spaces through learned linear transformations
as [10,14,35]: Q; = X; W;, K, =X; W,f, V; = X; W}, where qu € R"*% jg the weight matrix for Query, Wki €
R">4x is the weight matrix for Key and W, € R"*%" is the weight matrix for value. d,, di, and d, denote the
dimension of the projected Query, Key, and Value. Afterward, we calculate the attention scores (S, and S5 ;)
between the two GNN models by the dot product of the Query of one modality and the Key of the other.
For cross-modal alignment, S; , = Q;K} /x/d), ensuring K, (key for modality 2) shares the same dimension
d. Then, the attention scores are normalized using the softmax function along the final dimension. Using
the attention weights (A, and A, ), the attended features (H; and H,) are determined by multiplying the
attention weights with the Value matrices. Finally, the outputs for each model, X{’“t and Xg”t, are obtained
by combining the original features with the obtained attended features. Formally, the output features using
the co-attention mechanism can be formulated using the following equation:

_ QK; S, _ QK
,—dk > V2.1 \/d_k >
Ayp =Softmax(812), Az = Softmax(S,;),

Sl,2

(2)
Hy=A,V,,H, = Ay V1,

Xi)ut = X1 + Hl,Xgut = X2 + H2
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where dj is the calling factor in stabilizing gradients during training, using this mechanism, the Combined
model improves performance by dynamically capturing the relationships and dependencies between user
profiles and user preferences [20].

[ Combined output ]
A A
»| Output features (Xzout) l v[ Output features (Xiout) <
Attended features Attended features
(H1) (H2)
P » A

A Attention Scores Attention Scores M
(A2) (A1) M
Value Key Query Query Key Value
(V2) (Kz) (Q2) (Q1) (K1) V1)
I = d

4[ Profile features (Xz) ] [ Preferences features (X1) )7

Figure 2: The co-attention mechanism used to model the interdependence between the user profile model and user
preferences model

4 Experiments and Results

This work involves conducting experiments to investigate different research questions: (Q1) Whether
our proposed model outperforms state-of-the-art (SOTA) techniques in fake news detection. (Q2) What is
the role of each component within the combined model in enhancing its overall performance? (Q3) Which
GNN model performs best on each dataset?

4.1 Datasets

Two reference datasets compiled by Dou et al. [17] for detecting fake news, such as GossipCop and
PolitiFact, are used in this experiment. These datasets include expert-annotated labels for both authentic and
fraudulent news content on Twitter, along with pertinent social context information. Each dataset contains
both the text and graph data extracted from the FakeNewsNet dataset [34], constructed using news articles
fact-checked by reputable sources (PolitiFact for political news and GossipCop for entertainment news).
The temporal coverage of FakeNewsNet is aligned with the periods during which PolitiFact and GossipCop
published their fact-checks, and the corresponding social media activity was collected, covering a variety
of political and entertainment events over several years. The PolitiFact dataset includes 157 real and fake
news items, respectively, as shown in Table 1. Additionally, the GossipCop dataset contains a bunch more
information, including 5464 news articles with 2732 fake and 2732 real news items. The ratio of real and fake
news articles remains balanced for both datasets, which provides a fair evaluation environment and prevents
any bias toward either class during model training and testing.



Comput Mater Contin. 2025;85(1) 1275

Table 1: GossipCop and politiFact statistics

Dataset  PolitiFact GossipCop

News 314 5464
Fake news 157 2732
True news 157 2732

Edges 40,740 308,798

Nodes 41,054 314,262

Dou et al. [17] use a variety of text representation learning methods, such as Word2vec and BERT, to
encode news content and user historical posts in order to model the user preferences. For each news item,
a propagation graph is created according to its sharing cascade on social media. The root node is thought
to be the news post, and other nodes represent the users who shared it. Several node-level features are
available in these datasets, including user preferences (768 BERT or 300 Spacy node features of user historical
tweets) and 10 node features of user profile characteristics [17]. The user profile features include profile
creation time, geolocation of the user, profile image URL, followers count, followees count, User verification
status, Bot score (likelihood the account is a bot, as measured by tools like Botometer), Ratio features (such
as followers-to-followees ratio), number of tweets posted and number of favorite tweets (likes) [34]. To
gather rich historical data for user preference modeling, the recent two hundred tweets for each account are
crawled, totaling 20 million tweets, using Twitter API. For inaccessible users whose accounts are suspended
or removed, randomly sampled tweets from accessible users who are interested in the same news are used.
Before using text representation learning techniques (e.g., BERT), special characters, such as “@” characters
and URLs, are eliminated for every tweet in the dataset. The obtained vectors of existing words are therefore
averaged in combined recent 200 tweets to get user preference representation [17].

4.2 Baselines

To illustrate the efficiency of the CMCG approach, we compare it with recent efficient approaches
for fake news detection, covering both deep learning and GNN-based methods, using the GossipCop and
PolitiFact datasets. A detailed description of the used SOTA fake news detection approaches is provided
below.

« HG-SL (Hypergraph-based Global interaction learning using Self-attention-based Local context learn-
ing): This method captures users’ global preferences from their co-spreading behaviors using a
hypergraph module. Additionally, the self-attention module provides extra signals for confirming the
authenticity of news [36].

o TSNN (Topological and Sequential Neural Network model): This method utilizes the supernode
approach to capture representative characteristics from the graph’s structural topology. Then, a two-
stage GNN is used to model the variability between news and users, facilitating the acquisition of more
accurate representation in the supernode [37].

« PFGNN (Propagation and opinion-related Feature-enhanced GNN-based framework): This framework
seeks to effectively detect false and accurate information by capturing all correlations between the
gathered data [3].

o UPFD (User Preference-aware Fake News Detection): Suggests combining endogenous and exogenous
information to anticipate the reliability of the news on social media [17].
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o FND-NUP (Fake News Detection with News content, User profiles, and Propagation networks): Uses
GAT to capture user influence on news spread by considering both user profiles and the news
propagation network [38].

o DECOR (Degree-Corrected Social Graph Refinement for Fake News Detection): Based on encapsulating
empirical observations into a lightweight social graph refinement component and applying a degree-
corrected stochastic blockmodels [39].

o GAMC (Graph Autoencoder with Masking Graph Autoencoder with Masking and Contrastive learn-
ing): Based on using Graph Autoencoder with Masking and Contrastive learning to address the
Graph-based techniques needed for large labeled datasets [40].

4.3 Experimental Settings

a) Implementation Details and Hyperparameters. All experiments are conducted on a Linux machine
with a GeForce GTX 1650Ti GPU. PyTorch is used to implement all models, and the PyTorch-Geometric
package is used to create all GNN models. Since the profile and preference features differ significantly in
dimensionality (10 vs. 768), and the size of the two datasets is different (314 vs. 5464 news items), we have
employed Bayesian optimization using the Optuna framework [41] to determine the appropriate hidden
sizes empirically, rather than rely on arbitrary choices. The learning rate and dropout optimal values are
obtained using the Optuna method, as detailed in Section 4.6. Each model variant was trained and validated
under identical conditions. The results showed that mid-range configurations (e.g., 32 for Politifact and 128
for Gossipcop) achieved the best balance between representation capacity and generalization. The training
and test sets are already separated in the GossipCop and PolitiFact datasets, and only the test sets are used
to record the final results. The Politifact dataset requires only 30 epochs to attain optimal performance,
whereas the GossipCop dataset requires about 80 epochs for the training process. To train the models, we
employed the Adam optimizer with a batch size of 128 for the Gossipcop dataset and 64 for the Politifact
dataset. To address potential overfitting risks due to limited data like the Politifact dataset, we have first added
the dropout and weight decay to the combined model architecture. Dropout and weight decay encourage
the model to not rely on any single node feature or neuron and penalize large weights, which is especially
helpful when training on small datasets. Secondly, we have implemented an early stopping technique based
on validation loss, which prevents overfitting by halting training when validation performance degrades.

b) Evaluation metrics. For assessing the effectiveness of the methods employed in this study, we utilize
different standard evaluation metrics, such as the Accuracy (ACC), F1 score (F1), precision, recall, and AUC,
given the binary classification nature of the fake news detection task.

4.4 Results and Analysis

The proposed CMCG approach is evaluated against the baseline methods on two publicly accessible
datasets, and the associated results are presented in Table 2. By analyzing the results of our experiment, we
will answer the research Ql. Specifically, we can notice that, in comparison to the baseline approaches, our
method performs best on both datasets in terms of Accuracy (ACC), precision, recall, and F1 score. Our
model reaches an accuracy of 96.77% on the Politifact dataset and 98.53% on the Gossipcop dataset, which
are 0.42% and 1.97% higher than the second-best model DECOR and TSNN, respectively. Furthermore,
the CMCG model also attains the highest Fl-score, reaching 96.15% on the PolitiFact dataset and 98.51%
on the GossipCop dataset. The exceptional outcomes of our approach demonstrate that (1) combining
user preferences and user profile GNN-based models can successfully distinguish between fake and real
news. (2) The co-attention mechanism is also essential for achieving the optimal performance of our
approach by learning the correlation between user profile characteristics and user preference features. The
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performance of PEGNN model and HG-SL model are the closest to our model. PEGNN method achieves the
accuracy of 91.97% and 98.11% on two datasets, while the HG-SL model reaches an accuracy of 90.05% and
98.04%. PFGNN uses three different kinds of encoded vector representations from the input propagation
graph structure, such as news article features, propagation and opinion-related features, and the user’s
profile information. However, HG-SL learns both local and global user spreading patterns, enabling it to
discriminate between authentic and fake news. UPFD approach also achieves similar results compared to
PFGNN and HG-SL methods. This method integrates the historical preferences of the user as a global
endogenous characteristic and utilizes the news propagation graph as the user’s exogenous social context.
DECOR and TSNN achieve the second and third-best accuracy, 94.80% and 92.15%, respectively, on the
Politifact dataset. Nevertheless, both approaches perform less well on the Gossipcop dataset than the baseline
approaches, while the GAMC approach achieves less efficient results for both datasets. Note that the best
results of our method were achieved on the Politifact dataset using the GIN and Gossipcop dataset using
GraphSAGE as the graph encoder and BERT as the text encoder.

Table 2: The performance of our proposed method compared to baselines (%). The text in bold (underlined) highlights
the top (second top) performances achieved on each dataset

Method PolitiFact GossipCop
Acc. Prec. Rec. F1 Acc. Prec. Rec. F1

UPFD 84.62 84.66 84.65 84.65 9723 9720 9723 9722
HG-SL 90.05 9230 88.61 8993 98.04 9768 9768 98.01
TSNN 9215 9211 9211 9211 9791 9788 9788 9788
PFGNN 9197 9182 9177 9179 9811 9813 9810 98.12
FEND-NUP 8690 86.40 86.60 86.50 96,50 96.20 96.40 96.30
DECOR 94.80 94.83 9520 94.79 9333 9294 88.28 90.31
GAMC 83.80 83.60 8270 8310 94.60 9410 94.60 94.30
Our method 96.77 92.86 100 96.15 98.53 98.69 98.32 98.51

The t-distributed Stochastic Neighbor Embedding (t-SNE) visualization of the fused graph embeddings
generated by the CMCG model, shown in Fig. 3, reveals a clear and well-defined separation between fake and
real news items for Politifact and Gossipcop datasets. Each data point in the 2D projection, presented in Fig. 3,
corresponds to a social media post. A clear separation between groups suggests that the model effectively
identified key differences in how real and fake news articles are structured and written. Additionally, the
well-defined gaps between clusters reflect the robustness of the model in preserving intra-class consistency
while maximizing inter-class divergence, highlighting its potential applicability in real-world fake news
detection systems.
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Figure 3: t-SNE plot for Plotitifact and Gossipcop datasets

Ablation Study

To demonstrate the effect of each module in the CMCG approach, several ablation experiments were

carried out in order to address Q2. The complete model that utilizes all modules is indicated by CMCG. We
tested different models that eliminated various elements, and the obtained results are displayed in Fig. 4. The
ablation experiments are structured as follows:

100

95 A

90 A

85

80

CMCG/-Pro: The user profile module was eliminated from this experiment, leaving only the user
preferences to be taken into account. The fully connected layer receives the vector representation that
was obtained through the co-attention module.

CMCG/-Pre: In this experiment, only the user profile was taken into consideration, and the user
preferences module was eliminated. The vector representation generated by the co-attention layer is
forwarded to the fully connected layer for detecting fake news.

CMCG/-Co: The co-attention module was eliminated in this experiment. The user profiles and
preferences modules were used to create the combined model.

CMCG/-Pro-Co: In this experiment, only user preference features were considered in detecting
fake news.

CMCG/-Pre-Co: In this experiment, only 10 user profile attributes were considered to create a GNN-
based model for detecting fake news.
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Figure 4: The performance of different variants of the CMCG approach in detecting fake news. -Pre/-Pro/-Co
represents the CMCG variant without preferences, profile features and co-attention mechanism
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The outcomes of the ablation experiment on two datasets are presented in Fig. 4. We can see that
each component of the proposed model is significant. The performance of the model decreased when we
eliminated a component, demonstrating that each part of the model is essential. Furthermore, the best results
are obtained when user profile and preference information are jointly encoded, and the obtained models
are fused using a co-attention mechanism. The accuracy of CMCG/-Pre is 83.87%/93.77%, and the F1 score
of CMCG/-Pre is 81.48%/93.63% on Politifact/Gossipcop datasets, respectively. The accuracy of CMCG/-
Pro is 91.94%/90.57%, and the F1 score of CMCG/-Pro is 96.89%/96.86% on Politifact/Gossipcop datasets,
respectively. The accuracy of CMCG/-Co is 95.16%/97.99%, and the F1 score of CMCG/-Pre is 95.44%/97.90%
on Politifact/Gossipcop datasets, respectively. However, the CMCG/-Pre-Co model performs the worst when
compared to the ablation study models, achieving an accuracy of 77.38% on the Politifact dataset and
92.19% on the gossipcop dataset. The user profile attributes are static and don’'t provide context about users’
interactions and behaviors in real-time. Without incorporating dynamic signals, the model cannot accurately
depict how misinformation spreads. These results indicate that user preferences are more informative,
especially on the Politifact dataset, since removing it causes a greater decline in performance. When the
user profile and the co-attention modules are both removed, the model’s performance declines, evidently
highlighting the significance of the user profile and the co-attention mechanism for fake news detection.

The user preferences and user profile joint model has been developed using three GNN variants in
response to Q3. The first one is an implementation of GraphSAGE, which has proved its efficiency in
detecting fake news in several works like [2,17] compared to other classic GNN variants. The second one
is based on GIN, leading to more accurate and efficient fake news detection results [12]. This model is
designed with global pooling architecture, which comprises three GIN convolution layers. The third model
is implemented using GTN, which has recently demonstrated excellent results in detecting fake news in
numerous works [27]. Note that user preferences are encoded using 768 BERT node features, while the user
profile attributes are encoded using 10 node features.

Table 3 demonstrates that on the Gossipcop dataset, GraphSAGE performs better accuracy of 98.53%
for the 768-dimensional Bert features. In contrast, in the Politifact dataset, GIN achieves a higher accuracy
of 96.77% for the 768-dimensional Bert features. GIN focuses on determining whether two graphs are
structurally identical, which can be useful for identifying patterns in small, well-defined datasets like
Politifact. However, for a medium-sized dataset like GossipCop, GraphSAGE is more suitable than GIN
because it can effectively leverage node/edge features, scale to the dataset size, and generalize to new data.
GraphSAGE is designed to handle medium to large datasets efficiently. It uses neighborhood sampling to
reduce computational complexity, making it well-suited for fake news detection tasks, where understanding
user preferences and profile characteristics is critical. As shown in Table 3, the lower performance of GTN
compared to Graphsage is mainly due to its complexity and the emphasis on semantic relationships as it
is designed to handle heterogeneous graphs, unlike Graphsage, which is simpler, more scalable, and better
optimized for homogeneous graph structures.
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Table 3: Impact of different GNN variants on the perfromance of the proposed method. The text in bold highlights the
top performances achieved on each dataset. The underlined text highlights the second top performances achieved on
each dataset

Method PolitiFact GossipCop

Acc. Prec. Rec. F1 AUC. Acc. Prec. Rec F1 AUC.

GraphSAGE 9516 9259 96.15 94,55 9712 98.53 98.69 98.32 98.51 98.53
GIN 96.77 92.86 100 96.15 98,50 96.52 96.45 96.45 96.48 99.40
GTN 95.16 9259 96.15 9434 9818 9771 9775 9738 9764 9947

4.6 Hyperparameters Sensitivity

To improve the CMCG model’s performance and generalization abilities for detecting fake news, we
employed Bayesian optimization using the Optuna framework [41], a sophisticated tool for hyperparameter
tuning. This method automatically identifies the optimal parameter combinations by iteratively sampling
potential configurations and evaluating their impact on model performance. Fig. 5 illustrates the search
space explored during trials and displays the relationship between various hyperparameter combinations
and model accuracy. The accuracy outcomes of the proposed model, when varying the number of attention
heads in the co-attention layer using the Optuna method, are shown in Fig. 6. The number of attention heads
varies from 1 to 16 heads for models based on the Politifact and Gossipcop datasets. From Fig. 6, it can be
seen that the model reaches its peak performance on the Gossipcop dataset when the number of attention
heads is set to 2.

Parallel Coordinate Plot
0.51007 0.09834
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0.5
0.4
0.3
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0.1

0.00035

o,
Oy

Figure 5: Hyperparameter optimization using Optuna

In contrast, for the Politifact dataset, the CMCG model attains its highest accuracy when the number
of attention heads is 8. Based on the analysis, this variation may be attributed to the different textual
characteristics of the datasets. The number of comments and retweets associated with news items varies
across datasets, indicating that news with different cascade depths may require distinct numbers of attention
heads to achieve optimal performance. The hidden dimensions parameters define the capacity of the CMCG-
based encoders for user profiles and user preferences, respectively. The dimensions of the search space for the
Gossipcop dataset ranged from 64 to 256 for preference features and from 16 to 32 for profile characteristics.
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On the other hand, the hidden dimensions for the Politifact dataset range from 8 to 32 for profile features
and 16 to 64 for preference features. The best performance on the Gossipcop dataset is achieved when the
hidden dimensions are set to 26 and 200 for the user profile and preferences models, respectively. The user
profile and preferences models perform best on the Politifact dataset when the hidden dimensions are set to
16 and 32, respectively. The learning rate is sampled between [le-4, le-2], while the dropout values are tested
within the interval [0.0, 0.005]. As shown in Fig. 7, the best performance on the Politifact and Gossipcop
datasets is achieved when the dropout values are set to 0.005 and 0.01, respectively. Additionally, the optimal

performance on the Politifact and Gossipcop datasets is attained with learning rate values of 0.0005 and
0.001, respectively.
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Figure 6: CMCG performances with different number of attention heads
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Figure 7: Learning rate and dropout impact on accuracy for Politifact and Gossipcop

5 Challenges and Limitations

The model exhibits notable strengths, particularly in its capacity to capture detailed user engagement
patterns. However, it is crucial to recognize that this approach may have specific limitations. Below is a
summary of the challenges and constraints we faced during this study.

o The approach depends on the UPFD dataset, which is derived from FakeNewsNet. This dataset is created
by crawling the most recent 200 tweets from users engaged with a specific news item using the Twitter
Developer API, enabling access to extensive historical data. Additionally, the news content is collected
by crawling the URLSs provided in the FakeNewsNet dataset.
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o Due to the character limit on Twitter, it has been observed that many posts are too short. The low
number of words may negatively affect the effectiveness of text classification processes. Furthermore, the
FakeNewsNet dataset does not include supplementary information, such as images, which are highly
valuable for multi-modal classification tasks.

« The CMCG approach requires knowing the user profiles, which has become increasingly challenging
because of the restrictive policies of the platforms.

The architecture of the combined GNN model is well-suited for fake news detection across platforms
like Facebook and TikTok due to its multi-view design that integrates user profiles and preferences. However,
effective generalization requires careful tuning to the data characteristics, graph formulation, and feature
availability of each platform. The model may be expanded to Facebook and TikTok with minimal archi-
tectural changes and adequate retraining. However, implementing such a model in real-time environments
presents some challenges related to continuous data streams from social media platforms that require the
model to process incoming posts dynamically. In contrast to static datasets, real-time data requires online or
incremental learning techniques to keep the model updated without retraining.

Another limitation concerns the scalability and computational requirements of the proposed model. The
CMCG approach integrates two parallel GNN modules processing distinct but complementary modalities
such as user profiles and user preferences, offering strong performance for fake news detection. However,
this architecture requires significantly more resources than single-branch GNNs, especially for large datasets,
which may hinder its deployment in low-resource settings. In terms of training time, the added complexity of
processing dual graph structures increases per-epoch duration, particularly on large datasets, but this cost is
often justified by the model’s improved generalization and multimodal representation capabilities. Scalability
remains a critical consideration for real-world deployment; while the model can handle mid-scale datasets
like Politifact or GossipCop, scaling to web-scale graphs requires careful tuning to the data characteristics,
graph formulation, and feature availability of each social media platform.

6 Conclusion

In this work, we have proposed a combined GNN-based model using a co-attention mechanism for
detecting fake news named CMCG. The proposed combined model consists of three modules. The first
module learns user profile properties using a GNN-based model, while the second module encodes user
preferences using also a GNN-based model. The relationships between user profiles and user preferences
are handled through the third module using a co-attention mechanism. Then, the final GNN-based model
outputs are fused and forwarded to a fully connected layer MLP classifier, which predicts the probabilities
of the news item being fake or real. Three GNN variants, GIN, GTN, and GraphSAGE, are applied to
user preference and user profile modeling. Experiments show that CMCG significantly outperforms SOTA
models on fake news detection tasks, where it achieves an accuracy of 98.53% on GossipCop and 96.77%
accuracy on the PolitiFact dataset. We investigated the impact of different social media features on fake news
detection. Additionally, the ablation study shows that each component in the CMCG approach is essential for
detecting false information. The proposed model reaches a comparatively high performance by combining
various information levels from different modalities. However, the main limitation of CMCG is its reliance on
the FakeNewsNet dataset, which does not incorporate significant information like images. In the future, we
intend to take into account additional information like user stances and behaviors to capture users’ attitudes
(e.g., agreement, skepticism, or outrage) expressed in their posts or replies to enhance fake news detection.

Ethical challenges are central to any work involving social media data and fake news detection. For
this work, the used datasets (Politifact and Gossipcop datasets) provided by the UPFD were anonymized
and collected under Twitter’s terms of service to help protect user privacy. Additionally, Data security and
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algorithmic bias pose serious problems for fake news detection models, which may inadvertently reinforce
preexisting biases in the dataset. To address these concerns, continuous efforts are needed, including regular
bias audits and transparency in model design.
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