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ABSTRACT: Deep neural networks are known to be vulnerable to adversarial attacks. Unfortunately, the underlying
mechanisms remain insufficiently understood, leading to empirical defenses that often fail against new attacks. In this
paper, we explain adversarial attacks from the perspective of robust features, and propose a novel Generative Adversarial
Network (GAN)-based Robust Feature Disentanglement framework (GRFD) for adversarial defense. The core of GRFD
is an adversarial disentanglement structure comprising a generator and a discriminator. For the generator, we introduce
a novel Latent Variable Constrained Variational Auto-Encoder (LVCVAE), which enhances the typical beta-VAE with
a constrained rectification module to enforce explicit clustering of latent variables. To supervise the disentanglement of
robust features, we design a Robust Supervisory Model (RSM) as the discriminator, sharing architectural alignment with
the target model. The key innovation of RSM is our proposed Feature Robustness Metric (FRM), which serves as part of
the training loss and synthesizes the classification ability of features as well as their resistance to perturbations. Extensive
experiments on three benchmark datasets demonstrate the superiority of GRFD: it achieves 93.69% adversarial accuracy
on MNIST, 77.21% on CIFAR10, and 58.91% on CIFAR100 with minimal degradation in clean accuracy. Codes are
available at: https://github.com/brother2cat/GRFD (accessed on 23 July 2025).
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1 Introduction
Deep neural networks (DNNs) provide an excellent end-to-end solution for face recognition [1], auto-

matic driving [2], image segmentation [3], etc. However, DNN-based models are vulnerable to adversarial
attacks, causing incorrect high-confidence predictions on modified inputs [4]. In particular, when applying
DNNs in blockchain, adversarial attacks amplify the risks such as malicious transactions, loss of control
in data ownership management, and damage to intelligent recommendation systems. Due to the black-box
property [5] of DNNs, researchers have not yet clearly elucidated the underlying mechanism of adversarial
attacks. As a result, adversarial attacks and defenses have become a crucial concern in the applications of
DNN-based target models.

The usual methods of adversarial defense are empirical and lack researches on the internal mechanism
of adversarial attacks. Therefore, they can only defend against specific attacks, resulting in a lack of
generalization, and they can be easily compromised by well-designed adversarial attacks. Meanwhile, there
are a few certificated defenses, such as Jacobian norm defense [6] and Random Smoothing [7]. However,
these techniques are generally less effective compared to the former approaches. The problem must be
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addressed at its root; therefore, we should design an adversarial defense based on the internal mechanism of
adversarial attacks.

The causes of adversarial attacks have been examined through various hypotheses, including the linear
hypothesis [8], the low flexibility hypothesis [9], the high pixel hypothesis [10], and the inherent uncertainty
hypothesis [11]. However, all of these explanations have certain limitations. In 2019, Andrew Ilyas proposed
the robust feature hypothesis [12] to explain the generation of adversarial samples. He demonstrated that the
vulnerability of target models to adversarial attacks can be directly attributed to their learning of non-robust
features: features (patterns in the data distribution) that are highly predictive yet vulnerable to perturbations.
Since the standard training process of DNN-based target models involves minimizing classification loss, the
features learned by the model primarily focus on classification ability, which are referred to as useful features.
Consequently, the features that are not learned by the model are termed redundant features. Furthermore, the
useful features consist of both robust and non-robust features, with the latter being the source of vulnerability
to adversarial attacks. If target models are trained on the robust features directly, they would exhibit high
robustness. There has been some research on disentangling features such as [13], but this work has only
disentangled the useful features. Therefore, an intuitive problem is:

How can we disentangle the robust features from the training data for adversarial defense?
It is obvious that robust and non-robust features are often intertwined in data distributions, lacking clear

mathematical definitions or quantifiable separation criteria. Moreover, the extremely high dimensionality
of real-world image data contains numerous redundant features that may obscure robust features, making
disentanglement challenging. Previous theories have shown that feature disentangling cannot be achieved
solely through unsupervised models or without inductive bias on the data [14]. Hence, we propose GRFD,
a new Robust Feature Disentanglement framework based on Generative Adversarial Network (GAN) [15].
GRFD comprises a generator and a discriminator. The key advantage of our proposed GRFD defense method
over other GAN-based approaches lies in its explainability-driven design. Without requiring any prior
knowledge of adversarial attacks, GRFD can directly extract robust features from samples to train the robust
model. In contrast, most comparable methods adopt denoising-based strategies that typically require pre-
collected adversarial samples as training data throughout the defense process. For the generator in GRFD,
inspired by disentangled representation learning and image translation [16], the beta Variational Auto-
Encoder (beta-VAE) [17] is well suited as an image generation model for feature disentanglement. However,
considering that the distribution of latent variables in typical beta-VAE is disorderly and scattered, which
does not align with the expectation of its design, we improve it and propose the Latent Variable Constrained
VAE (LVCVAE) to serve as the generator in GRFD. In LVCVAE, latent variables of samples within the same
class are clustered together by adding a constrained rectification module. To supervise the disentanglement
of robust features, we design a Robust Supervisory Model (RSM) as the discriminator. Since the target model
can learn the features in the dataset well, the architecture of RSM is consistent with that of the target model.
It is important to note that the robust features we disentangle are independent of the target model. The key
innovation of RSM is its Feature Robustness Metric (FRM), which serves as the training loss and directly
determines the defense effectiveness of GRFD. Motivated by the theory of robust features [12], FRM jointly
optimizes two key properties: (1) classification performance through standard classification loss, and (2)
perturbation resistance through local perturbation gradient similarity—implemented via a finite-difference
approximation of loss surface curvature. During the training stage, LVCVAE and RSM learn against each
other. Upon convergence, LVCVAE acquires the ability to disentangle the images and generate their robust
features. Then the robust features training set disentangled by GRFD will be input into the target model for
training, resulting in a robust target model capable of resisting adversarial attacks.

Therefore, the main contributions of this paper are as follows:
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• We propose GRFD, a novel GAN-based Robust Feature Disentanglement framework for adversarial
defense. The GAN architecture plays an important role in providing robust supervision to address the
issue that feature disentanglement cannot be achieved solely by unsupervised models or without an
inductive bias.

• By adding a constrained rectification module to the typical beta-VAE, we propose the LVCVAE to serve as
the generator. Meanwhile, we design the Robust Supervisory Model (RSM) to play as the discriminator.
The key component of RSM is the Feature Robustness Metric (FRM), which quantitatively evaluates
feature robustness and serves as the training loss.

• We have conducted several convincing experiments on three benchmark datasets: MNIST, CIFAR-10,
and CIFAR-100. The results show that GRFD effectively disentangles robust features, and achieves higher
adversarial accuracy of 93.69% on MNIST, 77.21% on CIFAR10, and 58.91% on CIFAR100 with minimal
degradation in clean accuracy compared with other state-of-the-art adversarial defenses.

The rest of this article is organized as follows. Preliminaries and related works are presented in Section 2.
In Section 3, our proposed framework GRFD and its detailed composition are introduced. Experiments are
presented in Section 4. Finally, Section 5 concludes this article.

2 Preliminaries and Related Work

2.1 Adversarial Attacks
The vulnerability of DNNs to adversarial attacks was first systematically demonstrated by Szegedy

et al. [4], who showed that imperceptible perturbations could cause misclassification in otherwise high-
accuracy models. The general paradigm of adversarial attacks is

x′ = x + δ → f (x′) ≠ y (1)

where x denotes a clean sample with label y, δ represents the adversarial perturbation, x′ is the resulting
adversarial example, and f is the target DNN model. Notably, such perturbations exhibit transferability
across different models. Adversarial attacks are commonly categorized into white-box attacks and black-box
attacks depending on how much information the attacker has.

In white-box attacks, the attacker can usually obtain the parameter gradient and other information
of the model. For example, FGSM [8] uses single step gradient as the image perturbation in adversarial
attacks. After that, many gradient-based attacks have been derived. BIM [18] introduces multi-step iteration,
RFGSM [19] proposes random initialization noise, and PGD [20] is a combination of the two. Since then,
there have been many researches based on PGD, such as EOTPGD [21] which studies the generation
of adversarial examples under different input transformations, APGD [22] which introduces adaptive
strategy adjustment. Meanwhile, VMIFGSM [23] enhances the stability by reducing the gradient variance.
HMCAM [24] is also a gradient-based method, but it incorporates stochastic sampling techniques to generate
a distribution of adversarial examples. Besides, there are also optimization-based adversarial attacks, such as
CW [25]. Generating adversarial samples using generative networks is also a promising approach, such as
SEAdvGAN [26]. For black-box attacks, attackers cannot obtain the parameter information and can only get
the output of the model. Pixle [27] rearranges a small number of pixels within the images, and Square [28]
selects localized square at random positions to generate adversarial samples. There are also attacks which
integrate a few methods, such as AA [22] which combines APGD and Square, etc. This integration results in
a parameter-free, computationally affordable and user-independent combination of attacks. AA becomes a
common attack benchmark for DNN robustness testing.
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2.2 Adversarial Defense
Adversarial defense aims to protect DNN models against perturbation interference while maintaining

task performance. Current approaches fall into two main categories: data-based defenses and model-based
defenses. For data-based adversarial defenses, defenders achieve model robustness on the data level including
the training set and test set. Goodfellow et al. [8] first proposed the adversarial training which was an effective
defense method, and then there are many defenses based on adversarial training with different generation
methods of adversarial samples, such as the method [29] of Zhang et al. Another approach involves removing
adversarial perturbations during the inference stage, such as feature squeezing [30], input transformation
(such as JPEG Composing, Bit-depth Reduction [31]), etc. Defenders can also achieve this by denoising (e.g.,
HGD [32]) and images reconstruction methods that earn clean data distributions through generative models
(e.g., APE-GAN [33], DiffPure [34]). For model-based adversarial defenses, they focus on intrinsic model
properties. These defenses increase the model robustness not only at the macro level (model classification
boundaries), but also at the micro structure (model architecture components). For macro level, most of the
defenses are based on defense distillation [35] and gradient regularization [6]. Random Smoothing [7] is also
a good idea based on classification boundaries. There are also some robustness analyses based on Bayesian
neural networks, such as the argument by Bortolussi et al [36]. Meanwhile, there are also lots of researches
to achieve the adversarial defense by adopting the robustness component [37]. Beyond individual model
improvements, ensemble methods like TRS [38] combine multiple models for enhanced defense. While
feature disentanglement approaches like CD-VAE [13] share conceptual similarities with our work, they focus
on useful feature separation whereas our GRFD specifically targets robust feature extraction, representing a
critical advancement in defense strategy.

3 GRFD Design

3.1 GRFD Overview
Previous theories have shown that feature disentanglement cannot be realized simply through unsuper-

vised models or without inductive bias on the data. Building upon this theoretical limitations, we propose
GRFD (Fig. 1)—a novel GAN-based framework for robust feature disentanglement and adversarial defense.
The core of GRFD lies in its adversarial disentanglement architecture, comprising two key components:
(1) a Latent Variable Constrained VAE (LVCVAE) generator that explicitly extracts robust features, and (2)
a Robust Supervisory Model (RSM) discriminator that guides this process through our proposed Feature
Robustness Metric (FRM).

Figure 1: Architecture of our GRFD: a GAN-based robust feature disentanglement framework
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During training, GRFD processes the original dataset D through competitive optimization between
LVCVAE and RSM, with the complete loss function detailed in Section 3.4. After training, LVCVAE will
have the ability to disentangle robust features from the original dataset. In the actual implementation, we
set the output of LVCVAE as redundant features UD . Meanwhile, the robust features RD are designed as
the difference between the original dataset and the redundant features, as shown in Fig. 1. The target model
trained on the robust features RD can successfully resist adversarial attacks and exhibit good robustness.

3.2 Latent Variable Constrained VAE
Preliminary experiments showed that the distribution of latent variables in typical beta-VAE was

scattered, as shown in Fig. 2a. This is not in line with its design intent and negatively affects the feature
disentanglement process. To address this limitation, we introduce a constrained rectification module
that explicitly enforces latent space clustering, yielding our proposed Latent Variable Constrained VAE
(LVCVAE). The LVCVAE serves as the generator in GRFD. After training, the latent variables of samples with
the same labels are clustered together, as shown in Fig. 2b. Meanwhile, we also provide the ablation analysis
in Section 4.3, and LVCVAE is described in detail below.

Figure 2: This is the distribution of latent variables, and (a) (left) is the case without the constrained rectification
module, and (b) (right) is the case with the constrained rectification module

The typical beta-VAE is composed of an encoder with parameters ϕ and a decoder with θ. The encoder
fits the posterior distribution qϕ (z∣x) and generates the mean μ and variance σ of gaussian distribution of
samples, then by sampling, generates the latent variables z. The decoder fits the data likelihood distribution
pθ (x∣z) to generate a new image based on z. To ensure the latent variable z is clustered according to
its class, we improved the typical beta-VAE by applying a constrained rectification module denoted as fψ
on z. In practice, the constrained rectification module is a fully connected neural network, and the loss
constraint Lr f = l ( fψ(z), y) needs to be applied during training, where l denotes the Cross-Entropy loss. By
continuously training to minimize the loss between the linear transformation of the latent variable z and the
label y, latent variables with the same label can be clustered in the feature space. Therefore, the total training



2146 Comput Mater Contin. 2025;85(1)

loss LLV CVAE of LVCVAE is:

LLV CVAE = MSE (x , x′)
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Here the first term Lrc represents the reconstruction loss, measured by the Mean square Error (MSE)
between the generated images x′ and the original images x. The second term is the regularization term,
quantified by the Kullback-Leibler (KL) divergence between qϕ (z∣x) and the prior standard mixed gaussian
distributions p(z), where d denotes the dimension of z. The third term corresponds to our proposed latent
variable constraint loss.

According to the information bottleneck theory, the training process of a DNN involves minimizing
mutual information. Recent research has shown that image classification relies more on the sparse part of
the image. Therefore, in our feature disentanglement task, assuming the intermediate feature is m, our goal is
to maximize the mutual information between m and the label y, while minimizing the mutual information
between m and the input x. During training, UD is obtained by minimizing the reconstruction loss
(MSE (x , x′)), resulting in high mutual information between x and UD . To reduce the mutual information
between m and x, we set RD = D − UD , achieving the goal of feature disentanglement. As illustrated in Fig. 3,
the remainder of the image RD precisely meets our requirements and serves as the input to the RSM. Under
the supervision of the RSM discriminator, the adversarial training between the LVCVAE and the RSM enables
robust feature disentanglement, with the final RD representing the robust features.

Figure 3: Examples of original images (the first row), their redundant features (the second row) and robust features
(the third row) on CIFAR10 dataset
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3.3 Robust Supervisory Model
The discriminator in GRFD is our proposed Robust Supervisory Model (RSM) (denoted by fφ), whose

structure is the same as target model and it needs to be trained with LVCVAE simultaneously. The key of
RSM is how to design a training loss to quantify the robustness of features RD , so that LVCVAE can have the
ability to disentangle the robust features after joint training with RSM.

Motivated by robust feature hypothesis, the robust features require both the ability of samples classifica-
tion and the tolerance to perturbations. Therefore, we proposed the Feature Robustness Metric (FRM) L f rm
to to supervise the disentanglement of robust features. For the former, we measure it using the Cross-Entropy
loss between the output of RSM and the labels, denoted as Lcl = l ( fφ(xr), y). For the latter, we conduct an
in-depth analysis of the model’s robustness mechanism, with details provided below.

Previous studies have shown a strong relationship between model robustness and the curvature of the
loss surface [39], which corresponds to the set of eigenvalues of the hesse matrix H to the loss function.
However, in practice, the calculation of H is very resource-consuming, so the finite difference approximation
method [40] is usually used to evaluate H in the actual experiment, shown as follows:

H = ( ∂2 l
∂xi ∂x j

) ∈ Rd×d ≈ ∇l ( f (x + hz), y) − ∇l( f (x), y)
h

f or h → 0 (3)

where f indicates the DNN model. In addition to the advantage of computational complexity, the input is
not continuous. So the perturbation in the input field is more practical and we can calculate a large range
of gradient changes in the input field. From another point of view, this also reflects the local linearity of
the model.

In feature disentanglement, the robustness metric needs to be taken as a condition for implicit
supervision to backpropagate. So the robustness metric needs to be a scalar and the sum of the eigenvalues
of hesse matrix Lr can be calculated, as shown below:

Lr =
1

h2 E ∥∇l ( f (x + hz), y) − ∇l( f (x), y)∥2 (4)

From the perspective of similarity, this is a L2-norm similarity. Using this as a regularization term of the
loss function for training demonstrated robustness improvements comparable to adversarial training [39].
However, in practice, preliminary experiments found that the effect of feature disentanglement is not good
when using the L2 metric, as it proves less effective for high-dimensional feature spaces. Consequently,
we reformulate the local linear gradient similarity using cosine similarity, which better captures angular
relationships in high-dimensional vectors. The local linear gradient similarity is transformed into the loss to
be incorporated into the model training, and its robustness loss Lrb can be expressed as:

Lrb = −Eν∼Δ [
∇l( f (x), y) ⋅ ∇l( f (x + ν), y)

∥∇l( f (x), y)∥ ⋅ ∥∇l( f (x + ν), y)∥] (5)

3.4 Procedure of GRFD
The process of our adversarial defense is illustrated in Algorithm 1, our goal is to obtain a robust target

model Ftar ge t and the key of our GRFD is its training loss:

Lossal l = αLrc + βLkl + εLr f
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where α, β, γ, δ, ε are the weights of the corresponding loss, respectively. The larger the α, the more
effective the samples reconstruction is. The value of β indicates how well the posterior distribution conforms
to the Gaussian distribution. ε is the correlation between the distribution of the latent variables and the
labels. γ and δ denote the strength of feature classification and robustness, respectively. This is a multi-loss
optimization problem, and the training difficulty is relatively large, in which the selection of these weight
factor is particularly important. Since GRFD contains some previously studied modules (beta-VAE), we do
not need to adjust the parameters of beta-VAE and use the original values, such as α and β. For the modules
proposed in this paper, we conduct a large number of hyperparameter experiments on ε, γ and δ.

Algorithm 1: Process of our adversarial defense method
Data: Original dataset: D, Weight factor: α, β, γ, δ, ε
Result: Robust model: Ftarget
/* I: Training phase of GRFD */

1 repeats
2 foreach (x , y) ∈ D do

3 μ, σ = qϕ(x), z ∼N(μ, σ);

4 Lr f = l ( fψ(z), y);

5 xu = pθ(z), xr = x − xu ;

6 Lrc = MSE (xu , x);

7 Lkl = 1/2
d
∑
i=1

(μ2
(i) + σ 2

(i) − logσ 2
(i) − 1);

8 UD = ⋃{(xu , y)} , RD = ⋃{(xr , y)};

9 Lcl = l ( fφ(xr), y);

10 Lrb = −E(xr , y)∼RD

⎡⎢⎢⎢⎣
∇l( fφ(xr), y) ⋅ ∇l( fφ(xr + ν), y)

∥∇l( fφ(xr), y)∥ ⋅ ∥∇l( fφ(xr + ν), y)∥

⎤⎥⎥⎥⎦
, ν ∼N(0, 1);

11 Lossal l = αLrc + βLkl + εLr f + γLcl + δLrb ;

12 Take gradient descent step on Lossal l to update the model parameter: qϕ , pθ , fψ , fφ ;

13 end
14 until converged;

/* II:Disentangle the robust features */
15 foreach (x , y) ∈ D do
16 μ, σ = qϕ(x), z ∼N(μ, σ);
17 xu = pθ(z), xr = x − xu ;
18 UD = ⋃{(xu , y)} , RD = ⋃{(xr , y)};
19 end

/* III:Training phase of robust model */
20 repeat
21 foreach (xr , y) ∈ RD do
22 L = Ftar ge t(xr , y);
23 Take gradient descent step on L to update the parameter: Ftarget ;
24 end
25 until converged;



Comput Mater Contin. 2025;85(1) 2149

4 Experiments
In this section, experiments are conducted to verify the effectiveness of GRFD proposed in this paper.

It should be noted that the main work of this paper is to conduct the adversarial defense based on the robust
feature hypothesis which can explain adversarial attacks to some extent, not just the empirical adversarial
defense. The experiments are implemented based on the package TorchAttacks [41] and PyTorch2.0.0.

4.1 Setup
Datasets and Models. We conducted experiments on three benchmark datasets: MNIST [42],

CIFAR10 [43], CIFAR100 [43], and our target models are Lenet5 [42], WideResNet28(×10),
WideResNet28(×10) [44], respectively. The beta-VAEs in LVCVAEs of the three datasets are based on
Lenet5, residual block, residual block [45] expectively, and constrained rectification modules are all a linear
layer. The architecture of RSM is the same as target model.

Parameter Settings. We set the drop rate in WideResNet28(×10) as 0.3, and the dimension of z in
LVCVAE we set as 256, 2024 and 2024 for MNIST, CIFAR10, CIFAR100, respectively. The total training
epochs of GRFD on these datasets are all 150. The α in Lossal l is set by referring to the classical VAE, when
the training epoch is less than 50 α = 10, when it is more than 50 and less than 100 α = 5, and when it is more
than 100 and less than 150 α = 1. The β in Lossal l is also set by referring to the classical beta-VAE as β = 0.2.

Adversarial Attack Methods. The adversarial attack methods in the experiments are FGSM [8],
PGD [21], AA [22], EOTPGD [21], and VMIFGSM [23], which are implemented using the TorchAttacks [41]
library. The specific parameters of different attacks are different, and the parameters are shown in Table 1.

Table 1: Parameters of adversarial attacks on MNIST (top part), CIFAR10 and CIFAR100 (bottom part), and the attacks
parameters of CIFAR10 and CIFAR100 are the same

Parameters→ attacks↓ Distance measure Maximum perturbation Step size Number of steps
FGSM Lin f 26/255 / /
PGD Lin f 18/255 8/255 100
AA Lin f 20/255 / /

EOTPGD Lin f 18/255 8/255 100
VMIFGSM Lin f 18/255 8/255 100

FGSM Lin f 8/255 / /
PGD Lin f 1/255 1/255 200
AA Lin f 4/255 / /

EOTPGD Lin f 4/255 2/255 10
VMIFGSM Lin f 4/255 2/255 10

Adversarial Defense Baselines. We compare the effectiveness of our adversarial defense method with
other state-of-the-art adversarial defenses: Bit-depth Reduction (B-DR) [31], Feature Squeezing (F.S.) [30],
CD-VAE [13], Random Smoothing (R.S.) [7], Gradient Regularization (G.R.) [6], APE-GAN [33] and
DiffPure [34]. B-DR and F.S. are methods based on image preprocessing, which can effectively remove
adversarial perturbations in images. CD-VAE is also an adversarial defense method based on feature
disentanglement. R.S. and G.R. both are certified adversarial defenses. APE-GAN and DiffPure are defense
methods based on the reconstruction of images.
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Metrics. Both clean and adversarial samples are input into the model, and the experiment result is
evaluated by the model prediction accuracy for both types of the data. The metric is simple and intuitive,
and is calculated by Acc = n(y′=y)

N , where N is the total number of samples, n (y′ = y) denotes the number
of samples which are correctly predicted.

4.2 Hyperparameter Analysis
In this paper, we have three important parameters: ε, γ and δ. ε represents the weight of constrained

rectification module, γ is the weight of classification ability of robust features, and δ indicates the weight
of disturbance resistance capability. Next, we conduct experiments on MNIST as an example to determine
the value of the three parameters. We employed grid search to identify the optimal hyperparameters that
maximize the performance of GRFD. Through preliminary experiments, we found that setting the ranges of
ε, γ, and δ to [0.0, 0.7], [0.0, 0.7], and [0.0, 1.4] with step sizes of 0.1, 0.1, and 0.2, respectively, was sufficient to
locate a local optimum. Below is the detailed analysis. As shown in Table 2, we find that the value of δ is easy
to determine, with the same ε and γ, δ = 0.2 works best, and we set δ = 0.2 in the following experiments. Now
that δ = 0.2, we conduct the experiments of ε and γ, and the partial results are shown in Table 2. It is obvious
that the clean accuracy and average adversarial accuracy get the maximum value when ε = 0.6, γ = 0.4 and
δ = 0.2. Meanwhile, we get the similar results in CIFAR10 and CIFAR100 datasets, so we set ε = 0.6, γ = 0.4
and δ = 0.2 in the next experiments.

Table 2: Defense effectiveness under different parameter values on MNIST

Parameters Clean Acc of the adversarial attacks

ε γ δ Acc FGSM PGD AA EOTPGD VMIFGSM Average
Standard model 99.18% 76.63% 58.52% 38.47% 58.8% 54.51% 57.39%

0.6 0.4 0.0 98.51% 61.22% 67.57% 77.73% 67.8% 65.26% 67.92%
0.6 0.4 0.4 98.64% 79.34% 91.5% 89.73% 91.45% 88.39% 88.08%
0.5 0.3 0.2 98.58% 75.75% 90.53% 88.17% 90.37% 87.55% 86.47%
0.5 0.4 0.2 98.32% 74.23% 88.23% 88.07% 87.63% 86.49% 84.93%
0.5 0.5 0.2 98.54% 75.76% 90.9% 89.95% 90.96% 86.2% 86.75%
0.6 0.3 0.2 98.54% 73.8% 85.8% 84.18% 86.35% 81.79% 82.38%
0.6 0.4 0.2 98.82% 88.19% 95.59% 95.59% 95.59% 93.55% 93.69%
0.6 0.5 0.2 98.15% 59.85% 85.49% 83.75% 85.54% 83.62% 79.65%
0.7 0.3 0.2 98.43% 64.1% 86.97% 85.79% 86.99% 83.09% 81.39%
0.7 0.4 0.2 98.79% 88.75% 95.14% 94.21% 95.1% 93.9% 93.42%
0.7 0.5 0.2 98.62% 84.33% 91.67% 90.64% 91.57% 88.49% 89.34%

4.3 Ablation Analysis
In order to verify the effectiveness of the distinct modules designed in this paper, a series of ablation

experiments are conducted. We select MNIST as an example and the ablation experiments are divided into
four cases: Case 1: without any defense, Case 2: Only the LVCVAE without RSM (ε = 0.6, γ = 0, δ = 0), Case
3: the typical beta-VAE and RSM without the constrained rectification module (ε = 0, γ = 0.4, δ = 0.2), Case
4: the whole GRFD framework (ε = 0.6, γ = 0.4, δ = 0.2). The results are shown in Fig. 4a. It can be observed
that the RSM (discriminator) is necessary for disentangling robust features (Case 2 vs. Case 4), which
also verifies that only supervised models or implicit constraints can achieve feature disentanglement. The
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comparison between Case 3 and Case 4 demonstrates that the constrained rectification module in LVCVAE
effectively improves both clean accuracy and adversarial accuracy. Compared to the no-defense scenario
(Case 0), our GRFD achieves promising adversarial accuracy, though a single module alone (Case 1) may
underperform compared to no defense. In conclusion, every module in GRFD is indispensable, and only the
integration of all modules enables effective adversarial defense.

Figure 4: (a) is the accuracy of ablation experiments on MNIST. (b) illustrates the effect of using different proportions
of training data on the disentangling of robust features by GRFD in the MNIST dataset, where “Average” represents the
mean adversarial accuracy

4.4 Impact of Data Volume
In real-world, defenders may not have access to the full training dataset as in the lab environment. In

practice, they might only possess a small portion of the training data. Therefore, it is worth exploring whether
GRFD can still be effective under such limited-data conditions.

To investigate this, we conducted additional experiments using the MNIST dataset to evaluate GRFD’s
defensive capability with limited data, and the results are shown in Fig. 4b. The results show that even with
only 10% of the training data (6000 samples, compared to the full 60,000 in MNIST), GRFD achieves a
relatively high clean accuracy, just 3.62% lower than when using the full dataset. Meanwhile, the adversarial
accuracy only drops by 6.37% (Full data: Clean Acc—98.82%, Average adversarial acc—93.69%; 10% data:
Clean Acc—95.20%, Average adversarial acc—87.32%).

4.5 Defense Compared with Other Methods
We compared the effectiveness of our adversarial defense method with other state-of-the-art adversarial

defenses: B-DR, F.S., CD-VAE, R.S., G.R. APE-GAN, and DiffPure on three benchmark datasets and five
advanced adversarial attacks, the results are shown in Table 3. Additionally, the “None” method in Table 3
serves as a baseline to better evaluate the trade-off between clean accuracy and adversarial accuracy. In
general, The improvement of the robustness of the model is accompanied with the decrease of the accuracy
of the model for clean samples. Compared with the other seven typical and state-of-the-art defense methods,
our methods achieve higher adversarial accuracy (MNIST: 93.69%, CIFAR10: 77.21%, CIFAR100: 58.91%)
with smaller accuracy degradation on clean accuracy (MNIST: 98.82%, CIFAR10: 84.75%, CIFAR100: 63.2%).
It should be noted that, on the CIFAR10 and CIFAR100 datasets, while APE-GAN achieves slightly higher
clean accuracy than our method (CIFAR10: APE-GAN 88.12% vs. GRFD 84.75%; CIFAR100: APE-GAN
64.94% vs. GRFD 63.2%), GRFD demonstrates a clear advantage in adversarial accuracy (CIFAR10: APE-
GAN 72.34% vs. GRFD 77.21%; CIFAR100: APE-GAN 58.61% vs. GRFD 58.91%). Notably, on CIFAR10,
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GRFD shows a significant lead under various attacks, including FGSM, PGD, AA, and EOTPGD. Moreover,
compared to no defense (None), our method achieves a significant 67% improvement in adversarial accuracy
at the cost of only a 10% drop in clean accuracy on CIFAR10, which is an acceptable trade-off.

Table 3: Comparison of adversarial defense effectiveness between our GRFD defense method and other state-of-the-
art defense methods on MNIST (top part), CIFAR10 (middle part) and CIFAR100 (bottom part). “None” indicates no
defense method is applied

Datasets↓ Metrics↓ None B-DR F.S. CD-VAE R.S. G.R. APE-GAN DiffPure GRFD

MNIST

Clean Acc 99.18% 97.23% 97.85% 97.28% 98.7% 97.60% 97.45% 98.10% 98.82%
FGSM 76.63% 78.39% 80.12% 30.78% 83.43% 82.50% 84.52% 85.30% 88.19%
PGD 58.52% 65.26% 70.45% 38.18% 93.28% 90.20% 89.16% 92.80% 95.59%
AA 38.47% 69.41% 75.30% 59.82% 89.56% 88.90% 92.38% 93.50% 95.44%

EOTPGD 58.8% 72.35% 78.20% 38.02% 91.2% 90.10% 94.23% 94.00% 95.68%
VMIFGSM 54.51% 64.12% 70.80% 37.85% 93.62% 92.30% 94.58% 93.20% 93.55%

Average 57.39% 69.91% 74.97% 40.93% 90.22% 88.80% 90.97% 91.76% 93.69%

CIFAR10

Clean Acc 94.76% 86.41% 87.20% 87.67% 85.65% 86.80% 88.12% 87.50% 84.75%
FGSM 35.85% 52.98% 60.30% 65.47% 69.96% 68.40% 70.56% 72.10% 78.81%
PGD 9.36% 43.57% 50.25% 59.06% 62.86% 61.80% 71.23% 70.50% 78.98%
AA 8.19% 41.85% 55.60% 60.33% 68.59% 67.30% 73.42% 74.80% 79.17%

EOTPGD 0.21% 45.46% 50.10% 62.56% 58.78% 60.20% 72.26% 73.50% 75.97%
VMIFGSM 0.21% 44.82% 55.80% 63.42% 65.42% 64.90% 74.22% 74.58% 73.12%

Average 10.76% 45.74% 54.41% 62.17% 65.12% 64.52% 72.34% 73.10% 77.21%

CIFAR100

Clean Acc 73.66% 60.23% 62.50% 64.11% 64.23% 63.80% 64.94% 64.20% 63.2%
FGSM 17.43% 36.54% 45.30% 46.98% 52.31% 50.80% 59.12% 58.50% 58.18%
PGD 5.23% 28.75% 40.20% 52.19% 49.45% 48.90% 57.88% 57.20% 59.74%
AA 4.89% 26.86% 42.10% 49.34% 47.62% 47.30% 59.85% 59.50% 60.45%

EOTPGD 0.14% 42.19% 45.80% 45.97% 56.86% 55.20% 58.83% 57.60% 57.41%
VMIFGSM 0.15% 38.44% 44.90% 44.23% 54.13% 53.80% 57.36% 56.90% 58.78%

Average 5.57% 34.56% 43.66% 47.74% 52.07% 51.20% 58.61% 57.94% 58.91%

4.6 An In-Depth Analysis of Clean and Adversarial Accuracy in GRFD
When using the GRFD method for adversarial defense, a slight drop in clean accuracy is often sacrificed

in exchange for a significant improvement in adversarial accuracy. We have conducted a deeper analysis
of the reasons behind this accuracy decline, which lies in the extraction of robust features. According to
the robust feature hypothesis, DNN models rely on features useful for classification (useful features) when
classifying samples, where these features are associated with minimizing the Cross-Entropy between labels
and samples. However, a significant portion of these useful features consists of non-robust features, which
are the primary cause of adversarial vulnerability. During the process of disentangling robust features, in
addition to minimizing the Cross-Entropy between labels and samples, there is also a robust term—local
linear gradient similarity. This leads to the removal of some non-robust features, even if they are useful for
classification. As a result, adversarial accuracy increases while clean accuracy decreases.

5 Conclusion
To mitigate the vulnerability of DNNs to adversarial attacks, motivated by the feature hypothesis

that the non-robust features is the reason for adversarial attacks, we propose a GAN-based robust feature
disentanglement framework GRFD. GRFD is composed of a generator which adopt our improved latent
Variable Constrained VAE (LVCVAE), and a discriminator which is carefully designed with a Robust
Supervision Model (RSM). For LVCVAE, we add a constraint rectification module to the classical beta-VAE,
which successfully solves the problem of scattered distribution of latent variables. Meanwhile, the structure
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RSM is the same as target model, and the key of RSM is our proposed Feature Robustness Metric (FRM).
It combines the classification ability and the resistance to perturbations to measure the robustness of the
features, and it is used as part of the loss in the GRFD training process. Extensive experiments validate our
effectiveness relative to other state-of-the-art adversarial defense methods.
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