l(o%)| Computers, Materials & & Tech Science Press
, Continua ,

D0i:10.32604/cmc.2025.066307

ARTICLE Check for

updates

Face Forgery Detection via Multi-Scale Dual-Modality Mutual Enhancement
Network

Yuanqing Ding"’, Hanming Zhai', Qiming Ma', Liang Zhang', Lei Shao’ and Fanliang Bu""

'School of Information Network Security, People’s Public Security University of China, Beijing, 100038, China
*Department of Criminal Investigation, Sichuan Police College, Luzhou, 646000, China

*Corresponding Author: Fanliang Bu. Email: bufanliang@sina.com

Received: 04 April 2025; Accepted: 12 June 2025; Published: 29 August 2025

ABSTRACT: As the use of deepfake facial videos proliferate, the associated threats to social security and integrity
cannot be overstated. Effective methods for detecting forged facial videos are thus urgently needed. While many deep
learning-based facial forgery detection approaches show promise, they often fail to delve deeply into the complex
relationships between image features and forgery indicators, limiting their effectiveness to specific forgery techniques.
To address this challenge, we propose a dual-branch collaborative deepfake detection network. The network processes
video frame images as input, where a specialized noise extraction module initially extracts the noise feature maps.
Subsequently, the original facial images and corresponding noise maps are directed into two parallel feature extraction
branches to concurrently learn texture and noise forgery clues. An attention mechanism is employed between the
two branches to facilitate mutual guidance and enhancement of texture and noise features across four different scales.
This dual-modal feature integration enhances sensitivity to forgery artifacts and boosts generalization ability across
various forgery techniques. Features from both branches are then effectively combined and processed through a multi-
layer perception layer to distinguish between real and forged video. Experimental results on benchmark deepfake
detection datasets demonstrate that our approach outperforms existing state-of-the-art methods in terms of detection
performance, accuracy, and generalization ability.
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1 Introduction

Deepfake refers to the manipulation of videos and images using deep learning technology, with
particular attention given to face swapping and facial reenactment. With the rapid advancement of deep
learning technology, significant progress has been made in deepfake technology. The realistic deepfake faces
and the extremely low technical barriers to their use have led to the widespread dissemination of forged
faces on the internet, which are even used illegally, posing serious challenges to social stability and national
security. Consequently, the development of effective face forgery detectors to mitigate these potential risks
is particularly urgent and vital.

Most deepfake detection methods utilize deep learning-based approaches owing to their capability to
automatically learn forged features. This eliminates the need for manual design of feature extractors, which
is common in the traditional methods. Similar to other tasks using deep learning technologies, it always
involves data preprocessing, feature extraction and learning, and classification for face forgery detection. The
feature extraction stage is particularly critical, as it seeks to automatically identify the anomalous structural
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features introduced by various face forgery techniques, which often indicate signs of forgery. Early studies
have mostly used biometric features, such as analyzing the nature of eye blink activity [1], skin color [2],
and mouth movements [3] within image sequences, to authenticate the authenticity of videos. As deepfake
technologies continue to advance, these anomalous biometric features have become increasingly rare in
forged images. Some researchers find that the anomalous structures created by facial forgery are more
pronounced in certain specific modalities. Based on a high-frequency component analysis, Durall et al. [4]
proposed a simple deepfake classifier. Li et al. [5] introduced a frequency clues mining framework that
employs an adaptive frequency feature generation module to improve detection accuracy. However, the
model’s generalization ability is limited when faced with unseen datasets. Liu et al. [6] used phase spectrum
analysis to detect up-sampling artifacts in face forgery identification. Uddin et al. [7] combined Discrete
Wavelet Transform (DWT) based multi-scale frequency features with vision Transformer representations for
deepfake detection, though cross-dataset evaluation was not conducted. Luo et al. [8] introduced a network

based on Xception [9], which incorporates high-frequency noise features for effective detection.

Although these methods have achieved remarkable results, their performance often falls short when
faced with novel counterfeiting techniques or diverse application scenarios. We observe that existing
approaches typically concentrate on features at a single scale while neglecting the correlation and influence
of features across different scales. For instance, they may focus solely on color distortion or brightness
anomalies at the macro scale, unnatural facial edges at the meso scale, or abnormal pixel blocks and spots at
the micro-scale. This narrow focus leads to a limited composition of captured forgery traces and increases
susceptibility to overfitting specific types of artifacts associated with a single scale. Intuitively, it is believed
that leveraging spatial artifacts across various scales can enhance both detection accuracy and generalization
capabilities. Therefore, this paper employs multi-scale feature extraction for learning and enhancement to
achieve improved detection of face forgery.

To effectively address the issue of face forgery, we conduct a thorough analysis of the process involved
in generating forged faces. As highlighted in reference [10], regardless of the technical approach employed to
synthesize a face, the forged facial component must ultimately be integrated into the original video frames.
Given that the forged face region and the background originate from different sources, this integration
process inevitably introduces new noise patterns. Consequently, we can utilize an analysis of these noise
features to detect forgery effectively. However, relying exclusively on noise features for detection presents
limitations due to potential vulnerabilities such as image compression effects.

To address these challenges, we innovatively design a dual-branch network architecture that focuses
on extracting both texture features and noise features from images. By employing an attention mechanism,
these two modalities, which exist at different scales, are skillfully fused. This design aims to comprehensively
capture the forgery traces left by different face forgery techniques, spanning multiple scales and modalities,
thus enhancing the detection capabilities of the model.

Our main contributions can be summarized as follows:

o A unified network architecture is proposed for face forgery detection, where a dual-branch feature
extractor is integrated with a cross-modal fusion module before being fed into a binary classifier.
Through this integrated framework, the complementary relationship between texture and noise fea-
tures is effectively exploited, enabling state-of-the-art detection performance to be achieved while
computational efficiency is maintained.

o A dual-branch network is constructed to extract texture features and noise features of facial images in
parallel. The texture features and noise features are used together to reveal forgery traces, while the noise
features are utilized to suppress the interference of image content. Finally, the two high-level features are
effectively fused and sent into a binary classification network to effectively detect deepfake face videos.
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o A Dual-modality Feature Fusion module is introduced, which employs the Transformer to fuse the
bimodal information, i.e., texture information and noise information, at a specific scale. It effectively
captures the long-range dependencies and potential correlations between the modalities. The attention
map generated by this attention mechanism guides the learning process concerning texture vs. noise
features and significantly improves the network’s capability to detect forged traces. Such a design
enables the network to fully exploit the intrinsic connections between multimodal information, thereby
improving accuracy in detecting forgeries within videos or images.

The rest of this article is organized as follows: Section 2 provides a brief review of previous studies
in face forgery detection. Section 3 details the framework of the proposed model. Section 4 presents a
thorough evaluation of the proposed method through experiments on challenging benchmark datasets.
Lastly, Section 5 provides a conclusion with key insights from our research.

2 Related Work
2.1 Face Forgery Detection

Significant efforts have been dedicated to enhancing the performance of face forgery detection. Early
approaches primarily relied on established image classification networks, such as Capsule Network, and
XceptionNet [9] to extract features for distinguishing between real and fake images. However, a notable
distinction from common image classification tasks is that deepfake detection does not primarily rely on the
semantic content of images but delves deeply into how forgery operations subtly alter image features, known
as forgery traces. As aresult, researchers then turn their attention to designing networks to accurately identify
these forgery traces. Based on the domain of the image or video features that the detection networks focus
on, these algorithms can be broadly categorized into two main classes: spatial domain detection algorithms
and frequency domain detection algorithms.

Spatial domain detection algorithms [10-14] identify forged traces by analyzing spatial information such
as texture, edges, colors, and other attributes present in the image. Li et al. [10] proposed a Face X-ray model
that reveals facial forgery by exploiting blending boundaries present in tampered images. Afchar et al. [11]
proposed the MesoNet for facial forgery detection, emphasizing mesoscopic characteristics within images.
Wodajo et al. [14] used the Vision Transformer (ViT) [15] which excels at capturing long-range dependencies
and global context for deepfake detection. Coccomini et al. [12] improve the detection performance by
combining EfficientNet [16] with the Vision Transformer, achieving state-of-the-art performance in terms of
the Area Under the Receiver Operating Characteristic Curve (AUC) on the Deepfake Detection Challenge
dataset [17]. Zhao et al. [13] designed a multi-attention face forgery detector that amplifies multiple local
texture features alongside high-level semantic attributes to distinguish authentic from counterfeit videos.
Although these methods exhibit enhanced performance, they fundamentally depend on the specific forgery
patterns discerned from the training dataset, resulting in a large decline in effectiveness when confronted
with unseen forgery patterns.

Frequency domain detection algorithms convert images from the spatial representation to the frequency
representation for analysis. Durall et al. [4] suggested that more anomalies introduced by forgery operations
can be observed in high-frequency components, providing a new avenue for improving the robustness
and accuracy of face forgery detection. Liu et al. [6] observed that the up-sampling operation commonly
used in deepfake generation alters the phase spectrum of the image. They adopt the Discrete Fourier
Transform (DFT) to extract the phase spectrum for detecting deepfakes. However, it might be susceptible
to generation techniques that do not incorporate up-sampling. Qian et al. [18] proposed a two-stream
collaborative learning framework F3-Net, which uses two distinct yet complementary frequency information
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to deeply mine the forgery patterns. To improve generalization capabilities, Luo et al. [8] leveraged high-
frequency noise for forgery detection based on their observation that image noise tends to suppress
color textures while highlighting differences between genuine and tampered regions, regardless of the
tampering technique applied. Wang et al. [19] developed a Haar wavelet-based encoder-decoder network
trained through self-supervision. Its autoencoder component effectively captures high-frequency features
for deepfake detection. In addition to utilizing classical frequency-domain transformation techniques, the
development of content-adaptive frequency learning modules can significantly enhance the interaction
between frequency features and spatial information within images [20]. This approach facilitates the adaptive
processing of manipulated patterns.

2.2 Noise-Based Forgery Detection

The light-sensitive elements built into cameras exhibit unique variations in performance when process-
ing each pixel point. This variation is inherent to each camera and embodies its distinctive light-sensing
capability. Based on this characteristic, we can extract the unique differences generated by each camera dur-
ing the light-sensing process as its characteristic fingerprint, called noiseprint [21]. The noiseprint not only
reflects the subtle changes during the camera’s imaging process but also provides it with an identity marker.
Cozzolino et al. [22] achieved video tampering detection and localization by extracting the noiseprint from
the video and calculating the distance between the noiseprint of the face region and the background region.
Rai et al. [23] used the residual noise, defined as the difference between the original and denoised images,
for deepfake detection. Kang et al. [24] detected deepfake images by utilizing warping artifacts, residual
noise, and blur effects. Luo et al. [8] note that most CNN-based detectors lack dataset generalizability due
to their dependence on method-specific color texture. They propose an Xception-based forgery detector
that integrates high-frequency noise features, based on their finding that image noise can mitigate color
texture interference and reveal traces of forgery. Zhou et al. [25] designed a dual-stream network in which
one stream uses CNN (Convolutional Neural Network) to distinguish the authenticity of images, while the
other stream classifies based on the distance of steganalysis features within triplets of images. The fusion of
these two streams enables image tampering detection. Gu et al. [26] presented a framework for progressive
enhancement learning that incorporates both self-enhancement and mutual-enhancement modules. Within
the self-enhancement module, spatial noise and channel attention mechanisms are utilized to amplify
forgery traces.

Despite these methods achieving notable performance levels, they remain insufficient in exploring
the characteristics of the noise domain in images, particularly failing to fully leverage multi-scale noise
information and overlooking complex interaction between noise information and RGB texture information
within images. In contrast to existing methods, we propose a novel Multi-scale Dual-modality Mutual
Enhancement network (MDME-Net), which mutually enhances the RGB (Red, Green, Blue) information
alongside the high-frequency noise feature through a two-branch network.

3 Method
3.1 Overview

When reviewing the process of generating fake face videos, it is noteworthy that enhancing realism
typically involves replacing the facial region within the video while leaving the background unchanged. This
processing technique introduces discrepancies in certain features between the authentic background and the
fabricated facial region, such as variations in noise distribution characteristics. Based on this observation,
we can reformulate the challenge of detecting forged faces into a binary classification task. This involves
analyzing these differences in the images to classify each frame as either authentic or forged. Furthermore,
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the authenticity assessment of the entire video can be achieved by calculating the average of the classification
results for all the frames, thus enabling effective detection of face forgery videos.

Therefore, our method utilizes noise features extracted from image faces by the widely used high-
pass Spatial Rich Model (SRM) filter [27] to discern the authenticity of faces. Since the rich texture details
inherent in RGB images can also be used to authenticate images, we innovatively design a dual-branch
network that simultaneously processes image texture information and high-frequency noise information. In
addition, within the shallow, middle and deep layers of both branches, we integrate Transformer modules
using residual connections to enhance the model’s learning capabilities. Notably, these two branches utilize
identical Transformer modules, which not only reduces the number of parameters but also facilitates
interaction among cross-modal information. This allows the model to more effectively capture long-range
dependencies and understand how textures and noise interact in different scales. Ultimately, we effectively
fuse the features extracted from both branches and further process them through a Multi-Layer Perceptron
(MLP) network to generate final Classification Labels (CLS), thereby achieving accurate assessments regard-
ing image authenticity. The overall structure of our proposed method is depicted in Fig. 1, offering a clear
visualization of its key components and workflow. We will subsequently delve into each module’s specifics to
gain a comprehensive understanding of how the network operates.

Noise
Feature
Extraction

DFF

Lo

(© : Channel-wise Concatenate (S): Channel-wise Split ~ €B: Summation ~ ——: Texture flow : Noise flow

Figure 1: The overall structure of the proposed method

3.2 High-Frequency Noise Feature Extraction Module

The Spatial Rich Model (SRM) [27], as a key approach in the field of spatial domain-based image
steganalysis, excels in the precise extraction of steganographic residual information, enabling effective
detection of covert steganographic traces embedded in images. Notably, there are several similarities between
steganographic traces and forgery traces: both are extremely subtle and difficult to detect with the naked
eye; moreover, their presence subtly alters the correlation between adjacent pixels in an image, having
nuanced effects on the original features of the image. Inspired by this commonality, we follow the advanced
ideas presented in the literature [28] and apply SRM to the extraction of high-frequency noise features in
images, thereby reflecting traces of image forgery. We aim to highlight the noise inconsistencies introduced
by counterfeiting operations while reducing potential interference from the image content itself in forgery
detection. This allows our method to focus more on capturing the unique and anomalous changes caused by
forgery operations, significantly improving the accuracy and reliability of forgery detection.

Specifically, when an RGB image I is input to a high-frequency noise feature extraction module, we
use a fixed Spatial Rich Model (SRM) filter [28,29] with three distinct SRM cores, as shown in Fig. 2. Each
of the three channels (Red, Green, Blue) of the RGB image is passed independently through the SRM layer
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using the three cores to extract noise features that highlight the inconsistencies between the original and the
tampered regions of the image. The resulting output feature, denoted as Inoise, represents the total of these
noise features. This process can be expressed as Eq. (1).

INoise = SRM (IRGB) (1)
0 0 0 0O 12 2 2 -1 00 0 00O
0 -1 2 -10 2 6 8 -6 2 00 0 00O
ﬂlter‘l:l 0 2 4 2 0] filter2: l -2 8 -12 8 0| filter3: L 01 210
4 0 -1 2 -10 12 2 6 8 -6 2 2 00 0 00O
00 0 0 O ‘12 2 20 00 0 00O

Figure 2: SRM filter kernels for extracting noise features

Fig. 3 presents a comparison of noise feature maps for authentic vs. manipulated faces after processing
with a high-frequency noise extractor. It can be observed that there exists strong consistency in noise
distribution between the facial region and the background area in the authentic face, indicating their
similarity concerning noise characteristics. Conversely, there is a significant disparity in noise distribution
between the facial region of fake faces and that of their corresponding backgrounds. This inconsistency
highlights the impact of the forging process on the image noise characteristics. After applying the SRM filter,
forgery traces that were originally difficult to detect in the RGB image become more discernible in the noise
feature map.

Figure 3: (Continued)
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Figure 3: Noise feature extracted by the High-frequency Noise Extraction Module from (a) authentic face and face
manipulated by (b) Deepfakes and (c) FaceSwap

3.3 Vision Transformer Based Dual-Modality Feature Fusion

In both Natural Language Processing (NLP) and Computer Vision (CV), the Transformer [30] has
garnered significant attention. Worth mentioning is that ViT models have proven their worth in applications
like image classification, image segmentation, and object detection. Its strength lies in its ability to efficiently
process images of different scales and resolutions while capturing global information and long-range
dependencies between pixels within an image [31]. Feature interactions are essential for revealing the implicit
relationships among different modality features [32]. In the context of dual-modality processing using the
Transformer networks, Ye et al. [33] effectively captured long-range dependencies between speech and visual
features using a specially designed cross-modal self-attention mechanism. The CrossViT [34] uses a dual-
branch transformer to process small and large patch tokens separately, followed by integrating these tokens
through multiple attention for complementarity.

Inspired by these works, we devise a ViT-based Dual-Modality Feature Fusion (DFF) module. The
module first concatenates the texture feature tokens and the noise feature tokens of an image. This fused
feature is subsequently fed into the ViT, where the self-attention mechanism is leveraged to produce an
attention map. This attention map is then partitioned according to the original sizes of the texture and
noise features to ensure that each component receives its corresponding attention weights. These attention
weights are subsequently incorporated back into the original texture and noise features via an additive
process, fostering a deep interaction and enhancement between the two feature modalities. This innovative
attention mechanism effectively captures the potential correlations between texture and noise features.
By enhancing the cross-modal information flow and facilitating a deeper level of feature integration, our
model can effectively capture anomalies in images, thereby improving accuracy and robustness in forgery
detection tasks.

As shown in Fig. 1, the Dual-modality Feature Fusion integrates the intermediate feature maps from
both modalities using multiple Transformer modules. Considering one branch as an illustration, given an
input face image I and the backbone network for this branch f, f; (I) represents the intermediate feature
maps extracted at the t-th stage of the branch, with the dimensions of C; x H; x W;. Here, C;, H; and
W; stand for channel number, height and width of feature maps, respectively. Thus, the inputs to the
dual-modal fusion transformer are represented as f; (Irgg) € RCPXHW: g ft (Inoise) € RCtNWXH’XW‘,
respectively. After the reshape and concatenate operation, we have the input sequence F;". This procedure
can be formulated as follows.

F}" = Concat (Reshape (fi (Irs)) » Reshape (fi (Inoise))) 2
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where Fi" € RN*Lt i the input feature map of the DFF module at the ¢-th stage, N; is the number of tokens in
the sequence at the ¢-th stage, N; = CRGB 4 CNoise [ s the dimensionality of a feature vector that represents

each token at the ¢-th stage, L; = H; x W,.

The Transformer employs linear projections to compute a collection of queries, keys and values (Q, K
and V) as follows.

Q=F"M%K = F"M",V =F"M" (3)

where M7 € RE*Pa, Mk ¢ RE*Pr and MY € RE*Pv are weight matrices. The attention weights are computed
using the scaled dot products between Q and K. These weights are used to aggregate the corresponding V
for each query.

T
A:softmax(SI;_k)V (4)

After that, the Transformer employs a non-linear transformation to derive the output features F¢*‘,
which maintain the same shape as the input features F}".

F*' = MLP (A) + F/" (5)

The output features are divided into two feature maps of size CRE x L, and CN%s¢ x L;, respectively.
These are resized to match the dimensions of the RGB and noise feature maps, and then added together
element-wise.

3.4 Multi-Scale Dual-Modality Mutual Enhancement Network (MDME-Net)

We design a two-branch backbone network, using ResNet34 [35] and ResNetl8 [35] respectively as
the feature extractors. The dual-modality fusion transformer module described above, which incorporates
and fuses the feature information extracted from this backbone network, performs feature fusion at one
scale. This fusion process is applied several times for texture features and noise features at various scales,
as illustrated in Fig. 2. To mitigate computational costs, we down-sample the feature maps using average
pooling prior to inputting them into the transformer. Before performing element-wise summation with the
original feature maps, bilinear interpolation is applied to restore the output resolution.

Specifically, the ResNet34 network is selected as the backbone network for the texture branch, while
the ResNetl8 network is used as the backbone network for the noise branch. Both ResNet34 and ResNet18
consist of a stem layer followed by four stages, as detailed in Table 1. The stem layer comprises a convolutional
layer with a 7 x 7 kernel size followed by a max pooling layer with a kernel size of 3 x 3. Conv2_x, Conv3_x,
Conv4_x, and Conv5_x correspond respectively to the stages one through four. Each stage is stacked with
several residual blocks. The ResNet34 has more residual blocks per stage compared to the ResNetl8. As
shown in Fig. 2, within each ResNet branch, the output from each stage is sequentially extracted and fed
into the dual-modality fusion module. This process facilitates the integration of texture features and noise
characteristics at four scales, thereby enhancing the network’s capacity to learn forged traces.
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Table 1: Details of the structure of the Resnet34 and ResNetl8 networks

Layer_name Output size ResNetl8 ResNet34

Convl 112 x 112 7 x 7,64, stride 2
3 x 3, max pool, stride 2

3x%3, 64]X2 [3x3, 64]X3

Conv2_x (stage 1) 56 x 56 [

3x3, 64 3x3, 64
Conv3_x (stage 2) 28 x 28 i i i: Ez x 2 z i g: 32 x 4
Conv4_x (stage 3) 14 x 14 g i ;: ;22 x 2 ; : ;: ;22 X 6
Conv5_x (stage 4) 7x7 - g : g: 23 - x 2 — g i i: ig - x 3
Pool Ix1 - Average I;ool ‘

4 Experiments
4.1 Experimental Settings
4.1.1 Datasets

We conduct experiments on three widely recognized public datasets, Deepfake Detection Challenge
(DEDC) [17], FaceForensics++ (FF++) [36], and Celeb-DF v2 [37]. The DFDC dataset is a large-scale
collection of face-swapping videos released by Facebook. It comprises over 100,000 video clips derived
from actor-recorded videos as well as face-swapped videos generated through various Deepfake, GANs
(Generative Adversarial Networks), and non-learned methods. All data contained in the dataset has been
authorized by the image owners themselves. The FF++ dataset serves as a challenging benchmark dataset for
face forgery videos, comprising a collection of 1000 original videos. The forgery subsets are produced using
four typical forgery methods, i.e., Deepfakes [38], Face2Face [39], FaceSwap [40], and NeuralTextures [41].
For our experiments, we select the high-quality version among the three available quality versions, i.e., raw,
high quality, and low quality. The Celeb-DF v2 dataset consists of 590 authentic celebrities’ videos sourced
from online platforms alongside 5639 fake videos created by face-swapping techniques.

4.1.2 Implementation Details

For data preprocessing, we uniformly select 30 frames from each video during both the training
and testing phases. We use MTCNN [42] to extract faces of size 224 x 224. These facial images are then
normalized, with a mean value of [0.485,0.456,0.406] and a standard deviation of [0.229,0.224,0.225]. To
augment our dataset, we use Albumentations [43]. We set the batch size to 32 and train our model for a
maximum of 60 iterations while employing a binary cross-entropy loss function. The optimization is handled
by an Adam optimizer, with a learning rate of 0.le—3 and weight decay configured at 0.1e—6. Our method is
implemented in PyTorch and executed on an Nvidia GeForce RTX 3080 GPU.

4.1.3 Evaluation Metrics

We evaluate the performance of our model using three key metrics: Accuracy (ACC), which measures
the overall correctness of the predictions; the Area Under the Receiver Operating Characteristic Curve
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(AUC), offering a comprehensive evaluation of the model’s ability to discriminate between classes at different
threshold settings, giving a deeper insight into its discriminative capabilities; and the F1 score. Metrics are
calculated at the video level unless specified otherwise.

In addition, we employ three metrics to evaluate the computational complexity and practical application
efficiency of the model: the number of model parameters, floating point operations (FLOPs), and average
inference time per video.

4.2 Within-Dataset Comparison to State-of-the-Art Methods

Firstly, we perform experiments to validate the effectiveness of our model within the DFDC dataset. In
this setting, we train our model on the training split of the DFDC dataset and evaluate it on the corresponding
test split. As illustrated in Table 2, our model stands out as a clear leader, surpassing existing state-of-the-art
methods in terms of both ACC and F1 score metrics. Notably, our model achieves a remarkable 7.16% increase
in ACC and a 6.02% enhancement in F1 score over the benchmark CrossEffViT [12] model, demonstrating
its superiority in detecting forgery artifacts. The results obtained convincingly demonstrate our model’s
capability in identifying intricate forgery patterns, thereby highlighting its potential for practical applications
in deepfake detection.

Table 2: Comparative analysis with existing state-of-the-art methods using in-dataset evaluation on the DFDC dataset
(in %)

Method ACCt AUCtY FI1
Meso-4 [11] 67.51 82.2 -
Face X-ray [10] - 70.0 -
CVIiT [14] - 84.3 77.0
EfficientViT [12] 832 919 838
CrossEffViT [12] - 95.1 88
XceptionNet-avg [36] - 84.3 -
DSLRFN(AWFs) [44]  72.14 83.8 -
ATSC [45] - 80.57 -
Two Stream [8] - 79.70 -

MDME-Net (Ours) 90.36 89.8  94.02

We also compare the in-dataset performance against existing state-of-the-art models utilizing data from
the FF++ (HQ) dataset. In this setting, we train our model on the entire FF++ dataset, which includes
Deepfakes, Face2Face, FaceSwap, and NeuralTextures manipulation methods. The results are presented
in Table 3. Our proposed method surpasses others in this deepfake detection by achieving an impressive ACC
0f 99.74% along with a top AUC score of 99.31%. The results confirm that our method effectively distinguishes
fake videos from real ones within the FF++ dataset even when multiple tampering methods are employed.

We further assess the model’s capability to learn various forgery techniques individually within the
FF++ dataset. Specifically, our model is trained on the training set for each subset of the FF++ dataset
and subsequently assessed on the corresponding test set. As illustrated in Table 4, our model beats the best
method compared in terms of accuracy. Especially, our model achieves the ACC of 99.14%, 99.40%, 100.0%,
and 97.14% for the Deepfakes, Face2Face, FaceSwap, and NeuralTextures manipulation methods respectively,
surpassing the benchmark method XceptionNet-avg [36] by margins of 0.29%, 1.04%, 1.77%, and 2.64%
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ACC correspondingly. These results indicate that our model is proficient at uncovering forgery artifacts for
different tampering methods.

Table 3: Comparative analysis with current State-of-the-Art methods using in-dataset evaluation on the FF++ dataset
(in %)

Method ACCt AUCt
MesoNet [11] 83.10 -
Face X-ray [10] - 87.35
Xception [9] 95.73  96.30
Add-Net [46] 96.78 97.74
F3-Net [18] 9752 98.10
Multi Attention [13] 9760  99.29
SPSL [6] 91.50 95.32

Two-branch [47] 96.43 98.70
MDME-Net (ours) 9774  99.31

Table 4: Comparative analysis with existing state-of-the-art methods on the FF++ sub-dataset (in %). DF, F2F, FS, FSh,
and NT stand for DeepFakes, Face2Face, FaceSwap, FaceShifter and Neural Textures, respectively

Method DF F2F EFS FSh NT
Meso-4 [11] 95.26 95.84 93.43 - 85.96
XceptionNet-avg [36] 98.85 98.36 98.23 - 94.5
EfficientViT [12] 83.0 - 78.0 76.0 68.0
CrossEftViT [12] 87.0 - 84.0 80.0 69.0
Baek et al. [48] 71.8 686 631 - 70.7
Nirkin et al. [49] 94.5 80.3 84.5 - 74.0
Add-Net [46] 9214 83.93 92.50 - 78.21
SPSL [6] 9348 86.02 92.26 - 76.78

MDME-Net (ours) 99.14 99.40 100.0 9943 9714

Furthermore, we conduct comparisons with methods that utilize noise characteristics for identifying
forged images. Specifically, Steg. Features [27] uses SRM to extract steganalysis features for detection.
Cozzolino et al. [50] introduce a local descriptor based on noise residuals to improve detection performance.
Baryar Conv [51] explores the application of constrained convolution in suppressing high-level image content
while emphasizing features such as image noise as a basis for detection. Meanwhile, Luo et al. [8] construct a
detector based on the Xception architecture that uses high-frequency noise features filtered by SRM to detect
fake faces. The results in Table 5 reflect the accuracies obtained from models trained and tested on the subsets
of the FF++ dataset. The findings demonstrate that our model achieves an accuracy level comparable to that
of Luo et al’s method while outperforming other approaches, demonstrating our innovation and effectiveness
in utilizing noise features for forgery detection.
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Table 5: Comparative analysis with methods utilizing noise features (in %)

Method Deepfakes Face2Face FaceSwap NeuralTextures
Steg. Features [27] 7712 74.68 79.51 76.94
Cozzolino et al. [50] 81.78 85.32 85.69 80.60
Bayar Conv [51] 90.18 94.93 93.14 86.04
Luo et al. [8] 99.20 99.40 99.50 99.40
MDME-Net (ours) 99.14 99.40 100.0 97.14

4.3 Cross-Dataset Comparison to State-of-the-Art Methods

To evaluate our model’s generalization ability, we conduct a cross-dataset evaluation. We train our
models on the DFDC dataset followed by cross-dataset testing on FF++ and Celeb-DF v2, respectively. It is
challenging since the training sets share little similarity with the testing sets. Results are presented in Tables 6
and 7. Clearly, our model has demonstrated remarkable generalization capabilities when handling unseen
data. Specifically, when evaluated on the Deepfakes dataset, our model achieved an AUC of up to 86.0%,
providing solid evidence of its robust discriminative power. More encouragingly, the detection results on
the Celeb-DF dataset significantly outperformed those of the comparison methods, further reinforcing the
advantage of our model in terms of generalization ability. These results undoubtedly confirm the effectiveness
of our model design and its great potential for widespread application.

Table 6: Cross-Dataset evaluation (in %). Test on the subset of FF++. DF, F2F, FS, FSh, and NT stand for DeepFakes,
Face2Face, FaceSwap, FaceShifter, and NeuralTextures, respectively

Test dataset DF F2F FS NT

ACC?t 770 605 62.0 64.0
AUC? 86.0 595 64.8 68.6
F11 763 455 537 571

Table 7: Cross-dataset evaluation (in %). Test on Celeb-DF

Method Train dataset Test dataset: Celeb-DF
ACCt AUCt F11
HolisticDFD [52] - 70.1 -
CVIiT [14] DFDC 57.67 55.4 70
MDME-Net (Ours) 71.69 77.9 74.46

However, for facial reenactment deepfake methods (e.g., Face2Face and NeuralTextures), the model
shows some degraded generalization performance. This limitation primarily stems from the fundamental
difference between facial reenactment and face swapping: the former achieves expression manipulation
through facial muscle movement simulation, leaving more subtle tampering artifacts at the pixel level
that are difficult to capture with existing detection features. This phenomenon reveals a core challenge in
universal deepfake detection—how to overcome feature dependencies on specific forgery types. As one of our
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future research directions, we plan to explore the development of a forgery-type-agnostic universal feature
extraction framework, with a particular focus on enhancing the model’s adaptability to unknown forgery
types through domain generalization approaches.

4.4 Ablation Study

We perform an intra-dataset evaluation using the DFDC dataset to assess our model and its variants
to highlight each component’s advantages effectively. The outcomes are summarized in Table 8. Model 1
comprises solely an RGB backbone branch along with a classifier. Model 2 represents the Noise backbone
branch with a classifier. Model 3 constitutes a dual-branch network integrating both RGB and Noise branches,
without incorporating the DFF module. Model 4 contains all the modules, i.e., the proposed model. Despite
Model 3’s attempts to combine texture and noise features, both Model 1 and Model 2 exceed its detection
accuracy. However, the performance of Model 3 did not exceed the results obtained using either feature alone.
This finding suggests that simply adding two features together may not only fail to improve performance but
may also disrupt the network. Nevertheless, the introduction of the DFF module resulted in a remarkable leap
in detection performance, with accuracy improvements of 6.22%, 7.01%, and 8.96% over Models 1, 2, and 3,
respectively. This confirms the effectiveness of the DFF module in fusing texture and noise features, enabling
the network to comprehensively capture and identify tampering traces. This outstanding performance is
attributed to the attention mechanism embedded in the DFF module, which not only accurately captures
the long-range dependencies within the texture and noise modalities, respectively, but also establishes long-
range connections between the two modalities. This cross-modal dependency capture facilitates the mutual
enhancement of texture and noise features, significantly improving the network’s ability to identify and learn
forgery traces.

Table 8: Ablation experiments. Comparison between different combinations of the proposed model (in %)

No. RGBbranch Noisebranch DFF ACC

1 N x x 8414
2 x Vv X 83.35
3 J J x 8140
4 J J v 9036

Effects of multi-scale bimodal fusion. To better understand the specific effects of multi-scale bimodal
fusion on model performance, we conduct the following experiments aimed at determining both the optimal
quantity and configuration of DFF (Dynamic Feature Fusion) modules for our model. Specifically, we utilize
four distinct network layers from the dual-branch backbone network—stage 1 to stage 4—which represent
a progressive transition from lower-layer to higher-layer. The output generated from each layer serves as
the input for its corresponding DFF module, resulting in four DFF modules operating at different scales,
denoted as scalel through scale4. By adopting different scale configurations, we formulate five different
models. For example, the “None” indicates that the model does not employ any DFF modules, and “scalel,4”
indicates that the model incorporates DFF modules at the outputs of stage 1 and stage 4. We then assess
the effectiveness of each model using the DFDC dataset, and the results are presented in Table 9. It is
evident that progressively incorporating DFF modules has resulted in a remarkable improvement in model
accuracy, from an initial value of 81.40% to an impressive 90.36%. This notable growth demonstrates the
efficacy of DFF modules in boosting our model’s detection performance. In particular, by incorporating DFF
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modules across multiple feature scales, this architecture enables more comprehensive capture and analysis
of forgery traces, significantly augmenting detection capabilities. However, it is important to note that as
we increase the number of DFF modules, there is also a corresponding rise in both model parameters and
Floating Point Operations (FLOPs), indicating a gradual escalation in model complexity and computational
cost. Nevertheless, these increases remain within an acceptable range and do not pose insurmountable
obstacles to practical applications. Therefore, following an extensive trade-off between model performance
and complexity consideration, we have selected a network configuration comprising scale 1 through 4 where
DFF modules are introduced sequentially after stages 1, 2, 3, and 4, respectively. This choice aims to maximize
the model’s detection capabilities while retaining its advantages in computational efficiency and practicality.

Table 9: Evaluation of different multi-scale configurations of the DFF module

No. of scale None 1 L4 13,4 1,2,3,4

ACC (%) 8140 81.95 84.82 86.71 90.36
#Param (M) 32.49 3254 3570 36.49 36.69
FLOPs (G) 5.50 551 6.06 6.20 6.23

Selection of the Number of Attention Layers in the DFF Module. We provide strong support for the
optimal configuration of the DFF module structure by evaluating the impact of varying numbers of attention
layers on our model’s detection efficiency. The results for 1-layer, 2-layers, 4-layers, and 6-layers are reported
in Table 10. All these models are trained and evaluated on the DFDC dataset exclusively. The experimental
results reveal a clear trend of gradual improvement in detection accuracy as the number of attention layers
increases from 1to 6, with a notable jump from 84.82% to 86.50%, representing a significant increase of 1.68%.
However, this optimization incurs a significant increase in model complexity, with the number of parameters
rising sharply from 35.70 M to 51.71 M, a substantial increase of 45%. At the same time, the number of Floating
Point Operations (FLOPs) jumps from 6.06 G to 8.84 G, an increase of 46%. These data indicate that while
increasing the number of attention levels can improve the model’s detection performance to some extent, this
improvement is accompanied by a significant increase in computational cost and memory requirements. In
resource-constrained practical application scenarios, such cost increases cannot be overlooked. Therefore,
after carefully balancing model performance against its computational efficiency, we have established that
the default number of attention layers in the DFF module should be set to 1. This decision aims to ensure
that the model retains good detection capabilities while effectively controlling computational complexity and
resource consumption, making it more suited to the needs of practical applications.

Table 10: Evaluation of the number of attention layers L in the DFF module. The model is trained and tested on the
DFDC dataset. Note that the stages in MDME-Net here are 1 and 4

L 1 2 4 6

ACC 84.82 85.62 83.58 86.50
#Param (M) 3570 3890 45.30 5171
FLOPs (G) 6.06 6.62 773 8.84
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4.5 Visualization

To enhance model interpretability and gain deeper insights into its mechanisms for capturing deepfake
artifacts, we employ Grad-CAM to visualize the model’s decision-making process. As shown in Fig. 4, using
four subsets from the FF++ dataset, we present four pairs of real and forged face samples alongside Grad-
CAM heatmaps from both the texture and noise branches.

Deepfakes FaceSwap Face2Face NeuralTextures

Q)

1eay

ey

NV 21nixa )

VO 3sIioN

Figure 4: Grad-CAM visualizations of forged faces from the texture and noise branches

Experimental results demonstrate the model’s precise localization of manipulated regions across dif-
ferent forgery techniques. For Deepfakes samples generated through face replacement, the Grad-CAM
heatmaps prominently highlight facial regions, whereas for Face2Face samples involving mouth-based facial
reenactment, the model’s attention focuses primarily on the mouth area. These visualizations qualitatively
validate the model’s detection efficacy and result reliability.

Comparative analysis of the texture and noise branch heatmaps reveals their complementary charac-
teristics: the texture branch detects appearance-level anomalies while the noise branch captures steganalysis
features. This complementarity aligns with the model’s multimodal design, and their integration enables
more comprehensive forgery trace detection, significantly improving overall performance.

4.6 Complexity Analysis

To comprehensively evaluate the model’s practical application efficiency, we conducted systematic
complexity analysis experiments. As shown in Table 11, this study selects three core metrics: parameter
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counts (Param.), floating-point operations (FLOPs), and average inference time per video (Inference Time).
Note that the inference times are calculated as the average processing time across all videos in the Celeb-
DF test set. The experimental results demonstrate that our model achieves the highest detection accuracy
while maintaining a moderate parameter scale. Compared to lightweight models, it shows significant
improvements in detection accuracy. When evaluated against high-complexity models, it maintains superior
detection accuracy while reducing computational overhead. Collectively, our model strikes an optimal
balance between computational resource consumption and detection performance, showcasing its broader
potential for application.

Table 11: Comparative analysis of model complexity

Method ACC (%) Param. (M) FLOPs (G) Inference
time (s)

DFDC DF F2F FS NT

Meso-4 [11] 6751 8727 56.20 6117 40.67 28 - -
EfficientViT [12] 83.2 83.0 - 78.0  76.0 109 0.17 11.4
CrossViT [12] - 87.0 - 84.0 80.0 101 0.17 11.5
Mixformer [53] 86.73 96.8 9526 724 884 20 4.71 9.8
MDME-Ne 9036 99.14 99.40 100.0 99.43 36.69 6.23 10.2

5 Conclusion

This paper presents a dual-branch effective deepfake face detection network. One branch is dedicated to
processing RGB images, while the other branch handles noise characteristics extracted by SRM filtering. Each
branch independently explores the connections among texture detail, noise pattern, and forgery evidence
within the images. The two branches interact through a DFF module, enabling mutual enhancement of
texture and noise features, thereby boosting the model’s capability to detect forgery traces. The DFF module
operates across multiple layers of the network (including shallow, middle, and deep layers) to achieve multi-
scale fusion and enhancement of dual-modal information, comprehensively capturing forgery traces within
the images. Comprehensive experiments are conducted on widely utilized deepfake detection datasets. The
results show that this dual-branch network not only significantly increases the accuracy of deepfake face
detection but also showcases its ability to generalize in complex scenarios, providing robust technical support
for combating digital image forgery techniques.
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