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ABSTRACT: With the ongoing digitalization and intelligence of power systems, there is an increasing reliance on large-
scale data-driven intelligent technologies for tasks such as scheduling optimization and load forecasting. Nevertheless,
power data often contains sensitive information, making it a critical industry challenge to efficiently utilize this data
while ensuring privacy. Traditional Federated Learning (FL) methods can mitigate data leakage by training models
locally instead of transmitting raw data. Despite this, FL still has privacy concerns, especially gradient leakage, which
might expose users’ sensitive information. Therefore, integrating Differential Privacy (DP) techniques is essential for
stronger privacy protection. Even so, the noise from DP may reduce the performance of federated learning models. To
address this challenge, this paper presents an explainability-driven power data privacy federated learning framework. It
incorporates DP technology and, based on model explainability, adaptively adjusts privacy budget allocation and model
aggregation, thus balancing privacy protection and model performance. The key innovations of this paper are as follows:
(1) We propose an explainability-driven power data privacy federated learning framework. (2) We detail a privacy
budget allocation strategy: assigning budgets per training round by gradient effectiveness and at model granularity by
layer importance. (3) We design a weighted aggregation strategy that considers the SHAP value and model accuracy
for quality knowledge sharing. (4) Experiments show the proposed framework outperforms traditional methods in
balancing privacy protection and model performance in power load forecasting tasks.
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1 Introduction

The rapid development of digital technologies has driven a profound transformation in the power
industry [1,2]. As a key component of smart grids, the power system is increasingly reliant on data-
driven intelligent technologies for tasks such as scheduling optimization, load forecasting, and demand-side
management [3-5]. Large-scale data processing and analysis provide robust support for the optimization
and automation of power systems, making their operation more efficient, flexible, and intelligent [6].
However, with the widespread use of power data, privacy issues have become increasingly prominent. Power
data contains a significant amount of sensitive user information, such as electricity consumption patterns,
geographic locations, living habits, and consumption preferences. If misused or leaked, this data could
pose serious threats to user privacy. Therefore, as the power system becomes more intelligent, ensuring
the protection of user privacy has become a critical issue that must be addressed during the data-driven
transformation of the power industry [7].
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Traditional privacy protection methods, such as data encryption and anonymization, often suffer from
high computational overhead and low processing efficiency, making them inadequate for the real-time
processing demands of large-scale power data. Federated Learning (FL), an emerging distributed machine
learning method, offers an innovative solution to privacy concerns [8]. By training models locally on devices
and only sharing model parameters or gradients, FL avoids the central storage and transmission of raw data,
thereby reducing the risk of data leakage. FL not only improves model accuracy but also reduces bandwidth
consumption during data transmission, offering significant advantages in multi-party collaborative learning.

However, in federated learning, although the central server is prevented from directly contacting user
data, the server can still use gradient attacks to restore the user’s local training data from the exchanged
parameter gradients. The method is to first randomly generate virtual training data and use it to generate
virtual gradients, and then repeatedly iterate through gradient descent with the optimization goal of
narrowing the gap between the virtual gradient and the real gradient, so as to restore the user’s private
data. Therefore, relying solely on FL does not fully ensure privacy protection, especially in high-sensitivity
scenarios like power data, where further enhancement of privacy protection is crucial [9].

To address this challenge, Differential Privacy (DP) has emerged as an effective privacy-preserving
technique [10]. DP adds noise to the output results, ensuring that even if an attacker gains access to the
model’s output, they cannot infer individual sensitive information. Integrating DP within the FL framework
can effectively protect data privacy and prevent the leakage of sensitive information. There have been some
works applying this method to the power field. However, existing DP methods usually rely on static noise
addition strategies, which are very unfriendly to model performance. First, the privacy budget allocated in
each round of training is the same, which leads to the fact that noise will have a non-negligible impact on
the convergence. Then, in a multi-layer neural network model, the traditional strategy allocates the same
privacy budget to each layer. However, in a multi-layer neural network model, some layers contribute more
to the expressiveness of the model while others contribute less. It is unfair to allocate the same privacy budget
to them.

In this context, this paper proposes an explainability-driven and privacy-preserving FL framework.
Different from traditional privacy-preserving methods, this framework combines DP with model explain-
ability analysis. The explainability in this paper mainly includes two aspects. After each client completes
local training, the client calculates the layer importance of the model. We allocate larger privacy budgets
to important layers to retain the knowledge of the model to a greater extent, and for unimportant layers,
we allocate smaller privacy budgets to ensure the privacy of the model. Considering that noise will cause
gradient distortion, on the central server, we calculate the Shapley Additive explanations (SHAP) value vector
for each server’s local model, and prioritize the aggregation of local models with high SHAP value vector
similarity. When aggregating, we use indicators such as model accuracy as a reference to avoid the damage
of low-quality models to model aggregation.

The main innovations of this paper are: First, we propose a dynamic privacy optimization framework
that combines explainability analysis and DP to achieve the best balance between privacy protection and
model performance. Second, we design a strategy for allocating privacy budgets between different training
rounds and different layers of the model. Then, we design an aggregation strategy based on SHAP value
and model performance indicators. Finally, through theoretical analysis and experimental verification in
the power load forecasting task, we demonstrate that the proposed framework not only enhances privacy
protection but also improves model performance, outperforming traditional methods. Compared with
static privacy protection methods, the proposed framework better addresses the trade-off between model
performance and privacy protection in practical applications of power data.



Comput Mater Contin. 2025;85(1) 985

2 Related Work

To tackle the “data silos” issue in the power sector, researchers have introduced FL, a distributed
learning approach that enables local model training without centralized data storage, effectively protecting
user privacy. Chen et al. [11] first proposed the FL framework, demonstrating how deep neural networks
can be collaboratively trained through efficient communication and local computation. This framework
theoretically supports user privacy protection and reduces data transmission costs. Subsequent studies
focused on FL model optimization, heterogeneity, and communication efficiency [12-14].

FLs application in the power sector has grown, especially in smart grid management and load fore-
casting [15-18]. Smart grid data is often dispersed across devices and sensors, involving large amounts
of private information. Thus, ensuring data privacy while achieving effective modeling and forecasting is
crucial. Cheng et al. [19] discussed FLs potential in energy systems for addressing privacy and data security
concerns, highlighting its ability to enhance system performance without compromising data confidentiality.
Zheng et al. [20] explored how privacy-preserving FL could improve power system services like distributed
energy resource management, fault detection, and load forecasting. Husnoo et al. [21] proposed the FedDiSC
framework for distinguishing disturbances and cyber-attacks in power systems, reducing computational load
and enhancing resilience. Wen et al. [22] proposed a novel privacy-preserving federated learning framework
for energy theft detection is proposed. A federated learning system consisting of a data center (DC), a control
center (CC), and multiple detection stations is considered. This work designs a secure protocol so that the
detection stations can send encrypted training parameters to CC and DC, and then CC and DC calculate
the aggregate parameters using homomorphic encryption and return the updated model parameters to the
detection stations. Mahmoud et al. [23] repurpose an efficient inner-product functional encryption (IPFE)
scheme for implementing secure data aggregation to preserve the customers’ privacy by encrypting their
models’ parameters during the FL training.

Despite FLs privacy benefits through local data processing, it still faces data leakage risks during
model parameter upload and aggregation. Malicious participants can infer sensitive data by analyzing model
updates like gradients or weights. Zhu et al. [24] showed that gradient updates in FL could leak participant
data, demonstrating how training data could be partially recovered through gradient reverse-engineering.
Shokri et al. [25] proposed membership inference attacks that allow attackers to determine if specific data
was used in training by analyzing model gradient changes.

To enhance privacy protection, DP has become essential in FL [26-28]. Truex et al. [26] introduced the
“LDP-Fed” framework, combining Local Differential Privacy (LDP) with FL to ensure data privacy without
centralized sensitive data storage, balancing privacy protection and computational efficiency. DP adds noise
to model updates to prevent individual data inference from model outputs. El et al. [29] discussed DP’s
application in deep learning and FL, focusing on privacy protection technologies. Wei et al. [30] proposed a
DP-based FL algorithm, analyzing the trade-off between privacy protection and convergence performance.

3 Method

To tackle the trade-off trade-off between model performance and privacy protection in Federated
Learning (FL), and the trust issues stemming from the model’s black-box nature, we propose an explainable
privacy-preserving FL framework as shown in Fig. 1. This framework dynamically adjusts privacy protection
strength based on layer importance and uses SHAP values and model performance for aggregation.

The explainability-driven and privacy-preserving FL framework is based a machine learning paradigm
that ensures privacy protection. It enables multiple clients (such as institutions and mobile devices) to
collaboratively train a global model while keeping data localized, thereby safeguarding data privacy.
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Figure 1: Explainability-driven and privacy-preserving FL framework for power data
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The key principle of FL is as follows:

Clients download the global model parameters w¢, train using local data w;, and update local parameters
via Stochastic Gradient Descent (SGD):

wiy = we =1+ VL (wy) @

where # denotes the learning rate, and Ly (w) = nik Skl (xf‘, yf-‘;w) represents the local loss function at
client k, with n; being the local data size.

The server collects the parameter updates from each client {w¥ 1, and computes a weighted average
based on the data size to obtain the new global model:

)

K s k
Wi = 3wk,
k=1 1

where n = Y}_, ny represents the total data size. This process is referred to as Federated Averaging (FedAvg).

FL aims to minimize the weighted sum of the losses from all clients:

minL (w) = 5 "ELy (w) 3)

k=1

The framework consists of participating clients and a central server. The client is responsible for
performing local training, calculating the privacy budget allocation strategy, adding noise to the gradient
and uploading the noisy gradient to the central server, and the central server is responsible for aggregating
the global model with reference to the explainability and model performance of the local model.

The training process of framework includes the following steps:
1. Each participant performs local training based on the global model.

2. Each participant calculates the privacy budget for this round of local training.
3. Each participant calculates the privacy budget of each layer of the model based on the layer importance.
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4. Each participant uploads the noisy gradient to the central server.

5. The central server performs aggregation with reference to the model explainability and model perfor-
mance to generate a global model.

6. The central server distributes the global model to all participants.

First, we introduce the training process of neural networks to guide privacy budget allocation. Neural
networks are usually composed of the following components:
Input Layer: Receives raw data (e.g., image pixels, text vectors).

Hidden Layer Computation: Each neuron performs a linear transformation on the input (weight matrix
multiplication + bias term), followed by a nonlinear activation function (e.g., ReLU, Sigmoid).

Output Layer: Generates the final prediction (e.g., classification probability, regression value).

In a neural network, forward propagation refers to the process of passing data from the input layer to
the output layer to compute the model’s predictions. Through multiple layers of nonlinear transformations,
the original input is mapped to the target output space.

Backward propagation refers to the process of computing gradients layer by layer from the output
layer to the input layer, based on prediction errors, to update network parameters. The gradients guide the
adjustment of network parameters in the direction of minimizing prediction errors.

The backward propagation process includes the following steps:

Loss Calculation: The error between predicted values and true values is quantified using a loss function
(e.g., cross-entropy, mean squared error).

1 N
L= Loss(yi, yi) (4)
N i=1

Gradient Calculation for Backpropagation:

Firstly, compute the derivative of the loss with respect to the input of the output layer:

oL o
o =S = U-ned (@) 6

Then, using the chain rule, the gradient for each layer is computed (I =L -1,...,1):
s = (W(l+1))T U+ @ o (Z(l)) (6)
Next, the gradients of the weights and biases are computed based on 8(!):

0L _ s (g0 9L _ sy
awo ~ 00 (@) 5 =0 ?)

The parameters are updated using optimization algorithms such as gradient descent, where # notes the
learning rate.

0L

() - w _
w w nBW(’)

(8)

In the training process of FL combined with DP, the traditional privacy budget allocation method
usually adopts a fixed allocation or uniform allocation strategy, that is, the total privacy budget €, is evenly
allocated to each round of training iteration. However, in the initial stage of training, the gradient parameters
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are still unstable and the direction is not precise enough. If the privacy budget is small, it may cause excessive
noise interference, making it difficult for the model to learn effective features. As the number of training
rounds increases, the gradient gradually stabilizes and approaches the optimal solution, but the fixed privacy
budget may cause the budget to be exhausted during the convergence training phase, affecting the final model
performance. Therefore, in this paper, we dynamically adjust the privacy budget allocation to make model
training more efficient and improve accuracy while ensuring privacy.

Our method is based on the following ideas. When the gradient descent direction is not stable enough,
appropriately increase the privacy budget to reduce the impact of noise and make the gradient update more
reliable. After the gradient direction tends to be stable, reduce the privacy budget consumption to ensure
that the budget can support more rounds of training.

When the client performslocal training for round t, taking Laplace noise as an example, the true gradient
g is calculated based on the current model parameter 0,, and the gradient is noised using the currently
allocated privacy budget €;:

§t:gt+LaP(A€—f) )

t

Use the Armijo condition to check whether the updated objective function value meets the “sufficient
decrease” requirement [31]. Let the objective function be f (8), when it satisfies:

f(0r=ng) < f(0:)—cn |l & 11>, ce(0,1) (10)

where c is a preset constant and 7 is the learning rate, indicating that the update direction under the current
noise level is sufficient to reduce the objective function value, and the noisy gradient can be sent to the
central server.

Otherwise, it is considered that the current noise is too large, causing the update direction to “deviate”
from the ideal descent direction, and the privacy budget needs to be adjusted.

The privacy budget adjustment formula is:
6,[: Aen(A>1) (11)

where A is the coeflicient for adjusting the privacy budget. Adjusting the privacy budget will reduce the noise
level. Use the new privacy budget ; to recalculate the noise gradient:

7 A
g =gt +Lap ( E,f ) (12)

t

Check again whether the noisy gradient meets the Armijo condition. If it still does not meet the
condition, continue to increase the privacy budget and repeat the above steps until an update direction that
meets the descent condition is found or the preset budget limit is reached.

In order to make full use of the results of the two calculations, the GRADAVG algorithm can be used
to fuse the gradients:

g=ag+(1-a)g, (13)

where « € [0, 1] is the fusion weight.

In a deep neural network (DNN), different layers contribute differently to the final model decision.
Some layers are critical to the core reasoning of the model, while others have relatively little impact. If all
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layers apply the same privacy budget allocation strategy, it may lead to unnecessary information loss, thereby
reducing the accuracy of the model. Therefore, we introduce the concept of layer importance as a reference
for privacy budget allocation. Layer importance is one perspective of model explainability.

For high-importance layers, a larger privacy budget is allocated to reduce the impact of noise and ensure
that the information of these key layers is retained to the greatest extent;

For low-importance layers, a smaller privacy budget is allocated and more noise is applied to weaken
its impact on the final model output while improving the privacy protection strength.

Based on this inter-layer privacy budget allocation strategy, the learning effect of the model can be
improved as much as possible while ensuring privacy.

Next, we use layer importance to allocate privacy budgets between layers.

When calculating layer importance, first, each client receives the global model sent by the central server
and uses local data for local training. The goal of this stage is to make the model initially adapt to the local
data distribution and lay the foundation for the subsequent layer importance calculation.

After the local training is completed, the client uses the layer importance evaluation data to further
evaluate the importance of each layer of the model. Taking the Sigmoid activation function as an example, the
value range of the Sigmoid activation function is between 0 and 1. When the input of the Sigmoid activation
function approaches negative infinity, the value of the neuron after the activation function tends to 0, and the
neuron close to 0 contributes little to the output of the subsequent layer and the final result. The calculation
formula of layer importance is as follows:

. S SN f (v (m)) ”
NxM

0, ifx<-2

f(x)= {1’ fu>2 (15)

For the mth validation sample, y; (m) is the input value of the Sigmoid activation function of the jth
neuron in the ith layer model. M is the number of verification samples, and N is the number of neurons
in the ith layer model. According to experience, when the input value of the Sigmoid activation function
is greater than —2, we believe that the neuron is successfully activated. When the frequency of activation of
neurons in a layer is high, we believe that the importance of this layer is higher.

After completing the calculation of layer importance, we refer to the layer importance to allocate privacy
budgets to each layer, and allocate larger privacy budgets to layers with large importance values, thereby
adding less noise to them. For layers with small importance values, smaller privacy budgets are allocated,
and more noise is added to them.

The privacy budget allocation of each layer follows the following formula:

. S;
& = X & (16)
Z{‘Jﬂ Si

In the formula, L represents the total number of layers in the model, i represents the ith layer in the
model, and ¢, represents the privacy budget of the current round.
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In combining DP with FL, gradient clipping is a key operation. Its main purpose is to control the norm
of the gradient uploaded by each client, thereby limiting the sensitivity and ensuring that the added noise
is sufficient to protect privacy while preventing abnormal gradients from affecting model training. Gradient
clipping follows the following formula:

8- — 7)
max (1, o )
C represents the clipping value, and the sensitivity is usually set to:

Af=2xC (18)

In some existing works, the clipping value C is usually fixed. However, when the C value is set too
large, the gradient will retain too much of its own value, and the noise ratio is too high, reducing the model
accuracy; if the C value is set too small, the gradient is over-truncated, affecting the convergence speed. Both
situations lead to reduced model accuracy. In this paper, we consider the different importance of each layer
in the neural network model and set different gradient clipping values C for each layer.

We calculated the statistical information about the gradient of each layer obtained by the client during
local training, including the mean, variance, and maximum value. After experimental screening, we selected
the average gradient as the gradient clipping value.

Assuming that the mean value of the gradient of the ith layer obtained by training on the local dataset
on the client is Vg?, the gradient clipping value of the ith layer is set to:

C":|v_gf

(19)

By adaptively clipping different layers, not only more valid values in the gradient are retained, but also
some gradients are prevented from adding too much noise, thereby improving the accuracy of the model.

After completing the gradient clipping, the sensitivity of the gradient of the ith layer model on the
adjacent data set can be calculated by the following formula:

Aﬁ:2><Ci><r1 (20)

Considering that the added noise will cause the distortion of gradients, we designed an aggregation
strategy based on model explainability and model performance when aggregating models at the central
server. Specifically, an evaluation data set is maintained at the central server. We presume customer data is
(approximately) independent and identically distributed (i.i.d.), and that the evaluation dataset’s distribution
resembles the client dataset’s. After receiving the gradient from the client, the central server will calculate
the local model for each client as the initial set of models to be aggregated based on the global model of the
previous round of aggregation.

The model aggregation process is shown in Fig. 2. In each round of aggregation, the two models with the
highest SHAP value vector similarity in the models to be aggregated are selected to aggregate and generate a
temporary model to be added to the set of models to be aggregated. The above iterative process is repeated
until the final model is obtained.
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Figure 2: Model aggregation method based on SHAP vector and accuracy

Based on the evaluation data set, the central server calculates the SHAP value vector and a performance
evaluation index (taking accuracy as an example) for the temporary models of all clients.

SHAP value is a model explainability method based on Shapley value in game theory. It reveals the
impact of each feature by quantifying its marginal contribution to the model prediction. The core idea is to
decompose the model’s prediction value into the sum of all feature contributions. The specific calculation
formula is:

S|t (n—|S|-1)! ,
o= > BRI 50 ) - p () @

SSN\{i}

Among them, ¢; is the SHAP value of feature i, N is the full set of features, and f (S) represents the
model prediction value when only the feature subset S is used.

All temporary models are regarded as a set, and the two models with the highest SHAP vector
cosine similarity are selected for aggregation each time. When aggregating, in addition to considering
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the explainability of the model, the performance of the model should also be considered as a factor
when aggregating.

Assuming that the accuracy of the temporary model of client k is py, the accuracy of the temporary
model of client j is p;, the temporary model parameters of client k are W¥, and the temporary model
parameters of client j are W/. The temporary model of client k and the temporary model of client j are
aggregated based on the following formula:

:pkak+pj><Wj
Pk +Pj

WI

(22)

The aggregated model W' will be added back to the temporary model collection. The above process is
repeated until all models are aggregated. The obtained model will be issued as a new round of global models.

The overall framework is shown in Algorithm 1.

Algorithm 1: Explainability-driven and privacy-preserving FL framework for power data

Input: Number oflocal users 7, Local mini-batch size B, Number oflocal iterations LE, Number of global
iterations GE, Learning rate p, Fraction of users selected for each round Fr.

I:  Server Update

2:  Initialize the global model W.

3:  Send the global model to the selected users.

4:  Perform GE global iterations.

5: Randomly select m = Fr-n local users.

6: Collect the local gradients from the m local users.

7: Perform aggregation based on explainability and model performance of each client model
8: Send the updated global model and back to the local users.

9:  Local Model Training

10:  Eachlocal user s € m receives the global model Wgg.

11: For each local user s € m, initialize: W}, , <~ Wgg,

12: Perform LE local iterations.

13: For each mini-batch b € B, do: Wip,, < Wi, —yVL (Wi, 3b),
14: Calculate the privacy budget for the current round.

15: Calculate layer importance and calculate privacy budget for each layer.

16: Add noise to the model updates based on the privacy budget for each layer.
17: Send local gradients to the server.

Next, we theoretically prove the privacy protection ability of the proposed method.
For client k, on adjacent datasets D and D', let Pr (Vw} (i, D) = Y) and Pr (Vw} (i,D') = Y ) represent

the probability that the output of the local model layer i is Y. ¢; represents the privacy budget of the ith layer
of the model.

The formula indicates that the ith layer of the model of client k satisfies ¢;-differential privacy. According
to the serial principle, the model of client k satisfies e*-differential privacy, which ¢* = I, &;. Therefore,
the method proposed in this paper has a privacy protection capability that is strictly defined mathematically,
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and the privacy protection level of the scheme can be controlled by adjusting the privacy budget value. The
smaller the value of the privacy budget, the stronger the privacy protection capability.

Pr(vw, (1,0) =v) _Pr((Vwi (D) +Lap (i) =)
Pr(vwt (i,D') = Y) Pr((Vwk i,D) + Lap (41)) = v)

(Lap (L) =Y - vwi (i,D))
Pr(L (4)=v-vw.(i,D))

—|Y Vwk(t D)|><e,

Pr

€ A7
_axap X €

- Y-Vt (i.0)|xe;

& ¥ A
2xAf xe

( |Y Vw;((i,D)|+|Y—Vw1[<(i,D')|)><si
y;

|Vw;((i,D)—Vw£(i,D’)|><ei

<e a7 <ef (23)

4 Experimental Results

The method proposed in this paper aims to enhance the privacy of FL based on power data in the
electricity sector, while ensuring the accuracy of the released models. In the experimental section, we use
the GEFC2012 dataset. The GEFC2012 dataset contains electricity consumption data from 20 power stations,
spanning from January 2004 to July 2008, covering a total of 1650 days. In this experiment, the prediction
target is the power load of each power station. Each power station in the GEFC2012 dataset is treated as a
separate client. The simulation parameters used in the experiment are summarized in the Table 1 below.

Table 1: Experimental parameters

Parameter Symbol Value
Number of clients n 20
Number of federated training rounds GE 20
Number of local training rounds LE 10
Learning rate y 0.05
Client selection ratio Fr 1
Total privacy budget Erotal 25
Batch size B 32
Momentum / 0.9

In the experiment, we use Long Short-Term Memory (LSTM) as the base model and select the classic
FL algorithm FedAvg, as well as Differentially Private FL (DP-FL) [32], as comparison algorithms. When
adding noise, we use Laplace noise

We first compare the mean squared error (MSE) of the global models trained under the three methods
as an evaluation metric for training effectiveness. The MSE measures the fluctuation degree of the data; a
smaller MSE implies a better alignment between the predictive model and the experimental data. We ensure
that the parameter settings for all three methods are consistent, as shown in Fig. 3.
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Figure 3: Comparison of maximum, minimum, and average MSE under different algorithms

Analysis of the global model MSE post-training reveals that, compared to FedAvg, our algorithm
shows minimal differences in maximum, minimum, and average MSE values. This indicates our algorithm
effectively reduces noise impact on training, preserving model performance while maintaining power data
privacy. Conversely, the DP-FL method demonstrates significantly inferior performance across these MSE
metrics, with substantial MSE variance, highlighting the considerable negative effect of its added noise on
model performance.

In the next step, we compare the performance of DP-FL and our algorithm under varying total privacy
budgets. Considering that GEFC2012 is a heterogeneous dataset, for our method, we set two control groups
with client selection ratio of 1 and client selection ratio of 0.8 to observe the performance of our method
under different client selection ratios. We set the total privacy budget to 10, 15, 20, 25, and 30, respectively,
and observe the average MSE performance of the global model under both algorithms.

As shown in Fig. 4, our method significantly outperforms DP-FL in mean MSE, with this advantage
growing more pronounced as the total privacy budget decreases. This confirms our method’s effectiveness in
minimizing model performance loss while ensuring FL privacy. Through dynamic privacy budget allocation
and an aggregation strategy based on explainability and model performance, we achieve an effective balance
between model utility and privacy protection. In addition, adjusting the client selection ratio has no
significant effect on the performance after convergence, but our method shows faster convergence when the
client selection ratio is higher.

Then, we set the client selection ratio to 1, ensuring all 20 clients participate in the FL process. We
then record loss values for 20 global training rounds under three different methods and compare model
performance and training efficiency across these methods.

Fig. 5 shows the loss changes of three FL algorithms—FedAvg, DP-FL, and our algorithm—over
different training epochs. As training epochs increase, the loss of all three methods drops rapidly at first, then
slows down, and finally stabilizes at similar levels, showing comparable global model performance. Although
DP-FL and our algorithm add noise during training, its impact fades in later stages, allowing successful model
convergence. DP-FL has the slowest loss reduction due to noise in model updates that hinders training. Its
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initial loss is also higher than the other two methods because of the greater impact of early noise. FedAvg
shows the fastest convergence throughout training, indicating it can quickly reduce model error for better
training results. Our algorithm’s loss reduction is similar to FedAvg’s, and its training efficiency is much
higher than DP-FLs. This means our algorithm adds less noise to updates of more important layers, keeping
these updates authentic while effectively balancing privacy protection and training efficiency.

Comparison of MSE for Different Epsilon Values
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Figure 4: Comparison of average MSE under different overall privacy budgets
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Figure 5: Loss reduction of different algorithms

Next, we adjust the client selection ratio to change the number of clients in federated training. By
comparing loss values over 20 global training rounds with different client numbers, we assess the impact of
client count variations on model performance and training efficiency.
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Fig. 6 presents the loss variations of three client configurations across different training epochs. The five-
client setup shows the poorest training performance, with consistently higher loss and more noticeable curve
fluctuations compared to the ten- and twenty-client setups. The loss reduction trends for ten and twenty
clients are similar, with the latter slightly outperforming the former. At convergence, the five-client case has
a slightly higher loss than the ten- and twenty-client cases.

160
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+— 10 clients

140+ —a— 20 clients

120 1

100
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Figure 6: Loss reduction with different number of clients

This can be explained by the small number of clients in the five-client setup, which introduces training
uncertainty due to noise in each client's model update. Fewer clients may also cause biased global model
updates toward specific clients, affecting the overall training. As the number of clients increases, the FL
process becomes more stable. In our algorithm, aggregating reference explainability with model performance
makes the FL process approach a noise-free scenario.

Next, we compare the ability of our proposed method to defend against gradient leakage attacks when
using different privacy budgets. The indicators we refer to include the sum of squared gradient differences
between the fake data restored by the attacker and the real data (data Loss) and the mean squared error
(data Mse) between the fake data and the real data. Data Loss and data Mse quantify the ability to defend
against gradient leakage attacks. When data Loss and data Mse are larger, it means that it is difficult for
the attacker to recover the accurate original data through gradient leakage attacks. We use Fed Avg without
privacy protection as the baseline model. Set the batch size of the client local model update to 1.

By observing Fig. 7, we can see that when using the non-privacy fedavg baseline method, data loss
and data mse converge quickly and decrease to a level close to 0, which means that the attacker can restore
the original data with high quality. When using the method proposed in this paper, data loss and data mse
converge to a higher level, which means that the data restored by the attacker is inaccurate, verifying that our
proposed method can effectively resist gradient leakage attacks. As the privacy budget decreases, data loss
and data mse converge to a higher level, and the privacy protection ability of the method is enhanced.
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Figure 7: Data loss and MSE under different privacy budgets

5 Conclusion

This paper proposes an explainability-driven and privacy-preserving FL framework to address the
trade-oft between data privacy protection and model performance in practical power industry applications.
The framework carefully considers the layer importance in power data and dynamically adjusts the noise
addition process by combining DP techniques. This approach ensures strong privacy protection while
improving model performance. At the same time, the model aggregation is performed based on the
explainability and performance of the reference model, which reduces the damage of the aggregation
process by low-quality models. Unlike traditional static privacy protection methods, this framework uses
explainability analysis tools to assist FL.

Experiments on the power load forecasting task show that the proposed framework significantly
improves prediction accuracy and training efficiency while maintaining data privacy. Compared with
traditional methods, the proposed method better balances model utility and privacy protection, showing
considerable advantages in privacy protection. This study provides new insights into privacy protection and
intelligent applications in the power industry, and provides theoretical and practical guidance.
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