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ABSTRACT: Due to the rapid advancement of information technology, data has emerged as the core resource
driving decision-making and innovation across all industries. As the foundation of artificial intelligence, machine
learning(ML) has expanded its applications into intelligent recommendation systems, autonomous driving, medical
diagnosis, and financial risk assessment. However, it relies on massive datasets, which contain sensitive personal
information. Consequently, Privacy-Preserving Machine Learning (PPML) has become a critical research direction.
To address the challenges of efficiency and accuracy in encrypted data computation within PPML, Homomorphic
Encryption (HE) technology is a crucial solution, owing to its capability to facilitate computations on encrypted data.
However, the integration of machine learning and homomorphic encryption technologies faces multiple challenges.
Against this backdrop, this paper reviews homomorphic encryption technologies, with a focus on the advantages of the
Cheon-Kim-Kim-Song (CKKS) algorithm in supporting approximate floating-point computations. This paper reviews
the development of three machine learning techniques: K-nearest neighbors (KNN), K-means clustering, and face
recognition-in integration with homomorphic encryption. It proposes feasible schemes for typical scenarios, summa-
rizes limitations and future optimization directions. Additionally, it presents a systematic exploration of the integration
of homomorphic encryption and machine learning from the essence of the technology, application implementation,
performance trade-offs, technological convergence and future pathways to advance technological development.
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1 Introduction

With the rapid development of information technology, we find ourselves in an era where data is the new
currency, powering decisions and innovations across industries [1]. Machine learning, as the cornerstone of
artificial intelligence, has emerged as a pivotal technology for data processing, enabling machines to learn
from data and make intelligent predictions or decisions [2]. From intelligent recommendation systems that
personalize our online experiences to self-driving cars navigating complex traffic scenarios, from accurate
medical diagnoses vast patient records to sophisticated financial risk assessments global economies, machine
learning applications are omnipresent, revolutionizing the way we live and work [3].

However, the widespread adoption of machine learning technology has brought to the forefront a
critical concern: privacy protection [4,5]. The training and optimization of machine learning models typically
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demand substantial amounts of data, which have become the “private property” of various data operators [6].
This data often contains sensitive personal information, such as identification numbers [7], cell phone
numbers [8], home addresses, and even biometric data like facial features. In recent years, a series of high-
profile user privacy leakage incidents have shaken public trust, highlighting the urgent need to address
privacy protection in the context of machine learning [9]. As a result, there is an increasing emphasis on
developing methods that can protect personal data while still allowing the seamless operation of machine
learning applications, giving rise to the field of Privacy-Preserving Machine Learning (PPML) [10].

PPML has become an essential area of research and development [11,12]. A crucial question in this
field is how to enable encrypted data computation in machine learning models while maintaining efficiency
and accuracy. One of the key technologies that enable PPML is Homomorphic Encryption (HE). HE is a
revolutionary cryptographic technique that allows computations to be performed on encrypted data without
decrypting it first [13,14]. In other words, with HE, data can remain encrypted throughout the entire machine
learning process, from data collection and storage to model training and prediction. This ensures that even if
the data is accessed by unauthorized parties, they cannot obtain any meaningful information from. However,
the integration of machine learning and homomorphic encryption faces significant challenges [15,16]. First,
encrypted computation leads to a substantial decline in model training and inference efficiency, for instance,
training that originally took hours may extend to days [17,18]. Second, noise during encryption reduces
model accuracy [19].

Meanwhile, the traditional cloud computing architecture faces significant bottlenecks in handling real-
time sensitive privacy computing tasks [20]. All data must be uploaded to the cloud for encryption, leading
to second-level delays in scenarios such as medical diagnosis and autonomous driving. As a distributed
computing model of edge-cloud collaboration, the fog computing framework deploys intelligent fog nodes
at the network edge, sinking data storage and partial encrypted computations to the vicinity of data
sources [21,22]. This can reduce communication latency and provide a new optimization dimension for
the integration of homomorphic encryption and machine learning. In 2017, Cheon et al. [23] proposed the
Cheon-Kim-Kim-Song (CKKS) homomorphic encryption scheme based on the error learning problem.
CKKS bridges the gap between homomorphic encryption and machine learning by combining algebraic
optimizations for efficiency and systematic noise management for accuracy [24]. This scheme has important
practical applications due to its ability to encrypt floating-point numbers as well as its excellent computational
efficiency, thus making it possible to do data analytics, machine learning, and other security applications
based on this in the ciphertext domain.

In terms of the overall framework, it follows the research approach of “basic theory-core technology-
application scenarios-challenges and prospects”. Section 2 systematically introduces the general knowledge
of HE, including its development history, classification methods and basic operation models, which lays a
foundation for the in-depth understanding of the CKKS scheme in the follow up. Section 3 focuses on the
mathematical principles and ciphertext structure design of CKKS based on ring homomorphism mapping,
which is an analysis of the core technology. Sections 4 and 5 place CKKS in specific ML algorithm scenarios.
According to the progressive logic of “development history-specific scheme-summary”, they gradually show
how the technology is put into application and the actual effects. Iig. 1 shows the paper structure.

Specifically, our contributions are as follows:

o This paper combs the historical context of homomorphic encryption technology, dividing it into three
stages: early exploration stage, theoretical breakthrough stage, and efficiency optimization stage. The
CKKS algorithm is introduced with its advantages highlighted.

o This paper reviews the development history of the integration of three machine learning technologies,
KNN, K-means, and face recognition, with homomorphic encryption. By proposing feasible specific
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schemes in typical scenarios, it summarizes their existing deficiencies and the next optimization
directions.

 This paper presents a systematic exploration of the integration of homomorphic encryption and machine
learning from the essence of the technology, application implementation, performance trade-offs,
technological convergence and future pathways to advance technological development.
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Figure 1: Paper structure

2 Homomorphic Encryption

The term “homomorphic” originates from abstract algebra [25]. In algebra, homomorphism refers to
the property where the mapping relationship between two algebraic structures remains unchanged. This
concept has been extended to cryptography, becoming an encryption method that allows certain computable
functions to be performed on encrypted data, while preserving the functional and format characteristics of
the encrypted data. This enables the results of operations performed on encrypted data to be the same as
those obtained after decrypting the data.

Homomorphic encryption (HE) is an encryption scheme that allows a third party, such as a cloud service
provider [26], to perform certain computable functions on encrypted data, while maintaining the functional
and format characteristics of the encrypted data [27]. It enables the results of various operations performed
on encrypted data to be the same as those obtained after the data is decrypted.

2.1 Development History
Homomorphic encryption (HE) has evolved through three distinct phases.

Early Exploration Stage. This stage laid the theoretical foundation for partial homomorphic encryption
(PHE), demonstrated the feasibility of homomorphic encryption and addressed basic privacy computing
needs. In 1978 three cryptographers, Ronald Rivest, Leonard Adleman and Michael Derouzons proposed the
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concept of homomorphic encryption. It allows data to be operated on directly in its encrypted form, with
the results being the same as those obtained from the plaintext after decryption. The RSA algorithm [28]
and the ElGamal algorithm [29], proposed in 1978 and 1985, respectively, support homomorphic operations
on encrypted data for multiplication, but lacking support for complex ML operations like feature scaling
or distance metrics.. The Benaloh algorithm [30] and the Paillier algorithm [31] both support homomor-
phic operations on encrypted data for addition. These partial HE (PHE) schemes supported only single
operations, making them unsuitable for ML workflows involving iterative or mixed arithmetic.

Theoretical Breakthrough Stage. In this stage, fully homomorphic encryption (FHE) was achieved
and adapted to machine learning (ML), enabling ciphertext computations for arbitrary operations and
addressing MLs requirements for complex calculations. Then in 2009, Dijk and Gentry [32] proposed a
fully homomorphic encryption scheme based on the GCD problem, converting the original scheme based
on ideal lattices into an integer-based SWHE, but with no significant improvement in efficiency. In 2012,
Brakerski [33,34] proposed the BFV scheme, which supports homomorphic addition and multiplication,
and theoretically can construct any arithmetic circuit. In 2014, Brakerski et al. proposed the famous BGV
scheme [35] based on the LWE problem, using modulus switching technology to reduce the dimension of
ciphertexts, significantly improving computational efficiency. In 2017, Cheon et al. [23] proposed the CKKS
homomorphic encryption scheme, which is also a fully homomorphic encryption scheme, and its support for
approximate number calculations makes it more feasible than other homomorphic encryption algorithms.
CKKS bridged the gap between HE and ML by natively supporting continuous data types, making it the first
practical choice for privacy-preserving classification and clustering.

Efficiency Optimization Stage. The final stage is dedicated to enhancing HE computation efficiency,
expanding its application to large-scale data and complex ML models, and addressing performance bottle-
necks in practical applications. In 2018, Cheon et al. [36] proposed Bootstrapping technology for approximate
homomorphic encryption, improving the efficiency and practicality of homomorphic encryption. In 2019,
Chillotti et al. [37] proposed the TFHE (Fast Fully Homomorphic Encryption over the Torus) library, which
significantly increased the speed of homomorphic encryption operations. In 2021, Lee et al. [38] proposed
a high-precision bootstrap method for RNS-CKKS homomorphic encryption, which improves the compu-
tational accuracy by optimizing the polynomial approximation and inverse trigonometric functions. Bonte
et al. proposed the FINAL scheme [39], which optimizes the computational efficiency of the homomorphic
encryption based on the fast full homomorphic encryption scheme with NTRU and LWE.

In 2023, Kim et al. [40] proposed the SHARP scheme, an FHE accelerator that uses an efficient
hierarchical microarchitecture with novel data organization and specialized functional units, significantly
reducing the on-chip memory capacity requirements through architectural and software enhancements. In
2024, Hu et al. [41] proposed a faster matrix approximate homomorphic encryption method. By optimizing
the encoding method and homomorphic operation of matrix operations, the efficiency of homomorphic
encryption in processing matrix operations is improved. Lee and Shin [42] proposed a new floating
point fully homomorphic encryption scheme that is able to detect the overflow of encrypted data during
homomorphic computation, thus introducing an overflow detection mechanism. In 2025, Aguilar-Melchor
et al. [43] proposed a secret key encryption scheme based on random rank metric ideal linear coding and
a simple decryption circuit, which is the first homomorphic encryption scheme based on random ideal
codes. Fig. 2 illustrates the development of homomorphic encryption.



Comput Mater Contin. 2025;85(1) 93

Farly Exploration Stage Theoretical Breakthrough Stage Ffficiency Optimization Stage

Spy

4

®a, %
S o
‘ﬁ? "]0,93
o 2,
'O, /iy =
Uy, =
# “-’/{{, 3,
%k ~zg
5 s
G <0
<
6’1‘3‘{/ )
< 0 ]
. 30 =
a2 . e
<0
wy, 2 =
ep (27}
£
& g, “a9
:ZG‘Q’?J R/
e/ 90
'
.
Sq 79 s
PN

Figure 2: Development of homomorphic encryption

2.2 Operation Model

HE schemes primarily involve four operations [44]: key generation, encryption, decryption, and
evaluation. Key generation is for generating secret and public key pairs in the asymmetric version or a
single key in the symmetric version. Encryption and decryption are similar to the classic tasks in traditional
encryption schemes. However, evaluation is a specific operation of HE, which takes ciphertext as input and
outputs a ciphertext corresponding to the function of the plaintext. The evaluation operation is crucial in
homomorphic encryption, as it must preserve the format of the ciphertext after the evaluation process to
ensure correct decryption. Additionally, the size of the ciphertext should be constant to support an unlimited
number of operations. Otherwise, the increase in ciphertext size would require more resources, limiting the
number of operations. Specifically:

Key Generation Algorithm: KeyGen (1) — (pk, sk)
Encryption:(m, pk) — ¢

Decryption:(m, pk) — ¢

Evaluation: (pk,C,¢j,¢z...,¢,) > ¢

Ll

2.3 Classification of Homomorphic Encryption Algorithms

1. Partial Homomorphic Encryption (PHE)
Algorithms that satisfy limited homomorphic properties but not arbitrary homomorphic proper-
ties. Examples include RSA [28], ElGamal [29], and Rabin. Multiplicative homomorphic encryption
algorithms: RSA [28], ElGamal [29]; Additive homomorphic encryption algorithms: Paillier [31].

2. Somewhat Homomorphic Encryption (SWHE)
Can support additive and multiplicative homomorphic operations, but the number of operations is
limited. For example, the Boneh-Goh-Nissim scheme [45].
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3. Fully Homomorphic Encryption (FHE)
Supports any operation with no limit on the number of operations. FHE can perform any operation
on encrypted data without any limit on the number of operations. One branch focuses on computing
arithmetic circuits (BFV, BGV, CKKS), based on the hierarchical homomorphic encryption (LHE)
of RLWE, while another focuses on computing Boolean circuits (FHEW, TFHE), based on efficient
bootstrapping technology.

The classification of classical algorithms for homomorphic encryption, the supporting operations and
the difficult problems they rely on are summarized in Table 1.

Table 1: Homomorphic encryption algorithms

Algorithm Classification Supported operations Dependent hard problem
scheme
RSA [28] PHE Unlimited multiplication Integer factorization
problem
ElGamal [29] PHE Unlimited multiplication Discrete logarithm problem
Rabin [46] PHE Unlimited multiplication Integer factorization
problem
Paillier [31] PHE Unlimited addition Composite residuosity
assumption problem
BGN [45] SWHE Unlimited addition and Learning with errors (LWE)
one-time multiplication problem
BFV [33,34] FHE Unlimited addition and Ring learning with errors
multiplication (RLWE) problem
BGV [35] FHE Unlimited addition and Ring learning with errors
multiplication (RLWE) problem
CKKS [23] FHE Limited addition and Ring learning with errors
multiplication (RLWE) problem

3 CKKS Algorithm

In Section 4, we will introduce three specific schemes that combine machine learning with homo-
morphic encryption technology. Thees schemes in this paper are designed based on the CKKS algorithm
scheme. Cheon et al. [23] proposed a hierarchical FHE scheme that can support floating point approximation
computation, which is divided into initialization, key generation, encoding, decoding, encryption, decryp-
tion, computation and rescaling. Firstly, the mathematical basis and ciphertext structure in CKKS scheme
are introduced.

Mathematical foundations: For the homomorphic algorithm based on the RLWE puzzle, the plaintext
space Zq[X]/ (XN + 1) (N is a power square of 2), and the plaintext space of the CKKS algorithm is the
complex vector spacel. In order to realize the mapping between the two spaces, the plaintext coding and
decoding using ring homomorphism is proposed. This mapping is realized by a series of encoding and
encryption operations as well as homomorphic arithmetic rules, in order to perform approximate arithmetic
operations on the ciphertext and finally to be able to correctly map the result of the ciphertext operations
back to the plaintext space for decryption.
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Ciphertext structure: The CKKS ciphertext structure is designed based on the learning error (LWE)
problem and polynomial rings in lattice cryptography [47]. Its ciphertext is usually in the form of a vector
consisting of two polynomials, generally denoted as ¢ = (¢, ¢1), where ¢ and ¢; are both polynomials in the
polynomial ring Z4[X]/ (XN + 1). The key generation process is closely related to the ciphertext construction,
and will be specifically described in the CKKS algorithm flow [48].

Brief description of the CKKS algorithm: We will present the CKKS algorithm in the form of a

-

flowchart in Fig. 3.
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Figure 3: CKKS algorithm

The CKKS algorithm is based on ring homomorphism. During initialization, it first determines
security parameters, ring dimensions, moduli, and other fundamental frameworks, along with probability
distributions. In key generation, private keys, public keys, and auxiliary computation keys are constructed
to enable coordinated key management. Through encoding, plaintext in the form of complex vectors is
mapped to ring elements, achieving the adaptation of continuous values to discrete rings. During encryption,
ciphertext is generated by combining public keys and random noise, with noise injection ensuring security.
In homomorphic operations, addition is realized via direct component-wise addition, while multiplication
leverages auxiliary keys and is followed by rescaling to suppress noise growth; the rescaling operation reduces
the ciphertext modulus to control noise. Decryption utilizes the linear relationship between private keys
and ciphertext to extract plaintext in the form of ring representations. Finally, decoding restores the orig-
inal complex vectors through inverse mapping, forming a “encrypted computation-decrypted restoration”
closed loop, supporting approximate arithmetic operations and providing a solution for computations in
encrypted scenarios.

L. Initialization: Given security parameters A, algorithm depth limit L, selection of suitable parameters
N, g and P. For a base integer g and P, set the modulus of the ciphertext q; = p' (1 < I < L). Selected key, error
learning, encryption settings distribution yx, e, Yenc 0n Z4[X]/ (XN + 1), respectively. Output parameter
params = {N, q, P, L, Xk, Xe> Xenc }-

2. KeyGeneration(sk, pk,evk) < CKKS.Key(params): Random sample generating s < y,
a,a’ < Ry, e,e’ < x., and setting the secret key sk =(l,s). Ordering a < R,,, and calculating
b=-a-s+emodQ, so that the public key is pk < (b, a). Calculating b’ = —a’ - s + ¢’ + g;s*modP - Q, so
that auxiliary computation key evk < (b’,a").
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3. Encoding: In this step, firstly defining canonical embedding mappings o:Ym e C[X]/
(XN +1), a(m)=(m(&),m(&),...,m (&) eCN. Then defining that the subring of CV is
H ={zeCN:z; =zy_;}. Defining natural projection mapping m:Vt € H,n(t) = (to, t1,...ty/2), SO its
inverse map is 7', 0~'. And A is the scaling factor, which is used to scale up the integer part. To calculate
m(X)=0"' (A -n7'(2)) € R,

4. Encryptedc < CKKS.enc(pk, m): For the explicit polynomial m(X) € R,, randomly selecting to
produce r < Yenc, €0, €1 < Xenc. Getting r < pk -1+ (m + e, e;)modQ.

5. Operation:

Homomorphic addition: ¢,454 < CKKS.add(c,¢"). Entering two ciphertexts ¢ = (co, ¢1), ¢’ = (¢}, ¢1),
$0 Cagq = € + ¢'modqy = (co + ¢}, c1 + ¢])modqy.

homomorphic multiplication: c,,,;; < CKKS.mult(c,c’, evk). Entering two ciphertexts, ¢ = (¢, ¢1),
¢’ = (¢}, ¢]) and auxiliary computation key. Calculating c,,,,;; = (do, d1) + | P - d, - evk|modq;.

6. rescalingRescale;_; (¢):

Since the multiplication operation introduces an increase in noise, a rescaling operation is performed
after each multiplication. Give the level-I ciphertext ¢, where I’ < I, and the subsequent output ¢’ = |g'~" -
c|modq.

7. Decryptedm < CKKS.dec(sk, c):

Let ¢ = (¢, c1) and then output explicit polynomials m <« ¢y + ¢; - s(modqyr).

8. Eecoding: Decode decrypted polynomials into raw floating point numbers.

Decode(z) =n (o (A (2))) e CN.

4 Machine Learning

Machine learning is a multidisciplinary professional field [49] that covers knowledge of probability
theory, statistics, approximation theory, and complex algorithms [50]. It uses computers as tools and is
committed to real-time simulation of human learning methods [51]. It also divides existing content into
knowledge structures to effectively improve learning efficiency.

Machine-learning models can be divided into three categories: Machine learning models can be
categorized into supervised (a) and unsupervised (b) models and are listed separately here as probabilistic
(c) models [52]. Supervised models rely on labeled data to learn mapping relationships, while unsupervised
models mine the intrinsic structure of unlabeled data, as illustrated in Fig. 4. In practice, the data labeling
situation is often the primary consideration for model selection, and corresponding models are used for
different situations. The following describes the basic concepts of machine learning techniques used in the
scheme of this paper.

Unsuperssd Model
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(a)Supervised models (b)Unsupervised models (c)Probabilistic models

Figure 4: Classification of machine learning models
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4.1 Machine Learning Based on Homomorphic Encryption

As fully homomorphic encryption technology gradually matures, the application of fully homomorphic
encryption has become the focus of attention for researchers. At the same time, there are also many studies
on using machine learning algorithms including neural networks to make predictions on homomorphi-
encrypted data [53,54]. However, compared with training models, using models for prediction has a much
simpler computational amount. As the combination of homomorphic encryption and machine learning
related fields gradually matures, many studies have started to train models on encrypted data [55,56].
Nevertheless, because the operations that can be performed on ciphertext data are limited, in statistical
analysis, people have to use some iterative algorithms to replace some steps in traditional calculation models.
And due to the limitations of the ciphertext space, how to perform large-scale iterative operations while
ensuring computational efficiency and accuracy is a thorny problem. Table 2 shows some examples of
homomorphic encryption combined with machine learning.

Table 2: Machine learning based on homomorphic encryption

Machine learning model Reference Supported operations
Ciphertext-state linear model [57] CKKS
Ciphertext-state Nearest Neighbor [58] CKKS
Ciphertext-state decision tree [59] TFHE TFHE library
Ciphertext-state neural network [60] Non-approximate homomorphic

encryption scheme

Ciphertext-state Boosting [61] Paillier
Ciphertext-state clustering [62] CKKS FHE scheme
Ciphertext-state dimensionality reduction [63] CKKS
Ciphertext-state Bagging Not yet
implemented

5 Applications of Homomorphic Encryption in Machine Learning Algorithms

The integration of machine learning and homomorphic encryption is a key direction in information
security. Since the homomorphic encryption concept emerged in the 1970s and began fusing with machine
learning in the early 21st century, it has gone through theoretical, practical and improvement stages. Fully
homomorphic encryption breakthroughs have accelerated research, but issues like high encryption cost, slow
training and poor algorithm adaptability remain.

This section will respectively sort out the development history of the integration of KNN, K-means,
face recognition technology with homomorphic encryption. By designing specific schemes and revealing
technical bottlenecks through experiments, we will revisit the historical unresolved problems.

5.1 Secure KNN Classification Scheme Based on Homomorphic Encryption

Development History. In 1968, Cover and Hart proposed the KNN algorithm [64]. This algorithm
is one of the classic machine-learning algorithms. Due to its simple algorithm structure and remarkable
classification performance, it can be well applied in data mining and statistical fields. Thus, it was rated as
one of the top ten data-mining algorithms and is widely used in many fields such as classification, regression,
and missing-value imputation.
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Traditional KNN classification schemes mainly include two types [65,66]. One is to assign the optimal
k value to all test samples, and the other is to assign different k values pre-defined by experts to different
test samples. In recent years, extensive research has been carried out around the KNN algorithm. In 2021,
Zhu et al. [67] proposed an ML-KNN integration scheme for classification algorithm recommendation to
tully utilize the diversity of different data features. Levchenko et al. [68] achieved KNN queries on large-scale
time-series databases based on iISAX and sketch techniques.

To protect the security of users’ private data, researchers have also conducted a large amount of research
on KNN classification on ciphertexts. In 2017, Li et al. [69] proposed two secure and efficient dynamic
searchable symmetric encryption (SEDSSE) schemes for medical cloud data. By constructing a dynamic
searchable symmetric encryption scheme through a secure KNN scheme and ABE technology, it realizes
forward and backward privacy security at the same time, and also proposes an enhanced scheme to effectively
solve the key-sharing problem brought about by using KNN to achieve search encryption. In 2020, Parvin
et al. [70] developed an electronic medical record analysis system on the blockchain based on the KNN
and LDA algorithms, which is used for the automatic and secure sharing of medical data sets among
medical experts. Zheng et al. [71] proposed an efficient privacy-preserving inverse kNN query scheme for
high-dimensional data (PHRKNN). The scheme indexes the data by an improved M-tree (MM-tree) and
designs the encryption scheme for the filtering and refining phases in combination with lightweight matrix
encryption. In 2024, Behera and Prathuri [72] proposed an FPGA based hardware accelerator for performing
the K-Nearest Neighbor classification in machine learning on mobile devices. Liu and Xing [73] proposed
an encrypted data inner product kNN secure query scheme based on BALL-PB tree. The scheme indexes the
data through BALL-PB tree and utilizes encryption to protect the query and data privacy.

By connecting key studies from 2020 to 2024, this passage reveals the distributed evolution path of
homomorphic encryption (HE) in secure KNN classification, from technical breakthroughs (Vector Homo-
morphic Encryption [74], multi-key protocols [75]) to challenges (computational complexity [76]) and then
to optimizations (stochastic evaluation [75], multi-party collaboration [77]). It ultimately demonstrates how
HE has propelled KNN from theoretical privacy protection to practical distributed application scenarios.
In 2020, in order to classify large scale ciphertext data in distributed servers, Yang et al. [74] designed a
vector homomorphic encryption (VHE) scheme by constructing key-switching matrices and noise matrices,
and based on this, constructed a secure distributed KNN classification algorithm (SEEDkKNN). However,
this algorithm requires efficient data transmission and processing between IoT devices and cloud servers.
In 2022, Ameur et al. [76] proposed a non-interactive KNN classifier scheme based on symmetric full
homomorphic encryption by utilizing symmetric full homomorphic encryption, but the computational
complexity of full homomorphic encryption is high, which will affect the system efficiency. In 2024,
Petrean and Potolea [75]proposed a stochastic kNN evaluation scheme based on multi-key homomorphic
encryption. But The scheme also has high computational complexity, significant implementation complexity,
and limited applicability. In 2023, Wang et al. [77] proposed an outsourced privacy-preserving KNN
classifier model based on multi-key homomorphic encryption (kNNCM-MKHE). The scheme supports
collaborative evaluation of kNN classifiers by multiple model owners through the multi-key Brakerski-
Gentry-Vaikuntanathan (BGV) protocol. Model owners upload encrypted models to a third-party evaluator,
who completes the classification task without decrypting them and returns the results securely to the user,
ensuring data and model privacy, but communication overhead can be high due to the need to transfer
encrypted data between multiple participants.

In general, in the integration of KNN with homomorphic encryption (HE) and machine learning,
key inadequacies include: early privacy-computation conflicts in plaintext KNN and partial HE; high FHE
complexity, floating-point errors, and noise-limited depth; heavy distributed communication overhead,
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static data inflexibility; cross-domain multi-key complexity with privacy-accuracy trade-offs; edge device
latency and high framework integration costs. As shown in Table 3, a comprehensive analysis of the strengths
and weaknesses of KNN combined with homomorphic encryption in this article is provided.

Table 3: Summary of papers in the application fields of KNN

Scheme

Year

Contributions

Drawbacks

Lietal. [69]

Parvin
etal. [70]

Zheng
etal. [71]

Behera and
Prathuri [72]

Liu and
Xing [73]

Yang et al. [74]

Liu and Li [78]

2017

2020

2023

2024

2025

2020

2021

Proposed a secure and efficient
dynamic searchable symmetric
encryption scheme for
protecting medical cloud data.
Proposed a KNN method for
blockchain based electronic
health record analysis, which
can automatically and securely
share medical datasets among
medical experts.
Proposed an efficient
privacy-preserving inverse kNN
query scheme for
high-dimensional data
(PHRKNN).

Proposed an FPGA-based
acceleration method for
executing the K-(KNN)

algorithm on fully
homomorphic encrypted (FHE)
data.

Proposed an encrypted data
inner product kNN secure
query scheme based on
BALL-PB tree.

Proposed a secure and efficient
KNN classification algorithm
for industrial Internet of Things.

Proposed an algorithm for
k-nearest neighbor queries on
encrypted data.

This scheme requires complex
key management and access
control mechanisms to ensure
data security and privacy.
This method requires
implementing complex smart
contracts on the blockchain to
support the KNN algorithm.

The computational complexity
of this encryption scheme is
high, especially when dealing

with large-scale datasets, where

computational efficiency may
become a bottleneck.

It may consume more hardware

resources.

In a large-scale distributed

environment, the scalability and

concurrent processing

capability of the scheme may be
challenged when multiple users

initiate query requests at the
same time.

This algorithm requires efficient

data transmission and

processing between IoT devices

and cloud servers.
The algorithm needs to handle
the complexity of encrypted
data, especially in scenarios

with large amounts of data and

frequent queries.

(Continued)
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Table 3 (continued)

Scheme Year Contributions Drawbacks
Ameur 2022 The scheme proposed a The algorithm may lead to
etal. [76] non-interactive kNN classifier ~ higher computational cost when
scheme based on symmetric full ~dealing with large-scale datasets
homomorphic encryption by and the performance may be
utilizing symmetric full limited.
homomorphic encryption.
Petrean and 2024 Proposed a random k-nearest The scheme also has high
Potolea [75] neighbor evaluation scheme computational complexity,
based on multi-key significant implementation
homomorphic encryption. It complexity, and limited
enhanced the security and applicability.

robustness of the algorithm
through randomization and
multi-key support.

Wang 2023 Proposed an outsourced Communication overhead can
etal. [77] privacy-preserving kNN be high due to the need to
classifier model based on transfer encrypted data between
multi-key homomorphic multiple participants.

encryption (kNNCM-MKHE).

Specific Scheme. This section [58] introduces a secure KNN classification scheme based on the CKKS
homomorphic encryption scheme. In Liu’s paper, the scheme achieves floating-point ciphertext computation
via ring homomorphic mapping, demonstrating 97% classification accuracy on the IRIS dataset with a
3-fold efficiency improvement over Paillier. By optimizing matrix transposition and batch inner products,
it reduces the classification time for 1000 samples from 280 to 145 ms while cutting memory usage by 60%.
The semi-trusted user-cloud model ensures data privacy through CKKS semantic security, addressing the
bottlenecks of traditional HE in KNN's floating-point processing and distributed efficiency. The model of
the secure KNN classification scheme consists of two parts: the user (USER) and the cloud service provider
(CSP). The CSP can provide remote storage and computing services for the USER. The USER has a large
amount of local data and enjoys the services provided by the CSP. The specific solution is shown in Fig. 5.
The division of labor of each part is as follows:

1. User (USER): Generates public and secret keys locally, encrypts data and uploads it to the CSP, and
decrypts the ciphertext calculation results.

2. Cloud Service Provider (CSP): Provides remote storage and computing services for the USER. It
has strong storage and computing capabilities, is responsible for storing the ciphertext data uploaded by the
USER, calculating the similarity between the encrypted sample to be classified and other ciphertext samples,
and returning the ciphertext results to the USER.
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Figure 5: Secure KNN classification scheme model

First, the USER generates public and secret keys locally, encrypts the locally known-category samples
and sends them to the CSP. The CSP receives and stores these ciphertext samples. When the USER receives
a new sample to be classified, it encrypts the sample locally and sends it to the CSP. The CSP receives it,
calculates the similarity between the encrypted sample to be classified and other ciphertext samples in the
server, and then sends the ciphertext calculation results to the USER. The USER receives and decrypts the
ciphertext calculation results returned by the CSP, selects the k samples with the highest similarity, and
determines the category label of the sample to be classified according to the voting rule.

The algorithm of this scheme is divided into two stages: data initialization and classification. The specific
operation steps are as follows:

1.  Data Initialization:

(a)

(b)

First, the USER standardizes the characteristic indicators of the local data samples. Calculate
I~ wherei€[1,n],je[l,m],and 7; = L Y1, x;; represents the mean value of the j-th

characteristic indicator, and var(x;) represents the standard deviation of the j-th characteristic
indicator. After standardization, the data is [ (X, Y1), (X2, Y2), ..., (X3, Y3)]. The mean value of
the characteristic indicators is 0, the variance is 1, and the data is dimensionless.

The USER generates public and secret keys (pk,sk) locally, encrypts the feature indicators
and category labels in the original data and the standardized data, respectively, obtaining
(enc_X, enc_Y)and (enc_X, enc_Y), and uploads both to the CSP for storage at the same time.

2. Classification:

(a)

(b)
()

After receiving a new sample X’ to be classified, the CSUSER first standardizes its feature
indicators to obtain X’, then encrypts it using the public key pk to get enc_X, and sends the
encrypted result as a query matrix to the CSP.

After receiving the query matrix, the CSP calculates the similarity enc_result between the sample
to be classified and other known-category samples in the ciphertext, and returns it to the CSUSER.
The CSUSER decrypts enc_result, selects the top k samples with the highest similarity, and
obtains the classification label Y’ of the sample to be classified according to the voting rule.
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3. Security Similarity Calculation Method: This scheme uses Euclidean distance, Pearson correlation
coefficient and cosine similarity to measure the similarity between samples.

(a)

(b)

()

Euclidean distance: Euclidean distance is the most common similarity measure, which is widely
used in various scenarios such as k-Means clustering algorithms and face recognition. The
traditional method of calculating Euclidean distance is to directly calculate the absolute distance
between points in a multidimensional space, and also to calculate the Euclidean distance between
samples by matrix inner product. The two methods of calculating Euclidean distance are described
below, respectively.

Method 1: Since the ciphertext encrypted through CKKS homomorphic encryption algorithm
cannot be directly subjected to open-square operation, the distance is not subjected to open-
square operation here, and the ciphertext distance between the samples to be categorized and
the samples of known categories is expressed as follows. The smaller the distance, the higher the
similarity between the two samples.

n
enc_d; = (enc_X' - enc_X)* = Z(enc_f(,{ —enc_X;)? 1)
i-1

Method 2: Before uploading the data, USER computes X! = (1, XX X' T)T as well as
X, = (X X, 1,-2X T) T, respectively, which are encrypted and uploaded to the CSP.

enc_d, = enc_XTenc_X, = (enc_X' — enc_X)* (2)

Pearson correlation coefficient: The effect of the magnitude of the different adjustment metrics
on the Euclidean distance is relatively large due to the sample. Therefore, in some applications,
people often choose Pearson’s correlation coeflicient, which is not sensitive to the magnitude, to
measure the similarity between samples.

(enc_X - enc_X)T(enc_X’ —enc_X") enc XTenc X'
enc_p = =

- - = (3)
|enc_X — enc_X| |enc_X' — enc_X'| n-1
Clip angle cosine: Clip angle cosine is similar to Pearson’s correlation coefficient. It measures
similarity by calculating the cosine of the angle between two samples in vector space, so the
method focuses more on the difference between two vectors in terms of direction rather than
distance metrics.

2
enc_X'Tenc_ X (enc_X' Tenc X )?
enc_c = (4)

lenc_X'||enc_X|) ~ (enc_X'Tenc_X") (enc_XTenc_X)

Similarly, since CKKS ciphertexts cannot directly perform open-square operations, the cosine
similarity calculation process in the protocol is as follows: Since CKKS ciphertexts cannot directly
perform division operations in terms of practical implementation. So the CSP will actually
return the values (enc_X'Tenc_X)*and (enc_X'Tenc_X")(enc_XTenc_X) to the USER, which
decrypts them and performs a division operation on the plaintext.

Summary. In the integration of KNN with homomorphic encryption and machine learning, key chal-
lenges include early privacy-computation conflicts in plaintext KNN with partial HE, high FHE complexity,
floating-point errors, noise-limited model depth, heavy distributed communication overhead, static data

inflexibility, cross-domain multi-key complexity with privacy-accuracy trade-offs, and edge device latency
with insufficient hardware acceleration.
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Liu’s scheme [58] addresses these via ring homomorphic mapping for floating-point ciphertext com-
putation, optimizing matrix operations to enhance efficiency. Leveraging CKKS semantic security in a
semi-trusted model, it resolves traditional HE bottlenecks in KNN’s floating-point processing. However,
critical gaps remain: inadequate dynamic data adaptation, limited deep complex model support, lack of
multi-institutional solutions, and suboptimal edge device hardware acceleration.

However, traditional schemes still face efficiency bottlenecks in fog computing environments: their
static offloading mechanisms centralize all encrypted computations in the cloud [79]. In contrast, SLO-aware
strategies achieve optimization through dynamic hierarchical scheduling [80], including upgraded decision
logic and reconstructed computational resource allocation.

5.2 Secure K-Means Clustering Protocol Based on Homomorphic Encryption

Development History. In 2007, Bunn and Ostrovsky [81] proposed a privacy-preserving two-party K-
means clustering protocol based on the Paillier homomorphic encryption scheme. In 2014, Liu et al. [82]
proposed a K-means clustering method based on the homomorphic encryption scheme. This method
enables cloud service providers to compare encrypted distances with the trapdoor information provided
by data owners, thus maintaining the distance order between data objects and cluster centers. In 2018,
Jaschke and Armknecht [83] improved the K-means algorithm, enhancing its efficiency, and proposed a fully
homomorphic encrypted K-means algorithm. This scheme uses natural encoding that allows division to
solve the division operation problem. Although it theoretically addresses the challenge of division operations,
the homomorphic operation efficiency is low. In addition, researchers have also designed some other secure
clustering algorithms. In 2021, Jia et al. [84] proposed a privacy-preserving method for the DBSCAN
clustering based on homomorphic encryption and designed a ciphertext comparison operation.

In 2022, Zuo et al. [85] proposed a privacy-preserving K-means clustering algorithm under blockchain
multi-chains. By leveraging the concept of homomorphic encryption, it realizes K-means clustering under
multi-chains, addresses potential collusion and eavesdropping attacks, and prevents data leakage. In 2022,
Tu et al. [86] proposed a secure K-means clustering scheme in cloud environment based on homomorphic
encryption to prevent data leakage through secure protocol design, but the computational complexity of
using homomorphic encryption is high, which may affect the efficiency of the system. In 2023, Zhang
et al. [87] proposed an outsourced multi-party k-means clustering scheme based on multi-key fully homo-
morphic encryption. This scheme allows multiple data owners to encrypt their data and upload it to the
cloud, where a third party performs the clustering operation, but requires complex key management and
protocol design. Rovida [88] proposes an approximate homomorphic k-means clustering algorithm based
on the masking technique to reduce the computational complexity while maintaining a high level of privacy
protection through the masking technique.

In 2024, Qiu et al. [89] designed a series of security protocols based on the PHE scheme, including
the secure squared Euclidean distance protocol, the encrypted distance comparison protocol, and the key
techniques for realizing privacy-preserving clustering. And zhang et al. [90] proposed a privacy-preserving
clustering scheme based on full homomorphic encryption (FHE), which reduces the number of interactions
required in the clustering process and supports clustering of large-scale datasets through the minimum
value lookup and the minimum index computation of one-dimensional vectors. But the high computational
complexity of fully homomorphic encryption (FHE) may significantly impact the efficiency of the system.

In general, the integration of K-means with HE has always faced a triangular trade-off among privacy
protection, computational efficiency, and model accuracy: early partial HE schemes caused dual losses
in efficiency and accuracy due to limited functionality; fully homomorphic solutions, though theoreti-
cally complete, suffer from excessively high computational complexity; communication overhead and key
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management challenges in distributed and dynamic scenarios further restrict practicality; while hardware
adaptation issues and security vulnerabilities hinder technological implementation. Table 4 systematically
elucidates the merits and demerits of integrating K-means with homomorphic encryption as presented in

this article.

Table 4: Summary of papers in the application fields of K-means

Scheme Year Contributions Drawbacks
Bunn and 2007 Proposed a privacy preserving There may be challenges in
Ostrovsky [81] two-party K-means clustering computational and
protocol. communication efficiency,
especially when processing
large scale datasets.
Liu et al. [82] 2014 Proposed a privacy-preserving It requires a high level of trust
method that allows users to between users and cloud
securely outsource their databases service providers.
and clustering processes in a
cloud environment.
Jaschke and 2018 Studied the possibility of Executing complex machine
Armknecht [83] unsupervised machine learning learning algorithms on
on encrypted data, including the  encrypted data may encounter
K-means clustering algorithm. performance bottlenecks.
Zuo et al. [85] 2024 This paper proposed a data The combination of
privacy protecting K-means blockchain and privacy
clustering algorithm in a computing technologies may
blockchain multi-chain increase computational
environment, which can perform  complexity, especially when
effective data clustering analysis processing large-scale
while protecting data privacy. datasets.
Tu et al. [86] 2022 Proposed a secure k-means The computational
clustering scheme in cloud complexity of using
environment based on homomorphic encryption is
homomorphic encryption to high, which may affect the
prevent data leakage through efficiency of the system.
secure protocol design.
Zhang 2023 Proposed an outsourced Due to the high
etal. [87] multi-party k-means clustering computational complexity, it

scheme based on multi-key fully

homomorphic encryption. This
scheme allows multiple data

owners to encrypt their data and

upload it to the cloud, where a
third party performs the
clustering operation

may affect the system
efficiency. And it requires
complex key management and
protocol design, which is
difficult to implement.

(Continued)
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Table 4 (continued)

Scheme Year Contributions Drawbacks
Rovida [88] 2023 Proposed an approximate Since it is an approximate
homomorphic k-means clustering  algorithm, the accuracy of the
algorithm based on the masking clustering results may be
technique to reduce the lower than the exact
computational complexity. algorithm. May need to be
optimized for specific
application scenarios.
Qiu et al. [89] 2024 Designed a series of security Primarily for distributed data,
protocols based on the PHE further optimization may be
scheme. required for other types of
data.
Zhang 2024 Proposed a privacy-preserving The high computational
etal. [90] clustering scheme based on full complexity of fully
homomorphic encryption (FHE), homomorphic encryption
which reduces the number of (FHE) may significantly
interactions required in the impact the efficiency of the
clustering process and supports system.

clustering of large-scale datasets.

Specific Scheme. This section [86] introduces a secure K-means classification scheme based on the
CKKS homomorphic encryption scheme named CKKSKM. This proposed solution shares a similar design
philosophy with the approach presented in section [58], which integrates homomorphic encryption with
the KNN algorithm. The primary distinction lies in the choice of machine learning algorithms employed.
While the previous work in section leveraged the KNN algorithm, this solution utilizes a different algorithm,
enabling a unique approach to data processing and model training under the framework of homomorphic
encryption. Next, we will introduce the scheme, which mainly consists of two parties: the user (USER) and
the cloud service provider (CSP).

1. User (USER): The user has a large amount of data. They generate public and secret keys locally, encrypt
the outsourced data, and then outsource the data to the CSP in ciphertext form for storage and processing.

2. Cloud Service Provider (CSP): The CSP has massive storage space and powerful data processing
capabilities. It can provide outsourced data storage and computing services for the USER, store the ciphertext
data uploaded by the USER, and perform operations on the ciphertext data.

In the CKKSKM model, the CSP is semi-trusted and can provide remote storage and computing services
for the USER. The USER has a large amount of data to process. After encrypting the data, it transmits the
data to the cloud server in ciphertext form and utilizes the CSP for data storage and processing.

As shown in the Fig. 6, the specific interaction process is as follows. First, the USER generates a public
secret key pair, encrypts the sample data to be classified, and sends the encrypted ciphertext to the CSP. After
receiving the ciphertext data sent by the USER, the CSP stores the ciphertext data in the cloud server. When
it is necessary to calculate the ciphertext data stored in the CSP, the USER selects the initial cluster centers
locally according to requirements, encrypts them, and sends them to the CSP in ciphertext form. The CSP
receives the ciphertext data, calculates the similarity between the ciphertext samples stored in the server and
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the ciphertext data of the uploaded cluster centers, and iteratively completes the K-means clustering. When
the calculation result converges, the CSP sends the calculation result in ciphertext form to the USER. The
USER receives the ciphertext calculation result returned by the CSP and decrypts it with the secret key to
obtain the final clustering result.

Public key —
’—‘—t CKKS_Encrypt{) —— Ciphertext Data
) /—- Data

CSUSER

&

CKKSKM

Ciphertext result

4 |
A4

CKKS_Dncrypt() =+—————— Ciphertext result

—— Private key
CSP

Figure 6: CKKSKM model

The CKKSKM protocol can be divided into two stages: the data pre-processing stage and the sample
clustering stage. The specific steps are as follows:

Data Pre-processing. Suppose the feature indicators of the known-category sample data uploaded by the
user are [ X}, X5, ..., X, ], where X = (x1, %2, ..., Xp) T To facilitate data processing and avoid the impact of
large variances and means on the data clustering process, the samples to be classified are standardized locally.
Assume there are n samples to be classified, and each sample is represented by m feature indicators.

First, the USER detects outliers in the samples to be classified, and then calculates the average
value of the j-th feature indicator in the samples to be classified as x; = % Y.i-1 xij, where j e [1,m], and

1 —
calculates the standard deviation of the j-th feature indicator as var(x;) = 1 > (xi i— xj). Then, the
n—

samples to be classified are standardized. The j-th feature indicator of the i-th sample to be classified after
Xij—X; - — —
%, and thus [Xj, X,,..., X,] is obtained. After the user standardizes the
var(x;
samples to be classified, the average value of the feature indicators becomes 0, the variance becomes 1,
and the data has no dimension. After the data processing is completed, the user generates a public-secret
key pair (pk, sk) locally. The user uses the public key pk to encrypt the original feature indicators X and
the standardized feature indicators X of the samples to be classified. Finally, the encrypted original feature

indicators enc_X and standardized feature indicators enc_X are sent to the cloud server for storage.

standardization is %;; =

Summary. Generalky, in integrating K-means with homomorphic encryption, the triangular trade-oft
among privacy protection, computational efficiency, and model accuracy remains persistent. Early partial
homomorphic encryption schemes lead to dual losses in efficiency and accuracy due to limited functionality,
while fully homomorphic solutions suffer from excessively high computational complexity. Communication
overhead and key management challenges in distributed and dynamic scenarios further restrict practicality,
and hardware adaptation issues together with security vulnerabilities hinder technological implementation.
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Tu’s scheme [86], based on CKKS homomorphic encryption, preprocesses data and employs Euclidean
distance to calculate similarity, ensuring data accuracy while reducing computational overhead. It addresses
privacy security issues and lowers user overhead when outsourcing data to the cloud for storage and
computation. However, it still has limitations: lack of dynamic data adaptation, insufficient support for high-
dimensional features in deep models, inadequate multi-institutional collaboration capabilities, poor edge
device compatibility, post-quantum security vulnerabilities, and iterative noise accumulation, which restrict
its application in real-time and complex scenarios.

5.3 Secure Face Recognition Scheme Based on Homomorphic Encryption

Development History. With the rapid development of deep learning and big data technologies, artificial
intelligence has made significant breakthroughs [91], pushing face recognition accuracy to new heights [92].
Early face recognition relied on fixed algorithms like PCA and SIFT algorithm [93].

To address security issues such as user privacy leakage, researchers began to study face recognition in the
ciphertext domain. In 2017, Ma et al. [94] implemented encrypted face recognition in a cloud environment
based on the Paillier homomorphic encryption algorithm and DNN. However, due to the nature of the
Paillier homomorphic encryption algorithm, complex calculations could not be performed. In 2020, Yang
etal. [95] proposed a recognition scheme based on encrypted face images using the Krawtchouk matrix and
the Paillier homomorphic encryption algorithm. However, the encryption efficiency needed to be improved,
and the recognition accuracy on the ORL database only reached 87.22%. In 2021, Khan et al. [96] proposed
a face recognition scheme in the encrypted domain. They encrypted data using the Paillier algorithm,
extracted image features through RLTP (Radial Local Ternary Pattern), calculated the Euclidean distance in
the ciphertext domain, and demonstrated the feasibility of the scheme through experiments. However, the
recognition accuracy was lower than that of the original recognition scheme, and the computational cost
was high. At present, most of the homomorphic encryption algorithms combined with face recognition are
partial homomorphic encryption algorithms, and the available computational operations are very limited.

In 2022, Yang et al. [97] proposed a privacy preserving facial recognition system based on homomorphic
encryption. The system protects the facial feature templates by homomorphic encryption to ensure the
privacy of the data during the identity verification process. But it requires high quality pre-trained models
to extract facial features, increasing system complexity. In 2024, Crihan et al. [98] conducted preliminary
experiments on real-world authentication mechanisms based on facial recognition and full homomorphic
encryption. The study experimentally verifies the feasibility of full homomorphic encryption for facial recog-
nition and suggests optimizations. Ahmad Jalali and Chen [99] proposed a federated learning framework
combining blockchain and fully homomorphic encryption for chatbot security system. The framework
protects data privacy through cryptography while ensuring data immutability using blockchain technology.
In 2025, Serengil and Ozpinar [100] proposed a cloud facial recognition framework (CipherFace) based on
fully homomorphic encryption that allows facial recognition on encrypted data. Ensuring the privacy of
data during transmission and processing, this leverages cloud resources for computation and reduces the
local computational burden. Song et al. [101] proposed a face recognition framework based on approximate
homomorphic encryption HE_FaceNet, which aims to effectively mitigate privacy leakage during face recog-
nition and accelerate the facial recognition process by combining with clustering algorithms. Wang et al. [102]
presented a more efficient and secure PUM (Privacy preserving security Using Multi-key homomorphic
encryption) mechanism for facial recognition. The scheme allows multiple users to encrypt data and upload
it to the cloud, where a third party performs clustering operations while protecting data privacy.

In brief, in the integrated development of face recognition technology and homomorphic encryption,
many severe challenges are faced. Currently, partial homomorphic encryption is dominant, but its limited
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computing capability leads to low encryption efficiency and high computational costs. Although fully
homomorphic encryption is theoretically complete, its extremely high computational complexity and
slow dynamic data update make it difficult to meet real-time requirements. In distributed scenarios, the
collaborative communication overhead of multiple keys increases dramatically, and it is difficult to balance
privacy protection and model accuracy, resulting in a 5% decrease in accuracy. How to balance data privacy
protection, computational efficiency, and recognition accuracy remains a core problem to be solved urgently.
As shown in Table 5, a comprehensive analysis of the strengths and weaknesses of homomorphic encryption
for secure face recognition scenarios is provided.

Table 5: Summary of papers in the application fields of Secure Face Recognition

Scheme Year Contributions Drawbacks
Ma et al. [94] 2017 An encrypted face recognition The properties of the Paillier
in the cloud environment was homomorphic encryption
achieved based on the Paillier algorithm limit complex
homomorphic encryption calculations, which may affect
algorithm and deep neural the encryption efficiency and
network. recognition accuracy.
Lietal. [103] 2018 Parallel computing was used to Parallel computing may
encrypt feature data and increase the demand for
calculate the Hamming hardware resources.
distance, improving the
computational efficiency.
Yang et al. [95] 2020 A recognition scheme is based ~ The encryption efficiency needs
on the Krawtchouk matrix and to be improved.
the Paillier homomorphic
encryption algorithm,
enhancing privacy protection.
Khan 2021 The Paillier algorithm was used ~ There are challenges in practical
etal. [96] to encrypt data, image features deployment and performance
were extracted through RLTP optimization.
(Radial Local Ternary Pattern),
Euclidean distance calculation
was performed in the ciphertext
domain.
Yang et al. [97] 2022 Proposed a privacy preserving Requires high quality

facial recognition system based
on homomorphic encryption.
The system protects the facial

feature templates by

homomorphic encryption to
ensure the privacy of the data

during the identity verification

process.

pre-trained models to extract
facial features, increasing
system complexity.

(Continued)
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Table 5 (continued)

Scheme Year Contributions Drawbacks
Wang 2023 The scheme introduced the big It requires specialized
etal. [104] data stream processing engine  knowledge of cryptography and
Flink for parallel computation parallel computing to
of face recognition in ciphertext —implement and optimize, which
domains based on is difficult.
homomorphic encryption.
Crihan 2024 The scheme conducted It requires specialized

etal. [98]

Ahmad Jalali 2024
and Chen [99]

Serengil and 2025
Ozpinar [100]

Wang 2025
etal. [102]

preliminary experiments on
real-world authentication
mechanisms based on facial
recognition and full
homomorphic encryption. The
study experimentally verifies
the feasibility of full
homomorphic encryption for
facial recognition and suggests
optimizations.
Proposed a federated learning
framework combining
blockchain and fully
homomorphic encryption for
chatbot security system.

Proposed a cloud facial
recognition framework
(CipherFace) based on fully
homomorphic encryption that
allows facial recognition on
encrypted data.
Presented a more efficient and
secure PUM mechanism for
facial recognition.

knowledge of cryptography and
parallel computing to
implement and optimize, which
is difficult.

The combination of fully
homomorphic encryption and
blockchain may result in a less

efficient system. And it requires
specialized knowledge of
cryptography and blockchain to
implement and optimize.
Encryption and decryption
processes may increase
computational overhead and
affect system efficiency.

It requires complex key
management and protocol
design, which is difficult to

implement.

Specific Scheme. This article [105] introduces a secure face recognition scheme based on homomorphic
encryption. The system model consists of three parts: the Front-End Service Platform (FSP), the Cloud
Storage Server (CSS), and the Cloud Computing Server (CCS). Both CSS and CCS are services provided by
the cloud platform and are “honest but curious”. The division of labor for each part is as follows in Fig. 7:
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Figure 7: Secure face recognition programme model

1. Front-End Service Platform (FSP): The Front-End Service Platform is mainly responsible for
recognizing the user’s face, reading the user’s identity identification information (U;;), encrypting the
recognized face image, and decrypting the feature information for return.

2. Cloud Storage Server (CSS): It provides storage services for users, has sufficient storage space to
store the image information uploaded by users, and returns the identity identifier U;; generated based on
the user’s identity.

3. Cloud Computing Server (CCS): It is the most important part of the entire model. It provides
computing services, is responsible for extracting image features, and returns them to the FSP for calculating
vector correlations.

When a new user registers, the FSP first uploads the recognized face and the user ID to the CCS. Then,
the CCS stores the encrypted image and the user ID in the CSS, generates a unique identity identifier U;4
for the user, and finally, the CCS deletes the ciphertext image and the user ID.

During face recognition, FSP identifies the user’s U;; and sends it to CSS, while encrypting the face
image and sending it to CCS. CSS retrieves the corresponding encrypted image by U;; and sends it to CCS.
CCS processes both encrypted images using ResNet50 for feature extraction, sends the results to FSP, which
decrypts and calculates similarity to determine authentication.

User first applies for registration to the CSS, sets a threshold d in the FSP, generates the user’s public key
pk, encrypts the image through the CKKS encryption scheme CKKS.Enc( face, pk), and then uploads the
encrypted image and the user ID to the CSS.

The CSS transmits the encrypted image CKKS.Enc( face, pk), and the user ID to the CCS.

The CSS generates an identity identifier U;; according to the user ID, stores CKKS.Enc( face, pk), in
the server, generates a secret key pk for CKKS decryption, sends the user identity identifier to the FSP and
then transfers it to the user.

When the user enters the face recognition process, the FSP identifies the user identifier U;4, and sends
Uiq and Enc,i(face*) to the CSS and the CCS, respectively. The CSS verifies the authenticity of the identity
identifier U;4, and then sends the corresponding encrypted image Enc, ( face) in the server to the CCS. The
CCS receives Encp(face™) and Encyi( face) from the FSP and the CSS, performs feature extraction in the
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Resnet50 model to obtain Enc,i(feature) and Enc,( feature®), and returns the encrypted eigenvalues to
the FSP.

After decrypting the eigenvalues, the FSP obtains the value of d, through the Arcface loss function, and
judges the size relationship between d;, and the threshold d. If dj > d, the recognition is successful, and the
user is allowed to pass the authentication. Otherwise, the recognition fails, and the user is not allowed to
pass the authentication.

Summary. In the integrated development of face recognition and homomorphic encryption, key
challenges persist: partial HE’s limited computing capability causes low encryption efficiency and high costs,
while fully HE’s extreme complexity and slow dynamic updates fail to meet real-time needs. Distributed
scenarios face soaring multi-key communication overhead in privacy-accuracy trade-offs.

The proposed scheme addresses this by integrating CKKS homomorphic encryption with deep learning,
ensuring ciphertext computation accuracy through hierarchical architecture and parameter tuning, thus
enhancing practicality in large-scale cloud-based face recognition.

However, it still confronts critical hurdles: extremely low ciphertext processing efficiency, poor edge
device adaptability, cloud security risks from untrusted servers, lack of ciphertext-domain neural train-
ing, absence of post-quantum security enhancements, and insufficient optimization for high-dimensional
nonlinear operations, restricting large-scale concurrent applications and quantum resistance.

6 Future Work

With the rapid development of machine learning technology and the explosive growth of underlying
data, it provides the driving force for the progress of the times. At the same time, various privacy protection
problems have also emerged. How to protect personal data while being able to apply machine learning
technology has become a problem. To solve this problem, the combination of homomorphic encryption and
machine learning is the future development trend.

This section presents a systematic exploration of the integration of homomorphic encryption and
machine learning from five dimensions: the essence of the technology, application implementation, perfor-
mance trade-offs, technological convergence and future pathways.

1. Comparison of Different Homomorphic Encryption Schemes:

Homomorphic encryption schemes can be categorized into partial homomorphic encryption (PHE),
somewhat homomorphic encryption (SWHE), leveled homomorphic encryption (LHE), and fully
homomorphic encryption (FHE). PHE allows only one type of operation (either addition or multiplica-
tion) on encrypted data, with low computational complexity but limited functionality. SWHE supports
multiple operations but has a limit on the number of computations due to the growth of ciphertext
size. LHE relaxes this limitation by introducing a hierarchical structure, while FHE enables arbitrary
computations on encrypted data without restrictions. However, FHE(such as the well-known CKKS and
BGYV schemes) often suffers from high computational complexity. CKKS is designed for approximate
arithmetic, making it ideal for handling floating-point numbers commonly used in machine learning,
while BGV is more suitable for integer-based computations. Comparing these schemes, the choice
depends on the specific requirements of machine learning tasks in terms of the types of operations, data
types, and acceptable computational overhead.

In the context of emerging quantum computing threats, traditional homomorphic encryption schemes
face new challenges. Quantum computers have the potential to break many of the current cryptographic
algorithms that rely on the difficulty of factoring large numbers or computing discrete logarithms. This
has led to the urgent need for developing post-quantum secure homomorphic encryption (PQ-HE)
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schemes. Researchers are exploring new mathematical constructs, such as lattice-based cryptography,
code-based cryptography, and multivariate cryptography, to build PQ-HE that can resist quantum
attacks. However, these new PQ-HE schemes often introduce additional computational overhead
and may require significant modifications to existing machine learning frameworks that rely on
homomorphic encryption.

Implementing Privacy-Preserving Model Training and Inference with Homomorphic Encryption.
The combination of homomorphic encryption schemes with classic machine learning algorithms and
various data analysis methods, and implementing the algorithms in the ciphertext domain is an
important research direction. During model training, homomorphic encryption enables data owners
to encrypt their data before sending it to the training server. The server can then perform computations
on the encrypted data using the homomorphic properties, without ever accessing the plaintext.

In the inference phase, users can submit encrypted input data to the model, and the model can generate
encrypted prediction results. These results can only be decrypted by the authorized users, ensuring
that the entire process of model inference is privacy-preserving. Selecting multiple homomorphic
encryption schemes, trying to obtain higher efficiency and accuracy, and studying how to build and use
machine learning models without leaking data.

The high computational cost of homomorphic encryption significantly impacts the practicality of
privacy-preserving model training and inference. For large-scale machine learning tasks, the time
required for encryption, computation on encrypted data, and decryption can be prohibitively long. This
high cost not only slows down the development cycle of machine learning models but also limits the real-
time application scenarios, such as real-time fraud detection in financial transactions. To address this
issue, researchers are exploring techniques such as bootstrapping in FHE, which can reduce the noise
growth in ciphertext during repeated computations, and hardware acceleration, such as using Graphics
Processing Units (GPUs) or Field-Programmable Gate Arrays (FPGAs), to speed up the encryption and
decryption processes.

Trade-offs among Efficiency, Accuracy and Security.

Efficiency, accuracy, and security form a complex trade-off relationship in homomorphic encryption-
based machine learning. Higher security levels, such as those provided by FHE, usually come at the cost
of significantly increased computational complexity, which reduces efficiency. For example, using FHE
for a large-scale image classification task may take hours or even days to complete, while using PHE or
a less secure encryption method could finish in a much shorter time.

Accuracy can also be affected. Some encryption schemes may introduce approximation errors during
computations on encrypted data, especially when handling complex non-linear operations in machine
learning models. For instance, in CKKS, although it is designed for approximate arithmetic, the
approximation may lead to a slight decrease in the accuracy of the final prediction results. To balance
these factors, researchers need to carefully select encryption schemes and optimize algorithms according
to the specific requirements of the application scenarios, sacrificing a certain degree of one aspect to
meet the needs of others.

CKKS in the Federated Learning Framework.

In the context of federated learning, CKKS plays a crucial role. Federated learning aims to train a global
model across multiple decentralized devices or parties without sharing raw data. CKKS, with its ability
to handle floating-point numbers, is well-suited for many machine learning tasks in federated learning
scenarios.

For example, in a collaborative medical diagnosis federated learning system, different hospitals may
have their own patient data. By using CKKS, these hospitals can encrypt their data, which often contains
floating-point values such as test results, and participate in the joint training of a diagnosis model. The
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computational complexity of CKKS is relatively high compared to some simpler encryption schemes,
but its performance can be optimized in the federated learning framework.
However, as quantum computing power advances, the security of CKKS-based federated learning
models may be compromised. Additionally, the high computational cost of CKKS still poses chal-
lenges for resource-constrained devices participating in federated learning, such as mobile devices.
Future research will need to focus on developing post-quantum secure versions of CKKS and further
optimizing its computational efficiency to make it more accessible for a wider range of devices
and applications.

5. Challenges and Future Directions.
Although homomorphic encryption technology theoretically guarantees data security, this technology
still has many security vulnerabilities. With the development of technology, it may still be attacked. It
is necessary to continuously fill the technical loopholes and enhance the technical security. The current
computational complexity of homomorphic encryption technology is relatively high, which limits its
application on large scale datasets. Future research will focus on algorithm optimization and technical
improvement to reduce the computational complexity and improve the efficiency of encryption and
decryption.
In dynamic fog computing environments, the scalability of SLO-aware strategies faces challenges
including high multi-key management complexity, difficult adaptive noise control, and low real-time
resource orchestration efficiency. Future work should focus on integrating federated learning with
fog architecture, combined with FPGA-accelerated adaptive noise algorithms and lightweight task
scheduling protocols for optimization. Concurrently, homomorphic encryption can be combined with
other privacy enhancing technologies (such as differential privacy, anonymization, etc.) to form a more
powerful privacy protection scheme. With the increase of security threats such as adversarial attacks
and poisoning attacks, future privacy protection models need to have stronger robustness to deal with
more complex attack scenarios.
Improving the compatibility of homomorphic encryption schemes with different deep learning mod-
els, especially handling the homomorphic encryption calculations of complex non-linear layers and
activation functions, is a necessary condition for achieving widespread applications.
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