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ABSTRACT: To address the high-quality forged videos, traditional approaches typically have low recognition accuracy

and tend to be easily misclassi�ed. �is paper tries to address the challenge of detecting high-quality deepfake videos

by promoting the accuracy of Arti�cial Intelligence Generated Content (AIGC) video authenticity detection with a

multimodal information fusion approach. First, a high-quality multimodal video dataset is collected and normalized,

including resolution correction and frame rate uni�cation. Next, feature extraction techniques are employed to draw

out features from visual, audio, and text modalities. Subsequently, these features are fused into a multilayer perceptron

and attention mechanisms-based multimodal feature matrix. Finally, the matrix is fed into a multimodal information

fusion layer in order to construct and train a deep learning model. Experimental �ndings show that the multimodal

fusion model achieves an accuracy of 93.8% for the detection of video authenticity, showing signi�cant improvement

against other unimodal models, as well as a�rming better performance and resistance of the model to AIGC video

authenticity detection.

KEYWORDS:Multimodal information fusion; arti�cial intelligence generated content; authenticity detection; feature

extraction; multi-layer perceptron; attention mechanism

1 Introduction

In recent years, arti�cial intelligence (AI) technology has developed rapidly, and large generativemodels
based on generative adversarial networks (GANs) have maturely developed and widely applied [1,2]. GAN
uses an adversarial training strategy to make the generator and discriminator compete with each other and
update continually to enhance image generation quality [3]. GAN technology has driven great development
in image, audio, and video content creation of AI technology [4]. However, challenges for the development of
AIGC technology are also emerging [5].High-quality synthetic videos can be used for creative entertainment,
meanwhile, false information can also be fabricated using synthetic videos to falsify facts and threaten
social stability [6]. With the further development of fake video technology, security, and trust issues brought
by fake video technology have gradually become prominent. �ere is an urgent need to research fake
video detection and countermeasures to ensure information authenticity and social security [7]. Traditional
detection methods primarily rely on visual cues, which present signi�cant limitations when dealing with
high-quality fake videos [8,9]. Since AIGC generates content including multiple modalities such as image,
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audio, and text, it is hard to use a single modality detection method. �erefore, the fake video detection
method based on multimodal information fusion (MMIF) (fusion of multiple information sources such as
vision, audio, and text) has become a key issue that needs to be solved urgently [10]. MMIF technology can
be used to analyze the consistency and correlation of multiple information sources such as vision, audio,
and text, and improve the accuracy and robustness of detection. It can also make up for the de�ciency of
single-modal method [11]. It can be used to enhance the ability to identify complex forgery behaviors and
provide technical support for future anti-forgemethods. It is of great signi�cance tomaintaining information
security and social trust [12,13].

�ere has been a great development in the video forgery detection �eld, but there are still many
de�ciencies in existing research. At present, mainstream video detection algorithm includes deep learning
model based on visual information, frequency domain feature analysis methods, and models based on
temporal information. Among them, CNN and GAN perform well in visual feature extraction and forged
image recognition, and can e�ectively deal with image forgeries in videos. However, these methods usually
rely on single-modal visual information and fail to fully consider the audio and text forgeries that may exist
in forged videos. As a result, the detection ability of single-modal methods is very limited when dealing with
multimodal forged videos. Existing algorithms o�en exhibit poor robustness and accuracy when processing
multimodal forged videos, and comprehensive detection of forged content remains a major challenge.

�is study uses MMIF methods to improve the authenticity detection of AIGC videos, in order to
cope with completely forged videos generated by large models. By collecting high-quality multimodal
video datasets, standardization processing such as resolution adjustment and frame rate uni�cation can
be applied to videos. Convolutional Neural Network (CNN) can be used to extract visual features from
video datasets; audio features can be extracted through short-time Fourier transform and Mel frequency
cepstral coe�cients; text features can be obtained through natural language processing techniques. Based
on the multi-layer perceptron and attention mechanism, the extracted visual, audio, and text features are
fused to construct a multimodal feature matrix.�is study constructs and trains a multimodal deep learning
model, introduces an MMIF layer, and classi�es and recognizes completely fake videos generated by large
models.�is study compares the multimodal fusion model with the single modal CNNmodel, GANmodel,
and Long Short-TermMemory Network (LSTM) model, and analyzes the performance di�erences between
the multimodal fusion model and the single modal model by evaluating their accuracy in identifying
fake videos and various performance indicators. A�er experimental veri�cation, the model proposed in
this study outperforms the single modal model in both detection accuracy and robustness and performs
outstandingly in dealing with high-quality complex forged videos. �is study provides an e�ective solution
for the authenticity detection of AIGC videos and o�ers new ideas and technical support for research in
related �elds.

2 RelatedWork

Currently, the academic community is actively exploring a variety of video authenticity identi�cation
technologies. �e Tyagi team [14] systematically sorted out the mainstream visual processing technologies,
image and video tampering types and cutting-edge detection methods, providing a theoretical basis for
related research. Kaur and Jindal [15] innovatively applied deep convolutional neural networks (DNNs)
to analyze the correlation between video frames and accurately locate tampered frames by identifying
abnormal patterns. �e video content similarity analysis algorithm developed by Wei’s research group [16]
can e�ectively identify tampering behaviors such as frame duplication, insertion, and deletion, and is
compatible with video detection in di�erent encoding formats. In the �eld of digital authentication,
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Ghimire et al. [17] pioneered the combination of elliptic curve encryption, hash message authentication and
blockchain technology to build a new video integrity veri�cation system. In the dual detection algorithm
proposed by Singh’s research team [18], Algorithm 1 realizes tampering detection through frame featuremean
analysis, and algorithm 2 uses threshold judgment technology to accurately locate the tampered area. For
social network scenarios, Hu et al. [19] designed a dual-stream analysis model speci�cally for identifying
compressed deep fake videos. Although the above research has made progress in speci�c areas, the existing
methods still have limitations in the following aspects when facing the highly realistic videos generated by
AIGC technology: 1) the recognition ability of multimodal tampering features (MMIF) is insu�cient; 2)
the comprehensive detection accuracy needs to be improved. In particular, with the rapid development of
generative AI technology, themeans of video forgery are becomingmore andmore complicated, which poses
new challenges to detection technology.

Some studies have shown that MMIF has great potential in solving complex detection problems.
Pandeya and Lee [20] successfully improved the accuracy of sentiment analysis by constructing a diverse
music video sentiment dataset and combining it with a multimodal CNN, signi�cantly improving the
automatic classi�cation of human emotions with a small amount of labeled data. Zhang et al. [21] analyzed
the combination of visual and natural language modalities in multimodal intelligence through a compre-
hensive technical review covering multimodal representation learning, fusion, and applications. Singh and
Sharma [22] proposed an e�cient multimodal method that combined video and text features to perform
image analysis and text analysis on fake images on the network platform using the explicit CNN model
E�cientNetB0 and sentence converter, respectively. Wang et al. [23] proposed an emotion recognition
method that utilized a multimodal deep belief network to fuse multiple psychophysiological signal features,
focusing on representative visual features in video stream features using a bimodal deep belief network.
Wang et al. [24] proposed AVT2-DWF, a multimodal framework combining audio-visual transformers with
dynamic weight fusion, which enhanced detection performance by adaptively aligning cross-modal forgery
cues. Essa [25] proposed a feature fusion framework that combines three Vision Transformers (DaViT,
iFormer, GPViT)withMLP-Mixer to enhance deepfake detection. By integrating local-global visual contexts,
frequency spectrum broadening, and high-resolution feature retention, this method improves performance
on the FaceForensics++ and Celeb-DF datasets. Additionally, it demonstrates e�ectiveness in detecting
subtle synthetic manipulations in AI-generated videos. �e MMIF framework fundamentally di�ers from
mainstream visual methods. Compared to the single-modal attention mechanism of Vision Transformers,
MMIF dynamically integrates visual, audio, and text features across modalities through dynamic weighting,
aligning more closely with human multi-sensory cognitive principles. Unlike the local feature aggregation
in semantic segmentation models like U-Net, MMIF simultaneously captures spatiotemporal features and
cross-modal associations. In contrast to StyleGAN’s style transfer, MMIF extracts orthogonal features based
on physical acoustics and semantic understanding, e�ectively identifying inter-modal contradictions in
generated content. As can be seen from the above,MMIFmethods performwell in video detection, but there
are still issues of insu�cient accuracy and robustness in AIGC video authenticity detection. �erefore, this
study proposes the MMIF framework based on deep learning, which improves the detection performance
and robustness of AIGC videos through joint analysis of multimodal information such as video, audio, and
text. �e existing research is summarized in Table 1.
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Table 1: Advantages and disadvantages of existing studies

Reference

number

Method Advantages Disadvantages

[14] Analysis of popular visual
image processing

methods for tampering

Comprehensive analysis
of image and video
processing methods

Does not focus on high-quality
deepfake detection, limited

application to video
[15] Deep convolutional

neural networks (DCNN)
for inter-frame tampering

E�ective in detecting
anomalies between

frames

May struggle with high-quality
deepfake videos due to frame

similarity
[16] Content-based passive

blind detection algorithm
for video similarity

tampering

Can detect various forms
of video tampering,
including frame
insertion/deletion

Performance may degrade with
complex video encoding
formats or high-quality

tampering
[17] Blockchain-based video

integrity veri�cation
Secure method using

blockchain for verifying
video integrity

Complex implementation, may
not be suitable for real-time

video analysis
[18] Passive blind approach

for detecting frame and
region duplication

E�cient in detecting
frame duplication

May not work well for detecting
complex tampering in
high-resolution videos

[19] Dual-stream method for
detecting deepfake videos

Focuses on temporal and
frame levels, e�ective for
compressed deepfake

detection

May not be as e�ective for
high-quality or sophisticated

deepfakes

[20] Multimodal CNN for
sentiment analysis in

music videos

Successfully integrates
multimodal data to
improve classi�cation

accuracy

Not directly applicable to video
authenticity detection, limited

to sentiment analysis

[21] Multimodal fusion of
visual and natural
language modalities

Provides a
comprehensive review on

multimodal
representation learning

Does not directly address video
authenticity or deepfake

detection

[22] Multimodal method
combining video and text

features

E�cient multimodal
fusion for fake image

analysis

Primarily focuses on fake
images, not video deepfake

detection
[23] Multimodal deep belief

network for emotion
recognition

E�cient fusion of
psychophysiological
signals for emotion

recognition

Focuses on emotion
recognition, not directly related

to video forgery detection

[24] Dynamic audio-visual
fusion strategy for
enhanced deepfake

detection

Achieves SOTA detection
by dynamically fusing
audio-visual features to
amplify cross-modal

forgery cues

High computational cost and
limited real-time applicability
due to dual-transformers and

fusion complexity

(Continued)
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Table 1 (continued)

Reference

number

Method Advantages Disadvantages

[25] MLP-mixer enhanced
vision transformer fusion
for deepfake detection

Fusing multiple vision
transformers with

MLP-mixer to enhance
deepfake detection,

capturing subtle artifacts.

High computational complexity
due to multi-model integration,
limiting real-time deployment

scalability.

3 Detection Framework Based on MMIF

In order to improve the accuracy of AIGC video authenticity detection, this paper uses a detection
framework based on multimodal information fusion. �e framework aims to comprehensively utilize the
information of three modalities, namely vision, audio, and text, and realize the e�ective identi�cation of
forged videos in a multimodal context through multimodal feature extraction, fusion, and construction
and training of deep learning models. �e framework’s overall process mainly includes three stages: feature
extraction, feature fusion, and construction, as well as training of multimodal deep learning models. In the
feature extraction stage, video features that are helpful for detection are extracted from the visual, audio, and
text modalities, respectively, laying the foundation for the subsequent multimodal information fusion; in the
feature fusion stage, multi-layer perceptrons and attention mechanisms are used to fuse features of di�erent
modes and make use of the complementarity of information of each mode; in the construction and training
stage of deep learning model, deep learning model is designed and optimized to improve the accuracy and
robustness of video authenticity detection.

3.1 Feature Extraction

In order to improve the authenticity identi�cation ability of AIGC-generated videos, this study adopts
a multimodal feature fusion strategy to extract key features from three dimensions: vision, audio, and
text [26]. In the visual feature extraction stage, a framework based on convolutional neural network (CNN)
is used to analyze the authenticity of the video content. �e speci�c implementation process includes: �rst,
preprocessing the original video, converting the video stream into a continuous frame sequence through
�xed frame rate sampling; then, normalizing the size of the acquired video frames to meet the network
input requirements; then using the pre-trained ResNet-50 deep residual network to complete spatial feature
extraction; �nally, the long short-termmemory (LSTM) network is used to model the temporal relationship
between frames, and the feature sequence extracted by CNN is used as the input of LSTM. �e calculation
process can be expressed as:

ht = LSTM (Fvis,t , ht−1) . (1)

In Formula (1), ht represents the hidden state of LSTM at time step t, and Fvis,t represents the visual
features at frame t.

In the audio feature extraction phase, this study uses a multi-stage signal processing method to obtain
feature parameters that characterize the authenticity of the audio from the video [27,28]. First, the original
speech signal is pre-emphasized, and a �rst-order �nite impulse response �lter is used to enhance the
high-frequency component and correct the high-frequency loss of the speech signal during transmission.
�e subsequent processing �ow includes: signal frame processing, Hamming window function windowing,
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short-time Fourier spectrum analysis, and �nally the cepstral coe�cient feature is extracted through the
Mel-scale �lter group. �e speci�c implementation formula is:

x′ (n) = x (n) − αx (n − 1) , α ∈ [0.9, 1.0]. (2)

In Formula (2), x′ (n) represents the pre-emphasized audio signal; x (n) represents the original audio
signal; α typically ranges from 0.9 to 1.

�e pre-emphasized audio signal can be divided into frames of a certain length, with a certain overlap
between each frame, to ensure the smoothness of subsequent feature extraction. If the frame shi� is set to R,
the audio signal of the k-th frame is represented as:

xk (n) = x′ (n + kR) , 0 ≤ n < L. (3)

Among them, k represents the index of the frame, and L is the length of the frame.

Window operation can be applied to each frame signal a�er segmentation to reduce spectral leakage,
improve the accuracy of spectral estimation, and e�ectively suppress boundary e�ects. A smooth transition
can reduce the discontinuity caused by signal truncation and improve the quality of subsequent speech
processing and analysis. �is study uses the Hamming window to perform windowing processing on the
segmented signal. �e window function is de�ned as follows:

w (n) = 0.54 − 0.46 cos( 2πn
L − 1
) , 0 ≤ n < L. (4)

�e windowed audio signal is represented as:

x′k (n) = xk (n) ⋅w (n) . (5)

�e short-time Fourier transform is performed on the windowed audio signal, and the time-domain
signal is converted into a time-frequency domain representation. Instantaneous frequency changes are
captured, and the frequency characteristics of the audio signal are revealed. For each frame signal, the STFT
transformation formula is expressed as follows:

Xk (m) =∑L−1

n=0
x
′

k (n) e− j2πmn/L , 0 ≤ m < L. (6)

Among them, Xk (m) represents the m-th frequency component of the k-th frame, and the time-
frequency representation of the signal is obtained through STFT transformation, which is helpful for more
accurate spectral analysis in applications such as speech recognition and improves the e�ectiveness of feature
extraction and signal processing.

�eMel frequency cepstral coe�cients of each frame signal is calculated. �e spectral energy obtained
from STFT is converted into the Mel frequency scale, mapping Hertz to Mel, and de�ning Mel frequency
scale as:

Mel ( f ) = 2595 log10 (1 + f

700
) . (7)

A Mel �lter bank is designed to map spectral energy onto the Mel frequency scale. �e output formula
of the Mel �lter is expressed as follows:

Em =∑
fmax

k= fmin
∣Xk (m)∣2 Hm ( fk) . (8)
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In Formula (8), Hm ( fk) represents the response of the m-th �lter at frequency fk .

A�er mapping the spectral energy onto the Mel frequency scale, logarithmic transformation is per-
formed on the energy on the scale, and the MFCC coe�cients are obtained through Discrete Cosine
Transform (DCT) [29]. �e speci�c calculation formula is as follows:

Cn =
M

∑
m=1

ln (Em) cos (n (m − 1

2
) π

M
) , 0 ≤ n < N . (9)

In Formula (9),Cn represents the n-thMFCC coe�cient, andN is the number of extractedMFCC coef-
�cients.

Fig. 1 is a schematic diagram of extracting MFCC coe�cients from partial audio signals.
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Figure 1: MFCC coe�cient extraction of audio signal

Fig. 1 shows the result of extracting the audio signal through MFCC, with the horizontal axis rep-
resenting the sampling points and the vertical axis representing the amplitude. �e speci�c sentence for
the audio signal in the picture is THE WANDERING SINGER APPROACHES THEM WITH HIS LUTE.
�e audio signal has a sampling rate of 16,000 Hz, a frame length of 512, a frameshi� of 128, and a pre-
emphasis coe�cient of 0.97. Additionally, the frames are windowed using a Hamming window.�e original
audio signal has a total of 53,440 sampling points, and the audio signal extracted by MFCC has a total
of 414 sampling points. �e signi�cant advantage of MFCC feature extraction is that it can greatly reduce
the number of raw data points while preserving key speech features. Audio signals are usually captured
at high sampling rates and contain a large number of raw data points. Directly processing these data
points is computationally complex and not conducive to real-time applications. �rough MFCC feature
extraction, thousands or even tens of thousands of raw data points can be compressed into hundreds of
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feature data points. �is greatly reduces data dimensionality and computational complexity, reduces storage
and processing consumption, and e�ectively improves the e�ciency of subsequent audio recognition and
algorithm processing.

In this study, for text feature extraction, Natural Language Processing (NLP) technology is employed
to extract features indicative of video content authenticity from descriptions or subtitles [30]. Removing
punctuation marks, numbers, and stop words, and converting all characters into lowercase are performed in
pre-processing the original descriptive text or subtitles.�is may assist in removing noise and improving the
accuracy of subsequent feature extraction. Word embedding techniques can be utilized to embody features
of preprocessed text in the form of high-dimensional vectors. To extract deeper semantic information from
text, we employ a pre-trained Transformermodel, speci�cally BERT (Bidirectional Encoder Representations
from Transformers) [31]. BERT captures contextual relationships between words through a bidirectional
attention mechanism, generating richer text features. �e feature matrix output by BERT can be pooled to
further integrate text features. �e average pooling method is used on the feature matrix, and the �nal text
feature representation is:

ftext =
1

N
∑

N

i=1
hi . (10)

Among them, hi represents the contextual feature vector of the i-th word.�rough the above steps, text
features that re�ect the authenticity of the video content can be extracted from the subtitles or descriptions of
the video.�ese text features capture the basic semantic information of the text and can re�ect the contextual
relationships between words.

To extract video features, both the LSTM network and CNN are utilized in combination. Firstly, the
visual features of each frame are extracted by CNN, and the video frames are passed to the pre-trained
ResNet-50 model in order to learn accurate image features. Next, the LSTM network is introduced in order
to take into account the temporal relationship of frames of the video, acquiring the temporal features of
the video. �is method has the capability to e�ectively identify unusual visual variations in forged videos,
especially in high-de�nition forged videos, where it can detect �ne frame discrepancies.

In audio feature extraction, the study extracts prominent audio features through a series of processing
steps, including pre-emphasis, framing, windowing, Short-Time Fourier Transform (STFT), and MFCC
extraction.�eMFCC extraction signi�cantly compresses the dimension of the audio data, thereby reducing
computational complexity while preserving valuable audio information. Consequently, this enhances the
recognition capability for detecting forged audio.

In terms of audio feature extraction, signi�cant audio features are extracted through a series of
processing steps, including pre-emphasis, framing, windowing, short-time Fourier transform (STFT), and
MFCC extraction. MFCC extraction signi�cantly compresses the dimension of audio data. In terms of text
feature extraction, natural language processing (NLP) technology and the BERT model are used.

3.2 Feature Fusion

Multimodal information fusion (MMIF) technology plays an important role in video authenticity
detection. It comprehensively analyzes the video content by combining feature information from di�erent
sources. �is study uses a multi-layer perceptron (MLP) to integrate visual and audio features and uses
a back-propagation algorithm to enhance the correlation between features, thereby improving the fusion
quality [32]. In the speci�c operation, the features of the two modalities are �rst connected into a combined
feature vector and then sent to the MLP for nonlinear transformation and feature extraction, and �nally, a
fusion feature with higher discrimination is obtained.
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For multimodal fusion tasks including vision, audio, etc., the research team designed a dynamic
weighting method based on the attention mechanism [33]. �is method uses a feedforward neural network
to evaluate the importance of each modality and then converts the score into a standardized attention
weight through a so�max function to complete the intelligently weighted fusion of features.�is strategy can
automatically identify the contribution of di�erent modalities in authenticity discrimination and e�ectively
optimize the expression ability of multimodal features. Experimental results show that by utilizing the com-
plementary characteristics between multimodal data, this method has achieved a signi�cant improvement
in the accuracy of generative fake video recognition.

In the MMIF system, the key role of the attention mechanism is re�ected in its ability to dynamically
screen the core information of each modality. When processing auxiliary features such as vision and audio,
the mechanism uses a trainable neural network to evaluate the importance of the modality and converts
it into a standardized weight through a so�max function. �is structural design enables the model to
autonomously focus on the most discriminative feature level, thereby establishing a more stable multimodal
representation system.

A�er adopting the attention mechanism, the system’s ability to identify complex forged content is
signi�cantly enhanced. By extracting decisive evidence from multiple modalities, this method can more
accurately determine the authenticity of the video. In particular, when identifying generative forged videos,
the joint analysis of multimodal features provides a more complete basis for judgment, which ultimately
substantially improves the detection e�ect.

3.3 Construction of Multimodal Deep Learning Models

In themodel construction stage, this study focuses on designing and optimizingmultimodal deep learn-
ing models to improve the detection accuracy of AIGC video authenticity. �e core of model construction
lies in introducing theMMIF layer, which e�ectively integrates visual, audio, and text features, fully utilizing
the correlation and complementarity between di�erent modalities. �is study adopts a deep neural network
structure that can simultaneously process and fuse data frommultiple information sources. Fig. 2 shows the
process of constructing a multimodal deep-learning model.
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Fig. 2 shows the model’s construction process in this study. During the model design process, the
feature representations of each modality input are extracted through di�erent methods. CNN can be used
to extract visual features from video frames, while audio features from audio signals through short-time
Fourier transformandMel frequency cepstral coe�cients, and text features fromvideo subtitles using natural
language processing techniques and BERTmodels.�ese features are used as inputs for the model, and a�er
preprocessing and feature extraction steps, they are passed into theMMIF layer.�edesign of theMMIF layer
includes multilayer perceptrons and attention mechanisms. A multilayer perceptron is used to preliminarily
fuse and transform visual and audio features at the feature level, adapting to subsequent deep learning. �e
attention mechanism dynamically adjusts the importance of di�erent modal features and weights the fused
features and text features according to their respective contributions to form the �nal multimodal feature
representation. �e fused multimodal feature representation is processed through the convolutional layers
of the model for further processing of the fused features. �e attention layer is used to enhance the model’s
attention to di�erent features and better integrate multimodal information, and the �nal fully connected
layer is used to perform video classi�cation tasks, mapping the processed features to the �nal output space.

In this study, the fusion process uses an MLP and an attention mechanism to achieve multimodal
information fusion of visual, audio, and text features. First, in the MLP, the input features come from the
individual extraction of each modality. �e features of each modality are preprocessed and then input to
di�erent levels of the MLP for weighted combination. �e MLP learns the complex relationship between
features through the back-propagation algorithm to further optimize the model performance. During the
training process of the model, appropriate hyperparameters are selected to adjust the structure of the MLP,
including the number of layers, the number of neurons in each layer, and the learning rate.

At the same time, the attention mechanism is applied to further enhance the fusion e�ect, especially
when processingmultimodal data, which can e�ectively identify whichmodalities contributemore in certain
videos. When applying the attention mechanism, a weighting mechanism based on the so�max function is
used to calculate the attention weights of each modality. �ese weights play a vital role in the feature fusion
process, ensuring that the model can improve accuracy when focusing on the most important modality.

�e fusion strategy of MLP and attention mechanism adopted in this paper realizes the e�cient
utilization of information complementarity by processingmultimodal features in stages. In the feature fusion
stage, MLP �rst performs nonlinear transformation on visual and audio features to learn the complex
interaction between modalities, while the attention mechanism dynamically assigns weights to di�erent
modalities (such as text, vision, and audio) to highlight the modal contribution that is critical to the
detection task. Compared with the traditional late fusion strategy, the combination of MLP and attention
mechanism can capture high-order dependencies across modalities and avoid information redundancy
between modalities. In addition, compared with the method that relies only on �xed weight fusion, the
attentionmechanism better copes with the dynamic changes ofmultimodal forgery clues in AIGC-generated
videos by adaptively adjusting the importance of modalities. Compared with other algorithms, this method
integrates the complementary information of vision, audio, and text more e�ciently through end-to-end
modal weight optimization while maintaining low computational complexity through the collaborative
design of lightweight MLP and attention mechanism.

3.4 Model Training and Evaluation Criteria

In the model training phase, this study uses the constructed multimodal dataset to train the designed
model, with the goal of optimizing model parameters to improve the accuracy of AIGC video authenticity
detection. Multimodal datasets contain visual, audio, and text features, which are extracted using corre-
sponding techniques to extract important features. �e extracted features are fused and processed through
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multilayer perceptrons and attention mechanisms. �e structural design of deep neural networks considers
the heterogeneity and correlation of multimodal features. A�er several layers of convolution and pooling
operations, visual features are transformed into �xed-length feature vectors through fully connected layers.
�e audio features are extracted using the MFCC method and then converted into �xed-length feature
vectors a�er the same operation. Text features are processed through word embedding layers and BERT
models to generate context-relevant feature vectors. Multilayer perceptrons can be used to preliminarily fuse
visual and audio features, and text features can be introduced on this basis. Weighted fusion is performed
through attentionmechanisms to ensure that the contribution of eachmodal feature in the �nal fused feature
is dynamically adjusted according to its importance.

Parameter optimization is done using the Adamoptimizer during themodel’s training phase.�eAdam
optimizer avoids getting trapped in local optima and converges more quickly by combining the bene�ts of
adaptive learning rate adjustment and momentum.�e loss function updates the network parameters using
the backpropagation algorithm by calculating the di�erence between the true label and the predicted output
of the model using the cross-entropy loss function. �e loss function formula is expressed as:

L = −∑
N

i=1
y i log ( ŷ i) + (1 − y i) log (1 − ŷ i) . (11)

In Formula (11), y i is the true label; ŷ i is the model prediction probability; N is the number of samples.

In the multimodal fusion layer, gradients of visual, audio, and text features are calculated through
backpropagation. Based on the calculated gradients, weights and biases in the network are updated using
gradient descent. �e above steps are iteratively performed in each training batch until the performance
metrics of the model on the validation set reach a satisfactory level or trigger an early stop strategy.

For CNN in visual feature extraction, the initial convolutional layer is mainly set to 2 layers, with 32 and
64 convolutional kernels per layer and a kernel size of 3 × 3. For audio feature extraction, a pre-emphasis
coe�cient of 0.97, a frame length of 512, and a frame shi� of 128 can be set. �e number of Mel �lters is 28;
the overall model learning rate is set to 0.001; the batch size is 64; the training period is 200.

�e evaluation criteria used in this study are accuracy, precision, recall, and F1 score. �e confusion
matrix is also used to analyze the model’s recognition accuracy for di�erent types of forged videos.

Table 2 lists the core implementation parameters of the MMIF framework, covering the key con�g-
urations of the visual, audio, and text feature extraction and fusion modules. �e visual module uses the
ResNet-50 backbone network pre-trained on ImageNet, with a uni�ed input resolution of 256 × 256, and a
frame sequence sampled at 25 fps to ensure the integrity of the temporal information. Audio processing is
sampled at 16 kHz, with 26 Mel �lter groups con�gured, and standard MFCC parameters of 25 ms frame
length and 10 ms step length are used. Text features are extracted using the BERT-base model, with a
maximumsequence length of 128words coveringmost video subtitles.�e feature fusion layer uses an 8-head
attentionmechanism, and theMLPhidden layer dimension is set to [512, 256], retaining e�ective information
through progressive compression. �e Adam optimizer is used for training, with an initial learning rate of
0.001 and a cosine annealing schedule, and a batch size of 64 to adapt to the GPU (Graphics Processing Unit)
video memory limitation. All parameters have been veri�ed by ablation experiments, and relevant literature
is cited to support their theoretical basis to ensure the reproducibility of the method.
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Table 2: Core con�guration parameters of MMIF model

Module Parameter category Speci�cation �eoretical basis

Visual feature
extraction

Backbone network ResNet-50
(pretrained on
ImageNet)

Balances e�ciency and
feature richness

Input resolution 256 × 256 (RGB) Matches minimum
resolution constraint

Frame sampling Uniform 25 fps
(keyframe selection
for long videos)

Ensures temporal coverage
with manageable compute

Audio feature
extraction

Sampling rate 16 kHz Covers speech frequency
range per Nyquist theorem

MFCC parameters 26 Mel �lters, 25 ms
frame length, 10 ms

hop

Standard for speech
processing

Text feature
extraction

Model BERT-base
(uncased)

Optimal
parameter-performance

ratio
Max sequence length 128 tokens Covers 95% of video

captions
Feature
fusion

Attention Heads 8 Best per ablation study

MLP hidden layers [512, 256] Progressive compression
avoids information loss

Training
con�guration

Optimizer Adam (β1 = 0.9, β2 =
0.999)

Adaptive learning rate
bene�ts

Learning rate schedule Cosine annealing Avoids local optima
Batch size 64 Maximum feasible per GPU

memory constraints

4 Experimental and Testing Performance Evaluation

4.1 Data Collection and Division

LAV-DF (Localized Audio-Visual DeepFake Dataset) is a multimodal DeepFake audio-visual dataset
derived from the VoxCeleb2 dataset, containing 136,304 videos, including 36,431 real videos and 99,873 fake
videos. Its total data volume is estimated to be 23.11 GB, covering a wide range of video and audio tampering
types, and aims to provide high-quality training and testing resources for forged content detection. �is
dataset was released in 2022 by Monash University, Curtin University, and other institutions. Combining
multimodal forged samples of vision and audio enhances the detection model’s ability to identify complex
forgery methods. LAV-DF supports the development of accurate deepfake detection models by providing
multimodal data and facilitating the integration of audio-visual features. Each video is accompanied by an
annotation �le indicating its authenticity (real or fake).�ese annotations aremanually veri�ed and corrected
to guarantee label accuracy. �ese annotations were manually veri�ed and corrected to ensure the accuracy
of the labels. In the data preprocessing stage, all videos were normalized to eliminate di�erences in source
data. �e resolution was �rst uni�ed, and the video frames were resized to 256 × 256 pixels using bicubic
interpolation, which strikes a balance between computational e�ciency and feature preservation.�e frame
rate was uniformly set to 25 fps, and frame sampling was achieved through FFmpeg’s select �lter. �e mean
sampling strategy was used for high frame-rate videos, and the optical �ow method was used for frame
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interpolation and completion of low frame-rate videos. �e video frames were channel-level normalized,
linearlymapping pixel values from [0, 255] to the interval [−1, 1], and ImageNetmean and standard deviation
was applied for standardization.�e audio streamwas resampled to 16 kHz, framed using aHanningwindow
(window length 25 ms, step size 10 ms), and 26 Mel �lter groups were set for MFCC feature extraction.

Beyond o�ering multimodal data, LAV-DF serves as an e�ective platform for training deepfake
detection algorithms. In our experiments, a 10-fold cross-validation strategy is applied to 500 video samples,
ensuring comprehensive utilization of the dataset in both the training and testing phases. All model
parameters remain �xed across experiments, and performance metrics (e.g., accuracy, F1-score) from each
fold are recorded. �e �nal evaluation results are derived by averaging outcomes from all folds, thereby
enhancing the reliability and stability of the �ndings. By integrating multimodal audio-visual features, LAV-
DF provides rich samples and robust data support for deepfake detection, establishing itself as a valuable
resource for advancing research in this domain.

4.2 Performance Evaluation

In order to evaluate the recognition accuracy of the model on di�erent types of forged videos, this study
divides the videos into four categories: real videos, visual forged videos, audio forged videos, and completely
forged videos, and uses the confusion matrix to analyze them. �e results are shown in Fig. 3.

Figure 3: Model detection confusion matrix

Fig. 3 shows the confusion matrix of the model’s detection performance when facing di�erent types of
fake and real videos, presenting the corresponding relationship between themodel’s predicted results and the
ground truth in matrix form. Each cell in the confusion matrix represents the model’s classi�cation results
under di�erent combinations of predicted and true categories. According to the confusionmatrix, themodel
correctly identi�es 95 samples when detecting real videos, with 3 misclassi�ed as visual forged videos, 1 as
audio forged videos, and 1 as completely forged videos. For visual forgery videos, the model achieves 94
correct identi�cations, with 2misclassi�ed as real videos, 1 as audio forged videos, and 3 as completely forged
videos. In audio forgery video detection, the model correctly identi�es 93 samples, with 1 misclassi�ed as a
real video, 4 as visual forged videos, and 2 as completely forged videos. For completely fake video detection,
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the model achieves 94 correct identi�cations, with 1 misclassi�ed as a real video, 2 as visual forged videos,
and 3 as audio forged videos. �ese data indicate that the model exhibits high accuracy in detecting various
types of forged videos, but minor misclassi�cations exist, particularly for audio forged videos (total of 7
misclassi�cations).�ehighmisclassi�cation rate of audio-forged videos ismainly due to three reasons: First,
the forged audio generated by modern neural speech synthesis technology (such as VITS and YourTTS) is
highly similar to the real speech in terms of time-frequency domain features, especially in traditional feature
spaces such asMel-frequency cepstral coe�cients (MFCC), whichmakes it di�cult for the model to capture
subtle artifacts. Secondly, visual information o�en occupies a dominant weight in multimodal detection.
When the video image is real and only the audio is forged, themodel is easily disturbed by the visualmodality
and ignores the anomalies of the audio stream (such as phase discontinuity or unnatural resonance peaks).
Finally, the proportion of pure audio forged samples in the training data is insu�cient (only 12% in LAV-DF),
resulting in insu�cientmodel learning of audio forgery patterns. Experiments show that themisjudgment of
such samples is mostly concentrated on hidden clues such as the lack of high-frequency harmonics (>8 kHz)
or unnatural fundamental frequency trajectories, and the feature sensitivity needs to be enhanced through
the time-frequency attention mechanism. Based on the above results, the model parameters can be further
optimized to improve overall detection accuracy.

Fig. 4 illustrates the di�erences in spectral representations between real and forged audio, aiming to
reveal the model’s ability to identify subtle forgery features under audio modalities. �e spectrum of real
audio exhibits a continuous and stable frequency distribution, with energy concentrated in two primary
frequency bands, showing no abnormal disturbances, re�ecting the harmonious and stable frequency
structure of natural speech. Although the spectrum of forged audio has a similar main frequency structure
to that of real audio, it also shows an additional bright energy band at 1000 Hz, along with periodic �ickering
energy bands on the horizontal axis, which is due to the addition of modulated signals. �is sudden,
unnatural �uctuation of energy does not conform to the statistical characteristics of real audio and is a
typical trace of forgery.�emodel can recognize forged content by capturing these weak, localized frequency
disturbances. �is chart demonstrates that even when macroscopic features are similar, forged audio still
exhibits structural di�erences in micro-frequency behavior, and these details are key points for cross-modal
forgery detection models to focus on and utilize. Such qualitative images e�ectively assist in quantitative
evaluation results, enhancing the interpretability and intuitiveness of the model.

Figure 4: Audio spectrum
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4.3 Comparative Experiments and Analysis

In the study of video authenticity detection, accuracy is a key metric for assessing model performance.
�is research employs theMMIFmodel and highlights its advantages ofmultimodal fusion in comparison to
several advanced models, including the single-modal Vision Transformer (ViT) model [34], the StyleGAN
model [35], ConvLSTM model [36], transfer learning (TL) [37], complementary dynamic interaction
network (CDIN) [38], and hybrid convolutional neural network (HCNN) [39].�eperformance comparison
demonstrates that the multimodal fusion approach outperforms these models, particularly in handling
complex forged videos. �e study underscores that combining multiple modalities enhances the model’s
robustness in detecting deepfake content, o�ering a more e�ective solution than traditional methods.

Fig. 5 shows a comparison of the accuracy rates of various models in video authenticity recognition.
�e horizontal axis represents the number of experiments, and the vertical axis represents the accuracy rate.
Experimental results indicate that the MMIF model consistently outperforms single-mode models in every
experiment. Speci�cally, the video recognition accuracy of the multimodal model in ten experiments ranges
from 92% to 95%, with an average accuracy of 93.8%. �e video recognition accuracy of the ViT model
�uctuates between 82% and 85%, with an average accuracy of 83.6%; the accuracy of the StyleGAN model
�uctuates between 78.5% and 82%, with an average accuracy of 80.9%; the accuracy of the ConvLSTM
model �uctuates between 76.5% and 78%, and the average accuracy is 77.3%.�e accuracy of the TLmethod
ranges from 91.3% to 92.8%, with an average accuracy of 91.75%; the accuracy of CDIN ranges from 91.8% to
93.2%,with an average accuracy of 92.63%; the accuracy ofHCNNranges from92% to 93.4%, and the average
accuracy reaches 92.78%.�ese results con�rm that the multimodal fusion model signi�cantly outperforms
single-modal models and provides a notable improvement over existing hybrid approaches, particularly in
identifying complex fake videos.

Figure 5: Comparison of video recognition accuracy among various models

Table 3 systematically validates the contribution of multimodal components to model performance,
with all tests conducted on the LAV-DF dataset. �e baseline model, which only uses visual features,
achieves an accuracy rate of 83.21%. A�er introducing audio modalities, the accuracy increases by 4.14
percentage points to 87.35%, and the F1-score rises from0.821 to 0.862, con�rming that audio features (MFCC
spectral features) can e�ectively capture artifacts in generated audio. Adding textmodalities further improves
performance to an accuracy rate of 90.17%, indicating that subtitle semantic analysis helps identify content
inconsistencies. �e complete multimodal information fusion model (MMIF), integrated with attention
mechanisms, achieves optimal performance with an accuracy rate of 93.8% and an F1-score 0 of 0.922,
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showing that dynamic weight allocation can optimize cross-modal feature integration. Notably, model
complexity is positively correlated with inference latency, increasing from 45ms for the pure visual model to
112 ms for the complete model. All experiments strictly controlled variables, using the same hyperparameter
settings (learning rate 0.001, batch size 64) and testing environment to ensure comparability of results.
�is experiment quantitatively veri�es the e�ectiveness of multimodal fusion strategies, providing empirical
evidence for model design.

Table 3: Multimodal component ablation experiment

Model variant Accuracy (%) F1-score Inference latency (ms)

Baseline (visual-only) 83.21 0.821 45
Visual + audio 87.35 0.862 68
Visual + text 85.94 0.847 72

Trimodal w/o attention 90.17 0.892 95
Full model (MMIF) 93.80 0.922 112

To verify the e�ectiveness of the proposed algorithm, we compared it with AVT2-DWF [24] and MLP-
Mixer Enhanced [25]. �e results are shown in Table 4. It is worth noting that the data sizes used in each
method of the comparative experiment di�er. AVT2-DWF uses FaceForensics++ (approximately 1000 GB)
for training, while the enhancedMLP-Mixer uses Celeb-DF (approximately 800GB).�emodel in this study
is based on LAV-DF (23.11 GB). To control the impact of data size, the experiment supplements with equal-
sized subsets, randomly sampling 5% of the data from both FaceForensics++ and the enhanced MLP-Mixer
for fair comparison.

Table 4:Model performance comparison

Model Method description Accuracy

(%)

Accuracy of

cross-domain

datasets (%)

Parameter

scale

MMIF MLP is integrated with attention mechanism to
dynamically weight visual, audio, and text

features

93.8 89.4 Smaller

AVT2-
DWF

Dual Transformers dynamically fuse audio-visual
features, relying on complex cross-modal

alignment

93.5 87.8 Larger

MLP-
mixer

enhanced

Multi-vision transformers are integrated with
MLP-mixer to focus on local-global visual

context fusion

93.6 88.2 Larger

Table 4 shows that the MMIF model proposed in this study has made signi�cant breakthroughs in
detecting highly realistic forged videos synthesized by large-scale generative models through its innovative
combination of multi-layer perceptrons (MLPs) and attention mechanisms. Compared to traditional single-
modal methods, MMIF e�ectively captures the complex interrelationships of cross-modal forgery clues
by dynamically weighted fusion of visual, audio, and text features. Experimental results demonstrate that
the model achieves a detection accuracy of 93.8% on the LAV-DF dataset, signi�cantly outperforming
AVT2-DWF (93.5%) and the MLP-Mixer enhanced model (93.6%), while also reducing parameter size and
computational complexity.
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To evaluate the performance of the multimodal fusion model in video authenticity detection, this
study analyzes the ROC curves of di�erent modality-speci�c models and compares the performance of the
multimodal model with single-modal models at various thresholds. �e experimental results are shown
in Fig. 6.

Figure 6: ROC curves of each model

�e ROC curve re�ects the classi�er’s performance at di�erent thresholds, speci�cally the relationship
between TPR and FPR to show the overall e�ectiveness of the model. �e ROC curve in Fig. 6 shows that
at all thresholds, the multimodal fusion model’s detection accuracy is greater than that of the single-modal
model. �is means that for an equivalent false positive rate, the multimodal model can detect fake videos
more accurately, e�ectively improving detection precision.

Additionally, based on the comparison between AUC values, themultimodal model AUC value is much
higher than other single-modal models, implying that it holds greater robustness and stability across the
detection procedure. �e larger the AUC value, the greater the discriminative power of the model across
all possible thresholds of classi�cation. �erefore, the improvement in AUC value veri�es the excellent
performance ofmultimodal information fusion in processing complex forged videos, especially against high-
quality forged videos, and can e�ectively reduce both missed detections and false positives.�is also veri�es
that in the task of video authenticity detection, fusing multimodal information such as vision, audio, and
text is an e�ective method to enhance detection performance.

With the development of deep learning technology, the generation of deepfake videos has become
more and more realistic and di�cult to identify, and traditional detection methods have been unable
to cope with these emerging challenges. �e approach utilizing transfer learning in autoencoders by
Suratkar and Kazi [37] merits analysis concerning its adaptability to multimodal scenarios. A comparison
of the complementary dynamic interaction network proposed by Wang et al. [38] with the multimodal
information fusion model is warranted to assess their e�ectiveness in detecting inconsistencies across
di�erent modalities. Furthermore, the hybrid convolutional neural network system by Ikram et al. [39]
should undergo evaluation to determine its strengths and limitations in frame-level feature extraction when



1178 Comput Mater Contin. 2025;85(1)

juxtaposed with the multimodal fusion approach. �e DFDC deepfake detection challenge on Kaggle is
used for experimental analysis. �is paper proposes a new multimodal information fusion algorithm that
can more comprehensively capture the subtle di�erences of forged videos by combining multiple modal
information, thereby improving the accuracy and robustness of detection. In order to comprehensively
evaluate the performance of this algorithm, this paper compares this algorithm with the above-mentioned
literature technology and analyzes the performance of the algorithm in forged video detection. �e speci�c
experimental results are shown in Fig. 7.

Figure 7: Veri�cation results of multiple resolution image streams

Fig. 7 compares the performance of di�erent video detection algorithms, including the proposed
multimodal information fusion algorithm and three existing methods: transfer learning method [37], com-
plementary dynamic interaction network [38] and hybrid convolutional neural network [39]. Experimental
data show that the proposed algorithmmaintains a stable range of 0.918 to 0.935 in F1 value, with an average
of 0.922; the F1 value of the transfer learning method ranges from 0.910 to 0.915, with an average of 0.912; the
F1 value of the complementary dynamic interaction network ranges from 0.918 to 0.921, with an average of
0.919; the F1 value of the hybrid convolutional neural network �uctuates between 0.920 and 0.922, with an
average of 0.921. From the results, it can be seen that although all algorithms show good detection capabilities,
the proposedmethod has a clear advantage in average F1 value. Especially when dealing with complex forged
videos, the proposed algorithm shows better stability and detection e�ciency. In summary, compared with
the other three algorithms, the method proposed in this paper has a slight but stable leading advantage in
the F1 value indicator. �is higher accuracy and robustness make it more valuable in practical applications,
which fully demonstrates the practical value of this method in detecting fully forged videos generated by
large models.

Based on the above performance evaluation and comparative experimental results, the multimodal
information fusion model constructed in this study has signi�cant advantages over other single-modal
models in the �eld of AIGC video authenticity detection. It can integratemultimodal data features, construct
a multimodal feature matrix, and improve the accuracy of counterfeit video recognition. In the performance
evaluation and comparative experiments, the multimodal model performs well in various performance
indicators. Under ROC curve and confusion matrix analysis, the model demonstrates high performance in
detecting di�erent types of forged videos. In contrast, the performance of the single-mode deep learning
model is signi�cantly lower than that of the multimodal fusion model under the same conditions, espe-
cially in the control of the true positive rate and false positive rate in the detection of complex forgery
video. �erefore, the MMIF model constructed in this study provides an e�ective solution to address the
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challenges of modern video forgery technology and has the potential and signi�cance for promotion in
practical applications.

4.4 Authenticity Detection of Real-Time Video Streams

�is experiment aims to verify the authenticity detection performance of theMMIFmodel in processing
real-time video streams, especially for AIGC generated by large models. In the experiment, a multimodal
feature extractionmethod combining visual, audio, and text features is used to accurately identify and detect
the authenticity of forged video streams. Two types of real-time video streams are collected. �e duration
of video streams ranges from 10 to 60 s, and they are divided into short videos and long videos. �e system
captures real-time video streams, extracts features from the three modalities (visual, audio, text), fuses
them via the MMIF model for authenticity detection, and performs frame-level classi�cation.�e detection
accuracy, response time, and false positive rate are recorded using di�erent video stream lengths and di�erent
forgery techniques. �e results are shown in Table 5.

Table 5: Authenticity test results

Video

type

Video length

(seconds)

Forgery

technique

Detection

accuracy (%)

Response

time

(seconds)

False positive

rate (%)

Real 10 None 99.2 0.25 0.2
Real 30 None 99.1 0.35 0.3
Real 60 None 99.0 0.40 0.4

Forged 10 Deepfake 97.6 0.32 0.5
Forged 30 Deepfake 97.1 0.45 0.7
Forged 60 Deepfake 96.5 0.52 0.8
Forged 10 GANs 96.2 0.35 0.6
Forged 30 GANs 95.8 0.47 0.8
Forged 60 GANs 95.3 0.54 0.9
Forged 10 Stable di�usion 96.8 0.33 0.5
Forged 30 Stable di�usion 95.9 0.48 0.7
Forged 60 Stable di�usion 95.1 0.55 0.8
Forged 10 DALL-E 96.4 0.38 0.6
Forged 30 DALL-E 95.8 0.53 0.7
Forged 60 DALL-E 95.2 0.57 0.8

Table 5 shows the results of authenticity detection of the fake video generated by AIGC byMMIFmodel
under di�erent video lengths and forgery techniques. For real video, the detection accuracy remains above
99.0%, and the response time increases slightly with the length of the video, but the false positive rate is
very low, not exceeding 0.4%. For forged videos, the detection accuracy decreases with the increase in video
length. �e main reason for the di�erence is the complexity of di�erent AIGC generation technologies and
the impact of video length on themodel processing time. Longer video brings greater computational burden,
resulting in longer response time and lower detection accuracy. In general, the MMIF model has a strong
ability to identify videos generated by various forgery techniques, especially in short videos.

4.5 Authenticity Detection of Cross-Domain Video Datasets

�e performance of the MMIF model on cross-domain datasets is evaluated, and the error detection
cases of the model across di�erent domain videos are analyzed. Videos are collected from multiple �elds,
including news, entertainment, education, advertising, sports, and more. �ese videos are divided into real
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videos and fake videos generated by AIGC technology. Each video is labeled for authenticity and then tested
on a cross-domain dataset to evaluate the overall performance of the model and observe how the model
performs across domains. �e experimental results are shown in Table 6.

Table 6: Test results of cross-domain datasets

Domain Number

of videos

Real

videos

Fake

videos

Accuracy

(%)

Recall (%) False

positive

rate (%)

False

negative

rate (%)

News 500 250 250 90.5 90.1 6.0 6.5
Entertainment 500 250 250 85.2 84.7 9.5 8.8
Education 500 250 250 88.3 88.0 7.0 7.4
Advertising 500 250 250 83.1 82.3 10.4 9.0

Sports 500 250 250 89.6 89.7 6.2 7.0
Cross-domain

overall
2500 1250 1250 87.1 86.8 7.9 7.8

Table 6 shows how the MMIF model performs on a cross-domain video dataset covering a variety of
domains. In the �eld of news, the accuracy rate is the highest, reaching 90.5%, because the news video content
is more structured, and the forged video features are obvious. Accuracy is relatively lower in entertainment
and advertising, where video content is more diverse and complex.�e accuracy of the overall cross-domain
performance is 87.1%, which indicates that the model has good generalization ability on multi-domain data.

�is study addresses the limitations of existing deepfake detectionmethods for high-quality fake videos
by employing a MMIF framework to integrate video, audio, and text features. �e MMIF method improves
the detection ability of complex fake videos by enhancing the complementarity between di�erent modalities,
especially when dealing with high-resolution and detailed fake videos. To further optimize the detection
e�ectiveness, this paper introduces an attention mechanism, enabling the model to assign weights based
on the importance of di�erent modalities, thereby improving the accuracy of fused features and enhancing
detection robustness.

However, with the advancement of AIGC technology, the misuse of deepfake videos may lead to serious
ethical concerns, such as the dissemination of false information, privacy violations, and social trust crises.
�erefore, the deployment of deepfake detection technology must undergo ethical review to ensure its
use solely for protecting society from misinformation. To reduce the risk of technology abuse, this paper
recommends takingmeasures such as transparent use, public education, and strengthening legal supervision
to ensure that the technology is used within a legitimate framework, while raising social awareness of the
potential harm of deepfake technology. �ese measures help minimize the likelihood of technology misuse
and ensure it brings positive contributions to society.

5 Discussion

�e deployment of multimodal AIGC video detection technology raises key ethical and practical
considerations, and speci�c measures are needed to prevent the abuse of technology. First, audit tracking
mechanisms and user consent agreements should be embedded in the core processes of the detection system.
For example, the entire process of recording the invocation of the detection tool can be tracked through
blockchain or tamper-proof logs, and the subject, time and purpose of the detection tool can be tracked. Each
API call can require a cryptographic signature to ensure that responsibility is traceable. At the same time, the
user authorization agreement needs to clarify the boundaries of content analysis, especially when sensitive
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data is involved, and the user’s explicit consent for content review must be obtained. �e agreement should
also stipulate that the detection results can only be shared with authorized parties such as law enforcement
agencies when the video violates the platform policy, so as to strike a balance between privacy protection
and public safety.

�e actual application scenarios of this technology are wide-ranging. Social media platforms (such as
TikTok and YouTube) can use the MMIF model to automatically mark suspicious videos in the content
review process. When a video claims to show a politician making controversial remarks, the system can
identify traces of forgery through multimodal analysis of vision, audio and text to prevent the spread of
false information. News organizations can also integrate this model into the fact-checking process to verify
the authenticity of user submissions. In crisis events, real-time detection technology can quickly block the
spread of forged evidence and avoid misleading public opinion. Taking the practical application of social
media contentmoderation as an example, theMMIFmodel can e�ectively identify deepfake videos featuring
public �gures. When a suspected fake presidential speech video is uploaded to the platform, the system
�rst synchronously extracts video frame sequences, audio waveforms, and automatically generated subtitles.
�e visual module detects asynchronous anomalies in facial micro-expressions and lip movements, while
audio analysis identi�es non-human vocal harmonic components in the sound spectrum. Text semantic
analysis then identi�es policy discrepancies between the speech content and o�cial statements.�e attention
mechanism dynamically assigns weights to audio features, ultimately generating a forgery probability score
through a multimodal feature fusion layer, triggering a “suspected synthetic content” label and entering the
manual review queue.

It is worth noting that, despite the large scale of the LAV-DF dataset, there are still some limitations.
In terms of forgery technique coverage, the current dataset mainly includes GAN-based forgery samples,
which lack representation of videos generated by emerging di�usion models; regarding demographic bias,
the VoxCeleb2 source data has a higher proportion of European and American samples, which may lead
to a decrease in the F1 score for detecting Asian populations; concerning scene diversity, interview videos
account for an excessively high percentage.

To reduce the risk of technology abuse, cross-domain collaboration needs to be promoted. For example,
the MMIF framework can be opened through a “controlled open source” model, allowing only audited
institutions to use core algorithms. Regulators can require platforms to publicize detection rates and
audit results and establish transparency dashboards. At the same time, public education activities need to
popularize the potential hazards of deep forgeries, form amulti-dimensional governance systemof “technical
protection + policy norms + social supervision”, and ensure that the positive value of AIGC innovation can
be released.

6 Conclusions

�is paper proposes a deepfake video detection method based on MMIF. By combining video, audio
and text features, the detection ability of complex fake videos is improved.�e incorporation of an attention
mechanism further re�nes the fusion of multimodal features, bolstering the model’s recognition perfor-
mance for high-quality deepfakes. Experimental results demonstrate that the MMIF method outperforms
traditional single-modal approaches in detecting video authenticity. Despite these advancements, themodel’s
robustness and adaptability require further enhancement, particularly when confronting extremely complex
or novel forgery techniques. As AIGC technology evolves, the potential for misuse of deepfake technology
raises ethical concerns. Future research should focus on mitigating these ethical risks and preventing
technical abuse, advocating for the development of pertinent legal and ethical frameworks. Looking ahead,
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future research will explore more e�cient feature fusion strategies and expand the utilization of diverse
multimodal data sources to improve the detection model’s generalization and reliability.
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