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ABSTRACT: IoT has emerged as a game-changing technology that connects numerous gadgets to networks for
communication, processing, and real-time monitoring across diverse applications. Due to their heterogeneous nature
and constrained resources, as well as the growing trend of using smart gadgets, there are privacy and security issues that
are not adequately managed by conventional security measures. This review offers a thorough analysis of contemporary
AI solutions designed to enhance security within IoT ecosystems. The intersection of AI technologies, including ML,
and blockchain, with IoT privacy and security is systematically examined, focusing on their efficacy in addressing
core security issues. The methodology involves a detailed exploration of existing literature and research on AI-driven
privacy-preserving security mechanisms in IoT. The reviewed solutions are categorized based on their ability to
tackle specific security challenges. The review highlights key advancements, evaluates their practical applications,
and identifies prevailing research gaps and challenges. The findings indicate that AI solutions, particularly those
leveraging ML and blockchain, offer promising enhancements to IoT privacy and security by improving threat detection
capabilities and ensuring data integrity. This paper highlights how AI technologies might strengthen IoT privacy and
security and offer suggestions for upcoming studies intended to address enduring problems and improve the robustness
of IoT networks.
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1 Introduction
The IoT a network of networked devices, is one of the most widely utilized technologies of the contem-

porary era, varied parts that enable intelligent devices and services to identify, gather, share, and analyze data,
comprises smart devices that gather and exchange data, such as RFID, accelerometers, watches, refrigerators,
smoke alarms, heartbeat monitors, phones, etc. [1]. The IoT concept has made it feasible for devices to
connect at higher degrees of integrity, security, accessibility, scalability, interoperability, and availability.
Attackers can use a variety of techniques to target various parts of the system and achieve different objectives
when attacking IoT devices. Among these is the application of AI to protect IoT systems from intrusions [2].
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Cyber security is one of the most crucial issues in an IoT ecosystem in smart cities. In particular, some of the
present difficulties include preventing malware attacks on edge devices, restricting unauthorized access, and
preserving private correspondence. Several academic publications propose automated methods for ensuring
IoT security in terms of anomaly detection, fault diagnostics, and virus identification that make use of ML
models [3]. It functions as a technological seismic event that occurs at the appropriate moment, enhancing
human welfare and well-being. As AI develops at an exponential rate, ML, neural networks, and other
technologies can process data quickly and produce meaningful choices [4]. The IoT uses information of
things as a paradigm for connecting people and peripherals to the internet. Peripherals, such as intelligent
automobiles, smart cars, and smart homes, can speak with one another. In several industries, the IoT provides
options for efficient production optimization. Among the problems with IoT are hardware capabilities, GIS
visualization, centralization, big data analytics, security, and networking [5].

The advantages, possibilities, and difficulties of combining AI with IoT in various applications and IoT
systems that are user-cantered and use a bidirectional processing system for human knowledge, communi-
cation networks for observing outside experiences, and an arbitration system for large data analytics that
is driven by uncertainty [6]. Applications of blockchain technology for AI are identified, along with open
research issues, blockchain applications are summarized, and platform protocols focused on AI domains are
addressed [7]. The use of smart technologies has increased dramatically, which has improved secure wireless
transfers, dependable connectivity, and efficient processing. Nevertheless, there are yet several computational
and communication hazards associated with data augmentation in networks [8]. However, there is a concen-
tration paid to automated multi-homing solutions for the management, processing, and security of massive
data. Furthermore, using automated and AI-based smart systems for information security and processing in
multihoming networks can reduce a variety of security and management challenges by enhancing multiple
network clustering, data processing, data management, and large-scale data distributions [9]. Big data has
been created because of the advancement of innovative technologies like IoT in conjunction with cloud
computing storage capacities. This resulted in a vast amount of data that people are producing through IoT-
based gadgets and sensors, which is altering society and industry in many ways. However, asymmetric and
symmetric data distributions have been used to classify these massive data in practical applications [10].

Effectively outlines the significance of the IoT and its associated security challenges, highlighting that
interconnected devices enhance data sharing and analysis. However, the transition between discussing IoT
applications and BC integration. While AI’s role in securing IoT systems through advanced threat detection
is acknowledged, the shift to BC applications lacks clarity in terms of these two technologies complementing
each other in real-world IoT environments, it also highlights the potential benefits of AI and BC in addressing
IoT security. It does not explore the practical challenges of implementing these solutions, such as energy
consumption, cost, and scalability [11].

Security challenges: AI, BC, and IoT technologies play crucial roles in addressing security challenges
within interconnected environments. AI enhances security by enabling advanced threat detection through
ML algorithms that analyze vast amounts of data, identify patterns, and predict potential attacks in real
time [12]. Blockchain adds an extra layer of security through its decentralized and immutable ledger, ensuring
transparent and temper-proof records for transactions and communications, which is vital in securing IoT
networks. IoT devices, being inherently vulnerable due to their widespread and often unprotected nature,
benefit from AI-driven security measures and blockchain ability to secure data transmission and storage,
reducing the risk of unauthorized access and data breaches. Together, these technologies can create more
resilient, self-sustaining security frameworks for IoT ecosystems by combining AI adaptability, BC trust and
transparency, and IoT real-time connectivity, thereby ensuring stronger protection against emerging cyber-
attacks.
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A thorough investigation of modern AI technologies targeted at improving security in IoT applications
is the goal of the review paper. By systematically investigating IoT security issues with blockchain and ML,
the review aims to assess how different AI-driven techniques manage fundamental concerns like threat
detection, data interiority, and privacy. Additionally, the paper aims to categorize these solutions based
on their effectiveness, highlight key advancements, and identify prevailing research gaps and challenges,
providing insights into future research directions that could support IoT environments against emerging
security threats.
Contribution of the Study

• To evaluate the integration of AI including ML and BC technologies, into the security framework of the
IoT. By addressing the inherent challenges of IoT’s heterogeneous and resource-constrained devices, AI-
driven solutions significantly improve the protection of sensitive data and ensure secure communication
across IoT systems. The contribution of AI, particularly in areas such as threat detection, anomaly
detection, and privacy-preserving mechanisms are highlighted as key advancements that strengthen
IoT security.

• To explore the benefits of BC integration in IoT ecosystems, it highlights its tamper-proof nature, which
ensures data integrity, secure transactions, and decentralized control integration is particularly beneficial
in applications like healthcare, finance, and smart cities that require high data interiority.

• To identify areas for further research and make recommendations for improving IoT security. It suggests
advanced AI techniques like DL and reinforcement learning to adapt to dynamic threats, improving
scalability and investigating AI role in real-time intrusion detection and predictive security analytics.

• To suggest that AI-driven IoT security solutions can play a pivotal role in enhancing educational
security systems by monitoring and guiding sensitive student data, controlling access to online platforms,
and preventing cyberattacks. By integrating BC for data verification and ML for anomaly detection,
educational institutions can create more secure and resilient digital environments for students and
faculty alike.

• To highlight the effectiveness of AI solutions in improving IoT performance matrices demonstrate
improved accuracy, precision, recall, and f1-score. By utilizing ML algorithms and BC, IoT system
can detect potential security breaches with greater accuracy, improve detection rates and reduce false
positives, thereby enhancing the efficiency of IoT networks.

The remainder of the paper is as follows: Section 2 presents related works. There was a comprehen-
sive methodology in Section 3. A result analysis is provided in Section 4, and a conclusion is presented
in Section 5.

2 Related Works

2.1 IoT Paradigm
The study [13] described IoT as an internet communication and data exchange network made up of

physically connected objects. Real-time task automation and monitoring were made possible by the devices’
capacity to exchange and gather data. They usually contain electronics, applications, software, and a variety
of other technologies. The main objective of the IoT was to seamlessly incorporate technology to increase
efficiency, make wiser decisions, and give people more automated, pleasant experiences.

It has already been used for many purposes, including smart grids production lines, and product supply
chains, demonstrating how it was incorporated into various aspects of society. Future modern applications
of IoT technology, such as smart grids, smart cities, smart industries, and smart healthcare, were expected to
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be supported by IoT communication infrastructure [14] and the current condition of IoT architecture device
shown in Fig. 1.

Figure 1: IoT architecture

Research [15] determined that IoT applications refer to the diverse range of practical uses and
implementations of IoT technologies across various sectors and industries. It allows for automation, real-
time monitoring, and better decision-making. Smart home systems, which let users manage lights and
appliances from a distance, and medical devices that track patients’ vital signs are a couple of examples of IoT
applications. They aimed to create smart cities that optimize energy use and traffic flow as well as industrial
automation that manufactures productivity. Through the incorporation of IoT technology into routine
procedures, these applications are intended to improve overall quality of life, convenience, and efficiency.

The essential facets of society that comprise IoT applications were depicted in Fig. 2. The smart city was
equipped with a wide range of instruments and technology that, when used for different purposes, enhanced
people’s lives. IoT was changing the demands on smart cities’ security and revolutionizing the sector of
education in the study [16].

The components of the IoT applications were categorized into several key areas: Smart water and energy
management including water tap monitoring, population and leak detection in tanks, early identification of
flooding and sewerage issues, and optimizing smart power regulation based on usage in [17]. In smart health,
hospitalize utilizes sensor-based medical diagnostics, fall detection in residential settings, intelligent patient
health monitoring, and environmental control of medicinal refrigerators [18].

In Agriculture, clever management of climate conditions in the greenhouse and controlled water levels
in the field were key applications [19]. The home category allows for remote control of appliances, intelligent
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data exchange across devices to maximize performance, astute energy conversion, and the identification of
intrusions with responsive self-prevention measures [20].

Figure 2: IoT applications

Transport innovations include smart parking, traffic monitoring, street smart light monitoring, adaptive
route planning for garbage collection, intelligent roadways that can monitor traffic and accidents, and smart
logistics systems [21]. In the environment category, applications focus on intelligent air pollution level
monitoring, detection of fire outbreaks, and identification of landslides and earthquakes [22].

2.2 Difficulties in Integrating Blockchain Technology with IoT Network
IoT’s capabilities and range of applications might be expanded by the incorporation of Blockchain

technology. Nevertheless, because each network technology has unique constraints, integrating many tech-
nologies might present some difficulties [23]. Technology integration could be impacted by the limitations
of the IoT, such as the vast volume of data involved in the network [24]. Blockchain integration with IoT
networks presented several challenges, including smart contracts, scalability, storage, inexperience, and
legal issues [25]. Although storage and scalability were already blockchain issues, they became even more
problematic in the context of the IoT [26]. IoT networks have a lot of nodes, and blockchain technology
does not scale well in networks with a lot of nodes. Despite the modest storage capacity of IoT devices,
the distributed ledger has a memory that rises with the number of nodes over time. A significant barrier
to integrating blockchain with IoT was a lack of competence, as IoT was used in every industry [27]. A
common misconception was that blockchain technology was exclusive to Bitcoin. The fact that blockchain
was a novel technology that links with other nations without any established legal or regulatory precedents
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was a significant challenge for service providers and manufacturers. The difficulty is also a significant barrier
to blockchain and IoT integration.

Although IoT has helped users, there were disadvantages as well. Experts and security professionals
on the list say that privacy issues and cyber security were the main concerns. These two present a serious
challenge for both public and private organizations. The vulnerabilities of IoT technologies have been
exposed by frequent, widely reported cyber security breaches. This risk arises from the interconnectedness
of the IoT, which makes anonymous and untrustworthy content available and demands the creation of novel
security measures. A range of research areas regarding the proliferation of IoT devices are depicted in Fig. 3.
IoT devices are difficult to secure and react adversely to standard security methods because of their modest
processors. Location and power resources were crucial factors to consider while putting security measures
into action. For linked, or smart, cars, mobility is a major problem.

Figure 3: IoT challenges

There was no uniformity in the security protocols. Every gadget has a different solution based on the
supplier. Additionally, protocols were not standardized since a variety of devices make up the IoT network.
Establishing trust was easier in applications with less mobility than in linked cars that move quickly. Cost,
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power, and space limits are only a few of the many aspects of IoT that present serious resource constraints
for IoT devices.

2.3 The Advantages of IoT
IoT applications offer previously unattainable cost reductions, automation, data-driven operations,

efficiency, and resource savings. The advantages of IoT are in various areas like healthcare, agriculture,
education, finance, etc. IoT-capable improved product quality, growth, output, cost savings, agility, and
cleaner practices were just a few of the many advantages that smart agriculture provides. Several studies have
examined the benefits of deploying the IoT [28–30].

• Superior efficiency: Agriculture was a competitive industry. Farmers must increase their productivity
despite poor soil conditions, a declining amount of available land, and rising weather variability [31].
Real-time monitoring of farms and environmental factors is made possible by IoT-based agriculture.
Additionally, IoT-based agricultural solutions were adding automation, such as automated harvesting,
fertilization, and irrigation.

• Reduced resources: Many IoT-based agricultural solutions were designed to optimize utilizing
resources such as land, water, and electricity [32]. Precision farming powered by IoT helps farmers
precisely allocate the right number of resources by using data collected from several field sensors.

• Expansion: Nine billion people will inhabit the earth in the next years, with 70% of them residing in
urban areas [33]. These people can acquire fruits and veggies because of IoT-based systems, particularly
those that feed food supply chains.

• Cleaner method: IoT-enabled smart agriculture can cut down on fertilizer and pesticide use [34]. In
addition to significantly lowering the demand for pesticides and herbicides, intelligent agriculture assists
farmers in conserving energy, water, and natural resources.

• Agility: IoT in agriculture has the benefit of expediting a number of processes. Real-time forecasting and
monitoring technologies allowed farmers to react quickly to significant changes in the climate, moisture,
pollution, blazes, and the state of specific crops and soil in the field [35].

2.4 IoT and Cloud Computing in Privacy Concerns
The possibility of data leaking, insufficient user permission procedures and unlawful data collecting

have all been recurring topics. To address the particular issues raised by the extensive and diverse IoT
ecosystem, robust privacy protections were required. Privacy concerns are heightened by the interaction
between cloud computing and IoT. According to the research, cloud systems that centralize data can become
more vulnerable. As cloud-related privacy issues become more widely recognized, research focused on topics
including data access management, safe data transfer, and insider threat prevention [36–38].
Important Difficulties with Privacy-Preserving Methods

• Scalability and Efficiency: The study found that one persistent issue was the adaptability of secure
techniques for IoT-based cloud systems. Making sure privacy safeguards can effectively scale to accom-
modate. Data volume and variety are becoming increasingly crucial as the number of linked devices
keeps growing [39]. Optimal algorithms, distributed systems, and effective cryptographic protocols were
investigated as remedies.

• IoT Device Heterogeneity: The variety of IoT devices, from powerful edge devices to sensors with
little resources, makes it difficult to apply consistent privacy-preserving procedures [40]. The literature
highlights the necessity of adaptable methods that can accommodate the various device classes’ differing
communication protocols, energy limitations, and processing capacities.
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• Standardization and Interoperability: According to the research, the smooth integration of privacy-
preserving strategies was hampered by the lack of standardized security frameworks. The field of study
investigates the creation of universally applicable interoperable solutions for a variety of IoT platforms
and devices [41].

• Dynamic Character of IoT Settings: Consistent privacy-preserving procedures were difficult to main-
tain in IoT settings due to the devices’ frequent additions and deletions from networks. The research
highlights the necessity of adaptive strategies that can easily respond to shifts in device ownership,
connection, and network engagement [42].

2.5 Data Privacy and Encryption in IoT
In IoT, data privacy is still crucial, particularly as more devices manage confidential data like location,

financial, and medical records. The transfer of enormous volumes of confidential information between
devices in IoT networks leads to several vulnerabilities that must be fixed as they get bigger and more
complicated. To preserve user confidence and adhere to privacy laws, it was vital to ensure that the
information was protected from unauthorized access, modification, or misuse [43].

AI was essential to improving encryption and data privacy in IoT environments. Despite their effec-
tiveness, traditional cryptographic techniques cannot be able to keep up with the size and dynamic nature
of IoT networks [44]. AI-powered encryption systems have a more adaptive approach using ML techniques
to dynamically adjust encryption algorithms and keys based on the data being transmitted and the context
in which it was being used [45]. For instance, AI can identify the sensitivity of the data being exchanged and
choose the most appropriate encryption methods, strengthening security without significantly impacting
the performance of efficiency and also enabling advanced techniques like homographic encryption and
differential privacy [46].

Numerous aspects of modern life, such as transportation, healthcare, industrial control systems, and
home automation, have been altered by the IoT. However, there are also more security flaws as a result of
more linked devices, especially from botnets. Several ML and DL methods for detecting IoT botnet attacks
have been published to allay these worries. This systematic study aims to identify the best ML and DL
methods for detecting IoT botnets by closely examining data pre-processing methods, assessment criteria,
and benchmark datasets [47]. The rapid proliferation of IoT devices has increased the probability of malware
attacks, necessitating the use of advanced detection and forensic methods. DL methods for forensic analysis
and virus detection in IoT scenarios are examined in this comprehensive study. It points out research needs,
including the requirement for extensive datasets, multidisciplinary approaches, real-time detection systems,
and sophisticated countermeasures [48].

2.6 Problem Statement
There is a substantial research gap in the integration of blockchain technology with IoT, namely

regarding scalability, storage, and knowledge gaps about the application of blockchain in different industries.
Although blockchain can enhance IoT capabilities, its application faces challenges, such as the inability to
manage large IoT networks with many nodes and the absence of standardized security standards. Addi-
tionally, the increasing interconnectivity and complexity of IoT devices, combined with privacy concerns,
necessitate the creation of scalable, flexible privacy-preserving methods that can adapt to changing network
conditions and varied device contexts. Additionally, nothing is known about how AI can improve data
privacy and encryption in IoT networks, particularly when it comes to real-time data interchange and
decision-making. These limitations underscore the need for more reliable, effective solutions to enhance
scalability, data protection, and blockchain-IoT integration across various sectors.
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3 Methodology
Fig. 4 shows the comprehensive review’s roadmap. The study that is being conducted focuses on IoT

security analysis, and IoT security characteristics that are crucial. To that purpose, a comprehensive literature
review is carried out.

Figure 4: A schedule of the tasks completed for the review

The methodology section provides valuable insights into the sources reviewed such as IEEE, MDPI,
springer Elsevier, and others. However, it lacks specific details in the selection criteria, such as database,
keywords, or inclusion criteria used. Including these aspects would enhance the transparency and repro-
ducibility of the review process.

3.1 Concerns about Security in the IoT Space
IoT devices are getting increasingly widespread, and due to their lack of protection, criminal activity

has been able to perfect itself on them. Various Cybersecurity threats that could impact the IoT’s perception,
support, network, and application levels are depicted in Fig. 5. A widely accepted four-layer design is
considered during the assessment process.
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Figure 5: A visual depiction of diverse security breaches across multiple IoT layers

• Perception Layer: Among the many components of IoT network layer security are ad hoc, Wi-Fi, basic,
and access network security. The security of cloud computing platforms and middleware technologies
are two areas covered by application layer security. For the IoT perception layer, to suggest a layer-
based security model in which the security of the perception layer is categorized using several enabling
technologies [49]. The perception layer’s primary responsibility is to perceive environmental data.
The provision of services is the application layer’s primary responsibility. Many IoT applications and
blockchain are currently being developed for several industries, including industrial automation, air
pollution, healthcare, and structural health monitoring [50]. It performs several tasks, such as gathering
and displaying data. The lifting machine room’s industrial computer is linked to the sensors; as a result,
the configuration software gathers the characteristic parameters, which are saved to the server via the
mining local area network and relate to the physical quantities that are observed [51].

• Network Layer: It permits data transfer to perception layer devices to finalize the operation of various
applications on the application layer. It could be security faults that compromise the operation of the
overall IoT architecture because this layer connects other levels [52]. Network communication software
and hardware, such as servers and nodes, make up the network layer, which is a communication layer.
It functions as a transmission layer and helps devices communicate with one another by delivering data
to end devices. It serves as a bridge to transmit data over great distances and is mostly utilized in mobile
telephony and the Internet. Through this layer, networks and devices are connected [53]. Depending on
the needs, network and support layers are frequently used to build IoT designs. Moreover, several studies
on IoT systems and blockchain have used the idea of cloud-based computing for the support layer [54].
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• Support Layer: The layer encompasses several essential components, including middleware, commu-
nication protocols, data storage, and cloud services, enabling devices to connect share, and process
information effectively [55]. By acting as a bridge between software and hardware, middleware offers
crucial features like analytics, device control, and data aggregation. Additionally, on-premises and cloud-
based data storage systems enable the safe collection and analysis of massive volumes of data generated
by IoT devices. They facilitate decision-making and provide spontaneous discoveries [56]. The support
layer also addresses scalability and flexibility, allowing IoT systems and blockchain to adapt to changing
requirements and accommodate a growing quantity of gadgets. Given the circumstances, Enhancing the
effectiveness, reliability, and security of blockchain and IoT networks requires a support layer, ensuring
that devices can interact and collaborate effectively to deliver valuable insights and services [57].

• Application Layer: This layer’s function is to handle application-specific features, such as those related
to smart cities and health. This layer is realized as two sections in certain architecture. The business
layer, which manages applications and handles security and privacy, is the outermost layer [58]. This
layer’s importance can be understood from its capacity to offer first-rate services that satisfy customer
demands. This degree of IoT and blockchain could lead to the development of numerous innovative
ecosystems, including smart factories, smart orangeries, and smart cities [59]. This layer has the power to
confirm whether applications are receiving services. By data collected by sensors, it is also able to provide
numerous services to various applications. Even with all its problems, security is the most important
consideration [60].

3.2 IoT Security Breaches
Malicious actions intended to jeopardize the reliability, security, or accessibility of IoT networks and

devices can take many different forms within the IoT framework. Poor security procedures might be
the source of these assaults, which target IoT systems, insufficient authentication systems, or unsecured
communications methods are described in Table 1. Unauthorized device access, data interception during
transmission, DDoS attacks that overwhelm devices or networks, and malware infections that can cause
disruptions or steal confidential information are examples of common security threats.

Security breaches categorized as either mild or critical, pose a continuous risk to all systems. Therefore,
immediate action is required to prevent irreversible issues that can compromise availability, integrity, or
confidentiality. Because of several limitations, small developers are unable to apply a traditional security
setup for IoT devices because of memory constraints, a network that is active and diverse, as well as a battery
that is restricted. As a result, the way this type of system is implemented needs to be revised. A typical strategy
used against IoT platforms is to create a DoS attack on Fig. 6. One such is the Mirai-attack, which involves
leveraging shared credentials to access Telnet, secure shell, or other services and then taking control of the
device. The attacker typically uses this technique to overcome a target, in this instance, the victim, with the
use of several gadgets. Port scanning is often conducted before attacking the target. The attacker can create
and send packets, decipher the answers, and run port scans. This considers both port scans and DoS attacks
in the application scenario because they are both highly frequent [61].
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Figure 6: Security attacks in IoT

Table 1: Security attacks

Category Description Real-world example
Unauthorized

access
To gain unauthorized access to IoT devices,

attackers take advantage of lax authentication
procedures, which could compromise private

information or allow them to remotely control
devices [62].

Smartphone hacking: Exploiting
weak passwords to access a

device and steal data.

(Continued)
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Table 1 (continued)

Category Description Real-world example
DDoS attacks DDoS attacks can be launched by IoT devices

that have been compromised and utilized as a
botnet, overwhelming targeted servers and

interfering with services [63].

Mirai botnet: IoT devices like
cameras and routes were

compromised to attack major
websites.

Data
interception

Insecure communication protocols can allow
attackers to intercept data transmitted between
IoT devices, resulting in privacy violations and

data breaches [61].

Wi-Fi sniffing: Attackers
intercept data from an insecure

public Wi-Fi network.

Firmware
exploitation

Vulnerabilities in the firmware of IoT gadgets
can be misused for evil or exploited to give

attackers control over the device, enabling them
to change its behavior [64].

Smart TV hacking:
Manipulating the firmware to

control the TV remotely or
collect data.

MITM attacks Attackers can endanger data integrity and
authenticity by intercepting and changing

communications between IoT devices and their
servers [65]. Identifies external assaults with no

false positives. Unable to identify an insider
threat.

Smart home devices:
Intercepting communication

between devices and their hubs.

Ransomware
and malware

IoT devices can be compromised with
ransomware or malware, which can cause

operational disruptions or require payment of a
ransom to return to functioning [61].

Smart Lock ransomware:
Locking users out of their smart
locks and demanding payment

to region access.
Physical

tampering
Attackers can physically access IoT devices to

alter their functionality, gain unauthorized data
access, or disable security features [66].

Datacenter attacks: physically
tempering with servers to steal

sensitive data.

• Instruction detection system (IDS) in IoT using AI solutions
An IDS system’s objective is to prevent unwanted access. An unauthorized infiltration potentially

jeopardizes information availability, confidentiality, or integrity [67]. It is designed to protect an information
system against unwanted access. Data integrity, confidentiality, and availability may be harmed by an
unauthorized intrusion. In terms of intrusion detection methods, IDSs can be divided into two primary
classes. A particular team compares observed events to a database of intrusion tactics, whereas another
monitors ordinary conduct and records any odd occurrences [68].

ML algorithms-based AI solutions: Although a signature-driven intrusion detection system has a
low false alarm rate and high accuracy, it is unable to detect new threats. A specification-based network
intrusion detection system compares traffic patterns to a predetermined set of values and principles to detect
malicious activity. A security specialist [69] manually specifies these requirements. Based on anomalies IDS
constantly monitors network traffic to look for deviations from the standard network profile, in contrast
to signature and specification-based IDS. An alert is sounded to indicate the detection of an assault if a
deviation is beyond the threshold. ML techniques are used to learn the typical network profile. The capacity
of anomaly-based IDS to identify novel threats makes them superior to signature and specification-based
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IDS [70]. Since the IoT and blockchain environment consists of several devices with different protocols
and limited computational resources, IDS uses lightweight algorithms and anomaly detection methods to
identify threats such as command ML models or rule-based detection to analyze traffic patterns, instructing,
and device behaviors, ensuring the system responds promptly to potential attacks while maintain minimal
latency to support the seamless operations of IoT ecosystems as described in Fig. 7. The IoT captures noisy
network traffic with a wide variety of traffic characteristics. IDS performance is impacted by ML models,
which take longer to create due to the complexity of IoT network data. Consequently, feature selection is
necessary for IoT intrusion detection to create models more rapidly and effectively [71]. The data can be
accurately classified by the algorithms. It is suggested that IDS for IoT networks can be constructed using
ML algorithms. The difficult part of developing IDS with ML principles is creating a realistic and excellent
training dataset, as interception is only feasible [72]. Building the ML model considers a variety of data
because the network will be run by a variety of heterogeneous devices. Appropriate IDS for an IoT context
can be developed by addressing these obstacles [73].

Figure 7: Architecture of IDS

DL algorithms-based AI solutions: In the IoT, IDS are security architectures created to keep an
eye on and identify fraudulent or unauthorized activity across networks and connected devices [74].
Understanding the rationale behind the choice made by their DL-based IDS is one of the primary goals of this
approach [75]. In addition to protecting terminal users, IDS will also safeguard service providers, therefore,
when internet threats increase, IDS approaches should also be updated. IDS methods can be divided into two
categories: anomaly detection and misuse detection. The ability of anomaly detection technology to identify
undiscovered threats makes it a hot spot [76].

Depending on how intrusions are found, the IDSs fall into one of two main groups. While one team
looks at recorded events and compares them to a database of intrusion techniques, another team looks at
typical conduct and flags any anomalies as shown in Table 2.
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Table 2: An illustration of the progression of IDS attack methods

Ref. Year Method and attack name Parameters
Author [Balakrishnan N,
Rajendran A, Pelusi D,
Ponnusamy V] in [77]

2021 Deep Learning (DL)
model DBN utilized in

the study for IDS

The parameters used by
DBN in the study for IDS
include precision, recall,

and F1-score
Author [Saravanan V,

Madiajagan M, Rafee SM,
Sanju P, Rehman TB,
Pattanaik B] in [78]

2024 DL model RNN utilized
in the study for IDS

Precision (98.65), recall
(98.84%), F1-score
(97.27%), Accuracy

(98.32%), execution time
(15)

Author [Mansour RF] in [79] 2022 The proposed model
BAC-IDS used for IDS in

the study

F1-score, precision, recall,
accuracy, TNR, and AUC
of 99.96%, 99.96%, and

99.96%
Author [Liang C,

Shanmugam B, Azam S,
Karim A, Islam A, Zamani

M, et al.] in [80]

2021 The proposed model
BC-HyIDS used for IDS

in the study

88.375 accuracy rate and
an 89.263 maximum

recall measure

• Anomaly detection in IoT using AI solutions: It is essential for enhancing security and guaranteeing the
dependability of networked systems and devices in IoT.

ML algorithms-based AI solutions: IoT and blockchain frameworks can use advanced ML algorithms
and statistical techniques [81] to assess the enormous amounts of data that sensors and gadgets produce
in real-time, as seen in Table 3. These techniques allow for the identification of trends and deviations that
can indicate malicious actions or system problems. Implementing anomaly detection mechanisms enables
proactive responses to potential threats, allowing for immediate isolation of compromised devices and
minimizing risks to the entire network as shown in Fig. 8. Furthermore, these systems can adapt and become
more accurate with time as they absorb fresh information to increase their forecasting power and provide a
more robust security in increasingly complex IoT environments [82].

DL algorithms-based AI solutions: DL is a kind of ML that learns a good representation of data by
using layers of abstractions. DL can outperform traditional ML techniques as data volume and heterogeneity
increase. DL-powered anomaly detection methods have recently shown growing utility across a range
of fields. To develop a DL-enabled framework for trustworthy IoT anomaly detection to get beyond the
challenges presented by diverse IoT systems [83]. Although there are several anomaly-detection techniques,
fewer attempts have been made to use CNNs for anomaly identification [84]. They concentrate on identifying
anomalies in weighted graphs. The method can be used in a variety of situations, including social network
abnormalities, spammer detection, intrusion detection, and more. Additionally, the problem of detecting
anomalies in static, labeled networks is discussed. A few ego networks were studied in this context, and it
was determined that when the sum over a specific label is abnormally high approximately the edge count of
the network, the related individual may be acting abnormally [85].
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Table 3: An illustration of the progression of Anomaly detection

Ref. Year Method and attack name Parameters
Author [Yang X, Chen Y,
Qian X, Li T, Lv X] in [86]

2021 To develop BCEAD
techniques to prevent

Anomaly detection

The parameters used by BCEAD
in the study for this attack

include precision, recall, and
F1-score

Author [Kim J,
Nakashima M, Fan W,

Wuthier S, Zhou X, Kim
I, et al.] in [87]

2022 ML was used in the study
to find anomalies

The research employed ML
parameters for Anomaly

detection to determine accuracy
and F1-score

Author [Seifi S, Beaubrun
R, Bellaiche M, Halabi T]

in [88]

2021 The proposed model RL
used for Anomaly

detection in the study

The parameters used by RL
utilized in the study for

Anomaly detection for accuracy
and F1-score

Figure 8: Architecture of Anomaly detection

• Distributes denial of services (DDoS) in IoT using AI solutions
DDoS attacks are malicious efforts to disrupt a service or network’s normal operation by overloading it

with traffic from the internet. It is appropriate for multi-targeted attacks, nevertheless, because a network-
wide deluge necessitates mitigating measures before it reaches the victims. Software fixes and appliance
deployments cannot completely stop or block DDoS attacks. As a result, internet service providers either
overprovision their networks or employ cleaning services. Both approaches are not financially viable [89].

ML algorithms-based AI solutions: A DDoS involves the use of several hijacked computer systems,
frequently comprising a botnet, to make an excessive number of requests to the intended recipient,
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exhausting its assets and hindering it from reacting to users who are doing it legally [90]. These assaults have
the potential to cause serious disruptions, monetary losses, and reputational harm. Black diagram DDoS
as shown in Fig. 9. The size of unconfirmed transactions increases, giving attackers an opportunity, and
real users must pay more mining fees to prioritize their unconfirmed transactions. Therefore, a strong and
effective security mechanism is needed to identify DDoS attacks [91].

Figure 9: Architecture of DDOS

DL algorithms-based AI solutions: Three types of DDoS assaults are distinguished: brute force,
spoofing, and flooding. The most frequent and harmful attacks are flooding attacks, which limit network
bandwidth and block all valid requests. Every focus of survival is on single-target victims, who must
recognize and control the attack on their own [92]. IoT devices can be weaponized and hijacked for
targeted code injection, MITM attacks, DDoS attacks, and pose estimation. Additionally, malicious actors
can remotely influence IoT devices, which significantly impact network data transfer. Thus, it is particularly
crucial to maintain and safeguard IoT security to lower intermediate hazards in a networked setting.
The entire network, IoT device segmentation, monitoring, inspection, and policy enforcement, as well as
the implementation of prompt, automated responses if an attack affects the network, all contribute to the
reduction of security threats [93]. DDoS attacks use a variety of techniques, such as volume-based, protocol-
based, and application-layer assaults illustrated in Table 4. Mitigating DDoS attacks requires a combination
of strategies including traffic analysis, risk limiting, and employing DDoS protection on services to detect
and eliminate harmful traffic while preserving the availability of trustworthy services [94].
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Table 4: An illustration of the progression of DDOS attacks

Ref. Year Method Parameters
Author [Yin X, Fang W,

Liu Z, Liu D] in [95]
2024 The proposed model CNN

and Bi-LSTM used for
DDoS in the study

Recall rate (96.74), accuracy
(96.74), precision (96.77), and

detection time
(5.83 m.s./batch)

Author [Alghazzawi D,
Bamasag O, Ullah H,
Asghar MZ] in [96]

2021 The proposed model CNN
and Bi-LSTM used for

DDoS in the study

Error rate (91.31), false alarm
rate (5.66), and detection rate

(5.47)
Author [Cheng J, Liu Y,
Tang X, Sheng VS, Li M,

Li J] in [97]

2020 DL model CNN utilized in
the study for DDoS

F1-score (93.44), recall (92.04),
precision (94.74), and

Accuracy (94.52)
Author [Hairab BI,

Elsayed MS, Jurcut AD,
Azer MA] in [98]

2022 DL model CNN utilized in
the study for DDoS

Statistical and Analytical
Methods, Accuracy (87.27),

precision (81.07), recall
(72.25), F1-score (76.46)

Author [Issa ASA,
Albayrak Z] in [99]

2023 CNN and Bi-LSTM, the
suggested model, were

employed for DDoS

The accuracy, precision, and
recall, were 99.31, 99.18, and

99.18, respectively

• Man in the middle attack (MITM) attack in IoT using AI solutions
A Man-in-the-Middle (MITM) attack is an illegal attack that intercepts and maybe modifies commu-

nications between two valid IoT devices or between a device and a server, as shown in Table 5. By placing
themselves between the two parties, the attacker can listen to confidential information, inject malicious
comments, or manipulate the information being exchanged without either party realizing it [100].

ML algorithms-based AI solutions: With the interconnected nature of IoT, such attacks pose signif-
icant risks, as they can exploit vulnerabilities in communication protocols, weak encryption, or unsecured
networks. For instance, an attacker cloud intercept data from a smart home device, such as a thermostat or
security camera, and either manipulates the data or steals confidential information [101]. Mitigating MITM
attacks in IoT involves using robust encryption techniques, Effective authentication procedures, and secure
communication protocols to ensure that data is kept private and unchanged during transmission [102]. The
Benefits of mitigating MITM attacks in IoT are significant, primarily enhancing data privacy, integrity, and
trust in interconnected devices by securing communications with strong encryption and authentication
mechanisms [103].

DL algorithms-based AI solutions: Additionally, mitigating MITM attacks helps maintain the integrity
of the IoT ecosystem by preventing malicious actors from injecting harmful commands or altering device
behaviors [104]. They promote user confidence in IoT technologies, encouraging widespread adoption and
integration across various sectors, ultimately, effective MITM defense strengthens the security posture of
IoT systems, reducing vulnerabilities and enhancing their resilience against cyber threats. However, MQTT
depends on SSL/TLS to encrypt MQTT communications because it lacks an advanced security mechanism of
its own [105]. Regretfully, IoT installations are not adequately enforced. An attacker can change the data being
sent between two endpoints of a network by intercepting the connection. This type of cyber-attack is called
MITM attack [106]. A technically capable attacker with the presence and power to execute an MITM attack
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on a user’s mobile device is taken into consideration [107]. IoT devices have unique characteristics, such
as the requirement to function as tiny computing systems and be energy efficient [108]. Many IoT devices
can share a network, and because of their constrained computing power, these devices employ a variety of
lightweight protocols. MQTT is an application layer protocol that is frequently used in IoT devices [109].

Table 5: An illustration of the progression of MITM attacks

Ref. Year Method Parameters
Author [Hashimyar ME,
Aiash M, Khoshkholghi

A, Nalli G] in [110]

2024 The suggested XGB
model

Recall (0.995), F1-score
(0.9948), accuracy (0.9960),

and precision (0.9955)
Author [Toutsop O,

Harvey P, Kornegay K]
in [111]

2020 The proposed model
PSO-RF

Accuracy (99.76), F1-score
(96.45), Precision (99.5), MCC

(99.51)
Author [Rihan SDA,
Anbar M, Alabsi BA]

in [112]

2023 The suggested DL models
(RNN, LSTM, CNN, and

GRU) were assessed

Recall (97.95%), Precision
(97.95%), F1 measure (998.87%),

and accuracy (97.87%)

3.3 AI Is Supporting IoT for Security
AI enhances IoT security by providing intelligent, adaptive technologies that can manage the difficulties

presented by IoT contexts, such as resource constraints, device heterogeneity, and the need for real-time
threat detection. Below are key ways AI supports IoT security.

• Anomaly detection and threat identification: IoT systems can identify strange data flow patterns that
can indicate security lapses connected to AI, especially those employing ML algorithms are support
vector machine (SVM), naïve Bayes (NB), K-nearest neighbor (KNN), Random Forest (RF), decision
tree (DT) [113]. Substantial amounts of data produced by IoT devices can be analyzed by AI models to
identify typical activity and highlight abnormalities. It allows for early detection of cyber-attacks, such
as DDoS or unauthorized access that can otherwise be unnoticed by traditional security protocols.

• Predictive security: It is extremely difficult to protect IoT devices from any security breaches due to
the large amount of communication traffic data between them [114]. This problem is made worse by the
existence of unbalanced network traffic data. AI technologies, particularly machine and deep learning,
have demonstrated promise in identifying and mitigating these security risks that target IoT networks.

• Automates security response: The design of AI-based security approaches and an understanding of
the cyber threat landscape of IoT networks have garnered a lot of attention [115], instead the lack of
distributed architecture has resulted in the creation of heterogeneous datasets that include complex cyber
threat scenarios and the real-world behaviors of IoT networks to assess the new systems’ credibility.

• Data integrity with blockchain integration: Combining blockchain technology with AI can increase
the security and dependability of data transfers in IoT devices [116]. By utilizing blockchain’s decen-
tralized, tamperproof nature, AI can ensure that IoT communications remain secure, transparent, and
resistant to cyber-attacks. Smart contracts powered by AI can automatically enforce security policies and
manage general proposed access control without the need for intermediaries.

• Adaptability to resource constraints: IoT devices are limited in terms of memory, processing power,
and bandwidth [117]. AI powered security solutions are being developed to operate efficiently within
these constraints, ensuring that security mechanisms do not overload the system or drain resources.
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Lightweight AI models, such as edge computing-based solutions enable device-level real-time threat
analysis, which eliminates the requirement for continuous contact with central servers.

3.4 Blockchain and IoT Integration for Enhancing and Education Security Systems
Technologies like blockchain and IoT can improve security and lessen assaults on systems used in

healthcare and education. Healthcare uses IoT devices for remote patient monitoring, but centralized data
storage exposes patient information to potential breaches. Blockchain provides a decentralized ledger for
secure storage and transfer of medical data, while IoT collects sensitive student information, ensuring privacy
and unauthorized access.

Increasingly patients are being admitted to hospitals around the country as a result of the emergence
of blockchain and IoT innovations in healthcare, making it increasingly difficult to provide complete
medical care [118]. Monitoring patients remotely is the main strategy for handling healthcare issues. Smart
watches and IoT devices are essential for remote patient monitoring, data collecting, and hospital data
transmission [119,120]. These gadgets’ primary goals are to give medical professionals vital information
including a patient’s blood pressure, blood glucose level, and breathing patterns [121]. To safeguard patient
data, the IoT application of healthcare has unique requirements, including data transfer and interoperability.
The technique of sharing data across several sources is known as interoperability. The inability to establish
interoperability is one facet of the centralization concept [122]. Centralization is the cornerstone of the IoT,
and data is stored on the insecure cloud. Integrating blockchain technology with IoT helps address security
problems in healthcare applications [123,124]. IoT-based educational services include security and privacy
in the classroom: Systems that rely on these modern technologies safeguard a range of data that are sent
over the Internet. They are mostly made up of several interconnected devices, and when these devices begin
to monitor and collect data from pupils, the privacy of the students is at risk. Any security lapse might
expose a student’s personal information linked to their family’s financial situation, medical history, or any
other confidential information [125]. Reliable wireless connection (Wi-Fi) and high-speed wireless networks
are the most crucial of these technologies, providing bandwidth for the orderly and high-quality delivery
of educational classes via audio and video. The importance of contemporary technology for education and
its continuous necessity without sudden pauses or disruptions are undeniable [126,127]. Several variables,
including smart classrooms, may make it challenging for educational institutions and industries to adopt this
innovative technology. Informational institutions can profit from investigating and testing IoT possibilities,
even though there are possible hazards and challenges associated with technology [128,129]. Cost, these
innovative modern technologies, together with all the equipment required to form an integrated educational
system, can be used to fully prepare the current educational institution at an excessive cost. Thus, another
issue facing educational institutions and sectors is the expense of gadgets and equipment [130]. Health, the
student’s medical record can be updated by using remote sensors and surveillance cameras to monitor the ill
student and determine whether he has a temperature or a shift [131].

4 Performance Matrices

4.1 Deep Learning-Based Experimental Validation
The performance metrics that are most frequently used for DDOS, anomaly detection, and IDS are

covered below. According to the research’s findings, CNN routinely outperforms alternative models in terms
of recall, F1-score, accuracy, and precision, which are important security criteria. The findings demonstrate
CNN’s excellent capacity to identify and reduce hazards in IoT contexts, as it obtains the greatest values
for precision (97.70%), recall (98.30%), accuracy (98.82%), and F1-score (98.8%). In contrast, classifiers like
DCNN and FCFFN show significantly lower performance. These findings highlight how crucial it is to use
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the right classifiers depending on the particular security metric being optimized. Blockchain technology
combined with IoT has also been recognized as a viable way to improve security by tackling concerns
about resource constraints, privacy, and transparency. Finally, the study explores the distribution of IoT
applications, with smart cities dominating the market share, followed by healthcare and business applications.
The capacity of CNN’s convolutional layers to efficiently capture spatial hierarchies and patterns in data
accounts for its superior accuracy when compared to FCFFN. Unlike FCFFN, which treats all input features
independently, CNN utilized local receptive fields to identify local features and progressively combine them
to form higher-level representations. The hierarchical feature extraction allows CNN to better generalize
from data, particularly when dealing with complex patterns such as images or sequential data, leading to
improved accuracy. Additionally, CNN typically requires fewer parameters and can manage overfitting more
effectively, contributing to their superior performance in tasks like classification.

4.1.1 Accuracy
The percentage of all forecasts that contain correct predictions is known as accuracy. This statistic

works best when the dataset is balanced. The outcomes of this statistic could not accurately represent the
performance of the model when a majority class is present in the dataset as shown in Eq. (1).

Accurac y = TP + TN
TP + TN + FN + FB

(1)

Table 6 and Fig. 10 present the accuracy percentage of different classifiers as reported in various studies.
The classifiers listed include deep Convolutional neural network (DCNN) with an accuracy of 77.55%, full
connected feed-forward network (FCFFN) at 93.74%, deep autoencoder deep neural network (DAE-DNN)
with 83.33%, focal loss-based feed-forward neural network (FNN-focal) at 91.55% and Convolutional neural
network (CNN) achieving the highest accuracy of 98.82%.

Table 6: Outcomes of accuracy

Ref. Classifiers Accuracy (%)
Author [Ullah S, Ahmad J, Khan MA, Alkhammash EH, Hadjouni M,

Ghadi YY, et al.] in [132]
DCNN 77.55

Author [Awajan A] in [133] FCFFN 93.74
Author [Novaria Kunang Y, Nurmaini S, Stiawan D, Suprapto B]

in [134]
DAE-DNN 83.33

Author [Raoufi P, Hemmati A, Rahmani AM] in [135] FNN-Focal 91.55
Author [Aswad FM, Ahmed AM, Alhammadi NA, Khalaf BA, Mostafa

SA] in [136]
CNN 98.82

4.1.2 Precision
The ML model’s precision is a metric that indicates how accurate it is in determining the proportion of

actual positives to all anticipated positives. This measure is helpful in cases where the cost of a false positive
is significant for the model’s quality, such as in spam detection models as shown in Eq. (2).

Precision = TP
TP + FP

(2)
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Figure 10: Comparison of accuracy

Table 7 and Fig. 11 present the precision percentage of difference classifiers as reported in various
studied. The classifiers listed include DCNN with a precision of 78.76%, FCFFN at 93.71%, DAE-DNN with
86.02%, FNN-focal at 55.59% and CNN achieving the highest precision of 97.70%.

Table 7: Outcomes of precision

Ref. Classifiers Precision (%)
Author [Ullah S, Ahmad J, Khan MA, Alkhammash EH, Hadjouni M,

Ghadi YY, et al.] in [132]
DCNN 78.76

Author [Awajan A] in [133] FCFFN 93.71
Author [Novaria Kunang Y, Nurmaini S, Stiawan D, Suprapto B]

in [134]
DAE-DNN 86.02

Author [Raoufi P, Hemmati A, Rahmani AM] in [135] FNN-Focal 55.59
Author [Aswad FM, Ahmed AM, Alhammadi NA, Khalaf BA, Mostafa

SA] in [136]
CNN 97.70

Figure 11: Comparison of precision
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4.1.3 Recall
Recall is a metric used to quantify how well an ML model approximates the ratio of true positives to

total positives. This measure is useful when False Negative is extremely expensive for model quality, as it is
in the fraud detection Model, as Eq. (3) illustrates.

Recal l = TP
TP + FN

(3)

Table 8 and Fig. 12 present the recall percentage of difference classifiers as reported in various studied.
The classifiers listed include DCNN with a recall of 73.43%, FCFFN at 93.82%, DAE-DNN with 83.33%,
FNN-focal at 63.80% and CNN achieving the highest recall of 98.30%.

Table 8: Outcomes of recall

Ref. Classifiers Recall (%)
Author [Ullah S, Ahmad J, Khan MA, Alkhammash EH, Hadjouni M,

Ghadi YY, et al.] in [132]
DCNN 73.43

Author [Awajan A] in [133] FCFFN 93.82
Author [Novaria Kunang Y, Nurmaini S, Stiawan D, Suprapto B]

in [134]
DAE-DNN 83.33

Author [Raoufi P, Hemmati A, Rahmani AM] in [135] FNN-Focal 63.80
Author [Aswad FM, Ahmed AM, Alhammadi NA, Khalaf BA, Mostafa

SA] in [136]
CNN 98.30

Figure 12: Comparison of recall

4.1.4 F1-score
The model’s performance is evaluated more precisely by calculating the Harmonic Mean of the accuracy

and recall metrics. This statistic is significant for an unbalanced dataset like this one since it assigns equal
weight to precision and recall as shown in Eq. (4).

F1 − score = 2 × precision × Recal l
Precision + Recal l

(4)
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Table 9 and Fig. 13 present the F1-score percentage of difference classifiers as reported in various studies.
The classifiers listed include DCNN with an F1-score of 76.80%, FCFFN at 93.47%, DAE-DNN with 82.04%,
FNN-focal at 82.04% and CNN achieving the highest F1-score of 98%.

Table 9: Outcomes of F1-score

Ref. Classifiers F1-score (%)
Author [Ullah S, Ahmad J, Khan MA, Alkhammash EH, Hadjouni M,

Ghadi YY, et al.] in [132]
DCNN 76.80

Author [Awajan A] in [133] FCFFN 93.47
Author [Novaria Kunang Y, Nurmaini S, Stiawan D, Suprapto B]

in [134]
DAE-DNN 82.04

Author [Raoufi P, Hemmati A, Rahmani AM] in [135] FNN-Focal 82.04
Author [Aswad FM, Ahmed AM, Alhammadi NA, Khalaf BA, Mostafa

SA] in [136]
CNN 98

Figure 13: Comparison of F1-score

IoT and blockchain technologies complement each other to deal with the issues of resource limitations,
privacy, and security. Blockchain’s decentralized structure enhances IoT security by ensuring transparent,
tamper-proof data exchanges, mitigating the risk of cyber breaches and untrustworthy content. Smart
contracts automate trust without intermediaries, making security protocols more uniform and scalable
across different IoT devices, even in environments with high mobility, like enhancing privacy. Additionally,
the lightweight blockchain protocols being developed address IoT’s limited processing power and energy
constraints, making security solutions more feasible for resource-constrained devices.

4.2 Machine Learning-Based Experimental Validation
Table 10 and Fig. 14 present the performance metrics of various classifiers, including RF, DT, XGBoost,

AdaBoost, and an ensemble model combining RF-BPNN. All classifiers demonstrate excellent performance,
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with accuracy and precision values predominantly at near 99.9%. The DT and XGBoost classifiers stand out
with perfect precision of 100%, indicating their highly accurate predictions for positive classes. Overall, these
classifiers exhibit comparable and prominent levels of accuracy and precision, suggesting their robustness in
the given task.

Table 10: Numerical outcomes of ML methods (Accuracy and Precision)

Metrics Accuracy (%) Precision (%)
RF [137] 99.9 99.9
DT [137] 99.9 100.0

XGBoost [137] 99.9 100.0
AdaBoost [137] 99.9 99.9

Ensembled RF-BPNN [137] 99.9 99.9

Figure 14: Comparison of ML methods (Accuracy and Precision)

Table 11 and Fig. 15 present the performance metrics of various classifiers, including RF, DT, XGBoost,
AdaBoost, and an ensemble model combining RF-BPNN. Most models, particularly RF, AdaBoost, and
the ensemble model RF-BPNN achieve a recall. An F1-score of 99.9%, indicating excellent performance in
identifying true positives and balancing precision and recall DT and XGBoost show slightly lower recall
(99.1%) but maintain high F1-score (99.5% and 9.9%) respectively, demonstrating their ability to maintain
a strong tradeoff between precision and recall. Overall, these classifiers perform excellently across both
metrics, with minimal variation in performance.

4.3 Bloch Chain-Based Experimental Validation
Latency [138]: To the time taken for a data packet to travel from the source to the destination, in the

context of a blockchain-based experimental validation, latency is crucial to measure the quick information
or control signals propagating through the system. Lower latency indicates that the system can react more
swiftly, which is particularly important for real-time applications in IoT, and other communications networks
as shown in Fig. 16.
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Table 11: Numerical outcomes of ML methods (Recall and F1-score)

Metrics Recall (%) F1-score (%)
RF [137] 99.9 99.9
DT [137] 99.1 99.5

XGBoost [137] 99.1 99.9
AdaBoost [137] 99.9 99.9

Ensembled RF-BPNN [137] 99.9 99.9

Figure 15: Comparison of ML methods (Recall and F1-score)

Figure 16: Comparison of latency

Accuracy [138]: In the context of a block chain experiment, it refers to the correctness of the transmitted
or processed information in comparison to the expected outcome. It indicated the well the systems perform
in terms of data integrity, minimizing errors during the communications or processing phases, ensuring that
the system delivers precise results as shown in Fig. 17.
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Figure 17: Comparison of accuracy

Throughput [139]: The quantity of data that is successfully sent over a network in a specific length of
time is known as throughput. Throughput, which reflects the total bandwidth and the system’s ability to
handle several jobs or communications at once, gauges the system’s ability to efficiently manage data flow in
a blockchain setting. High throughput ensures effective data transmission even under heavy load conditions
as shown in Fig. 18.

Figure 18: Comparison of throughput

End to end delay [139]: It explains the total amount of time an information packet takes to travel from its
source to its destination, accounting for all intermediate steps. End-to-end delays include and delays caused
by processing, transmission, queuing along the path. In block chain systems, minimizing end-to-end delay
is critical for applications requiring rapid decision making and low latency communications are as shown
in Fig. 19.
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Figure 19: Comparison of end-to-end delay

4.4 IoT Applications
For example, Fig. 20 [140] compares the percentage of IoT applications to date by taxonomy. It looked

at six IoT application domains. According to the literature, the smart city strategy has the largest percentage
of application domains (30%). Applications for the IoT are divided as follows: business uses 14%, health care
uses 20%, general uses 12%, environmental uses 12%, and industrial uses 10%.

4.5 Global Share of IoT Projects
Fig. 21 [141] displays the market share of IoT projects worldwide. IoT programmers centered on business,

cities that are smart, connected power, and smart vehicles have a larger market share than other initiatives.

Figure 20: The proportion of IoT apps that were displayed
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Figure 21: The proportion of IoT projects worldwide

Fig. 22 shows the publisher and year-by-year details of the surveyed articles from reputable publish-
ers, such as IEEE, MDPI, Springer, and Elsevier, which are specifically targeted. Most of the examined
publications are from recent years, specifically 2020 and 2019, and are indexed [142].

Figure 22: Graphical display of the examined articles’ year-by-year details

4.6 Future Suggestions on How Using AI Can Further Increase IoT Security
• Federated Learning Enhancements

Future Direction: The main goal of federated learning advancements should be to address current issues
with model convergence, security threats, and communication overhead. Future research can concentrate
on privacy-preserving technologies and adaptive federated learning strategies designed specifically for
decentralized IoT environments [143]. The potential of federated learning enhances IoT security, but the
suggestions remain abstract and would benefit from concrete examples or case studies demonstrating
their feasibility and impact. For instance, illustrating that privacy-preserving technologies can be applied
in real-world decentralized IoT environments would make the argument more practical. Additionally,
while the research acknowledges the rapid evolution of IoT and AI technologies, it does not fully explore
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how the dynamic landscape might affect the long-term validity of the findings or the adaptability of the
proposed solutions.

Rationale: In situations where data decentralization is a basic necessity, improved federated learning
techniques can greatly aid in protecting privacy. For federated learning in the IoT to be successful,
communication issues must be resolved, and strong security measures must be in place.
• Standards and Regulations Protecting Privacy

Future Direction: Research should also focus on creating standards and laws that protect privacy for
cloud systems that are based on IoT. This entails working with industry stakeholders, regulatory agencies,
and privacy specialists to create standards that guarantee the uniform implementation of privacy safeguards
in IoT contexts.

Rationale: Standardized laws and policies can give companies a framework to work within and serve
as a benchmark for evaluating how well privacy-preserving practices are performing.

4.7 Discussion
A significant limitation in evaluating the classifiers (DCNN, FCFFN, DAE-DNN, FNN-Focal, CNN)

and ensemble techniques (RF, DT, XGBoost, AdaBoost, ensemble RF-BRNN) in terms of performance
metrics like throughput, end-to-end delay, and latency is a lack of a clear understanding of how the model’s
dimension in actual network and internet of things (IoT) environments. Real-time processing, computing
expenses, and resource limitations could limit the practical applicability of the models, considering that the
models can demonstrate beneficial accuracy and precision in controlled circumstances. The systems with
limited resources, the deep learning (DL) models such as CNN and DCNN are effective at extracting the
features and frequently demand a large processing time and computational power, which results in high
latency and decreased throughput. Faster processing speeds could be provided by the traditional machine
learning (ML) models like RF and AdaBoost, whereas there could be limitations on performance that the
DL algorithms are efficient at capturing the complex patterns.

The ensemble approaches can include further layers of complexity, which could lead to significant
increases in the computational load and network latency as it enhances accuracy. As a result, the primary
complexity in implementing these models in dynamic IoT and network systems is maintaining high
performance while addressing issues like low latency, scalability, and real-time throughput. This type of
assault has been studied and identified using ML methods like k-nearest neighbor (KNN) and decision
trees. The accuracy of the two suggested algorithms is noticeably higher when compared to widely utilized
techniques. Furthermore, the outcomes show that the two suggested algorithms have outperformed alter-
native categorization techniques by a significant margin. Furthermore, for these two techniques, greater
p-values correspond to increased detection accuracy. This issue demonstrates that the detectors can identify
fake data injection assaults that result in more serious system disruptions [144]. A framework for safe data
management that includes a strong data flow architecture, encryption, integrity checking, and an integrated
communication network. We examine the various facets of data integrity, security, and privacy as well
as viable solutions in the context of blockchain and IoT integration. With an emphasis on algorithmic,
mathematical, and cryptographic viewpoints, the paper also explores the safe transaction procedure. To fully
address the associated security and privacy concerns, we utilized flow charts to demonstrate how blockchain
technology might be applied in the nuclear energy sector. It emphasizes the importance of our approach to
the nuclear industry and also acknowledges its limitations, such as the requirement for real-world validation,
challenges in IoT contexts with limited resources, the rise in cyber risks, and the absence of real-time data
availability [145].
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5 Conclusion
The review aimed to explore modern AI technologies, particularly ML and BC for enhancing security

in IoT ecosystems. The objective was to systematically investigate IoT security challenges, focusing on
privacy preservation, threat detection, and data integrity, and to assess the efficacy of AL-driven solutions
in addressing these core concerns. Additionally, it wanted to categorize these solutions based on their
performance and provide insights into directions that could further enhance IoT security. The approach
used comprised a thorough analysis of the body of research on AI-powered privacy-preserving IoT security
measures. It examined a variety of security issues within IoT networks, including vulnerabilities related to
device heterogeneity and resource constraints. Various AI techniques, particularly ML algorithms and BC
were explored for their effectiveness in mitigating these issues. Solutions were categorized according to their
capability to address specific security challenges, with an emphasis on advancement in threat detection,
Anomaly identification, and data integrity. The findings of the research indicate that AI solutions, especially
those incorporating ML and BC technologies, have significantly advanced the security landscape of IoT
ecosystems. It improves data threat detection, enhances privacy preservation, and ensures the integrity of
data exchanges within IoT networks. The integration of BC is particularly beneficial in providing tamper-
proof data transactions and decentralized control, which is crucial for sectors such as healthcare, fiancé and
smart cities, furthermore, the review demonstrated that AI-enhanced IoT systems exhibit improvements
in key performance metrics such as accuracy, precision, recall, and f1-score, with AI techniques showing
potential to reduce false positives and enhance detection rates.

5.1 Limitations
The review acknowledges the limitations of IoT and AI technologies, including the rapid evolution,

complexity of standardized AI solutions due to diverse IoT applications and devices, and the need for more
empirical studies to validate the effectiveness of AI-driven mechanisms across different IoT contexts. The
research limitations include that, while it conducts significant analysis of current literature, it does not present
particular case studies and experiences with AI-driven cyber security solutions for IoT. Although it highlights
a few potential AI technologies, such as machine learning and blockchain, it fails to address any scalability
issues that could occur in large, heterogeneous IoT networks. The assessment finds no trade-offs in terms of
resource usage that would prevent the practical implementation of stronger AI-based security approaches,
particularly for restricted devices. Also, because IoT and AI technologies are continually changing, many
of their conclusions may become obsolete as discoveries emerge. Furthermore, it does not investigate the
other possible hazards of deploying AI models, such as adversarial assaults on AI algorithms, which might
undoubtedly impair their effective operation to safeguard IoT networks. Finally, the limited exploration
of cross-disciplinary approaches might constrain a deeper conceptualization of broader ramifications on
IoT security.

5.2 Future Work
Future studies should focus on developing AI systems that utilize techniques such as reinforcement

learning and self-optimization, enabling them to dynamically adjust to the evolving demands of IoT
environments. These AI models should be capable of continually learning from real-time data, adapting
their behavior based on changes in network conditions, device states, and user interactions. Incorporating
federated learning will allow these systems to learn from decentralized data while maintaining privacy and
edge computing will enable quicker, localized decision making, reducing latency. Moreover, attention should
be on creating AI models that can generalize across various applications, ensuring they are not robust enough
to manage diverse environments while addressing challenges related to data security, integrity and quality.
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Abbreviations
Acronyms Description
IoT Internet of Things
AI Artificial Intelligence
ML Machine Learning
RFID Radio Frequency Identification
IIoT Industrial IoT
DNN Deep Neural Networks
DoS Denial of Service
GIS Geographic Information System
DDoS Distributed DoS
NLP Natural Language Processing
EC-IoT Edge Computing-Internet of Things
VR Virtual Reality
DL Deep Learning
IoV Internet of Vehicles
NPU Network Processing Unit
SCM Supply Chain Management
FATL Federated Active Transfer Learning
H-IoT Healthcare IoT
IDS Intrusion Detection System
DL Deep Learning
RNN Recurrent Nural Network
DBN Deep Belief Network
BAC-IDS Blockchain-Assisted Clustering with IDS
CNN Convolutional Neural Network
Bi-LSTM Bidirectional Long Short-Term Memory
BCEAD Blockchain-Based Ensemble Anomaly Detection
RL Reinforcement-Learning
ROC Receiver Operating Characteristic
AUC Area Under Curve
MITM Man In the Middle
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BC-HyIDS Blockchain-based Hybrid Intrusion Detection System
SSL/TLS Secure Socket Layer/Transport Layer Security
MQTT Message Queuing Telemetry Transport
XGB XGBoost
PSO-RF Particle Swarm Optimization-Random Forest
GRU Gated Recurrent Unit
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