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ABSTRACT: The rapid proliferation of Internet of Things (IoT) devices has heightened security concerns, making
intrusion detection a pivotal challenge in safeguarding these networks. Traditional centralized Intrusion Detection
Systems (IDS) often fail to meet the privacy requirements and scalability demands of large-scale IoT ecosystems. To
address these challenges, we propose an innovative privacy-preserving approach leveraging Federated Learning (FL)
for distributed intrusion detection. Our model eliminates the need for aggregating sensitive data on a central server by
training locally on IoT devices and sharing only encrypted model updates, ensuring enhanced privacy and scalability
without compromising detection accuracy. Key innovations of this research include the integration of advanced deep
learning techniques for real-time threat detection with minimal latency and a novel model to fortify the system’s
resilience against diverse cyber-attacks such as Distributed Denial of Service (DDoS) and malware injections. Our
evaluation on three benchmark IoT datasets demonstrates significant improvements: achieving 92.78% accuracy on
NSL-KDD, 91.47% on BoT-IoT, and 92.05% on UNSW-NBI5. The precision, recall, and Fl-scores for all datasets
consistently exceed 91%. Furthermore, the communication overhead was reduced to 85 MB for NSL-KDD, 105 MB
for BoT-IoT, and 95 MB for UNSW-NB15—substantially lower than traditional centralized IDS approaches. This study
contributes to the domain by presenting a scalable, secure, and privacy-preserving solution tailored to the unique
characteristics of IoT environments. The proposed framework is adaptable to dynamic and heterogeneous settings, with
potential applications extending to other privacy-sensitive domains. Future work will focus on enhancing the system’s
efficiency and addressing emerging challenges such as model poisoning attacks in federated environments.
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1 Introduction

The Internet of Things (IoT) has revolutionized the way devices interact and communicate, trans-
forming industries such as healthcare, agriculture, manufacturing, and urban infrastructure. The sheer
volume of IoT devices, projected to reach nearly 30 billion by 2027, has led to a profound increase in data
generation and information sharing among these connected devices [1-3]. This explosion of IoT usage brings
immense benefits, enabling automation, real-time monitoring, and enhanced efficiency [4-7]. However, it
also introduces a new set of vulnerabilities, primarily concerning data security and user privacy [8-10]. IoT
devices, ranging from simple home appliances to complex industrial machinery, often lack the computational
power and security mechanisms required to protect themselves from cyber threats [11]. As a result, IoT
networks are increasingly targeted by cybercriminals, with common attacks including Distributed Denial of
Service (DDoS), unauthorized access, malware injection, and data breaches. Traditional security solutions,
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particularly centralized Intrusion Detection Systems (IDS), face challenges in adapting to the distributed and
large-scale nature of IoT networks. Centralized IDS systems aggregate sensitive data from multiple devices
to a central server, posing significant privacy risks and creating potential single points of failure [12].

To address these limitations, Federated Learning (FL) has emerged as a groundbreaking approach
for securing IoT environments. Unlike conventional machine learning techniques that require data to be
centralized, FL enables decentralized model training directly on IoT devices. Each device trains a local
model using its private data and shares only the model updates (parameters) with a central server. This
architecture ensures that sensitive user data remains on individual devices, reducing the risk of unauthorized
data access or breaches [13]. By preserving data privacy and distributing the learning process, FL is
particularly suited for IoT networks, which are inherently decentralized and often contain sensitive data
[14-16]. Despite its potential, deploying FL in IoT intrusion detection is not without challenges [17-20].
Key concerns include managing the communication overhead associated with frequent model updates [21],
safeguarding against adversarial attacks [22], and ensuring scalability [23-26] in resource-constrained
environments [27-29]. Communication overhead can strain network bandwidth, especially as the number
of devices increases, while adversarial attacks, such as model poisoning, can compromise the integrity of the
system [30-33]. Therefore, a comprehensive approach that addresses these challenges is essential for effective
deployment [34-36].

This study proposes a novel FL-based Intrusion Detection System (IDS) tailored for IoT, aiming to
provide a privacy-preserving and scalable security solution. Our approach, named Federated Privacy-
Preserving Intrusion Detection (FedPPID), integrates advanced deep learning methods within a federated
framework to enhance detection accuracy without sacrificing privacy. FedPPID incorporates several key
features, including differential privacy to protect individual model updates, a robust model aggregation
process to reduce communication costs, and an anomaly detection mechanism to filter out malicious updates
from adversarial nodes.

This paper proposes Federated Privacy-Preserving Intrusion Detection (FedPPID)—a novel FL-based
IDS designed for scalable, privacy-preserving, and adversarial robust intrusion detection in IoT ecosystems.
The primary objective is to develop an efficient, secure, and privacy-enhanced model that effectively detects
cyber threats while addressing the challenges associated with communication efficiency and adversarial
resilience. To structure this research, the following research questions (RQs) are formulated:

« RQIL: How can Federated Learning be leveraged to develop a privacy-preserving Intrusion Detection
System (IDS) for large-scale IoT networks?

o RQ2: What are the most effective communication optimization techniques to reduce the overhead of
model parameter exchanges in FL-based IDS?

o RQ3: How can FL-based IDS be made resilient against adversarial threats, such as model poisoning, data
poisoning, and Byzantine attacks, without compromising detection accuracy?

The aim of this research is to develop a privacy-preserving, federated learning-based intrusion detection
system (IDS) tailored for distributed IoT environments. This system will address the unique challenges of
IoT security by enhancing privacy, scalability, and resistance to adversarial attacks, while maintaining high
detection accuracy. Specifically, the key objectives of this research are:

(a) To design a distributed intrusion detection system using federated learning that enables IoT devices
to collaboratively detect cyber threats without centralizing data.

(b) To optimize communication protocols to reduce the overhead caused by frequent model updates
between IoT devices and the central server, ensuring scalability in resource-constrained environments.
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The novel contributions of this work lie in its unique integration of privacy-preserving techniques and
adversarial robustness mechanisms within a Federated Learning (FL)-based Intrusion Detection System
(IDS) for IoT networks. Unlike prior FL-based IDS models, which primarily focus on decentralized learning
for anomaly detection, the proposed FedPPID framework introduces a multi-layered privacy protection
strategy by incorporating Differential Privacy (DP) and Secure Multi-Party Computation (SMC) to safeguard
model updates against leakage. Additionally, the study addresses a critical gap in existing research by
implementing a weight-based anomaly detection mechanism to filter out adversarial updates, thereby
mitigating model poisoning attacks—a vulnerability often overlooked in conventional FL-IDS approaches.
Furthermore, this work enhances communication efficiency by optimizing model aggregation strategies, sig-
nificantly reducing bandwidth consumption while maintaining detection accuracy. The hybrid deep learning
model, combining CNNss for feature extraction and RNNs for sequential analysis of network traffic, further
differentiates this research from prior FL-IDS models that rely solely on conventional machine learning
classifiers. These contributions collectively enhance the scalability, privacy preservation, and adversarial
robustness of FL-based intrusion detection in large-scale, resource-constrained IoT environments, setting
this work apart from previous approaches.

This research makes the following key contributions to the field of IoT security. The proposed system
leverages federated learning to enable distributed intrusion detection while maintaining data privacy,
reducing the need for centralized data storage and processing. The system incorporates differential privacy
and secure multi-party computation to secure model updates and protect against model poisoning attacks
and adversarial threats, which are common challenges in federated learning environments.

By addressing these challenges, this research advances the state of the art in securing IoT devices through
federated learning, offering a scalable, secure, and privacy-preserving solution for distributed intrusion
detection in IoT ecosystems.

2 Literature Review

The literature review explores existing research on Federated Learning (FL)-based Intrusion Detection
Systems (IDS), emphasizing privacy-preserving techniques, adversarial robustness, and communication
efficiency. Several studies, including those by [7,22], highlight the advantages of FL in decentralized intrusion
detection, directly addressing RQl by demonstrating how FL can enhance security in large-scale IoT
networks without requiring centralized data aggregation. Privacy concerns in FL-based IDS have been
extensively studied, with techniques such as Differential Privacy (DP), Homomorphic Encryption (HE),
and Secure Multi-Party Computation (SMC) being proposed to safeguard model updates and protect
sensitive data. These methodologies provide crucial insights into answering RQ2 by ensuring that intrusion
detection can be performed while maintaining user privacy. Furthermore, research on adversarial robustness
has introduced mechanisms such as anomaly detection, Byzantine-robust aggregation, and secure model
updates to mitigate threats like model poisoning and data poisoning attacks. These advancements contribute
significantly to addressing RQ3, as they enhance the resilience of FL-based IDS against sophisticated cyber
threats. Collectively, the literature underscores the necessity of integrating privacy-preserving and security-
enhancing strategies within FL-based IDS to improve their effectiveness in real-world IoT environments.

2.1 Security Challenges in IoT Networks

The rapid expansion of the Internet of Things (IoT) has significantly increased the number of intercon-
nected devices, leading to major security vulnerabilities. Many IoT devices lack robust security mechanisms,
making them susceptible to cyber threats, including Distributed Denial of Service (DDoS) attacks, malware
injection, and unauthorized access [6-8]. Traditional Intrusion Detection Systems (IDS), which rely on
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centralized architectures, struggle with scalability, privacy concerns, and computational inefficiency in
distributed IoT environments [10-12]. Therefore, a decentralized security solution is essential to address
real-time threat detection and privacy preservation in large-scale IoT ecosystems.

2.2 Federated Learning for IoT Intrusion Detection

Federated Learning (FL) has emerged as a decentralized machine learning paradigm that enables
intrusion detection across IoT networks without aggregating raw data on a central server. Studies like [7]
and [22] demonstrate that FL-based IDS can enhance privacy and scalability, allowing devices to train local
models and only share model parameters rather than sensitive data. Paper [12] further highlights FLs ability
to handle heterogeneous device capacities, making it an adaptable intrusion detection framework. However,
FL introduces communication overhead and is vulnerable to adversarial attacks, necessitating improvements
in aggregation and privacy-preserving mechanisms [8,10,18].

2.3 Privacy-Preserving Techniques in FL-Based IDS

To mitigate privacy risks in FL-based IoT security, several techniques have been explored, including
Differential Privacy (DP), Homomorphic Encryption (HE), and Secure Multi-Party Computation (SMC).
The studies [16,17] developed FELIDS, an FL-based intrusion detection model for IoT that integrates DP
to protect training data confidentiality. Similarly, paper [15] combines mimic learning and HE to preserve
privacy while ensuring intrusion detection efficiency. These techniques prevent model updates from leaking
sensitive information, thereby reducing susceptibility to data inference attacks [13,16,23]. However, existing
privacy-preserving FL approaches must balance privacy guarantees with model performance to minimize
accuracy degradation.

2.4 Adversarial Robustness in FL-Based IDS

FL-based IDS are prone to adversarial attacks, such as model poisoning, data poisoning, evasion attacks,
and Byzantine attacks. In papers [8,10,18] emphasize the importance of anomaly detection mechanisms in
FL models to filter out malicious updates and enhance model resilience. Paper [16] proposes secure model
aggregation techniques to combat adversarial manipulation. Meanwhile, another studies [13,23] suggest
incorporating blockchain-based verification for ensuring trustworthy model updates. Despite these advance-
ments, FL remains vulnerable to sophisticated adversarial tactics, necessitating further enhancements in
Byzantine-robust aggregation and anomaly detection frameworks.

2.5 Communication Efficiency in FL for IoT Security

A major challenge in FL-based IoT security is reducing communication overhead caused by frequent
model parameter exchanges between devices and the central server. Paper [20] highlights that high
bandwidth consumption makes FL impractical for resource-constrained IoT environments. Studies such
as [23] and [13] propose compression techniques and adaptive update mechanisms to minimize network
strain. Another study [6] suggests quantization-based model compression and adaptive update frequencies,

reducing the data transmitted per training round, thus enhancing FL scalability.

2.6 Future Directions and Research Gaps

While FL-based IDS provides a decentralized and privacy-preserving approach to IoT security, several
challenges remain. As summarized in Table 1, existing studies lack real-world privacy-preserving implemen-
tations, optimized communication efficiency, and robust defenses against model poisoning attacks. Future
research should focus on hybrid privacy-preserving techniques, such as combining DP, HE, and blockchain
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verification, alongside adaptive Byzantine-robust aggregation methods to enhance model resilience and

scalability in real-world IoT deployments.

Table 1: Comparison of studies on federated learning for IoT security

Category [7] [12] [16] [8]
Methodology Centralized vs FL with adaptive ~ FL-based IDS with ~ Transfer learning
FL-based IDS deep learning for Differential in federated
Comparison anomaly detection Privacy settings
Privacy-Preserving None Homomorphic Differential Secure Multi-Party
Techniques Encryption (HE) Privacy (DP) Computation
(SMC)
Results FL outperforms High detection High accuracy Improved
centralized IDSin  accuracy withlow  while preserving  detection accuracy
privacy and latency privacy for non-1ID IoT
efficiency data
Limitations No real-world High Vulnerability to Increased
privacy communication model poisoning computational
implementation overhead attacks complexity
Datasets used IoT benchmark IoT cloud Agricultural IoT Industrial IoT
datasets environments data datasets
Future directions Incorporate Reduce Strengthen Enhance
real-world privacy =~ communication security against computational
mechanisms overhead and adversarial threats efficiency and
optimize detection handle data
imbalance

This comparative analysis highlights key research gaps in FL-based IDS models, emphasizing the
need for adaptive security mechanisms, improved communication efficiency, and robust privacy-preserving
techniques to advance real-world IoT security applications.

3 Proposed Problem Formulation

Here, we mathematically formulate the problem of securing IoT devices using a federated learning
(FL) approach for intrusion detection, while ensuring privacy preservation and resilience against adversarial
attacks. Consider a network of N IoT devices, each holding a private dataset D; for i € {1,2,...,N}. The
overall aim is to collaboratively train a global intrusion detection model while maintaining data privacy,
minimizing communication overhead, and ensuring robustness against adversarial model updates.

Let the global model parameters at time t be denoted by w;. Each device i maintains a local model with
parameters wt(i), trained on its private dataset O;. The goal is to minimize the global loss function, which
aggregates the weighted local losses from each device:

N Dl
L —
W) =2

L; (wt(i)’Di) ()
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where £; (wt(i) , Z)i) represents the local loss on device i, and |D| = TN, |D] is the total dataset size across
all devices. For a neural network, the local loss function is given by:

£(00)- g 5 i) @

x,y)€D;

where £ (-) is a differentiable loss function (e.g., cross-entropy), (x, wt( )) is the model prediction, and y is

the true label.
Distributed Learning Update:

The local updates on each device are performed by minimizing the local loss using stochastic gradient
descent (SGD). The local model on device i at iteration t is updated as follows:

wi = w v s (w, D)) 3)

where 1 is the learning rate, and V.£; (wt( ),Di) is the gradient of the local loss function with respect to the

local model parameters w( ),

The global model is then updated by aggregating the local updates from all devices as follows:

D
Wil = Z ||Z)’| §+)1 (4)

Privacy-Preserving Mechanism:

To ensure differential privacy, Gaussian noise is added to the local model updates before they are
transmitted to the central server. The perturbed update for each device i is given by:

aw® = w1 v (0,0°T) (5)

where (O, 021) represents Gaussian noise with mean zero and variance o2, ensuring e-differential privacy.
Robustness against Adversarial Attacks:

To prevent adversarial model poisoning attacks, the updates from each device are subjected to anomaly

detection mechanisms. The Euclidean distance between the local update w, @

satisfy the following constraint:

and the global model w; must

Iw® = w < p (6)

where p is a predefined threshold. If this constraint is violated, the update from device i is excluded from the
aggregation process.

Communication Efficiency:

To minimize communication overhead, the number of updates exchanged between devices and the
central server is controlled. We impose a constraint on the total communication cost:

N .
Z ” wfl) — Wt ”%S Cmax (7)

where Cy,,x represents the maximum allowable communication budget.
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Objective Function:

The optimization problem for the global model can be formulated as follows:

N
D; i
min Z %Li (wf ), Z)i) (8)

w ¢
o=l

Subject to:

1. Privacy Constraint: Ensuring e-differential privacy through Gaussian noise addition:

Aw® = w1 3 (0,6%1) )
2. Robustness Constraint: Limiting the deviation of local updates from the global model:

Iw —will,<p, Vie{l,2,...,N} (10)

3. Communication Constraint: Controlling the communication cost between devices and the server:
w12

1
Z [we” = wi [[5< Cinax (11)
i=1

The formulated problem aims to minimize the global loss across all IoT devices by leveraging federated
learning, while maintaining strict privacy guarantees and ensuring robustness against adversarial attacks.
Differential privacy ensures that individual device updates are protected, while robustness constraints
prevent adversarial devices from negatively influencing the global model. Additionally, communication
constraints ensure that the system remains scalable and efficient in large IoT networks.

4 Methodology

To address RQ1 (How can Federated Learning be leveraged to develop a privacy-preserving Intrusion
Detection System (IDS) for large-scale IoT networks?), this study proposes the Federated Privacy-Preserving
Intrusion Detection (FedPPID) framework, which enables IoT devices to collaboratively train intrusion
detection models without sharing raw data. The methodology incorporates Differential Privacy (DP)
and Secure Multi-Party Computation (SMC) to protect model updates while employing Byzantine-robust
aggregation to mitigate adversarial attacks. The framework’s ability to preserve privacy while maintaining
detection accuracy is further supported by the hybrid deep learning model (CNN-RNN), which efficiently
processes IoT network traffic.

For RQ2 (What are the most effective communication optimization techniques to reduce the overhead
of model parameter exchanges in FL-based IDS?), this study optimizes communication efficiency by imple-
menting quantization-based compression and adaptive update strategies. Instead of transmitting updates at
fixed intervals, FedPPID selectively transmits model updates only when significant learning improvements
are detected. This approach reduces bandwidth consumption while maintaining model accuracy, making it
feasible for resource-constrained IoT environments.

To address RQ3 (How can FL-based IDS be made resilient against adversarial threats, such as model
poisoning, data poisoning, and Byzantine attacks, without compromising detection accuracy?), the FedPPID
model incorporates an anomaly-based gradient filtering mechanism to identify and exclude adversarial
updates. Additionally, the system enforces a distance-based thresholding technique, ensuring that malicious
updates with extreme deviations from the global model are discarded. This robust privacy-aware aggregation
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strategy strengthens FedPPID’s resilience against model poisoning, Byzantine failures, and backdoor attacks,
thereby securing IoT networks from sophisticated threats.

The paper’s proposed weight-distance mechanism for defending against adversarial attacks, which
evaluates the goodness of individual participants’ updates by imposing a fixed upper bound on the L,
distance between the global model’s weights and the updated weights sent by participants, has several critical
limitations. The underlying assumption is that adversarial attacks will result in significantly divergent weight
distributions in the updated local model. However, for well-designed poisoning or backdoor attacks, this
divergence may be minimal, as adversaries can craft updates that remain within the expected distribution
while embedding malicious influence [1,2]. Additionally, this approach does not account for the inherent
differences in data distributions among participants, which is a fundamental aspect of federated learning.
These distributional differences naturally result in diverse weight updates, even among benign participants.
Consequently, maintaining a low threshold to detect attacks could lead to a high number of false pos-
itives, while increasing the threshold to avoid false positives may allow even basic poisoning attacks to
go undetected.

The datasets used in this research, including NSL-KDD, BoT-IoT, and UNSW-NBI5, were chosen for
their wide representation of network activities in IoT environments, covering both benign and malicious
traffic. Preprocessing was applied to ensure uniformity in features, and irrelevant attributes were removed.
The datasets were divided into training and testing sets, maintaining a balance between attack and non-
attack samples. The FedPPID model integrates a hybrid neural network, combining Convolutional Neural
Networks (CNNs) for feature extraction and Recurrent Neural Networks (RNNs) for sequence modeling.
This architecture was chosen to capture both spatial and temporal characteristics in IoT traffic data. Each
device trains its model locally using Stochastic Gradient Descent (SGD), optimizing on a local dataset to
minimize the local loss function. The updated parameters are then shared with the central server, where
they are aggregated to create the global model. Differential privacy is applied to the model updates shared by
each device. Gaussian noise is added to the gradients before transmission to the central server, ensuring that
individual device contributions cannot be reverse-engineered. This method balances privacy with accuracy,
maintaining strong privacy protection without severely impacting the model’s predictive performance. The
central server performs secure aggregation on the model updates received from devices. Secure multi-party
computation (SMC) is employed to prevent the central server from learning any individual update’s specifics,
further enhancing data privacy. This step is critical for protecting against model poisoning attacks, as it
ensures that no individual update disproportionately influences the global model. To reduce the communica-
tion burden, adaptive communication protocols were employed, where model updates are transmitted based
on local model improvements rather than in fixed intervals. Additionally, model compression techniques
such as quantization were applied to minimize the size of transmitted updates, further reducing bandwidth
usage and making the model suitable for large IoT deployments. The FedPPID model’s effectiveness was
evaluated using key metrics such as accuracy, precision, recall, F1-score, and communication overhead. The
model’s robustness was assessed by simulating adversarial attacks, such as model poisoning, and monitoring
performance degradation. Privacy loss was measured using the differential privacy budget, and convergence
time was monitored to evaluate real-time suitability. The Federated Learning approach in FedPPID is justified
by its ability to address the unique privacy, scalability, and adaptability requirements of IoT networks.
The proposed methodology aims to create a robust and scalable IDS, designed specifically for resource-
constrained and privacy-sensitive IoT environments. By combining FL with advanced privacy-preserving
and communication-efficient techniques, the FedPPID model addresses the core challenges in IoT security,
offering a practical solution for real-world applications.
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4.1 Justification for Using Federated Learning (FL)

Federated Learning was selected for this research due to its suitability for privacy-preserving and
decentralized data processing within large-scale IoT environments. Traditional Intrusion Detection Systems
(IDS), which typically rely on centralized machine learning models, require IoT devices to send raw data to a
central server. However, IoT devices often collect sensitive information, raising significant privacy concerns.
Additionally, the large-scale and heterogeneous nature of IoT networks imposes a high communication
cost, making centralized solutions ineflicient. Federated Learning addresses these challenges by allowing IoT
devices to train local models on their data, while only sharing model parameters (gradients) with a central
server for aggregation, thus keeping sensitive data localized. This approach ensures:

Privacy Preservation: Since FL retains data on local devices, user privacy is significantly enhanced.
This is particularly important for IoT applications, where data can include personal or location-based
information, such as those found in healthcare, home automation, and industrial settings.

Scalability and Efficiency: FL enables scalability by reducing the need for raw data transmission across
devices. In large IoT networks with thousands of devices, this reduces bandwidth usage and computational
load on central servers, making the IDS more efficient.

Adaptability to Device Heterogeneity: IoT networks consist of devices with varying computational
capacities and data distributions (non-IID data). FL accommodates this heterogeneity by allowing each
device to independently train a local model, which the central server aggregates to create a global model that
is both comprehensive and adaptive to diverse data distributions.

4.2 Key Assumptions in the FL Model
Several assumptions were made in employing FL for IoT intrusion detection:

Device Participation and Network Stability: The model assumes that participating devices have stable
network connectivity and can periodically transmit model updates to the central server. In real-world
IoT environments, intermittent connectivity could hinder timely updates, so stable network conditions are
essential for effective model aggregation.

Data Locality and Privacy Needs: It is assumed that the privacy of data collected by IoT devices is
a primary concern. For this reason, FL is employed to avoid direct data transmission to the server, with
the assumption that privacy-preserving mechanisms such as differential privacy can further protect shared
model parameters.

Computational Capacity: Although IoT devices are often resource-constrained, the methodology
assumes that each device can perform basic model training operations without overwhelming its computa-
tional resources. To accommodate devices with limited resources, lightweight neural networks and optimized
training algorithms were utilized.

Uniform Contribution to the Global Model: Each IoT device is assumed to contribute useful patterns

for intrusion detection. The model’s performance relies on the premise that data from various devices reflect
potential security threats, providing a comprehensive dataset for building an effective global model.

4.3 Dataset Collection

The dataset used in this study was collected from publicly available sources specifically designed for
evaluating intrusion detection systems in Internet of Things (IoT) environments. For this research, we
utilized datasets such as NSL-KDD, BoT-IoT, and UNSW-NBI15 (all taken from www.kaggle.com), which
contain a wide variety of network traffic data, including both benign and malicious activity. These datasets
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offer labeled examples of various types of attacks, including Denial of Service (DoS), Distributed Denial of
Service (DDoS), and probing attacks. Each dataset was preprocessed to ensure that only relevant features
were included, and redundant or irrelevant attributes were removed. The collected data was split into training
and testing sets, ensuring an appropriate balance between attack and non-attack samples to avoid any biases
during the model evaluation phase. Furthermore, the privacy of the datasets was maintained by applying
differential privacy techniques where necessary, ensuring compliance with data protection regulations.

In an IoT-enabled environment, sensitive data can encompass a wide range of information that is tied to
both devices and users. This includes Personal Identifiable Information (PII) such as user names, addresses,
and health-related data from medical devices. Location data, including GPS coordinates and movement
patterns, is another type of sensitive information often collected by IoT devices. Device-specific data, such
as device identifiers (e.g., MAC addresses or IMEI numbers), settings, and usage statistics, can also be
sensitive, as they might be traced back to specific individuals. Additionally, behavioral data, including usage
patterns and interactions with IoT devices, as well as sensor data such as environmental measurements (e.g.,
temperature or humidity), can provide insights into personal habits and routines. Communication data, such
as network traffic and logs from IoT communication channels, are sensitive because they can reveal private
activities and network behaviors. Security data, including login credentials, encryption keys, and access logs,
is critical as it relates to the protection of IoT devices and user privacy. Finally, financial data, such as payment
details from IoT-enabled transactions, can also be part of the sensitive information collected. In terms of
the dataset used for this study, the proportion of sensitive data largely depends on the types of IoT devices
and the application of the intrusion detection system. For example, network traffic data, device activity logs,
and sensor readings involved in intrusion detection often contain sensitive information. This can include
communication patterns, device configurations, and even user-specific data, which makes up a substantial
portion of the dataset, depending on the context and the devices being monitored.

4.4 Dataset Description

The dataset used for this study comprises real-time network traffic data captured from IoT environ-
ments, focusing on various types of network activities, including normal and malicious behavior. The dataset
includes a total of 500,000 records, distributed across multiple classes, such as Denial of Service (DoS),
Distributed Denial of Service (DDoS), probing, and remote-to-local (R2L) attacks. Each record consists of
41 features, including network-related attributes like protocol type, service, duration, and various statistical
measurements. The dataset was derived from widely used IoT-specific datasets such as NSL-KDD [24],
BoT-IoT [25] and UNSWNBI5 [26], ensuring that it represents contemporary attack vectors observed in
modern IoT networks. Additionally, the dataset was cleaned and preprocessed to remove redundant and
irrelevant features, and was normalized to ensure consistency. The distribution of the dataset is balanced,
with approximately 50% of the records representing attack traffic and the remaining 50% comprising benign
activity, making it suitable for training machine learning-based intrusion detection models.

Table 2 shows the dataset used in this study contains 500,000 network traffic records from IoT
environments, divided evenly between attack and benign classes. It includes five classes (Normal, DoS,
DDoS, Probing, R2L) and 41 features, such as protocol type and duration. Sourced from NSL-KDD and BoT-
IoT datasets, it underwent preprocessing steps like feature selection and normalization to support machine
learning intrusion detection.
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Table 2: Dataset description

Attribute Description
Total records 500,000
Number of classes 5 (Normal, DoS, DDoS, Probing, R2L)
Number of features 41 (including protocol type, service, duration, and statistical measurements)
Source NSL-KDD, BoT-IoT
Data type Network traffic data from IoT environments
Attack distribution 50% Attack, 50% Benign
Preprocessing steps Feature selection, normalization, and data cleaning
Purpose Evaluating machine learning-based intrusion detection models

4.5 Federated Learning Model for Privacy-Preserving Intrusion Detection (FedPPID)

In this paper, we propose a novel Federated Learning (FL) model designed to enhance privacy
preservation in IoT-based Intrusion Detection Systems (IDS). The proposed model, named Federated
Privacy-Preserving Intrusion Detection (FedPPID), leverages decentralized data processing to ensure that
sensitive information remains local to IoT devices while enabling collaborative model training across
distributed devices. The proposed FedPPID model consists of the following steps as shown in Fig. 1.

Fig. 1 illustrated the architecture of the Federated Privacy-Preserving Intrusion Detection (FedPPID)
model. It highlighted the decentralized approach where IoT devices locally processed and retained sensitive
data while collaboratively training the IDS model across distributed devices, ensuring privacy throughout
the process.

4.5.1 Local Model Training

Each IoT device i € {1,2,...,N} has its own private dataset 9; containing both benign and malicious
network traffic data. The local training phase uses a hybrid deep learning model composed of Convolutional
Neural Networks (CNNs) for feature extraction and Recurrent Neural Networks (RNNs) for sequence
modeling of network traffic behavior. The goal of each IoT device is to minimize the local loss function £;
on its own dataset, which can be written as:

Lw) = Y ((E(sw).y) 12)
il (xyen,

where w; represents the model parameters for device i, f (x;w;) is the model prediction, and /() is a
differentiable loss function (e.g., cross-entropy).

Each device trains the model locally using Stochastic Gradient Descent (SGD) or any optimization
algorithm, and computes the gradient of the loss function:

Aw; = V.L; (w;) (13)
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Figure 1: Model architecture

4.5.2 Model Aggregation with Differential Privacy

After local training, instead of sending raw data to the server, each device transmits only its model
updates (gradients). To preserve the privacy of individual data points, we apply a Differential Privacy (DP)
mechanism by adding Gaussian noise to the gradient updates. The noisy update sent by device i to the central
server is:

S;Vi =0wi+ IV (0, 0'21) (14)

where v (O, 021) is Gaussian noise with mean 0 and variance 62, ensuring e-differential privacy. The amount
of noise o is chosen to balance the trade-oft between privacy and model accuracy.

4.5.3 Secure Model Aggregation

Once the noisy updates Aw; are received by the central server, the server aggregates the updates to
compute a new global model. The aggregation is done using secure multi-party computation (SMC) to ensure
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that the server cannot infer sensitive information from individual model updates. The global model update
is computed as:

U Aw; (15)

where 1) is the learning rate, |D;| is the size of the local dataset, and |D| = YN, |Dj is the total dataset size
across all devices. The global model is updated without accessing raw data from individual devices, ensuring
privacy preservation.

4.5.4 Global Model Distribution

After the central server updates the global model wy,4, it is distributed back to the IoT devices. Each
device then updates its local model with the new global parameters and retrains it on its private data. This
process is iterative and continues until convergence. The iterative nature of this learning process allows the
system to adapt to new threats dynamically.

4.5.5 Adversarial Robustness

In addition to ensuring privacy, the FedPPID model incorporates mechanisms to defend against
adversarial attacks, such as model poisoning. During the model aggregation phase, the central server
performs anomaly detection on the received gradients to filter out abnormal updates that may have been
manipulated by adversaries. The distance between the local gradient Aw; and the average global gradient is
computed using the Euclidean norm:

d(ﬂvi,wt) :||Hvi—wt “2 (16)

If the distance exceeds a predefined threshold p, the local update is excluded from the aggregation
process. This ensures that malicious updates do not degrade the global model performance.

4.5.6 Mathematical Model of the Proposed FedPPID Framework

The overall objective of the FedPPID model is to minimize the global loss function, while preserving
privacy and ensuring robustness against adversarial attacks. The global loss function L,p.1 can be written

as:
N
Lolobal (W) = 2 | Z)| 17)
Subject to the following constraints:
o Privacy Constraint: The model updates must satisfy e-differential privacy through noise addition:
Aw; = Aw; + v (0, 0°T) (18)

o Adversarial Robustness Constraint: The Euclidean distance between the local update and the global
model must not exceed a predefined threshold p:

d(ﬁvi,wt) <p (19)
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o Communication Efficiency Constraint: The communication cost between devices and the central
server must be minimized to ensure scalability in IoT environments.

By minimizing the global loss function while satisfying the above constraints, the FedPPID model
ensures high intrusion detection accuracy, privacy preservation, and robustness in highly dynamic IoT
networks.

4.5.7 Experimental Validation

To validate the proposed model, we conducted experiments on several benchmark IoT datasets,
including NSL-KDD and BoT-IoT, using simulated adversarial attacks. The results demonstrate that the
FedPPID model achieves comparable detection accuracy to traditional centralized models, with significantly
reduced privacy risks and improved robustness against adversarial attacks. Algorithm 1 shows the presents
a novel privacy-preserving federated learning model for intrusion detection in IoT environments, named
FedPPID. The model ensures that sensitive data remains local to IoT devices while enabling collaborative
model training through secure aggregation and differential privacy mechanisms.

Algorithm 1: Federated Privacy-Preserving Intrusion Detection (FedPPID) Algorithm
Input:

Local datasets D; on each IoT devicei (i=1,2,...,N)

Global model w,

Learning rate n

Noise variance o2 for differential privacy

Threshold p for anomaly detection

Output: Updated global model w;,; after aggregation.
Steps:

Initialization:

o2 N o U s W

The central server initializes the global model wy.
10. For each communication round ¢t = 1,2, ..., T:
Local Training:
Each IoT device i trains its local model w; on its private dataset ); by minimizing the local
loss function:
Compute the local gradient:
Differential Privacy:
Add Gaussian noise ¥ (0, i | ) to the local gradient:
Send Noisy Update:
Send the noisy gradient Aw; to the central server.
Anomaly Detection at the Central Server:
Compute the Euclidean distance between each received update Aw; and the global model w,
Secure Aggregation:
Aggregate the filtered updates to compute the global model:
Global Model Distribution:
Distribute the updated global model w;,; toall IoT devices.
11. Repeat: Continue the process for subsequent communication rounds.
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This algorithm ensures privacy preservation through differential privacy, robustness against adversarial
attacks via anomaly detection, and scalability for large-scale IoT environments. The FedPPID (Federated
Privacy-Preserving Intrusion Detection) is designed to enhance privacy in intrusion detection by leveraging
federated learning across distributed IoT devices. The algorithm begins with a central server initializing a
global model wy, which will be updated iteratively over T communication rounds. For each round ¢, every
IoT device i € {1,2,..., N} locally trains its model w; using its private dataset D;.

The device minimizes a local loss function:

Y (f(xswi),y) (20)

L(wi) =
|D | (x,y)eD;

where ¢ is the loss function, and f (x;w;) represents the model’s prediction on input x with parameters w;.

After computing the local gradient Aw; = V.L (w;), each device applies differential privacy by adding
Gaussian noise J\° (0, a’l ) to the gradient, resulting in a noisy update:

E/i ZAW,'+N(O,O'21) (21)

This noisy update Aw; is then sent to the central server to prevent leakage of sensitive information from
individual devices.

At the central server, anomaly detection is performed by calculating the Euclidean distance d (M/,», wt)
between each received update Evi and the current global model w;:

d(mi,wt)ZH K;Vi—Wt 2 (22)

If the distance exceeds a pre-defined threshold p, the update from device i is excluded, as it might
indicate an adversarial or noisy influence.

Once valid updates are filtered, the central server aggregates them to update the global model using
the formula:

23
‘D| (23)

Wen = Wit g Z
where 7 is the learning rate, and |D;| is the size of each device’s dataset relative to the global dataset size | D).
The updated model w;,, is then distributed back to all IoT devices, allowing them to synchronize with the
refined global model for the next communication round. This process continues until the model reaches the
desired accuracy or completes the specified number of rounds.

This paper presents a novel privacy-preserving federated learning model for intrusion detection in IoT
environments, named FedPPID. The model ensures that sensitive data remains local to IoT devices while
enabling collaborative model training through secure aggregation and differential privacy mechanisms. The
proposed model demonstrates high accuracy, scalability, and robustness against adversarial attacks, making it
suitable for real-time applications in large-scale IoT networks. Future work may focus on further optimizing
the model’s communication efficiency and exploring its applicability in other privacy-sensitive domains.

4.6 Evaluation Metrics

The proposed FedPPID model is evaluated using the following key metrics. Table 3 shows the Evaluation
Metrics for the FedPPID Model.
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Table 3: Evaluation metrics for the FedPPID model

Metric Description Formula
TP + TN
Accuracy Proportion of correctly classified samples. Total

ota

TP
Precision Proportion of correctly identified attacks out of all —_—
. TP + FP

predicted attacks.
TP

Recall (Sensitivity) ~ Proportion of actual attacks that are correctly identified.

TP + FN

F1-Score Harmonic mean of precision and recall. . Pl‘eC.IS'IOIl Recall
Precision + Recall

Communication Total data transmitted between IoT devices and server -

overhead during training.
Privacy loss Degree of privacy preservation, quantified using -
differential privacy budget e.
Convergence time Time required for the global model to converge to an -

optimal solution.

Table 3 outlines key metrics for evaluating the FedPPID model, focusing on effectiveness, privacy, and
efficiency. Accuracy reflects overall classification success, while Precision and Recall assess the model’s ability
to identify attacks accurately and detect actual threats, respectively. F1-Score balances precision and recall.
Communication Overhead measures data transfer during training, and Privacy Loss uses the differential
privacy budget ¢ to indicate privacy strength. Convergence Time represents the speed at which the model
reaches an optimal solution, supporting real-time threat adaptability.

5 Results and Discussion

This section presents the results obtained from evaluating the proposed FedPPID model on benchmark
IoT datasets, including NSL-KDD, BoT-IoT, and UNSW-NBI15. The performance of the model was assessed
using the evaluation metrics described earlier: accuracy, precision, recall, F1-score, communication overhead,
privacy loss, and convergence time. We also conducted a comparative analysis between the FedPPID model,
traditional centralized IDS, and non-privacy-preserving federated learning models.

The proposed framework, which discards model updates that significantly deviate from others, could
inadvertently lead to the undetection of new types of attacks, particularly those exhibiting behaviors that
differ substantially from known attack patterns. This mechanism, designed to filter out outliers and ensure
model stability, may exclude legitimate updates that reflect novel attack strategies. As cyber threats in IoT
environments continue to evolve, some attacks may present entirely new characteristics that do not align
with previously observed behaviors. If such updates are discarded due to their deviation from the norm,
the model might fail to recognize and adapt to these emerging threats. Consequently, this rigid approach to
outlier rejection may hinder the model’s adaptability, reducing its capacity to learn from and detect unfamiliar
attacks. The loss of potentially valuable updates could impair the system’s ability to maintain high detection
accuracy, especially in dynamic environments where attackers frequently modify their tactics. Therefore,
while the filtering mechanism improves model generalization and reduces noise, it also introduces a risk
of missing critical insights, which may affect the overall effectiveness of the intrusion detection system. To
mitigate this limitation, a more flexible and adaptive integration of updates is necessary, allowing the model
to evolve in response to new, potentially unseen attack behaviors.
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5.1 Model Accuracy and Detection Performance

The accuracy of the proposed model was evaluated across the different datasets. The results show that the
FedPPID model consistently achieved high accuracy, demonstrating its ability to effectively identify various
attack types, including Denial of Service (DoS), Distributed Denial of Service (DDoS), and probing attacks.

Table 4 compared the accuracy of the proposed FedPPID model with centralized and non-privacy-
preserving federated IDS models across three datasets (NSL-KDD, BoT-IoT, and UNSW-NBI5). The

FedPPID model achieved the highest accuracy in all cases, demonstrating its effectiveness over baseline
models.

Table 4: Accuracy comparison of FedPPID and baseline models

Model NSL-KDD BoT-IoT UNSW-NBI5

accuracy (%) accuracy (%) accuracy (%)
Centralized IDS 88.45 85.12 86.73
Non-Privacy-Preserving Federated IDS 91.23 89.34 90.78
Proposed FedPPID Model 92.78 91.47 92.05

Fig. 2 illustrated the accuracy comparison of the proposed FedPPID model with centralized and non-
privacy-preserving federated IDS models across three datasets: NSL-KDD, BoT-IoT, and UNSW-NBI5. The
proposed FedPPID model consistently showed higher accuracy across all datasets, outperforming both the
centralized IDS and non-privacy-preserving federated IDS, indicating its superior effectiveness in intrusion
detection while maintaining privacy.

Accuracy Comparison of FedPPID and Baseline Models
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Figure 2: Accuracy comparison of FedPPID and baseline models across datasets
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5.2 Precision, Recall, and FI-Score

To further evaluate the performance of the FedPPID model, we calculated the precision, recall, and F1-
score across all datasets. These metrics provide deeper insights into the model’s ability to avoid false positives
(precision) and detect actual attacks (recall).

Table 5 showed the precision, recall, and Fl-score of the FedPPID model across the NSL-KDD, BoT-
IoT, and UNSW-NBI5 datasets. The model achieved high scores on all metrics, with precision reflecting its
effectiveness in minimizing false positives and recall indicating its ability to detect actual attacks, resulting
in balanced Fl-scores across datasets.

Table 5: Precision, recall, and F1-Score of FedPPID model

Dataset Precision (%) Recall (%) F1-Score (%)

NSL-KDD 93.10 92.45 92.77
BoT-IoT 91.87 90.93 91.40
UNSW-NBI5 92.54 91.78 92.16

Fig. 3 displayed the precision, recall, and F1-score of the FedPPID model across the NSL-KDD, BoT-IoT,
and UNSW-NBI5 datasets. For NSL-KDD, the model achieved a precision of 93.10%, recall of 92.45%, and
Fl-score of 92.77%. In the BoT-IoT dataset, it reached a precision of 91.87%, recall of 90.93%, and Fl-score
of 91.40%. For UNSW-NBI5, the model recorded a precision of 92.54%, recall of 91.78%, and Fl-score of
92.16%. These high scores across all datasets demonstrated the model’s robustness in accurately detecting
attacks while minimizing false positives.

100+ Precision, Recall, and F1-Score of FedPPID Model
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60|
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40}
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Metric
BN Precision (%) MM Recall (%) WS Fl-Score (%)

Figure 3: Precision, recall, and F1-Score of FedPPID model across datasets

5.3 Communication Overhead

One of the key benefits of federated learning is the reduction in communication overhead, as only model
updates are shared between devices and the central server rather than raw data.
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Table 6 showed the communication overhead in megabytes (MB) during training for different models
across the NSL-KDD, BoT-IoT, and UNSW-NBI5 datasets. The centralized IDS model had the highest
overhead, with 150 MB for NSL-KDD, 210 MB for BoT-IoT, and 180 MB for UNSW-NBI15. The non-privacy-
preserving federated IDS model reduced the overhead to 95, 120, and 110 MB, respectively. The proposed
FedPPID model further minimized communication overhead, achieving 85 MB for NSL-KDD, 105 MB for
BoT-IoT, and 95 MB for UNSW-NBI5, demonstrating its efficiency in reducing data transfer during training.

Table 6: Communication overhead (MB) during training

Model NSL-KDD (MB) BoT-IoT (MB) UNSW-NBI5 (MB)
Centralized IDS 150 210 180
Non-Privacy-Preserving Federated IDS 95 120 110
Proposed FedPPID Model 85 105 95

Fig. 4 illustrated the communication overhead in megabytes (MB) for different models across the NSL-
KDD, BoT-IoT, and UNSW-NBI5 datasets. The centralized IDS model incurred the highest overhead, with
150 MB for NSL-KDD, 210 MB for BoT-IoT, and 180 MB for UNSW-NBI5. The non-privacy-preserving
federated IDS model showed reduced overhead at 95, 120, and 110 MB for NSL-KDD, BoT-IoT, and UNSW-
NBI5, respectively. The proposed FedPPID model achieved the lowest overhead across all datasets, recording
85 MB for NSL-KDD, 105 MB for BoT-IoT, and 95 MB for UNSW-NBI15, highlighting its efficiency in
minimizing data transmission during training.
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Figure 4: Communication overhead (MB) comparison across models and datasets

5.4 Privacy Loss

The privacy of the model was evaluated using differential privacy parameters, specifically the privacy
budget €. The results show that the model maintains a strong level of privacy protection, with varying levels
of noise addition to balance accuracy and privacy.

Table 7 displayed the accuracy of the FedPPID model under different privacy budgets e, which

controlled the balance between privacy and model accuracy. For a stricter privacy budget of ¢ = 0.5, the
model achieved 90.43% accuracy on NSL-KDD, 89.12% on BoT-IoT, and 90.01% on UNSW-NBI5. As the
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privacy budget increased to € = 1.0, accuracy improved to 92.78% on NSL-KDD, 91.47% on BoT-IoT, and
92.05% on UNSW-NBI5. With € = 1.5, accuracy slightly increased further to 92.90% on NSL-KDD, 91.54% on
BoT-IoT, and 92.13% on UNSW-NBI5, indicating that higher privacy budgets allowed the model to achieve
better accuracy while slightly relaxing privacy constraints.

Table 7: Privacy loss for different privacy budgets &

Privacy budget ¢ NSL-KDD accuracy (%) BoT-IoT accuracy (%) UNSW-NBI5 accuracy (%)

€=0.5 90.43 89.12 90.01
£=1.0 92.78 91.47 92.05
e=15 92.90 91.54 92.13

Fig. 5 illustrated the accuracy of the FedPPID model across different privacy budgets (¢) for the NSL-
KDD, BoT-IoT, and UNSW-NBI5 datasets. With a strict privacy budget of ¢ = 0.5, the model achieved
accuracies of 90.43% for NSL-KDD, 89.12% for BoT-IoT, and 90.01% for UNSW-NBI5. As the privacy budget
increased to ¢ = 1.0, accuracy improved to 92.78%, 91.47%, and 92.05% for NSL-KDD, BoT-IoT, and UNSW-
NBI15, respectively. At € = 1.5, accuracies reached 92.90% for NSL-KDD, 91.54% for BoT-IoT, and 92.13% for
UNSW-NBIS5, indicating that relaxing privacy constraints slightly enhanced accuracy across all datasets.

P Privacy Loss for Different Privacy Budgets ¢

80

60

Accuracy (%)

40

201

£=05 £=1.0 e=15
Privacy Budget £

Dataset
B NSL-KDD Accuracy (%) B BoT-loT Accuracy (%) BN UNSW-NB15 Accuracy (%)

Figure 5: Privacy loss for different privacy budgets ¢

5.5 Convergence Time

The time taken for the FedPPID model to converge was measured and compared with the centralized
IDS and non-privacy-preserving federated models.

Table 8 presented the convergence time (in seconds) for the FedPPID model compared with centralized
IDS and non-privacy-preserving federated IDS models across the NSL-KDD, BoT-IoT, and UNSW-NBI15
datasets. The centralized IDS model took the longest time, with 120 s for NSL-KDD, 150 s for BoT-IoT,
and 130 s for UNSW-NBI15. The non-privacy-preserving federated IDS reduced the convergence time to 85,
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100, and 95 s, respectively. The proposed FedPPID model achieved the fastest convergence, taking 78 s for

NSL-KDD, 90 s for BoT-IoT, and 85 s for UNSW-NBI15, demonstrating its efficiency in achieving quicker
model training.

Table 8: Convergence time (seconds) comparison

Model NSL-KDD (s) BoT-IoT (s) UNSW-NBIS5 (s)
Centralized IDS 120 150 130
Non-Privacy-Preserving Federated IDS 85 100 95
Proposed FedPPID Model 78 920 85

Fig. 6 displayed the convergence time (in seconds) comparison across different models and datasets.
The centralized IDS model showed the longest convergence times, taking 120 s for NSL-KDD, 150 s for BoT-
IoT, and 130 s for UNSW-NBI5. The non-privacy-preserving federated IDS reduced the time to 85 s for
NSL-KDD, 100 s for BoT-IoT, and 95 s for UNSW-NBI5. The proposed FedPPID model achieved the fastest

convergence, requiring only 78 s for NSL-KDD, 90 s for BoT-IoT, and 85 s for UNSW-NBIS5, highlighting its
efficiency in training across all datasets.
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Figure 6: Convergence time comparison across different models and datasets

5.6 Securing IoT Devices with FL: A Privacy-Preserving Approach for Intrusion Detection

The proposed federated learning model for securing IoT devices through privacy-preserving intrusion
detection (FedPPID) demonstrates significant improvements in terms of performance, privacy preservation,
and communication efficiency. This subsection presents the results of the FedPPID model, including its
detection accuracy, privacy loss, communication overhead, and system scalability.

5.6.1 Scalability Analysis

The scalability of the FedPPID model was evaluated by increasing the number of IoT devices. As seen
in Fig. 7, the model maintained high detection accuracy while minimizing latency and communication
overhead, demonstrating its suitability for large-scale IoT deployments.
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Fig. 7 illustrated the scalability analysis of the system’s performance as the number of IoT devices
increased. Detection accuracy (shown in cyan) gradually declined with more devices, reflecting the challenge
of maintaining high accuracy in larger networks. Latency (in magenta) showed a steady increase, indicating
longer processing times as devices scaled up. Communication overhead (in yellow) remained relatively stable,
with only minor increases as the number of IoT devices grew.
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Figure 7: Scalability analysis: system performance with increasing IoT devices

Fig. 8 compared the convergence time of the model with and without privacy techniques. The top
plot showed the model without privacy techniques, where convergence followed a smooth exponential
decay, reaching stability quickly. The bottom plot depicted the model with privacy techniques, displaying
an oscillatory pattern that slowed convergence. This indicated that privacy mechanisms introduced a slight
delay in convergence, affecting the speed but ensuring data privacy.
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Figure 8: Convergence time comparison

5.6.2 Robustness against Adversarial Attacks

The robustness of the FedPPID model was tested against adversarial attacks, such as model poisoning,
to assess its ability to maintain performance under malicious conditions. The model demonstrated resilience,
successfully detecting malicious activity and preventing significant degradation in performance.
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These results in Table 9 confirm that the FedPPID model outperforms centralized IDS and traditional
federated learning approaches, demonstrating strong resilience against adversarial manipulations. Despite
a slight accuracy degradation under sophisticated attacks, the proposed framework successfully limits the
impact through anomaly filtering, model aggregation security, and robust privacy mechanisms. Future
research will focus on further hardening defenses against Byzantine and evasion attacks by integrating
blockchain-based verification for model updates and real-time adversarial detection techniques.

Table 9: Robustness against adversarial attacks

Attacktype  Centralized IDS FedAvg FedProx FedPPID  Accuracy drop
accuracy (%) accuracy (%) accuracy (%) accuracy (%) in FedPPID (%)
No attack (Baseline) 88.45 90.12 91.67 92.78 -

Model poisoning 75.23 79.65 83.42 88.32 4.46%
Data poisoning 73.67 78.12 81.90 87.56 5.22%
Backdoor attack 70.45 76.32 80.51 86.72 6.06%

Evasion attack 68.80 74.57 78.92 85.60 7.18%

Byzantine attack 65.34 71.28 76.34 83.28 9.50%

Table 9 presented the robustness of the FedPPID model against adversarial attacks by comparing its
performance with and without attacks. Without any attack, the model maintained 100% performance. Under
a model poisoning attack, performance dropped by 4% to 96%. During a data poisoning attack, performance
decreased by 5% to 95%. In the case of a backdoor attack, performance fell by 6% to 94%. These results
demonstrated the model’s resilience, as it effectively minimized performance degradation under different
attack scenarios.

Fig. 9 illustrated the robustness of the FedPPID model against adversarial attacks by comparing
performance over time under attack (cyan line) vs. no attack (red dashed line). The performance under attack
displayed oscillations, indicating some fluctuation due to adversarial influence, but it maintained an overall
stable trend. In contrast, performance without attack followed a smoother oscillatory pattern, showing the
model’s natural behavior.

5.6.3 Privacy Improvement Analysis

The effectiveness of the privacy-preserving mechanisms implemented in the FedPPID model was
analyzed through differential privacy techniques. By varying the privacy budget (¢), we could balance privacy
and accuracy.

Table 10 analyzed the effectiveness of privacy-preserving mechanisms in the FedPPID model using
differential privacy techniques by adjusting the privacy budget e. With a stricter privacy budget (¢ = 0.5),
the model showed a privacy loss of 4% and an accuracy of 90.43%. Increasing the budget to ¢ = 1.0 reduced
privacy loss to 3%, improving accuracy to 92.78%. At e = 1.5, privacy loss further decreased to 2%, and
accuracy reached 92.90%, demonstrating a trade-off where higher & values slightly relaxed privacy but
enhanced accuracy.

Fig. 10 depicted the privacy improvement analysis of the FedPPID model with differential privacy
techniques. The line plot showed accuracy percentages (green line), which remained high and relatively stable
across various data points. Privacy loss (purple line) was also plotted, showing slight variations but remaining
controlled as privacy mechanisms were applied. The bar sections represented different metrics (labeled as
Metric 1, Metric 2, Metric 3, and Metric 4) associated with privacy and accuracy trade-ofts across data points.
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Robustness Against Adversarial Attacks
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Figure 9: Robustness against adversarial attacks

Table 10: Privacy improvement analysis with differential privacy techniques

Privacy budget (¢) Privacy loss (%) Accuracy (%)

€=0.5 4 90.43
=10 3 92.78
e=15 2 92.90
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Figure 10: Privacy improvement analysis with differential privacy techniques
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5.6.4 Energy Efficiency

Another key benefit of the FedPPID model is its energy efficiency during training. Energy consumption
was measured at different power levels for the model, and the results.

Table 11 highlighted the energy efficiency of the FedPPID model during training, showing energy
consumption at various power levels. At a power level of 50 W, the model consumed 100 W of energy and
achieved 91% accuracy. Reducing the power level to 30 W decreased energy consumption to 70 W while
maintaining a higher accuracy of 92%. At 25 W, energy consumption was further reduced to 60 W, with
the model reaching 91.5% accuracy. These results demonstrated that the FedPPID model maintained strong
performance while optimizing energy usage at lower power levels.

Table 11: Energy efficiency during training

Power levels (W) Energy consumption (W) Accuracy (%)

50 100 91
30 70 92
25 60 91.5

Fig. 11 illustrated the energy efficiency of the FedPPID model during training at various power levels. At
50 W, the model consumed 100 W of energy, achieving an accuracy of 91%. When the power level was reduced
to 30 W, energy consumption dropped to 70 W, with accuracy increasing to 92%. At a further reduced power
level of 25 W, energy consumption decreased to 60 W, and accuracy slightly decreased to 91.5%.
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Figure 11: Energy efficiency during training

5.6.5 Communication Overhead before and after Optimization

Communication overhead is an important factor in federated learning. The FedPPID model was
optimized to reduce communication costs during model updates.

Table 12 compared the communication overhead in gigabytes (GB) for the FedPPID model before and
after optimization. For the NSL-KDD dataset, communication overhead was reduced from 2.525 to 2.450 GB.
In the BoT-IoT dataset, it decreased from 2.600 to 2.525 GB. Similarly, for the UNSW-NBI15 dataset, overhead
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dropped from 2.575 to 2.475 GB after optimization. These results demonstrated that the model’s optimization
effectively reduced communication costs during updates, enhancing the overall efficiency of the federated
learning process.

Table 12: Communication overhead before and after optimization

Condition  Before optimization (GB) After optimization (GB)

NSL-KDD 2.525 2.450
BoT-IoT 2.600 2.525
UNSW-NBI5 2.575 2.475

The proposed FedPPID framework enhances communication efficiency by incorporating model com-
pression techniques and adaptive update strategies, which collectively reduce bandwidth consumption
without compromising detection accuracy. To minimize the size of transmitted model updates, quantization-
based compression is applied, where model parameters are converted into lower-precision representations
before being shared with the central server. This significantly decreases the volume of data exchanged during
each communication round, alleviating network congestion in resource-constrained IoT environments.
Additionally, the framework implements an adaptive update mechanism, where IoT devices selectively
transmit model updates based on local performance improvements rather than at fixed intervals. By
prioritizing updates only when significant learning progress is achieved, this approach reduces redundant
communication and optimizes synchronization across devices. These combined strategies enable scalable
and bandwidth-efficient federated learning, making the system well-suited for large-scale IoT deployments
where minimizing overhead is crucial for real-time intrusion detection.

Fig. 12 illustrated the distribution of communication overhead (in GB) for the FedPPID model before
and after optimization. The “Before Optimization” distribution (in blue) showed higher overhead, centered
around 2.525 to 2.600 GB. After optimization, the distribution (in green) shifted leftward, centering closer to
2.450 to 2.525 GB. This shift indicated a reduction in communication costs due to optimization, improving
the model’s efficiency in data transfer during updates.

5.6.6 Detection Accuracy and Latency per FL Model

The FedPPID model was compared against other federated learning models, including FedAvg,
FedProx, SCAFFOLD, and FedNova, to assess detection accuracy and latency.

Table 13 compared the detection accuracy and latency of the FedPPID model with other federated
learning models, including FedAvg, FedProx, SCAFFOLD, FedNova, and FedMA. FedAvg achieved 92%
accuracy with a latency of 0.85 s, while FedProx had 91% accuracy with the lowest latency of 0.75 s.
SCAFFOLD achieved 92.5% accuracy with a higher latency of 1.25 s. FedNova showed 92.7% accuracy with
1.05 s latency. FedMA achieved the highest accuracy at 93% but also had the highest latency at 1.30 s. These
results highlighted the trade-ofts among different FL models in terms of accuracy and latency.

Fig. 13 compared detection accuracy and latency across different federated learning models. The green
bars represented accuracy percentages, while the yellow line depicted latency in seconds. FedAvg and
FedProx achieved 92% and 91% accuracy with latencies of 0.85 and 0.75 s, respectively. SCAFFOLD reached
92.5% accuracy but had a higher latency of 1.25 s. FedNova had 92.7% accuracy with 1.05 s latency, and
FedMA achieved the highest accuracy at 93% but with the longest latency at 1.3 s.
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Communication Overhead Before and After Optimization
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Figure 12: Communication overhead before and after optimization

Table 13: Detection accuracy and latency per FL model

FL model Accuracy (%) Latency (s)

FedAvg 92 0.85
FedProx 91 0.75
SCAFFOLD 92.5 1.25
FedNova 92.7 1.05
FedMA 93 1.30

Detection Accuracy and Latency per FL Model

Accuracy (%)

FedAvg FedProx SCAFFOLD FedMova FedMA

Federated Learning Model
Bl Accuracy (%) @ ko 9 s —8— Latency (s)

Figure 13: Detection accuracy and latency per FL model

5.6.7 Real-Time Detection Latency by Number of Devices
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Finally, the real-time detection latency of the FedPPID model was analyzed as the number of IoT

devices increased.
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Table 14 presented the real-time detection latency of the FedPPID model across various numbers of IoT
devices under three different cases. With 50 devices, latency measured 107.5 ms in Case 1, 58.4 ms in Case 2,
As the number of devices increased to 100, latency slightly increased to 117.0 ms in Case
1, decreased to 42.8 ms in Case 2, and stabilized around 30.9 ms in Case 3. For 150 devices, latency values were
104.5, 54.8, and 31.5 ms, respectively. At 200 devices, latency varied with 112.2 ms in Case 1, 43.5 ms in Case
2, and 28.8 ms in Case 3. With 250 and 300 devices, latency fluctuated minimally, showing that the model
maintained relatively stable detection latency even as the number of devices scaled, ensuring efficiency in

and 32.2 ms in Case 3.

real-time detection.

Fig. 14 illustrated the real-time detection latency of the FedPPID model across varying numbers of IoT
devices in three cases. In Case 1 (dark teal), latency ranged from 104.5 to 117.0 ms, showing slight fluctuations
as device numbers increased. Case 2 (green) maintained a more stable latency, varying between 42.8 and

Comput Mater Contin. 2025;83(3)

Table 14: Real-time detection latency by number of devices

Number of devices Casel(ms) Case2 (ms) Case3 (ms)

50 devices 107.5 58.4 32.2
100 devices 117.0 42.8 30.9
150 devices 104.5 54.8 315
200 devices 112.2 43.5 28.8
250 devices 107.8 55.5 36.2
300 devices 110.2 50.3 32.9

58.4 ms. Case 3 (purple) had the lowest latency, staying between 28.8 and 36.2 ms.

Latency (ms)

Real-Time Detection Latency by Number of Devices

1001

80

60

20}

ol
50 Devices 100 Devices 150 Devices 200 Devices 250 Devices 300 Devices
Number of loT Devices

Cases
Case 1 | Case2 [ Case3

Figure 14: Real-time detection latency by number of devices
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5.6.8 Federated Model Aggregation Efficiency Using FL Models

The federated learning models (FL) compared in this study include FedAvg, FedProx, FedSGD, and
Adaptive Fed. The model efficiency is assessed based on accuracy (Privacy Accuracy Score) and Data Leakage
Rate during the aggregation process.

Table 15 compared the aggregation efficiency of federated learning models: FedAvg, FedProx, FedSGD,
and Adaptive Fed. FedAvg had a Privacy Accuracy Score of 80% with a data leakage rate of 5%. FedProx
improved to 85% accuracy and 4% leakage. FedSGD achieved 90% accuracy with 3% leakage, while the
Adaptive Fed model excelled with a 92% accuracy score and only 2% leakage, highlighting its superior
efficiency in maintaining privacy during aggregation.

Table 15: Federated model aggregation efficiency using FL models

Aggregation technique Privacy accuracy score (%) Data leakage rate (%)
FedAvg (Baseline) 80 5
FedProx 85 4
FedSGD 90 3
Median aggregation 91 2.8
Trimmed mean 92 25
Krum aggregation 93 2.2
Adaptive Byzantine-Resilient Fed 94 1.8
(Hybrid Approach)

Fig. 15 illustrated the aggregation efficiency of various federated learning models by comparing the
Privacy Accuracy Score and Data Leakage Rate. The graph showed that as the model shifted from FedAvg
to Adaptive Fed, the Privacy Accuracy Score (cyan line) increased from 80% to 92%. Conversely, the Data
Leakage Rate (purple line) decreased from 5% to 2%. This clear inverse relationship highlighted the models’
effectiveness in balancing privacy and accuracy, with the Adaptive Fed model demonstrating superior
performance in maintaining high accuracy while minimizing data leakage during the aggregation process.

Federated Model Aggregation Efficiency Using FL Models
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Privacy Accuracy Score —8— Data Leakage Rate

Figure 15: Federated model aggregation efficiency using FL models
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5.6.9 FPR and FNR Analysis

The False Positive Rate (FPR) and False Negative Rate (FNR) are critical metrics to assess the reliability
of the intrusion detection system.

Table 16 presented the False Positive Rate (FPR) and False Negative Rate (FNR) analysis for different
metric sets used in assessing the intrusion detection system’s reliability. In Metric Set 1, the FPR was 70%,
while the FNR was 75%. Metric Set 2 showed an improvement with a reduced FPR of 65% but a higher
FNR of 80%. Metric Set 3 further improved the FPR to 60%, although the FNR remained relatively high at
78%. These results indicated variations in performance across metric sets, emphasizing the importance of
optimizing both FPR and FNR for an effective intrusion detection system.

Table 16: FPR and FNR analysis for different metric sets

Metric Set FPR (%) FNR (%)

Metric Set 1 70 75
Metric Set 2 65 80
Metric Set 3 60 78

Fig. 16 presented the analysis of the False Positive Rate (FPR) and False Negative Rate (FNR) across
different metric sets. The box plots showed the distribution of FPR (orange box) and FNR (green box) for
each metric set. For Metric Set 1, both FPR and FNR were higher, indicating a less reliable detection system,
with FPR around 70% and FNR around 75%. Metric Set 2 demonstrated a slight improvement in FPR at
65%, but the FNR increased to about 80%. Metric Set 3 achieved the lowest FPR at 60%, although the FNR
remained high at approximately 78%.

FPR and FNR Analysis
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Figure 16: FPR and FNR analysis for different metric sets

5.7 Comparative Analysis

The proposed FedPPID model was evaluated on multiple benchmark IoT datasets, including NSL-
KDD, BoT-IoT, and UNSW-NBI5, to assess its performance in terms of accuracy, precision, recall, Fl-score,
communication overhead, and robustness against adversarial attacks. In this section, we present the com-
parative analysis of FedPPID against other commonly used models in IoT intrusion detection, including
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a centralized IDS, a non-privacy-preserving federated IDS, and other federated models such as FedAvg,
FedProx, and SCAFFOLD.

Model Performance Comparison:
To highlight the robustness of FedPPID, we conducted a comparative analysis with the following models:

Centralized IDS: A traditional intrusion detection system that aggregates data to a central server
for processing.

Non-Privacy-Preserving Federated IDS: A federated model that does not incorporate privacy-
preserving techniques.

FedAvg: A federated model that averages updates from all devices.
FedProx: An enhanced federated model with additional constraints to handle heterogeneous data.

SCAFFOLD: A federated learning model that uses control variates to address client-drift in non-IID
data environments. The results of the performance metrics across these models are shown in Table 17 below.

Table 17: Comparative analysis

Model NSL-KDD BoT-IoT UNSW- Avg. Avg. Avg.  Communication
accuracy accuracy NB15  Precision Recall FIl-Score overhead (MB)

(%) (%) accuracy (%) (%) (%)
(%)
Centralized 88.45 85.12 86.73 85.6 84.9 85.2 150
IDS [27,28]
Non-Privacy- 91.23 89.34 90.78 90.1 89.2 89.7 120
Preserving Fed.
DS [29,30]
FedAvg [31] 90.12 88.67 89.25 88.9 88.3 88.6 115
FedProx [32] 91.67 89.90 90.45 90.5 89.7 90.1 110
SCAFFOLD [33] 91.90 90.50 91.00 91.0 90.5 90.7 105
Proposed 92.78 91.47 92.05 92.5 91.8 92.1 95
FedPPID
Model

Accuracy: FedPPID achieved the highest accuracy across all datasets (92.78% on NSL-KDD, 91.47% on
BoT-IoT, and 92.05% on UNSW-NBI15), outperforming both traditional and federated IDS models, including
SCAFFOLD and FedProx. This improvement is attributed to the model’s robust aggregation method and
privacy-preserving techniques that help generalize the model across diverse data sources.

Precision, Recall, and F1-Score: The FedPPID model consistently outperformed other models in terms
of average precision (92.5%), recall (91.8%), and Fl-score (92.1%), indicating its effectiveness in accurately
detecting attacks while minimizing false positives and negatives.

Communication Overhead: FedPPID achieved a significant reduction in communication over-
head, using only 95 MB for NSL-KDD compared to 150 MB for the centralized IDS. This reduction is
achieved through optimized aggregation and differential privacy mechanisms, making FedPPID suitable for
bandwidth-limited IoT environments.
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Robustness against Adversarial Attacks: The FedPPID model demonstrated superior resilience against
adversarial attacks due to its secure aggregation and anomaly detection mechanisms. By excluding anoma-
lous updates that could degrade model performance, FedPPID maintained stable accuracy and robustness
even under adversarial conditions.

The comparative analysis shows that the proposed FedPPID model offers superior performance,
efficiency, and resilience compared to traditional and federated models. These results indicate that FedPPID is
a promising approach for privacy-preserving and robust intrusion detection in large-scale IoT environments.

5.8 Discussion

The results clearly indicate that the proposed FedPPID model outperforms traditional centralized IDS
and non-privacy-preserving federated models across various performance metrics. The FedPPID model
achieved higher accuracy rates in detecting intrusions, consistently surpassing both centralized and federated
baselines. In terms of privacy preservation, the integration of differential privacy ensured that data privacy
was maintained while maintaining a strong detection performance. The adversarial robustness results further
validate the model’s resilience in handling adversarial attacks, showing stable performance even under threat.
Moreover, the FedPPID model demonstrated a significant reduction in communication overhead due to
model compression and adaptive communication, making it more efficient for large-scale IoT environments.
Additionally, the faster convergence times reinforce its suitability for real-time applications, ensuring the
system adapts quickly to new threats and evolving network conditions. Overall, the balance of high accuracy,
strong privacy, low communication overhead, and rapid convergence makes the FedPPID model a robust
solution for securing IoT environments.

In the discussion of the experimental results, several points require further clarification and justification.
Firstly, the model architecture used for the centralized Intrusion Detection System (IDS) should be explicitly
detailed to allow for a clear comparison with the proposed framework. If the centralized IDS employs a
different architecture, this distinction could significantly impact performance results, and such a comparison
is crucial for understanding the relative strengths and weaknesses of each approach. Additionally, when
considering the federated learning IDS without privacy preservation, it is important to explain why its
performance does not surpass the proposed framework. One possible explanation is that the privacy-
preserving mechanism in federated learning might enhance model accuracy by preventing overfitting to
local data, thereby improving generalization. Therefore, even without explicit privacy preservation in the
federated system, it may still benefit from more robust and generalized learning. Another consideration is the
additional overhead associated with centralized deployments, such as a network gateway. While the server
does have access to all traffic flows, the centralization introduces extra communication and computational
overhead. This could be due to the necessity of transmitting data to the centralized server for processing,
leading to delays in real-time threat detection. Moreover, it might require additional resources to manage
and aggregate data from various IoT devices, which would not be necessary in the federated model where
data remains local to the devices. Finally, while benchmark datasets used in the study are typically curated
to be well-structured and balanced, real-world IoT environments often feature imbalanced traffic flows,
where benign traffic vastly outweighs malicious activity. The proposed framework’s ability to maintain
comparable performance under such imbalanced conditions is an important consideration. If the framework
is trained predominantly on balanced datasets, it may struggle to identify rare or novel attack patterns when
faced with skewed real-world data. Further experiments are required to evaluate the model’s robustness in
handling imbalanced data, ensuring that it can still effectively detect attacks without being overwhelmed by
benign traffic.

The experimental results provide empirical answers to the research questions formulated in Section 1.
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Answer to RQI: The evaluation of the FedPPID model across NSL-KDD, BoT-IoT, and UNSW-NB15
datasets demonstrates that Federated Learning (FL) can be successfully applied for privacy-preserving
intrusion detection in large-scale IoT networks. The model achieves 92.78% accuracy on NSL-KDD, 91.47%
on BoT-IoT, and 92.05% on UNSW-NBI5, outperforming centralized IDS and conventional FL-based IDS
without privacy protection. These results confirm that FL can secure IoT devices while ensuring minimal
privacy risk.

Answer to RQ2: The proposed quantization-based compression and adaptive update techniques sig-
nificantly reduce communication overhead compared to conventional FL models. The results indicate
that FedPPID reduces communication costs by up to 30% compared to non-privacy-preserving FL, while
maintaining high detection accuracy. The communication overhead was recorded as 85 MB for NSL-KDD,
105 MB for BoT-IoT, and 95 MB for UNSW-NBI15, demonstrating the effectiveness of these optimizations in
bandwidth-limited IoT environments.

Answer to RQ3: The robustness of the FedPPID model against adversarial threats was validated
through simulated model poisoning and data poisoning attacks. The accuracy degradation under Byzantine
attacks was limited to 4.46%, compared to a 9.5% drop in standard FL models, confirming the resilience
of the anomaly-based gradient filtering approach. The model successfully mitigates model poisoning,
data poisoning, and backdoor attacks, ensuring secure aggregation and adversarial robustness without
compromising performance.

5.9 Limitations and Threats to Validity

Despite the promising results of the FedPPID framework, several limitations and potential threats
to validity must be acknowledged. One key limitation is the trade-off between privacy preservation and
model accuracy. While incorporating Differential Privacy (DP) and Secure Multi-Party Computation (SMC)
enhances data security, these techniques can introduce noise, leading to minor accuracy degradation.
The challenge lies in optimizing privacy parameters to ensure a balance between security and detection
performance in real-world applications.

Another limitation is the communication overhead associated with federated learning. Although tech-
niques such as model compression and adaptive update mechanisms are implemented to reduce bandwidth
consumption, the resource constraints of IoT devices may still impact real-time deployment. IoT networks
with limited connectivity or high latency could experience delays in model synchronization, potentially
affecting detection responsiveness.

The robustness of the model against adversarial attacks also presents a challenge. While Byzantine-
robust aggregation techniques effectively mitigate model poisoning and data poisoning attacks, more
sophisticated adversarial strategies, such as adaptive backdoor attacks, may still pose a risk. Further
enhancements in anomaly detection mechanisms are necessary to strengthen defenses against evolving
cyber threats.

Additionally, dataset biases and generalizability remain a concern. The evaluation is conducted on NSL-
KDD, BoT-IoT, and UNSW-NBI5 datasets, which, although widely used, may not fully capture emerging
attack patterns in real-world IoT environments. The effectiveness of FedPPID across diverse IoT infrastruc-
tures with heterogeneous traffic patterns and unknown attack vectors requires further investigation.

Lastly, the scalability of federated intrusion detection in large-scale IoT deployments is a potential
challenge. While FedPPID demonstrates efficiency in experimental setups, real-world IoT environments
with thousands of devices may require more adaptive aggregation mechanisms and efficient hierarchical
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FL architectures to maintain performance. Future research should explore federated optimization strategies,
such as personalized FL and edge-assisted learning, to enhance scalability.

Addressing these limitations and threats to validity will be crucial for the practical adoption and
robustness of FL-based intrusion detection systems in IoT networks. Future work will focus on optimizing
communication efficiency, improving adversarial defenses, and ensuring real-world applicability.

6 Conclusion

This study presents FedPPID, a privacy-preserving federated learning-based intrusion detection system
(IDS) for IoT networks, addressing critical challenges such as data privacy, adversarial robustness, and
communication efficiency. The proposed framework successfully integrates Differential Privacy (DP), Secure
Multi-Party Computation (SMC), and Byzantine-robust aggregation techniques to enhance both security
and detection accuracy while reducing the risk of model poisoning and data leakage. From a practical appli-
cation perspective, FedPPID offers a scalable and privacy-preserving security solution for heterogeneous IoT
environments, including smart cities, healthcare systems, industrial IoT (IIoT), and intelligent transportation
networks. This study successfully addresses the three core research questions, demonstrating that Federated
Learning (FL) can enhance IoT security by enabling privacy-preserving intrusion detection. The FedPPID
framework introduces an efficient communication optimization strategy, ensuring scalability in large-scale
IoT networks, while also integrating adversarial resilience mechanisms to counter model poisoning and
Byzantine attacks. The experimental results validate the effectiveness of privacy-aware intrusion detection,
achieving high detection accuracy while maintaining low communication overhead and strong adversarial
robustness. Future work will focus on further optimizing model aggregation techniques and exploring
blockchain-based verification mechanisms to enhance trust in distributed FL environments. By ensuring
real-time intrusion detection without requiring centralized data storage, this framework enhances data
confidentiality and system resilience in distributed and resource-constrained IoT deployments. Despite these
advancements, certain limitations remain that open avenues for future research. Future work will focus on
further optimizing communication overhead, particularly through federated model compression and edge-
assisted aggregation strategies. Additionally, integrating blockchain-based verification could enhance trust
in federated learning updates, mitigating adversarial threats. Expanding the model’s applicability to real-
world IoT datasets and evaluating its performance under adaptive and stealthy attack scenarios will further
strengthen its robustness and reliability in dynamic environments.
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