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ABSTRACT: Ever since the research in machine learning gained traction in recent years, it has been employed to
address challenges in a wide variety of domains, including mechanical devices. Most of the machine learning models
are built on the assumption of a static learning environment, but in practical situations, the data generated by the
process is dynamic. This evolution of the data is termed concept drift. This research paper presents an approach for
predicting mechanical failure in real-time using incremental learning based on the statistically calculated parameters of
mechanical equipment. The method proposed here is applicable to all mechanical devices that are susceptible to failure
or operational degradation. The proposed method in this paper is equipped with the capacity to detect the drift in data
generation and adaptation. The proposed approach evaluates the machine learning and deep learning models for their
efficacy in handling the errors related to industrial machines due to their dynamic nature. It is observed that, in the
settings without concept drift in the data, methods like SVM and Random Forest performed better compared to deep
neural networks. However, this resulted in poor sensitivity for the smallest drift in the machine data reported as a drift.
In this perspective, DNN generated the stable drift detection method; it reported an accuracy of 84% and an AUC of
0.87 while detecting only a single drift point, indicating the stability to perform better in detecting and adapting to new
data in the drifting environments under industrial measurement settings.

KEYWORDS: Incremental learning; drift detection; real-time failure prediction; deep neural network; proactive
machine health monitoring

1 Introduction

Machine failure prediction and classification is an indispensable perspective in predictive maintenance
and industrial engineering. This enables preparedness in handling the machinery failures and executing the
strategies for efficiently handling the significant downtime/damage. With increasing machinery complexity
and the high costs of breakdowns, businesses leverage data analytics, machine learning, and artificial
intelligence to enhance efficiency, reduce costs, and improve productivity.

Incremental/online learning allows models to adapt to new data, making it ideal for real-time envi-
ronments. The working of incremental/online learning is contradictory to traditional batch learning. These
methods update models continuously for timely maintenance, thereby reducing downtime in industrial
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settings. The benefits of incremental learning are memory efficiency and adaptability. Though this kind of
learning involves challenges such as catastrophic forgetting, effectively handling the situation of concept
drift, where data evolves, is crucial for models to remain applicable and adaptive. Incremental learning
mechanisms provide real-time insights, driving advancements in predictive maintenance.

Concept drift presents a significant challenge in evolving settings and environments. In this partic-
ular type of setting, distributions of data change over time, affecting the predictive maintenance model
parameters [1,2]. Continuous sensor data capture operational changes caused by wear, environmental factors,
or adjustments. Incremental learning algorithms handle such drift. It is done with the help of retraining
the models with new data, periodic retraining, and ensemble methods. Real-time performance monitoring
ensures accuracy. This also plays a pivotal role in signaling the need for adjustments. Adaptive learning
techniques combined with real-time monitoring maintain robust predictive maintenance strategies. Thereby
ensuring minimal downtime and reliability [3,4].

Fig. 1 shows the mindmap for leveraging safe and secure artificial intelligence (AI) in the predictive
maintenance of mechanical devices. It has the following key components: safe/secure Al, predictive main-
tenance, incremental learning, drift detection, and applications. Each of these components portrays an
important component in a secure Al system. Safe Al ensures ethical, transparent, and regulation-compliant
operations. It plays a multifaceted role in ethics in Al, compliance, risk assessment, and explainability, thereby
creating trustworthy models. Secure AI enhances security through data privacy, model robustness, threat
detection, and adverse defense mechanisms. Predictive maintenance is pivotal in data collection, failure
prediction models, maintenance scheduling, and real-time monitoring. Incremental learning is used in model
updates, new data adaptability, reduced computation, and knowledge retention.
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Figure 1: Leveraging safe and secure Al for predictive maintenance of mechanical devices using incremental learning
and drift detection
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Drift detection is important for adapting to changes in data patterns and distributions. Important
characteristics include concept drift detection and data drift detection. An alert system ensures efficient
response performance. The applications component demonstrates the framework’s applicability across
machinery monitoring, thereby emphasizing reliability and early failure detection. These elements act as a
cohesive framework leveraging safe, secure, and adaptive Al for effective mechanical device maintenance.
This setting ensures enhanced reliability and helps in reducing the downtime.

The following are the objectives of this work:

1. Develop an adaptive incremental learning model for real-time machine failure detection from stream-
ing data

2. Integrate drift detection mechanisms to identify shifts in machine behavior indicative of potential fail-
ures

3. Track and visualize model performance over time to observe trends and mark drift points related to
machine failure

The organization of the remaining sections is as follows: Section 2 reviews the literature on incremental
learning within the context of drift detection. Section 4 provides an in-depth discussion of the dataset
used and the methodology and algorithms implemented. Section 5 presents insights into the findings
and includes an analysis of the results. Finally, Section 6 summarizes the work and discusses potential
future enhancements.

2 Background

Machine device failure due to environmental factors has been a challenge. To overcome this problem in
various machinery-intensive industrial landscapes, many approaches have been employed. With advance-
ments in technology and the introduction of new equipment in the industry, machinery tends to wear
out, which can be due to maintenance issues, human error, or mechanical wear. The presented work tries
to address this challenge from a different perspective. The work uses the measurement data to estimate
machine failures. In this section, primarily, we examine the recent literature. Following the recent literature,
the survey methodology is briefly discussed. Relevant literature is examined based on the keyword search
from Scopus and IEEE-indexed databases. The papers are picked based on their relevance and published
during the years 2020-2024. The list of literature and their respective works is summarized in the table. The
research [5,6] presents a hybrid CNN-LSTM framework (CNN-LSTM is a hybrid deep learning architecture
that combines convolutional neural networks (CNNs) and long short-term memory (LSTM)) for predicting
machine failures. The model uses CNNs to extract features, while LSTMs are used to capture long-term
dependencies and detect potential failures over time. The framework demonstrated good performance over
traditional machine learning models. The work in [7,8] introduces a time-based equipment failure prediction
algorithm that uses historical patterns to forecast future failures by using survival analysis. The approach
presents the output based on the historical data as a failure forecast, enhances maintenance, reduces costs,
and reduces downtime. The paper [9] proposes an approach for reducing operational costs of large-scale
photovoltaic plants. The paper [10] focuses on developing a systematic reliability assessment and optimized
preventive maintenance strategy for lower limb exoskeleton rehabilitation robots by predicting component
degradation and minimizing maintenance costs while ensuring system reliability. The work combined K-
Means clustering with LSTM to estimate the predictive maintenance score. The authors have used LSTM
solely for detecting anomalies, whereas the K-Means algorithm is used for segmenting data into temperature
and irradiance factors. Based on the historical trend, the model was able to forecast equipment failures with
a root mean squared error (RMSE) of 0.7766.
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The research in [11] presents a method for predicting pipe failures in water distribution networks
(WDNSs). The data is imbalanced and missing. Hence, the researchers have developed a method wherein
the domain knowledge is used in conjunction with unsupervised learning. This approach has improved
classification accuracy. Based on the model failure likelihood and cost. The work introduced an economic
indicator that ranks pipes for rehabilitation. The paper [12] focuses on predicting the fatigue failure of
the cement for maintaining wellbore integrity. This work is related to the oil and gas industry. The study
emphasizes the application of machine learning. Specifically, this study employs the SVM to predict cement
failure under varying conditions. The study predicts that cyclic temperature and pressure change. The
research is based on experimental data and integrates multiple cement-related and experimental factors. The
methodology includes selecting 14 input features, achieving an accuracy of 72.7%.

The work [13] introduced a two-tiered learner approach for predictive maintenance. The first tier
focused on generating a health indicator. The second tier focused on a decision-making system that notifies
maintenance alerts based on indicators. The presented model was compared against Support Vector Machine
(SVM) and evaluated on a real-world rotating machine dataset. Researchers in [14] examined the impact of
varying historical data in a reading window. It is done against the forecast window over the performance
of models. The model was trained to predict machine failures. The work examined six algorithms on
multivariate time series data collected from industrial equipment. The study also infers how significant
the prediction/forecast window is. This study is evaluated in the context of deep learning architectures for
improved performance. The work in [15] introduced a novel failure prediction method. This method uses
full-spectrum vibration data using data visualization. The Real-Time Data Tracker (RTDT) tool. RTDT
introduced in this work predicts failure by plotting real-time spectrum data on 2-dimensional plots. It is
done over the normal data to infer the degradation signs. Also, this method does not require training data.

Table 1 presents the various works related to the context of the research work presented in this paper.

Table 1: Survey of machine failure classification using AI4I 2020 dataset and related works

Reference Methodology Summary Findings
[5,16] Hybrid The study aims to improve The hybrid model outperformed
CNN-LSTM predictive maintenance in traditional methods, offering
model Industry 4.0 by leveraging deep better accuracy in fault
learning techniques for accurate detection and reducing
machine failure prediction. downtime and maintenance
costs in smart manufacturing.
[7,17] Statistical tests This work focuses on predicting A custom algorithm provides
machine failures in accurate predictions of failure
multi-machine manufacturing times and probabilities.
systems using historical failure
data.
[9,18] K-Means Aims to improve the efficiency The combination of K-Means
clustering with of photovoltaic (PV) plants by and LSTM provided accurate
Long Short-Term predicting potential failures predictions, improving the
Memory (LSTM) using a combination of reliability and performance of

clustering and deep learning
models.

solar PV plants.

(Continued)
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Table 1 (continued)

Reference Methodology Summary Findings
[11,19- Novel The proposed semi-supervised ~ The semi-supervised clustering
21] semi-supervised  clustering method enhances the approach outperformed
clustering performance of failure traditional class imbalance
algorithm prediction models by leveraging  handling techniques, providing
both machine learning better prediction accuracy.
techniques and domain
knowledge.
[12,22— SVM The study emphasizes the The methodology includes
25] application of machine selecting 14 input features and

Two-tiered learner
approach

[13]

[14] Impact analysis of
prediction window

size

Real-Time Data
Tracker (RTDT)
using visualization
tools

learning, specifically SVM, to
predict cement failure under
varying conditions, such as
cyclic temperature and pressure
changes.

Introduced a two-tiered learner
approach for predictive
maintenance. The first tier
focused on generating a health
indicator by feature aggregation
using learning algorithms, while
the second tier notified
maintenance alerts based on the
indicators.
Examined the impact of varying
historical data in the reading
window against the forecast
window on the performance of
machine failure prediction
models.

Introduced a novel failure
prediction method that uses
full-spectrum vibration data

and data visualization tools. The

RTDT predicts failure by
plotting real-time spectrum

data on 2D plots to infer
degradation signs.

using SVM to predict the
likelihood of failure, achieving
an accuracy of 72.7%.

The model was compared
against SVM and evaluated on a
real-world rotating machine
dataset.

Six algorithms (Logistic
Regression, Random Forest,
SVM, LSTM, ConvLSTM, and
Transformers) were evaluated
on multivariate telemetry data,
highlighting the significance of
the prediction window for deep
learning models.

The method does not require
training data, enabling real-time
tracking and prediction.
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The key findings and research gaps identified are:

1. Most machine learning architectures for modeling machine failure prediction and classification make
the unrealistic assumption that the dataset is static and the learning environment is stationary.

2. There is a need to develop models that can integrate diverse data sources, such as sensor data, real-time
operational metrics, and historical maintenance records, for more accurate failure predictions in various
industries [9].

3. Current models, including CNN-LSTM and SVM-based approaches, often struggle to generalize across
different sectors, suggesting the need for scalable models that can be adapted to various industrial
domains [5,12].

4. While semi-supervised clustering and other techniques handle imbalanced data, more advanced
methods are required to deal with extreme data imbalances and missing values, particularly in real-time
applications [11].

3 Dataset Description

The original dataset is taken from [26] which is the AT41 2020 Predictive Maintenance Dataset, available
from the UCI Machine Learning Repository. The AI4I 2020 Predictive Maintenance Dataset is designed for
predictive maintenance research, featuring 10,000 instances of industrial machine data. Each instance records
measurements from various sensors, such as air and process temperature, rotational speed, torque, and tool
wear, alongside machine type and failure indicators. The target variable “machine failure,” indicates whether
a machine failed, with additional binary labels specifying failure modes like tool wear, heat dissipation,
power, overstrain, and random failures. This dataset is commonly used to build predictive models aimed at
forecasting machine failures and scheduling preventive maintenance. The following Table 2 gives a detailed
description of the original dataset.

Table 2: Summary of AI4I 2020 predictive maintenance dataset

Column name Description Data type
Type Type of machine (e.g., L, M) Categorical
Air temperature (K) Air temperature around the machine in Kelvin Float
Process temperature (K) Internal process temperature in Kelvin Float
Rotational speed (rpm) Machine’s rotational speed in revolutions per minute Integer
Torque (Nm) Torque in Newton-meters Float
Tool wear (min) Tool wear measured in minutes Integer
Machine failure Target variable: machine failure (0 = No, 1 = Yes) Integer
TWF (Tool Wear Failure) Binary indicator for tool wear failure Integer
HDF (Heat Dissipation Failure) Binary indicator for heat dissipation failure Integer
PWF (Power Failure) Binary indicator for power failure Integer
OSF (Overstrain Failure) Binary indicator for overstrain failure Integer
RNF (Random Failure) Binary indicator for random failure Integer

The process depicted in Fig. 2 outlines a structured approach for preparing a dataset from the original
dataset, specifically for tasks related to class imbalance and concept drift in machine learning. Following are
the steps applied:

1. Data Collection: The first step involves gathering the dataset from various sources, including web-based
data repositories or internal data sources.



Comput Mater Contin. 2025;83(3) 4985

2. Preprocessing and Data Cleaning: The collected dataset undergoes preprocessing, which includes
handling missing values, removing noise, formatting data, and preparing it for analysis. This step is
essential for ensuring data quality.

3. Class Label Balance Check: After cleaning, the dataset is checked for class label balance. If the labels
are balanced, the process moves directly to exploratory data analysis (EDA) [27,28]. If the labels are
imbalanced (i.e., one class has significantly more instances than the other), the process moves to the
SMOTE step.

4.  Apply SMOTE (Synthetic Minority Over-sampling Technique): If an imbalance is detected, the
SMOTE algorithm is applied to balance the class labels by generating synthetic samples for the minority
class [28]. This ensures that both classes are more evenly represented, which is crucial for building
accurate and unbiased models.

5.  EDA: Once the dataset is balanced, EDA is performed. EDA involves visualizing data distributions,
identifying patterns, and understanding relationships among features. This step helps uncover insights
about the dataset’s characteristics.

6. Drift Induction: After EDA, the process induces drift in the dataset. Drift refers to changes in the
statistical properties of the data over time, simulating scenarios where the data distribution changes,
which is a common occurrence in real-world applications.

7. Resulting Dataset: The final output is a clean, balanced, and drift-induced dataset, ready for use in
training or testing machine learning models.

Preisocessin Check for Class Apply SMOTE
3 » Collect Dataset —» D tprz‘l il Label, > algorithm to
i it Balanced? Balance labels

Data Sources
Y
D | e towm EDA
Induction
Cleaned, Drift

Induced dataset

Figure 2: Data pre-processing and balancing

SMOTE is a technique specifically designed to address class imbalance in datasets. When one class
(the minority class) has significantly fewer samples than the other, machine learning models may become
biased toward the majority class, leading to poor performance in predicting the minority class. SMOTE
helps mitigate this issue by artificially increasing the number of samples in the minority class. SMOTE
generates synthetic samples by interpolating between existing instances of the minority class. Instead of
simply duplicating samples, SMOTE takes each minority class sample and creates synthetic points along
the line segments joining any/all of the k-nearest neighbors of that sample. A random neighbor from the
k-nearest neighbors is chosen, and a new synthetic sample is created by combining the feature values of the
minority instance and its neighbor. This process creates more diversity in the synthetic samples. Concept
drift was introduced by selectively flipping the target labels in the dataset. Labels were altered where the
torque exceeded a threshold of 50 Nm, with 30% of these instances randomly chosen for flipping. The
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first Fig. 3 highlights this issue, showing a substantial imbalance between the “no failure” (0) and “failure”
(1) classes. In such cases, models tend to become biased towards the majority class, often underpredicting
the minority class, which is crucial in failure prediction tasks. To address this, we applied the SMOTE,
which generates synthetic examples for the minority class based on existing data points, effectively balancing
the class distribution. The second Fig. 4 shows the result of this application, with a more even distribution
between the two classes. This balanced dataset allows the model to learn patterns from both classes more
effectively, improving its ability to predict machine failures accurately.

Distribution of Machine Failure Occurrences Distribution of Machine Failure
10000 A
8000 -
6000 1
€ €
=2
8 8
4000 A
2000 -
’ s - 0 1
Machine Failure (0: No, 1: Yes) Machine Failure (0: No, 1: Yes)
Figure 3: Class distribution before SMOTE Figure 4: Class distribution after SMOTE

Similarly, we can also observe the change in the properties of features like torque and rotation speed
mapped against the Machine Failure class label as shown in Figs. 5 and 6, respectively. The overall correlation
of the features can be summarized in Fig. 7.
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Figure 7: Correlation between features and class-label

4 Methodology

In predictive maintenance, accurately predicting machine failure in the dynamic industrial setting is
pivotal to minimizing operational loss in real time. Traditional machine learning assumes a static setting
in terms of data measurements and equipment readings from mechanical equipment. But in reality, the
entire learning environment can be dynamic, and traditional models, when training in this environment,
often face a problem of model decay due to the presence of concept drift. The study addresses this challenge
by incorporating incremental learning with a dataset assumed to be streamed into the environment where

machine failure is frequent due to environmental factors, operational changes, or machine wear. The overall
methodology is as shown in Fig. 8.

The dataset is first made to resemble a stream of data batches incoming over time batch-by-batch to
fit with an incremental learning setup. The dataset was segmented into batches of 20 samples. The learner
receives each batch as an input, enabling real-time learning as soon as the data arrives. Initial datasets are
used by models to learn their weight, whereas the subsequent batches are used for fine-tuning. This ensures
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the historical context and newer concepts are learned on the fly without catastrophic forgetting. A few of
the batches are held as hold-outs for validation. The dynamic learning rate mechanism ensures that the
model doesn't react to minor changes in the data distribution but instead responds to large changes in the
distribution, thus adding resilience to the model. Unlike traditional batch methods, the incremental learning
approach mandates the processing of data in smaller, sequential batches to adapt to evolving data distribution
in real-time, with few iterations per batch reducing the computational overhead. It also enables the model not
to overfit and be responsive when new concepts occur in the data patterns; instead, it learns incrementally
to adapt to change.

DNN Learner

Convert Dataset Monitor Loss
st .
Drift Induced (Stream Data) i A A
Balanced Dataset

i : i N

i g ° [ Take the Next
&
=

Stream Batches

Select the recent

Batch

'DXX—Deep Newral Network Learner Learned Parameters

Figure 8: Proposed architecture

Fig. 8 shows the detailed architecture of our proposed model. The following are the steps followed:

1. The preprocessed dataset, upon balancing the class labels using the SMOTE algorithm followed by drift
induction, is considered as input for the model.

2. The incoming dataset is divided into batches of 20 samples to emulate stream data and each batch is
used for training model.

3. The learning model selected here is DNN. The reason for choosing this learner is the innate resilience
that persists with DNN on anomalies and outliers and its quick learning capability.

4. During the learning process, we continuously monitor the loss, and we compute the rolling average loss
using the previous batches. If the current loss is much greater than the rolling average loss, we identify
that the learned concept is drifted due to statistical changes in features and point out the drifting point.

5. Once the drift is identified, we reset the learned parameters and optimizer values and retrain the model
with the newest batch that adapts the learner for a new data batch followed by the next set of batches.

6. During this process, the performance charts and graphs are recorded as evidential proof.

4.1 Model Description

The adaptive learner used in this experiment is a custom DNN, optimized with multiple hidden layers
for the binary classification task of predicting whether a machine failure has occurred based on input features.
Given an input vector x € R™P*-52¢ the model processes the data through a series of transformations across

three layers.
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The first layer applies a linear transformation followed by a ReLU activation:
hl = ReLU(W1X + bl) (1)

where W, € RO4xinput_size j¢ the multiplied weight matrix for the first layer, b, € R%* is the bias vector, and
ReLU(z) = max(0, z) is the ReLU activation function applied element-wise.

The output of the first layer, h; € R®*, is then fed into the second layer, which also consists of a linear
transformation followed by a ReLU activation:

hz = RCLU(W2h1 + bz) (2)

where W, € R***% is the weight matrix for the second layer and b, € R*? is the bias vector.

The output from the second layer, h, € R, is passed to the output layer, which applies a final linear
transformation followed by a sigmoid activation:

)A/ = 0'(W3h2 + b3) (3)

where W3 € R is the weight matrix for the output layer, b; € R is the bias term, and o(z) = # is the
sigmoid activation function that maps the output to a value between 0 and 1.

Overall, the model’s output j for an input x is given by:
)A/ =0 (W3 RCLU(WZ ReLU(WIX + bl) + bz) + b3) (4)

This final output, y € (0,1), represents the predicted probability of the positive class in a binary
classification task. Table 3 summarizes the overall model parameters.

Table 3: Summary of model parameters in the DNN model

Layer Input size Outputsize Activation
Layer 1 (fcl) Input_size 64 ReLU
Layer 2 (fc2) 64 32 ReLU

Output layer (fc3) 32 1 Sigmoid

4.2 Algorithm

The algorithm of the presented work is given in Algorithm 1. The algorithm shows the overall process
flow of the work, starting from using SMOTE for class balancing, the drift induction process, loss-based drift
induction, and adaptive model reset as an adaptation strategy. The SMOTE algorithm is employed to balance
the class labels by synthetically generating samples based on the original data without corrupting it. Drift in
the dataset was introduced by flipping the class label based on certain features exceeding the threshold. The
model was fed with the simulated stream data coming in batches, and during training, the model tracked
the loss history and computed the rolling average of the loss. If the current loss exceeds the rolling average
by a threshold, it is marked as a drift point, triggering the model and optimizer to reset and adapt to the new
data pattern. This ensures that the model can adapt to change over time, providing an incrementally updated
model that is resilient even in a dynamic environment.
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Algorithm 1: Machine failure prediction with loss-based drift detection and adaptive model reset

Require: Dataset D, Drift Detection Threshold Factor tg4.is, Class Imbalance Threshold fimpalance, Drift
Induction Condition C, Flip Ratio g, Rolling Window Size w

Ensure: Adaptively updated predictive model M

1: Step 1: Data Collection and Preprocessing

: Collect dataset D from sensor sources

3: Clean and preprocess data (e.g., handle missing values, normalize features)

4: Split dataset D into features X and target variable y

5: Step 2: Class Imbalance Detection and Balancing with SMOTE

6: Calculate the class distribution of y
7
8
9

N

: if class imbalance > fimpalance then
Apply SMOTE to generate synthetic samples for the minority class
Combine original and synthetic samples to create balanced dataset Dp,janced
10: else
11: Set Dpalanced = D (no synthetic samples added)
12: end if
13: Step 3: Concept Drift Induction
14: Define a condition C for drift induction
15: Apply INDUCECONCEPTDRIFT function to Dp,lanced
Flip the ‘Machine failure’ labels with probability rq;, for rows satisfying condition C
Resulting in a drift-induced dataset Dgifted
16: Step 4: Model Initialization
17: Initialize predictive model M and optimizer
18: Define loss function and an empty loss history list for tracking
19: Step 5: Adaptive Training Loop with Loss-Based Drift Detection
20: for each batch (features, labels) in Dg;ifieq do

21:  Perform a training step on M using (features, labels)

22:  Calculate the current loss on (features, labels)

23:  Append current loss to loss history and calculate the rolling average over recent losses
24:  Drift Detection:

25: if current loss > rolling average loss x t4,is then

26: Drift detected: Reinitialize model M and optimizer

27: Clear loss history and record drift point

28:  endif

29:  Print current and rolling average loss periodically

30: end for

31: Step 6: Output the Adaptively Updated Model
32: Return adaptively updated model M as output.

5 Results and Discussion

The proposed architecture for machine failure prediction, which uses loss-based drift detection and
adaptive model reset, was evaluated using a batch size of 20, a rolling window of 10, and a drift threshold
factor of 3. The parameters were selected to balance sensitivity to drift with stability in predictions, ensuring
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quick adaptation of the model for new data. The results are discussed below about key performance metrics
and visualizations.

The loss vs. batch plot in Fig. 9 illustrates the behavior of the model across batches, highlighting points
where drift was detected. In this experiment, the batch loss was monitored, with a rolling window of 10
batches used to calculate the average loss over recent batches. A drift was detected when the current batch
loss exceeded the rolling average loss by a factor of 3 (i.e., drift threshold factor). This detection triggered
a model reset, as shown by the red markers in the plot. The model’s ability to reset adaptively allowed it to
respond to substantial changes in data distribution, thereby preventing the model from becoming overly
biased or inaccurate following shifts in the underlying data. The adaptive reset mechanism is crucial in
dynamic environments, as it allows the model to adjust to new data patterns effectively. By recalculating
loss within a short window of 10 batches, the algorithm can swiftly detect spikes indicative of concept drift,
making it suitable for real-time predictive maintenance scenarios.

Loss vs. Batches with Drift Points
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Figure 9: Loss vs. batches with drift points. The red crosses indicate detected drift points where the model was reset

The ROC curve shown in Fig. 10 demonstrates the trade-oft between the true positive rate (sensitivity)
and the false positive rate across different classification thresholds. With an area under the ROC curve (AUC)
of approximately 0.87, the model shows strong performance in distinguishing between instances of machine
failure and nonfailure. The high AUC value reflects the model’s ability to rank predictions effectively, even
in the presence of concept drift. The combination of SMOTE for class balancing and the adaptive reset
mechanism contributed to the model’s ability to maintain high classification performance across drifting
data, as shown by the robust ROC curve.

The confusion matrix in Fig. 11 provides further insight into the model’s classification performance. The

model achieved a strong balance between true positives (6900) and true negatives (8893), with moderate
levels of false positives (2245) and false negatives (1284). The use of SMOTE helped balance the class



4992 Comput Mater Contin. 2025;83(3)

distribution, improving the detection rate of the minority class (machine failures). The batch size 20
allowed for regular updates while maintaining computational efficiency, ensuring that the model received
frequent feedback on performance without overwhelming computational resources. Although the model
performed well overall, the presence of false positives and false negatives indicates potential areas for further
improvement. Fine-tuning the drift threshold factor or exploring alternative adaptive learning techniques
could help reduce the misclassifications.
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Figure 10: ROC of the model, indicating an AUC of 0.87
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Figure 11: Confusion matrix showing the classification results of machine failure prediction

The DNN learner model is compared against two machine learning models, namely random forest
and support vector machine, for comparison of performance. The Random Forest model achieved perfect
classification results as shown in Figs. 12 and 13, with an AUC of 1.0 and no errors in the confusion matrix.
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Though the model was the best performer in terms of classification accuracy and AUGC, it is highly sensitive
to anomalies, which is evident from the 9 drift points getting flagged during the learning process. This
leads to over-drift detection and redundant training, inducing high complexity in the learning and drift
detection processes. Comparatively, the SVM performance in the ROC and confusion matrix as shown
in Figs. 14 and 15 was more sensitive to anomalies compared with Random Forest detecting astounding
18 drift points despite being a better performer with an AUC of 0.91, indicating a high reactive nature to
minor fluctuations in data. This frequent drift detection may indicate a need for frequent adjusting of the
drift detection threshold to prevent over-detection while still maintaining the SVM model’s effectiveness in
identifying true data shifts and anomalies.
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Figure 12: ROC Curve of the random forest
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Figure 13: Confusion matrix of random forest
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Figure 15: Confusion matrix of SVM
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The following Table 4 summarizes the comparison of the performance of the 3 models. The table infers

that the Random Forest and SVM models performed highly in terms of classification accuracy and AUC
scores; these models proved to be extremely sensitive to minor changes in the distribution evident from the
number of drift points. If too many drift points are identified by the model, then it leads to redundant updates
as a part of the retraining phase, thus not suitable for a non-stationary dynamic industrial environment.
Comparatively, the DNN model provided a balanced performance of 84% classification accuracy and 0.87
AUC, with resistance against anomalies and minor fluctuations, which is evident from detecting one drift
point. It means the model was able to maintain stability throughout minor changes and fluctuated only when
there was a huge change in data distributions. To summarize the findings, if the environment is assumed
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to be static, Random Forest and SVM find better placement than DNN, but if the environment is highly
dynamic and we expect models to be resilient against minor fluctuations, DNN is preferable.

Table 4: Comparison of model performance for machine failure prediction

Model Drift points detected ~ Accuracy AUC

DNN 1 0.84 0.87
Random forest 8 1.0 (overfit) 1.0
SVM 19 0.89 0.91

The performance of our presented model is compared against the recent works from the existing
literature; the comparison is shown in Table 5. Though the usage of models like CNN-LSTM [5] achieves a
higher accuracy of (95%), these models do not account for drifting environments, which is difficult to model
as the literature reviewed models assume the environment is stationary. Similarly, semi-supervised clustering
and statistical methods do favor the static environment and do not work so well in the dynamic environment
where data is coming as a stream. Compared to these models, our proposed architecture is tuned to work in a
non-stationary environment and thus adaptive in nature, which is evident from identifying the point at which
model prediction degrades, inducing model decay by capturing drift points with a competitive accuracy of

(84%) and a strong AUC of 0.87.

Table 5: Performance comparison of proposed method with existing literature

Reference Accuracy AUC Drift points Key insights
(%) detected
Proposed Method (DNN) 84 0.87 1 Demonstrates

adaptability to concept
drift with minimal false
positives. Robust against
data variability in
streaming environments.

Prediction of machine 95 - Not Hybrid CNN-LSTM
failure in Industry 4.0: a Reported excels in Industry 4.0
hybrid CNN-LSTM settings with high
framework [5] accuracy but lacks
explicit drift handling
mechanisms.
Time-based machine 89 - Not Statistical tests predict
failure prediction in Reported failures accurately in
multi-machine multi-machine setups
manufacturing using historical data but
systems [7] do not address dynamic

drift scenarios.

(Continued)
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Table 5 (continued)

Reference Accuracy AUC Drift points Key insights
(%) detected
Machine learning for - 0.78 Not K-Means with LSTM
predictive maintenance Reported  enhances efficiency in PV
in solar farms [9] plant maintenance but
lacks adaptability to
concept drift.
Predicting machine - 0.85 Not Evaluates deep learning
failures from multivariate Reported models (for example,
time series: An industrial Transformers, LSTM) for
case study [14] varying prediction

windows, highlighting
prediction window size
significance.

Overall, DNN’s superior performance can be attributed to its ability to capture complex, nonlinear
patterns, greater adaptability to minor data fluctuations, and robustness in classification. This combination
of traits makes DNNs particularly well suited for predictive maintenance tasks where complex interactions
and evolving data distributions are common, as in the case of machine failure prediction. The DNN’s lower
sensitivity to small anomalies and consistent performance across batches make it a more reliable model
for this specific application compared to SVM and Random Forest. The experimental results demonstrate
that the adaptive learner, with its ability to reset based on loss spikes, effectively handles concept drift and
maintains strong predictive performance.

6 Conclusion and Future Scope

The research work introduced a novel incremental learning approach with drift detection and adapta-
tion in the context of real-time mechanical failure detection. Unlike the conventional methods that assume
that the learning environment is static, our presented model is resilient enough to work in a non-stationary
dynamic environment as well as in static. Our approach also explores the horizon of balancing the dataset
using SMOTE, with loss-based drift detection and minimal retraining as an adaptation strategy to ensure that
it is a viable solution for predictive maintenance in dynamic industrial settings. The experimentation results
indicate that both SVM and Random Forest algorithms, which are traditional machine learning approaches,
excelled in terms of classification accuracy and AUC metrics, but their sensitivity to the smallest changes in
the data distribution made them detect redundant drift points due to recurrent retraining in drift conditions,
and minor anomalies made them less suitable for dynamic industrial environments. Contrary to it, the model
DNN performed moderately in non-stationary settings and yielded 84% classification accuracy with an AUC
of 0.87, which is on par with the other two, but most importantly, the model remained stable for anomalies
and minor spikes by detecting only one drift point, indicating its resilience in adapting to new distributions.
To conclude, if the environment is static and assumed to be the same throughout, SVM and Random Forest
are better learners compared to DNN, whereas in dynamic industrial settings, DNN is preferable over the
other two due to its resilience in adapting quickly to change in the distribution.
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Though the proposed architecture is resilient, the streaming batch-based input (incremental learning)
for training and drift detection and adaptation induces delays in real-time streaming scenarios, which is
the limitation of the presented work. Additionally, the focus on binary classification limits its applicability
to more complex industrial failure scenarios. Future research should explore advanced drift detection
methods, such as adaptive windowing and ensemble-based approaches, to enhance sensitivity to gradual or
recurring drift patterns. Expanding the framework to accommodate multiclass or multi-label categorization
will further improve its versatility across diverse industrial domains. Incorporating edge computing could
enhance deployment by enabling low-latency, on-device drift detection in Industrial Internet of Things (IIoT)
settings. Furthermore, integrating automated model adjustment and retraining mechanisms in response to
detected drifts would significantly improve the system’s adaptability and robustness.
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