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ABSTRACT

Dynamic publishing of social network graphs offers insights into user behavior but brings privacy risks, notably re-
identification attacks on evolving data snapshots. Existing methods based on k-anonymity can mitigate these attacks
but are cumbersome, neglect dynamic protection of community structure, and lack precise utility measures. To
address these challenges, we present a dynamic social network graph anonymity scheme with community structure
protection (DSNGA-CSP), which achieves the dynamic anonymization process by incorporating community
detection. First, DSNGA-CSP categorizes communities of the original graph into three types at each timestamp,
and only partitions community subgraphs for a specific category at each updated timestamp. Then, DSNGA-
CSP achieves intra-community and inter-community anonymization separately to retain more of the community
structure of the original graph at each timestamp. It anonymizes community subgraphs by the proposed novel k-
composition method and anonymizes inter-community edges by edge isomorphism. Finally, a novel information
loss metric is introduced in DSNGA-CSP to precisely capture the utility of the anonymized graph through
original information preservation and anonymous information changes. Extensive experiments conducted on five
real-world datasets demonstrate that DSNGA-CSP consistently outperforms existing methods, providing a more
effective balance between privacy and utility. Specifically, DSNGA-CSP shows an average utility improvement of
approximately 30% compared to TAKG and CTKGA for three dynamic graph datasets, according to the proposed
information loss metric IL.

KEYWORDS
Dynamic social network graph; k-composition anonymity; community structure protection; graph publishing;
security and privacy

1 Introduction

With the rise of online social network platforms (e.g., Google, Twitter, and Facebook), people
can interact and make friends with other like-minded people. During the interaction, the network-
centric graph data is formed. The data mining and data analysis of social networks for third parties
can yield rich and accurate information such as users’ interests. However, the original social network
graph often contains users’ sensitive information (e.g., hobbies, relationships, and profiles). Directly
releasing the real graph data jeopardizes the users’ privacy, as Ferri et al. pointed out in [1], 90% of users
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are concerned about their sensitive information being leaked. For instance, malicious adversaries can
obtain users’ private information by identifying unique identifiers (e.g., names) that represent their
identities. Therefore, it is crucial to anonymize users’ identities and their edge relationships before
publishing the social network graphs [2].

The common anonymization methods mainly consist of clustering generalization [3], graph editing
[4], and differential privacy [5–7]. The clustering generalization divides all nodes in the original
graph into multiple groups and anonymizes nodes in each group. The graph editing achieves the
anonymization of the original graph by modifying nodes and edges randomly. The differential privacy
perturbs the original graph by adding the appropriate noisy nodes/edges. However, these methods
primarily concentrate on the anonymization of static graphs. Social network graphs are evolving over
time, with new nodes, edges, and changing relationships between users. This evolution introduces a
unique challenge, i.e., the original graph at each timestamp is anonymized independently using a static
graph anonymization method. Although the nodes and edges in each anonymized graph are protected,
adversaries with strong background knowledge can still perform differential analysis on the sequence
of published anonymized graphs, allowing them to re-identify nodes or infer sensitive relationships.
For instance, if an adversary has access to a sequence of anonymized graphs over a period of time
and knows that a specific user was added at a certain timestamp, he/she can compare the anonymized
graph at the last timestamp with that at the current timestamp to re-identify the identity of the newly
introduced node (see adversary model in Section 3.1 for more details).

Therefore, to achieve effective dynamic anonymization of social network graphs, we need to solve
the following challenges:

i) Complicated and cumbersome anonymization process. Existing researches [8,9] mitigate re-
identification attacks on evolving graph snapshots using clustering generalization, that is, nodes are
grouped at each timestamp and connected within groups to meet k-anonymity, and edges between
groups are anonymized in an isomorphic way. However, this method needs to continually re-cluster
groups at each timestamp, which is complicated and cumbersome.

ii) Dynamic protection of community structures. Existing methods neglect the dynamic protection
of community structures [10,11], focusing only on nodes and edges, which reduces the utility of
anonymized graphs. For instance, people cluster by interests, and these communities change over time
with shifting interests [12]. Without dynamic protection of community structures, anonymized graph
structures can diverge from the original, leading to low utility.

iii) Precise measure of graph utility. Using a single metric cannot fully represent the utility of an
anonymized graph. Most researchers often use multiple metrics to assess how closely the anonymized
graph resembles the original, but these metrics only capture differences from a single perspective.

To address the above challenges, we propose DSNGA-CSP, a dynamic social network graph
anonymity scheme with community structure protection. At each updated timestamp, DSNGA-CSP
categorizes communities based on changes in the original graph and only partitions community
subgraphs for a specific category, avoiding redundant operations. Intra-community nodes and edges
are anonymized using a novel k-composition anonymity method, while inter-community edges are
anonymized using edge isomorphism. DSNGA-CSP protects nodes’ identities, edge relationships,
and community structure at each timestamp, simultaneously. To measure utility more accurately, we
propose an information loss metric based on original information preservation and anonymous infor-
mation changes. Extensive experiments evaluate DSNGA-CSP on both static and dynamic graphs.
Results show that DSNGA-CSP improves the utility of anonymized static graphs and outperforms
other methods in terms of privacy and utility for anonymized dynamic graphs.
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The main contributions are as follows:

1) A dynamic graph anonymization scheme (DSNGA-CSP) is proposed, which protects nodes’
identities and edge relationships in the original graph for each timestamp, and it achieves the dynamic
protection of original graph structures.

2) A novel k-composition anonymity method is proposed, which achieves k-automorphism of each
community subgraph, and the edge relationships between communities achieve isomorphic anonymity.

3) A new information loss metric is proposed to measure the utility of anonymized dynamic graphs
from two perspectives, and it is more accurate than other similar alternatives.

4) All experiments are completed on multiple real datasets, and the measured results demonstrate
the effectiveness of DSNGA-CSP.

The remaining parts of this paper are organized as follows: Section 2 presents related work.
Section 3 gives preliminaries. Section 4 introduces the proposed DSNGA-CSP scheme in detail.
Section 5 presents the experimental comparison and analysis. Section 6 discusses the implications and
limitations of our work. Section 7 gives the conclusion and future work.

2 Related Works

In this section, we review related works on privacy-preserving static graph anonymity, privacy-
preserving dynamic graph anonymity, and community structure protection. We summarize these
works in a literature review matrix table (Table 1, which provides a comparison of the main techniques,
key features, and limitations.

Table 1: Literature review matrix table

Category Method Technique Key features Limitations

TKDA [13] k-degree Dynamically
modify edges using
depth-first
traversal

Greedy
partition-based
aggregating [14]

k-degree Add edges to
increase node
degrees

Vulnerable to
structural
subgraph
attacks

Static graph
anonymity

k-NeuroSVM [15] Neural networks,
SVM, k-degree

Add reasonable
noise nodes into
divided groups to
meet anonymity
requirement

Graph
isomorphism [16]

k-isomorphism Ensure the
indistinguishability
of each node’s
neighborhood
subgraph

Remove all
edges between
isomorphic
subgraphs

(Continued)
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Table 1 (continued)

Category Method Technique Key features Limitations

GPPS [17] k-isomorphism Ensure the
isomorphism of
each node’s
1-neighborhood
subgraph

(α, β, l, k) [18] k-degree,
k-isomorphism

Resist the
combination attack

Graph
automorphism
[19]

k-automorphism Retain more
original edges
between
isomorphic
subgraphs

Limited privacy
protection

Dynamic graph
anonymity

DSNDG-KIODA
[20]

k-degree Achieve nodes’
degree
anonymization
corresponding to
each timestamp

Cumbersome
anonymization
process

(k, l)-sad [8],
kw-tad [9]

Clustering
generalization,
k-degree,
l-diversity

Protect users’
identities and their
sensitive attributes

Community
structure
protection

PrivCom [10] Node-DP Maximally
preserve the
community
structure using
Katz index-based
graph feature
extraction

Ineffective for
dynamic
protection

CPGAN [11] Generative
adversarial
networks (GAN)

Effectively process
large graphs

kt-safety [21] k-anonymity,
t-closeness

Protecting
community
structures and
nodes attributes

2.1 Static Graph Anonymity

Privacy-preserving data publishing has emerged as a prominent research focus [22]. Currently, the
anonymous publishing of social network graphs has received a lot of attention and attracted many
researchers to develop advanced methods. k-anonymity [23], as a promising technique, ensures that
each node in the anonymized graph is indistinguishable from at least k − 1 other nodes based on
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certain key attributes. If an adversary possesses private attributes of a target node, k-anonymity can
prevent him from re-identifying the target node from at least k query results, as there are no significant
differences among these results. Xiang et al. [13] proposed a tree-based k-degree anonymity (TKDA)
method, which dynamically modifies edges in the original graph using a depth-first traversal algorithm.
Lin et al. [14] proposed a novel k-degree anonymity method, which clustered groups of nodes through
a greedy partitioning algorithm and then added edges for each group to increase the degree of
the node to the maximum. Kaur et al. [15] proposed k-NeuroSVM, which classifies nodes in the
original graph using Neural Networks (NN) and SVM into various groups. They add reasonable noise
nodes into each group to meet the k-degree anonymity requirement while maintaining similarity with
the original graph. However, these degree-based methods cannot completely resist re-identification
attacks from an adversary with knowledge about the structural subgraph of a target node. To defend
against this attack, k-isomorphism anonymity method [16] is proposed, which makes each node in the
anonymized graph have corresponding k same neighborhood subgraphs. This prevents adversaries
from accurately recognizing the identity of the target node due to the indistinguishability of queried
neighborhood subgraphs. Zhang et al. [17] proposed GPPS, which achieves the indistinguishability
of 1-neighborhood structures of each node in the anonymized graph. However, this method cannot
guard against structural subgraph attacks beyond the 1-neighborhood range. Ren et al. [18] proposed
a (α, β, l, k)-anonymity method, which can effectively resist the combination attack including d-
neighborhood attack, homogeneity attack, and background knowledge attack.

The above researches indicate that the k-isomorphism anonymity method is popular for protecting
nodes’ identities and edge relationships. However, this method removes all edges between k isomorphic
subgraphs, which decreases the utility of the anonymized graph. k-automorphism anonymity [19]
is considered as a good solution. It retains the edges between k isomorphic subgraphs as much as
possible, which reduces the loss of the original edges. Therefore, this paper obtains the anonymized
dynamic graphs with better utility based on the k-automorphic anonymity method.

2.2 Dynamic Graph Anonymity

In real life, social network graphs are dynamic. The static graph anonymization methods men-
tioned above cannot be directly applied to dynamic graph anonymization. The main reason is that the
adversary can easily re-identify nodes’ identities and edge relationships through differences between
anonymized graphs at adjacent timestamps. As the research presented in [20], Zhang et al. proposed
DSNDG-KIODA, which only considers nodes’ degree anonymization at the corresponding times-
tamp. The newly added/removed nodes/edges can be re-identified by differences in node structures
between two anonymized graphs at adjacent timestamps. To address this issue, Hoang et al. proposed
two time-varying attribute degree anonymity methods ((k, l)-sad, kw-tad) [8,9] based on clustering
generalization, which can simultaneously protect users’ identities and their sensitive attributes. How-
ever, clustering anonymization needs to repeatedly cluster changed groups at different timestamps,
making the overall anonymization process inconvenient. Therefore, based on this challenge, this paper
minimizes the redundant operations of the original graph anonymization at updated timestamps,
facilitating the process of dynamic graph anonymization.

2.3 Community Structure Protection

The community structure is an important feature of a social network graph, and it is necessary
to preserve the structural features of the original graph while achieving the anonymization of nodes’
identities and edge relationships. Zhang et al. [10] proposed a graph perturbation method (PrivCom)
based on node-level differential privacy (node-DP), which maximally preserves the community
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structure of the original graph by a Katz index-based graph feature extraction algorithm. Based
on deep learning techniques, Xiang et al. [11] proposed a graph generation model (CPGAN) with
community structure protection, and this model presents good scalability on large graphs. With the
aim of protecting community structures and node attributes, Ren et al. [21] proposed a kt-security
anonymity method by combining k-anonymity and t-closeness to achieve anonymous publishing of
the original graph. However, the above methods only can guarantee the protection of graph structures
on static graphs, while they are ineffective for the dynamic protection of community structures of the
original graph at different timestamps. Therefore, this paper considers the protection of the original
graph structure at each timestamp, ensuring that the changed community structures over time can be
protected dynamically.

Based on the above issues, this paper proposes a dynamic social network graph anonymity
scheme with community structure protection (DSNGA-CSP). DSNGA-CSP achieves anonymization
of nodes’ identities and edge relationships. To improve the utility of anonymized dynamic graphs,
we preserve more structural information from the original graph at each timestamp. Additionally, a
new information loss metric is defined to measure the utility of anonymized dynamic graphs more
accurately.

3 Preliminaries

This section introduces the adversary model with a special example and provides the problem
definition.

3.1 Adversary Model

Given an original graph sequence G = {
Gt1

, · · · , Gtw

}
during time periods t1 ∼ tw, to protect

identities of users, data provider publishes the anonymized versions G′ =
{

G′
t1

, · · · , G′
tw

}
of the

original graph sequence. By monitoring the published anonymized graphs, an adversary can extract all
nodes’ information (e.g., degree and subgraph structure) from G′. When the adversary masters the real
information related to nodes and edges in the original graph (e.g., the user’s name and the friendship
between two users with real names at a specific timestamp), he/she can re-identify nodes’ identities and
edge relationships by observing the difference between two anonymized graphs at adjacent timestamps.
The following example illustrates the aforementioned adversary attack:

Fig. 1 represents a 2-degree anonymous graph sequence being published during time periods t1 ∼
t3. That is, each node in each anonymized graph has the indistinguishable degree with at least k−1 other
nodes in the anonymized graph. To obtain 2-degree anonymous graphs, the solid red lines in (d)–(f) are
added, respectively. Although each graph in (d)–(f) meets 2-degree anonymity, the adversary can easily
re-identify the real identities of v9 and v2 by comparing the difference among three anonymized graphs.
For instance, the adversary is convinced that v9 is a newly added node at timestamp t2 by observing G′

t1
and G′

t2
, and v2 is a deleted node at timestamp t3 by observing G′

t2
and G′

t3
. Similarly, the adversary can

infer that the edge (v5, v7) is a newly added edge at timestamp t2 by observing G′
t1

and G′
t2

. Suppose the
adversary knows that Alice is a new user added to the graph Gt2

at timestamp t2, he can re-identify v9 as
Alice. In the same way, the real identity of v2 and the real connection of (v5, v7) can also be completely
re-identified by him.
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Figure 1: A 2-degree anonymous graph sequence is published during the time periods t1 ∼ t3. (a)–(c) are
three original graphs corresponding to three timestamps, respectively, and (d)–(f) are their anonymized
graphs. The node v9 is a newly added node at timestamp t2, v2 is a deleted node at time t3, and (v5, v7)

is a newly added edge at timestamp t2

3.2 Problem Definition

Problem statement. Given w undirected and unlabeled graphs
{
Gt1

, · · · , Gtw

}
during the time

periods t1 ∼ tw, and
{

G′
t1

, · · · , G′
tw

}
are their anonymized graphs. No third party or service provider

can re-identify a user’s sensitive information from w anonymized graphs. However, the third party can
still perform graph-related analysis and mining tasks.

This paper considers the protection of the original graph structure, so we first detect communities
of the original graph at each timestamp. Then, based on graph isomorphism and graph automorphism,
we obtain w anonymized graphs. Since the graph automorphism method reflects the symmetry of the
graph, it can effectively resist re-identification attacks from adversaries due to the indistinguishability
of the graph structure. Therefore, we anonymize community subgraphs by the graph automorphism
method at each timestamp, preserving both nodes’ identities and real edge relationships. Graph
isomorphism is a more generalized form of graph automorphism. We protect real edge relationships
between communities through isomorphic anonymization, ensuring the indistinguishability of these
edge relationships for adversaries. The definitions of graph isomorphism and graph automorphism
are provided below:

Definition 1 (Graph isomorphism). Let G(V , E) and G′(V ′, E ′) be two graphs. G is isomorphic to
G′, if and only if there exists a bijective function f : V → V ′, such that for each edge (vi, vj) ∈ E, there
is an edge (f (vi), f (vj)) ∈ E ′.

Definition 2 (Graph automorphism). Given a graph G(V , E), an automorphism of G is an bijective
function h on the node set V , such that for each edge (vi, vj) ∈ E, the edge (h(vi), h(vj)) ∈ E. In other
words, a graph automorphism maps the graph to itself, preserving the edge relationships between nodes
under the function h.
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For an automorphic community subgraph, its anonymity level depends on the number of
isomorphic subgraphs (i.e., k) within it. A k-automorphic graph is defined as follows:

Definition 3 (K-automorphic graph). Given a graph G′(V ′, E ′), G′ is called a k-automorphic graph
if two conditions are met for each node v′

i ∈ V ′: a) There exists k−1 automorphic functions {h1, · · · , hk−1}
of G′, and b) hp(v′

i) �= hq(v′
j), where v′

i �= v′
j, p �= q.

In this paper, we achieve the anonymous publishing of w original graphs. Thus, we give the
definition of anonymous publishing of dynamic graphs as follows:

Definition 4 (Anonymous publishing of dynamic graphs). Let
{
Gt1

(Vt1
, Et1

), . . . , Gtw(Vtw , Etw)
}

be w original graphs during the time periods t1 ∼ tw, where Vti is the set of nodes in Gti , and Eti is
the set of edges. We say that {G′

t1
(V ′

t1
, E ′

t1
), · · · , G′

tw
(V ′

tw
, E ′

tw
)} are anonymized graphs corresponding

to the w original graphs if there exists a dynamic graph anonymization mechanism M, such that: a)
Vti → V ′

ti
, Eti → E ′

ti
, and b) Vti ∩ M(Vti) �= ∅, Eti ∩ M(Eti) �= ∅, where M(Vti) represents the set of

nodes in G′
ti
, and M(Eti) represents the set of edges in G′

ti
. These w anonymized graphs are then sequentially

published to a third party for data analysis.

4 The DSNGA-CSP Scheme

This section introduces the proposed DSNGA-CSP scheme in detail. As shown in Fig. 2,
DSNGA-CSP mainly consists of the following two stages:

Figure 2: The flowchart of DSNGA-CSP
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Phase 1: Dynamic initial anonymity. In this phase, all nodes in Gt1
are first detected as multiple

disjoint communities through the CDME algorithm [24]. To preserve more original graph structure
at the initial timestamp, we perform intra-community and inter-community anonymity, respectively.
This paper effectively resists the re-identification attack on nodes’ identities and edge relationships in
the following way. For intra-community anonymity, each community subgraphs are anonymized by
the proposed k-composition anonymity method. For inter-community anonymity, the original edges
between communities are anonymized by an edge isomorphism method.

Phase 2: Dynamic changing anonymity. For each updated timestamp, all nodes in the original
graph are detected as multiple disjoint communities using the DCDME algorithm [24]. Based
on the changes in community structure caused by changed nodes and edges mentioned in [24],
we divide the detected communities into three categories: 1) Communities not involving changed
nodes and edges (NonCC_NonNE); 2) Communities involving changed nodes and edges, while not
changing community structure (NonCC_NE); 3) Communities involving changed nodes and edges,
and changing community structure (ChanC_NE). For intra-community anonymity, 1) the community
subgraphs corresponding to NonCC_NonNE are anonymized by obtaining their anonymized com-
munity subgraphs at the last timestamp; 2) the community subgraphs corresponding to NonCC_NE
are anonymized by achieving k-automorphism along with the newly added nodes and edges; 3) the
community subgraphs corresponding to ChanC_NE are anonymized by the proposed k-composition
anonymity method. For inter-community anonymity, follows the dynamic initial anonymity stated.

4.1 Dynamic Initial Anonymity

In this section, the anonymized graph G′
t1

is obtained at the initial timestamp t1. The anonymiza-
tion process is detailedly described in the following two subsections: initial community detection and
initial community anonymity.

4.1.1 Initial Community Detection

The CDME algorithm [24] is used to detect the community structure of Gt1
, and the detected

communities are recorded as C∗
t1

=
{

C∗
t1_1, · · · , C∗

t1_m

}
, where m is the total number of communities.

Due to the anonymity requirement of subsequent community subgraphs, each community needs to
contain at least k nodes. Thus, the communities in C∗

t1
are revised by two methods: adding fake

nodes and merging invalid communities. Assume the communities that need to be revised are C∗
t1_inv

={
C∗

t1_inv_1, · · · , C∗
t1_inv_p

}
, where p is the number of these communities. Two methods are detailed below:

1) For the first method, if the number of nodes in a community C∗
t1_inv_i, i ∈ {1, · · · , p} is higher

than the number of fake nodes needed to be added, fake nodes are added to C∗
t1_inv_i until the number

of nodes reaches k.

2) For the second method, if the number of nodes in C∗
t1_inv_i is not greater than the number of fake

nodes needed to be added, C∗
t1_inv_i is merged with a community C∗

t1_mer belonging to the rest of C∗
t1

. To
reduce the loss of community structure of Gt1

, this method selects C∗
t1_mer that has the most connected

edges with C∗
t1_inv_i. If the number of nodes in the merged community is still less than k, the merged

community continues to implement the above two methods until its number is met.

At the initial timestamp, we assume the ultimately detected communities are represented as Ct1
={

Ct1_1, · · · , Ct1_l

}
, where l is the number of communities. In addition, we assume G∗

t1
is a graph that

only consists of all community subgraphs, excluding edge connections between them.
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4.1.2 Initial Community Anonymity

This subsection anonymizes all community subgraphs corresponding to Ct1
(i.e., intra-community

anonymity) and edge relationships between these communities (i.e., inter-community anonymity). The
intra-community anonymity involves two steps: community category determination and community
subgraph anonymization. The first step divides the detected communities into three categories by
Algorithm 1, and the second step anonymizes community subgraphs formed by these three categories
of communities, respectively. The inter-community anonymity is achieved by an edge isomorphism
method described in Algorithm 4.

The key steps of Algorithm 1 are: 1) Since the graph partitioning method can affect the
utility of the anonymized graph directly, this paper partitions all community subgraphs by two
graph partitioning algorithms [25]: METIS_PartGraphKway and METIS_PartGraphRecursive
(lines 1–2). 2) We determine the category of the current community based on k. If a community can
be partitioned into k blocks by the above two algorithms, we use a common subgraph computation
function in a network graph arithmetic package (e.g., igraph) to obtain two common subgraphs of
k block subgraphs from two types of partitioning. The scales of these two common subgraphs are
then computed using the function Scale(·), respectively. If the two scales are equal, the category of this
community is decided by a characteristic of the METIS program. Ultimately, the detected communities
are divided into three categories: non-partitioned communities, kway-partitioned communities, and
recursive-partitioned communities (lines 3–27).

Algorithm 1: Community category determination
Input: Cl1

, k
Output: Cnon

t1
, Ckwa

t1
, Crec

t1

1: Initialize Cnon
t1

, Ckwa
t1

, Crec
t1

← ∅
2: Partition each community subgraph as multiple blocks by two graph partitioning algorithms, and

record numbers of two block sets as num1 and num2.
3: for 1 ≤ p ≤ l do
4: // Determine the current community category with k
5: if num1 < k & num2 < k then
6: Cnon

t1
← Cnon

t1
∪ Ct1_p

7: else if num1 ≥ k & num2 < k then
8: Ckwa

t1
← Ckwa

t1
∪ Ct1_p

9: else if num1 < k & num2 ≥ k then
10: Crec

t1
← Crec

t1
∪ Ct1_p

11: else
12: // Determine the category of partitioned community based on the common block subgraph
13: Obtain two common subgraphs Gcomm1 and Gcomm2 for k blocks in two block sets.
14: if Scale(Gcomm1) > Scale(Gcomm2) then
15: Ckwa

t1
← Ckwa

t1
∪ Ct1_p

16: else if Scale(Gcomm1) < Scale(Gcomm2) then
17: Crec

t1
← Crec

t1
∪ Ct1_p

18: // Determine the category of partitioned community based on the characteristic of the METIS
program

19: else if k > 8 then
20: Ckwa

t1
← Ckwa

t1
∪ Ct1_p

(Continued)
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Algorithm 1 (continued)
21: else
22: Crec

t1
← Crec

t1
∪ Ct1_p

23: end if
24: end if
25: end for
26: Obtain Cnon

t1
←

{
Cnon

t1_1, · · · , Cnon
t1_l1

}
, Ckwa

t1
←

{
Ckwa

t1_1, · · · , Ckwa
t1_l2

}
, Crec

t1
←

{
Crec

t1_1, · · · , Crec
t1_l3

}
,

l1 + l2 + l3 = l
27: Return: Cnon

t1
, Ckwa

t1
, Crec

t1

Function Scale(·): The function is used to compute the scale of common subgraph Gcomm1 or Gcomm2,
i.e., the sum of the number of nodes and edges in Gcomm1 or Gcomm2. Here, the Scale(·) function serves
as a metric to measure the overall size of Gcomm1 or Gcomm2, and it is applicative to measure different
characteristics for different types of networks or applications, such as density or cohesion.

Three categories of community subgraphs are anonymized as follows:

a) For each community in Cnon
t1

, the nodes are pairwise connected to obtain the anonymized
community subgraph. Assume the anonymized community subgraphs related to Cnon

t1
are recorded

as CGnon_a
t1

=
{

CGnon_a
t1_1 , · · · , CGnon_a

t1_l1

}
.

b) For each community in Ckwa
t1

and Crec
t1

, the community subgraph is anonymized by the proposed
k-composition anonymity method. The k-composition anonymity method involves three key phases:
partition, isomorphism, and composition. To facilitate the understanding, a community Ckwa

t1_i , i ∈
1, 2, · · · , l2 in Ckwa

t1
is selected as a case to introduce the process of k-composition anonymity. Assume

the anonymized community subgraphs related to these two categories of communities are recorded as

CGkwa_a
t1

=
{

CGkwa_a
t1_1 , · · · , CGkwa_a

t1_l2

}
and CGrec_a

t1
=

{
CGrec_a

t1_1 , · · · , CGrec_a
t1_l3

}
, respectively.

In the partition phase, Ckwa
t1_i is partitioned into k blocks by the METIS_PartGraphKway algorithm,

and the partitioned blocks are represented as Bkwa
t1_i =

{
Bkwa

t1_i_1, · · · , Bkwa
t1_i_k

}
.

Algorithm 2: Isomorphism
Input: G∗

t1
, Ckwa

t1_i , Bkwa
t1_i, k

Output: BGkwa_a
t1_i

1: // Rank and complement each block with fake nodes
2: Rank nodes in each block Bkwa

t1_i_j(j = 1, · · · , k) by the function Rank(Bkwa
t1_i_j, Ckwa

t1_i), and record the

ranked blocks as BRkwa
t1_i ←

{
BRkwa

t1_i_1, · · · , BRkwa
t1_i_k

}

3: Compute the size of the maximum block as SBRkwa
t1_i ← max

({
size

(
BRkwa

t1_i_1

)
, · · · , size

(
BRkwa

t1_i_k

)})

4: Perform steps 5–14 for each block BRkwa
t1_i_j

5: if length(BRkwa
t1_i_j) < SBRkwa

t1_i then
6: Add (SBRkwa

t1_i − length(BRkwa
t1_i_j)) fake nodes to BRkwa

t1_i_j

7: end if
(Continued)
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Algorithm 2 (continued)
8: // Calculate the sum matrix of the adjacency matrices for each block
9: Apply a size(SBRkwa

t1_i ∗ SBRkwa
t1_i) null matrix Bmkwa

t1_i_j for BRkwa
t1_i_j

10: for 1 ≤ p ≤ (length(BRkwa
t1_i_j) − 1) do

11: for (p + 1) ≤ q ≤ length(BRkwa
t1_i_j) do

12: Record Bmkwa
t1_i_j[p, q] ← 1 if the edge (BRkwa

t1_i_j[p], BRkwa
t1_i_j[q]) exists in G∗

t1,.
13: end for
14: end for
15: Compute sum matrix Smatkwa

t1_i ← ∑k

j=1 Bmkwa
t1_i_j

16: // Isomorph each block based on the sum matrix
17: Obtain highly influential edge matrix math_e of G∗

t1
by the function Inf _edg(G∗

t1
)

18: for 1 ≤ p ≤ (nrow(Smatkwa
t1_i) − 1) do

19: for (p + 1) ≤ q ≤ nrow(Smatkwa
t1_i) do

20: Obtain edge counts Ckwa
t1_i_fe and Ckwa

t1_i_hfe for mapping numbers p and q in each block subgraph
BGkwa

t1_i_j(j = 1, · · · , k) and matrix math_e

21: if Smatkwa
t1_i[p, q] ≥ k/2 or Ckwa

t1_i_fe == Ckwa
t1_i_hfe then

22: Add edges with mapping numbers p and q for BGkwa
t1_i_j(j = 1, · · · , k)

23: end if
24 end for
25: end for
26: Obtain BGkwa_a

t1_i ←
{

BGkwa_a
t1_i_1, · · · , BGkwa_a

t1_i_k

}
by the above steps, where BGkwa_a

t1_i ← BGkwa
t1_i

27: Return: BGkwa_a
t1_i

In the isomorphism phase, k block subgraphs corresponding to Bkwa
t1_i achieve isomorphism

anonymization. Algorithm 2 presents the process, and the key steps involved are: 1) Rank the nodes
in each block using the function Rank(·)., and record them in order (line 1). 2) Obtain the adjacency
matrices of k blocks and compute their sum (lines 2–15). 3) To ensure the utility of anonymized block
subgraphs, we use the function Inf _edg(·) to compute the influence of original edges, selecting those
with higher influence for isomorphism anonymization in each block, thereby minimizing the addition
of fake edges. (lines 16–26). 4) After performing the above steps, BGkwa_a

t1_i (i.e., k block anonymized
subgraphs) is obtained (line 27).

Function Rank(·): Based on depth-first search, the function ranks nodes in BGkwa
t1_i_j(j = 1, · · · , k)

using node degrees. To facilitate isomorphism anonymization for inter-block edges, the node with the
most cross edges (i.e., edges connecting different blocks) is ranked first, and it and the backtracking
node (labeled as 0) are recorded in a list. Then, using depth-first traversal, we select the neighbor of
the current node with the highest degree as the next to be ranked and traverse it, recording both nodes
in the list. If all neighbors have been visited, the backtracking node becomes the new current node;
otherwise, the unvisited neighbor with the highest degree is selected next. This process continues until
all nodes in BGkwa

t1_i_j are visited, obtaining the ranked block BGkwa
t1_i_j. This ranking facilitates consistent

node ordering, crucial for effective isomorphism anonymization.

Function Inf _edg(·): The function is used to obtain highly influential edges in G∗
t1

. It computes
edge influence by two metrics [26]: NC, the number of triangles an edge participates in, and MNP, the
number of shortest paths traversing the edge. The influence of one edge is computed as NC ∗ (MNP+1)
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[26]. The top 50% of edges with the highest influence are then recorded in matrix math_e. This ensures
that influential edges are preserved, thereby maintaining the utility of the anonymized subgraphs.

Algorithm 3: Composition
Input: G∗

t1
, Ckwa

t1_i , Bkwa
t1_i, BGkwa_a

t1_i , k
Output: CGkwa_a

t1_i

1: // Obtain the crossing edges between k blocks
2: Combine k block anonymized subgraphs in BGkwa_a

t1_i to form the graph BG∼
t1

3: Obtain the edge list EL1 corresponding to the community subgraph formed by Ckwa
t1_i from G∗

t1

4: Obtain the edge list EL2 corresponding to the subgraph formed by k blocks in Bkwa
t1_i

5: Obtain all inter-block crossing edges as CE ← EL1\EL2

6: // Complete automorphism of k block anonymized subgraphs
7: for 1 ≤ p ≤ nrow(CE) do
8: nod1 ← CE[p, 1], nod2 ← CE[p, 2]
9: Find the blocks Bkwa

t1_i_s and Bkwa
t1_i_t where nod1 and nod2 belong

10: Compute the block interval bdis ← t − s, (t > s)
11: Find the positions p1 and p2 of nod1 and nod2 within Bkwa

t1_i_s and Bkwa
t1_i_t

12: for 1 ≤ q ≤ k do
13: bindx1 ← q, bindx2 ← (bindx1 + bdis) mod k
14: Adjust bindx2 ← k if bindx2 == 0
15: Obtain N1 ← Bkwa

t1_i_bindx1
[p1], N2 ← Bkwa

t1_i_bindx2
[p2]

16: Add the edge (N1, N2) to BG∼
t1

if it is non-existing
17: end for
18: end for
19: Obtain the anonymized community subgraph CGkwa_a

t1_i ← BG∼
t1

20: Return: CGkwa_a
t1_i

In the composition phase, the inter-block crossing edges achieve isomorphism anonymization.
Algorithm 3 describes the details, and the key steps involved are: 1) Obtain all inter-block crossing
edges (lines 1–5). 2) For each cross edge, find the mapping positions of its two endpoints in the two
blocks. Then, connect two nodes with the same mapping positions in the other pairs of blocks with the
same block interval (lines 6–18). 3) After anonymizing all crossing edges, the anonymized community
subgraph corresponding to Ckwa

t1_i is obtained as CGkwa_a
t1_i (line 19).

Algorithm 4: Inter-community anonymity
Input: Gt1

, Cnon
t1

, Ckwa
t1

, Crec
t1

, CGnon_a
t1

, CGkwa_a
t1

, CGrec_a
t1

, k
Output: G′

t1
1: // Obtain the matrix of edges between communities
2: Combine CGnon_a

t1
, CGkwa_a

t1
and CGrec_a

t1
as the subgraph G∼

t1

3: Obtain the edge list El1 of Gt1

4: Obtain the edge list El2 of the community subgraph formed by Cnon
t1

, Ckwa
t1

, and Crec
t1

5: Obtain all inter-community edges as CEinter ← El1\El2

6: while nrow(CEinter) > 0 do
7: n1 ← CEinter[p, 1], n2 ← CEinter[p, 2]
8: Find the communities Cn1

t1 and Cn2
t1 where n1 and n2 belong

(Continued)
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Algorithm 4 (continued)
9: // Anonymize edges between non-partitioned communities
10: if

{
Cn1

t1 , Cn2
t1

} ⊆ Cnon
t1

then
11: Obtain the edge list Elnon_non between Cn1

t1 and Cn2
t1 by the steps 2–4

12: Perform anonymization for all edges in Elnon_non by Ef _nn(Elnon_non, Cnon
t1

, Cn1
t1 , Cn2

t1 , G∼
t1
)

13: CEinter ← CEinter\Elnon_non

14: // Anonymize edges between non-partitioned and partitioned communities
15: else if (Cn1

t1 ∈ Cnon
t1

, Cn2
t1 ∈ {Ckwa

t1
, Crec

t1
}) | (Cn2

t1 ∈ Cnon
t1

, Cn1
t1 ∈ {Ckwa

t1
, Crec

t1
}) then

16: Obtain the edge list Elnon_b between Cn1
t1 and Cn2

t1 by the steps 2–4
17: Perform anonymization for all edges in Elnon_b by Ef _nb(Elnon_b, Cnon

t1
, Ckwa

t1
, Crec

t1
, Cn1

t1 , Cn2
t1 ,

G∼
t1

, k, Gt1
)

18: CEinter ← CEinter\Elnon_b

19: // Anonymize edges between partitioned communities
20: else if

{
Cn1

t1 , Cn2
t1

} ⊆
{

Ckwa
t1

, Crec
t1

}
then

21: Obtain the edge list Elb_b between Cn1
t1 and Cn2

t1 by the steps 2–4
22: Perform anonymization for all edges in Elb_b by Ef _bb(Elb_b, Ckwa

t1
, Crec

t1
, Cn1

t1 , Cn2
t1 ,

G∼
t1

, k, Gt1
)

23: CEinter ← CEinter\Elb_b

24: end if
25: end while
26: Obtain the anonymized graph G′

t1
← G∼

t1
at timestamp t1

27: Return: G′
t1

Algorithm 4 describes the process of inter-community anonymity. The edges between non-
partitioned communities, as well as those between non-partitioned communities and partitioned
communities, achieve the inter-community 2-isomorphism anonymity. The edges between partitioned
communities achieve the inter-community k-isomorphism anonymity. In practice, since the nodes
within communities are densely connected and sufficiently numerous, almost all community sub-
graphs can be partitioned into k blocks. Thus, in essence, the edges between communities achieve
k-isomorphism anonymity. In this paper, the anonymization of edges between three categories of
communities is introduced as follows:

1) Obtain all the edges between communities (lines 1–5). 2) The edges between three categories of
communities achieve isomorphism anonymity, respectively (lines 6–25).

i) The edges between non-partitioned communities are anonymized by the function Ef _nn(·).
The function divides nodes involved in Elnon_non into two node sets according to the involved two non-
partitioned communities, and the node set with the smaller number is supplemented by adding other
nodes from the corresponding community. Based on the degree (i.e., the number of edges involved
Elnon_non) of nodes, two node sets are ranked in ascending order to achieve the same node mapping.
Then, two pairs of nodes with the same mapping are connected in G∼

t1
.

ii) The edges between non-partitioned and partitioned communities are anonymized by the
function Ef _nb(·). For each edge in Elnon_b, the position of an endpoint within its belonging block
is found, and then the current edge is added to G∼

t1
. If other edges in Elnon_b meet: a) an endpoint of the

edge has the same position index; b) two endpoints of the edge are not connected in G∼
t1

, these edges
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are also added to G∼
t1

. The remaining nodes in the current non-partitioned community are sequentially
connected with nodes in other blocks with the same mapping position.

iii) The edges between partitioned communities are anonymized by the function Ef _bb(·). For
each edge in Elb_b, the positions of two endpoints within their belonging blocks are found, and the
subsequent anonymization process is similar to that of Ef _nb(·).

3) Obtain the anonymized graph G′
t1

of Gt1
at the initial timestamp t1 (line 26).

4.2 Dynamic Changing Anonymity

In this section, the anonymized graph G′
ti

is obtained at timestamp ti, i = 2, · · · , w, and the
anonymization process includes two steps: dynamic community detection and dynamic community
anonymity.

4.2.1 Dynamic Community Detection

This section detects multiple disjoint communities at timestamp ti, and the detected communities
are divided into three categories: NonCC_NonNE, NonCC_NE, ChanC_NE.

Before detecting communities, the isomorphic nodes and edges related to removed nodes and
edges at timestamp ti are first removed from Gti . The reason is to prevent the adversary from re-
identifying the real identities of removed nodes and real edge relationships through two anonymized
graphs at adjacent timestamps. Assume the current original graph is G∗

ti
after removing all isomorphic

nodes and edges related to removed nodes and edges from Gti . Based on dynamic community detection
mentioned in [24], we divide the detected communities from G∗

ti
into three categories as follows:

1) The original graph structure may cause changes from these cases: adding nodes between
communities, adding edges between communities, deleting nodes in a community, deleting nodes
between communities, and deleting edges in a community. Thus, the subgraph formed by these
changes at timestamp ti is re-detected communities using the DCDME algorithm [24], and the detected

communities are recorded as C3∗
ti

=
{

C3∗
ti_1, · · · , C3∗

ti_ht3

}
, where ht3 is the number of communities in C3∗

ti
.

Then, all communities in C3∗
ti

are revised by two methods mentioned in initial community detection,

and the revised C3∗
ti

is recorded as ChanC_NE : C3
ti

=
{

C3
ti_1, · · · , C3

ti_h3

}
, where h3 is the number of

communities in C3
ti
.

2) The original graph structure may not cause changes from these cases: adding edges in a
community, adding nodes in a community, and deleting edges between communities. Since some
communities involved in the above changes have satisfied the requirement for the number of nodes
within the community at the timestamp ti−1. Thus, these communities are recorded as NonCC_NE :

C2
ti

=
{

C2
ti_1, · · · , C2

ti_h2

}
, where h2 is the number of communities in C2

ti
.

3) The remaining communities involved nothing about changed nodes/edges are recorded as

NonCC_NonNE : C1
ti

=
{

C1
ti_1, · · · , C1

ti_h1

}
, where h1 is the number of communities in C1

ti
.

Assume the communities at timestamp ti are recorded as Cti = C1
ti

∪ C2
ti

∪ C3
ti
. Similarly,

according to Algorithm 1, these communities are also divided into three categories: Cnon
ti

=
{Cnon

ti_1, · · · , Cnon
ti_L1

}, Ckwa
ti

= {Ckwa
ti_1, · · · , Ckwa

ti_L2
}, and Crec

ti
= {Crec

ti_1, · · · , Crec
ti_L3

}, where L1 + L2 + L3 =
h1 + h2 + h3.
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4.2.2 Dynamic Community Anonymity

For the communities in Cti , this subsection achieves both intra-community anonymity and inter-
community anonymity to obtain the anonymized graph G∼

ti
at timestamp ti.

For intra-community anonymity, the community subgraphs formed by C1
ti
, C2

ti
, and C3

ti
achieve k-

automorphic anonymity, respectively, and the process is as follows:

1) For each community in C1
ti
, the community subgraph is anonymized by finding the anonymized

community subgraph corresponding to the community at the last timestamp. Assume these

anonymized community subgraphs are recorded as CG1_a
ti

=
{

CG1_a
ti_1, · · · , CG1_a

ti_h1

}
.

Algorithm 5: Anonymization of NonCC_NE
Input: G∗

ti
, C2

ti
, Cnon

ti
, Ckwa

ti
, Crec

ti
, BRkwa

ti−1
, BRrec

ti−1
, CG2_a

ti−1

Output: CG2_a
ti

1: for 1 ≤ p ≤ h2 do
2: Find newly added nodes Na in the community C2

ti_p

3: // Anonymize newly added nodes and edges in non-partitioned communities
4: if C2

ti_p ⊆ Cnon
ti

then
5: Remove the fake nodes in C2

ti_p and CG2_a
ti−1_p

6: Add Na to C2
ti_p and CG2_a

ti−1_p

7: Add edges between nodes in Na and the remaining nodes in C2
ti_p and CG2_a

ti−1_p

8: Obtain CG2_a_non
ti_p ← CG2_a

ti−1_p

9: // Anonymize newly added nodes and edges in partitioned communities
10: else if C2

ti_p ⊆ Ckwa
ti

then

11: Find k blocks BRkwa
ti−1_p ←

{
BRkwa

ti−1_p_1, · · · , BRkwa
ti−1_p_k

}
corresponding to C2

ti_p from BRkwa
ti−1

12: Remove fake nodes in each block of BRkwa
ti−1_p

13: for 1 ≤ q ≤ length(Na) do
14: Compute the neighbors neiga of Na[q]
15: Record the number of nodes in neiga that belong to the k blocks as cb ← {cb_1, · · · , cb_k}
16: Find the block BRkwa

ti−1_p_max corresponding to max(cb)

17: BRkwa
ti−1_p_max ← BRkwa

ti−1_p_max ∪ {Na[q]}
18: end for
19: Obtain k blocks Bkwa

ti_p of C2
ti_p at timestamp ti, where Bkwa

ti_p ← BRkwa
ti−1_p

20: Perform the Algorithm 2 to obtain BGkwa_a
ti_p ←

{
BGkwa_a

ti_p_1, · · · , BGkwa_a
ti_p_k

}

21: Perform the Algorithm 3 to obtain CG2_a_kwa
ti_p

22: else if C2
ti_p ⊆ Crec

ti
then

23: Perform the process similar to the steps 9–19 to obtain CG2_a_rec
ti_p

24: end if
25: Obtain CG2_a

ti_p ← CG2_a_non
ti_p ∪ CG2_a_kwa

ti_p ∪ CG2_a_rec
ti_p

26: end for
27: Obtain CG2_a

ti
←

{
CG2_a

ti_1, · · · , CG2_a
ti_h2

}

28: Return: CG2_a
ti
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2) For each community in C2
ti
, the community subgraph is anonymized by the process presented

in Algorithm 5, and the key steps involved are: 1) Obtain newly added nodes for each community
in C2

ti
(lines 1–2). 2) Determine the category of the current community, and then anonymize the

community subgraph according to three different cases (lines 3–26). 3) Obtain all anonymized
community subgraphs corresponding to C2

ti
(line 27). Assume these anonymized community subgraphs

are recorded as CG2_a
ti

=
{

CG2_a
ti_1, · · · , CG2_a

ti_h2

}
.

3) For each community in C3
ti
, the community subgraph is anonymized by applying k-composition

anonymity method directly. Assume these anonymized community subgraphs are recorded as CG3_a
ti

={
CG3_a

ti_1, · · · , CG3_a
ti_h3

}
.

For inter-community anonymity, the edges between communities in C1
ti
, C2

ti
, and C3

ti
are achieved

isomorphic anonymization, and the process is as follows:

1) Merge CG1_a
ti

, CG2_a
ti

, and CG3_a
ti

into the graph G∼
ti
.

2) Since the community subgraphs formed by C1
ti

and C2
ti

are neither split nor merged, the edges
between these communities are anonymized by taking their anonymized state at the last timestamp
into G∼

ti
. The removed edges between communities in C1

ti
and C2

ti
do not exist in Gti , so their isomorphic

edges are not added to G∼
ti
. This prevents adversaries from re-identifying these removed edges due to

their indistinguishability from their isomorphic edges.

3) The communities in C3
ti

are re-detected, so the inter-community edges related to these commu-
nities are anonymized in the same way as the anonymization of inter-community edges at the initial
timestamp (see Algorithm 4).

4.3 Information Loss

This section provides a new information loss metric. The main reason is: 1) the single graph
metric cannot fully measure the information loss of an anonymized graph; 2) current research on
measuring the utility of anonymized graphs is almost only from a single perspective, which is the
difference between the anonymized graph and the original graph. Thus, we define a new metric from
two perspectives: original information preservation and anonymous information change. The former
measures the retention of original information in the anonymized graph, while the latter measures
the information changes required to achieve anonymity. To unify measurement, this paper takes the
inverse of anonymous information change and combines it with original information preservation to
determine the information loss of an anonymized graph. The higher the defined metric, the smaller
the distortion of the anonymized graph.

Definition 5 (Information loss). At timestamp ti, given a graph Gti , and G′
ti

is the anonymized graph of
Gti . The information loss ILti consists of two parts: original information preservation IRti and anonymous
information change ICti . ICti is determined by two factors: NCti and ECti , which represent the node
difference and edge difference between the original graph and the anonymized graph, respectively. ILti

is calculated as follows:

ILti = IRti + 1
ICti

(1)

IRti = 1
2

⎛
⎝

∣∣∣∪n
j=1NGti

(vj) ∩ NG′
ti
(vj)

∣∣∣
∑n

j=1 degGti
(vj)

+
∣∣∣∪n

j=1NGti
(vj) ∩ NG′

ti
(vj)

∣∣∣
∑n

j=1 degG′
ti
(vj)

⎞
⎠ (2)
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ICti = NCti + ECti (3)

NCti =
∣∣∣ND(G′

ti
) ∪ ND(Gti)

∣∣∣ −
∣∣∣ND(G′

ti
) ∩ ND(Gti)

∣∣∣ (4)

ECti =
∣∣∣E(G′

ti
) ∪ E(Gti)

∣∣∣ −
∣∣∣E(G′

ti
) ∩ E(Gti)

∣∣∣ (5)

where NGti
(vj) is the neighbors of node vj in Gti , NG′

ti
(vj) is the neighbors of vj in G′

ti
, ND(Gti) and E(Gti)

are all nodes and edges in Gti , respectively, and ND(G′
ti
) and E(G′

ti
) are all nodes and edges in G′

ti
,

respectively.

According to Definition 5, the information loss of the anonymized graphs over w timestamps is
calculated as follows:

IL = 1
w

w∑
i=1

ILti (6)

For IL, it reflects the average information loss of w anonymized graphs during the time periods
t1 ∼ tw. And the larger IL, the better the average utility of w anonymized graphs.

4.4 Privacy Analysis

This section proves that DSNGA-CSP can achieve the anonymity of dynamic social network
graphs. Specifically, we prove that anonymized graphs obtained by DSNGA-CSP over w timestamps
guarantee the anonymization of nodes’ identities and edge relationships in dynamic original graphs,
which can effectively resist re-identification attacks from adversaries. The theorem states as follows:

Theorem 1. Let G = {
Gt1

, · · · , Gtw

}
be w original graphs during the time periods t1 ∼ tw, G′ ={

G′
t1

, · · · , G′
tw

}
is w anonymized graphs obtained by DSNGA-CSP. For each anonymized graph G′

ti
, the

intra-community anonymity achieves k-automorphism, and the inter-community anonymity achieves k-
isomorphism.

Proof of Theorem 1. Taking G′
ti
(i ∈ {1, · · · , w}) as an example. At timestamp ti, Gti is first detected

as multiple disjoint communities. We first prove that the intra-community anonymity of G′
ti

achieves
k-automorphism. For communities in C1

ti
, each community subgraph is anonymized by finding its

corresponding anonymized subgraph at timestamp ti−1. Since these anonymized community subgraphs
were already k-automorphic at timestamp ti−1, the intra-community anonymity of C1

ti
satisfies k-

automorphism. For communities in C2
ti
, the anonymity of these community subgraphs satisfies k-

automorphism, and the reasons are as follows: 1) Each newly added node belonging to Cnon
ti

is
connected pairwise with other nodes in the current community to achieve k-automorphic anonymity.
2) Newly added nodes/edges belonging to Ckwa

ti
or Crec

ti
are first assigned to k partitioned blocks at

timestamp ti−1, and then these k blocks are performed isomorphism and composition algorithms to
achieve k-automorphic anonymity of the current community. For communities in C3

ti
, the anonymity

of community subgraphs formed by these communities also satisfies k-automorphism. Since these
communities are re-detected at timestamp ti, the community subgraphs formed by Cnon

ti
, Ckwa

ti
, and Crec

ti
are re-anonymized in the same way with the perturbation of the initial graph. The intra-community
anonymity at the initial timestamp satisfies k-automorphism, so the intra-community anonymity
related to these communities also satisfies k-automorphism. Next, we prove that the inter-community
anonymity of G′

ti
achieves k-isomorphism. As described in Algorithm 4, almost all inter-community
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edges achieve k-isomorphism at the initial timestamp. The inter-community edges related to C1
ti

and
C2

ti
are anonymized by retaining their k-isomorphic state at timestamp ti−1, and the inter-community

edges related to C3
ti

are re-anonymized to satisfy k-isomorphism. In summary, the anonymized dynamic
graphs obtained by DSNGA-CSP satisfy intracommunity k-automorphism and inter-community
k-isomorphism. �

According to Theorem 1, this section provides the probability that the anonymized dynamic
graphs defend against re-identification attacks, and the lemma is described as follows:

Lemma 1. DSNGA-CSP can resist re-identification attacks from adversaries. If an adversary only
has access to a real node and its edge information within the community or real edge information between
communities, the probability that he re-identifies the node’s identity and edge relationships does not exceed
1/k.

Proof of Lemma 1. Given w anonymized graphs G′ =
{

G′
t1

, · · · , G′
tw

}
during the time periods

t1 ∼ tw. For an intra-community real node and its edge information, or inter-community real edge
information, we can always find k − 1 other information in G′

ti
(i = {1, · · · , w}) matching them. Thus,

assume that a query function Q is used to search an intra-community subgraph structure in G′
ti
. If the

query result R(G′
ti
, Q) is not empty, there always exists k identical results in R(G′

ti
, Q). The adversary

cannot re-identify the identity of the node and its edge relationships from the subgraph structure with a
probability greater than 1/k. Similarly, the probability that the adversary re-identifies inter-community
edge relationships does not exceed 1/k. �

5 Experiments and Analysis

In this section, the effectiveness of the proposed DSNGA-CSP scheme is evaluated through
experimental comparison and analysis. Section 5.1 introduces datasets. Section 5.2 presents metrics.
Section 5.3 explores the performance of DSNGA-CSP.

5.1 Datasets

Five real-world datasets are used in this paper, consisting of two static graph datasets and three
dynamic graph datasets. The primary reason for choosing these datasets is their extensive use in
prior studies, making them suitable benchmarks for comparison. The two static datasets, with well-
documented properties and distinct community structures, help evaluate the effectiveness of our
anonymization method in protecting community structures. The three dynamic datasets cover diverse
social network scenarios, with varying time spans and edge changes. Shorter time span datasets
simulate frequent social changes, while longer ones evaluate performance under long-term dynamics.
These datasets allow us to test DSNGA-CSP’s effectiveness, particularly in resisting re-identification
attacks and ensuring utility across different temporal characteristics. The statistics and properties of
these datasets are presented in Tables 2 and 3, respectively.

Table 2: The statistics and properties of static datasets

Degree

Dataset Nodes Edges Min Avg Max Diameter Density

Ca-GrQc 5242 14,496 1 5 81 17 0.0010544
Ca-HepTh 9877 25,998 1 5 65 17 0.000532532



3150 CMC, 2025, vol.82, no.2

Table 3: The statistics and properties of dynamic datasets

Dataset Nodes Temporal edges Time span

Inf_SocPatterns_1 2253 9437 12 days
Inf_SocPatterns_2 2722 9824 27 days
CollegeMsg 1899 59,835 193 days
Email-Eu-core-temporal 986 332,334 803 days

Static graph datasets

1) Ca-GrQc [27]: a collaboration network about Arxiv General Relativity. It denotes an author vp

co-authored a paper with author vq if there exists an undirected edge from vp to vq.

2) Ca-HepTh [27]: a collaboration network about Arxiv High Energy Physics Theory. An
undirected edge (vp, vq) in this graph indicates that an author vp has co-authored a paper with
author vq.

Dynamic graph datasets

1) Infectious SocioPatterns [28]: an infectious socio patterns dynamic contact network. An edge
(vp, vq) in this graph represents close-range face-to-face proximity between the concerned persons. This
paper selects data from the first half of May in 2009 as the dataset Inf_SocPatterns_1, and the second
half of May and the first half of June of the same year as the dataset Inf_SocPatterns_2.

2) Email-Eu-core-temporal [29]: an email communication network spanning 803 days. An edge
(vp, vq, ti) in this graph represents a person vp who sent an e-mail to person vq at time ti.

3) CollegeMsg [30]: a college messaging temporal network spanning 193 days. An edge (vp, vq, ti)

in this graph represents a user vp who sent a private message to the user vq at time ti.

Data preprocessing. To better evaluate DSNGA-CSP, the aforementioned datasets are prepro-
cessed by the following steps: 1) Converting directed graphs to undirected graphs; 2) Removing
duplicate edges and loops; 3) Avoiding publishing impractical graphs with very few edges at certain
timestamps, each of three dynamic graphs is split into 20 new graphs by merging continuous raw
graphs, and all generated new graphs have a similar number of edges.

5.2 Metrics

This section introduces utility metrics and a privacy metric, which are used to evaluate the
performance of anonymized graphs obtained by DSNGA-CSP. The utility metrics include two
categories: graph analysis metrics and community structure metrics. The first focuses on general graph
characteristics, while the second focuses on graph structural features. The first focuses on general
graph characteristics to ensure fundamental structural properties like connectivity and centrality are
preserved, which is essential for maintaining graph utility in various network analyses. The second
focuses on graph structural features, key features representing clusters of users with similar interests
or strong interactions. Preserving these structures ensures the anonymized graph remains useful for
community-related studies. The privacy metric measures the uncertainty within the anonymized graph,
quantifying the difficulty for adversaries to re-identify nodes or infer relationships. These metrics
comprehensively evaluate both utility and privacy, providing a well-rounded understanding of the
effectiveness of DSNGA-CSP. The metrics used in this paper are as follows:
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Graph analysis metrics

1) Average Path Length (APL): the metric measures the average length of all shortest paths in a
graph.

2) Average Clustering Coefficient (ACC): the metric is the average of the local clustering coeffi-
cients of nodes in a graph, quantifying how close the neighbors of a node are to being a clique.

3) Eigenvector Centrality (EC): the metric quantifies the importance of a node in a graph, and it
depends on the neighbors connected with the node. To avoid the influence of acyclic graphs, a constant
is added to the denominator position for subsequent error rate calculation.

4) Transitivity (T): the metric measures the number of triangles in a graph.

5) Average Degree (AVD): the metric measures the average degree of all nodes in a graph.

Community structure metrics

The community structure metrics used include: variation of information (VI) [31], adjusted rand
index [32], normalized mutual information (NMI) [31], rand index [33], and modularity (mod) [34].
For VI and mod, the optimal value is 0, while for the rest, 1 is the optimal value. To better understand
the results of the evaluation, metrics with an optimal value of 1 are inverted. Therefore, the smaller
the measurement of these community structure metrics, the smaller the structural changes in the
anonymized graph. Moreover, the first four metrics usually require that the two graphs being measured
have the same nodes. Thus, we use the induced subgraph of the original and anonymized graphs with
the same nodes to approximately measure these metrics.

Privacy metric

The privacy of the anonymized graph is assessed using a metric (i.e., Shannon entropy [35])
introduced in our previous work [36]. Entropy can be used to measure the uncertainty of the
anonymized graph, thereby quantifying the degree to which the original graph is anonymized. If the
anonymized graph has high uncertainty, it also has high privacy.

5.3 Experimental Evaluation

Implementation. To verify whether community structure protection can enhance the utility of
anonymized graphs, we first evaluate our anonymization method on two static graph datasets, under
scenarios involving community detection and those without. We then evaluate the performance of
DSNGA-CSP on two dynamic graph datasets. All experiments are conducted on a PC with an Intel
Core i5-10500 CPU, 64 GB RAM, and Windows 10 operating system. All schemes are achieved using
the R programming language.

Competitors. We compare two static graph anonymity schemes using the k-composition
anonymity method. One scheme, DC, detects the communities of the original graph and then performs
k-composition anonymity for each community, while the other, Non − DC, applies k-composition
anonymity directly to the original graph without community detection. Then, the proposed DSNGA-
CSP scheme is compared with two dynamic graph anonymity schemes TAKG and CTKGA reported
in [8] and [9], respectively. Since DSNGA-CSP focuses on anonymity in dynamic undirected graphs,
it is compared with TAKG and CTKGA applied to undirected graphs.

5.3.1 Experimental Evaluation on Static Graphs

For graph analysis metrics, an error rate between the anonymized graph and the original graph is
computed to measure the utility of the anonymized graph. This error rate reflects the degree to which
the anonymized graph is close to the original graph based on these metrics. Moreover, the smaller the
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error rate, the better the utility of the anonymized graph. The average error rate at different anonymity
levels is calculated as follows:

Error_rate = 1
kc

kc∑
j=1

∣∣M ′
j − Mj

∣∣
Mj

(7)

where kc is the number of anonymity level k(k ∈ {2, 5, 10, 15, 20}), Mj is the result of a graph analysis
metric for the original graph at the j-th anonymity level, and M ′

j is the corresponding result for the
anonymized graph at the same anonymity level.

Figs. 3–6 present the experimental results of two categories of graph analysis metrics on two static
graph datasets Ca-GrQc and Ca-HepTh. The horizontal axis represents the measured metrics. For
graph analysis metrics, the vertical axis represents Error_rate, while for community structure metrics,
it represents the average measurement error between original and anonymized graphs at different
anonymity levels k.

Figure 3: Comparison of Error_rate on Ca-GrQc
dataset

Figure 4: Comparison of Error_rate on Ca-
HepTh dataset

Figure 5: Comparison of community structure
metrics on Ca-GrQc dataset

Figure 6: Comparison of community structure
metrics on Ca-HepTh dataset
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Graph analysis metrics results. As shown in Figs. 3 and 4, the results of DC are almost entirely
superior to those of Non−DC. In the Ca-GrQc dataset, the result of DC is slightly higher than that of
Non−DC in terms of AVD. This is because both intra-community and inter-community edges need
to achieve isomorphic anonymization in DC, which may result in more changes in nodes’ degrees.
However, due to the fairly close results, the measurement difference between the two schemes can be
negligible.

Community structure metrics results. As shown in Figs. 5 and 6, all results of DC are superior
to those of Non−DC. It indicates that k-composition anonymity under community detection can
effectively reduce the destruction of structural features of the original graph.

5.3.2 Experimental Evaluation on Dynamic Graphs

For graph analysis metrics, refer to the description in Section 5.3.1. In this paper, since the
anonymization of dynamic graphs sequentially publishes 20 anonymized graphs for each dataset, the
average error rate for each graph analysis metric is calculated as follows:

Error_rate = 1
20 ∗ kc

kc∑
j=1

20∑
i=1

∣∣∣M ′
j_ti

− Mj_ti

∣∣∣
Mj_ti

(8)

where Mj_ti is the result of a graph analysis metric at timestamp ti for the original graph at the j–th
anonymity level, and M ′

j_ti
is the corresponding result for the anonymized graph at the same anonymity

level and timestamp. Meanwhile, this study selects k ∈ {2, 5, 10, 15, 20} for the first two datasets, and
k ∈ {2, 5, 7, 10, 15} for the latter two datasets.

For four dynamic graph datasets, Figs. 7–10 present the experimental results of graph analysis
metrics, Figs. 11–14 present the experimental results of community structure metrics, and Fig. 15
presents the experimental results of the privacy metric. For graph analysis metrics and community
structure metrics, the presentation of coordinate axes refers to 5.3.1. For privacy metric, the horizontal
axis represents datasets, and the vertical axis represents the average entropy at different timestamps
and anonymity levels k.

Figure 7: Comparison of Error_rate on
Inf_SocPatterns_1 dataset

Figure 8: Comparison of Error_rate on
Inf_SocPatterns_2 dataset
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Figure 9: Comparison of Error_rate on Col-
legeMsg dataset

Figure 10: Comparison of Error_rate on Email-
Eu-core-temporal dataset

Figure 11: Comparison of community structure
metrics on Inf_SocPatterns_1 dataset

Figure 12: Comparison of community structure
metrics on Inf_SocPatterns_2 dataset
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Figure 13: Comparison of community structure
metrics on CollegeMsg dataset

Figure 14: Comparison of community structure
metrics on Email-Eu-core-temporal dataset

Figure 15: Comparison of Shannon entropy metric on four dynamic graph datasets

Graph analysis metrics results. Similar results are presented in Figs. 7 and 8 because the datasets
used come from the same dynamic graph dataset. For ACC and EC, the results of DSNGA-CSP are
close to those of TAKG and CTKGA. For APL, the result of DSNGA-CSP is better than that of
CTKGA but slightly inferior to that of TAKG. The reason is that DSNGA-CSP removes more edges
when anonymizing edges between three different categories of communities. For T and IL, DSNGA-
CSP shows better results compared to TAKG and CTKGA. Notably, DSNGA-CSP maintains a
number of triangles in the anonymized graph closest to the original graph, and the results of IL show
that DSNGA-CSP causes fewer changes in nodes and edges compared to TAKG and CTKGA during
anonymization. For AVD, the result of DSNGA-CSP is lower than that of TAKG but higher than that
of CTKGA. This is because CTKGA clusters nearly all nodes in the original graph into groups with
the size of k, allowing each node to achieve anonymity with fewer changes for its degree.
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As shown in Fig. 9, for APL, the result of DSNGA-CSP is lower than that of CTKGA but
slightly higher than that of TAKG, with similar analysis to that mentioned above. For the remaining
metrics, the results of DSNGA-CSP show significant advantages compared with those of TAKG and
CTKGA. In Fig. 10, DSNGA-CSP shows a slight disadvantage for the results of APL, but it does
not significantly impact the utility of the anonymized graph. For ACC, the result of DSNGA-CSP is
lower than that of CTKGA but slightly higher than that of TAKG. This is because TAKG achieves
isomorphism of intra-cluster nodes by connecting all node pairs within each cluster, leading to tighter
connections between intra-cluster nodes and their neighbors. However, the excessive addition of fake
edges may significantly reduce the utility of the anonymized graph. For other metrics, the results of
DSNGA-CSP are superior to those of TAKG and CTKGA.

Community structure metrics results. As shown in Figs. 11–14, nearly all results of DSNGA-CSP
are superior to those of TAKG and CTKGA, with only a few results being close. Overall, DSNGA-
CSP performs better for all community structure metrics. Additionally, it demonstrates that
DSNGA-CSP can preserve more structural features of the original graph when achieving anonymous
publishing of dynamic graphs. This also validates that dynamically protecting the community structure
can enhance the utility of anonymized dynamic graphs.

Privacy metric results. As shown in Fig. 15, DSNGA-CSP outperforms TAKG and CTKGA on
four datasets. This is because TAKG and CTKGA produce anonymized graphs where nodes have
similar features, leading to smaller differences in intra-cluster and inter-cluster information. This
increases the likelihood that an adversary can identify original information. Moreover, although
clustering more groups in TAKG and CTKGA can make re-identification attacks more difficult, the
privacy of the anonymized graphs obtained by these two schemes is inferior to that of DSNGA-
CSP, due to the homogenized network structure and increased non-significant information in the
anonymized graphs.

6 Discussion, Implication and Study Limitation

Summary of DSNGP-CSP. In this study, we propose a novel dynamic social network graph
anonymity scheme, DSNGP-CSP, which demonstrates significant improvements in privacy protec-
tion and graph utility. Our experiments show that DSNGP-CSP effectively maintains community
structures, while reducing the risk of privacy breaches compared to existing methods like TAKG
and CTKGA. These findings indicate that incorporating community structure preservation into
dynamic graph anonymization can enhance both privacy and graph utility, thereby overcoming a
major limitation of traditional static anonymization methods.

Implications. The implications of our research are broad. Our method can be directly applied to
social network platforms that need to publish anonymized graph data for research purposes, while still
preserving user privacy. Furthermore, by integrating community structure preservation, our approach
can also help improve the quality of downstream tasks, such as recommendation systems and social
network analysis, which often rely on graph structure quality.

Study Limitations. There are two limitations in our work. Firstly, our approach relies on the pre-
defined parameter k, which may limit adaptability across different types of social networks and may
cause inappropriate partitioning of some community subgraphs, affecting the effectiveness of graph
structure protection. Here, we envision an adaptive mechanism that involves setting a reasonable
privacy threshold and quantifying network characteristics using metrics like community density and
average degree. The value of k could then be adjusted based on how closely these quantified features
align with the set threshold. This would make the scheme more flexible for various network types.
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Additionally, our approach has limitations when handling large-scale datasets, which impacts its
scalability and performance. As the size of social network data grows, the computational overhead
for community detection and edge anonymization becomes increasingly demanding. This limitation
highlights the need for developing efficient optimization strategies or employing distributed computing
techniques. These improvements would ensure that DSNGP-CSP can effectively scale to very large
networks while maintaining performance and utility.

7 Conclusions and Future Work

This paper proposes DSNGA-CSP, a scheme for publishing dynamic social network graphs while
preserving community structure based on k-automorphism. DSNGA-CSP detects three categories
of communities at each timestamp and only partitions community subgraphs for a specific category
at updated timestamps, avoiding a complex and cumbersome anonymization process. By detecting
communities at each timestamp, we anonymize community subgraphs using a proposed k-composition
method and inter-community edges using edge isomorphism, thereby achieving dynamic protection of
community structures. Additionally, we introduce a novel information loss metric that measures graph
utility based on original information preservation and anonymous information changes, providing
a more precise metric for evaluating the utility of published dynamic graphs. Experimental results
demonstrate that DSNGA-CSP outperforms other state-of-the-art methods in generating anonymized
dynamic graphs with high utility and privacy.

Despite the advantages of k-anonymity in dynamic graph publishing, it still has limitations in
protecting user privacy comprehensively, including vulnerability to sophisticated re-identification
attacks and dependency on parameter k for privacy levels. Differential privacy, known for its robust
mathematical guarantee, can offer a high level of privacy protection without relying on a single
parameter to determine the privacy level, and it resists sophisticated adversarial attacks by adding
random noise to nodes or edges. Hence, our future work will explore how to protect the privacy of
dynamic social network graphs using differential privacy technology.
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