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ABSTRACT

In this paper, we propose a novel secure image communication system that integrates quantum key distribution and
hyperchaotic encryption techniques to ensure enhanced security for both key distribution and plaintext encryption.
Specifically, we leverage the B92 Quantum Key Distribution (QKD) protocol to secure the distribution of encryption
keys, which are further processed through Galois Field (GF(2%)) operations for increased security. The encrypted
plaintext is secured using a newly developed Hyper 3D Logistic Map (H3LM), a chaotic system that generates
complex and unpredictable sequences, thereby ensuring strong confusion and diffusion in the encryption process.
This hybrid approach offers a robust defense against quantum and classical cryptographic attacks, combining
the advantages of quantum-level key distribution with the unpredictability of hyperchaos-based encryption. The
proposed method demonstrates high sensitivity to key changes and resilience to noise, compression, and cropping
attacks, ensuring both secure key transmission and robust image encryption.

KEYWORDS
Galois field; hyper 3D logistic map; hyperchaotic map; image security; improved logistic map; secure
communication; quantum security

1 Introduction

Increasingly sophisticated cyber attacks increasingly threaten data security in digital communica-
tions. Cyberattacks continue to increase [ 1-3], with attack techniques such as man-in-the-middle, brute
force, cryptography-based attacks, and machine learning increasingly endangering data integrity and
privacy. One approach that is relied on to protect information in communications is encryption [4].
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However, with the advancement of technology, classical encryption methods are vulnerable to attacks
supported by machine learning [4], especially with quantum computing technology [5]. Algorithms
such as Shor and Grover have shown potential in efficiently solving public and symmetric key
encryption problems, reducing the security of factor-based cryptography or long keys [5].

To overcome this challenge, Quantum Key Distribution (QKD) offers a revolutionary solution
for securely distributing encryption keys. QKD operates on quantum mechanical principles, where
any attempt at eavesdropping disturbs the quantum states, making such efforts detectable. The BB84
protocol was the first QKD protocol developed and remains widely used due to its robust security.
It employs four possible quantum states and two measurement bases, providing high security but
requiring more complex hardware implementation [6]. B92, an extension of BB84, simplifies this
approach by using only two non-orthogonal quantum states and a single measurement basis for key
distribution [7]. This makes B92 more efficient while still retaining the ability to detect eavesdropping
attempts based on quantum state changes. B92’s simpler design reduces the computational overhead,
making it an attractive option for practical quantum communication systems [8,9]. Additionally,
the main advantage of B92 is its ability to detect the presence of eavesdroppers through changes in
quantum states, thus theoretically guaranteeing the security of key distribution.

In classical encryption systems, various methods can be used after distributing quantum keys,
such as symmetric (AES, DES) and asymmetric (RSA, ECC) algorithms. A popular technique is the
Galois Field (GF). GF excels in the efficiency of modular arithmetic operations, especially in block-
based data manipulation and systems that require processing with simpler structures in symmetric
encryption systems [10—12]. Operations on GF(2%), for example, utilize blocks of data managed in 8-bit
units, which allows for more efficient and secure data manipulation in encryption algorithms [11,13].
GF ensures that operations on data blocks can be performed modularly, maintaining computational
efficiency without sacrificing security.

As encryption techniques develop, chaos methods are increasingly attracting attention. Chaos
offers nonlinear and unpredictable encryption, making breaking more complicated than conventional
linear encryption methods [14,15]. One of the most popular forms of chaos methods is the logistic map,
which exhibits chaotic properties with patterns that are very sensitive to changes in initial values [16].
Logistic maps are iterative functions that are easy to implement in cryptographic systems. However,
their development is carried out to increase complexity and security through variants such as improved
logistic maps [1 7] or combining them with other chaotic maps into 2D logistic-adjusted-sine maps [1§].

Furthermore, the hyperchaos phenomenon provides additional advantages in chaotic systems.
Hyperchaos involves more than one positive Lyapunov exponent (LE) value, which results in more
complex and unpredictable system dynamics [16]. Hyperchaos systems have lower stability, making
them more resistant to decryption or spectral analysis efforts. Various variants of hyperchaotic systems
have been developed to increase the diversity and complexity of key randomization, such as the
Lorenz [19], Rossler [20], and Chen et al. [21] systems, which are classic examples of 3D hyperchaotic
systems. The 3D Lorenz system is well known for its complex dynamic properties, with some further
developments in the Improved Lorenz System [22], which expands the dimension to increase the
complexity and security of the encryption. Hyperchaotic systems with larger dimensions, such as 4D
hyperchaos, have also been developed, such as the 4D quadratic autonomous hyperchaotic system
(4D-QAHS) [23], and even further developments up to 6D in the paper [24].

Further developments also include hyperchaotic variants on simpler systems, such as 2D Logistic
Map and 2D Henon Map, which show potential for use in multimedia encryption scenarios due to
their enhanced chaotic properties. Recently, several 2D hyperchaotic systems have been proposed for
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image encryption applications, such as 2D hyperchaotic map [25], 2D Schaffer Map [26], 2D simplified
quadratic polynomial hyperchaotic map (2D-SQPM) [27], dan 2D Nonlinear Coupled Map Lattices
(2DNLCML) [28] as well as several studies that combine several 2D chaotic maps to improve security
such as [29,30]. However, 2D hyperchaotic systems have limitations regarding the complexity of the
dynamics that can be generated. The use of 3D hyperchaotic systems becomes more attractive when
all LE values are positive because they show extreme sensitivity to initial conditions and produce
unpredictable chaos. Systems with more than one positive LE value allow for more random, secure
dynamics and are very suitable for encryption scenarios [31]. In previous studies, the development
of hyperchaos has had high dimensions, even up to 6D [24] and 7D hyperchaotic systems [32], but
it is only limited to two positive LEs. In this study, a Hyper 3D Logistic Map (H3LM) is proposed,
which is the development of a logistic map with additional dimensions to increase chaos in encryption.
This system, characterized by more than one positive LE value, allows the creation of more complex
and unpredictable dynamics, strengthening data security against modern cryptographic attacks. This
study combines the strengths of B92 Quantum Key Distribution’s strengths, Galois Field (GF(2%))
encryption operations, and Hyper 3D Logistic Map to produce a secure image encryption system.
The main contributions of this study include:

1. Combining the B92 quantum protocol and classical operations in GF(2*). This hybrid process
is designed to improve the security of encryption keys, where the key generated from the B92
protocol is divided into two parts, and the GF(2*) operation is performed to maintain the
integrity and confidentiality of the key.

2. Developing an H3LM model that can generate more than one positive LE value results in
a more complex chaotic system. With this approach, the chaos generated by the chaotic
system not only makes encryption more random but also more difficult to hack due to the
unpredictable chaotic nature.

3. Implementing a key and plaintext security system framework on digital images. The H3LM
model combines the permutation and substitution processes on the bits and pixels level. Thus,
the resulting image will be difficult to decrypt without access to a valid encryption key.

In short, this paper introduces a complete multi-layered security framework that integrates the
B92 protocol for secure key distribution with classical chaotic encryption using GF(2*) operations and
H3LM for encrypting images. The hybrid quantum-classical security system ensures robust protection
from key distribution to plaintext encryption. The structure of this paper is as follows: Section 2
discusses the theoretical foundations of GF(2*) and introduces the novel H3LM method. Section 3
describes the detailed implementation of the proposed system, including the integration of B92 QKD
with H3LM and the encryption process. Section 4 presents the experimental results and evaluates the
system’s resilience against various attacks, while Section 5 concludes with discussions on the proposed
system’s advantages and potential future developments.

2 Literature Review
2.1 B92 Quantum Protocol

The B92 protocol is one of the QKD methods developed to distribute quantum keys securely.
This protocol utilizes two arbitrary non-orthogonal quantum states to generate and distribute keys
without requiring two different measurement bases, as in the BB84 protocol. The non-orthogonal
nature of the quantum states allows eavesdropping detection without requiring multiple bases, making
its implementation simpler yet still efficient. The B92 protocol consists of several main steps:
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1. Alice prepares the qubits in two non-orthogonal quantum states |0) and |+). In a common
1
implementation, the states used are |,) = |0) and |¢,) = —2 (10) + [1)) = |+). Where |0) and

|[4+) are two non-orthogonal states often used in the B92 protocol, representing bits 0 and 1.

2. Bob performs a measurement on the received qubit in a fixed basis (usually basis Z). If the qubit
sent by Alice is |0), Bob will measure a definite result of 0. If the qubit sent is |+), it will produce
a random measurement of 0 or 1 due to the superposition state. This creates uncertainty and
keeps the system secure. If Bob’s measurement is free from eavesdropping or noise, the correct
bit will be obtained, but otherwise the measurement result will be distorted.

3. After the measurement, Alice and Bob communicate over the classical channel to match the
measurement basis used. In B92, Alice does not need to change the basis, so Bob only needs
to tell whether he successfully measured the qubit or not.

4. Only the bits that Bob successfully measured are used to form the shared key. If any qubit is
measured with an error, Bob will detect it and ignore it from the key.

One of the main advantages of B92 is its ability to detect eavesdroppers (Eve). These two non-
orthogonal states allow tampering detection through their overlapping probability properties. For
example, the probability that Bob can accurately measure the qubit sent by Alice when Eve tries to
eavesdrop can be calculated using the overlap probability calculated by Eq. (1).

P (ol ) = Lol y) (1)

Since the overlap between two non-orthogonal states is non-zero, Eve’s interference causes errors
that can be detected by Bob, which directly increases the security of the protocol, as measured by the
Quantum Bit Error Rate (QBER). QBER is a metric that measures the error rate in key exchange
between Alice and Bob. QBER is the ratio of the number of bits incorrectly measured by Bob to
the total bits sent by Alice and received by Bob. QBER can be calculated by Eq. (2). Meanwhile, an
example of sending key qubits in the B92 protocol is presented in Table 1.

Y (4, # B,
thl (]Vl# l) (2)

where A; represents the bit sent by Alice for the i-th bit; B; represents the bit received by Bob for the
i-th bit; 4, # B, means the value of the bit sent by Alice is not equal to the value of the bit received
by Bob.

OBER =

Table 1: Sample of B92 key distribution

Alice bit  Quantum state (Qubit)  Bob bases = Bob measurement  Shared key

0 |0) Z 0 0
1 [+) Z 0 Uncertain measurement
0 |0) Z 0 0
1 [+) Z 1 1
0 |0) Z 0 0
1 |+) Z 0 Uncertain measurement
0 |0) V4 0 0
1 [+) Z 1 1
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Based on Table 1, the length of the shared key is reduced from 8 bits to 6 bits or reduced to about
75% of all bits sent. This is a normal shared key length and corresponds to a probability of about 50%
of Bob’s measurement for the state |+), which causes some bits to be discarded due to uncertainty
[33]. Furthermore, the QBER value is  or 25%, which is a reasonable value if all bits are counted,
including the uncertain bits.

2.2 Galois Field (GF(2%))

Galois Field (GF) is a finite set of numbers used in various cryptographic applications, including
symmetric and asymmetric encryption. GF(2") is the most commonly used type of Galois Field, where
the values in the field are represented as binary polynomials with coefficients 0 or 1, and operations
are performed modulo a particular polynomial. In GF(2*), the field consists of 28 = 256 unique
elements that can be represented by a byte (8 bits). Each element in GF(2*) can be considered as a
polynomial of degree up to 7, with addition and multiplication operations performed in the domain
of the binary polynomial, using XOR for addition and reduction modulo an irreducible polynomial
for multiplication [34].

The addition operation in GF(2*) is performed by a bitwise XOR operation between two elements,
as seen in Eq. (3). The multiplication operation in GF(2%) involves polynomial multiplication followed
by reduction modulo, an irreducible polynomial. More details on the multiplication operation on
GF(2%) can be seen in Eq. (4).

a(x)®b(x) =c(x) (3)
a(x) x b(x) mod P(x) = c(x) “)

where P (x) is an irreducible polynomial used for GF(2%), such us x* + x* + x* + x + 1. This
particular polynomial was selected because it has been widely proven to offer optimal performance in
cryptographic applications, such as AES, due to its irreducibility and strong mathematical properties
that guarantee efficient and secure operations [10-12,35-37]. The decision to use 8-bit elements in
GF(2%) comes from the balance between computational efficiency and security. An 8-bit structure
allows for efficient binary operations while still providing a sufficient level of complexity and diffusion

in cryptographic algorithms [38,39]. The benefits of addition and multiplication operations in GF(2%)
include:

1. Computational efficiency because it uses simple binary operations such as XOR and polyno-
mial reduction.

2. High security because the strong mathematical structure helps spread the key entropy through-
out the data block, making it difficult for attackers to predict or guess the encryption key.

3. The modular field structure allows implementation in various security systems without requir-
ing major changes to the basic algorithm.

2.3 Logistic Map and Its Improvement

Logistic Map is one of the most frequently used simple chaotic systems in various applications,
including cryptography. Bio-mathematician Pierre Frangois Verhulst first introduced a Logistic Map
to model nonlinear population growth. The basic Equation of a Logistic Map is presented in Eq. (5).
While the logistic map bifurcation plot is presented in Fig. la.

Xnp1 = F - X, - (1 - xn) (5)
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where Xx, is the population value at the n-th iteration, and r is the control parameter. Logistic Map
has significant chaotic behavior when r is in the range of 3.57 to 4. At r > 3.57, the system begins
to exhibit chaotic behavior, meaning that small changes in the initial value of x, will produce very
different changes in subsequent iterations. At r = 4, the Logistic Map exhibits maximum chaos, where
its behavior is very sensitive to initial conditions.

- Bifurcation Diagram Traditional Logistic Map P Bifurcation Diagram Modified Logistic Map
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Figure 1: Bifurcation diagram plot of (a) Logistic map; (b) Modified logistic map

Logistic Map is used in cryptography because it can generate sequences highly sensitive to
small changes in initial conditions, which is a characteristic of chaotic systems. The pseudo-random
sequences generated by Logistic Map iterations can be used as encryption keys or for scrambling
data. The high sensitivity to small changes ensures that an attacker without the initial key information
cannot accurately reconstruct the sequence, thus increasing the security of the encryption system.
Although the basic Logistic Map already exhibits strong chaotic properties, some drawbacks, such
as the limited size of the key space, have encouraged the development of new variants. Variants that
have been developed include the modified Logistic Map using Eq. (6) [17,30], which is designed to
increase the complexity of chaos and strengthen the security of encryption. The bifurcation plot of the
modified logistic map is presented in Fig. 1b.

Xnt1 = 213 - xi/ﬁ (6)

In addition, research also leads to developing chaotic systems with higher dimensions, such as
combining logistic maps and sine maps into 2D Logistic-Adjusted-Sine Map (2D LASM) [1£]. In this
higher-dimensional system, the additional dimensions produce more complex dynamics, which makes
the system less predictable and, therefore, safer to use in encryption scenarios. LASM modifies the
basic Logistic Map by adding a sinusoidal function into the iteration, resulting in more complicated
chaotic properties and enlarging the possible key space. This system has been used in various
multimedia encryption applications because it generates unpredictable sequences efficiently.

In addition, hyperchaotic systems have also been developed as another form of more complex
chaotic systems. Hyperchaotic systems have more than one positive LE, meaning that the system
has much more complex dynamics than ordinary chaotic systems. The use of hyperchaotic systems is
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very effective in encryption applications because of its extreme sensitivity to initial conditions, which
ensures that any slight disturbance to the system will result in a large change in the resulting sequence.
This study proposes the H3LM method, which consists of three dynamically interrelated logistic map
dimensions. The Eq. (7) represents a H3LM with interactions between three variables (x, y, z). Each
Equation follows a form of the logistic map with cross-interactions, where r is the logistic map growth
rate parameter, and «, 8, and y are the cross-interaction coefficients between the variables.

Xnt1 =r'xn'(1_xn)+a'yn
yn+1:r'yn'(l_yn)+18'zn (7)
Znt1 :r'Zn'(l_Zl1)+y'xn

where x, is the value of the variable x at time step #; y, is the value of the variable y at time step #; z, is
the value of the variable z at time step #; « is the cross-interaction coefficient between x and y; § is the
cross-interaction coefficient between y and z; y is the cross-interaction coefficient between z and x.

This system models a more complex interaction compared to the traditional 1D logistic map and
can be used to simulate chaotic systems with interdependent variables. Using the values r = 3.593;
a=0.1;8=0.1; y =0.05, x, = 0.5; y, = 0.6; z, = 0.7, three LE values are obtained, namely 7.2591,
6.9001, and 5.8158. These positive values of LE indicate that the system exhibits hyperchaotic behavior,
as all three LE values are positive, confirming the sensitivity of the system to initial conditions. To
compute the LE, the system uses a small perturbation in each dimension of the system. Specifically,
for this model, a perturbation of € = 1 x 107" is applied to the initial conditions of each variable x, y, z.
The perturbed system follows the same equations as Eq. (7), but with slightly altered initial conditions,
allowing the divergence between the perturbed and non-perturbed systems to be measured over time.
The formula for LE in each dimension is present in Eq. (8).

| < | A%,

LE = — %:log( Al ) (8)
where Ax, is the distance between the perturbed and unperturbed trajectories at time step n, and
N is the total number of iterations. This formula is similarly applied to calculate LE, and LE. for
the variables y and z, respectively. It appears that the three LE values are positive, which provides a
stronger chaotic effect. Meanwhile, LE plots are based on changes in the values of 7, «, 8, y, step size,
and simulation duration, which are presented in Fig. 2, and the trajectory plot of H3LM is presented

~

in Fig. 3.

Based on the results shown in Fig. 2, although the range of parameters used is relatively short,
the H3LM system exhibits strong fluctuations in the LE values, which consistently remain positive.
These LE values confirm that the system is in a chaotic state and provide better indications than
previous logistic map methods. The system demonstrates a strong hyperchaotic nature, reinforced by
the consistently positive LE values across various parameter variations, such as r, «, 8, y, step size,
and simulation duration. In short, despite the relatively small range of parameters used, the system is
susceptible to small changes, even with values that extend to several decimal places, adding complexity
to the system’s chaotic behavior. The complex and non-periodic three-dimensional trajectory further
supports the conclusion that this system is superior in generating unpredictable dynamics. This
makes the system highly suitable for cryptographic applications that require unpredictable keystreams,
strengthening H3LM’s position compared to previous logistic map models.
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Figure 3: Plot of trajectory hyper 3D logistic map (H3LM)

3 Proposed Method

This paper proposes a novel approach combining B92 protocol, Galois Field (GF(2%)) operation,
and Hyper 3D Logistic Map (H3LM) for secure image communication. B92 protocol is used for
secure key exchange by utilizing non-orthogonal quantum states. After the key is shared, GF(2%)
operation is applied for efficient and secure data manipulation. Furthermore, H3LM is introduced
into encryption to add chaos and complexity and strengthen security. The combination of quantum
cryptography, modular arithmetic, and chaos theory aims to create an encryption system resilient to
modern cryptographic attacks. The proposed method consists of three main stages (see Fig. 4), the first
stage is shared key generation and security enhancement with GF, the second stage is seed generation,
and the third stage is palintext encryption. We give each stage a different color. The proposed method
consists of more detailed stages of the proposed method are presented as follows:

Alice SHA-512 |
r N
P B92 l
Initial seed
l generation
y GF(2%) Permutation
Bob l
l H3LM l

XOR substitution

|

Mod substitution

Ecrytio Result

SHA-512

Figure 4: Illustration of proposed method
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3.1 Stage 1-Generation of Shared Keys and Their Security

The B92 protocol is used to distribute quantum keys securely. In this protocol, Alice sends qubits
in two arbitrary non-orthogonal states, namely |0) and |+). Bob measures these qubits using a single
fixed basis (the Z basis). If the qubit received by Bob is |0), the measurement result is always 0. On the
other hand, if Bob receives the qubit |+), the measurement result can be random, either 0 or 1, due
to the superposition state. After the measurement is completed, Alice and Bob exchange information
about the correctly measured qubits to form a shared key through a classical channel.

The key generated from the B92 protocol is divided into 16-bit blocks to ensure that it can be
split into manageable segments for further processing. This division allows for each 16-bit block
to be further broken down into 8-bit units, which are required for arithmetic operations within
the Galois Field (GF(2%)). The reason for choosing 16-bit blocks is that GF(2*) operates on 8-bit
elements, and dividing the key into 16-bit blocks ensures consistency and efficient processing. Each
8-bit part can then be processed using simple XOR and polynomial reduction operations, providing
both computational efficiency and security.

If the key length is not a multiple of 16 bits, any remaining bits that do not fit into the 16-
bit structure are discarded to maintain consistency during encryption. GF(2*) is widely used in
cryptographic applications because of its ideal balance between efficiency and complexity—allowing
for fast computation while still providing sufficient security. The use of 16-bit blocks allows for better
diffusion, ensuring that changes in one part of the key spread across the entire key during encryption,
which strengthens the encryption by introducing more entropy.

Once divided, each 8-bit block from the first part of the 16-bit block is multiplied by the
corresponding 8-bit block from the second part using the irreducible polynomial x* + x* + x* + x + 1.
Any result that exceeds 8 bits is reduced modulo the irreducible polynomial to ensure it remains
within the GF(2*) space. This process ensures consistency and maintains the key’s desired security
and diffusion characteristics.

3.2 Stage 2-Initial Seed Generation

At this stage, the result from the GF(2%) operation is converted into a binary representation before
being further processed with the SHA-512 hash algorithm. The hashing algorithm produces a long and
random value, which is then transformed into a numerical data type to be used as input for H3LM.
These steps are summarized as follows:

1. The result from GF(2%) is first converted into a binary form to be further processed by the
hashing algorithm.

2. The binary blocks are then hashed using SHA-512 to generate a new random key (key1) with
enhanced security. The use of hashing also ensures that the key length remains consistent.

3. The image to be encrypted is read and similarly hashed with SHA-512, producing another
random key (key?2).

4. Based on both keyl and key2, the initial seed generation is performed using the standard
deviation and logarithmic scaling.

Standard deviation helps aggregate multiple numeric values from keyl and key2 into unique
numerical values that serve as consistent and reliable inputs for H3LM. By calculating the standard
deviation, the variation among different parts of the key can be captured in a single value, enhancing
the seed’s randomness. This ensures that every initial seed generated is unique and unpredictable.
Furthermore, applying logarithmic scaling ensures that the resulting values remain within the desired
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bounds, preventing extreme values that could disrupt the chaotic nature of the system. The combined
use of standard deviation and logarithmic scaling contributes to the diffusion and sensitivity to initial
conditions, key characteristics that define chaotic systems. This process is more clearly described in

Egs. (9)—(11), corresponding to x,, ¥, and z,, respectively.
o (keyl)
* 7 1 oMoenp e ©)
o (key2)
Yo = o) (10)

10 [ozi0@ ka2

= o (keyl; key2) (11)

- 1 O rloglo(n (keyl;key2))-|

3.3 Stage 3-Hyper 3D Logistic Map Image Encryption

At this stage, the image encryption process uses three sequences generated by the H3LM. These
sequences are used to permute and substitute pixel and bit levels to produce strong confusion and
diffusion effects in the image [40]. The encryption steps can be explained in detail as follows:

1. The parameters used in H3LM are r, «, B, v, which are cross-interaction factors between the
variables x, y, z and dt s as the time step. Using the initial values x,, y,, z, generated from the
key obtained in the previous stage, the logistic map generates chaotic sequences X,,, Y., and
Z,, according to Eq. (7).

2. The original image (plain image) is transformed from a two-dimensional (2D) form into a one-
dimensional (1D) form to facilitate the encryption process. The number of pixels in the image
is calculated to ensure the chaotic sequence generated matches the size of the image data.

3. After generating the chaotic sequences, these sequences are trimmed to match the number of
pixels in the image. Then, the chaotic sequences X,,, and Y,,, are converted into integers using
Eqgs. (12) and (13).

X\'eqiint = mOd (Xvsez/ X 1010) 256) (12)

Yoy = mod (Y, x 10", 256) (13)

4. Pixel permutation is performed based on the chaotic sequence Z,,, using a sorting function.
The permutation rearranges the order of the pixels in the image according to the sorted indices
derived from Z,,, which introduces confusion into the image. By changing the order of the
pixels, the relationship between adjacent pixels is disrupted, making it difficult for attackers to
recognize patterns in the encrypted image. This results in a permuted image referred to as encl.

5. The next step involves substituting the bits of encl using a bitwise XOR operation with
the sequence X,,, ,,, producing enc2. The XOR operation modifies the pixel values, further
enhancing confusion. Each bit in the image is altered based on the chaotic sequence X,,,
ensuring that even small changes in the chaotic sequence result in significant changes in
the pixel values. This bit-level substitution strengthens security by introducing a nonlinear
transformation.

6. The final encryption step involves performing pixel substitution with Y, ,, using an inverted
Vigenére algorithm. In this step, each pixel of enc2 is adjusted by subtracting the corresponding
value from Y, ,, as shown in Eq. (14), to produce the final encrypted image fEnc. This step
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introduces diffusion by spreading the influence of each chaotic sequence across multiple pixels,
ensuring that a small change in the sequence affects a large portion of the image.
fEnc = mod (enc2 — Y,

e 256) (14)
7. The decryption process reverses the encryption steps. The first step is to apply desubstitution
using the inverted Vigenére algorithm as shown in Eq. (15), followed by XOR desubstitution
with X, .., and finally, reverse the permutation based on Z,,,.
enc2 = mod (fEnc -7, 256) (15)

Seding >

4 Results and Discussion

Implementing the proposed method above uses Python language and a Qiskit simulator to run the
B92 quantum protocol. Furthermore, the encryption process is tested using several standard images
that can be downloaded [41]. The images used have dimensions of 512 x 512 x 3 and 256 x 256 x 3.
Then, the images are also converted to grayscale format with Eq. (16), so that testing is carried out on
RGB and grayscale images. Several images used in testing are presented in Fig. 5.

I, = (0.299 x R) + (0.587 x G) 4+ (0.114 x B) (16)

where R is the red channel value; G is the green channel value; B is the blue channel value.

In the shared key generation process using the B92 protocol, Alice uses 512 random bits, which are
then converted into qubits and entered into the B92 protocol to distribute the key. The entire process
follows the theory outlined in Section 2.1. As shown in Fig. 6, the experimental results indicate that a
shared key of 388 bits is generated with a QBER of 0.2421875. Approximately 25% of QBER is due to
inherent measurement uncertainty, consistent with the B92 protocol. Based on 100 experimental trials,
the average QBER was 0.25016, with a standard deviation of 0.0227. The average shared key length
across trials was 383.9861 bits, with a standard deviation of 8.8462 bits. These results demonstrate
that the B92 protocol performs reliably in a noise-free environment, as the simulations were conducted
using the Qiskit simulator via Google Collab. Importantly, the 25% QBER represents the portion of
key bits discarded because of the nature of the B92 protocol, not due to transmission errors. The
remaining portion of the shared key is error-free, thus eliminating the need for additional error-
correction mechanisms and ensuring secure communication.

Next, the shared key produced by the B92 quantum protocol is processed through GF(2%) and
the SHA-512 hashing to generate the initial seed for the H3LM, as explained in Section 3.2. Control
parameters for H3LM include r = 3.593; « = 0.1; 8 = 0.1; y = 0.05. Fig. 7 shows the encryption
results for sample images with the original and encrypted histograms. The encrypted image shows a
uniform histogram, indicating strong diffusion and confusion properties, which is critical for image
encryption.

Next, the results of the proposed method are presented and analyzed. The encryption process
was tested on standard images, and several metrics were employed to evaluate the effectiveness
of the encryption method, including chi-square analysis, information entropy, differential analysis,
correlation coefficient analysis, and robustness analysis. These evaluations measure the encryption
approach’s security, sensitivity, and robustness.
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(h)

Figure 5: Sample images used in this study (a) Baboon color (512 x 512 x 3); (b) Peppers color (512 x
512 x 3); (c) Airplane color (512 x 512 x 3); (d) House color (256 x 256 x 3); (¢) Baboon grayscale

(512 x 512); (f) Peppers grayscale (512 x 512); (g) Airplane grayscale (512 x 512); (h) House grayscale
(256 x 256); (i) Fishing boat (512 x 512)

gEER: ©.2421875
Shared Kaey: 1 181

Length Sharad Key: 388
Alice's bits: ["e', '1°, 'e', "8', 'e', "1°, '®', ‘@', '1', 'e', '@, 'V, "1', '1', ‘@', 'e', ‘@', '1', 'e', '1°, '1', "1, 'e', "1', '@, 1%, 1%
Bob's bits: ['@", '1', 'e', 'e’, 'e', '®’, 'e', 'e', '1', 'e°, ‘@', "1°, '1', "1', ‘@', ', ‘@', '@', ‘@', '1', ‘@', ', ‘@', '1°, ‘@', '@, ‘@',

Figure 6: Sample output of shared key generation using B92 quantum protocol
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Figure 7: Sample encryption results and its histogram (a) Original image; (b) Original histogram; (c)
Encrypted image; (d) Encrypted image histogram

4.1 Histogram and Chi-Square Analysis

The histogram serves to show the distribution of pixel intensity values. For a secure encrypted
image, the histogram should approach a uniform distribution [37], and it can be seen in the sample
results in Fig. 6d that the histogram distribution visually appears uniform and changes significantly
compared to the original histogram. The main purpose of the Chi-square (x?) encryption test is
used to determine whether the frequency distribution of pixel values in an encrypted image deviates
significantly from the expected distribution or, in other words, to confirm the uniformity of the
histogram. Ideally, a good encryption algorithm will produce an encrypted image with pixel values
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evenly distributed across the range of values (0-255 for an 8-bit image). For each pixel intensity value,
the y? the test calculates the observed frequency. It compares it to the expected frequency, the total
number of pixels divided by the number of possible intensity values (i.e., 256 for an 8-bit image). The
¥? value is then calculated using Fq. (17).

56 (0, — E)’
=3 (17)

where O, is the observed frequency; E; is the expected frequency; degree of freedom for the ? test
is typically 255. For a perfectly encrypted image, the Chi-square value should be as close as possible
to the critical value at a given significance level (often 0.05), the ideal value is 293.24. When the Chi-
square value significantly deviates from this critical value, it indicates a lack of randomness, which
might suggest weaknesses in the encryption method [42,43]. For an image size of N pixels the expected
frequency for each intensity would be ;. Table 2 presents the results of the x> analysis and Table 3
presents a comparison with several related studies on the same image.

Table 2: Chi-square (x?) analysis results

Image R G B Average/grayscale value
Baboon color 268.5313 239.0137 224.9297 244.15823

Peppers color 242.8594 261.8535 240.4551 248.38933

Airplane color 264.7461 252.6113 269.0859 262.14777

House color 284.8984 238.8828 286.3984 270.05987

Baboon grayscale - - - 248.9980

Peppers grayscale - - - 261.8418

Airplane grayscale - - - 253.8809

House grayscale - - - 245.3203

Fishing boat - - - 243.7773

Table 3: Chi-square (x?) analysis comparison with related study

Image Method R G B Average/grayscale value
Baboon color [44] 269.2227  262.6895  251.2734  261.06186
Proposed  268.5313  239.0137 2249297  244.15823
Peppers color [44] 231.7149  260.9434  236.6074  243.08856
Proposed  242.8594  261.8535  240.4551  248.38933
Baboon grayscale [24] - - - 255.6563
[32] - - - 259.7125
[20] - - - 250.2232
[45] - - - 250.6958
Proposed - - - 248.9980
Peppers grayscale [24] - - — 266.0371
[32] - - - 243.2378

(Continued)
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Table 3 (continued)

Image Method R G B Average/grayscale value
Proposed - - - 261.8418

Airplane grayscale [32] - - - 260.5436
Proposed - - - 253.8809

Fishing boat [32] - - - 255.1092
Proposed - - - 261.8418

Based on the results of the Chi-square analysis presented in Table 2, it can be seen that the
proposed method produces a pixel value distribution that is close to the ideal critical value of
293.24. The average Chi-square value for colored images such as “Baboon”, “Peppers”, “Airplane”,
and “House” shows quite good results, with most images ranging from 240 to 270, indicating
a relatively random pixel distribution. For example, the “House” image has an average value of
270.05987, close to the critical value, indicating that this encryption method effectively creates an
even pixel distribution. Compared with other studies in Table 3, the proposed method generally shows
competitive performance. For example, for the colored “Baboon” image, this method produces an
average Chi-square value of 244.15823, lower than the method from Reference [44], which reaches
261.06186. This can indicate that the proposed method produces a more random and uniform pixel
distribution. On the other hand, some images like “Peppers” show better value enhancement with the
proposed method compared to some other references.

4.2 Information Entropy Analysis

In image encryption, information entropy measures the degree of uncertainty or randomness
within an encrypted image. The primary purpose of entropy analysis in image encryption is to ensure
that the encryption algorithm produces an indistinguishable image from random noise. When the
entropy value is close to the theoretical maximum (8 bits for an 8-bit grayscale image), each pixel
in the image has an equal probability of being any value between 0 and 255. This level of randomness
makes it extremely challenging for an attacker to infer any patterns or information from the encrypted
image, thereby enhancing security. Shannon’s formula for entropy is typically applied in the analysis
of encryption strength. It is expressed as Eq. (18).

H@X) ==Y px)log p(x) (18)

where H (X)) is entropy value; X represents the data; p (x;) is the probability of occurrence of the pixel
value (x;).

In the case of color images, each color channel (red, green, blue) is treated individually for entropy
analysis, with each channel having its own entropy calculation. For example, a 24-bit color image
would ideally have 8 bits of entropy per channel, resulting in a total entropy of 24 bits. Result of H (X))
measurement results is present in Table 4, while a comparison with related studies is present in Table 5.
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Table 4: Information entropy analysis results

4451

Image R G B Average/grayscale value
Baboon color 7.9993 7.9993 7.9994 7.99933
Peppers color 7.9993 7.9993 7.9993 7.99930
Airplane color 7.9993 7.9993 7.9993 7.99930
House color 7.9968 7.9973 7.9969 7.99700
Baboon grayscale - - - 7.9993
Peppers grayscale - - - 7.9993
Airplane grayscale - - - 7.9993
House grayscale - - - 7.9973
Fishing boat - - - 7.9993
Table 5: Information entropy comparison with related study
Image Method R G B Average/grayscale value
Baboon color [46] 7.9992 7.9992 7.9993 7.99923
[28] 7.9914 7.9915 7.9915 7.99147
[44] 7.9993 7.9991 7.9992 7.99920
[47] - — - 7.99930
Proposed 7.9993 7.9993 7.9994 7.99933
Peppers color [46] 7.9993 7.9993 7.9992 7.99927
[28] 7.9911 7.9912 7.9915 7.99129
[44] 7.9994 7.9993 7.9993 7.99932
Proposed 7.9993 7.9993 7.9993 7.99930
Baboon grayscale [24] - - — 7.9993
[32] - - - 7.9993
Proposed - - - 7.9993
Peppers grayscale [24] - - - 7.9993
[32] - - - 7.9993
[47] - - - 7.9993
Proposed - - - 7.9993
Airplane grayscale [24] - - - 7.9993
[32] — - - 7.9993
Proposed - - - 7.9993
Fishing boat [24] - - - 7.9993
32] - — — 7.9994
Proposed - - - 7.9993




4452 CMC, 2024, vol.81, no.3

Based on the results of the information entropy analysis presented in Table 4, it can be seen that
the entropy value for each image is close to the maximum theoretical value of 8, indicating a high
level of randomness in the encrypted image. For colored images such as “Baboon” and “Peppers,” the
entropy values range from 7.9993 to 7.9994, which is close to the maximum value, indicating that the
encryption algorithm produces a very random and unpredictable pixel value distribution. This is a
sign of strong and secure encryption. Compared with other studies presented in Table 5, the proposed
method shows comparable or better performance. For example, for the colored image “Baboon”,
the proposed method produces an entropy value of 7.99933, slightly higher than the method from
Reference [46], which produces 7.99923. This improvement, although small, shows the superiority of
the proposed method in creating better randomness in the pixel distribution. In addition, for grayscale
images, the proposed method also produces values consistent with those produced by other studies,
such as 7.9993 for the grayscale “Baboon” image.

4.3 Differential Analysis

In the context of image encryption, differential analysis measures the sensitivity of an encryption
algorithm to small changes in the input, typically by examining how much difference in the encrypted
image is caused by a minor modification in the plaintext. Differential analysis aims to ensure that even
a slight change in the input image (e.g., a single pixel or bit) results in a significantly different encrypted
image, thereby making the encryption resistant to attacks that exploit structural similarities between
the original and encrypted images.

The Number of Pixels Change Rate (NPCR) and the Unified Average Changing Intensity
(UACI) are two primary metrics used in differential analysis. These metrics quantify the extent of
change between two encrypted images generated from slightly different inputs. NPCR calculates the
percentage of different pixel values between two encrypted images. Given two encrypted images (C, and
C,) derived from two slightly different original images, NPCR is defined in Eq. (19). UACI measures
the average intensity of differences between C, and C,. It quantifies the overall degree of pixel intensity
change caused by slight input image modifications. UACI is computed as Eq. (20). Results of NPCR
and UACI shown on Tables 6 and 7, respectively. While comparison of NPCR and UACI with related
studies displayed on Tables § and 9, respectively

>.Da)
NPCR == 2 19
W x H (19)
1 IC, (i,)) — C, (i, )]
ACI = 20
vAC W x H zi,f 255 (20)

where W and H are the width and height of the image; D (i, ) is 0 if the pixel values at position (7, j) in
C, and C, are the same, and 1 if they differ. The ideal NPCR value for a robust image encryption
algorithm should be as close as possible to 100%, indicating that nearly every pixel has changed
due to a slight modification in the input image. An NPCR value above 99% is considered secure for
most cryptographic applications. While the ideal UACI value for a robust encryption system should
be approximately 33%, which reflects that, on average, one-third of the maximum possible intensity
difference (for 8-bit) is achieved across the image pixels.
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Table 6: NPCR analysis results

Image R G B Average/grayscale value
Baboon color 0.9964 0.9963 0.9962 0.99630

Peppers color 0.9963 0.9960 0.9959 0.99607

Airplane color 0.9962 0.9961 0.9962 0.99617

House color 0.9960 0.9955 0.9963 0.99593

Baboon grayscale - - - 0.9962

Peppers grayscale - - - 0.9963

Airplane grayscale — - - 0.9962

House grayscale - - - 0.9959

Fishing boat - - - 0.9961

Table 7: UACI analysis results

Image R G B Average/grayscale value
Baboon color 0.3352 0.3343 0.3345 0.33467

Peppers color 0.3346 0.3343 0.3345 0.33447

Airplane color 0.3348 0.3342 0.3349 0.33463

House color 0.3353 0.3336 0.3342 0.33437

Baboon grayscale - - - 0.3349

Peppers grayscale — — — 0.3337

Airplane grayscale - - - 0.3342

House grayscale - - - 0.3328

Fishing boat - - - 0.3339

Table 8: NPCR comparison with related study

Image Method R G B Average/grayscale value
Baboon color [48] - - - 99.710
[28] 99.61 99.62 99.63 99.616
Proposed 99.64 99.63 99.62 99.630
Peppers color [48] - - - 99.490
[28] 99.61 99.62 99.59 99.609
Proposed 99.63 99.60 9959 99.607
Airplane color [48] — - - 99.660
[46] 99.62 99.61 99.61 99.614

Proposed 99.62 99.61 99.62 99.617

(Continued)
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Table 8 (continued)

Image Method R G B Average/grayscale value
Baboon grayscale [24] - - - 99.61
[32] - - — 99.60
Proposed - - - 99.62
Peppers grayscale [24] - - - 99.59
[32] - - — 99.60
Proposed - - - 99.63
Airplane grayscale [24] - - - 99.61
[32] - - - 99.60
Proposed - - - 99.62
Fishing boat [24] - - - 99.61
[32] - - - 99.62
Proposed - - - 99.61
Table 9: UACI Comparison with related study
Image Method R G B Average/grayscale value
Baboon color [48] - - — 33.510
[28] 33.45 33.45 33.44 33.446
Proposed 33.52 33.43 33.45 33.467
Peppers color [48] - - - 33.600
[28] 33.50 33.44 33.45 33.465
Proposed 33.46 33.43 33.45 33.447
Airplane color [48] - - - 33.460
[46] 33.46 33.44 33.49 33.464
Proposed 33.48 33.42 33.49 33.463
Baboon grayscale [24] - - - 33.47
[32] - - - 33.45
Proposed - - - 33.49
Peppers grayscale [24] - - - 33.40
[32] - - - 33.45
Proposed - - - 33.37
Airplane grayscale [24] — - — 33.46
[32] - - - 3341
Proposed - - - 33.42
Fishing boat [24] - - - 33.47
[32] - - - 33.50
Proposed - - - 33.39
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The differential analysis results in Tables 6—9 show that the proposed encryption method performs
very well in the face of small changes in the input image. For the NPCR metric, the values obtained
for various color and grayscale images are close to ideal, namely 99.64% to 99.61%, as seen in the
“Baboon” and “Peppers” images (Table 6). This value indicates that almost all pixels in the encrypted
image change when there is a slight change in the original image. This strongly indicates that this
encryption algorithm is susceptible to small changes in the input, making it resistant to differential
attacks. Compared with other studies in Table 7, the proposed method produces very competitive
NPCR values. For example, for the “Baboon” image, the proposed method achieves 99.63%, which
is higher than the method from Reference [28] which produces a value of 99.61%. This indicates that
the proposed encryption algorithm provides better protection against attempts to predict or discover
patterns from the original image through differential analysis. For UACI, the values generated by the
proposed method are also very close to the ideal value of 33%, as seen in the “Baboon” and “Peppers”
images with values ranging from 33.46% to 33.52% (Table 8). This indicates that the average intensity
difference between pixels in the encrypted images is very significant, strengthening encryption security.
Comparison with other studies presented in Table 9 also shows that the performance of the proposed
method is very good. For example, in the colored “Baboon” image, the proposed method achieves
a UACI value of 33.467%, which is slightly higher than some previous studies. Overall, these results
indicate that the proposed encryption algorithm can produce significant changes in the encrypted
images and shows competitive and acceptable performance in the context of image security.

4.4 Correlation Coefficient Analysis

The Correlation Coefficient (r) analysis is a critical measure used to evaluate the effectiveness of
an image encryption algorithm by analyzing the correlation between adjacent pixels. In unencrypted
images, adjacent pixels typically exhibit high correlation, as the intensity values of neighboring pixels
are often similar. The ideal result for an encrypted image is a correlation coefficient close to zero
(positive or negative), indicating that the encryption algorithm has successfully randomized the pixel
values, breaking the predictable pattern. This analysis is conducted in three primary directions:
horizontal (H), vertical (V), and diagonal (D). These directions provide a comprehensive view of
how well the encryption disrupts the pixel relationships across different orientations. An effective
encryption algorithm should result in low correlation coefficients in all three directions, confirming
that the encryption has eliminated structural similarities in the image across all orientations. The r
between two adjacent pixels is computed using Eq. (21). The results of » measurements are presented
in Table 10, while the comparison with related work is in Table 11.

_ E(x—E0)) (3 — Ey)
Jvar (x) - var(y)
where E(x) and E(y) represent the means of pixel intensities x and y; var (x), and var(y) represent

the variances of pixel intensities x and y; x and y are the pixel intensities of two adjacent pixels in the
image.

21

Table 10: Correlation coefficient of adjacent pixels analysis results

Image Direction R G B Average/grayscale value
Baboon color H —0.00736  0.00023 0.00276 —0.00146
A% 0.00276 —0.00108  —0.00501  —0.00111

(Continued)
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Table 10 (continued)

Image Direction R G B Average/grayscale value

—0.00300  —0.00795  0.00760 —0.00112
—0.00658  —0.00047  0.00180 —0.00175
—0.00185  —0.00407  —0.00951  —0.00514
—0.00745  —0.00347  —0.00399  —0.00497
—0.00446  0.00695 0.00583 0.00277
—0.00438  —0.00294  0.00587 —0.00048
—0.00191  0.00269 0.00182 0.00087
—0.00142  —0.00157  0.00747 0.00149
—0.00774  —0.00608  —0.00536  —0.00639
0.00444 —0.00314  —0.00869  —0.00246
- - - 0.00334
- - - 0.00167
—0.00181
- - - 0.00255
- - - 0.00188
- - - 0.00101
- - - 0.00111
- - - 0.00358
- - - 0.00128
- - - 0.00250
- - - 0.00301
- - - —0.00177
- - - 0.00281
- - — —0.00169
- - — —0.00179

Peppers color

Airplane color

House color

Baboon grayscale

Peppers grayscale

Airplane grayscale

House grayscale

Fishing boat

O<IU<IU<IU<IU<IU<IU<IU<IU
|
|
|

Table 11: Correlation coefficient of adjacent pixels comparison with related study

Image Method Color channel Direction
H \% D
Baboon [44] Red 0.0001 0.0136 —0.0049
Green 0.0017 —0.0006 0.0025
Blue 0.0002 —0.0001 0.0054
Proposed Red —0.0074 0.0028 —0.0030
Green 0.0002 —0.0011 —0.0080
Blue 0.0028 —0.0050 0.0076
Peppers [44] Red 0.0003 —0.0129 0.0011
Green 0.0364 0.0126 0.0029
Blue 0.0052 0.0003 —0.0011

(Continued)
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Table 11 (continued)

Image Method Color channel Direction
H v D
Proposed Red —0.0066 —0.0019 —0.0075
Green —0.0005 —0.0041 —0.0035
Blue 0.0018 —0.0095 —0.0040
Baboon [24] Grayscale 0.0251 0.0040 0.0231
[32] Grayscale 0.0035 —0.0006 0.0030
Proposed Grayscale 0.0033 0.0017 —0.0018
Peppers [24] Grayscale 0.0044 0.0077 0.0067
[32] Grayscale —0.0013 0.0001 0.0018
Proposed Grayscale 0.0026 0.0019 0.0010
Airplane [24] Grayscale 0.0269 0.0196 0.0260
Proposed Grayscale 0.0011 0.0036 0.0013
Fishing boat [24] Grayscale 0.0041 0.0011 0.0113
[32] Grayscale 0.0034 —0.0011 0.0001
Proposed Grayscale 0.0028 —0.0017 —0.0018

The r analysis results presented in Table 10 show that the proposed encryption method successfully
reduces the correlation between neighboring pixels in various directions (H, V, and D) to near zero.
This low correlation indicates that the encryption algorithm effectively randomizes the pixel values,
breaking predictable patterns in the original image. For example, in the colored “Baboon” image, the
average correlation values for the horizontal, vertical, and diagonal directions are around —0.00146,
indicating a very low correlation and close to zero.

Comparison with other studies in Table 11 shows that the proposed method is superior or
comparable to related studies. For example, for the colored “Peppers” image, the proposed method
produces a correlation of —0.0066 in the horizontal direction for the red color channel, which is
lower than the method from Reference [44], which produces a value of 0.0003. This confirms that
the proposed algorithm can better break the correlation between pixels, thereby improving the level
of encryption security. For grayscale images, the proposed results also show good performance. For
example, in the grayscale “Baboon” image, the proposed method produces a correlation value of
—0.0018 in the diagonal direction, lower than the Reference [24], achieving a correlation value of
0.0251. This indicates that the proposed method is more effective in removing the relationship between
neighboring pixels in grayscale images.

4.5 Key Sensitivity Analysis

Key Sensitivity Analysis measures how small changes to the encryption key affect the encrypted
output, ensuring that a minimal change to the key will significantly change the encrypted data. This
sensitivity is important to the security of an encryption system, as it ensures that an attacker cannot
gain meaningful information by attempting to change the key by a small amount. In sensitivity testing,
specifically decryption, the goal is to decrypt an encrypted image using a slightly changed key. The
expectation is that the decryption process will fail entirely if the wrong key is used, and the resulting
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decrypted image will appear as random noise, emphasizing the dependence on the correct key for
successful decryption. A sample of key sensitivity testing results is shown in Fig. §.

(b) (c) (d)

Figure 8: Sample key sensitivity analysis test (a) Original image; (b) Encrypted image; (¢) Decrypted
image with correct key; (d) Decrypted image with 1-bit difference in key

Based on the Key Sensitivity Analysis results presented in Fig. 8, it can be seen that the proposed
encryption method has excellent key sensitivity. The original image (Fig. 8a) is transformed into an
encrypted image (Fig. 8b), which visually looks like random noise. The original image can be perfectly
recovered when the correct key is used for decryption (Fig. 8c). However, when the key used differs by
only 1 bit (Fig. 8d), the decryption result becomes random noise, indicating that this method is very
sensitive to small changes in the key. These results indicate that the proposed encryption algorithm
strongly depends on the correct key because even a small 1-bit change in the key results in a complete
failure in the decryption process. This ensures the encryption system is highly secure because attacks
based on small key changes will not succeed.

4.6 Robustness Analysis

Robustness Analysis is an important assessment to evaluate the strength and reliability of image
encryption algorithms, especially when facing common perturbations such as noise or compression.
This analysis aims to determine how well the encryption system maintains the integrity of the
encrypted data, ensuring that minor perturbations during transmission or storage do not compromise
the decryption process. The Robustness Analysis process typically involves applying various types
of noise, such as Gaussian noise, salt-and-pepper noise, JPEG compression or crop attacks, to the
encrypted image. These perturbations simulate real-world scenarios, such as transmission errors or
image compression, common in communication and storage systems. After applying the perturbations,
the algorithm’s resilience is evaluated by attempting to decrypt the corrupted image. Ideally, the
decryption process should still produce the original image with minimal loss of information, indicating
the system’s resilience. Fig. 8§ shows several experimental results of image decryption after an attack
on the encrypted image.

Based on the Robustness Analysis in Fig. 9, the proposed encryption method is resilient to noise,
cropping, and JPEG compression disturbances. In the test with salt-and-pepper noise of 0.05 (Fig. 92a)
and Gaussian noise of 0.05 (Fig. 9¢), the decrypted images (Fig. 9b.d) can still be recovered well.
However, there are some acceptable artifact distortions. For the crop attack test with the size of 200
x 200 pixels (Fig. 9¢) and 400 x 400 pixels (Fig. 9g), the decrypted images (Fig. 9f,h) still retain most
of the visual information. However, the cropped part cannot be recovered, demonstrating resilience
in partial data loss scenarios. In the JPEG compression test with a quality (Q) of 75 (Fig. 91), the
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decrypted image (Fig. 9j) still displays quite good quality with little visual degradation. Overall, this
method is robust against various disturbances, ensuring security and reliability in real-world situations
involving noise, cropping, and compression.

(h)

® 0

Figure 9: Robustness analysis (a) Applied salt-and-pepper noise (0.05) to the encrypted image; (b) The
decrypted image was obtained after applying salt-and-pepper noise (0.05) to the encrypted image; (c)
Applied Gaussian noise (0.05) to the encrypted image; (d) The decrypted image was obtained after
applying Gaussian noise (0.05) to the encrypted image; (e¢) Applied crop 200 x 200 to the encrypted
image; (f) The decrypted image was obtained after applying crop 200 x 200 to the encrypted image; (g)
Applied crop 400 x 400 to the encrypted image; (h) The decrypted image was obtained after applying
crop 400 x 400 to the encrypted image; (i) Applied JPEG compression (Q = 75) to the encrypted image;
() The decrypted image was obtained after applying JPEG compression (Q = 75) to the encrypted
image
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5 Conclusion

This paper presented a comprehensive approach to secure image communication by integrating
quantum key distribution (QKD) with hyperchaotic encryption techniques, overcoming limitations in
existing hyperchaos-based encryption systems. The proposed system utilizes the B92 QKD protocol
for the secure distribution of encryption keys, ensuring the protection of the key exchange process.
Additionally, the Hyper 3D Logistic Map (H3LM) was employed to enhance the encryption of
plaintext images, providing strong diffusion and confusion properties necessary for a robust encryption
mechanism. Unlike previous methods, H3LM extends the chaotic behavior by ensuring higher
complexity and sensitivity to initial conditions, resulting in better security. Our method demonstrated
high sensitivity to key variations, ensuring that even minimal changes in the encryption key result in
complete decryption failure, thereby enhancing security. Moreover, the system proved resilient against
common attacks, including noise (salt-and-pepper, Gaussian), cropping, and JPEG compression.
These results suggest that the combined quantum and hyperchaotic approach secure key distribution
and ensure the integrity of the encrypted image under real-world perturbations.

This work fills gaps in the literature by combining quantum key distribution with chaotic encryp-
tion, addressing the predictability issues seen in earlier hyperchaos-based systems. The contributions
of this work are twofold: first, the combination of quantum key distribution with a hyperchaotic
encryption system offers a dual-layer security model, securing both key exchange and the encryption
process; second, the proposed system was shown to be resistant to various forms of attack, making it
suitable for applications where the integrity and confidentiality of sensitive image data are paramount.
Future work will explore extending this approach to other forms of data and further optimizing the
hyperchaotic system for enhanced computational efficiency.
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