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ABSTRACT

Detecting malware on mobile devices using the Android operating system has become a critical challenge in the
field of cybersecurity, in the context of the rapid increase in the number of malware variants and the frequency of
attacks targeting Android devices. In this paper, we propose a novel intelligent computational method to enhance
the effectiveness of Android malware detection models. The proposed method combines two main techniques: (1)
constructing a malware behavior profile and (2) extracting features from the malware behavior profile using graph
neural networks. Specifically, to effectively construct an Android malware behavior profile, this paper proposes
an information enrichment technique for the function call graph of malware files, based on new graph-structured
features and semantic features of the malware’s source code. Additionally, to extract significant features from the
constructed behavior profile, the study proposes using the GraphSAGE graph neural network. With this novel
intelligent computational method, a variety of significant features of the malware have been effectively represented,
synthesized, and extracted. The approach to detecting Android malware proposed in this paper is a new study
and has not been explored in previous research. The experimental results on a dataset of 40,819 Android software
indicate that the proposed method performs well across all metrics, with particularly impressive accuracy and recall
scores of 99.03% and 99.19%, respectively, which outperforms existing state-of-the-art methods.
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1 Introduction
1.1 Challenges and Difficulties in Detecting Android Malware

According to statistics in the fourth quarter of 2023, Android is the most popular mobile operating
system, accounting for about 70.4% of the mobile operating system market share worldwide [1].
Because of its popularity and open-source properties, the Android operating system is also a primary
target for most mobile malware [2]. According to a report by Kaspersky [3], 8,346,169 malware attacks
were detected and prevented on Android devices in the third quarter of 2023. Android malware often
disguises itself as benign applications, allowing it to bypass the filtering or review mechanisms of the
Google Play Store and other third-party application markets such as Huawei, Amazon Appstore, and
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APKMirror. After successfully deceiving users into installing the malicious application, the malware
proceeds to steal sensitive information and gain unauthorized control over their devices. As a result,
the challenge of effectively detecting Android malware has become a pressing concern for researchers
today.

There are three primary approaches to detecting Android malware: (1) signature-based detection,
(2) behavior-based detection, and (3) machine learning-based detection. Signature-based methods rely
on a sequence of bytes extracted from known malware files to create a unique signature for detection.
The main advantage of this approach is its high accuracy in identifying known malware samples.
However, it is limited by its inability to detect new or previously unknown malware variants. Behavior-
based methods require file execution in a monitored environment, where behaviors will be captured
and examined to classify the file as benign or malware. This method has the advantage of being able
to detect zero-day malware or unknown malware, but the disadvantage of this method is that it is
complex and requires a lot of computing resources.

Recently, machine learning-based malware detection methods have been promising solutions for
detecting new malware samples and adapting to the rapid evolution and diversification of malware
[4]. Based on the extracted features, this method employs a classifier to determine whether a file is
malware or benign. Thus, it can be seen that features are considered important factors that determine
the performance of machine learning-based malware detection methods. There are three primary
types of features commonly used in machine learning models for malware detection: static features,
dynamic features, and hybrid features. According to our survey, recent research often relies on static
features because they do not require application execution, thereby conserving resources and reducing
computational overhead while still achieving effective malware detection performance.

Among static features, features based on function call graph (FCG) have recently been widely used
and have shown high efficiency in detecting malware because this graph structure has good represen-
tation ability. The relationships between components in the file also provide a lot of information about
the function and behavior of the file to be analyzed. An FCG is a directed graph where each node rep-
resents a function, and each directed edge represents a function-calling relationship in the program file.
Based on the constructed FCG, various graph data mining techniques, such as Graph Convolutional
Networks (GCN), Graph Attention Networks (GAT), Deep Graph Convolutional Neural Networks
(DGCNN), and Topology Adaptive Graph (TAG), are employed to extract significant features from
the FCG. These features are then used as inputs for machine learning and deep learning classifiers to
detect malware.

When surveying and evaluating recent approaches to Android malware detection, we identified
several issues in need of improvement, as outlined below:

(1) Method for Representing and Synthesizing Android Malware Features: Malicious application
files are typically decompiled into Smali code for analysis. Subsequently, the FCG representation
technique is employed to model the functions and their interrelationships within the source code.
Next, this graph data will be synthesized and feature extracted by graph neural networks. However,
this approach can lead to the loss of crucial and meaningful features of Android malware, which can
reduce the effectiveness of prediction models. Therefore, it is necessary to have methods to enrich and
highlight important and meaningful information from the components in the FCG.

(2) Feature Extraction Method from Graphs: Recent studies often employ various graph neural
networks, such as GCN [5,6] and GAT [7,8], to extract features from FCG-based Android malware.
Although these techniques have shown promising results, we recognize that to effectively apply a graph
neural network for feature extraction, it is essential to first understand and analyze the structural
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properties of the graph. This step is crucial for selecting the most appropriate GNN model; otherwise,
critical information may be overlooked during the graph embedding process, which could reduce the
effectiveness of the classification models.

1.2 Propose a Solution

To address the two problems outlined above, this paper proposes a new approach that combines
multiple intelligent computing techniques, as detailed below:

(1) To address the issue of the “Method for Representing and Synthesizing Android Malware
Features”, this paper proposes a new technique for constructing a malware behavior profile. First,
the application file is decompiled and represented as a FCG. Next, the nodes within the FCG are
enriched with meaningful features to enhance their informational content. Based on the analysis
of functions and function-call relationships in the decompiled source code, we recognized several
important features that have either been neglected or not effectively combined in previous studies.

Firstly, this paper proposes five graph-structured features to enhance the informational content
of the nodes in the FCG. These features include the in-degree measure, out-degree measure, closeness
measure, Katz measure, and clustering coefficient measure. These features are crucial as they represent
both the structural properties of the FCG and the importance of each function within the application
file. Incorporating these five structural features into the nodes will improve the ability of graph neural
networks to perform effective graph representation learning.

Secondly, each node in the FCG represents a function within the application file; however,
these functions are not independent but are defined within specific classes and packages. Moreover,
functions with the same name but defined in different classes or packages may have different
functionalities. Therefore, a method that relies only on embedding function names and using these
embeddings as node features may lead to the loss of critical information. This paper proposes a more
comprehensive semantic representation method for the FCG nodes by considering the semantics of
function names, class names, and package names. These semantic features are obtained using the
Word2vec embedding method.

Thus, to enhance the information for the FCG nodes, the paper proposes combining both graph-
structured features and semantic features of function names, class names, and package names.

(2) To address the issue of “Feature Extraction Method from Graphs”, this paper proposes using
a new graph neural network called GraphSAGE to efficiently extract behavior profiles represented as
graphs. This advanced graph neural network offers several superior advantages over traditional neural
networks.

1.3 Contributions of This Paper

Some scientific contributions of this research include:

(1) Proposing a new model for detecting Android malware. This model is based on advanced
computational techniques to improve the effectiveness of Android malware detection and prediction.

(2) The paper proposes a new method for constructing malware behavior profiles. Specifically, it
introduces a technique to enrich the information of nodes in the FCG by combining five new graph-
structured features with semantic features related to function names, class names, and package names.

(3) Proposes the use of GraphSAGE for the task of extracting features from behavioral profiles
represented as graphs.
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2 Related Works

This section surveys the studies most closely related to our work. In the problem of detecting
Android malware based on machine learning, the features used to detect malware include: static
features, dynamic features, and hybrid features.

2.1 Static Features

Static features are obtained through static analysis of APK files without having to execute the files.
Static features commonly used to identify Android malware include permissions [9,10], intent actions
[11,12] and APIs [13–15].

Permissions are important in the Android operating system’s security policy, determining what
applications can do and access the resources. Permissions are extracted directly from the AndroidMan-
ifest.xml file. In Reference [9], 22 significant permissions were extracted and subsequently used with
a Support Vector Machine (SVM) classifier, resulting in malware detection accuracy of over 90%. In
Reference [10], a method was proposed to select the most critical permissions based on linear regression
instead of all permissions. Experimental results showed that this method achieved an F1 score of
96.1%. However, the approach relying solely on permission features has limitations, as some malware
does not need to request sensitive permissions to perform unauthorized actions [16]. Additionally,
the malware detection system can be compromised if someone deliberately creates disturbances by
declaring numerous permissions in the AndroidManifest.xml file. At the same time, the program’s
source code does not use functionalities related to these permissions [17].

Intent actions describe the abstract actions that an application intends to perform. This feature can
describe sensitive features of malware; however, it is often used in combination with other features to
enhance malware detection effectiveness [11,12]. In Reference [11], a solution combining intent action
features and permission features was proposed, with experimental results showing a malware detection
rate of 95.5%, which is more effective than using only intent action features, which had a detection rate
of 91%. In Reference [12], a combination of permission features and intent action features extracted
from APK files was also used, achieving a detection accuracy of 99.8%. However, they used a relatively
small experimental dataset with only 1745 APK files.

API calls are also commonly used features in Android malware detection because to interact
with Android devices, such as performing actions like reading and writing files, retrieving device
information, accessing SMS, contacts, camera, etc., need API calls. Therefore, API calls can reflect
the behavior of malware. In Reference [17], a method was proposed that uses only a subset of APIs
frequently used by malware as features to distinguish between malware and benign applications.
However, this approach has the drawback of requiring continuous retraining of the model due to
the constant changes in Android API versions and the evolution of malware. Additionally, the feature
vector can be large and sparse because each version of the Android operating system provides around
32,000 API functions for application developers to use, which can introduce noise and reduce the
effectiveness of malware detection. To address these drawbacks, Reference [14] proposed an alternative
approach by abstracting individual API functions prone to changes to higher levels such as family,
package, and class levels and modeling the sequence of these abstract API calls as Markov chains to
capture malware behavior. However, this approach is ineffective when many different API functions at
the same abstraction level have completely different functionalities. Additionally, this method cannot
capture API functions when changing package names. In Reference [15], a more advanced method
was proposed by clustering APIs based on their semantic distances. They designed API sentences to
summarize the important features of APIs and then used the BERT model to extract the semantics of
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the API sentences. This approach allows their model to effectively handle changes in package names,
class names, and API function names across different Android operating system versions.

In addition to the traditional static features considered above, recent research has paid more
attention to static features represented in graph form because the graph data structure can model the
relationships between objects. Component in Android application files and provides more information
about how the application works. There are many different types of graph-based features. Still, in our
opinion, FCG features are often used because this representation can represent functions and purposes
application goals and shows how functions in an application interact with each other. In FCG, each
node represents a function, and each directed edge represents the function-calling relationship in the
application program. In Reference [18], FCGs are extracted from APK files using the Androguard
tool. Each node in the FCG is assigned a feature vector related to the opcode list and the API packet
list. They proposed a node balancing technique to address the imbalance of the number of nodes
between benign FCGs and toxic FCGs. Next, the FCGs are fed into graph neural networks (GNNs)
to embed the graph and obtain a feature vector for each APK application. Experimental results show
that the detection accuracy reaches 92.29%. However, their node representation method only considers
the existence of opcodes and API functions but ignores the semantic information of API functions
and opcode strings. In addition, their node balancing technique can eliminate many important data
samples for malware detection. In Reference [19], a method is proposed to add information to the
nodes of FCG by extracting function features, including request permissions, security level, and code
features. Next, the function call graphs are fed into a GNN to generate the embedding vector; then
finally, the embedding vectors are classified using MLP. Experiments show that the F1 score is 8%
higher than other methods. In Reference [20], word embedding technique is applied to convert opcodes
from text to vector using the Skip-gram method. These embeddings are used as features for the nodes
in the FCG; next, a GNN is applied to embed the graph into a feature vector. To classify malware they
used a 2-layer MLP, which experimentally showed a detection accuracy of 99.6%. In Reference [5], a
method is proposed to enrich node features in FCG using Word2vec. Specifically, the CBOW model
is employed to embed function names into feature vectors, which are then used to enhance the node
features. However, this approach has several limitations: First, for each APK file, a list of function
names is extracted in the order found in the decompiled source code and considered as a sentence in
natural language. This approach is ineffective if malware employs code obfuscation techniques such as
reordering the functions in the source code or changing function names. Second, relying solely on the
semantic features of function names leads to the loss of important information, as the same function
name may have different functionalities when defined in different classes and packages. Third, the
approach in the paper does not consider graph-structured features, which are crucial for enhancing
the effectiveness of GNNs. In Reference [21], a method is proposed to enrich the features of nodes
in the FCG by training two models based on Word2vec. Specifically, if a node represents a system
API function, the API2vec model is applied to embed the package name of the corresponding API.
Conversely, if the node represents a user-defined function, the Opcode2vec model is used to embed
the opcode sequence extracted from that function. Additionally, this study incorporates node degree
as weights for the feature vectors of the nodes. However, this approach is limited because it only
captures the semantic features of the package name, leading to the loss of important information since
the functions within the same package can have relatively different functionalities. Moreover, their
approach requires considerable time to extract opcode sequences from the functions. In Reference [22],
a method is proposed that combines pretrained CodeBERT and TextCNN models to embed opcode
sequences from functions into vectors, thereby enriching the features of the corresponding nodes in
FCG. However, this approach has several limitations: First, it does not consider graph-structured
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features. Second, it relies on the large language model CodeBERT, which was trained on an incomplete
dataset. As a result, this model may not fully capture the semantic features of opcode sequences from
Android applications that are not present in the pretrained dataset.

2.2 Dynamic Features

Besides static features, dynamic features are often used in Android malware detection models
based on machine learning. Dynamic features are obtained through dynamic analysis, which means
executing APK application files in a simulated environment or actual device and then collecting
and extracting features representing application behavior during execution. Although this method
has the disadvantage of consuming time and resources, it helps better understand the behavior
of malware, especially malware that uses code obfuscation techniques or dynamic code loading
techniques. Common dynamic features include system calls, network operations, and inter-component
communication intents.

System calls are a feature commonly used to detect malware because they represent the applica-
tion’s interactions with the device. In Reference [23], a method is proposed to collect system call traces
of all benign and malware applications at runtime and then consider the frequency of system calls made
by each application as a set of features in classifying applications as malware or benign. However,
experimental results show that the accuracy is not high. Specifically, the detection accuracy with
Decision Tree (DT) and Random Forest algorithms is 85% and 88%, respectively. In Reference [24], a
method to detect malware based on the features of system calls and API function calls was proposed,
and the test results achieved an accuracy of 96.66%. However, their approach fails to monitor malware
behavior in some cases, such as when an application fails to connect to the Internet. The model stops
executing the application without collecting any additional information.

Malware detection models based on system calls face limitations with malware that employs
system call obfuscation techniques. In Reference [25], a dynamic feature set based on method calls and
inter-component communication intents was proposed. With these new features, their detection model
demonstrated effectiveness in identifying malware that uses a system called obfuscation techniques.

Network activities are also an important feature in malware detection because in order to steal
private information or download additional malware, the malware application needs to go through
network activities. In Reference [26], a malware detection model was proposed based on analyzing
network traffic when the application executes, specifically they used seven features including Average
Packet Size, Average Number of Packets Sent per Flow, Average Number of Packets Received per
Flow, Average Number of Bytes Sent per Flow, Average Number of Bytes Received per Flow, Ratio
of Incoming to Outgoing Bytes, Average Number of Bytes Received per Second, to train the Decision
Tree algorithm, experimental results for 98.4% detection accuracy. With a similar approach, Reference
[27] focused on analyzing TCP session flows in network traffic to extract important features such as the
duration of TCP sessions and the total number of packets uploaded or downloaded for each session.
TCP session, the average size of each uploaded or downloaded packet, etc., to train the detection
model.

In addition to the limitations of requiring large computational resources and computing power,
dynamic analysis methods also face challenges in collecting valid features because applications’
malware behaviors may not be triggered, or some malware may not execute malware behaviors in
simulated environments.
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2.3 Hybrid Features

Hybrid features combine static and dynamic features, which can provide a more comprehensive
description of malware behaviors. However, this fusion requires large computational resources and
computing power. In Reference [28], a mechanism for detecting malware is proposed by combining
three features: API calls, application permissions, and system calls. They used the Tree Augmented
Naive Bayes (TAN) classification algorithm, and the experimental results showed a detection accuracy
of 97%. In Reference [29], dynamic features such as system calls related to file and network operations
during application execution are combined with static features, including application permissions,
intent actions, suspicious and restricted APIs, application components, and required hardware com-
ponents. These features are used as input for the SVM classification algorithm, resulting in a detection
accuracy of 98.97%. In Reference [30], static features such as permissions and sensitive API calls
are extracted from the source code. Dynamic features such as network activities, file system access,
interaction with the operating system, etc., are extracted during application execution. All these
features are utilized in a machine learning classifier to classify applications as benign or malware.
In Reference [31], a CNN-Ensemble model is proposed that integrates static and dynamic features for
Android malware detection. Static features are obtained by converting DEX files into greyscale images,
processed by a CNN for extraction. Dynamic features are collected through dynamic analysis using the
Monkey and strace tools, capturing system call counts. These static and dynamic feature vectors are
concatenated and fed into a gradient boosting classifier for final prediction. In Reference [32], a hybrid
analysis method is proposed, where static features are obtained by converting malware binaries into
grayscale images for analysis with CNN-LSTM networks. Dynamic features are extracted, ranked, and
reduced using Principal Component Analysis. The approach integrates static and dynamic features,
which are then classified using various classifiers combined through a voting scheme.

In general, static, dynamic, and hybrid feature types have advantages and disadvantages. Still,
static features are often used in machine learning models to detect malware because this method does
not require application execution and saves resources and computational resources while still providing
good malware detection performance.

3 Proposed Model
3.1 Model Architecture

The overall architecture of our proposed Android malware detection model is shown in Fig. 1.

Details of the process and steps in our model are as follows:

(1) Android application dataset block: This includes malware and benign application files in
APK format. These files serve as the data for training and detecting Android malware.
(2) Constructing behavior profiles for application files block: As illustrated in Fig. 1, the process
of constructing behavior profiles for application files consists of three primary sub-blocks,
specifically as follows:

(a) Unzip and decompile block: Unzips APK files and decompiles them into Smali code
format, using the Androguard [33] tool.
(b) Building the FCG block: This block constructs the FCG from the decompiled source
code obtained in the previous block, using the Androguard tool.
(c) Enriching node features in the FCG block: This block enhances the node features in
the FCG by combining each node’s graph-structured features with the semantic features
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of function names, class names, and package names, obtained through natural language
processing techniques. The output of this block is FCGs with enriched node features.

(3) Feature extraction block: This block is responsible for extracting features from the behavior
profile of the application file using the GraphSAGE model. The output of this block is graph
embedding vectors.
(4) Android malware detection block: This block classifies benign and malicious APK files using
the Random Forest algorithm.

Figure 1: Architecture of the Android malware detection model

3.2 Method for Constructing Behavior Profiles

We observe that the FCG extracted from an APK file can model the relationships between the
components within the file and illustrate the program’s behavior. However, the initial FCG lacks
features to represent each node in the graph, which diminishes the effectiveness of graph neural
networks in extracting important features from the FCG. Furthermore, this limitation leads to the loss
of crucial and meaningful information about the program’s source code. Therefore, in this section, we
propose a method for enriching the information in the FCG by enhancing the node features through
a combination of graph-structured features and semantic features of function names, class names, and
package names.
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3.2.1 Proposed Graph-Structured Features for Nodes

FCG is a directed graph, and as such, it inherits the properties of general graphs. According
to graph theory, nodes in a graph have features that reflect their different levels of importance. For
example, we can evaluate a node’s importance based on the number of direct connections it has
with neighboring nodes. Therefore, a node with more connections to other nodes is considered more
important than nodes with fewer connections. In a FCG, a function that is called by many other
functions may indicate a central access point for malware, suggesting that this function is a critical
part of the malware and is often used to execute harmful actions.

There are several metrics to measure the important role of each node within the graph structure. In
this study, we propose using four measures to express the role of nodes, including in-degree, out-degree,
closeness, and Katz measures. In addition, to capture the community structure or clustering features
around a node, we use the clustering coefficient measure. These five proposed node features will help
graph neural networks more effectively learn and represent the graph structure. Detailed descriptions
of the proposed measures are as follows:

- In-degree measure [34]: The in-degree measure of a node reflects the number of incoming edges
from neighboring nodes to the node. The formula to calculate the in-degree measure of a node in the
normalized form is as follows:

Min−D (v) = din(v)
N − 1

, (1)

where N is the number of nodes in the graph, din(v) is the number of incoming edges of node v.

- Out-degree measure [34]: The out-degree measure of a node represents the number of outgoing
edges from the node to its neighboring nodes. The formula to calculate the out-degree measure of a
node in the normalized form is as follows:

Mout−D (v) = dout(v)
N − 1

, (2)

where N is the number of nodes in the graph, dout(v) is the number of outgoing edges of node v.

- Closeness measure [34]: The closeness measure of a node represents the average length of the
shortest paths from the node to all other nodes in the graph. The formula to calculate the closeness
measure of a node in the normalized form is as follows:

MC (v) = N − 1∑
u d(u, v)

, (3)

where N is the number of nodes in the graph, d(u, v) is the shortest path distance from node u to node v.

- Katz measure [35]: The Katz measure is a general degree measure that incorporates the
importance of neighboring nodes. The Katz measure of a node calculates the influence of a node
in the graph by measuring the number of neighbors and all other nodes in the network connected to
the node under consideration through these neighbors. The formula to calculate the Katz measure of
a node in the normalized form is as follows:

MK (v) = α
∑

u
ATMK (u) + β, (4)

where A is the adjacency matrix of the graph with eigenvalues λ, AT is the transpose matrix of A. α

and β are constant, where the value α is usually chosen to satisfy the condition 0 < α <
1

λmax

(λmax is

the largest eigenvalues of matrix A).
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- Clustering coefficient measure [36]: The clustering coefficient of a node measures the level
of interconnectedness among its neighboring nodes. Therefore, it reflects the level to which these
neighbors form clusters around the node under consideration. The formula to calculate the clustering
coefficient of a node in the normalized form is as follows:

MCC (v) = |{ezu}|
kv(kv − 1)

: z, u ∈ Nv, ezu ∈ E, (5)

where Nv is the set of neighbor nodes of v, kv is the size of the set Nv, ezu is the edge connecting node z
and u.

Thus, in this paper, to enrich the graph-structured information in the FCG, each node v will be
enhanced with a feature vector defined as follows:

mv = [Min−D (v), Mout−D (v), MC (v), MK (v), MCC (v)], (6)

3.2.2 Proposed Semantic Features for Nodes

Each node in the FCG represents a function in an Android application file. A function’s name
can provide information about its functionality. This meaningful information should be represented
as vectors and utilized to enrich the nodes in the FCG. For example, function names such as
“sendTextMessage”, “getDeviceId” and “onConfigurationChanged” describe meaningful informa-
tion about their respective functionalities. Furthermore, in an Android application, each function is
defined within a specific class and package, thereby establishing a semantic relationship between the
function name, class name, and package name. Moreover, functions defined within the same class
or package generally exhibit greater similarity compared to functions defined in different classes or
packages. Additionally, it is clear that functions with the same name but located in different classes or
packages may have different functionalities.

Previous studies have often focused on representing the semantic features of function names
without considering the class and package in which the function is defined. This approach can result
in a loss of contextual information regarding the function’s relationship with its class and package.
Furthermore, this method has the drawback that malware employing code obfuscation techniques
can easily alter function names to bypass detection models.

This paper proposes a method for representing the semantic features of package names, class
names, and function names using natural language processing techniques. These semantic features
are then used to enrich the information of the nodes in the FCG. Our approach has the advantage of
incorporating the semantics of functions in relation to the class and package in which they are defined.
This addresses the issue of contextual information loss and performs effectively against malware
using code obfuscation techniques, such as function renaming. Although function names can be easily
changed, altering the class and package names is more challenging. As a result, the semantic features
of the function are maintained when considered within the context of its class and package.

Word2vec [37] is an effective method for representing words in natural language as low-
dimensional vectors, where semantically similar words are positioned close to each other in the vector
space. Building on this idea, we treat package names, class names, and function names as words in
natural language and apply the Skip-gram model [38,39] to embed these entities and obtain their
corresponding feature vectors. In this paper, we use the Skip-gram model instead of CBOW [38]
because the Skip-gram model is better suited for learning representations of less common words. In
the context of malware detection, many rare and infrequent package names, class names, and function
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names can play a crucial role in identifying malicious behavior. The Skip-gram model effectively
embeds these infrequent names into the vector space.

Fig. 2 illustrates the architecture of the embedding model for package names, class names, and
function names. First, each application file in the dataset is unzipped and decompiled. Next, package
names, class names, and function names are extracted to construct sentences. Note that in a sentence
s1= {p1, c1, f 1}, the function f 1 is defined within the class c1, and the class c1 belongs to the package
p1. Fig. 3 illustrates a list of sentences extracted from an Android application file. Thus, for each
application file, a list of sentences is extracted. Next, we construct a corpus by combining all the
sentence lists from the application files. Using the Skip-gram method, we train a fully-connected neural
network to embed each package name, class name, and function name into an N-dimensional vector.
During training, each object name is represented as a one-hot vector with V dimensions, where V is
the size of the vocabulary. The goal of training the Skip-gram model is to maximize the probability
of predicting context words based on a given target word. For a sequence of words {w1, w2, . . . , wK}
and a window size of 2m + 1, the objective function can be expressed as the average log probability as
follows:

J (w) = 1
K

∑K

t=1

∑
−m≤j≤m

log P(wt+j|wt), (7)

P(wt+j|wt) is defined as follows:

P
(
wt+j|wt

) =
exp(eT

wt+j
ewt)

∑V

i=1 exp(eT
wi

ewt)
, (8)

here ewt+j , ewt is the vector representation of wt + j and wt. P(wt+j|wt) is defined by the softmax function.

Figure 2: Architecture of the embedding model for package, class, and function names
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Figure 3: Illustrates the list of sentences extracted from an application file

For each node v in the FCG, let epackage(v), eclass(v), and efunction (v) denote the embedding vectors
for the package name, class name, and function name associated with node v, respectively. These
embedding vectors are obtained from the output of the trained Skip-gram model, as illustrated in
Fig. 2. To enrich the semantic information of package names, class names, and function names in the
FCG, each node v will be enhanced with a feature vector obtained by averaging the embedding vectors
for the package name, class name, and function name, as defined below:

ev = Average
(
epackage (v), eclass (v), efunction (v)

)
, (9)

3.2.3 Combining Graph-Structured and Semantic Features for Nodes

To comprehensively capture both graph-structured and semantic features, each node v in the FCG
is enriched with a feature vector xv, defined as follows:

xv = mv||ev, (10)

where mv is the graph-structured feature vector of node v defined by Eq. (6), ev is the semantic feature
vector of node v defined by Eq. (9), and || denotes horizontal concatenation.

Accordingly, the FCG with each node v represented by the feature vector xv forms the behavior
profile of the APK application file.

3.3 Methods for Extracting Features from Behavior Profiles

As mentioned above, the behavior profile of each APK application file is represented as an
FCG, including important information: graph structure, node properties, and connections between
nodes. However, traditional classification models such as RF, DT, SVM, etc., cannot work with non-
Euclidean data. To address this issue, we propose to use graph neural networks to learn features from
behavior profile, or in other words, to embed the behavior profile into a feature vector. There are many
graph neural network models used in this task, specifically in studies [7,18,40,41] that used GCN,
DGCNN, GAT, and TAG to embed graphs. In this paper, we propose using the GraphSAGE model
for extracting features from behavior profiles.

3.3.1 Introducing the GraphSAGE Model

The GraphSAGE network is a spatial graph neural network introduced in Reference [42], and it is
a type of graph neural networks. Graph neural networks are currently widely applied in various fields,
including link prediction [43], node classification [44], community detection [45], graph classification
[46], and graph embedding [47].

The GraphSAGE model consists of convolutional layers. On each convolutional layer, each node
will create a message and spread it to its neighboring nodes. Next, the model aggregates the messages
received from neighboring nodes. Finally, the node embedding vector of each node will be calculated by



CMC, 2024, vol.81, no.3 4383

combining the information of the neighbors and the previous embedding results of this node. So, it can
be seen that GraphSAGE operates based on the mechanisms of message propagation and aggregation.
Eq. (11) below represents the node embedding process at a convolutional layer in the GraphSAGE
model.

h(l)
v = σ

(
W (l).concat

(
h(l−1)

v , aggregate
({

h(l−1)

u , ∀u ∈ N (v)
})))

, (11)

h(l)
v = norm

(
h(l)

v

)
, (12)

in there:

• W (l): weight matrix used for each layer of the model.
• N(v): set of neighbors of node v.
• aggregate: the function used to combine messages from neighboring nodes.
• σ : the activation function.
• norm: the normalization function.
• h(l)

v : the feature vector of node v in layer l.
• h(0)

v = xv.
• xv: the feature vector of node v, as defined in Eq. (10).

Typically, the following parameters are commonly used: aggregate = mean, σ = ReLu,

norm
(
h(l)

v

) = h(l)
v

||h(l)
v ||2

).

3.3.2 Proposed GraphSAGE Architecture for Extracting Features

We propose the GraphSAGE network architecture, as shown in Fig. 4 below, to apply the
GraphSAGE model for extracting features from the behavior profile of the application file.

Figure 4: The GraphSAGE model architecture for graph feature extraction

From Fig. 4, we see that there are two main components used in the GraphSAGE model, including
two GraphSAGE layers and a Readout layer. The process of extracting features from the FCG graph
is as follows:

- The input to the GraphSAGE model is an FCG graph with node features. Specifically, the model
receives an adjacency matrix A as input to represent the graph structure and a feature matrix X in which
each row is a feature vector of a node.

- In the two convolutional layers, the SAGEConv1 and the SAGEConv2, feature updates will be
performed on each node according to the propagation and aggregation rules shown in Eq. (11). The
output of the GraphSAGE layers is the node embedding vector of each node.

- In the Readout step, the node embedding vectors of all nodes will be combined to create the
graph embedding vector, which is considered the result of the FCG graph feature extraction process.
The pooling operations typically used are mean, sum, or max; in this model, we use max pooling.
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3.4 Method to Detect Android Malware

Supervised machine learning algorithms can be used to classify the feature vectors obtained from
the behavior profile feature extraction block for Android malware detection. Specifically, we propose
to use a basic and popular machine learning algorithm for the classification task, algorithm RF.
The RF algorithm has shown its effectiveness when used in our model compared with some other
traditional classification algorithms such as SVM and DT, and the experiments of this paper also
prove RF for file classification results with high and stable measurements.

4 Experiment and Evaluate
4.1 Experimental Dataset and Environment

In this study, we use a large dataset with 40,819 APK files, including 20,406 benign files and
20,413 malware files. The benign application files were obtained from Androzoo [48] and the malware
application files were obtained from Virusshare [49], and all these files were collected from January
2018 to December 2023. To ensure the dataset’s reliability, all APK files were verified and labeled using
the VirusTotal API. Details of the experimental dataset are shown in Table 1 below.

Table 1: Summary statistics of the experimental datasets

Class Dataset Date range Number of samples

Malware Virusshare 2018.01–2023.12 20,413
Benign Androzoo 2018.01–2023.12 20,406

The dataset is divided into 80% used for model training and 20% used for validation.

All experiments were conducted on a server with the following environment: (1) Operating
system: Linux-5.15.154-x86_64 × 86_64-with-Ubuntu-22.04; (2) GPU: Tesla T4-PCIE-16 GB (×2);
(3) Software installs: Python 3.10.14, PyTorch 2.4.0, and Dgl 2.0.0.

4.2 Evaluation Criteria and Scenarios

4.2.1 Evaluation Criteria

To evaluate the effectiveness of the model, we use four metrics described below:

- Accuracy: The ratio between the number of correctly classified samples and the total number of
samples. Accuracy is calculated according to the following formula:

accuracy = TP + TN
TP + TN + FP + FN

× 100%, (13)

- Precision: The ratio between the number of samples correctly predicted positive and the total
number of samples predicted positive (including correct and incorrect predictions). A high Precision
value means the model can predict malware samples accurately and is less likely to be confused with
benign samples. Precision is calculated according to the following formula:

precision = TP
TP + FP

× 100%, (14)



CMC, 2024, vol.81, no.3 4385

- Recall: The ratio between the number of correctly predicted positive samples and the total
number of malware samples. A high Recall value means the model can detect more malware cases.

recall = TP
TP + FN

× 100%, (15)

- F1 score: The harmonic average between precision and recall measures. A high F1 value shows
that the model performs well in detecting malware.

F1 = 2 × precision × recall
precision + recall

. (16)

In there: TP—True Positive: Number of malware files correctly classified; FN—False negative:
Number of malware files classified as benign files; TN—True negative: Number of benign files
classified correctly; FP—False Positive: Number of benign files classified as malware files.

4.2.2 Evaluation Scenarios

In this paper, to evaluate the effectiveness of the proposed method, we conducted the following
experimental scenarios:

- Scenario 1: Testing and evaluating the proposed model based on changing some parameters in
the model.

- Scenario 2: Evaluating the effectiveness of the GraphSAGE graph embedding method by
comparing it with other graph embedding methods such as GCN, GAT, and TAG.

- Scenario 3: Evaluating the effectiveness of the RF classification algorithm. In this scenario, the
paper will replace the RF algorithm with other classifiers, such as SVM and DT. Besides, we also
conducted an additional situation without using machine learning algorithms for classification but
using the classification model in the GraphSAGE model.

- Scenario 4: Comparing and evaluating our proposed method with several other studies on the
same experimental dataset.

4.3 Experimental Results

4.3.1 Experimental Results According to Scenario 1

As mentioned above, in this experimental scenario, we evaluated the effectiveness of our proposed
model for classifying malware and benign files. The results in Scenario 1 are shown in Table 2 below.
In the table, the best results for the model using the proposed enriched node features are highlighted
in bold, while the best results for the model without these features are highlighted in red and bold.

From Table 2, it can be seen that changing the number of layers of GraphSAGE and the number
of trees in the RF algorithm yields different results for our proposed model. With 2 layers of the
GraphSAGE and 100 trees in the RF algorithm, the proposed malware detection model achieves the
highest performance across most metrics, specifically accuracy = 99.03%, precision = 98.87%, recall =
99.19%, and F1 = 99.03%. The results in Table 2 also show that although the number of trees changes
rapidly from 10 to 100 and the number of the GraphSAGE layers changes from 1 to 3, the metrics do
not vary significantly. Specifically, the differences between the best and worst results for each metric
are as follows: accuracy varies by 0.5%, precision by 0.98%, recall by 0.49%, and F1 score by 0.51%.
These differences indicate that the RF algorithm provides good and stable classification performance
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despite changes in the number of trees. Additionally, this demonstrates the stability of the GraphSAGE
embedding algorithm.

Table 2: Comparison of application file classification with and without proposed enriched node
features

Approach Number of
GraphSAGE
layers

Parameters of the RF
algorithm

Accuracy Precision Recall F1

File
classification
with proposed
features

1 Number of trees = 10 98.82 98.45 99.18 98.82
Number of trees = 50 98.92 98.87 98.97 98.92
Number of trees = 100 99.03 98.92 99.14 99.03

2 Number of trees = 10 98.53 97.94 99.11 98.52
Number of trees = 50 98.91 98.67 99.14 98.90
Number of trees = 100 99.03 98.87 99.19 99.03

3 Number of trees = 10 98.59 98.28 98.89 98.58
Number of trees = 50 98.73 98.53 98.91 98.72
Number of trees = 100 98.69 98.67 98.70 98.69

File
classification
without
proposed
features

1 Number of trees = 10 85.49 85.48 85.42 85.45
Number of trees = 50 85.14 85.97 84.50 85.23
Number of trees = 100 85.06 86.05 84.31 85.17

2 Number of trees = 10 85.15 85.48 84.86 85.17
Number of trees = 50 85.24 85.92 84.70 85.31
Number of trees = 100 85.14 86.02 84.47 85.24

3 Number of trees = 10 85.64 84.99 86.05 85.52
Number of trees = 50 85.22 85.95 84.64 85.29
Number of trees = 100 85.24 86.05 84.61 85.32

Moreover, the experimental results show that using our proposed features to enrich the nodes
of the FCG brings significant improvements compared to those without using the proposed features.
Specifically, the method using the features in our paper to enhance the FCG yields better results across
all metrics by 13.86% to 14.88%. The reason is that the additional features for the nodes in the FCG
provide both structural information about each node in the graph and semantic information related
to the package names, class names, and function names associated with those nodes. These important
pieces of information help graph neural network models understand the graph structure, distinguish
the importance of each node in the graph structure, and comprehend the semantics of the nodes in the
FCG, thereby enabling the neural network model to learn the most critical features of the FCG.

Fig. 5 below describes the experimental results in the form of a confusion matrix.

Fig. 5a presents the model’s confusion matrix results using the proposed features. In contrast,
Fig. 5b shows the confusion matrix results of the model without the proposed features, with the
parameters yielding the best results, as seen in Table 2. From Fig. 5a, it is evident that for malware
classification, the model using the proposed features correctly classifies 4038 out of 4071 malware
files, resulting in a correct classification rate of 99.19% and a false negative rate of only 0.81%. For
benign files, the model correctly classifies 98.88% of them, with a false positive rate of only 1.12%.
This can be considered a good classification result for the malware detection task.
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Figure 5: Confusion matrix of the best results for the approaches with and without the proposed
features

Comparing the confusion matrices in Fig. 5a,b, it can be seen that the model using the proposed
features significantly improves the detection of malware files compared to the model without these
features. Specifically, the model using the proposed features correctly detects 4038 out of 4071 malware
files, while the model without these features correctly detects only 3503 malware files. Thus, in terms
of enhancing the accurate detection of Android malware, the model we proposed (using the features to
enrich the FCG) performs significantly better than the model that does not use the proposed features.
Furthermore, from Fig. 5a,b, it is evident that the model using our proposed features only misclassifies
46 benign files as malware. In contrast, the model without these features misclassifies a much larger
number of benign files, with 619 benign files being incorrectly classified as malware. This result further
demonstrates the reliability of our model.

4.3.2 Experimental Results According to Scenario 2

In this scenario, we want to compare and evaluate the effectiveness of the GraphSAGE graph
embedding method used in our model with other graph embedding methods, including GCN [50],
GAT [51], TAG [52]. These are all graph neural networks that are effective in synthesizing and
extracting graph information. Table 3 below shows details of model experimental results when
replacing GraphSAGE with graph embedding methods GCN, GAT, and TAG.

Table 3: Experimental results evaluate the role of the GraphSAGE graph embedding model

Approach Numbers of
layer

Embedding graph
method

Accuracy Precision Recall F1

File
classification
with proposed
features

1 GCN 98.51 98.35 98.64 98.50
GAT 98.48 98.40 98.55 98.48
TAG 98.21 98.13 98.28 98.21

2 GCN 98.76 98.80 98.72 98.76
GAT 98.74 98.72 98.75 98.73

(Continued)
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Table 3 (continued)

Approach Numbers of
layer

Embedding graph
method

Accuracy Precision Recall F1

TAG 98.58 98.62 98.53 98.58
3 GCN 98.59 98.65 98.53 98.59

GAT 98.65 98.60 98.70 98.65
TAG 97.92 98.21 97.63 97.92

File
classification
without
proposed
features

1 GCN 93.37 90.84 95.65 93.18
GAT 85.06 85.80 84.47 85.13
TAG 92.94 91.87 92.72 91.75

2 GCN 94.23 92,41 95.87 94.11
GAT 85.04 86.02 84.30 85.16
TAG 91.95 89.56 94.02 91.73

3 GCN 94.18 92.58 95.61 94.07
GAT 85.11 85.92 84.47 85.19
TAG 93.66 91.62 95.47 93.51

From the results in Table 3, considering the approach using the proposed features in the paper, we
see that among the three graph embedding methods, GCN, GAT, and TAG, GCN provided the best
and most stable results. Specifically, the GCN graph embedding method with 2 layers gives the best
classification results with an accuracy of 98.76%, precision of 98.80%, recall of 98.72%, and F1 score
of 98.76%. However, compared to the GraphSAGE embedding results in Table 2, the GraphSAGE
performed better with an increase of 0.27% accuracy, 0.07% precision, 0.47% recall, and 0.27% F1
score. Moreover, from the results in Table 3, we also see that the three graph embedding methods, GCN,
GAT, and TAG, all provide relatively good and stable results, especially with precision values ranging
from 98.13% to 98.80%. This indicates that the proposed features in the paper play an important
role and help the graph embedding models extract graph information, thereby enabling the model to
accurately predict malware samples and minimize false positives with benign samples. To make this
statement more specific, we look at Fig. 6, which shows the confusion matrix of the GCN model below.

Fig. 6 shows the confusion matrix for the best model when GraphSAGE is replaced with GCN,
GAT, and TAG, respectively. Comparing the results in Figs. 5a and 6, we see that the GraphSAGE
graph embedding method correctly detected 4038 malware files, while the GCN graph embedding
method only detected 4019 malware files. In addition, the GraphSAGE graph embedding method
only misclassified 46 benign files as malware, while the GCN graph embedding method gave a higher
misclassification result with a number of 49 files. GraphSAGE proves to be more effective than other
graph embedding methods such as GCN, GAT, and TAG.

From the results in Table 3 with the approach not using the proposed features, we see that all
three methods, GCN, GAT, and TAG, are less effective than those using the proposed features. In
particular, the GAT graph embedding method with an approach without using the proposed features
is much less effective than an approach that uses the proposed features. Specifically, the accuracy is
lower from 13.44% to 13.63%, precision is lower from 12.60% to 12.70%, recall is lower from 14.25%
to 14.28%, and F1 score is lower from 13.35% to 13.54%. For the GCN and TAG graph embedding
methods, it is less affected by the approach that does not use the proposed features, so accuracy is
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lower from 4.53% to 5.97%, precision is lower from 6.22% to 8.57%, recall lower from 2.92% to 4.91%
and F1 score lower from 4.65% to 6.19%.

Figure 6: Confusion matrix of the GCN graph embedding method with 2 layers and using the features
proposed

4.3.3 Experimental Results According to Scenario 3

Table 4 below shows the experimental results of Scenario 3. The results in Tables 2 and 4,
considering the same approach using the features proposed in the paper, show that the results of file
classification using the RF algorithm in the proposed model obtained better results than DT and SVM
algorithms in all metrics. Specifically, the classification method using RF results in higher accuracy
from 0.29% to 1.17%, higher precision from 0.32% to 0.86%, higher recall from 0.27% to 1.49%, and
higher F1 from 0.3% to 1.18%. Between algorithms DT and SVM, the SVM algorithm gives the best
file classification results with accuracy = 98.74%, precision = 98.55%, recall = 98.92%, and F1 =
98.73%. Furthermore, when comparing this result with other malware detection methods shown in
Table 5, we see that using the features proposed still gives better results than other methods. This
proves that the proposed features enrich FCG information and demonstrate the effectiveness of the
GraphSAGE graph information extraction method.

Table 4: Experimental results evaluate the role of RF algorithm

Approach Number of
GraphSAGE
layers

Classification
algorithms

Accuracy Precision Recall F1

File
classification
with
proposed
features

1 DT 97.98 98.13 97.82 97.98
SVM 98.74 98.55 98.92 98.73
Classification using
GraphSAGE

98.64 98.21 99.06 98.63

2 DT 97.99 98.06 97.92 97.99

(Continued)
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Table 4 (continued)

Approach Number of
GraphSAGE
layers

Classification
algorithms

Accuracy Precision Recall F1

SVM 98.57 98.33 98.79 98.56
Classification using
GraphSAGE

98.70 98.30 99.10 98.65

3 DT 97.86 98.01 97.70 97.85
SVM 98.16 98.01 98.30 98.15
Classification using
GraphSAGE

98.13 98.26 97.99 98.12

File
classification
without
proposed
features

1 DT 85.11 85.19 84.98 85.08
SVM 77.89 63.89 88.59 74.24

2 DT 85.08 85.11 84.99 85.05
SVM 77.92 65.41 87.08 74.71

3 DT 85.15 85.48 84.86 85.17
SVM 77.98 65.34 87.30 74.74

Table 5: Results of scenario 4 for methods comparison

Methods Accuracy Precision Recall F1

DexRay [53] 96.82 96.85 97.56 96.15
MalScan [54] 97.58 97.45 97.71 97.58
NATICUSdroid [55] 97.42 96.66 98.18 97.41
Permission [56] 97.28 96.33 97.34 98.38
DeepMalDet [57] 96.39 98.56 94.15 96.30
MalDetGCN [18] 96.82 97.21 96.37 96.79
GCN [5,6] 98.76 98.80 98.72 98.76
GAT [7,8] 98.74 98.72 98.75 98.73
Ours 99.03 98.87 99.19 99.03

From the results in Table 4, comparing the approach using the features proposed in the paper and
the approach not using these features, we once again see that for both cases using the algorithm SVM
and DT classification, the approach using the proposed features gives completely better results than
the approach not using these features in all measures, specifically accuracy is 13.59% higher, precision
is 13.07% higher, recall is 14.06% higher and F1 is 13.56% higher.

Besides, from the results in Table 4, we see that the classification method using the GraphSAGE
model with 2 layers gives the best results with accuracy = 98.70%, precision = 98.30%, recall = 99.10%,
and F1 = 98.65%. However, when comparing with the classification results using the RF algorithm
in Table 2, it is seen that classification using the GraphSAGE model gives lower results; specifically
accuracy is 0.33% lower, precision is 0.57% lower, recall is 0.09% lower and F1 score is 0.38% lower.
Furthermore, when comparing the classification results using the GraphSAGE model with using the
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SVM machine learning algorithm, we also see that using SVM is better in most measures. This once
again proves that when the model uses classification methods using some machine learning algorithms
such as RF, SVM will be more effective than classification techniques using the GraphSAGE model.

4.3.4 Experimental Results According to Scenario 4

In this scenario, we compared our method with several methods proposed in other studies on
the same dataset. Specifically, we chose 6 Android malware detection methods, including DexRay
[53], MalScan [54], NATICUSdroid [55], Permission [56], DeepMalDet [57], MalDetGCN [18]. These
methods were chosen because they are representative and open source. DexRay converts APK files
into grayscale images and classifies them using a CNN model. MalScan is a malware detection method
that analyzes the centrality of sensitive API calls. NATICUSdroid uses native permissions and custom
permissions as features to detect malware. Permission is a method of detecting malware based on
the features of the application’s required permissions, which are selected using a genetic algorithm.
DeepMalDet uses opcode strings as features to detect malware. MalDetGCN is a method based on
FCGs, where the nodes are enriched with features from opcode sets and API packages. For each
comparison method, we experiment with many sets of parameters and select the best result as the
final result. Additionally, in this experiment, we compare our proposed approach using GraphSAGE
with other approaches using GCN [5,6] and GAT [7,8] to embed the FCG graphs. Table 5 shows the
experimental results of scenario 4; the best results are highlighted in bold.

From Table 5, it can be seen that our proposed method gives the best results in all metrics
when compared with the remaining 6 methods: DexRay, MalScan, NATICUSdroid, Permission,
DeepMalDet, MalDetGCN. Specifically, our method achieves higher accuracy from 1.45% to 2.64%,
higher precision from 0.31% to 2.54%, higher recall from 1.01% to 5.04%, and higher F1 value from
0.65% to 2.88%.

In addition, Table 5 shows that our approach using GraphSAGE is more effective than the GCN
and GAT methods used in other studies in all measures. This once again proves that the approach of
using GraphSAGE to detect Android malware is effective.

4.4 Discussion

4.4.1 Advantages of the Proposed Model

The paper’s experimental results show that the proposed model is more effective than other studies
and approaches. We think there are three reasons why the model works well.

a) The superiority of the graph information enrichment method

Based on the experimental results, our proposed method for enriching the FCG information has
shown superior effectiveness. This is due to two key factors:

Firstly, we enriched the FCG nodes with important graph-structured features, including the in-
degree measure, out-degree measure, closeness measure, Katz measure, and clustering coefficient
measure of the nodes. These features are critical for representing the FCG graph structure, but are
often challenging for graph neural network models, such as GCN, GAT, TAG, GraphSAGE, and
DGCNN, to learn directly. By incorporating these structural features into the nodes, we enable the
graph neural networks to better differentiate between FCGs with various structures and evaluate the
significance of each node more effectively.

Secondly, package names, class names, and function names can provide initial semantic informa-
tion about the functionalities of a function and its semantic relationships with packages and classes.
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Recognizing this, we proposed a method to represent the semantics of package names, class names,
and function names using the Skip-gram model. By combining this semantic feature vector with the
graph-structured feature vector to form a unique feature vector representing the nodes in the FCG.
As mentioned above, the features used to enrich the node information in the FCG are novel and have
not been used in other studies, which contributed to our model’s excellent performance in malware
detection.

b) The superiority of the GraphSAGE

The experimental results from Scenario 2 demonstrate that the GraphSAGE model outperforms
other graph embedding models such as GCN, GAT, and TAG. Several reasons can explain this.
Firstly, GraphSAGE can use inductive representation learning, meaning it can embed graphs with
new structures that were not present in the training dataset. This enables GraphSAGE to handle
effectively sets of FCGs that often have continuously changing sizes and structures. Secondly,
GraphSAGE employs adaptive sampling methods to select the neighbors of each node during the
information aggregation process. This means it can automatically adjust the size and depth of a node’s
neighborhood instead of using a fixed neighborhood size. This flexibility allows the model to gather
more important information from a node’s neighbors, leading to better performance in embedding
and, consequently, in the overall task, such as malware detection.

c) Flexibility of RF algorithm

Experimental results also showed the superior effectiveness of the RF classification algorithm
compared to other traditional classification algorithms such as SVM and DT. In particular, the exper-
imental results also showed that although the hyperparameters of RF changed, the file classification
results were stable and highly effective. This shows that using the RF algorithm in our model is a
suitable choice, and it is not necessary to use other complex deep learning classification algorithms
such as MLP, CNN, or LSTM.

4.4.2 Threats to Validity and Future Development Directions

a) Threats to validity

It can be seen that the proposed method in this paper has brought positive results, but there are
still certain limitations. First is the process of enriching information for the FCG graphs. We realized
that although the method of enriching information for nodes in the FCG graph has brought good
results, it unintentionally creates bulkiness and complexity for the FCG graph. Besides, the process
of calculating and extracting information to enrich the node also takes a lot of time and computing
resources. The second issue is the extraction of malware features based on the FCG. According to our
observations, the GraphSAGE model is suitable and effective for this type of graph. However, it should
be noted that each FCG of malware will have a different structure and complexity, particularly in
terms of depth. If this extraction process is uniform, it may lead to missing important and meaningful
information. Moreover, when comparing and theoretically evaluating GraphSAGE with GAT or
GCN, this study finds that GCN can perform well on graphs with structures that are not complex.
Therefore, if the dataset consists of small and simple graphs, GCN can serve as a straightforward and
effective model for feature extraction. Finally, we found that the experimental data set in our study was
relatively uniform. In reality, it is different because benign APK files are often much larger in number
than malware APK files. Therefore, detection models must be proposed to solve such data imbalance
problems.
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b) Future development directions

Based on the limitations pointed out above, we believe that there needs to be research and
proposals following the following approaches in the future. First, the information enrichment process
for FCG needs to be combined with some graph pruning techniques to obtain a graph that is both full
of information but still, the least complex so that the extraction process brings better performance.
Second, it is about the graph feature extraction process. Obviously graph neural networks are one of
the indispensable approaches at this step. Putting all information about nodes, edges, and features
representing nodes into a graph neural network may result in a loss in extracting some important
features from the graph. Therefore, we think we can use some additional analysis approaches and
extract node features, edge features, and node features separately, using different techniques to extract
features of each component in the FCG. Finally, addressing the issue of imbalanced datasets is a
major challenge in Android malware detection. Future research will investigate rebalancing techniques
such as SMOTE, GAN, and Dropout. These methods can be applied either before or after the graph
embedding process to improve dataset balance and model performance. We believe that with such
advanced approaches, the model proposed in this paper will certainly bring good results in practice.

5 Conclusion

Detecting Android malware has been an urgent and necessary issue. In this paper, with the goal of
improving the efficiency of detecting malware, we provided a new approach based on the combination
of some different data mining techniques and algorithms. Experimental results on many different
scenarios have proven that this research is not only scientific but also practical. Accordingly, we
proposed a new approach based on the information enrichment method for the FCG and graph
embedding technique. Experimental results show that the detection and prediction process is superior
to other methods when using the proposed method. As for practicality, we believe that the results
will open a new approach, a new trend for other detection problems such as detecting Botnets,
detecting malware on Windows, detecting URL malware, detecting APT malware, and detecting
unusual behavior in the network.
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