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ABSTRACT

Enhancing the interconnection of devices and systems, the Internet of Things (IoT) is a paradigm-shifting
technology. IoT security concerns are still a substantial concern despite its extraordinary advantages. This paper
offers an extensive review of IoT security, emphasizing the technology’s architecture, important security elements,
and common attacks. It highlights how important artificial intelligence (AI) is to bolstering IoT security, especially
when it comes to addressing risks at different IoT architecture layers. We systematically examined current mitigation
strategies and their effectiveness, highlighting contemporary challenges with practical solutions and case studies
from a range of industries, such as healthcare, smart homes, and industrial IoT. Our results highlight the importance
of Al methods that are lightweight and improve security without compromising the limited resources of devices and
computational capability. IoT networks can ensure operational efficiency and resilience by proactively identifying
and countering security risks by utilizing machine learning capabilities. This study provides a comprehensive guide
for practitioners and researchers aiming to understand the intricate connection between IoT, security challenges,
and Al-driven solutions.
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1 Introduction

In recent years, the concept of the internet has been progressively expanding its influence across
all facets of life [1]. Researchers face the intricate challenge of uncovering the optimal extent of
internet utilization. Over time, the term “Internet” has evolved to encompass “things,” giving rise
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to the concept of the Internet of Things (IoT) [2]. As the name implies, objects are interconnected
through various technologies, such as wireless sensor networks (WSNs), radio-frequency identification
(RFID), Bluetooth, near-field communication (NFC), long-term evolution (LTE), 5G, and other
sophisticated communication methods [3]. Therefore, the IoT can be defined as the interconnection of
things via the internet, facilitating the transfer of information collected from diverse devices to specific
destinations online. Despite its current status as a significant technological term, the IoT has yet to
fully realize its inherent potential.

IoT applications encompass smart cities, connected devices, automobiles, healthcare solutions,
residences, agriculture, education, industry and entertainment setups, etc., [4]. According to Cisco’s
research, approximately 500 billion devices are projected to utilize sensors and establish internet
connectivity by the year 2030 [5]. The IoT serves as the network that facilitates data communication
among these devices. The extensive interconnection of devices to the internet and the significant
volume of accompanying data give rise to a plethora of issues within the IoT domain [6]. These
issues encompass interoperability, standardization, scalability, infrastructure constraints, complexity,
analytics and data management, and security [7-9]. However, this paper specifically focuses on
addressing the IoT security aspect. Table | presents the literature that highlights the challenges
associated with the IoT.

Security, inherently, is a methodology aimed at ensuring protection to the extent that it aligns
with user advancements and implementation levels, constituting a pivotal objective. This underscores
the inquiry into the manner in which safety considerations are often integrated into the later
stages of development and debugging in numerous contemporary IoT device implementations and
design instances [10]. Security requisites might ultimately emerge through the identification of access
provisions to production environments and, conceivably, other developmental necessities.

IoT security pertains to the level of safeguarding or resilience exhibited by IoT applications
and their underlying infrastructure. These devices have emerged as susceptible targets owing to their
heavy reliance on external resources, often leading to situations where they are left unattended. Once
the network layer is compromised, cyber attackers and hackers find it considerably difficult to gain
unauthorized access and control over a device [11]. This compromised device can then be utilized to
launch attacks on neighbouring devices via the compromised network node. A recent study conducted
by the Hewlett-Packard revealed that 70% of all internet-connected devices are alarmingly vulnerable
to potential attacks.

As the landscape of the IoT continues to evolve, security remains a persistent concern, and new
challenges continue to emerge. Despite this, this era is poised to introduce fresh opportunities for
the development of novel techniques aimed at enhancing the security of [oT devices [12]. Existing
methods for securing the IoT often fail to address the novel security risks that the evolving IoT
infrastructure may confront [13]. Consequently, these techniques struggle to identify vulnerabilities
or pre-empt attacks originating from within the IoT ecosystem. Furthermore, only a limited number
of studies have explored the comprehensive layers of the IoT infrastructure as unified entities. Table |
summarizes the key findings from the state-of-the-art and pinpoints the precise knowledge gaps that
still exist in the field. Through a critical analysis of these works, we can identify the need for improved
security measures that are specific to the various architectures of IoT systems. Every item emphasizes
the important findings gained from earlier studies as well as the unaddressed gaps that demand
more research. Our study intends to close these gaps by offering a thorough analysis of [oT security,
investigating critical security characteristics, architectural weaknesses, and the application of artificial
intelligence in creating robust security solutions.
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Table 1: Issues related to the security of the IoT as discussed in the literature

Ref. Year Key points Evolution Research gaps Research gaps Link to current
trend identified unaddressed study
[14] 2024 This study investigated  Transition to  AI’s limited There is no Our study
the security challenges  IoT security real-world empirical highlights the

[15]

[16]

[17]

2024

2024

2024

associated with IoT
systems and explored
various Al techniques
for improving their
protection. By

categorizing challenges
into device-level security,
network security, data

security, privacy, and

ethical considerations, it
underscored the complex
nature of IoT security in

the realm of Al

Examines the effects of

10T on daily life,
emphasizing major

security issues and the
application of Machine

Learning (ML) and
Deep Learning (DL)
techniques.

Inspects the effects of
Distributed Denial of

Service (DDoS) attacks

on [oT and suggests

methods for mitigation

and detection.

This study examines IoT
security research through

the lenses of firmware

security, access control,
blockchain technology,

Al, communication

protocols, and privacy

protection laws.

with an Al

focus,

addressing

complex

problems at all
security levels.

A focus on
incorporating
ML/DL into
IoT security to
improve threat
detection and
real-time data
processing.
Research on
ToT-focused

DDoS

mitigation
using Al-based

threat

detection is

being

expanded.
Expanded IoT
security, using
blockchain and
Al to improve
privacy and

trust.

applications in
IoT
environments.

Inadequate
incorporation
of ML/DL
techniques into
current [oT
architectures.

Less attention
paid to
preventive
actions before
attacks
happen.

Insufficiently
thorough
mitigation
approaches in
various loT
environments.

validation for

Al frameworks
on various loT

devices.

Need for

clarity on oper-

ationalization
of ML/DL
methods in
practical
settings.

IoT-specific
gaps in
predictive
threat
assessment
techniques.

Lack of a
unified
architecture
that addresses
vulnerabilities
on all kinds of
devices.

potential of Al in
10T security,
particularly in
Sections 7 and 8,
offering examples of
its practical
implementation.

Our study integrates
Al-driven solutions
in Section 8,
detailing methods
like supervised and
unsupervised
learning.

In Section 5, our
study looks at
current attacks to
provide context for
preventative IoT
security solutions.

In Section 2, we
provide an overview
of IoT architecture;
in Section 3, we
address important
security
characteristics,
highlighting
particular
vulnerabilities and
their fixes.

(Continued)
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Table 1 (continued)

Ref. Year Key points Evolution Research gaps  Research gaps  Link to current

trend identified unaddressed study

[18] 2023 Explores the problems  Initially, inter- Inadequate Research gaps  In Section 3, we go
with IoT authentication disciplinary multidisci- in combining  over important
and data integrity. IoT security plinary 10T security security elements

frameworks are methods for with more from our analysis.
discussed to IoT security. comprehensive Also, in Section &
solve data cybersecurity  we revealed the
integrity issues. frameworks. potential of Al in

The author has IoT security.

not explored

Al methods.

[19] 2023 Examines IoT security  Transition to  Insufficient User In Section 7, we
measures including 10T security attention to experience and examine real-world
intrusion detection and  measures that  usability when security case studies that
encryption. are centred on  designing measures must assess usability in

usability. security be balanced. addition to security
measures. aspects.

[20] 2023 Examines security flaws Focus on In-depth Not enough In Section 2, our
in all IoT architecture vulnerabilities knowledge of  case studies analysis maps
layers. in IoT vulnerabilities demonstrating vulnerabilities to

architecture particular to ~ weaknesses in  specific layers and

that are specific each layer is different offers

to a layer. required. architectures.  comprehensive
insights into IoT
design.

[21] 2023 Examines a model for Dynamic trust  Restricted Requirement  In Section 3, we
user authentication for  model models of trust for strong trust address
cloud-based IoT development  in dynamic models that authentication in
scenarios. for IoT of situations. can change the IoT offering

Things with IoT improved solutions
scenarios. scenarios. for changing
circumstances.

[22] 2023 Emphasizes that the Enhanced Insufficiently =~ Not enough _
most important security focus on comprehensive information Section 3 O.f our
precaution for IoT is thorough authentication about how to  Study highlights the
authentication. authentication remedies a integrate significance of

across various  range of authentication authentication
IoT architectures.  methods on mechanisms.
architectures. different IoT

platforms.

(Continued)
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Table 1 (continued)

Ref. Year Key points Evolution Research gaps  Research gaps  Link to current

trend identified unaddressed study

[23] 2023 Examines IoT security = Growing Empirical In practical In Section 8, our
issues while highlighting interest in research IoT security study provides
AT’s contribution to using Al to proving AI’s scenarios, example case
improved improve usefulness in limited studies that
communication protocols. practical validation of ~ highlight AI’s
protocols. settings is Al solutions is  usefulness and

necessary. conducted. highlight its
significance for IoT
security.

[12] 2022 The growth of IoT has  Initial IoT device Unified This study closes
brought with it serious  investigation of security is still  frameworks this gap by looking
security flaws, as unified security a challenge for that combine  at IoT design,
connected objects can be frameworks IoT makers, practical coun- spotting
targets of cyberattacks  that combine  which results in termeasures vulnerabilities at
that harm people’s feasible coun-  serious flaws in with security  different [oT layer
physical, financial, and  termeasures. a variety of objectives are  levels in Section 2,
health conditions. application required fora  and suggesting

areas. variety of IoT  Al-powered fixes to
systems. protect IoT
applications in the
future in Section 8.

[24] 2021 Reveals the security A thorough Inadequate Insufficient In Sections 2 and 6,
issues related to the understanding investigation of thorough we go into detail on
layers and protocols of  of the necessity customized analyses of the architecture of
the IoT architecture. of protocol- security security 0T, offering

specific measures for ~ measures. customized security
security particular solutions.
measures. protocols.

1.1 Motivation

The world of the IoT is in its evolutionary phase, fitting itself into every domain and part of our
lives but bothering everyone that these interconnected devices are safe enough. The sheer growth of
the IoT, which has permeated everything from smart homes and healthcare to industrial automation
and critical infrastructure, presents a limitless surface area for attack that might have far-reaching
outcomes. IoT devices are increasingly vulnerable to cyberattacks, data breaches, and malicious
exploits since they manage enormous volumes of sensitive data and regulate essential systems.
Many IoT systems are dangerously vulnerable due to poor encryption, weak security measures, and
inconsistent updating policies. The challenge of protecting IoT networks against refined, dynamic
threats is made more difficult by the intricacy and diversity of these ecosystems.

The motivation of this study is to dive deep into the core of IoT security. The fundamental
architecture, crucial security features, common attack vectors, and revolutionary potential of Al-
driven solutions are examined. We aim to highlight novel research directions and highlight important
vulnerabilities by offering a thorough analysis.
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This section outlines the process we employed to conduct cutting-edge research. The main purpose
of this study is to address the following research questions:

e RQ1: What are the fundamental architectural components of IoT systems, and how do they
influence the overall design and effectiveness of key security features?
e RQ2: What are the various prevalent and recent attacks that target IoT systems, and how can

these attacks be effectively countered by existing and emerging security measures?

e RQ3: What are current challenges in IoT security, and how do practical case studies elaborate
the effectiveness of various solutions?
e RQ4: What emerging trends of Al in IoT security shape the future of connectivity?

The RQI1 covers Sections 2 and 3, RQ2 covers Sections 4 and 5, RQ3 addresses Sections 6 and 7
while RQ4 spans Section §. The aforementioned research questions are addressed via the extraction
of crucial evidence from several databases, such as Google Scholar, IEEE, Wiley, Springer, MDPI,
Elsevier, and Research Gate, etc. On the basis of keywords such as “IoT security, [oT and Al, IoT
architecture, attacks on the [oT, features of the [oT, and the future of Al in the [oT”, the most pertinent
and excellent papers were chosen from a wide body of literature that was available in multiple databases.
A number of the papers were eliminated from the analysis due to methodologies or applications that
were duplicated, not expanded upon, or already applied in other contexts. The abbreviations used in

this review can be found in Table 2.

Table 2: List of abbreviations

Description Abbreviation  Description Abbreviation
Internet of Things IoT Local Area Network LAN
Artificial Intelligence Al Wide Area Network WAN
Wireless Sensor Networks WSN Low Power Wide Area Networks LP-WANSs
Universal Mobile UMTS Zonal Intercommunication ZigBee
Telecommunications Service Global-standard

Wireless Fidelity WIFI Long Term Evolution LTE
Near-Field Communication NFC Service Oriented Architecture SOA
Long Term Evolution LTE Quality of Service QoS
Radio-Frequency Identification RFID Machine-to-Machine M2M
Global Positioning System GPS Personal Digital Assistants PDAs
Quick Response QR Electromagnetic Interference EMI
Intrusion Detection Systems IDS Hardware Security Modules HSMs
Intrusion Prevention Systems IPS Denial of Service DoS
Electromagnetic Compatibility EMC Distributed Denial of Service DDoS
Man-in-the-Middle MitM Security Aware Routing SAR
Secure Socket Layer SSL Transport Layer Security TLS
Topology Graph Based Anomaly TOGBAD Optimized Link State Routing OLSR
detection

Ad Hoc On-Demand Distance AODVSEC Synchronize SYN
Vector Security Extension

User Datagram Protocol UDP Structured Query Language SQL
Cross-Site Scripting XSS Structured Query Language SQLi

Injection

(Continued)
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Table 2 (continued)

Description Abbreviation  Description Abbreviation

Extensible Markup Language XML Web Application Firewall WAF

Simple Object Access Protocol SOAP Hypertext Mark-up Language HTML

Content Delivery Networks CDNs Role-Based Access Control RBAC

Multi-Factor Authentication MFA Address Space Layout ASLR
Randomization

Access Control List ACLs Digital Video Recorders DVRs

Data Breach Investigations Report DBIR Vertrieb, Aufladung, Reparatur VARTA
Transportabler Akkumulatoren

United Kingdom UK Asia—Pacific APAC

Federal Bureau of Investigation FBI Argonaut RISC Core ARC

Information Commissioner’s Office ICO Network Video Recorders NVRs

Asea Brown Boveri ABB Decentralized Identity Systems DIS

Industrial IoT IIoT Post-Decision State PDS

Machine Learning ML Deep Learning DL

Deep Neural Networks DNNs Malicious Activities Recognition in MARWIIoT
Water-based IloT

Deep Q-Network DQN Acrtificial Neural Network ANN

Support Vector Machines SVMs K-Nearest Neighbours KNN

Over-the-Air OTA Internet Engineering Task Force IETF

Advanced Detection Technology ADT Health Insurance Portability and HIPAA
Accountability Act

Virtual Private Networks VPNs Transport Layer Security TLS

Federated Learning FL Unmanned Aerial Vehicles UAVs

Base Stations BSs Explainable Al XAl

Generative Al GenAl Variational Autoencoders VAEs

Trusted Execution Environments TEEs Generative Adversarial Networks GANs

1.3 Contributions

To guide future research and stimulate innovation in protecting the interconnected IoT world, this
study is an invaluable resource for researchers, experts, and decision-makers in the field of Al and IoT
security. Several noteworthy additions to the field are made by this thorough survey:

e Comprehensive Assessment of IoT Security Concerns: This study assesses the security concerns
prevalent in IoT devices and simultaneously evaluates the privacy challenges inherent in IoT

applications.

e In-Depth Analysis of IoT Architectures and Vulnerabilities: It explores several IoT technologies
and architectural frameworks, methodically locating security and privacy flaws in the IoT
ecosystem. It provides a clear picture of how each layer is exposed to various threats by offering
a thorough, classified breakdown of attacks studied via the perspective of the IoT’s layered

architecture.

o Examination of Recent Cyberattacks on IoT Systems: It sheds light on a few recent attacks that
have sparked concerns regarding the security of IoT technologies. These examples provide the
vulnerability of this quickly developing technology and highlight the necessity for more robust

defences.
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o Identification of Current Challenges and Real-World Solutions: In addition to outlining the
problems that IoT security is now experiencing, this study offers feasible, real-world solutions.
It offers a practical method for resolving these problems and contains thorough examples and
case studies that show how these solutions are being applied in diverse circumstances.
Exploration of AI-Driven Security Enhancements: It provides a thorough analysis of the ways in
which Al is now being used to protect [oT systems in a variety of industries, such as industrial
IoT, smart grids, smart homes, smart cities, healthcare, and smart agriculture. With specific
examples, it demonstrates how Al may be used to improve [oT security in real-world scenarios.
Projection of AI’s Role in Future IoT Security: The study examines how various Al strategies will
increasingly influence IoT security in the future. It goes over how to create predictive models
and adaptable security measures using supervised, unsupervised, and reinforcement learning
techniques. The significance of Explainable Al (XAI) in guaranteeing transparency and trust
in Al-powered security systems is also emphasized in the article. Moreover, it explores how
Generative Al (GenAl) can be used to develop fresh approaches to security, which makes
Al a vital instrument for addressing new IoT security issues. With the ongoing advancement
of technology, these sophisticated Al techniques are expected to become indispensable for
maintaining the security of IoT devices.

1.4 Organization

The rest of the paper is organized as follows: Section 2 discusses the IoT architecture, revealing its
distinct layers. Section 3 underscores the crucial security features of the [oT. Section 4 explores various
attacks targeting each IoT layer. In Section 5, recent attacks on IoT technology are examined. Section 6
presents the current challenges in IoT security and their possible solutions. Section 7 presents the
practical case studies and examples, Section 8 emphasizes the power of Al in enhancing [oT security,
and Section 9 provides the study’s conclusions. The overall organization of the paper is presented in
Fig. 1.
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2 Architecture of the IoT

Architecture is the structured framework that delineates the physical elements of a network and
its functional arrangement and setup, encompassing its operational principles, procedures, and data
formats employed in its functioning [25]. In the context of the IoT, it serves as the foundational
structure that empowers the comprehensive functionality of the IoT system as a whole. The IoT
architecture encompasses an assemblage of physical entities, sensors, cloud services, developers,
actuators, communication layers, users, business layers, and IoT protocols [26]. Owing to the extensive
scope of the IoT, there is no universally accepted consensus on a single IoT architecture. Various
researchers have proposed different architectural models to address the diverse facets of the IoT [27].
According to the majority of researchers, [oT architecture is commonly conceptualized as consisting
of primary layers: perception, network, middleware, and application layers [20,22], as shown in Fig. 2.

4 Layers loT Architecture

Various sensors sense and gather
information about the environment.

€ rercerrion

Connectivity establishment and

e NETWORK transmission of information,

Decision units and Data Analytics.
o MIDDLEWARE Employs Data bases and Cloud
Computing.

Offers application specific services to
the end user.

Figure 2: Layers of [oT architecture

2.1 Perception Layer

The perception layer, alternatively known as the recognition layer, sensory layer, or device layer,
resides as the lowest tier in the IoT architecture. It encompasses technologies dedicated to several
essential functions, including sensing (the collection of data from the surrounding environment and
its transmission to databases, data warehouses, or the cloud), identification (discerning objects on
the basis of their unique assigned identities), actuation (executing mechanical actions in response
to the recognized data), and transmission (creating connections between diverse smart devices) with
minimal human intervention [17]. This layer is distinguished primarily by its capacity to capture true
information and represent it in digital form. The perception layer can be further split into two sublayers
on the basis of its intended function: Perception nodes are also known as sensory nodes and perception
networks.

2.1.1 Perception or Sensory Nodes

Physical devices, including controllers, actuators, sensors, and more, are included in this category
of components. These devices have the ability to establish various types of networks, including ad
hoc networks, mesh networks, or multihop environments, with the aim of increasing scalability and
expediting deployment [28]. On the basis of the technology that drives them, such physical devices can
take various forms, including global positioning system (GPS) devices, quick response (QR) codes or
barcode readers, RFID readers, Bluetooth-enabled devices, and a range of sensors such as temperature,
humidity, and light. Their primary function is to gather information from the environment, identify
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objects, manage data, and control objects. Depending on the type of device employed, the collected
information can pertain to various object characteristics, such as their position, closeness, humidity,
temperature, pollution concentrations, and other environmental factors. RFID readers, for instance,
are employed to identify objects on the basis of data retrieved from associated tags. Object control
is the process of controlling a device’s operating settings to change its capabilities as needed. For
example, it is possible to program a sensor device to remain in low-power doze mode until it detects
an activity or an event, at which point it switches to an active mode to capture relevant information.
Microchips embedded within objects that are not directly perceivable are programmed to intelligently
sense their environment. This is where nanotechnology plays a crucial role, ensuring that the chip’s
design is sufficiently compact to be integrated within the body of these objects.

2.1.2 Perception Network

This network assumes the responsibility of communicating with the network layer, transportation
layer, or transmission network. The information gathered by the perception nodes is safely sent to the
gateways for further transmission. It also makes it easier for control signals to be transmitted to the
controller devices, using both wireless and wired communication channels as necessary.

2.2 Network Layer

The network layer, which can also be referred to as the transportation layer or the transmission
network, serves as an intermediary between the sensory perception network and the application layers.
Its function is to serve as a hub for a variety of outdated networks, protocols, and technologies. Its
primary goal is to make it easier for data gathered by perception nodes to be transmitted over wireless
and wired communication channels to the data processing unit or advanced units that make decisions
[29]. This transmission enables tasks such as data analysis, data mining, data aggregation, and data
encoding. Additionally, it plays a crucial role in network management functionality. Depending on its
specific functions, it can be categorized into three sublayers: the access network, the core network, and
the local and wide area network [30].

2.2.1 The Access Network

The access network creates a widespread connection for the things used to sense and collect data.
It is like a bridge between us, the users, and the services we rely on. This network sets up various ways
for us to connect, such as mobile, satellite, and wireless communications, so we can stay connected and
get things done. The IoT can use different types of access networks, such as ad hoc networks; GPRS
networks; and 2G and 3G networks such as UMTS, Wi-Fi, ZigBee, and Bluetooth. Now, when we
talk about the superfast internet for our mobile devices, we have 4G-LTE and 5G. These are the fancy
new standards that ensure that we can browse and stream without any lag [31]. Access networks can be
set up in different ways, depending on whether they have a central station or base station. Wi-Fi, for
example, has a central setup where one main device connects everything, whereas an ad hoc network
is more like a group of devices connecting directly to each other without a central hub.

2.2.2 The Core Network

The core network is similar to the big internet, and it forms the foundation of the IoT. Its main job
is to send data to all of us who are using the internet through the access network, which is similar to the
gateway to the Web. The core network is considered the central part of any communication system,
similar to the backbone that holds everything together. It is where all the information and services
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flow through. One cool thing about the internet is that it allows us to connect all types of devices, even
those with limited resources [17]. The internet can be used for all kinds of purposes, whether for the
public, businesses, or the government. It can work over short distances or long distances, giving us the
ability to keep an eye on and control physical objects from far away.

2.2.3 Local Area Network (LAN) and Wide Area Network (WAN )

A local area network (LAN) is similar to a network of devices in a small area. Devices in a LAN
can talk directly to each other, and if they want to talk to devices in other places, they use gateways to
help them. Think of it as a combination of infrastructure, such as roads, and access services, such as
vehicles, that allow devices in a local area to connect and communicate.

On the other hand, wide area networks (WANSs) are similar to networks that cover larger areas.
They spread across larger geographical areas, such as highways connecting cities. Currently, low-power
wide area networks (LP-WANSs) are receiving much attention because they are good at connecting
devices that do not use much power [32].

2.3 Middleware Layer

The primary objectives of the middleware layer encompass integrating services and application
operations to establish a cost-effective platform. Additionally, it oversees service management, com-
munication, data exchange, and storage management. The middleware layer also plays a crucial
role in promoting service discovery to locate entities capable of offering the required services and
information. Moreover, it determines the most suitable service to fulfil a given request and identifies
trust mechanisms for carefully extracting, analysing, and utilizing data from services. This layer
facilitates interactions between services, fostering a trustworthy framework. The cloud serves as an
excellent example of this concept, providing hardware, software platforms, protocols, and applications
and offering storage and analysis capabilities for IoT data.

Owing to the diversity and complexity of the IoT architecture, this layer encounters a multitude
of security challenges. These challenges become even more pronounced in cloud computing, involving
issues such as user authentication, security concerns, and privacy protection [33]. Moreover, ensuring
the availability of cloud services is vital. Users also seek clarity about who manages their data and
its storage location. Additionally, they want assurance that cloud service providers cannot misuse or
unlawfully access their data.

2.4 Application Layer

The application layer is similar to the top floor of the IoT building, and it is the part that you, as
an end user, interact with. Its goal is to handle and offer applications that can be used all around
the world on the basis of the information gathered by the perception layer and processed by the
information processing unit. Think of it as the place where you get access to customized services over
the internet using your smartphones, tablets, and other devices. It is further subdivided into two parts:
the application support layer and the IoT applications, each of which plays a role in ensuring that the
services you need are met.

2.4.1 The Application Support Layer

This layer sits right above the network layer in the IoT architecture. Its main goal is to assist
various business services and perform smart calculations and data processing. It is similar to a filter
that checks data to determine if it is valid, invalid, potentially harmful, malicious, or just spam
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[17]. To make things work smoothly, it uses service-oriented architecture (SOA). This helps ensure
that things such as quality of service (QoS) and directory services are in place. There are various
methods for organizing this layer on the basis of the services that are needed. It depends on some
technical aids, such as middleware, which manage intelligent computations and functions across
several platforms. M2M application models, which directly connect devices through either wireless
or wired links; cloud computing, which can be seen as a network of distant servers for data processing
and storing; and the customer service platform, which provides support services and the application
interface. These support services can include general things such as data processing, data storage,
and services that are specific to certain applications. Machine-to-machine (M2M) communication is
becoming increasingly important in the IoT space, as seen by the advancements achieved in cellular
wide-area M2M connection solutions and low-power wide-area M2M technologies.

2.4.2 IoT Applications

IoT applications can be divided into three main classes on the basis of their goals: informa-
tion gathering, analytics, and actual decision-making applications. Information gathering apps are
responsible for gathering data from sensors and storing them locally. Analytics applications involve
processing the collected data offline to create a general model for evaluating future data. Actual
decision-making applications make immediate decisions on the basis of the analysed sensor data. The
IoT encompasses a wide range of uses across various domains [34], as shown in Fig. 3, including the
following:

e Applications geared toward consumers include wearable technology, smart homes, and medical
technologies [35].

e Commercial applications in logistics and retail [36].

e Industrial uses in manufacturing, automated transportation, and resource and energy manage-
ment [37].

e Public sector applications, such as developing smart cities and enhancing safety and surveil-
lance, are all intended to increase the standard of living for people [38].

~yo
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Figure 3: 10T applications
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Users can directly access these IoT applications and services via a range of handheld devices,
including laptops, personal digital assistants (PDAs), and mobile phones. The firmware and physical
components of devices are susceptible to attacks that might harm data and operation in any consumer
IoT application (perception layer security risk). Data transmission routes are frequently utilized with
the intention of intercepting or obstructing data flow (network layer security risk). If user interfaces
and software are not developed with strong security safeguards, they can be misused (application layer
security risk).

Summary: This section discusses the layered architecture of the IoT. It addresses the perception
layer (data collecting through sensors), the network layer (data transmission), the middleware layer
(data processing), and the application layer (service delivery). In Internet of Things systems, these
layers facilitate scalability and effective device connectivity.

3 Key Security Features of the IoT

The IoT continues to grapple with numerous security challenges due to the diversity of IoT
components and the constrained computational and energy capabilities of IoT devices. These factors
raise additional concerns. Ensuring a secure IoT system necessitates the incorporation of the IoT
security features depicted in Fig. 4 throughout the development and operational phases of IoT devices.

( € L& By

Communication Security | |oT Security Features = Confidentiality

Privacy Protection . Integrity
Non-Repudiation Authentication

Availability Optimized Solutions

Figure 4: Key security features of the IoT

3.1 Confidentiality

Confidentiality signifies that information is exclusively accessible to authorized parties. It is crucial
to safeguard data by controlling access, permitting only authorized users, and preventing devices from
sharing data with neighbouring devices, whether they are services, individuals, or other devices, among
others [39]. Presently, there are numerous security mechanisms available to ensure data confidentiality,
including two-step verification and data encryption. However, these mechanisms demand substantial
computational resources. Hence, sensors must possess an appropriate encryption mechanism that
aligns with their computational and energy capabilities to guarantee data confidentiality. Additionally,
it is essential to define an IoT service capable of accessing and managing data.
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3.2 Integrity

In the realm of the IoT, various IoT devices engage in extensive data exchange, both among
themselves and with cloud computing resources. Given this scenario, ensuring data integrity, verifying
its origin as the correct sender and confirming that it remains unaltered during the transfer process,
regardless of intentional or unintentional interference by attackers, users, or eavesdroppers, becomes
paramount [40]. Traditional systems typically uphold data integrity by fortifying the security of node-
to-node connections and managing data traffic through protocols, firewalls, and similar measures.
However, within the context of the IoT, these methods fall short of ensuring security at the endpoints
owing to the unique characteristics of the IoT infrastructure.

3.3 Authentication

Authentication is a crucial process that enables [oT devices to secure data and restrict access to
only those with appropriate permissions. Every [oT device must be able to easily authenticate other
devices [41]. Nevertheless, the complexity of the IoT structure and the diverse elements involved,
including devices, clients, and services, make authentication procedures inherently challenging. Addi-
tionally, limitations such as constrained storage space, computational power, energy resources, and
the absence of a user interface impose constraints on IoT devices. Furthermore, it is essential
to implement a mutual authentication mechanism for various IoT entities because, during initial
connections, devices must authenticate other newly introduced devices that have not previously
undergone authentication.

3.4 Optimized Solutions

The implementation of IoT systems extends into numerous sensitive domains where information
protection is paramount. Consequently, it becomes imperative to account for the limitations of IoT
devices during the design and implementation phases of protocols. These protocols must be tailored
to suit the capabilities and constraints of IoT devices. As a result, there is a need to develop suitable
optimized solutions that can fulfil the rigorous data security requirements while maintaining a delicate
balance between power consumption, security measures, and overall system performance.

3.5 Availability

Availability is a fundamental assurance that a system will function reliably under all operating
conditions, and it holds particular significance as a key feature in the IoT, especially in critical
sectors. For example, in health monitoring systems, the real-time collection of patient health data
is of utmost importance, and any disruption in availability can have life-threatening consequences for
patients [42]. Ensuring availability in an IoT system necessitates the harmonious integration of various
factors. These factors collectively work towards upholding system availability in the IoT, including the
implementation of energy-efficient protocols, the incorporation of energy harvesting methods, and the
adoption of lightweight and efficient encryption mechanisms, among others. This challenge is further
compounded in the IoT because of its intricate and heterogeneous nature, making it susceptible to
energy depletion attacks.

3.6 Non-Repudiation

Nonrepudiation is a fundamental assurance of the identity of an entity that generates services
and transmits data, instructions, or orders, making it impossible for any involved entity to deny
its involvement. Nonrepudiation holds exceptional importance, particularly in sensitive systems. For
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example, in the healthcare sector, the system for modifying medication must ensure that modifications
can be made only by the patient’s healthcare provider. Typically, signatures are employed to achieve
nonrepudiation, as they establish the party responsible for creating a service or message, helping to
trace unauthorized or criminal activities [43]. Nonetheless, enforcing nonrepudiation is imperative in
IoT applications as well.

3.7 Privacy Protection

IoT privacy protection involves ensuring that users’ personal information and privacy are pro-
tected when IoT systems and devices are used. Encryption, data anonymization, user permission
methods, access controls, and adherence to privacy rules and regulations are just a few of the privacy
protection techniques that can be used to safeguard sensitive data from being compromised and
unwanted access.

3.8 Communication Security

The term communication security, or “comsec”, refers to a set of procedures and controls intended
to safeguard the privacy, accuracy, and integrity of data transmitted between people, groups, or
systems. It includes a range of methods and security measures to guard against unauthorized access to
or the interception, alteration, or eavesdropping of transmitted data [44]. Fig. 5 presents the security
issues within each layer of the IoT architecture.

Figure 5: Security features in each layer of the IoT

Summary: The key security features of the IoT systems are outlined in this section. These
characteristics include confidentiality (keeping information safe from unwanted access), integrity
(keeping data accurate), authentication (confirming user identities), optimized solutions (boosting
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security effectiveness), availability (keeping the system up and running), non-repudiation (avoidance
denial of actions), privacy protection, and communication security. Protecting [oT environments
against new attacks requires these features.

4 Various Attacks on Each Layer of the IoT

The issue of 1oT security is escalating as attacks on embedded devices continue to rise. In this
section, we outline the primary types of attacks on each layer of the IoT architecture [20,45], as
illustrated in Fig. 6.

Attacks on loT Layers

Middleware Layer | Application Layer
Injection of Code
Attack

Man-in-the- Sl
LT Flood Attack Phishing Attack

Cloud Based Buffer Overrun
Malware Injection

Sinkhole AT o
Attack SQLi Attack
SOAP Signature Session Hijacking
Wrapping Attack Attack
o Authorization

Privilege Authentication
Escalation Attack

Figure 6: Different attacks on each layer of the IoT architecture

4.1 Attacks on the Perception Layer

Attacks on the perception layer focus primarily on disrupting and obstructing both communica-
tion and data collection processes [46]. Some of these attacks are listed below, and their impacts and
methods of mitigation are summarized in Table 3.

Table 3: Summary of the attacks on the physical layer of the IoT

Attacks Impact Mitigation

Tampering Data integrity and device Apply tamper detection mechanisms
operation may be compromised and appropriate responses to physical
by tampering. intrusion.

(Continued)
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Table 3 (continued)

Attacks Impact Mitigation
Physical theft Unauthorized access to Place locks, tamper-evident seals, and
confidential information, device secure enclosures as physical security
modification, or even resale on measures.
the black market. When unauthorized access is found,
use intrusion detection systems (IDS)
to send out an alarm.
Physical Stolen or compromised sensitive Utilize physically secure
interception data. communication methods and apply
encryption.
Jamming Data loss or equipment Putting anti-jamming strategies in
malfunction. place, like frequency hopping, power
regulation, signal redundancy, and
spread spectrum technology utilization,
to ensure dependable communication
in the presence of interference.
Electromagnetic Data corruption, device Use electromagnetic compatibility
Interference malfunctions, or permanent (EMC) testing and shield IoT devices
(EMI) hardware damage. from EMI.
Environmental Failure of the device, inaccurate Utilize IoT ruggedized hardware and
factor sensor readings, or damage. test new products in various settings
before releasing them.
Hardware Persistent threats, Apply secure design principles,
vulnerabilities compromising the security and hardware audits, and the use of
functionality of the devices. Hardware Security Modules (HSMs).
Supply chain During production or Implement supply chain security
distribution, hackers insert measures, and monitor device
hardware implants or behaviour for anomalies.
backdoors into IoT devices.
Side-chain Reveal sensitive information by Implement encryption, and noise
analysing unintended emissions. reduction techniques.
Reverse Attackers can access the Using hardware obfuscation methods,
engineering electronic and physical tamper-evident packaging, and routine

components exposing the
weakness and confidentiality.

security audits.

4.1.1 Tampering

During this attack, hardware on IoT devices is physically changed or opened. To gain access
without authorization or alter device behaviour, attackers may tamper with sensors, circuits, or
connections. Data integrity and device operation may be compromised by tampering.
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4.1.2 Physical Theft

IoT device theft is an easy-to-detect but potent threat. Device theft can result in unauthorized
access to confidential information, device modification, or even resale on the black market. Vulnera-
bilities can also be found through reverse-engineering stolen devices [47].

4.1.3 Jamming

Attacks that jam wireless signals prevent them from passing through the physical layer. By sending
interference signals at the same frequency as the IoT devices, attackers disrupt communication. Data
loss or equipment malfunction may result from these interruptions [48].

4.1.4 Electromagnetic Interference (EMI)

To interfere with IoT device functions, attackers generate EMI. Sensors, communication, and data
processing can all be affected by EMI, which could result in inaccurate readings or broken equipment
[49].

4.1.5 Hardware Vulnerabilities

One frequent attack method takes advantage of flaws in the actual hardware components of
IoT devices. To undermine the security of a device, attackers may target weaknesses in sensors,
microcontrollers, or the power supply [50].

4.1.6 Side-Channel Attacks

Attackers examine physical traits such as power usage or electromagnetic emissions to learn more
about how a device works. These assaults can be used to retrieve sensitive data such as encryption keys

[51].

4.1.7 Reverse Engineering

Attackers dismantle IoT devices in this attack to learn about their electronic and physical
components. This may expose weaknesses, confidential information, or intellectual property, opening
the door for further attacks or copying.

4.2 Attacks on the Network Layer

The network layer is responsible for ensuring information security and facilitating network com-
munication. Some of these attacks are outlined below, and their impacts and methods of mitigation
are summarized in Table 4.

4.2.1 Denial of Service (DoS) and Distributed Denial of Service (DDoS)

DoS attacks overwhelm a network with excessive traffic, making it unavailable to users. DDoS
attacks use numerous compromised machines, frequently forming a botnet, to carry out an organized
attack [52]. A notable example is the takeover of health information systems and services that operate
in environments with limited bandwidth capacity. This situation poses life-threatening risks and can
lead to financial losses for IoT networks.
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Table 4: Summary of the attacks on the network layer of the [oT

Attacks Impact Mitigation
DoS & DDoS Disrupt IoT services, rendering To recognize and restrict malicious
devices and networks unavailable, communications, implement traffic
causing widespread service filtering, device authentication, and
disruption. rate limiting.
Utilize DDoS mitigation services and
install both intrusion detection and
prevention systems (IDS and IPS).
Man-in-the- Compromising the integrity and Use robust authentication techniques
Middle confidentiality of data, enabling and encryption protocols, such as
(MitM) attackers to grab crucial secure socket layer and transport layer
information. security (SSL/TLS).
Spoofing Compromised network integrity, Use robust authentication methods like
and unauthorized access. certificates and intrusion detection to
spot abnormal device behaviour.
Sinkhole Compromised the data integrity To stop devices from connecting to
and behaviour of IoT devices. malicious nodes, use secure device
authentication and network access
controls.
Sybil Attack the system by modifying Utilizing techniques like Sybil Guard,
the node. and Sybil Shield.
Selective Sends a limited number of Multipath routing probes, the
forwarding messages while discarding the combination of multipath routing, and
others. sequential nodes are used.
Blackhole Considerable loss of data. Topology graph based anomaly

detection (TOGBAD), which is based
on topology graphs for the optimized
link state routing protocol (OLSR)
protocol, incorporates features like
sequence check numbers, adaptive
algorithms, and ad hoc on-demand
distance vector security extension
(AODVSEC) for enhanced
performance and security.

4.2.2 Man-in-the-Middle ( MitM ) Attack

Attackers might intercept and change communications between IoT devices and their target
locations. The communication channel that is exposed to unauthorized users becomes susceptible
to attack. When nodes exchange keys, an attacker can intercept the connection and acquire the key.
Consequently, the attacker gains the ability to encrypt and decrypt all the data transmitted between
these nodes.
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4.2.3 Spoofing Attack

The identities of IoT devices or network components may be spoofed by attackers, making
distinguishing between trustworthy and unfriendly entities challenging. Once the attacker has obtained
complete access to the system, they will proceed to transmit malicious data into the system [53].

4.2.4 Sinkhole Attack

In a sinkhole attack scenario, the attacker pretends to be the optimal route provider to a specific
target, typically offering a low-latency path. When legitimate nodes in the network use this fake route to
transmit data packets, the attacker either manipulates or discards the packets. This allows the attacker
to exploit the packets for various malicious purposes, such as eavesdropping, altering the packet’s
contents, retransmitting it, and selectively forwarding packets from specific nodes [54].

4.2.5 Sybil Attack

To confound other nodes, a malicious node adopts multiple identities within the network, creating
the illusion that an adversary occupies multiple positions simultaneously. In a network where all nodes
collaborate in decision-making, an attacker can provide incorrect sensing information, leading to
erroneous decisions and the propagation of false data through the network channels. To counteract this
attack, nodes employ an identity validation mechanism that utilizes both direct and indirect validation
methods. In direct validation, each node verifies the authenticity of the identities of others, whereas in
indirect validation, confirmed nodes vouch for the identities of other nodes. All participating nodes
must confirm their identities by possessing a unique key shared exclusively with the base station [55].

4.2.6 Selective Forwarding Attack

In a multihop network system, all nodes must forward messages accurately, especially in dense
WSNs. However, an attacker may compromise the system by configuring a node to transmit only a
select few messages while discarding others. To avoid such attacks, it is crucial to periodically assess
the support vector machines used in the attack and keep a close eye on packet sequence numbers.

4.2.7 Black Hole Attack

In this type of attack, network traffic is directed toward a particular node that does not actually
exist within the network. As a consequence, packets are dropped, leading to substantial data loss. To
counteract this, a security-aware routing (SAR) protocol is employed in WSNs to thwart blackhole
attacks.

4.3 Attacks on the Middleware Layer

By targeting the middleware layer, attackers have the ability to disrupt the application layer,
which supplies services to the application layer. This type of attack, which is directed at servers and
databases, impacts both the system’s information and its operational capabilities. Attacks on cloud
servers predominantly focus on virtualization and big data, posing a substantial threat to user privacy.
Below is a description of some of these attacks, along with their impact and methods of mitigation,
which are summarized in Table 5.
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Table 5: Summary of the attacks on the middleware layer of the IoT

Attacks

Impact

Mitigation

Browse-based cloud
attack

Flood attack

Cloud-based malware

injection

SQLi

SOAP signature wrapping
attack

Replay attack

Privilege escalation

Data accessed by individuals
who do not have proper
authorization.

Impact the reliability and
availability.

Data loss, service interruptions,
loss of data confidentiality, and
reputational harm to a
company.

Impact SQL database.

Impact the signature algorithm,
leading to eavesdropping
attacks.

Attackers can gain
unauthorized access to the IoT
system by replaying valid
authentication tokens or
credentials, leading to potential
data breaches and unauthorized
control over IoT devices.

Attackers can gain access to
sensitive data and critical system
functions, leading to potential
data breaches and unauthorized
control over IoT devices.

Employ secure browsing
practices, and a web application
firewall (WAF).

Employ rate limiting, traffic
limiting, traffic balancing,
Content Delivery Networks
(CDNs), and anomaly detection.
Employ secure coding practices,
regular patching and updates,
and cloud antivirus.

To guarantee that user inputs
follow the intended information
formats, always validate and
filter them.

Apply canonicalization and
exclusive XML canonicalization,
use appropriate XML signature
libraries, and structure validation
of messages.

Include timestamps and nonces
(randomly generated numbers
used only once) in
communications. This helps
ensure that each message is
unique and can only be processed
once within a valid time frame.
Use session tokens that are valid
for a limited time period and are
refreshed periodically to prevent
reuse of old tokens.

Implement robust access control
mechanisms, including
role-based access control
(RBAC), to enforce strict access
policies and limit the exposure of
sensitive resources.

4.3.1 Browser-Based Cloud Attack

When a web browser is used to access cloud-based services, applications, or resources, harmful
actions or security risks are referred to as browser-based cloud attacks. These attacks make use of
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browser-based interactions with cloud-based platforms or flaws or vulnerabilities in the browser itself.
Cross-site scripting (XSS) attacks are one example of this, which include inserting malicious scripts
into web pages that other users are viewing [50].

4.3.2 Flood Attack

A cyberattack known as a “flood” seeks to destroy a network or service by flooding it with a
large volume of traffic or requests. A flooding attack aims to take up all of the target’s resources,
including memory, computing power, bandwidth, and network connections, making it unreachable to
authorized users. Typically, flooding attacks aim to disrupt services and cause delays [57]. Examples
of floods include the Ping flood, synchronous (SYN) flood, user datagram protocol (UDP) flood,
and HTTP flood [38].

4.3.3 Cloud-Based Malware Injection

Malicious code or malware is injected into cloud-based services, apps, or infrastructure in a
cyberattack known as a cloud-based malware injection attack. The main objective of such an attack
is to jeopardize the security and integrity of cloud resources and possibly infect data, programs, or
virtual environments housed in the cloud [59].

4.3.4 Structured Query Language Injection (SQLi) Attack

A cyberattack known as an SQLi attack targets databases and web applications by taking
advantage of flaws in how user inputs are handled and incorporated into structured query language
(SQL) queries. To maintain and obtain data from relational databases, a computer language called
SQL is utilized. By manipulating input fields on a website, attackers can execute illegal SQL queries.
This is known as an SQL injection attack.

4.3.5 SOAP Signature Wrapping Attack

A security defect that affects web services employing the simple object access protocol (SOAP)
is the SOAP signature wrapping attack [00]. This attack, which falls under the category of extensible
markup language (XML) Signature Injection attack [61], takes advantage of flaws in the way electronic
signatures are carried out in SOAP-based online services.

4.3.6 Replay Attack

In this type of attack, an attacker intercepts and captures a valid data transmission and then
fraudulently repeats or delays it.

4.3.7 Privilege Escalation

Privilege escalation in middleware refers to a security breach where an attacker gains elevated
access rights to resources that are typically restricted [62,63].

4.4 Attacks on the Application Layer

The application layer plays a crucial role in delivering on-demand tasks and services to users.
It is responsible for processing data from the network layer. The primary threats faced by this layer
are software attacks and issues related to permissions over the lifetime of a device. These attacks are
geared towards gaining access to sensitive information of IoT users, which can lead to breaches in
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data confidentiality and privacy [64]. The following is a description of certain attacks, their impact,
and strategies for mitigating them. These details are condensed in Table 6.

Table 6: Summary of attacks targeting the application layer in the IoT

Attacks

Impact

Mitigation

Injection of code

Phishing

Buffer overrun

Zero-day exploit

Session hijacking

Authorization

Authentication

Retrieve passwords, expose
confidential data, acquire system
entry, rob information, or propagate
worms.

Gains access to sensitive information,
such as usernames and passwords.
Undermining a system’s integrity and
credibility.

Result in serious security lapses and
unauthorized access to IoT data or
devices.

Lead to unwanted access to sensitive
data and control of IoT devices.

When a hacker gets around or takes
advantage of holes in an application’s
authorization controls to access
resources or carry out operations that
are not authorized.

Attackers have the ability to interrupt
services, resulting in lost productivity
and downtime.

Authentication, routine similarity
checks, and system testing before
installation.

Multi-Factor Authentication (MFA)
verification, and raising awareness.
Use secure coding practices and
Address Space Layout
Randomization (ASLR) to provide
memory protection.

Adopt proactive security techniques
like vulnerability management and
security monitoring.

Employ token-based authentication,
secure session management, and
keep an eye out for suspicious
activity.

Use access control list (ACLs) to
define and enforce precise access
rules for different resources,
ensuring that only authorized users
can access specific data or perform
certain actions.

Use secure password storage
techniques like salting and hashing
using robust algorithms (like berypt
or Argon2).

4.4.1 Injection of Code Attack

An injection of a code attack is a type of cyberattack that takes advantage of a security flaw by

injecting malicious code into a system or a particular software. The program or system often runs the
injected code, which can result in unauthorized operations, data breaches, or system compromise [65].
Different programming languages and environments are vulnerable to code injection attacks. The most
common forms of code injection include script and hypertext mark-up language (HTML) injections.

4.4.2 Phishing Attack

A phishing attack is a type of cyberattack that targets applications and user interfaces of IoT
devices or their users through deceptive methods in an effort to persuade them to expose sensitive
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information, login credentials, or provide illegal access to IoT devices or networks. It can have major
repercussions for both persons and enterprises employing IoT technology. They are often conducted
via email, social engineering, or malicious websites.

4.4.3 Buffer Overrun Attack

A buffer overrun is a type of attack where an attacker writes more data into a buffer than its
capacity permits. The ultimate goal is to replace the existing data in the buffer with malicious code,
enabling them to gain control of the entire machine. Examples of such attacks include stack overflow
and global data area overflow. Typically, attackers employ assembly code to execute such attacks.
These assaults are crafted to compromise a system’s integrity and reliability. Their impact is considered
“substantial,” and the likelihood of occurrence is deemed “possible.”

4.4.4 Zero-Day Exploit Attack

Cyberattacks that target previously unidentified vulnerabilities in IoT software applications or
services are referred to as zero-day exploit attacks. It makes use of a security flaw that has not yet been
made public or known to the software vendor, giving the vendor no time to deploy a security patch or
update [66].

4.4.5 Session Hijacking Attack

Session hijacking attacks seek to acquire unauthorized access to ongoing user or device sessions,
giving attackers control over loT hardware, software, or services. This type of attack focuses on session
management systems’ security holes, which can result in serious security lapses and improper usage of
IoT resources.

4.4.6 Authorization Attack

In IoT devices, there is a lack of standardized authorization techniques, which means that there
is no one-size-fits-all authorization mechanism suitable for all types of IoT devices [67]. This attack
occurs when a hacker approaches or takes advantage of holes in an application’s authorization controls
to access resources or carry out operations that are not authorized.

4.4.7 Authentication Attack

These attacks target the systems and user identity verification processes. For example, attackers
may exploit an application update to introduce a harmful payload into an IoT device or system, thereby
gaining access to or control over the IoT device or system.

Summary: Potential security attacks that target specific IoT architecture layers are examined in
this section. It includes attacks on the perception layer (such as tampering, jamming, etc.), attacks on
the network layer (like DoS, MitM, etc.), attacks on the middleware layer (such as browser-based cloud
attacks and flood attacks), and attacks on the application layer (like Phishing attack, authorization
attack, etc.). The section sheds light on the ways in which these multi-layered attacks affect IoT systems,
emphasizing the necessity of strong defences that are specific to each tier.

5 Recent Attacks Targeting IoT Technologies

This section discusses recent attacks targeting IoT technologies.
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5.1 In2024

Cybersecurity Ventures projects that during the next two years, the cost of cybercrime would
increase by 15% yearly, hitting $9.5 trillion USD worldwide this year and staggering $10.5 trillion
USD yearly by 2025. A global team of researchers created the first-ever “World Cybercrime Index,”
which ranks the most important sources of cybercrime at the national level and identifies the world’s
major hotspots for cybercrime after three years of extensive research. The index, which was released
in April 2024, demonstrates that the greatest threat from cybercriminals is concentrated in a small
number of nations. Russia is ranked first, followed by Ukraine, China, the United States, Nigeria, and
Romania. The United Kingdom is ranked eighth [68,69]. The Q1 2024 MetLife & U.S. Chamber of
Commerce Small Business Index shows that ransomware, malware, and phishing are among the top
concerns for 60% of small firms in regard to cybersecurity. By 2031, ransomware attacks are expected
to surpass $265 billion USD yearly, according to Cybersecurity Ventures. Over the following seven
years, ransomware attacks on devices, corporations, governments, and individuals will increase in
frequency until they affect one person per second by 2031. According to Verizon’s 2024 Data Breach
Investigation Report (DBIR) [70], ransomware or other forms of extortion were used in 32% of all
data breaches, with an average loss of $46,000 per incident. The percentage of breaches that were only
extorted rose to 9%.

Together, NETGEAR and Bitdefender, two of the top providers of cybersecurity software
worldwide, are looking at the security threats that modern smart homes face and those that lie ahead.
They examined threat information from 3.8 million NETGEAR ArmorTM-protected households
worldwide. Enabled by Bitdefender’, the study examined over 50 million IoT devices, producing
over 9.1 billion security events. The aim was to identify the most prevalent vulnerabilities and attack
scenarios, with the goal of enhancing the safety of homes and families for all members. The 2024 IoT
Security Landscape Report [71] presents several startling findings, which are shown below:

e Home network devices experience 10 attacks an average of every 24 h.
e Bitdefender smart home security systems stop a typical of 2.5 million threats, or approximately
1736 threats per minute.

Below are some of the most renowned cybersecurity attacks of 2024.

5.1.1 French State DDoS Attack

A cyberattack that targeted many French public systems in March was characterized by Prime
Minister Gabriel Attal’s office as a breach of “unprecedented intensity.” Nearly 300 web domains,
including 177,000 IP addresses connected to the government, were affected for nearly a full day, with
significant interruptions to prominent public service websites. Because of a DDoS assault, websites
were rendered inaccessible by hackers flooding systems with data [72].

5.1.2 The 8872 Million Cyberattack on UnitedHealth

Ransomware is still a major issue. In April 2024, the UnitedHealth Group released its Q1 financial
report, which included a staggering $872 million loss caused by ransomware. According to the report,
the company’s cyberattack response steps, which included financing acceleration to care providers,
had an approximately $3 billion impact on the $1.1 billion cash flows from operations from the first
quarter of 2024. The timing of public sector revenue receipts also had an impact [73]. The hack affected
UnitedHealth’s ChangeHealthcare platform. Transactions between physicians, pharmacists, and other
healthcare providers in the USA are managed by this payment platform. The BlackCat/ALPHYV group
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claimed to have stolen 6 TBs of data, leading to the suspension of the ChangeHealthcare platform as
a result of the attack.

5.1.3 Hacking of Roku Credentials

According to the TV streaming company Roku, hackers use hijacked login credentials to enter
accounts. Following an attack that affected 15,000 accounts previously in the year, Roku increased its
surveillance of account activity, which is how the breach was found. The very first attack occurred
in March 2024, and it was discovered that the cause was “credential stuff,” a tactic used by malicious
actors to try to compromise other systems by using login credentials they obtained from other websites.
After that, Roku received wind from another incident that affected 576,000 more accounts. The effects
include a large loss of money, a decline in customer confidence, and more regulatory scrutiny [74,75].

5.1.4 Hacking Tangerine Telecom’s Credentials

Over 200,000 customers’ complete identities, dates of birth, email addresses, and cell phone
numbers were stolen by intruders in a data breach that affected the web hosting company Tangerine.
Customers’ confidential data were compromised on the 18th of February, Tangerine claimed in an
email, and management was notified two days later [76].

5.1.5 VARTA Group Cyberattack

The VARTA Group was the victim of an online attack on the 12th of February, 2024, affecting
operations and five manufacturing facilities. The manufacturing process was proactively stopped, and
the IT systems were subsequently disconnected from the internet for reasons of security [77,78].

5.1.6 Payroll Hack of the UK Ministry of Defence

The payroll system of the UK Ministry of defence was the subject of a serious cyberattack
in March 2024. It is believed that the hack, which revealed 270,000 service members’ personal
information, including names, bank account information, and even residential addresses, is connected
to a cyber-espionage scheme [77].

5.1.7 Twitter Data Breach

A serious data breach that affected Twitter in 2024 resulted in the exposure of more than 200
million users’ personal data. This hack, which was discovered in July, featured a 9.4 GB database
that was compromised and contained user information such as email addresses, names, and account
information. The information was split into ten 1 GB files and posted for download at no charge on
a reputable hacker forum [77].

5.2 In 2023 and Earlier

According to the 2023 Global Threat Report, during the first two months of 2023, there was
a significant increase in cyberattack attempts targeting organizations. On average, nearly 54% of
organizations experienced these attack attempts each week, with nearly 60 attacks targeting IoT
devices per organization per week. This represents a 41% increase compared with the previous year
and more than a threefold rise in attacks compared with two years ago [79]. The range of targeted IoT
devices encompasses various common items, including routers, IP cameras, digital video recorders
(DVRs), network video recorders (NVRs), printers, etc. [80].
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IoT devices such as speakers and IP cameras have become increasingly prevalent, especially
in remote work and learning setups, offering cybercriminals numerous potential entry points for
exploitation. This trend was observed across all geographical regions and industry sectors. Among
these regions, Europe experienced the greatest number of attacks on IoT devices, averaging nearly 70
attacks per organization every week, followed by Asia—Pacific (APAC), with 64 attacks; Latin America,
with 48; North America, with 37 attacks (notably showing the most significant increase from 2022,
with a 58% rise); and Africa, with 34 weekly IoT cyberattacks per organization [81].

The education and research sector, in particular, witnessed an unprecedented surge in attacks
targeting IoT devices, averaging 131 weekly attacks per organization. This figure is more than twice
the global average and represents a remarkable 34% increase compared with the previous year. Various
sectors are also experiencing a notable increase in cyberattacks, with the majority of them showing
double-digit growth [82]. The details [83] can be found in Fig. 7.

Average Weekly Cyber Attacks from January 2023 to February 2023
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Figure 7: Depiction of the average weekly cyber attacks per organization by sector from Jan—Feb 2023

5.2.1 FLocker (Frantic Locker) Smart TV Attack

Ransomware is a type of cyberattack that is relatively straightforward to execute, and the potential
rewards for hackers are substantial [84]. To carry out a ransomware attack, even individuals without
advanced technical skills can conduct basic research on how these attacks work. They can then create
an email containing a malicious link that, when clicked by a user, infects the user’s device. Once
inside the victim’s system, ransomware typically leverages the user’s privileges to move through the
network, often encrypting all files accessible to that user. In more advanced cases, ransomware may
even attempt to increase its privileges to infect a broader portion of the network, effectively making
network files unreadable. The attackers then demand a random payment, typically in an untraceable
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form, in exchange for the decryption key. According to the FBI, ransomware attacks had already
generated a staggering $209 million in just the first three months of 2016, and this number was on a
sharp upwards trajectory [85].

One notable variant of ransomware that emerged in May 2015 is called FLocker, short for “Frantic
Locker.” Initially, targeted at mobile Android devices, FLocker has since expanded its scope. A smart
TV that has been compromised by FLocker is locked and shut off, rendering factory reset unfeasible.
FLocker not only turns off the TV but also projects a message onto the screen that seems to be from
a government agency, such as the U.S. cyber police. The notification requests that you pay a ransom
to unlock the smart TV, often in the form of digital currencies and an iTunes gift card for $200.

5.2.2 Smart Bulb Attack

Replay attacks and other security risks can be easily launched against many commercial [oT
devices because of their weak authentication procedures. One example of this is commercial smart
bulbs. In a recent demonstration, researchers conducted a test that revealed how these vulnerabilities
could be exploited to establish a hidden channel for instigating a ransomware attack inside a company,
using a seemingly innocuous device such as an office digital scanner [86]. In this case, the malware
enters the organization’s network through the office scanner, which serves as a gateway to establish a
covert communication route among the hacker and the malware. The security flaw that was exploited
centred around the sensitivity of the light sensor within the smart bulb. Even from remote locations,
attackers can manipulate this sensitivity to gain control. When IoT devices lack proper security
measures and protocols, they become susceptible to full control by malicious actors, essentially taking
the entire IoT network hostage.

In the present study, an attack was successfully carried out on a commercial smart bulb. The
attackers were able to make subtle changes to the bulb’s brightness, adjusting it by just 5%, and switch
the bulb on and off at a rapid rate of 25 ms, which falls below the threshold of detection by the human
eye. This highlights the need for robust security measures and protocols to protect IoT devices from
exploitation and unauthorized access.

5.2.3 Mirai DDoS Attack

Mirai is malicious software that targets smart devices via argonaut RISC core (ARC) processors,
transforming them into a network of remotely controlled bots, often referred to as “zombies.” These
infected devices are then organized into a botnet, which is frequently utilized for launching DDoS
attacks [87].

In September 2016, the creators of Mirai orchestrated a DDoS attack on the website of a
prominent cybersecurity expert. Approximately one week later, they publicly released the source code
of Mirai, possibly as an attempt to obscure the source of their initial attack. This move has been proven
to have significant consequences, as cybercriminals quickly replicated the code. Mirai is believed to
be responsible for the massive DDoS attack that disrupted the services of Dyn, a domain registration
services provider, in October 2016 [88]. Mirai operates by scanning the internet for [oT devices powered
by the ARC processor. These processors run a simplified version of the Linux operating system. If the
device’s default username and password combination has not been changed, Mirai can gain access to
the device and infect it. Mirai botnet, at its peak, harnessed the power of hundreds of thousands of
compromised IoT devices to execute large-scale DDoS attacks, which could overwhelm and disrupt
targeted online services [89].



CMC, 2024, vol.81, no.3 3527

5.2.4 Most Formidable DDoS Attack

In April 2023, a well-known cryptocurrency platform faced one of the most formidable DDoS
attacks on record, as reported by Cloudflare. The attackers unleashed an astonishing 15.3 million
requests per second. What made this attack particularly severe was its use of HTTPS requests instead
of the traditional HTTP, significantly increasing the computational demands on the target [90].

The sheer scale of resources mobilized for this attack indicates that DDoS threat actors are
acquiring increasingly potent capabilities. Cloudflare identified approximately 6000 bots responsible
for carrying out the attack, with the capacity to generate up to 10 million requests per second. These
bots were distributed across 112 countries, with Indonesia contributing approximately 15% of the
attack’s fire power, followed by Russia, Brazil, India, Colombia, and the United States. Interestingly,
the majority of the attack traffic comes from data centres, indicating that DDoS attackers are now
more focused on cloud computing ISPs than domestic network ISPs. The attackers used hosting service
providers’ compromised servers, most of which operated with Java-based software. There were also a
significant number of MikroTik routers implicated, which most likely used the same vulnerability that
Meris botnet had exploited. The ongoing rivalry in cybersecurity among adversaries and cybersecurity
companies is highlighted by this occurrence.

5.2.5 Ransomware Attack Targeting Royal Mail

In January, the Royal Mail service in the UK encountered significant disruption due to a
ransomware incident. This attack specifically targeted the international shipping facilities of Royal
Mail, causing a complete halt in the transportation of parcels and letters across its extensive network
of post office branches throughout the country. This disruption caused substantial inconvenience for
Royal Mail’s customers [91]. The responsibility for this attack was claimed by the LockBit ransomware
group, which has links to Russia. They demanded £67 million as ransom. However, Royal Mail firmly
rejected this demand, with their negotiators deeming the amount “absurd” [92].

Royal Mail remained resolute in their decision not to engage in negotiations with the attackers,
firmly refusing to meet the ransom demands. In response, the persistent hackers threatened to release
the hijacked and encrypted data online, suggesting that this action would have severe financial
consequences for both the company and its customers. However, this assertion was rejected by the
ransom negotiator, who clarified that the adversary had misinterpreted the nature of the business.
Consequently, the Royal Mail board categorically refused to pay the requested ransom. This episode
made it much more crucial for firms to resist the need to pay ransoms in the wake of ransomware
assaults. It also emphasized the importance of using experienced negotiators in these kinds of
circumstances. The Royal Mail efficiently recovered its systems in the latter half of February, despite
a six-week stoppage to its worldwide mail services. LockBit then went ahead and posted the stolen
data on the dark web. LockBit, accounting for 33% of ransomware attacks in the last half of 2022,
has become one of the world’s most active ransomware gangs [93]. This represents a substantial 94%
increase compared with its activity in 2021.

5.2.6 JD Sports Data Attack

JD Sports revealed in January that it had been victim to a cyberattack that exposed the financial
and personal data of ten million of its customers who had made online purchases from November 2018
to October 2020. The last four digits of the payment cards, client names, addresses, phone numbers,
and order details were among the information that was compromised [94].
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Following the revelation of the cyber-attack, JD Sports has confirmed its intention to enhance its
cybersecurity measures in response to the significant breach earlier in the year. Despite initial concerns
that the company might incur a substantial fine for the data breach, the Information Commissioner’s
Office (ICO) has informed JD Sports that it will not be subject to enforcement action as a consequence
of the incident. However, the ICO has highlighted some areas where business data security procedures
need to be improved [95].

5.2.7 Surge of Ransomware Attacks by Black Basta

The Black Basta ransomware group has gained interest as one of the world’s most notorious
cybercriminal organizations. While it has been active since 2022, its activity significantly increased in
2023. The group has targeted several governmental and business sector organizations within Europe
and nations that speak English throughout this time. This Russia-linked gang employs a dual extortion
approach, wherein it pilfers and encrypts victims’ data, subsequently demanding a ransom for its
decryption. In cases where victims refuse to comply with the ransom demand, the gang resorts to
publishing their data on its dark web blog [96].

One notable target of Black Basta’s operations was asea brown boveri (ABB), a Swiss-based
automation giant boasting a workforce of over 100,000 employees and reporting revenues of $29.4
billion in 2022. In May 2023, the gang launched an attack on ABB by exploiting its Windows Active
Directory. This attack had widespread repercussions, impacting hundreds of devices and causing
disruptions across ABB’s operations, factories, and projects. In response, ABB took the precaution
of suspending VPN connections with its clients to prevent the further spread of the malware [97].
Additionally, several U.S.-based companies fell victim to a campaign orchestrated by Black Basta
affiliates in June 2023, leveraging the QakBot banking trojan. This trojan serves as the initial entry
point for these affiliates into victim networks, facilitating the swift deployment of ransomware and
targeting businesses from a range of industries, including manufacturing, retail, healthcare, and
finance.

Summary: Highlighting the increasing sophistication of threats, this section lists notable IoT-
related attacks that occurred between 2024 and earlier. The French State DDoS Attack, the $872
million cyberattack on UnitedHealth, etc., are few notable incidents from 2024 that highlight the
weaknesses of large networks. The section also discusses previous attacks that show how even
seemingly simple IoT devices can be attacked, such as the Smart Bulb Attack, the FLocker malware,
etc. As the deployment of IoT expands across businesses, these incidents underscore the pressing need
for better security solutions.

6 Current Challenges in IoT Security and Their Possible Solutions

The 10T is still reshaping our digital world in 2024 as we move forward. [oT has tremendous
potential due to its constantly growing network of linked devices, but it also presents a number of
challenges. Table 7 presents the literature that highlights the challenges associated with the IoT.
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Table 7: Challenges related to the IoT that are discussed in the literature

Ref. Targeted issue

Key points

[98,99] Interoperability

[100,101] Standardization

[41,102] Scalability

[103,104] Infrastructure
constraints

Interoperability within the area of the IoT relates to the
capacity of distinct devices, services, and systems to effectively
share data and seamlessly integrate. These studies delve into a
range of techniques and strategies accessible for mitigating
interoperability concerns. Additionally, introducing a
methodical categorization of the prevailing remedies aimed at
surmounting the obstacles arising from the absence of
interoperability.

Standardization plays a key role in establishing universally
accepted specifications and protocols, facilitating genuine
interoperability among devices and applications. The adoption
of standards not only guarantees solutions that are
interoperable but also cost-effective. These researches offer
insight into the existing [oT standards and their intricate
interrelationships. They identify the challenges and
complications linked with these standards while presenting
prospective remedies. Additionally, the significance of
nation-specific standardization is elucidated and substantiated
through a pertinent illustration.

10T scalability denotes the capability to transition seamlessly
from a prototype stage to full production. A scalable IoT system
should facilitate interoperability among diverse devices and
protocols, thereby enhancing the efficiency and effectiveness of
data exchange. These studies delineate the critical aspects that
warrant consideration when tackling scalability. Additionally,
delves into an array of techniques employed to realize
scalability, explores distinct forms of scalability, and digs into
ongoing research initiatives and challenges within this sphere.
The integration of IoT devices into operations necessitates
businesses to possess a resilient network infrastructure. IoT
devices demand connections with high bandwidth and minimal
latency, prompting businesses to allocate resources toward
high-speed networks capable of accommodating the escalating
device count. Examining the IoT infrastructure’s responsiveness
to the substantial data generated by loT devices carries
substantial significance. These researches thoroughly examine
the performance challenges linked to IoT network
infrastructures, investigating factors such as throughput,
latency, and load, among others.

(Continued)
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Table 7 (continued)

Ref. Targeted issue

Key points

[105] Complexity

[106] Analytics and
data management

[107] Regulation and
legality

10T ecosystems exhibit a profound level of complexity, a trait
that profoundly influences their performance and accessibility.
Often, this complexity parallels the intricacy inherent in
developing novel integrations or applications. This study
undertakes an analysis of [oT traffic complexity from dual
standpoints. As a result of these perspectives, two novel metrics
to gauge the complexity of IoT network traffic are introduced.
IoT analytics constitutes a data analysis and management tool
dedicated to evaluating the diverse array of data gathered from
IoT devices. This analytical framework adeptly processes
substantial data volumes, extracting valuable insights and
actionable intelligence from this accumulation. This study
brings to light that the diversity, heterogeneity, and vast data
quantities generated by diverse IoT entities render conventional
database management systems largely inadequate for many
scenarios. When architecting IoT data management systems, it
becomes imperative to account for a multitude of distinctive
principles. The emergence of these distinct principles has
catalysed the development of diverse approaches aimed at
proficiently managing IoT data.

The regulatory framework for the IoT is undergoing swift
evolution. This progression encompasses regulations formulated
to establish a fundamental security foundation for IoT. While
laws dictate the mandatory aspects of IoT devices, they
frequently delegate the delineation of functionalities to
standards bodies for each respective market. The rapid
proliferation of IoT applications introduces substantial
challenges in the realms of security, ethics, privacy, and legality,
exerting a profound impact on our daily lives. This research
underscores the criticality of instituting worldwide IoT
regulations and underscores the imperative of educating the
general populace about the security, ethical, and privacy risks
posed by contemporary IoT devices.

Many current solutions have serious drawbacks, despite the technical components of IoT chal-
lenges, such as interoperability, standards, scalability, infrastructure limits, and data management-
being thoroughly studied. Scalability solutions, for example, frequently find it difficult to manage
high densities of devices, which makes it more difficult to move smoothly from prototypes to large-
scale deployment. Region-to-region disparities in interoperability result from standardization attempts
that fall short of unifying national and international laws. High data loads and low latency demands
overburden current networks, particularly in real-time applications, making infrastructure restrictions
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more apparent. Furthermore, traditional database structures, which are ill-suited to effectively handle
the variety and enormous data streams of the IoT are often the foundation of analytics and data
management systems.

In 2024 and beyond, as IoT grows, a number of challenges will arise that must be resolved if the
technology is to fulfil its promise. Table & presents an overview of the current challenges in IoT security,
along with their real-world solutions, practical examples, and also possible future solutions.

Table 8: Current challenges related to the IoT

Challenges Key points Real-world solutions Practical example Possible future
solutions
Device vulnerabilities Due to obsolete or Devices get safely To ensure the Al-powered

and insecure
firmware

Inadequate
interoperability and
standards

Protection of data
and privacy issues

insecure firmware,
plenty of IoT devices
are set up with
vulnerabilities that
leave them open to
attack [108].

Fragmented security
measures due to the
lack of
interoperability and
unified security
standards for IoT
devices [9€].

A lot of sensitive data
is gathered by IoT
devices, which raises
questions on data
protection and user
privacy [116].

patched and updated
by the use of secure
boot methods and
Over-the-Air (OTA)
updates [109].

Creation of industry
frameworks and
standards, like those
from the IoT Security
Foundation and the
Internet Engineering
Task Force (IETF)
[113].

Data is protected
both at rest and in
transit by using data
anonymization and
end-to-end
encryption
techniques [117].

integrity and validity
of firmware updates,
Tesla employs OTA
updates with
cryptographic
signature [110].

Matter protocol [114]
an open-source
connectivity standard
aims to provide a
general language for
ToT devices.

End-to-end
encryption is used by
Google Nest devices
[118] to protect
communication
between the devices
and cloud services.
Differential privacy
approaches were used
by Apple into their
data acquisition
procedures.

prediction and
response to new
threats via the
creation of auto
patch management
tools [111] and
ongoing zero-day
vulnerability
monitoring [112].
Full acceptance of
the Matter protocol
across all IoT
sectors [115].

Revolutionary
cryptographic
methods, like
zero-knowledge
proofs and
homomorphic
encryption [119],
offer safe data
processing without
revealing raw data.

(Continued)
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Table 8 (continued)

Challenges Key points Real-world solutions Practical example Possible future
solutions
Resource limitations  Implementing strong Resource limits are ~ To balance security  Creating

and scalability

Response to incidents
and security
management

Access control and
authentication

security measures is
challenging because
IoT devices
frequently have
limited memory,
processing capacity,
and energy resources
[120].

It is difficult and
costly to manage
security across a large
network of IoT
devices and respond
to problems quickly.

Unauthorized access
to IoT devices and
data is a result of
weak or inadequate
authentication and
access control
systems [41].

balanced with
security through the
use of edge
computing and
lightweight
cryptography
methods [121].

To monitor and
address security
threats, automatic
incident response
systems and
centralized security
management
platforms are used
[123].

Implementation of
MFA and role-based
access control RBAC
to strengthen device
security [127].

and energy efficiency,
LoRaWAN encrypts
data being
transmitted among
10T devices and the
network server using
AES-128 [32].

For instantaneous
threat detection and
response, Splunk
offers a security
information and
event management
system that utilizes
IoT data [124].

Strong authentication
and access control
mechanisms are
integrated into
Cisco’s [oT Threat
Defence security
framework [128].

energy-efficient,
ultra-lightweight
encryption
algorithms [122],
IoT devices may be
able to dynamically
assign security
resources based on
the threat level and
available device
resources by
combining such
ciphers with
Al-driven resource
management.

The foundation for
Al-based security
management
systems is already
being laid by current
and future research
and development
projects from
groups like
Darktrace [125] and
Microsoft Azure
Sentinel [126],
showing good
results in prototype
installations.
Blockchain
technology-based
decentralized
identity systems
(DIS) [129] are
becoming a viable
future solution to
improve [oT
security.

(Continued)
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Table 8 (continued)

Challenges

Key points

Real-world solutions Practical example

Possible future
solutions

Supply chain security

Botnets and DDoS
attacks

Physical security risks

Unsafe channels of
communication

There is a chance that
malicious software or
components could be
incorporated during
manufacture due to a
complicated IoT
supply chain [130].

Botnets, which are
used to launch
massive DDoS
attacks, are
frequently created via
compromising [oT
devices [52].

10T devices are
normally installed in
settings where
physical tampering
with them could
result in security
lapses [47].

ToT devices are
susceptible to
man-in-the-middle
attacks and
eavesdropping
because they
frequently
communicate across
insecure channels
[44].

Application of safe
manufacturing
procedures and item
verification in supply
chain management
systems [131].

Azure Sphere [132]
from Microsoft is an
excellent application
platform that is
secure by design and
has security built in
throughout the whole
lifecycle of the device,
including during
manufacturing

Botnet activity
detection and
mitigation through

Large-scale DDoS
attacks coming from
compromised IoT
devices can be
identified and
mitigated by
Cloudflare’s DDoS
protection services

network-level
monitoring and
device-level firewalls

Sensitive data is
protected within a
safe region of the
device’s processor
thanks to a hardware
feature called Apple’s
safe Enclave [137].

Tamper-evident
materials, casings,
and seals are being
used in the design of
devices indicating
visually if an effort is
made to open or
modify the device.
Using VPNs and
other secure
communication
protocols like TLS to
encrypt data while it’s
being transferred

Mutual TLS
authentication is used
by Amazon Web
Services [140] to
provide secure
communication
between IoT devices
and the cloud.

Blockchain
technology [133]
and Al-driven
platforms [134] can
be able to automate
the whole supply
chain security
procedure for IoT
devices.

Algorithms utilizing
Al and ML, like
Darktrace [136], can
be utilized to
identify
abnormalities that
may suggest
malicious activities
by modelling typical
network behaviour.
Al algorithms have
the ability to learn a
device’s typical
operating patterns
and recognize
variations that may
indicate physical
intervention [138].
Creation of
encryption
techniques that are
resistant to
quantum computing
to safeguard IoT
communications
from potential
threats [141].

(Continued)
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Table 8 (continued)

Challenges Key points Real-world solutions Practical example Possible future
solutions
Impact of 5G on IoT With increased device To safeguard data 5Gisbeingusedin By using Al-based
security density and speed, 5G transmissions in cities like Barcelona  threat detection,
improves connectivity smart city projects and Seoul to lower implementing
and may expand the and other initiatives, energy costs and zero-trust

attack surface [4]. use strong encryption accident rates frameworks, and

Security aspects of
edge computing

Reduces latency by
permitting localized
data processing, but
the decentralized
nature of the data
creates additional

techniques and
zero-trust
architectures.

To protect valuable
data processed at the
edge, a strong device
authentication and
secure data
transmission routes

through automated
response systems and
real-time monitoring
[142].

Smart thermostats,
cameras, and voice
assistants (like
Google Nest and
Amazon Alexa) use

improving network
slicing security to
dynamically control
risks across various
5G-enabled IoT
ecosystems.
Federated learning
models for data
analytics [144] that
protects privacy and
hardware-based
“trusted execution

edge computing to
handle commands
locally, enhancing
privacy and cutting
down on latency. For
predictive
maintenance,
Siemens incorporates
edge computing into
its production lines
[143].

environments”
(TEEs) for
enhancing security
at the edge devices.

security risks [121].  are used.

Summary: Important IoT current security challenges are listed in this section, including privacy
concerns, device vulnerabilities, lack of standardized security standards, etc. It draws attention to
how difficult it is to manage a wide range of devices and how important scalable security solutions
are. Retaining low latency is vital for real-time responses in dynamic IoT situations like smart
cities and vehicle networks. Lightweight security protocols, which minimize processing overhead
while guaranteeing strong protection, can optimize current security methods. Delays are reduced by
employing strategies like effective encryption techniques and flexible security measures. Furthermore,
localized data processing made possible by utilizing edge computing reduces the need for centralized
servers and helps to further reduce latency problems. Together, these strategies improve the security
architecture and guarantee prompt data processing and responsiveness in IoT scenarios with high
demand.

7 Practical Case Studies and Examples

This section offers various practical case studies and realistic examples that demonstrate how Al
is being used to secure loT systems, as shown in Fig. 8.
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Industrial
loT Security

Healthcare
loT Security

Figure 8: Practical cases signifying the applications of Al in securing IoT systems

7.1 Industrial IoT (IloT) Security

Critical infrastructure is frequently managed via industrial IoT systems. It is imperative to
guarantee their security to prevent disruptions that may result in severe and broad consequences.
IIoT system security breaches can result in large financial losses because of lost productivity, broken
equipment, and theft of data. By protecting these systems, expensive repairs and disruptions can be
avoided [145]. Fig. 9 presents the major threats to IIoT security.
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Figure 9: Major threats to I1oT security

Numerous IToT applications involve equipment and procedures that, in the event of a breach,
might seriously jeopardize public and worker safety. To avoid mishaps and casualties, effective security
measures are crucial. Continuous and effective operations are ensured in industrial settings by IIoT.

Solutions that are dependable and secure [146]. Security must come first for operational resilience
since cyberattacks have the potential to interrupt supply chains and production lines.

The industrial sector’s vital position in the economy makes it a prominent target for cyberattacks.
Strong I1oT security protocols are required to ward off potential attacks and keep up with changing
cyber threats. Al approaches are used to protect critical infrastructure from cyberattacks, identify
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discrepancies in operational data, and safeguard industrial control systems [147]. For example, when
Cisco’s Cyber Vision is utilized, Siemens improves security and visibility throughout its commercial
network by incorporating security controls directly into automated processes [148].

Apart from these conventional techniques, a promising hybrid strategy for protecting soft-
ware defined network SDN-based IIoT networks blends blockchain technology with entropy-based
anomaly detection. This approach offers a scalable, decentralized security solution that can detect
threats in real time without taxing the system’s limited resources. Blockchain guarantees data integrity
and decentralized trust, while entropy-based methods assist in detecting anomalous network activity.
The scalability and adaptability of IToT security frameworks could be further improved by combining
this hybrid solution with Al-driven resource management, which could enable IoT devices to dynam-
ically modify security measures based on available resources and threat levels [149].

7.2 Smart Home Security

Al algorithms focus on odd behaviour from smart home devices, such as sudden changes in
lighting, temperature, or device usage. Fig. 10 depicts the common threats to smart home security.
Google Nest uses ML techniques to detect patterns and notify homeowners of possible security risks,
such as unapproved entry or atypical behaviour during periods when the home is meant to be vacant
[150]. Secure access control is made possible by Al-driven systems for facial recognition, which identify
authorized users and prevent admission for unidentified faces. By limiting entry to the home to
just those with a known face, Ring’s smart doorbells and cameras improve security by using facial
recognition technology to identify and record visitors [151].
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Figure 10: Common threats to smart home security

To identify and react to possible break-ins, Al-enhanced IDSs examine data from many sensors,
including motion and doors/windows; for example, SimpliSafe reduces false alarms and provides
homeowners with timely alerts by using Al to discern between typical household activities and possible
invasions [152]. When an Al system detects a threat, it might immediately lock doors, sound alarms, or



CMC, 2024, vol.81, no.3 3537

contact emergency numbers. When a threat is identified, advanced detection technology (ADT) smart
security systems use Al to start automatic reactions, such as locking doors and alerting emergency
numbers [153].

7.3 Smart City Security

Fig. 11 highlights the key security issues in smart city. Al-enhanced surveillance systems examine
video streams from cameras located around a city to identify possible dangers instantly, identify
suspicious activity, and identify faces [154]. For example, IBM Intelligent Video Analytics employs
Al to monitor public areas and promptly notifies authorities of any odd activity, possible crimes, or
incidents [155]. Al algorithms reduce traffic jams and improve road safety by evaluating data in real
time from GPS units, IoT devices, and surveillance cameras. Using Al, Cisco’s Smart + Connected
Traffic solutions prioritize emergency vehicles, adjust traffic lights automatically, and lessen the chance
of collisions and traffic bottlenecks [156].
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Figure 11: Key security issues in smart cities

Al services constantly scan citywide networks for anomalous activity, detecting and thwarting
cyberattacks that aim to compromise vital infrastructure. For example, Darktrace’s Al technology
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guards smart cities’ digital infrastructure from cyberattacks by quickly identifying and mitigating
cyber threats [136]. Parking systems with Al capabilities effectively manage parking spaces and
maintain occupancy, which eases traffic and increases security. For example, ParkMobile streamlines
the parking experience in smart cities by using Al to provide real-time parking availability information
and safe payment processing [157].

7.4 Healthcare loT Security

Al systems monitor patients’ pulses continually, looking for anomalies and possible health
problems, by analysing data from IoT medical equipment [158]. The key healthcare security threats
are presented in Fig. 12. The Philips HealthSuite platform safely tracks and evaluates patient data,
guaranteeing the confidentiality and integrity of the information while immediately warning medical
professionals of possible issues [42]. To protect sensitive patient data sent between IoT devices and
healthcare databases; Al improves encryption algorithms. For example, MedCrypt employs Al to
safeguard medical device data by cutting-edge encryption, guaranteeing adherence to privacy laws
such as the Health Insurance Portability and Accountability Act (HIPAA) and guarding against
security breaches [159].
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Figure 12: Depiction of key healthcare security threats

To safeguard patient confidentiality and defend against cyber-attacks, Al safeguards the data and
communication channels used in telemedicine and remote surgery [160]. For example, Teladoc Health
encrypts patient data and ensures safe video consultations between physicians and patients by utilizing
Al to protect telemedicine systems. Al systems are capable of taking automatic action in response to
the security dangers they identify, such as notifying IT security staff or isolating impacted devices.
By preventing cyberattacks and limiting possible harm, Cylera’s Al-driven cybersecurity technology
automatically reacts to threats in real time, safeguarding healthcare IoT environments.

7.5 Smart Grid IoT Security

For smart grid the key security considerations are illustrated in Fig. 13. The smart grid’s [oT sensor
data are monitored and analysed by Al algorithms, which look for anomalies that can point to possible
security risks such as illegal access or system failures. For example, Siemens MindSphere uses Al to
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regularly monitor patterns in energy consumption and identify any abnormalities that could point to
equipment breakdowns or cyberattacks, enabling prompt repair and intervention [161]. By evaluating
data from IoT sensors, Al forecasts probable malfunctions in smart grid components, facilitating
preventive maintenance and lowering the likelihood of unplanned outages. As an illustration, General
Electric’s Predix platform uses Al to forecast when smart grid components are likely to break.
This enables planned maintenance, which reduces downtime and improves overall grid reliability.
By evaluating data from IoT sensors, Al enhances load balancing, guaranteeing effective power
distribution and lowering the possibility of overloads. As an example, the EcoStruxureTM Grid from
Schneider Electric [162] uses Al to optimize load balancing, guaranteeing safe and effective power
distribution throughout the smart grid.

Key Cybersecurity Considerations for

Smart Grids
Fullback ward Sacu_ra _
Compatible O Application
Firmware Messaging

Keys per

$hysical — feyal
Y Interface
e Q&R intaece,
Security \ / Mutual '
Alwayson ) . ~ Authentication
@ Awayson __ o (s 07
Application Leading
Layer @ I O Edge

Protection Encryption

Figure 13: The key cybersecurity considerations for smart grids

7.6 Smart Agricultural IoT Security

The major security concerns and cyberattacks are depicted in Fig. 14. Sensitive agricultural
data, including soil and crop health parameters, are safeguarded during transmission between IoT
devices and central management systems through the use of Al-enhanced encryption methods [163].
For example, Al is used by John Deere’s Operations Centre [164] to provide safe data transmission
from agricultural equipment to cloud servers, shielding confidential data from potential cyberattacks
and unauthorized access. With respect to Al, Trimble’s agricultural platform analyses data from
agricultural equipment to forecast maintenance requirements and lower the possibility of unplanned
malfunctions that could affect farming operations. Similarly, by using Al, the IBM Watson IoT
platform [165] monitors data from drones, irrigation systems, and soil sensors. It looks for anomalies
that could point to a cyberattack or failure and allows prompt intervention.

Summary: In this section, important case studies of IoT security from a variety of industries
are examined, including IIoT, smart grids, smart homes, smart cities, healthcare, and smart agricul-
ture. Every case study demonstrates distinct security issues and the methods used to resolve them,
emphasizing the necessity for industry-specific approaches to improve security and protect sensitive
information.
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Figure 14: Majors security concerns and cyber attacks in smart agriculture

8 Securing Tomorrow’s IoT: The Power of Al in Future Security

Al is the imitation of the cognitive abilities and reasoning that computer systems use to carry out
different jobs. It imitates certain human characteristics, such as the ability to draw conclusions from
prior experiences, recognize patterns, draw generalizations, and apply logic through particular tasks
[166]. DL and ML are two areas of Al that enable systems to improve their performance on their
own and learn from their interactions [167]. Three well-known learning Al methods are “supervised
learning, unsupervised learning, and reinforcement learning techniques” [168].

The evolution of IoT smart technologies, which enable devices to both take action and gather
sensory data, greatly enhances the efficiency of the IoT framework. However, the proliferation of
these smart technologies interconnected within the system generates a substantial amount of data,
presenting a significant challenge for processing within an IoT environment.

Al is incorporated into a more intelligent IoT network, which can fulfil the main goals of
automating and adapting. Al is the process of teaching robots’ things so that they can do things that
normally need human intelligence. Al-based systems are evolving quickly in the context of the IoT in
terms of their capabilities, applications, flexibility and processing speed [169].

Al has the ability to perform computations intelligently, and it can infuse intelligence into an IoT
system while enhancing its security [170]. An IoT system powered by Al allows proactive decision-
making, averting unfavourable outcomes. This can be achieved by establishing robust Al models as the
foundation of the IoT system. Furthermore, addressing security complexities within an IoT network
is essential to bolster its resilience. Various frameworks and mechanisms for the Al-based IoT can
be found in the literature [171-173]. Al has the capacity to improve [oT system analysis, operational
efficiency, and accuracy rates. The large volume of real-time data generated by IoT devices allows Al
systems to achieve higher levels of accuracy. The implementation of Al and its techniques unlocks the
true potential of IoT technology. Thus, it is crucial to understand the different types of algorithms and
methods that Al and ML offer. The efficacy of any Al-based application is directly correlated with the
calibre of the data it uses, underscoring the importance of a trustworthy framework for data collection
to foster confidence [174]. Fig. 15 highlights the major advantages of Al in [oT.
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Figure 15: Major advantages of Al in [oT

8.1 Supervised Learning Methods

In supervised learning, a model is trained using a labelled dataset whose intended output is
known. Using input feature data, the model learns to predict results. For example, it can be applied
to IoT security to categorize network traffic as either malicious or authentic [175]. In addition, a
reinforcement learning mechanism modifies the model’s weights as data from the input is fed into
it, improving the model’s ability to fit the data. Algorithms that limit errors are used to quantify the
correctness of the model; they are adjusted continuously until the errors are suitably reduced.

One subset of supervised learning known as regression techniques is mainly concerned with
forecasting, and discovering correlations among primary datasets. Regression methods that are widely
used include logistic regression, polynomial regression, and linear regression [1 76]. On the other hand,
classification approaches aim to identify, examine, and group patterns within data in order to produce a
particular outcome. Classification, for example, is a way to identify security risks in an [oT ecosystem.
Classification algorithms assess, label, and define data in order to efficiently categorize it into different
categories.

Federated Learning [1 77] offers novel Al solutions and is distributed and privacy-enhancing, it has
revolutionized many intelligent IoT applications. With its advanced FL topologies, this new distributed
Al technology has the ability to completely transform the way that intelligent IoT systems are currently
designed. FL has emerged as a particularly attractive technique for creating distributed IoT systems,
especially in light of the latest developments in mobile hardware and the growing worries about privacy
violations [178]. Due to this, user data is never directly shared with a third party, while still allowing
for the collaborative training of a global model, which enhances privacy and saves network resources
for both network operators and IoT users. Thus, FL might serve as a powerful replacement for
conventional centralized Al techniques and aid in accelerating the wider spread of IoT applications
and services [179]. FL has strong benefits for facilitating decentralized applications, maintaining
high privacy standards, and reducing latency in communications in smart cities [144]. In vehicle [oT
networks, FL is used to protect data privacy [180]. A two-phase mitigation strategy is devised for
intelligent data conversion and cooperative detection of data leakage [181]. In contrast to conventional
techniques, this vehicular FL approach allows users, like vehicles, to train models independently using
their own data, independent of a centralized system. By retaining sensitive data on each device, this
decentralized strategy greatly improves data privacy. FL can be used to ensure network and service
security in the IoT. FL has the ability to revolutionize existing intelligent healthcare systems and
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provide a number of effective smart healthcare solutions [182]. FL improves user privacy and lowers
latency by enabling Al capabilities to assist healthcare services. This also makes it easier for multiple
entities, like as healthcare professionals and patients in various medical institutions, to collaborate. FL
can provide practical ways to integrate intelligence into IIoT systems, especially in areas like Industry
4.0 and robotics [183]. It prevents privacy leaks by enabling these developments without requiring data
exchange between companies.

Maintaining constant contact with base stations (BSs) in UAV networks under dynamic aerial
environmental conditions is difficult due to the extensive range and height of UAVs, which is essential
for carrying out intelligent UAV operations. In these situations, classic centralized AI/ML techniques
might not be the best option, especially if a lot of data needs to be sent over aerial networks [184].
Intelligent UAV networks can benefit from FL [185], which allows numerous UAVs to work together on
learning tasks without sending raw data to BSs. This reduces the communication burden and protects
data privacy [178].

8.2 Unsupervised Learning Methods

Unsupervised learning works with unlabelled data, in contrast to supervised learning. Without
using predefined categories, it finds patterns and connections within the data. This can aid in anomaly
detection in the IoT by highlighting unusual actions that might point to security vulnerabilities. It
is critical to understand the fundamental methods in the field of unsupervised learning and how they
enable IoT devices without requiring human interaction [186]. An array of techniques, such as anomaly
detection, clustering, latent variable models, association mining, and more, fall under the umbrella of
unsupervised learning [187].

Anomaly detection can uncover odd or unexpected actions within datasets, while clustering
enables the system to arrange and combine related datasets into clusters [188]. Latent variable models
are also used for information processing, like removing specific kinds of features from a dataset. This
model’s benefit is its capacity to identify any anomalies or atypical points in the system. Association
mining is beneficial for finding patterns in a dataset that repeat, which is very helpful when spotting
security vulnerabilities in an IoT network that occur regularly [189].

8.3 Reinforcement Learning Methods

Implementing reinforcement learning algorithms in IoT systems can empower IoT devices to
autonomously select security protocols that effectively mitigate various types of threats [190]. Methods
for reinforcement learning comprise multiple algorithms, such as “Q-learning, Dyna-Q, post-decision
state (PDS), and deep Q-network (DQN)” [191]. This category of ML involves an operating agent
learning to accomplish a task via repeated iterations of trial-and-error interactions with a dynamic
environment. These methods deploy agents within an environment, allowing these agents to learn
and make improved decisions through interactions with the environment. Within the model, such
functional agents learn from experience and stimulate themselves according to the direction they
are given. Furthermore, by increasing the effectiveness of processes like identifying malware and
authentication, Q-learning empowers [oT devices to improve their security and confidentiality [192].

Artificial Neural Networks (ANN) belong to a class of models that aim to simulate the functioning
of human brain neurons [193]. For instance, ANN can be effectively employed to categorize network
traffic originating from IoT devices [194]. Support vector machines (SVMs) can be incorporated into
the network to aid in the detection of intrusions and spoofing attacks [195]. Moreover, methods like
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the random forest classifier and K-nearest neighbours (KNN) are essential for spotting malicious
ransomware and other IoT system disruptions [196].

Likewise, deep neural networks (DNNs) can be employed for detecting spoofing attacks within
IoT technologies, provided they have sufficient memory and computational resources [197]. By
putting these strategies into practice, IoT devices become more capable of identifying different
actions occurring within the system and preventing certain dangerous acts. Using ML techniques, an
experiment was carried out on IoT devices to detect harmful behaviours within their apps. The random
forest and KNN classification approaches were used in this investigation to find malware [23].

The application of these techniques resulted in a remarkably high detection rate, with the random
forest achieving a 99.7% detection rate and KNN achieving a 99.9% detection rate for spotting
malware within the IoT system [198]. A genetic-KNN-based machine learning model called Malicious
Activities Recognition in Water-based [IoT (MARWIIoT) was applied in a recent study. Different ML
techniques are investigated to detect malicious activity in Android-based systems.

8.4 Explainable AI (XAI)

The term “explainable AI” (XAI) describes a collection of procedures and techniques that enable
human users to understand and have faith in the results and decisions made by Al models [199]. Since
Aljudgments are typically viewed as “black boxes” because of their complexity, XAl becomes essential
in the framework of Al-driven security systems because it meets the requirement for accountability,
transparency, and trust in Al decisions [200]. Supervised learning involves training AI models on
labelled data to make estimations. When it comes to security applications like fraud detection, where
knowing the rationale behind an alert for unusual activity is necessary for taking further action, XAl
assists in clarifying why a model has categorized a particular input in a certain way. For example, with
the help of XAlI, security analysts would be able to comprehend and have faith in the conclusions made
by the system when it comes to identifying potential phishing emails. These aspects might include email
content and sender reputation [201]. Grouping or clustering data without labelled results is known as
unsupervised learning and XAl can assist in elucidating the foundation upon which clusters grow,
which is crucial in cyber anomaly detection systems to find odd patterns that might point to a security
breach [202].

As an illustration, XAl in network security can clarify why specific traffic patterns are categorized
as possibly hostile, assisting security teams in interpreting alarms and implementing the necessary
countermeasures [203]. XAl plays a critical role in reinforcement learning by understanding the agent’s
decision-making process, particularly in dynamic situations such as auto threat response systems [204].
As an example, XAl could explain to an Al-backed firewall why, in light of the reward signals it gets
during training, the system decided to restrict specific kinds of traffic. This aids security teams in
assessing and optimizing the behaviour of the system [205,206].

Future XAI systems will have to do the following [207-209]: provide context-aware explanations
that take into account the particular circumstances surrounding a security decision; concentrate on
creating methods that can produce explanations in real-time without slowing down the system’s
response [210]; support decentralized explanations, in which the justification for security decisions can
be understood locally on each device without depending on a central authority [211]; concentrate on
combining explainability with privacy-preserving techniques [212]; provide cross-domain explanations
that are comprehensible to a variety of industries and user groups [213]; and concentrate on improving
the relationship between Al systems and human operators [214].
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8.5 Generative AI (GenAl)

GenAl is a family of AI models that uses patterns found in previously collected data to generate
new material, such as text, photos, music, and even entire films [215]. GenAl generates new data
that closely resembles the features of the original data it has been trained on, in contrast to typical
Al models that are concentrated on classification or prediction tasks. While there are several ML
techniques that can be used to create GenAl, unsupervised learning and reinforcement learning are
the most often used approaches. “Variational Autoencoders (VAEs)” [216], “generative adversarial
networks (GANs)” [217], and language models like GPT [218] are some of the most widely used
examples of GenAl models.

The application of GenAl could be crucial in the development of self-learning [oT security systems
in the future. These systems would be able to recognize and react to threats on their own by continually
generating scenarios of possible attacks [219]. GenAl can assist in developing adaptive security
measures, which provide a customizable line of defence by adjusting to the unique behaviours of
particular users or devices [220]. GenAl can generate encryption keys specific to every communication
session, increasing the security of communication between IoT devices and making it tougher for
intruders to capture or decrypt data [221].

The area of generative Al is expanding across multiple disciplines thanks to a number of important
projects [222]. Future work by DeepMind will focus on simulating intricate biological systems, while
its AlphaFold project in healthcare aims to predict protein structures to speed up medication discovery.
Users of OpenAl’s DALL-E art [223] and design tool can generate graphics from text; the tool’s
capabilities will eventually be expanded to accommodate more complex designs. The integration of
GenAl for real-time protection is a continuing endeavour to improve the detection and response of
threats with IBM Watson for Cybersecurity [224]. Software developers can benefit from OpenAl’s
Codex, which helps with code production. Future updates will enable more languages and more
challenging tasks. Last but not least, IBM is working to improve Al-powered communication through
Project Debater, which could have an effect on policy-making and legal reasoning [225]. Table 9
presents the concise effectiveness of different AI methods in IoT security.

Table 9: Effectiveness of different AI methods in IoT security

Al methods Effectiveness Optimization with Example
IoT

Supervised Labelled data is used to Features selection In healthcare IoT networks,

learning train models for and dimensionality =~ FL-based solutions are
classification tasks like reduction like employed in which many
malware and intrusion principal component hospitals work together to
detection. By assigning analysis for resource train a security model to
predefined labels to input  constrained identify anomalous activity
features, it is a useful tool ~ environment. without exchanging patient
for detecting known attack data. This method guarantees
patterns in IoT systems. privacy compliance in

addition to model accuracy.

(Continued)
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Table 9 (continued)

Al methods Effectiveness Optimization with Example
IoT
Unsupervised These methods examine To improve Its ability to classify similar
learning unstructured or unlabelled scalability, use patterns and indicate outliers
data to find hidden self-organizing maps makes it an excellent tool to
patterns and anomalies. and deep clustering. recognize zero-day attacks
These techniques work and odd activity. This qualifies
especially well for [oT it for dynamic IoT contexts
system anomaly detection, like industrial networks.
as new and unforeseen
attack behaviours that
aren’t in preset datasets can
appear.
Reinforcement  These algorithms use Reduce In smart grids, these methods
learning feedback from their computational load are used to dynamically
surroundings to iteratively with model optimize energy distribution
learn the best course of compression and and identify and prevent
action. Real-time threat transfer learning. cyberattacks in real time,
mitigation and traffic resulting in uninterrupted and
anomaly detection are two efficient energy flow.
tasks in IoT security where
it proves to be an efficient
and flexible solution. Since
it doesn’t require labelled
data, it can be used in
dynamic attack scenarios.
Explainable AI  XAI improves the Incorporates XALI supports patient data
transparency of techniques for monitoring in the healthcare
Al-powered security interpretability that  industry and notifies medical

systems by giving model clarify security
decisions explanations that judgments.
are understandable to

humans. Enhancing

credibility and

accountability in crucial

applications, it guarantees

that stakeholders in IoT

security know why a

system reported an activity

as malicious.

professionals of irregularities
with explicable causes. It
makes security alarms in
smart homes more
understandable, such as
strange movements, so that
homeowners can better
evaluate the threats. It
improves user confidence and
safety by explaining critical
decisions made by
autonomous cars, like abrupt
braking.

(Continued)
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Table 9 (continued)

Al methods Effectiveness Optimization with Example
IoT

Generative Al For the purpose of training Specifically designed Smart assistants, which offer
IoT security systems, these to enhance training tailored interactions, content

models, especially those efficacy by taking creation tools that make

that employ DL into account unique writing assignments easier,
techniques, are very good  IoT situations. and cutting-edge image

at identifying anomalies generation platforms that

and producing synthetic support artists in producing
datasets. With a wider original graphics are just a few
range of training data, examples of how GenAl is
these models can simulate revolutionizing daily life.

several attack scenarios,
increasing the security
measures’ resilience.

Summary: This section investigates how different Al learning methods, such as GenAl, XAl,
unsupervised learning, reinforcement learning, and supervised learning, can enhance IoT security.
To reduce computational burden, AI implementation in IoT devices with restricted resources needs
to use optimization techniques like quantization and pruning. Edge computing helps both supervised
and unsupervised models by reducing latency, while reinforcement learning makes sure that models
can adapt to changing conditions. FL ensures speed and privacy while enabling collaborative Al
without centralized data. Transparency is boosted by XAI, while anomaly detection and predictive
maintenance are supported by GenAl. These techniques improve security while preserving real-time
responsiveness and are customized to meet IoT restrictions. DL alternatives like SVM, random forests,
and KNN offer low latency and efficient real-time security solutions. These algorithms provide fast
decision-making without requiring a lot of computational resources; they are lightweight and ideal for
IoT environments.

9 Conclusion

In conclusion, the IoT grew quickly and offered unparalleled connectedness and ease to our lives.
However, it has also led to a wide range of IoT problems, particularly in the area of IoT security.
It became clear that protecting this enormous ecosystem calls for a multifaceted strategy, as we
investigated the intricate details of IoT architecture and its essential security aspects. It is crucial to
understand how the attack landscape for each IoT layer is changing. The attack landscape is complex
and constantly changing, spanning the physical layer to the application layer. Recent attacks on the
IoT are also revealed in this study. It also presents the current challenges in IoT along with their real-
world solutions, practical examples, and the possible future. It also offers practical case studies and
uses examples that exemplify how Al is being applied to secure IoT systems in a variety of industries,
such as the industrial IoT, smart homes, smart cities, healthcare, smart grids, and smart agriculture.
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As we look into the future of IoT security, it is evident that the incorporation of Al technology
will play a more significant role. However, researchers, programmers, and decision-makers must keep
working together and innovating to chart the road for a safe and secure [oT environment in the years
to come. By doing so, we can fully utilize the [oT while protecting our information, devices, and linked
world.

As the IoT grows and changes, future research should concentrate on tackling new security issues,
investigating novel Al strategies, and guaranteeing the ethical and responsible application of Alin IoT
security.
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