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ABSTRACT

This paper investigates an unmanned aerial vehicle (UAV)-assisted multi-object offloading scheme for blockchain-
enabled Vehicle-to-Everything (V2X) systems. Due to the presence of an eavesdropper (Eve), the system’s com-
munication links may be insecure. This paper proposes deploying an intelligent reflecting surface (IRS) on the
UAV to enhance the communication performance of mobile vehicles, improve system flexibility, and alleviate
eavesdropping on communication links. The links for uploading task data from vehicles to a base station (BS)
are protected by IRS-assisted physical layer security (PLS). Upon receiving task data, the computing resources
provided by the edge computing servers (MEC) are allocated to vehicles for task execution. Existing blockchain-
based computation offloading schemes typically focus on improving network performance, such as minimizing
energy consumption or latency, while neglecting the Gas fees for computation offloading and the costs required
for MEC computation, leading to an imbalance between service fees and resource allocation. This paper uses a
utility-oriented computation offloading scheme to balance costs and resources. This paper proposes alternating
phase optimization and power optimization to optimize the energy consumption, latency, and communication
secrecy rate, thereby maximizing the weighted total utility of the system. Simulation results demonstrate a notable
enhancement in the weighted total system utility and resource utilization, thereby corroborating the viability of our
approach for practical applications.
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1 Introduction

The emergence of Vehicle to Everything (V2X) has ushered in an era based on ubiquitous
connectivity and intelligent data processing. Integrating V2X with edge computing as mobile edge
computing (MEC) reduces network load by processing and analyzing data at edge nodes [1-3],
thereby decreasing the traffic transmitted to remote data centers. This alleviates the burden on the
core network, improving the overall network efficiency and reliability. By deploying computational
resources on devices in vehicles near a base station (BS) with MEC servers, MEC can effectively
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reduce the latency of computation [4,5], conserve computational resources, and minimize the energy
consumption of these devices [2]. Therefore, MEC has the potential to handle compute-intensive and
latency-critical tasks for V2X systems.

In urban environments where buildings are densely packed, these physical barriers severely block
the signal transmission of data sent from vehicles to the BS. This complex urban structure not only
weakens the signal strength but also increases the likelihood of multipath propagation and reflection
of signals, which significantly reduces the reliability and efficiency of data transmission. In this
context, UAV have become a key component of the connected vehicle ecosystem, providing greater
flexibility and coverage for communication and data processing tasks. Moreover, edge computing
architectures face significant centralization issues, posing several challenges. For example, centralized
edge computing architectures have problems with flexibility, data privacy, and security [6]. Centralized
storage and processing allow attackers to access large amounts of sensitive information by attacking
only a small number of critical nodes, and this centralized vulnerability increases the risk of data leak-
age, highlighting the need for robust security measures to protect sensitive information. Blockchain
can solve these problems [7-9], and integrating V2X and blockchain technology further enhances
the security and reliability of data transmission across networks [10]. Smart contracts run on the
blockchain and are responsible for performing an automated and trustless task-offloading process
between nodes. This mechanism ensures that transactions are not rejected and that malicious behavior
can be tracked [11-13].

Computational offloading for V2X currently faces two challenges. First, traditional solutions
usually focus on optimizing either computational or communication performance, such as minimizing
computational latency, reducing energy consumption, or maximizing network throughput [14,15].
However, edge computing resources are limited, and there may be costs when they are used, which
is not considered in most current computing offloading schemes. The efficient allocation and man-
agement of these resources to optimize the execution of computational tasks is a major challenge.
Secondly, the high-speed movement of vehicles leads to frequent changes in V2X network topology,
which increases the difficulty of maintaining stable and secure links. At the same time, due to
the presence of eavesdroppers in the environment, rapidly changing topologies make it difficult to
apply traditional static security mechanisms effectively. An intelligent reflecting surface (IRS) can
effectively solve this problem outlined above, which can enhance signal coverage and connection
stability by dynamically adjusting the direction and strength of the reflected signal [16,17]. Moreover,
the IRS can modify the reflective surface in real time [18,19] to accommodate fluctuating network
conditions and maintain a stable communication link when the vehicle is in motion at high speeds.
In contrast to the above joint optimization methods, this paper introduces a unique approach by
integrating UAVs, IRS, and blockchain technology to address the multifaceted challenges in Vehicle-
to-Everything (V2X) networks. Unlike traditional methods that optimize either computational or
communication performance, this approach simultaneously optimizes multiple objectives, including
energy consumption, latency, communication secrecy rate, and cost. The flexibility of UAVs and
the adaptive capabilities of the IRS allow for dynamic adjustments in real-time, maintaining stable
communication and security in a fast-changing V2X environment. This distinctive combination
provides a more comprehensive solution compared to the existing literature.

1.1 Related Work

In recent years, Blockchain has had a multitude of applications in the field of V2X, due to its
decentralized, immutable, and transparent nature providing security and reliability.
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Firdaus et al. [20] proposed a decentralized trust system based on the in-vehicle edge computing
network that utilizes federated blockchain and smart contracts to ensure a trustworthy environment
for securely storing and sharing data in the system. This addresses the challenges of mass data
storage, trust management, and information security faced by traditionally architected intelligent
transportation system (I'TS) applications. Vishwakarma et al. [21] proposed a lightweight blockchain-
based security protocol for secure communication and storage in vehicular networking, which supports
modern software-defined networks (SDNs). The permission blockchain is used to ensure tamper-proof
data storage and a fully traceable network for secure propagation of messages through cryptographic
hash functions and encryption techniques. The scheme proposed by Lu et al. [22] can verify a vehicle’s
identity in any driving scenario. By extending the traditional blockchain, it effectively satisfies the real-
time condition, which presents a revocation-free list authentication scheme. The certificate and the real
identity are encrypted with each other and stored in the blockchain, enabling conditional privacy. The
scheme proposed by Lin et al. [23] ensured anonymous mutual authentication of vehicles, where only
a trusted entity can recover the long-term public key, i.e., the true identity of the vehicle. A balance is
struck between the requirements of anonymity, traceability, and key or certificate management in the
Internet of Vehicles.

The utilization of a UAV as an MEC node enables the provision of enhanced location flexibility.
UAVs can provide services at varying heights and locations, thereby extending the reach of traditional
terrestrial BS to areas that would otherwise be inaccessible. Furthermore, the integration of UAV
into V2X for task offloading can mitigate the obstruction of communication links, thus enhancing
communication quality and reliability.

The UAV-assisted edge computing architecture proposed by Michailidis et al. indicates that
hovering UAV can act as an airborne relay for task processing and further offload the computational
tasks to ground-based roadside units, significantly reducing latency during data offloading and
downloading and minimizing weighted total energy consumption [24]. In the study of Wang et al.,
the issue that users in heterogeneous wireless networks are unable to process data in a timely manner
is addressed [25]. They propose an offloading scheme for UAV-assisted computation in a renewable
energy-based MEC framework, which employs a deep reinforcement learning approach to minimize
the offloading cost. Chen et al. combined UAV with MEC and proposed an efficient iterative
algorithm, which represents the inaugural attempt to study the maximum-minimum average secrecy
capacity problem [26]. The algorithm also addresses the security offloading issue that arises due to the
absence of the exact location information in eavesdroppers.

In addition, as an emerging technology, the IRS demonstrates notable advantages in the offload-
ing of tasks related to telematics. Optimizing the signal transmission path and improving the signal
coverage and transmission efficiency can enhance the task offload performance of telematics. In
recent developments, the deployment of IRS on UAVs has demonstrated potential for enhancing
the performance of mobile vehicle communications. IRS can dynamically adjust the propagation
environment to improve signal quality, thereby increasing system flexibility and reducing the risk of
eavesdropping on air-to-ground channels. Another advantage of the IRS is that it can assist PLS,
making the mission data upload link from the vehicle to the BS more secure. Upon receipt of the
task data, the MEC server is able to allocate its computing resources to execute the task efficiently,
thereby ensuring optimal processing. Zhai et al. proposed the use of a UAV as a relay IRS between
the MEC server and the terrestrial MEC to minimize the total energy consumption of the system [27].
Wang et al. [28] proposed a secure transmission scheme for the presence of a single eavesdropper. This
scheme jointly optimizes the BS transmit power, UAV position, and RIS phase shift to maximize the
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secure transmission rate. Hu et al. [29] and Xu et al. [30] focused on the energy consumption of IRS-
assisted UAV MEC systems, where phase shifts and UAV trajectories are co-optimized by conventional
iterative algorithms. In both cases, the IRS is deployed on the UAV, thereby exploiting the flexibility
of the UAYV to the fullest extent [31,32]. Xu et al. [33] sought to enhance the secrecy rate in the field of
IR S-assisted PLS.

Qi et al. [34] proposed a RIS-assisted vehicular edge computing system. In order to minimize the
power consumption of task offloading, it investigates the joint RIS phase-shift coefficient optimization
and VU power allocation. To maximize energy efficiency, Qin et al. [35] proposed to iteratively
optimize the bit allocation, transmit power, phase shift, and UAV trajectory.

Li et al. [36] proposed a novel Riemannian optimization method for optimizing the phase shift
matrix with the objective of maximizing the secrecy rate. Liu et al. [37] proposed an IRS-assisted
secure offloading scheme to improve the secrecy performance by adjusting the phase-shift matrix and
deriving the traversal secrecy rate. This achieves more substantial computational resources for nodes
paying higher Gas.

1.2 Motivations and Contributions

When a mobile vehicle offloads a computing task in V2X, factors such as latency, energy con-
sumption, communication secrecy rate, computing resource allocation, and cost affect the offloading
and computing of the task. At present, most of the existing mobile vehicle offloading task solutions
often only consider a single factor, such as low latency, safety, or low energy consumption, when
offloading computing tasks. However, they don’t take into account the full costs associated with task
offloading and computation, including the service provider’s service fee. In addition, blockchain-
enabled mobile vehicle computational offloading schemes tend to ignore the cost of blockchain,
i.e., Gas fees. Scenarios that consider cost or multiple factors do not optimize the management of
computing resources for multiple influencing factors at the same time. The proposed scheme in this
paper considers the energy consumption, security, and latency of the system, as well as the cost of
services for block and edge computing servers. The goal is to maximize the weighted utility in the
system, which is defined in Section 2.4, by optimizing the IRS phase shift matrix, the transmit power
of the moving vehicle, and the computational resource allocation scheme of the MEC. The main
contributions are as follows:

(1) This paper proposes a secure V2X computing task offloading scheme supported by blockchain
technology. The proposed solution establishes a PLS-assisted computation offloading model,
which comprehensively considers the secrecy rate, latency and energy consumption of commu-
nication, service fees, computation latency and energy consumption of MEC, and blockchain
Gas fees when offloading computation tasks for mobile vehicles.

(2) In the proposed scheme, the phase shift matrix of IRS and the transmission power of moving
vehicles are jointly adjusted to increase the communication secrecy rate and reduce system
latency and energy consumption during the communication process. Through this method,
communication security can be maximized in the presence of Eve in the communication
environment.

(3) The original computational resource allocation problem is transformed into a two-dimensional
matching problem for two-part graphs, which is then solved with the KuhnMunkres (KM)
algorithm. In particular, the edges of the bipartite graph are constrained by the balance between
vehicle costs and resources. This ensures that vehicles paying high costs receive priority and
better computational resources.
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(4) The efficacy of our proposed scheme is demonstrated through simulations and performance
evaluations. The results demonstrate a notable enhancement in the weighted total utility
and resource utilization, thereby corroborating the viability of our approach for practical
applications.

The remainder of this paper is as follows: Section 2 presents the system model and problem
formulation. In Section 3, we present our optimization schemes for phase shift optimization and power
optimization. The task offloading scheme is provided in Section 4, while the experimental results are
presented in Section 5. Finally, Section 6 provides a summary of the paper.

Special Notations: Bold uppercase letters, such as A, denote matrices, and bold lowercase letters,
such as a, denote column vectors. A", A", and A" denote the conjugate transpose, transpose, and
conjugate transformations of A, respectively. And diag (X) is the diagonal matrix of X. The Hadamard
product is denoted as o, and fR(x) means the real part of the complex variable x.

2 System Model and Problem Formulation

As shown in Fig. 1, this paper considers a blockchain-authorized vehicle network that
includes I mobile vehicles, denoted as N,,N,,..., N, ...,N,. All vehicles have devices with a
single antenna. There are K MECs deployed in BS with a single antenna, which are denoted by
M, M,.. . ,M,..., Myand N,, respectively. At the same time, assuming that there is an eavesdropper
(Eve) in the environment, denoted by N,, eavesdropping on the channel transmission information
and trying to disrupt the data transmission, may lead to the failure of the computational task. The
corresponding unloading tasks for vehicles are denoted by Z,, Z,, ..., Z,, ..., Z,, where Z; represents

the task of the i-th vehicle.
% XUAV with IRS
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Figure 1: System model

When a mobile vehicle generates a computation task, it offloads the task to the BS, which in turn
instructs an MEC server to perform the computation. Due to the distance between the vehicle and the
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BS and the presence of Eve, an IRS-equipped UAV (denoted as N,) is deployed as a signal reflection
repeater. When the vehicle sends data to the UAYV, the data reaches the BS by being reflected by the
UAV’s IRS. The phase-shifting feature of the IRS enhances the secrecy rate of the communication and
increases the probability of successful signal arrival at the BS.

2.1 Communication Model

In our system, a total of 7 vehicles in the system collect data during the moving process. When there
is a computation task, the vehicle offloads the data to the BS. There is a link to the BS through the UAV
relay, and there is also a link between the vehicle and the BS. After the BS receives the data, the
computation task is not directly performed on the BS, but assigned to a MEC server to perform the
computation task. During the data transmission process, the phase shift optimization is carried out by
using the UAV equipped with the IRS as a way to improve the secrecy rate of information transmission
to prevent eavesdropping.

IRS and phase-shift adjustment techniques increase the security of data transmission, reducing
the risk of attack and ensuring data integrity and trustworthiness in the communication process.

To describe the secure transmission process of signals, this paper first assumes that the physical
location information of each device including the Eve is available at the BS. The locations of &, vehicle,
UAYV, BS, and Eve are denoted by (x;, ), (X., Vi, 1), (X5, ¥s), (x.,).), respectively. Specifically, the
IRS-UAV hovers at a fixed height H when the data task is transmitted. Then, the distances from
the N, vehicle to the BS, from the vehicle N; to the IRS-UAYV, and from the vehicle N, to the Eve, are
respectively denoted as follows:

dy =/ (6 = %) + (0 — )", (1)
d = (5, = %) + G — 3 + (), 2)
d =\t = %) + (e — 9™, 3)

The distance from the IRS-UAV to the BS and to the Eve are respectively denoted as d,, and d,,.
duy = 60 — 307 + 0 — 90 + (B ()
do =) (= %)+ 0 — 30"+ (1) (5)

The distance between the BS and the Eve is denoted as d,,,.

dyo =t = X" + (v — 1)’ (©)

In this paper, it is assumed that the signaling takes place in millimeter-wave communication. Then
the channel gain link between N, and the IRS-UAV is denoted by &, € C"*!' [38].

h,=\o (dm) -, [1’ e e—jzn/MNfud@’u]T , (7)

where N is the number of reflecting elements of IRS, ¢;, = == and ¢,, = ~— represent the
approximate cosine values of the deviation angles between N, and the IRS-UAY, and N, to the Eve,
respectively. The wavelength carrier and antenna separation distances are denoted as A and d. And w is

the path loss at a reference distance of 1 m. The channel between N; and Eve is denoted by /;, € C'*!.
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e = oo (d,) (8)

The channel gain from the IRS-UAV to the BS and to the Eve is expressed as &,, € C"*!' and
h,. € C"!', respectively.

hu’b — w(du’b),z . [1’ e—j27‘[/kll'¢u’b’ e e—j27‘[/l(N—1)d¢u’b]T, (9)
hu,e — /a)(du,e)_z . [1, e—fzﬂ/)\d‘iﬁu,e’ e, e_jzﬂ/)‘(N_l)d‘pu,(’]T. (10)

Also, the channel from N, to the BS is denoted as 4, € C"'.
hiy =@ (di.b) - (11)

The diagonal matrix of the IRS reflection element is denoted as ¥, = diag[exp(j6.,), exp(j6,s, . . .,
exp(jO.x)1,j = ~/—1, 6, € [0,27), which is the phase introduced by the IRS at the n-th phase shift
element of the i-th cycle.

The achievable data rate for unloading tasks is given by

B Wb, + b, 12)

(12)

0-2

w;
Ri,b = Blogz(l +

where B is the bandwidth, w; is the vehicle-to-uplink transmit power, and o is the noise power.

dy,
Therefore, the transmission delay for the vehicle to offload the task to the BSis I}, = —Z where
ib
dy, 1s the size of the data task. In addition to the transmission delay, the whole system takes into account
the computation delay of the MEC server [39,40], which is denoted as follows:
M, _ €z " Az
FZl- - fZA’,Ik ’ (1 3)

where ¢, is the number of CPU cycles required for each bit of computation and f;f" is the computa-
tional resources available to the MEC server.

2.2 Energy Consumption Model

The energy consumption of the whole system mainly includes computation energy consumption,
transmission energy consumption, and block generation energy consumption. For the block genera-
tion energy consumption, it is assumed that the energy consumed by different nodes to generate blocks
for this task is the same for task Z;. However, the block generation energy consumption is different
for different tasks. Next, the energy consumption will be presented from the perspective of different
nodes.

As for a vehicle node, the energy consumed by the vehicle includes offloading data task energy
and generating block energy [41], which are denoted by &y, v, and eg", respectively.

Wi+ dz,«
b
R

(14)

ENNy =
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where ¢, denotes the energy consumption of blocks generated by vehicles. Thus, the total energy of
vehicles is denoted as

N; N;
€7 = &n, T Epie (15)

As for the UAV node, since the UAV does not forward the data, the IRS equipped on the UAV
only reflects the signal, and in the process of reflecting the data from the IRS, the UAV hovers at a
fixed altitude, so the energy consumption of the UAV consists of hovering energy and generating block
energy. The hover energy consumption of the UAV is denoted by ¢y, .

gNu:P,fI.FZ," (16)

and P” is the hovering power, which depends on the mass of the UAV, propeller radius, gravity, and
air density. Theoretically, these parameters are constant for a fixed altitude and stable environmental
conditions. I, is the total time to complete the task, i.e., I';, = I, + I Zﬂfk. Like the block energy
consumption of a vehicle, the energy consumption of the UAV to create a block is also a fixed value,
so the total energy consumption of a UAV is denoted by sg;a
ey =en, T &y - (17)
As for the energy consumption of BS and MEC, the MEC nodes need to perform task compu-
tation, which will generate corresponding energy consumption. In addition, after receiving the data,
the BS will assign a suitable MEC to complete the task according to the computation capability of
the MEC and the offer it has. After the MEC completes the computation, it will return the result
to the BS, which will record the computation result and the identity of the MEC that performs the
computation in the block to realize the traceability of the source of the result. Therefore, its energy
consumption includes the computation energy consumption of the MEC and the block generation
energy consumption of the BS. The energy consumption of the MEC computing task is denoted
bY Ecompue-

2
My M .
gcampure =K (fzi ) dZ,-C”Z,-s (18)

where « is the capacitance coefficient, fZAf * is the achievable computing resources allocated by MEC.

cnz, (CCN/bit) is the CPU cycle number (CCN) per bit processing at M,. /> denotes the energy

consumption of blocks generated by BS. So the total energy consumption required to complete the

Z. task BS and MEC is

85?’1\4"' = ef,’,‘,pm +el. (19)
The total energy consumption required to complete the task Z; is the sum of the vehicle energy,

UAV energy, BS energy, and MEC energy, denoted as

N; N, Ny M,
€, =& e +e, " (20)

2.3 Computing Offloading Architecture Supported by Lightweight Blockchain

In our system, the lightweight blockchain is deployed on all participating nodes, including vehicles,
UAY, and BS. These nodes all run lightweight blockchain clients that enable them to generate, validate,
and store blockchain data. In order to reduce the overhead of the nodes, the specific data content is
stored in the Inter Planetary File System (IPFS) [42,43], while only the hash information associated
with this data is recorded on the blockchain.
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Whenever data is being transferred, the sender needs to publish a task transfer block. The content
of this block includes details such as the offloading task Z;, the hash message corresponding to the
task, and the sender’s and receiver’s identities. It also includes the address information of both parties
to the transaction, the Gas fee of this transaction, the unit price of Gas [44], and the service cost of
the MEC. This information ensures the authenticity of the task and the verifiability of the source.

When the receiver receives the task, it also needs to publish a block. The content of the receiver’s
block includes the identity and address information of the receiver and the sender, the hash message
corresponding to the task Z,, and the various costs associated with this transaction. The complete
record of the transaction is ensured by this two-way publishing of the block.

On the blockchain, each block stores only the hash information and metadata of the transaction,
while the raw data and detailed information are stored in the IPFS file system. This design effectively
reduces the storage burden of the blockchain, and at the same time ensures the security and durability
of the data by taking advantage of the decentralized storage characteristics of IPFS.

In this way, all nodes generate and publish blocks when transmitting data, realizing the traceability
and non-repudiation of data transmission. At the same time, the combination of blockchain and IPFS
can effectively prevent the computational offloading behavior of untrusted nodes and protect the
security and privacy of transactions. The blocks of all participating nodes together build a complete
blockchain, which ensures the transparency and data consistency of the whole system. The vehicle
needs to pay for blockchain and MEC. The payment in the blockchain for the offloading task is
denoted as

Céﬁt.\' = PGas * dZ,»- (21)
The cost in MEC is denoted as
ci}ec = PMec * dZ,-’ (22)

where pg,, ' and p,.. are the unit price of the Gas fee and the price of the MEC service per bit of
computation, respectively. Thus, the total cost to complete the task is that

Z; Zi
CZ,- = CG;S + CMlec' (23)

2.4 Problem Formulation

Based on the above model, the essence of our work is to maximize the weighted total utility of the
system by considering the system’s energy consumption, delay, and secrecy rate in the context of task
allocation, power optimization, and phase shift optimization.

To measure the security performance, we use the secrecy rate R as a metric. The secrecy rate can be
regarded as an inherent property of a given instantaneous channel state information (CSI) realization,
and is a commonly used metric for physical layer security (PLS) schemes. Since Eve may intercept the
channels of vehicles, UAV, and the BS, the effective transmission is the data transfer between vehicles
and the BS. Assuming that Eve’s channel information is also fully known, we define the secrecy rate
between vehicles and the BSas R = (R, — R,)".

Wi hqu‘I’ihi,u + hi,b ’
Rd = Ru, = Blogz 1 + - > N (24)
o

! Gas fees are used to pay for the computational resources needed to execute a transaction or smart contract. Gas fees are incentives for miners or validators to process and
validate transactions. The price of Gas is usually expressed in units of Gwei, and the unit price of Gas used in this document has been converted to units.
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w;
u,e

2
R, = Blog, (1 + ) (29)
o

The utility value of the system for &V, vehicle on a mission is

hH:\I’ihi,u + hi,e
2

Wz = aR — Pies, — BTy, — Prcs, (26)
For the whole system, the utility value is then expressed as

n=> i, @7)
Mathematically, then, the optimization problem can be expressed as

Pl: max - u, (28)

s.t.w,,l,: 15 W < W (28a)

W, =0,1,Vi,k, (28b)

PPR <, (28¢)

I, <vy, (28d)

¥, = diag [exp (j@,;l), exp(j6,,, . .., exp Q'Q,-,N)] . (28e)

The meaning of each of the above constraints is explained below. w in Eq. (28a) represents the
column vector of the transmission power of all vehicles. Eq. (28a) has defined the upper and lower
limits, indicating that the power value must be taken between the upper and lower limits. The reason
for specifying the upper and lower limits is that the power affects the secrecy rate, energy consumption,
and transmission time. If the power is too low, it results in a large transmission time, which may cause
the entire task to take longer than the maximum tolerable time to complete, resulting in the failure
of the task. In addition, it also results in a decrease in the secrecy rate. However, if the performance
is too high, it leads to an increase in energy consumption. To optimize the weighted total utility, it is
necessary to find an optimal power value that maximizes the weighted total utility.

Eq. (28b) indicates that each MEC server can only be assigned to one vehicle task, and similarly,
a vehicle task can only be assigned to one MEC server. The assignment relationship between the Z,
task and the M, server is represented by a matrix W, where W, is the element of the i-th row and k-th
column in the matrix W. When an MEC server is assigned to the i-th vehicle, W;, = 1, otherwise it
is 0.

Eq. (28¢) shows that there is a cost to completing the task, the Price-Performance Ratio (PPR) is

used to measure the fairness between the cost and the allocation of computing resources. If PPR < r,
pZ\A//I[e;\z )
Z;
Eq. (28d) indicates that the time to complete a task cannot be indefinitely long. The total time
required for a task from offloading to computation completion is I',,, with the maximum tolerable
time being y. If I',, < y, the task is completed and the system utility is valid. Otherwise, the task fails
and the system utility is 0.

it can be allocated. If PPR > r, it cannot be allocated, where r is a positive constant and PPR =

Eq. (28¢) is the passive phase shift constraint matrix.
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P1 is represented in a complex non-convex form. To solve this problem, the original problem P/ is
decomposed into two manageable subproblems, i.e., phase shift optimization and power optimization,
and solve the subproblems iteratively to finally obtain the near-optimal solution. The subproblem-
solving and the corresponding algorithm design are described in detail in the next section.

3 Problem Solution and Algorithm Design

In this section, an algorithm framework is proposed to improve system utility by optimizing the
phase shift matrix and power allocation. To demonstrate the optimization process more clearly, Fig. 2
summarizes the algorithm design and implementation process in this section. Fig. 2 illustrates the
specific steps of initializing parameters, performing phase shift matrix optimization, updating power,
and iteratively optimizing system utility indicators. In each iteration, the algorithm continuously
optimizes the phase shift matrix and power until the system utility value no longer significantly
improves, ultimately achieving the goal of system optimization.

(Smrt: Inltia]ization)

Y
—>{ Phase Shift Matrix Optimization (Algorithm 1) |

\ 4
[ Update Power Level(Solve P4) I

\ 4
| Update Performance Metrics (Solve P1) |

) 4
| Check Improvement of System Utility |

Yes

( End: Optimization Achieved )

Figure 2: Workflow of the optimization process in Chapter 3

3.1 Phase Shift Optimization of IRS

From Eq. (26), the total delay and energy consumption decrease as R;, increases, and the secrecy
rate increases as R;, increases. To reduce the energy consumption and delay and maximize the total
system utility, the phase shift matrix needs to be adjusted to maximize R;,. Fixed power level w;,
according to Eq. (12), PI can be further understood as maximizing the channel gain between the BS
and the vehicle. So, P! is converted to P2.
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2

W' W.h, +h,|, (29)

u,b

P2: max
v

s.t. (28e).

The objective parameter ¥, is the middle of two CSI parameters and is hard to handle. Hence,
refer to [45], (h,,)" W h;, can be re-formulated as

(hu,b)H‘I’ihi,u = (hu,b)Hdiag(hi,u)qi = ®iqi5 (30)

where q, = vec (¥)) = [exp (j6.). ..., exp (i@,-,N)]T, O, = (h,,)"diag(h;,). With Eq. (29), the objective
of P2 can be transformed as follows:

|(hu,b)H‘I’ihf.u + hi,h|2 = q?(a?@iqi + hib + h ®iqi + qfl@f[hi.b- (31)

i,b
The minus of the objective in P2 is expressed as a function concerning q, i.e.,
g(q) =~ (400, + I, + 1,04, +¢'0h,). (32)

ib

The constraint (28¢) is defined by a complex circle manifold [45], which is given by the following
formula:

0={qeC|lq],[ =1.n=1,...,N}, (33)

where [q,], is the n-th element of q,. By rewriting Fq. (31) and P2 we know that our goal is to find the
optimal point qF, so P2 is equivalent to P3:

P3: min g(q,.). (34)

9;€0

P3isregarded as a complex circle manifold optimization problem. Similar to [37], the Riemannian
gradient descent algorithm is used to find q, where the Riemannian gradient of a manifold point is
jointly determined by the Euclidean gradient and the tangent space on the manifold O at that point.
For any point on the manifold, denoted by s, the tangent space is composed of all tangent vectors
passing tangentially through s. Each tangent vector represents a direction along which the objective
function can be optimized from s. Each tangent vector represents a direction along which the objective
function can be optimized from s. For the complex circular manifold O, the tangent space at s is

T,wO=veC" R[voq,(5)']=0, (35)
where v is the tangent vector at q, (s). The Euclidean gradient concerning q; (s) is
Vuog (@) = =200, (s) — 20, 1. (36)

Similar to the Euclidean space, there is one tangent vector with the steepest increase of the
objective function, called the Riemannian gradient. As the complex circle manifold O is a Riemannian
submanifold of C, the Riemannian gradient of a function g at g, (s), denoted by grad, g (q,):

gradqi(s}g (qi) = Vq,'(.v)g (qi) -R (ti(.v)g (qi) © qi (S)T) © qi (S) . (37)

In Riemannian gradient descent, the direction of the next point of q; (s) is j,, where ¢, is the step
size and j, is the descent direction vector. The retraction function is introduced as a way to ensure that
the next point q, (s + 1) is still on manifold O, denoted as

qG+1)=Q, (i) (38)
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Typical retraction functions are normalization functions, i.e., Q,  (y) = L,Vi. Based on the

Riemannian gradient and conjugate gradient descent algorithms for finding the optimal matrix, the
update rule for searching on manifolds is as follows:

js+1 = _gradq[(s+l)g (q/) + gDqu,'(s)»qi(Hl) (js) s (39)

where @, is the Polak-Ribiere parameter. Py .q 1) (js) is the tangent vector j, from the tangent space
T,,»,O to the mapping function of the tangent space 7., O, which is specifically expressed as

Poio—agissn U2) = Ty9O = Ty O. (40)

Since the second-order derivatives of g (q,), i.e., —20,'®, and ©;' @, is positive semidefinite, so
g (q,) is concave. Thus, the result solved by Algorithm 1 is the local optimum solution.

Algorithm 1: Phase shift matrix optimization based on conjugate-gradient descent
Data: {h,,, h;,, h,,, Vi, N;, M}

Result: ¥, Vi

1for i=1:1:N, do

2 Initialize 7, and ¢,;

3 Initialize point ¢, (0), get grad,,g (,);

4 while |grad,,,,g (q,)| <€ do

5 Get Riemannian gradient grad,,.,g (¢;) by Eq. (37);
6 Get conjugate search direction j, by Eq. (39);

7 Get next point ¢, (s + 1) by Eq. (38);

8 Determine step size ¢, and ¢, proposed in [46];

9 Getgq; =4q,(s);

10 ¥* = diag (qj);

11 Procedure End

Complexity analysis. To meet the convergence condition, the conjugate-gradient descent algorithm
requires N? iterations. Each iteration needs the calculations of Egs. (37)—(39), and the parameter
update, which requires 2N* + 4N, N, N, and 4N? inner-iterations, respectively. So, the worst-case
computational complexity of Algorithm 1 is O (N*).

3.2 Power Solving and System Optimization

The previous solution, it is equivalent to the phase shift matrix and parameters are given. So the
objective of P/ could be rewritten into P4 as follows:

P4:max aR — Bie — BI'y, 41)

s.t. (28a),

(28d).

After defining the objective function P4, the analytic method is used to search for the optimal
value of the objective function by measuring the key performance metrics of the system, such as

secrecy rate, time delay, and energy consumption, subject to constraints. These constraints include
device power limits and delay limits.
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The alternating power and phase shift optimization algorithm performs the optimization by
initializing the phase shift matrix ¥’ and the power w" followed by repeated iterations. In each iteration,
Algorithm 1 is first used to update ¥" given the previous power w"~'. Then, the new power w" is
obtained by solving the optimization problem P4. Next, u, is computed and updated based on the
current ¥" and w”, evaluated by solving problem P/. The iterative process continues until the p, is no
longer significantly improved, i.e., i, < u,.;, at which point the algorithm terminates, indicating that
the optimization objective has been reached.

Complexity analysis. The loop runs until ., < u, requires N iterations. Each iteration needs the
calculations of Algorithm 1, P4, and PI, which require O (N 4), N, and N inner-iterations, respectively.
Consequently, the worst complexity of Algorithm 2 is O (N 5).

Algorithm 2: Alternating power and phase shift optimization

Initialize ¥°, w°

repeat

1 Update ¥" by using Algorithm 1 with given w*™';
2 Obtain w" by solving P(4) with given ¥";

3 With given ¥", w", update pu, by solving P(1);

4 Setn=n+1;

until 1, > (.

4 Task Offloading Scheme Considering Gas

This chapter introduces a resource allocation plan that considers Gas fees. To ensure that the ratio
of the cost paid for each vehicle to the computing resources obtained for the corresponding task of the
vehicle is not less than the threshold, i.e., PPR > r, N, vehicles are sorted as N/, Ny, Ny, ..., N, where
their cost obey ¢, > ¢ 426z Z M MEC servers are sorted as M, My, My, ..., My, that
obeny /Cuy sz /Cry >fM /wa > .. >fM /¢u, . A bipartite graph as shown in Fig. 3 between the
vehicle and MEC server for task offloading is generated To meet PPR requirements, all vehicle-MEC
pairs with r(V;) — r(f./c,) > r cannot be recorded on the bipartite graph. Therefore, vehicle-MEC
pairs in such situations are recorded as co. r( V) is the descending index of the service fee provided by
the M, vehicles, and r(f, /c;) is the descending index of the computing power of the MEC server.

Based on the above information, a matching matrix W is set, where the (i, k) element represents
an edge. For example, W, = 1 indicates that vertex i and k are connected. For the other edge (ii, kk),
we have i # ii and k # kk to satisfy the constraint that any two edges do not share vertices. For W, the
problem of computing resource allocation can be equivalently transformed into a two-dimensional
matching problem.

N
P5 . m‘f}x Zi ! Z ( Wl kgcompuu)a (42)
s.t. (28b).
Ny K
VI/i,k 5 15 Zk I/I/i,k S 15 (423.)

where W, is a binary variable that takes 1 when M, is assigned to N, and otherwise 0. From the
constraints, each vehicle can only be assigned one MEC server and each MEC server can only be
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assigned to one vehicle. Optimization is to find the optimal W to minimize va’ Zf I/Vi,ksif,’;,m,e, and P5
is convex, and the optimal W can be solved by the Kuhn- Munkres (KM) algorithm.

Bipartite graph of MEC and Data Task 0 Bipartite graph with unfair constraint 4
M, | 3.333 29 2933 26 1.067 45
35
40
M., 5 435 4.4 3.9 1.6 35 3
a0
0
WMy | 7143 | 6214 | 6286 | 5571 | 2286 25 25
o 2
M, 10 8.7 8.8 7.8 3.2 15
10 15
Ms. 16 5
;
U,‘. Uz' U3. U‘. Us.
Data Task Data Task
(a) The binary graph of the MEC-Vehicle (b) The binary graph with PPR
pair after reordering constraints

Figure 3: Bipartite graph generation with the dissatisfaction degree constraint

5 Simulation

To evaluate the performance of the method proposed in this paper, detailed simulation experi-
ments are conducted. By analyzing these experimental results, we can comprehensively understand
the performance of the method in different scenarios and parameter settings, thus verifying its
effectiveness and advantages. A series of specific simulation parameters during the experimental
process are presented in detail in Table 1.

Table 1: Parameters settings

Parameter Meaning Value

B Bandwidth 100 KHZ

d Antenna separation distance A2

A The wavelength carrier 1

PY UAV hovering power at height H 1000 W

o’ Noise power 107" mW

K The effective switched capacitance depends on the chip architecture I x107%

cny, The number of required CPU cycles at MEC for processing one-bit data 2000 cycles/bit
1) The path loss at a reference distance of 1 m —-20dB

H UAYV hovering height 20m

Specifically, the following aspects are considered in the experiments. All experiments are con-
ducted in the presence of an Eve. Regarding the communication channel, this paper adopts the
common V2X communication channel model to simulate the actual wireless propagation environment.
Another thing is the number of IRS reflector units, which directly affects the signal quality and
coverage, and this paper tests the effect of different numbers of reflector units on the system



3942 CMC, 2024, vol.81, no.3

performance. There is also the number of vehicles, which evaluates the performance of the intelligent
optimization method in multi-user scenarios.

According to Fig. 4, the horizontal coordinate represents the number of iterations, and the vertical
coordinate represents the system’s weighted utility value. The proposed method’s approach is effective,
and the system-weighted utility value gradually increases and levels off as the number of iterations
increases.

26 |

System utility value

235t 1 1 1 | | | 1 1 J
] 10 20 30 40 50 60 70 80 90 100

The number of Iteritions

Figure 4: System utility value

The method proposed in this paper with the power-only optimization and phase-shift-only
optimization methods are compared, and the rest of the parameters are the same. The results in
Fig. 5 show that the proposed method outperforms the remaining two methods. The effect of iterative
optimization is followed by an increase in the weighted total utility value of the system and its eventual
convergence. Moreover, our proposed method’s system weighted total utility value is maximum
compared to the two methods without power optimization and phase shift optimization. This is also
validating the validity of the methodology of this paper.

The reason that the method of optimization without phase shift in Fig. 5 presents a straight line is
that the optimal power value has been found in the first optimization. Without any other variables
changing, the value found the first time is the optimal value, and the value presented by another
iteration is the same as the previous one, that is why, it presents a straight line.

Fig. 6 compares the change in the system utility value for different numbers of IRS components.
We can see that when the number of IRS components changes, the system-weighted utility value
also changes. As shown in Fig. 5, when the number of IRS components is 20, the system-weighted
utility is the smallest, followed by the number of IRS components is 40, the system-weighted utility
value is in the middle, and when the number of IRS components is 30, the system-weighted utility
value is the largest, this is because the change of the number of components affects the magnitude of
the data transmission rate, which in turn is related to the secrecy rate, the time delay, and the energy
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consumption. This explains that it is not the more or less number of components that makes the system
utility value greater, but it is necessary to find a suitable number of components that makes the system

utility maximum.

Comparison of results under different optimization methods

System utility value

o 10 20 3o 40 50 60 70 80 a0 100
The number of Iterations

Figure 5: Different optimizations methods
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Figure 6: Different elements of the IRS
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The number of vehicles in the system is not static, and to verify whether the change in the number
of vehicles affects the stabilized type of the method in this paper, different numbers of vehicles are
set up for comparison. As shown in Fig. 7, the final utility value of the system changes slightly under
different numbers of vehicles. This also shows that the stability of the system is not affected by the
change of the number in vehicles, which proves the stable type of the method.

5 Comparison of results under different vehicles number
I I I

| il

" A A A
e e |

System utility value

S==vehicle_number= 5
—®— vehicle_number = 20
—d— vehicle_number =30
| | ! L o
0 10 20 30 40 50 G0 70 80 90

The number of lterations

| P
o

Figure 7: Different numbers of vehicles

Next, the relationship between the parameters affecting the utility of the system and the utility
itself will be presented. From Fig. 8, the results show that the system-weighted utility value and the
secrecy rate have the same trend and show an increasing state at the same time after applying the
method of this paper. On the contrary, the energy consumption and time delay have the opposite trend
to the system utility value, showing a decreasing state. Among them, it is worth noting that the time
delay curve. Although the graph presents an approximate straight line. However, after optimization,
the total value of delay decreases by 0.038191 s, which is a small change, and that is why it presents the
state in the figure.

Finally, to observe the effect of the Gas fee on the system, a set of comparison tests with a fee
of 100 times the normal Gas fee was set up. Fig. 9a shows the difference between the weighted utility
value of the system with a normal Gas fee and the weighted utility value of the system with 100 times
of Gas fee for the case of the number of vehicles 5. It can be observed that the difference between
the two increases significantly as the number of iterations rises, indicating that the utility value of the
system with a high Gas fee is lower than that of the system with a normal Gas fee. Fig. 9b shows
the difference between the normal Gas fee and the weighted system utility value of high Gas for the
number of vehicles 5 as well as 20. It can be observed that the higher the number of vehicles, the more
pronounced the effect of Gas.
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Figure 9: Impact of Gas fee

From Fig. 10, it can be observed that when the UAV height is 120 m, the system utility value rises
rapidly, reaches the highest value, and remains at a high level. The system utility values for UAVs at
heights of 180 and 60 m are relatively low. This indicates that excessive height leads to increased signal
loss, which negatively impacts utility. On the other hand, too low a height results in limited signal
coverage, thus affecting the utility value. At a height of 120 m, the balance between signal coverage
and path loss is achieved.
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4 Comparison of results under different height of UAV
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Figure 10: Comparison of different UAV height

6 Conclusion

This paper investigates a blockchain-enabled UAV-assisted multi-object offloading scheme in V2X
systems, which enhances communication performance and system flexibility by deploying IRS on UAV
while addressing the Eve problem in both ground and air channels. To address the problem of ignoring
the Gas cost and MEC computation cost of computational offloading in existing computational
offloading schemes, this paper designs a cost-oriented computational offloading scheme that ensures
the balance between cost and resources, and achieves the optimization of energy consumption, delay,
and communication secrecy rate through the alternation of phase shift optimization and power
optimization, and finally achieves the maximization of the overall weighted utility of the system.
The IR S-assisted computational offloading model proposed in this paper, combined with the phase-
shift matrix adjustment scheme of flow shape optimization and the computational resource allocation
method via two-part graph matching, significantly improves the system’s weighted total utility and
resource utilization. The algorithms utilized in this study enhance the overall global optimization
performance. The combination of the Alternating Optimization and KM algorithms effectively
mitigates the risk of converging to unexpected local optima, while the global search capabilities of the
Manifold Optimization algorithm contribute to achieving the global optimal solution. However, the
KM and Manifold Optimization algorithm may require additional mechanisms to handle resource
fluctuations and dynamic optimization demands in changing environments. This is an area that
requires improvement in our future work. Specifically, future work aims to develop approaches to
better adapt to dynamically changing environments, enhance the system’s real-time responsiveness
and overall optimization performance, and achieve more robust and flexible resource management.
Extensive simulation and performance evaluation results demonstrate the potential and effectiveness
of the scheme in real-world telematics applications. This article considers fixed-price Gas fees, but their
prices fluctuate. Therefore, future work will investigate the impact of fluctuating Gas fees on resource
allocation.
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