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ABSTRACT

Phishing attacks seriously threaten information privacy and security within the Internet of Things (IoT) ecosystem.
Numerous phishing attack detection solutions have been developed for IoT; however, many of these are either
not optimally efficient or lack the lightweight characteristics needed for practical application. This paper proposes
and optimizes a lightweight deep-learning model for phishing attack detection. Our model employs a two-fold
optimization approach: first, it utilizes the analysis of the variance (ANOVA) F-test to select the optimal features
for phishing detection, and second, it applies the Cuckoo Search algorithm to tune the hyperparameters (learning
rate and dropout rate) of the deep learning model. Additionally, our model is trained in only five epochs, making it
more lightweight than other deep learning (DL) and machine learning (ML) models. The proposed model achieved
a phishing detection accuracy of 91%, with a precision of 92% for the ’normal’ class and 91% for the ‘attack’ class.
Moreover, the model’s recall and F1-score are 91% for both classes. We also compared our approach with traditional
DL/ML models and past literature, demonstrating that our model is more accurate. This study enhances the security
of sensitive information and IoT devices by offering a novel and effective approach to phishing detection.
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1 Introduction

The Internet of Things (IoT) environment is currently experiencing several developments. One
notable development is the expansion of the scale and diversity of IoT data, which has led to
improvements in the industry ecosystem and the emergence of innovations in different areas [1,2].
Technological advancements have driven application products towards intelligence, convenience, low
power consumption, extensive connectivity, and comprehensive coverage [1,3,4]. Additionally, there
has been a focus on improving IoT intrusion detection systems (IDS) using artificial intelligence
(AI) techniques, particularly machine learning (ML) algorithms [5,6]. Researchers have reviewed and
compared various ML algorithms and techniques using different datasets to enhance the efficiency of
IoT IDSs [5,7,8]. However, there is still a need for recent datasets collected from the IoT environment
and further investigation into the most effective ML models for building efficient IoT IDSs [5,9,10].
Another critical aspect of the IoT environment is the threat of malware. Studies have characterized 64
IoT malware families, analyzing their behaviors, target architecture, target devices, delivery methods,
attack vectors, persistence techniques, and evolution [11,12]. Finally, the emergence of the Narrowband
of the Internet of Things (NB-IoT) has significantly contributed to the evolution of IoT towards
intelligence, convenience, low power consumption, extensive connectivity, and comprehensive coverage
[1,13,14]. Overall, these developments in the IoT environment highlight the continuous growth and
advancements in various aspects of IoT technology

Phishing attacks can have a significant impact on the IoT environment. Phishing is a cyber attack
where attackers deceive users into revealing sensitive information or performing malicious actions by
posing as a trustworthy entity. In the context of the IoT, phishing attacks can target both the users
of IoT devices and the devices themselves. One way phishing attacks affect the IoT environment is
by compromising the security and privacy of IoT devices and networks. Attackers can use phishing
techniques to trick users into providing their login credentials or other sensitive information, which
can then be used to gain unauthorized access to IoT devices or networks [15]. Once attackers gain
access, they can manipulate or control the devices, potentially causing disruptions or unauthorized
actions. Phishing attacks can also lead to the theft of sensitive data from IoT devices. By tricking users
into providing their personal or financial information, attackers can access valuable data stored on IoT
devices, such as health records, financial information, or personal preferences. This can seriously affect
individuals and organizations, as the compromised data can be used for identity theft, fraud, or other
malicious purposes. Furthermore, phishing attacks can exploit vulnerabilities in the IoT ecosystem.
The IoT environment consists of a complex network of interconnected devices, sensors, and platforms,
creating opportunities for attackers to exploit security weaknesses. Phishing attacks can be used to gain
initial access to the IoT network, allowing attackers to launch further attacks or spread malware [16].

1.1 Contribution

Our proposed method focuses on the research gap by combining hyperparameter optimization
with a unique feature selection technique within a unified framework, primarily meant to be light-
weight and computationally effective. We guarantee that the model chooses the most relevant features
and simultaneously optimizes the hyperparameters using CSA, minimizing training time (five epochs)
and computing overhead.

1.2 Organization

The rest of the paper is organized as follows: The details of the previous works and their limitations
are presented in Section 2. The limitations of the previous works motivated us to build our proposed
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model, the architecture of which is presented in Section 3. This section details the data preprocessing
stage, feature selecting stage, and information about the Cuckoo algorithm. This section helps the
reader to get in-depth knowledge about our proposed model. After this, the details of our system
model are presented in Section 4. After this, the details of the dataset are presented. After this, the
performance of feature selection and hyper-parameters are presented. After this, the performance of
the model is presented. Also, the comparative analysis with standard ML/DL models is presented in
this section, and compression of the previous work is also presented in this section. This section gives
a detailed analysis of the limitations of the past results and their comparison related to our proposed
model. Finally, Section 5 concludes the paper.

2 Related Work

In the field of phishing attack detection, a variety of methodologies have been explored, with
significant advancements being made through the application of ML and DL techniques with
optimizes.

For instance, Saxena et al. [17] introduce the use of the Cuckoo Search algorithm for feature
selection in phishing website detection, demonstrating improvements in classification accuracy and
reduction of errors using random forest and BF-tree classifiers. The paper primarily relies on data
mining techniques and classifiers evaluated using a specific dataset from NASA, which may limit
the generalizability of the findings to other datasets or real-world scenarios. Additionally, while the
Cuckoo Search algorithm is used for feature selection, the study may not fully explore the impact
of different hyperparameter settings on classifier performance. Building on the theme of feature
optimization, Kumaresan et al. [18] present a novel spam classification framework that combines text
and image features with a hybrid kernel-based SVM, achieving significant improvements in accuracy
over existing methods, demonstrating the effectiveness of the S-Cuckoo search for feature optimization
and hybrid kernel integration in SVM classifiers. However, the reliance on a hybrid kernel-based
SVM (HKSVM) and S-Cuckoo search for feature selection might result in increased computational
complexity and slower processing times, potentially limiting its scalability for real-time spam detection
across large datasets.

Brindha et al. [19] present an Intelligent Cuckoo Search Optimization Algorithm (ICSOA)
combined with a Gated Recurrent Unit (GRU) model for improved phishing email detection and
classification, thereby furthering the topic of optimization algorithms. This method dramatically
outperforms current methods by maximizing feature selection and hyperparameters, attaining excep-
tional accuracy. Using ongoing research on meta-heuristic algorithms, Sabahno et al. [20] present an
enhanced spotted hyena optimization (ISHO) method that improves feature selection for phishing
website detection. This work shows better performance and accuracy than several other meta-
heuristic methods and conventional classifiers. Though efficient, the study’s emphasis on a single
feature selection and classification combination (ISHO algorithm with SVM) could not transfer well
across many datasets or more complicated, real-world settings. It could also neglect the flexibility
needed to change phishing strategies in Internet of Things settings. By using bio-inspired meta-
heuristic algorithms for feature selection, Al-Sawwa et al. [21] present a complete method to improve
phishing detection, thus expanding the spectrum of meta-heuristic techniques. The work shows that
the Spark-based MVO method performs better than others in reaching high detection rates across
many phishing datasets. The work mainly addresses feature selection using bio-inspired meta-heuristic
algorithms, which may not consider the real-time adaptation needed for changing phishing strategies.
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Furthermore, even if the Apache Spark-based decision tree technique is scalable, its performance may
be restricted in more complicated or dynamic surroundings outside the evaluated data.

Ali et al. [22] propose a PSO-based feature weighting method to improve phishing website detec-
tion accuracy. This work lowers the required feature count for successful detection and significantly
increases classification accuracy. Though efficient, using too much particle swarm optimization (PSO)
for feature weighting might cause processing cost and complexity, hence perhaps restricting real-
time applicability. Furthermore, the method could still rely on the first choice of characteristics,
which might not entirely reflect the changing character of phishing strategies. The effectiveness of
nature-inspired algorithms is further supported by Anupam et al. [23], who demonstrate that nature-
inspired optimization algorithms, particularly the Grey Wolf Optimiser, can significantly improve
the performance of SVM classifiers in detecting phishing websites. While this approach outperforms
traditional grid-search optimized models, the paper focuses on optimizing a Support Vector Machine
(SVM) classifier using nature-inspired algorithms, but it may not address the adaptability required
for real-time phishing detection in a rapidly evolving threat landscape. Additionally, while multiple
optimization algorithms are compared, the study does not explore the potential benefits of hybrid
approaches that could further enhance performance. Finally, the relevance of Cuckoo Search in
phishing detection is highlighted by Niu et al. [24], who introduces a Cuckoo Search-enhanced SVM
(CS-SVM) model for phishing email detection. This approach demonstrates significant improvements
in classification accuracy, yet it may not address scalability issues when applied to larger, more diverse
datasets. Additionally, the reliance on a specific dataset with a limited number of phishing emails could
restrict the generalizability of the findings.

Kumar et al. [25] present a novel application of the Swarm Intelligence Binary Bat Algorithm in
designing a neural network for phishing website detection. While the paper introduces an innovative
approach, it may face scalability challenges when applied to larger datasets or more complex phishing
scenarios. Additionally, the model’s reliance on a single optimizer (Adam) might limit its adaptability
to different datasets or evolving phishing tactics.

Research Gap

Despite significant progress in phishing detection using many machine learning and deep learning
approaches, the simultaneous optimization of feature selection and hyperparameter tweaking still
shows a clear gap. Though they may coherently combine both, current methods usually concentrate on
either feature selection or hyperparameter optimization. Many of these techniques either depend on
sophisticated models or need time and computing resources to reach high accuracy, hence they are less
appropriate for real-time or resource-limited settings. This absence of a simplified, effective method
combining hyperparameter optimization with feature selection offers an opportunity to develop
lightweight, quick, accurate phishing detection systems.

3 Proposed Approach

This section presents the details of the proposed approach (Fig. 1). Our prospered approach is
divided into four phases: the first phase is for the data processing, the second phase is for selecting
optimal features, and the third phase is for the optimal hyper-parameters selected. Finally, in the fourth
phase, the deep learning model is used to predict results.
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Figure 1: Proposed approach

3.1 Data Prepossessing

This is the first phase of our proposed approach. We collect the data from the Kaggle and perform
the data preprocessing.

3.1.1 Data Collection

Let D = {(xi, yi)}n
i=1 be the dataset, where xi ∈ R

m represents the feature vector of the i-th sample,
and yi ∈ {0, 1} represents the corresponding label (e.g., phishing or non-phishing).

D = {(x1, y1), (x2, y2), . . . , (xn, yn)} (1)

where n is the total number of samples, and m is the number of features.

3.1.2 Data Normalization

We normalize each feature xij to ensure all features have the same scale. This can be done using
min-max normalization:

x′′
ij = x′

ij − min(x′
j)

max(x′
j) − min(x′

j)
(2)

where min(x′
j) and max(x′

j) are the minimum and maximum values of the j-th feature across all samples.

The normalized dataset is represented as:

D ′′ = {(x′′
1, y1), (x′′

2, y2), . . . , (x′′
n, yn)} (3)
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3.1.3 SMOTE for Data Balancing

We apply the Synthetic Minority Over-sampling Technique (SMOTE) to balance the class
distribution. Let D0 and D1 represent the sets of samples for the majority and minority classes,
respectively, with |D0| > |D1|.

SMOTE generates synthetic samples x̃ for the minority class:

x̃ = x′′
i + λ · (x′′

j − x′′
i ) (4)

where x′′
i , x′′

j ∈ D1 are two randomly chosen minority class samples, and λ ∈ [0, 1] is a random number.

The final balanced dataset D ′′′ includes the original majority class samples and both the original
and synthetic minority class samples:

D ′′′ = D0 ∪ D1 ∪ {x̃k}s
k=1 (5)

where s is the number of synthetic samples generated.

3.2 Feature Selection Using ANOVA F-test

In this phase, we describe the feature selection process using the ANOVA F-test, which helps
identify the most relevant features for classification.

3.2.1 ANOVA F-test

The ANOVA F-test is used to determine the statistical significance of each feature concerning the
target variable. For each feature xj, the F-score is computed as:

Fj = Between-group variability
Within-group variability

=
1

K−1

∑K

k=1 nk(x̄k· − x̄··)
2

1
N−K

∑K

k=1

∑nk
i=1(xik − x̄k·)2

(6)

where:

• K is the number of groups (classes).
• nk is the number of samples in the k-th group.
• x̄k· is the mean of the j-th feature for the k-th group.
• x̄·· is the overall mean of the j-th feature across all groups.
• xik is the value of the j-th feature for the i-th sample in the k-th group.

3.2.2 Feature Ranking and Selection

Once the F-scores Fj are computed for all features j, the features are ranked based on their
F-scores. The top p features with the highest F-scores are selected for further processing, where p
is the number of selected features:

Selected features = {xj1
, xj2

, . . . , xjp} where Fj1
≥ Fj2

≥ · · · ≥ Fjp (7)

The resulting feature set F for model training is:

F = {xj1
, xj2

, . . . , xjp} (8)

This selected feature set F is then used for the subsequent model training and classification tasks.



CMC, 2024, vol.81, no.3 4115

3.3 Feature Selection Using Cuckoo Search Algorithm for CNN Model

In this phase, we describe the feature selection process using the Cuckoo Search algorithm (CSA)
[26], which is employed to optimize the feature set for the CNN model.

3.3.1 Cuckoo Search Algorithm

The CSA is a meta-heuristic optimization algorithm inspired by the brood parasitism of some
cuckoo species. It is used to select an optimal subset of features that maximizes the performance of
the CNN model. The CS algorithm operates as follows:

1. Initialization: Initialize a population of N host nests, where each nest represents a candidate
solution (i.e., a subset of features). Let xi = {xi1, xi2, . . . , xim} represent the feature subset of the
i-th nest.

2. Fitness Evaluation: Evaluate the fitness f (xi) of each nest, where the fitness is defined as the
performance (e.g., accuracy) of the CNN model trained on the selected features xi.

3. Generation of New Solutions: Generate new solutions (feature subsets) by Lévy flights:

x(t+1)

i = x(t)
i + α · Lévy(λ) (9)

where α > 0 is the step size, t is the current iteration, and Lévy(λ) is a random step drawn from
a Lévy distribution.

4. Discovery and Replacement: Replace a fraction pa of the worst nests with new solutions
generated randomly:

x(t+1)

i ← Random Initialization if f (x(t)
i ) is among the worst solutions (10)

5. Selection of Best Solution: Identify the best solution x∗ that corresponds to the highest fitness
f (x∗).

6. Iteration: Repeat Steps 2–5 until a stopping criterion is met (e.g., a maximum number of
iterations or convergence is achieved).

3.3.2 Optimal Feature Selection

The optimal feature subset F ∗ is defined as the feature subset corresponding to the best solution
x∗ found by the Cuckoo Search algorithm:

F ∗ = x∗ = {xj1
, xj2

, . . . , xjk
} (11)

where k is the number of features in the optimal subset. This feature subset F ∗ is then used to train
the CNN model, ensuring improved classification performance.

3.3.3 CNN Model Training

Once the optimal feature subset F ∗ is selected, the CNN model is trained using these features.
The CNN model’s architecture and parameters are optimized based on the chosen features, leading to
enhanced accuracy and efficiency in phishing detection.

4 Results and Discussion

The previous section gives information about the framework of our proposed approach, and in
this section, we present the details of our system specifications and simulation results.
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4.1 Simulation Parameters

In this study, we developed and tested models on a Windows 11 PC running Intel Core i5 CPU. We
used the key libraries such as Pandas version 1.5.3 and NumPy [27] version 1.24.3 for data processing
and manipulation, and PyTorch [28] version 2.2.1 for building deep learning models. Using scikit-
learn [29] and mealpy library [30], we ran the suggested model using NVIDIA GeForce RTX 3050
GPU as well.

4.2 Dataset Representation

We utilized the Kaggle [31] dataset to test our proposed models. The dataset comprising around
11,000 website examples, the collection is defined by thirty different criteria reflecting the features
of the website along with a class label labeling the website as either phishing (‘1’) or non-phishing
(‘−1’). From basic URL metrics to complex security properties like “UsingIP,” “HTTPS,” “Ancho-
rURL,” and “RequestURL,” these parameters capture a wide range of information. Analyzing the
complicated behaviors and security stances of websites depends on these characteristics.

4.3 Data Prepossessing

The dataset is not balanced; this dis-balance may affect the output results. Hence, we performed
the data resampling with the help of SMOTE [32]. Fig. 2 presents the distribution of the class labels
after SMOTE operation. From Fig. 2, it is clear that the dataset is balanced and not affect the final
results.

Figure 2: Class labels after SMOTE operation

4.4 Feature Selection

After data reprocessing, we used the ANOVA F-test to select important features. As we know
that not all the features aaffect the final predictions, we select the ten most important features. In the
ANOVA F-test, for each feature, the F-score is calculated, and the best features are specified using the
F-scores. As represented in Fig. 3, some features, like ’HTTPS’, ’AnchorURL’, and ’PrefixSuffix-’ has
high F-1 scores. Through this process, we sleeted the ten features that have the highest F-1 score.

4.5 Performance of Cuckoo Search Algorithm (CSA)

After selecting the ten most essential characteristics using the ANOVA F-test, we concentrated
on improving the hyperparameters (learning rate and dropout rate) of our phishing detection model
using the Cuckoo Search method. Aiming to create an appropriate balance between exploration and
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exploitation throughout the optimization process, the setup for the Cuckoo Search included setting
epochs to 10, a population size of 50, and an abandonment probability (pa) of 0.3.

Figure 3: Features plot according to ANOVA

As shown in Fig. 4, the model’s runtime dynamics displayed fluctuations in computing time
throughout many iterations, notably declining towards the latter iterations. As the model approaches
convergence, this trend shows an increase in computing efficiency because it optimizes both the
learning and dropout rates efficiently.

Figure 4: Time variation of CSA

4.6 Model Performance

After hyperparameter tuning using the Cuckoo Search method and choosing the 10 most essential
characteristics found by ANOVA F-test, our phishing detection model experienced extensive training
and testing. The classification Report and confusion Matrix help to clarify the model’s performance



4118 CMC, 2024, vol.81, no.3

criteria by offering a comprehensive perspective on its forecast accuracy. To calculate the classification
report and confusion matrix, we used the following matrix:

• Accuracy is defined as the total number of correct predictions divided by the total number of
predictions made:

Accuracy = True Positives + True Negatives
Total Predictions

(12)

• Precision for each class is the number of correct positive predictions divided by the total number
of positive predictions made:

Precision = True Positives
True Positives + False Positives

(13)

• Recall (or Sensitivity) for each class is the number of correct positive predictions divided by the
total number of actual positives:

Recall = True Positives
True Positives + False Negatives

(14)

• F1-score is the harmonic mean of precision and recall, providing a balance between the two
metrics:

F1 − score = 2 × Precision + Recall
Precision × Recall

(15)

We used a classification report, as presented in Fig. 5, to show the performance of the proposed
model with the help of precision, recall, and F1-score. Every statistic came out to be around 0.91,
which suggests the model’s balanced capacity to detect both classes without any notable inclination
toward one. Calculated as the ratio of correctly predicted cases to the total count of occurrences, the
model’s general accuracy similarly came at 0.91. This homogeneity in F1-score, recall, and accuracy
emphasizes the success of the hyperparameter tuning and feature selection procedures.

Figure 5: Classification report
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Presented in Fig. 6, the Confusion Matrix shows the performance of the model with 1138 true
positives, 1107 true negatives (attack correctly identified as attack), 114 false negatives and 104 false
positives.

Figure 6: Confusion matrix

4.7 Comparative Analysis

Previous sections present the details about the construction of our proposed model and the
performance of the ANOVA F-test and Cuckoo Search algorithm. However, this section presents the
comparative analysis of our proposed model with traditional DL/ML and past literature models.

4.7.1 Quantitative Analysis

Using the loss measure as the foundation for assessment, we evaluated our proposed model against
standard machine learning and deep learning models, as represented in Fig. 7.

Figure 7: Comparative analysis



4120 CMC, 2024, vol.81, no.3

Consistently showing the lowest loss values throughout all epochs, the proposed model has better
capacity to reduce the error between expected and actual results. This constant performance indicates
that the model’s design is very successful for the particular job of phishing detection, therefore
providing a solid solution with high prediction accuracy.

By contrast, while usually suitable for sequence prediction tasks, the GRU and LSTM models
showed more loss values in this regard. This result suggests that, despite their sophisticated features,
these models might not be as appropriate for phishing detection as our proposed model, which seems
to reflect better the complexity engaged in this particular application.

While the model learns rapidly, the Simple Neural Network showed a notable early decrease in
loss, which subsequently plateaued, suggesting that it achieves its performance limit faster than the
more complex designs. This behavior emphasizes the difficulty of phishing detection, which perhaps
calls for the more subtle approach our suggested model offers.

Nevertheless, logistic regression and RNN had the most significant loss values among the models
examined. This result underlines the superiority of the suggested model even more in this field as it
implies that these models are less able to properly handle the complex patterns required for precisely
separating phishing from non-phishing websites.

With its capacity to attain lower error rates and greater prediction accuracy than other con-
ventional models, our suggested model clearly shows its usefulness in overall phishing detection.
Particularly about phishing detection, the loss comparison, as shown in the figure, validates the
correctness of the design decisions underpinning our model. It emphasizes their potential as a robust
solution for real-world cybersecurity problems.

4.7.2 Qualitative Analysis

In this section, we presented the qualitative comparison of past work with our proposed work, the
details are presented in Table 1.

Table 1: Qualitative analysis with past research

Model Technique Feature selection Hyper-parameter
tuning

Complexity

Saxena et al. [17] Random forest and
BF-tree

CSA High

Kumaresan et al. [18] HKSVM S-CSA High
Brindha et al. [19] GRU CSA CS High
Sabahno et al. [20] SVM ISHO High
Al-Sawwa et al. [21] Apache

spark-based
decision tree

PSO, FFA, MVO,
MFO, BAT
optimization
algorithm

High

Ali et al. [22] ML Particle swarm
optimization

High

Anupam et al. [23] SVM Grey wolf optimiser High
Niu et al. [24] SVM CSA High

(Continued)
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Table 1 (continued)

Model Technique Feature selection Hyper-parameter
tuning

Complexity

Kumar et al. [25] DL Adam optimizer High
Proposed model CNN ANOVA CSA Low

The complexity in the paper by Saxena et al. [17] arises from integrating the Cuckoo Search
algorithm for feature selection with multiple classifiers (random forest and BF-tree) and evaluating
their performance using a range of error metrics. The use of these different techniques and metrics
requires careful tuning and evaluation, adding to the overall computational and analytical complexity.

Similarly, the complexity of the approach by Kumaresan et al. [18] stems from the integration of
multiple elements: text and image-based feature extraction, hybrid feature selection using S-Cuckoo
search, and the use of a hybrid kernel in SVM that blends three different kernel functions. Each of
these components requires careful tuning and coordination, making the overall system more intricate
and resource-intensive.

The integration of the intelligent Cuckoo Search (CS) optimization algorithm with a Gated
Recurrent Unit (GRU) model, along with multi-stage pre-processing, adds significant complexity in
the proposed approach by Brindha et al. [19]. This complexity arises from the need to balance feature
extraction, model training, and hyperparameter tuning to achieve optimal performance. Likewise,
the integration of an improved spotted hyena optimization (ISHO) algorithm for feature selection,
combined with the use of support vector machines (SVM) for classification, adds complexity to the
model proposed by Sabahno et al. [20]. This complexity arises from the need to finely tune the meta-
heuristic algorithm parameters and ensure they effectively enhance classification accuracy.

Moreover, the complexity of the proposed approach by Al-Sawwa et al. [21] arises from the
integration of five different bio-inspired meta-heuristic algorithms (PSO, FFA, MVO, MFO, BAT)
for feature selection. Each algorithm requires careful tuning and evaluation, and implementing these
within an Apache Spark framework adds another layer of complexity due to the need for distributed
computing and optimization. Similarly, the model proposed by Ali et al. [22] is complex due to the use
of PSO for feature weighting, which involves iteratively adjusting the weights of features to optimize
classification performance. This process is computationally intensive and requires careful tuning of
the PSO parameters, especially when applied to large datasets or in real-time detection scenarios. The
complexity of the proposed approach by Anupam et al. [23] also arises from the use of four different
nature-inspired optimization algorithms (Bat Algorithm, Firefly Algorithm, Grey Wolf Optimiser, and
Whale Optimization Algorithm) to find the optimal hyperplane in SVM. Each of these algorithms has
unique parameters that require careful tuning, adding to the computational complexity and making
the approach more resource-intensive. Furthermore, the paper by Niu et al. [24] is complex due to
integrating the Cuckoo Search algorithm with the SVM classifier for optimizing the Radial Basis
Function (RBF) kernel parameters. This hybrid approach necessitates careful tuning and validation,
which can be computationally intensive and complex to implement effectively. Lastly, the complexity of
the approach by Kumar et al. [25] arises from integrating the Swarm Intelligence Binary Bat Algorithm
with a deep learning neural network for phishing detection. This involves the design and training of
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the neural network and the optimization process, which requires careful tuning of the algorithm’s
parameters to achieve the desired performance.

In contrast, our proposed approach minimizes complexity while maintaining high accuracy.
Focusing on “specific technique/methodology” reduces the need for extensive hyperparameter tuning
and computational overhead, making our solution more scalable and adaptable to real-world scenarios
without sacrificing performance.

5 Conclusion

This work presents a model for phishing attack detection in an IoT environment. We used the
ANOVA F-test to select the best features and the CSA to optimize key hyperparameters (learning
rate, dropout) in the proposed deep CNN model. In addition, our proposed models get trained in
five epochs, making it lightweight compared to the recent proposed works. Our deep CNN model
detects phishing attacks with an accuracy of 91%. Furthermore, we compare the proposed model with
standard ML, DL, and past research to present the effectiveness of our proposed model. However,
still there is scope of improvement in our proposed model, in this context, in future, we will focus on
testing the model on real-time environment.
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