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ABSTRACT: The rapid deployment of Internet of Medical Things (IoMT) devices in current healthcare systems has
made it much easier to maintain patient monitoring, make diagnoses, and provide long-distance medical treatment.
The interconnection of these devices also creates significant cybersecurity problems, including distributed denial-of-
service attacks, data breaches, and network intrusions. High detection accuracy and interpretability are essential for a
trustworthy intrusion detection system. This study presents ExGAME, an Explainable Game-Theoretic Artificial Intelli-
gence framework intended for intrusion detection in human-centric IoT networks. The proposed framework combines
machine-learning-based anomaly detection with explainable Al and a game-theoretic defense strategy to improve both
detection performance and decision-making clarity. A game-theoretic perspective is used to explain the interaction
of the attackers and defenders. Experiments have been performed using IoT-23, Bot-IoT, CICIDS2017, UNSW-NBI5,
WUSTL-EHMS-2020, and MedBIoT datasets. Results achieved an accuracy range of upto 98% in different attack
scenarios. The results show that packet rate and traffic flow characteristics are very important for distinguishing between
normal and abnormal network activities. The proposed ExGAME architecture makes detection more transparent while
enabling effective intrusion localization. This research aids in the creation of secure, comprehensible, and flexible
protection mechanisms for future healthcare IoT systems.

KEYWORDS: Cyber security; explainable Al; game theory; loMT; machine learning

1 Introduction

The Internet of Things (IoT) has grown rapidly and given rise to several critical issues, including energy
efficiency, cyber security, and resource optimization [1]. IoMT is a network of medical devices, sensors,
and healthcare apps providing real-time monitoring, remote diagnostics, and smart medical services [2].
These technologies have made healthcare more efficient by enabling continuous monitoring and automated
data transmission between medical devices and healthcare infrastructure, improving patient outcomes and
making medical services more accessible [3]. Wearable devices, smart sensors, and connected medical
equipment transmit large volumes of sensitive data over hospital networks and cloud-based platforms. These
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improvements make healthcare delivery much better, but they also make cybersecurity harder because there
are so many different types of devices connected to one another and operating across different networks [4].

IoMT systems offer several benefits, yet their widespread use has made healthcare systems more
vulnerable to cyber threats to sensitive patient information [5]. Most IoMT devices lack sufficient processing
power and rely on outdated security measures, making them easy targets for hackers. Numerous studies have
examined machine learning deep learning, and federated learning methodologies for intrusion detection
in IoT and IoMT networks [6,7]. Support Vector Machines, Random Forests, Artificial Neural Networks,
and Long Short-Term Memory networks are among the most common methods for detecting unusual
traffic patterns. When tested on publicly available datasets such as IoT-23 [8], Bot-IoT [9], CICIDS2017 [10],
UNSW-NBIS5 [11], WUSTL-EHMS-2020 [12], and MedBIoT [13], these models have demonstrated strong
detection performance. Most current methods, on the other hand, focus primarily on improving detection
accuracy. It is essential not only to identify cyber threats but also to understand the rationale behind specific
decisions [14,15].

A limitation of existing intrusion detection systems is their failure to account for attackers’ strategic
behavior. Cyber attackers are continually devising new methods to bypass detection systems, keeping
attackers and defenders in a constant state of conflict. These systems often treat intrusion detection as a static
categorization problem, overlooking how malicious agents and security measures interact in real time. These
limitations underscore the need for adaptive, intelligent protection systems that can respond to evolving
threats while maintaining robust detection performance [16].

This study introduces EXGAME, an Explainable Game-Theoretic Artificial Intelligence framework
for detecting intrusions in the JoMT environment. The proposed framework integrates machine-learning
detection, explainable artificial intelligence techniques, and a game-theoretic defense strategy to enhance
detection precision and decision-making clarity. The model analyzes network traffic metrics such as packet
rate, flow duration, payload size, source bytes, and TCP flags, and analyzes traffic behavior to identify normal
or malicious network patterns. A game-theoretic framework has also been shown to model interactions
between attackers and defenders, allowing the system to adjust its defenses as cyber threats evolve. The
explainability module employs Shapley Additive explanations (SHAP) based feature contribution analysis to
explain how the model makes decisions in a comprehensible way. These sections work together to make the
intrusion detection process clearer and more effective.

This unique method uses explainable artificial intelligence and a game-theoretic defense framework to
find IoMT incursions. The ExGAME approach suggested puts more emphasis on adaptability, transparency,
and strategic defense. By merging interpretable machine learning methods with adversarial modeling, the
framework provides a more complete security solution. It can detect cyber threats and explain why it made
each choice. This integrated approach helps create smart and reliable cybersecurity systems for the next
generation of healthcare IoT infrastructure.

Section 2 of the presented work highlights the details of the literature review. Section 3 presents
complete methodology details. Results and discussion have been presented in Section 4, and conclusion and
future work are discussed in Section 5.

2 Literature Review

A new framework has been proposed that uses a human-centric approach and a quantum random
forest (QRF) to detect cyberattacks while protecting patient data [17]. The framework is evaluated using
performance metrics such as accuracy, detection rate, time, and memory complexity. The experimental
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results show that the proposed framework excelled in attack detection using the ICU and WUSTL-EHMS-
2020 datasets. An ensemble-based ML-envisioned scheme has been proposed to detect various types of
intrusions in the Industry 5.0-driven healthcare system (in short, EIDS-HS) [18]. The proposed EIDS-HS has
been tested on a standard data set and its performance has been evaluated using key performance parameters.
The security analysis of the proposed EIDS-HS demonstrates its resistance to various potential attacks.
Furthermore, EIDS-HS outperforms existing intrusion detection schemes across key performance metrics.

The development of SENTRY-AI, an explainable, multimodal anomaly-detection framework that
integrates deep learning and computer vision to improve cybersecurity defenses in cyberspace, has been
discussed in [19]. A Variational Autoencoder (VAE) has been applied to conduct unsupervised anomaly
detection on tabular network features with a Convolutional Neural Network (CNN). An analysis is per-
formed on time-series traffic data, transformed into a Gramian Angular Field (GAF), using a late-fusion
approach. Outputs from the two models are used to evaluate the efficacy and robustness of the hybrid
approach. Three intrusion detection datasets (NSL-KDD, CICIDS2017, and UNSW-NBI5) have been used
in the experimental work. SENTRY-AI outperformed traditional machine learning intrusion detection
system (IDS) approaches, achieving an Fl-score of 98.92% on NSL-KDD, 100.00% on UNSW-NBI15, and an
AUC-ROC score exceeding 99% on all datasets.

The Fused Federated Learning (FFL) framework has been introduced and integrated with IoMT
devices to securely monitor patient health data in a decentralized manner [20]. Real-Time Sequential Deep
Extreme Learning Machine (RTS-DELM) has been combined with the Fused Federated Learning (FFL),
securing chronic kidney disease diagnosis within Healthcare 5.0. Experimental validation demonstrates
noteworthy progress, achieving an accuracy of 98.21%, thereby showcasing superior performance over
current federated learning methodologies. Split Federated Learning (SFL) using a hybrid of Deep Learning
(DL) and Blockchain has been proposed, with the split occurring between the IoMT and Edge layers [21].
Edge-based bidirectional Long Short-Term Memory (BiLSTM) networks identify threats and temporal
patterns, while a lightweight CNN at the IoT layer extracts spatial features from patient data. SFL facilitates
safe decentralized training, and Blockchain uses the Practical Byzantine Fault Tolerance (PBFT) for trust and
authentication. Results show improved privacy, robustness against attacks, block commit rate (450 b/s), and
reduced consensus time (250 ms) in addition to superior accuracy (99.95%).

A dynamic Trust-Aware Controller (TAC) is presented on benchmark datasets and proprietary H-
IoT signals under various attack and noise circumstances [22]. Real-time trust scores have been computed
using anomaly likelihood, context entropy, and historical behavior. The suggested framework attained an
average Fl-score of 94.3% for anomaly detection and a 96.1% accuracy in access decision classification.
Comparative results against rule-based and statistical baselines showed a 12%-18% improvement in detection
sensitivity. AIDA (Awareness, Integration, Detection, and Adaptation) has been proposed as a clinically
aware security analytics framework for healthcare information environments [23]. AIDA combines Random
Forest, Autoencoder, and XGBoost models, along with multi-objective optimization and a Patient Care
Disruption Index (PCDI), to support clinically informed response selection. AIDA achieved an AUC of
0.961, an Area Under the Precision-Recall Curve (AUCPR) of approximately 0.955, and an average detection
latency of 18 s. In the simulated hospital environment, the framework reduced PCDI by approximately 37%.

Pseudo-random sequences have been proposed to ensure the confidentiality of medical images by
using a novel 3D hyperchaotic map [24]. The approximation components of the images are extracted,
followed by a novel diffusion algorithm that masks critical information. Performance analysis reveals that
the decrypted medical images exhibit high visual dependability, consistently achieving values above 35 dB.
A secure magnetic resonance imaging (MRI) image classification system has been proposed using chaotic
and Arnold encryption techniques [25]. High classification performance has been achieved for chaotic and
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Arnold encryption, with accuracies of 93.75% and 94.1%, precisions of 94.38% and 96.9%, recalls of 93.75%
and 94.1%, and F-scores of 93.67% and 96.6%, respectively. A machine learning-enabled Cognitive Cyber-
Physical System (ML-CCPS) has been designed for cyber threats identifications in MIoT environments [26].
Extreme Learning Machine (ELM)-based classification has been used for adaptive access control and reliable
intrusion detection. ML-CCPS outperformed standard classifiers by F1-score of 97.8% and an AUC of 99.1%.

A hybrid deep learning-based intrusion detection system has been proposed for oM T networks (HIDS-
IoMT) using Convolutional Neural Network (CNN) and the Long Short Term Memory neural network
(LSTM) [27]. The IoTID20 and the Edge-IloTset datasets have been used for analysis and assessment. The
model attained an accuracy of 99.92%, a precision of 99.91%, a recall rate of 99.99%, and an F1-score of 99.95%.
The importance of domain-specific datasets has been analyzed and compared for various ML models [28].
The dataset’s limitations have been analyzed to underscore the importance of domain-specific data.

3 Methodology

A human-centric and adaptive intrusion detection system for Healthcare IoT environments has been
proposed, integrating explainable artificial intelligence with dynamic game-theoretic defense modeling
shown in Fig. 1. Relevant communication and behavioral features are extracted, generating network traffic by
medical IoT devices. Both known and anomalous attack patterns are identified by a machine-learning-based
detection engine. An explainability module is encompassed, ensuring a transparent understanding for the
healthcare administrators. A dynamic game-theoretic-based attacker-defender interaction is incorporated
to further enhance resilience against adaptive adversaries. The attacker’s behavior is continuously monitored
to adjust the defender’s strategies, rather than relying on static detection thresholds. It balances detection
sensitivity, false alarm rates, and computational efficiency. The human decision-making requirements are
fully aligned with the explainability and strategic adaptation components, ensuring interpretability of the
defensive adjustments.
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Missing Value Handling
* Noise Removal
* Normalization
\* Feature Encoding Y,
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Figure 1: Work Flow of the proposed Ex-GAME framework.

3.1 Dataset Description

The framework implements a three-layer architecture that comprises device, edge, and core/cloud
layers. The network environment is established using Python and MATLAB to combine deep-learning-based
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intrusion detection with game-theoretic defense adaptation. Several publicly available cybersecurity datasets,
including IoT-23 [8], Bot-IoT [9], CICIDS-2017 [10], and UNSW-NBI15 [11], WUSTL-EHMS-2020 [12], and
MedBIoT [13] are utilized for model implementation. These datasets provide diverse network traffic patterns
across multiple attack scenarios. Table 1 shows dataset characteristics for different attack types. The sample
class distribution has been shown in Table 2.

Table 1: Composition of the multi-dataset used for ExGAME evaluation.

Dataset Instances Features Attack Categories Domain
[8] 20M+ 23 Botnet, DDoS, Malware General IoT
[9] 72M+ 46 DDoS, DoS, Data Theft IoT Security
[10] 2.8M 80 Brute Force, DoS, Web Attacks Networks
[11] 2.5M 49 Exploits, Fuzzers, DoS, Worms Cybersecurity
[12] 16,318 44 Intrusion and Anomaly Events Healthcare IoMT
[13] Multiple 83+ Botnet, Malware Propagation Medical IoT
(Pl\r/f)lialssjgia;[/?/iii) ~97M+ Unified Comprehensive Attack Coverage IoT + IoMT

Table 2: Sample class distribution (After Preprocessing).

Class Instances Percentage
Benign 60,000 60%
DoS 15,000 15%
Botnet 10,000 10%
Spoofing 8000 8%
Other Attacks 7000 7%

Table 3 shows the feature categories used for the training. The details are given for the categories and
their examples.

Table 3: Feature categories used for training.

Category Examples
Basic Features Duration, Protocol, Packet Size
Content Features Payload Length, Flags
Time-based Features Flow Interval, Rate
Statistical Features Mean, Variance, Entropy

3.2 System Model

Consider a Healthcare IoT network consisting of N medical devices. Each device generates network
traffic samples x; € R™ represented as feature vectors and m denotes the number of extracted features. The
classifier output for enhanced learning objectives is defined as,

Pi = fo(xi) 1
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The empirical risk over dataset S is given as,

R(O) = o7 2. (). ) @

where /(-) denotes binary cross-entropy and is represented as,

((Fis yi) = —yilog(§:) = (1= yi) log(1- J:) (3)
The L, regularization is introduced to prevent overfitting as,

(6) = 3101 @
The regularized learning objective becomes,

L:eg(0) = R(0) + Q(0) (5)

The cost-sensitive learning is introduced to penalize false negatives more heavily in healthcare
settings as,

leost = —ayilog(Pi) — B(1- yi) log(1- J:) (6)
The total cost-sensitive risk can be given as,

1
M

Mz

Ecost = gcost (7)

1

An adversarial robustness term is utilized to enhance robustness against adversarial perturbations using
adv

X,

gdv

x{% = x; + € sign(Vyxl) (8)

where the robust objective can be given as,
1 X adv
Erobust = M Zg(fe(xi )’yi) (9)
i=1

The final unified learning objective in terms of Liotal, Leost> a1d Lrobust and optimal parameters
0" = argming Lo is given as,

Etotal = ﬁcost + Q(e) + y‘crobust (10)

3.3 Explainability Modeling
The Shapley value for feature j and full feature set F is defined as,

6= % BHZSED sy )y - fes)) )

ScF\{j}
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The additive feature attribution with the simplified binary representation of input x’ is given as,
m
g(x) = ¢+ b (12)
j=1

The local fidelity loss is used to measure explanation fidelity in terms of a locality weighting kernel
7x(2) as

Ligany = Y, 1x(2) [f(2) —g(2)]° (13)

zeZ

The explanation sparsity constraint is defined to enforce human interpretability as,
m
Rsparse = /11 Z |¢]| (14)
j=1

Algorithm 1 presents the training of the intrusion detection model using the optimized model
parameters.

Algorithm 1: Intrusion detection model training

Require: Training dataset D = (X, Y), learning rate A, epochs T
Ensure: Optimized model parameters 0*
Initialize model parameters 0
Define attack penalty weight w,
Define benign penalty weight w;,
fort=1to T do
for each training sample (x;, y;) in D do
Predict label y; < f(x;,0)
if y; = attack then
Assign class weight w; < w,
else
Assign class weight w; < wy,
end if
Compute weighted detection loss
Laer < Wi 'f(f’i,)/i)
Update model parameters
0« 0-AVoLye
end for
end for
0" <0
return 0*

The explanation stability under perturbation is given as,

Ristable = Es [H(D(X) - CD(X + 6) ”%] (15)



8 Comput Model Eng Sci. 2026;148(2):47

where the global explanation consistency is given as,
1 M

I = M;Wj(xiﬂ (16)
The integrated explainability objective in terms of Lexp, Liidelity> Rsparses and Rrable is expressed as,

Eexp = Efidelity + Rsparse + A2 Rstable (17)

The explainability generation using SHAP has been presented in Algorithm 2. Table 4 shows the details
of the attack type and its impact on different target layers.

Algorithm 2: Explainability generation using SHAP

Require: Trained model f(0), input dataset X, perturbation set A, sparsity weight 1,, stability weight 1,
Ensure: Explanation matrix E and explainability loss Lexp
Initialize explanation matrix E < &
Initialize total fidelity loss Lfigelity < 0
Initialize sparsity penalty Rparse < 0
Initialize stability penalty Rgtable < 0
for each instance x; in dataset X do
Generate perturbed samples Z; < {x; + 8 | § € A}
Compute locality weights 71, (z) for all z € Z;
Compute SHAP explanation e; < SHAP(f, x;)
Append e; to explanation matrix E
Train local surrogate model g; using Z;, f(z), and 7., (2)
Compute local fidelity loss
Lidelity < Lidelity + 2 zez, Tx,(2) (f(2) - gi(2))’
Compute local sparsity penalty
7?/sparse <~ Rsparse + Al Z?:l |eij|
Compute local stability penalty
7zstable <~ Rstable + Z(SEA HSHAP(f,x,) - SHAP(f,X,' + 8) H;
for each feature j do
if e;; > 0 then
Mark feature j as positive contributor
else
Mark feature j as negative contributor
end if
end for
end for
Compute total explainability loss
ﬁexp <~ ﬁfidelity + Rsparse + AZRstable
return E, L.y,
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Table 4: Threat model in healthcare IoT.
Attack Type Impact Target Layer
Denial-of-Service (DoS) Service disruption Gateway/Core
Spoofing Device impersonation Device Layer
Botnet Activity Coordinated attack Network Layer

Data Injection
Unauthorized Access

Medical record tampering
Privacy breach

Core Server
All Layers

3.4 Integrated Learning-Explainability Optimization

A multi-objective learning function has been formulated that integrates classification loss, explainability
regularization, and defender utility as,

\7 = Etotal + Kﬁexp - PUD (18)

where Liota1 is the primary detection loss of the intrusion detection model, L., denotes the explainability
loss, and U corresponds to the defender’s utility obtained from the game-theoretic interaction. The trade-
off between explainability and strategic defense effectiveness is controlled with the parameters x and p. The
joint objective is minimized to obtain the optimal model parameters as,

0" =arg mein J (19)

where 0 represents the learnable parameters of the detection model. The attacker best response strategy has
been presented in Algorithm 3.

Algorithm 3: Attacker best response strategy

Require: Defender strategy sp, attacker strategies Sy
Ensure: Optimal attacker strategy s,
Uznax <« —00
for each strategy s4 in S, do
Compute attacker success rate ASR
Compute attacker cost Cy4
UA<—(S'ASR—11'CA
if Uy > U}"" then
Ugnax < UA
SH < Sa
end if
end for
return s’

3.4.1 Game-Theoretic Model

The strategic interaction between attackers and defenders in the medical IoT environment is modeled
as a Stackelberg game, in which the defender acts as the leader and the attacker responds strategically. The
defender’s and the attacker’s strategy space is defined as,
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Sp={sh,s3,...,s5} (20)
Sa={s'\,s%...,sh} (21)

where each strategy s;, corresponds to a defensive configuration, and each attacker strategy represents
possible intrusion behaviors.

3.4.2 Utility Functions

The benefits and costs of the strategies are captured using utility functions that model the interaction
between the attacker and the defender. The defender and attacker utilities are formulated as

Up=a-DR-pB-FPR-y-Cp (22)
Us=6-ASR-1n-Cy (23)

where DR denotes the detection rate, FPR represents the false positive rate, and Cp is the operational cost
incurred by defensive mechanisms, and «, f3, and y are the weighting parameters. ASR is the attack success
rate, and C4 denotes the cost associated with executing attacks. § and # are the parameters that determine
the attacker’s preference between attack effectiveness and cost. The defender strategy optimization has been
presented in Algorithm 4.

Algorithm 4: Defender strategy optimization

Require: Defender strategy set Sp, attacker strategy s’
Ensure: Optimal defender strategy s,
Ulr)nax <« —00
for each strategy sp in Sp do
Compute detection rate DR
Compute false positive rate FPR
Compute defense cost Cp
Up < a-DR-f-FPR-y-Cp
if Up > U} then
Ugmx - UD
S < Sp
end if
end for
return s,

3.4.3 Stackelberg Game Formulation

The interaction between the attacker and defender strategies is modeled as a Stackelberg game. The
attacker’s best-response strategy given the defender’s chosen strategy is defined as

sx(sp) = arg max Ua(sp,sa) (24)
A A

The defender anticipates the response, and an optimal defensive strategy is selected to minimize the
attacker’s influence as,

dUp _dUp , dUp s}

= 25
dsp dsp  0s} Osp 25)
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The dynamic Game-Theoretic strategy adaptation has been presented in Algorithm 5.

Algorithm 5: Dynamic stackelberg-based strategy adaptation
Require: Initial defender strategy sp, attacker distribution p 4, iterations T
Require: Attack threshold 7,4, defense threshold 7p, learning rates A and p
Ensure: Updated defender strategy s}, and attacker distribution p’
fort=1to T do
Determine attacker best response
$5(sh) < argmax,,cs, Ua(shr51)
Compute attacker utility
Ua < Ua(sp»s3)
if Uag>71a then
Attacker launches optimized strategy s’
else
Attacker remains inactive
end if
Compute defender utility
Up < Up(sp>si(sp))
Compute Stackelberg-aware defender gradient

aUp |, dUp 9s)
Gp < 3, + 5 a5

if Up < 1p then
Update defense configuration
Retrain detection model if required
else
Maintain current defense configuration
end if
Update defender strategy

sl < sh +AGp

Compute intermediate attacker distribution
P < P+ uVUA(sh,s3)

Project negative probabilities to zero

Py < max(0, i), vk

Normalize attacker distribution
t+1 Pak
Pak < Sl s> vk
m=1 L'A,m
end for

* T
Sp < Sp

* T
Py Pa
return s, p’,

3.4.4 Dynamic Adaptation

The proposed EXGAME framework incorporates dynamic strategy updates based on observed utilities
to address evolving cyber threats in healthcare IoT networks. A gradient-based learning is used to iteratively
update the defender strategy as,

sgﬂ) = sg) + AV Ug) (26)
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where A is the learning rate controlling the adaptation speed and V UI(;) denotes the gradient of the defender
utility at iteration t. The strategy distribution is updated by the attacker in terms of the probability distribution
pa and attacker adaption control rate y as

pi™ = p + v Uy @)

3.4.5 Integrated Optimization Objective

The ExGAME framework employs a global objective function unifying learning, explainability, and
strategic defense. The formulation is done using the intrusion detection loss L4, Up to capture defender
effectiveness in the strategic interaction, and the explainability regularization term R.., that promotes
interpretable model behavior as

J = Edet - PUD + KRexp (28)

3.4.6 Equilibrium Conditions

Equilibrium conditions are used to characterize the optimal interaction between the attacker and the
defender. The attacker and defender equilibrium is satisfied as,

Ua(sp>sy) 2 Ua(sp,sa), VsaeSa (29)

UD(SB,SZ) > UD(SD,S:), Vsp € Sp (30)

The strategic interaction in the EXGAME framework is governed by these conditions in the Stackel-
berg equilibrium.

3.5 Unified Multi-Objective Optimization Framework

Detection accuracy, robustness, explainability, and strategic defense are optimized through a unified
multi-objective optimization problem. The detection risk minimization is performed considering the
empirical classification risk as,

Rac(0) = 30 D 1(fo(x). ) €

where /(-) denotes the cost-sensitive cross-entropy loss. Generalization is improved using regularization as,

A
Reeg(6) = 5 1613 (32)
The regularized detection objective becomes,
Liet = Raet + Rreg (33)

Robustness regularization is performed to defend against adversarial perturbations. Worst-case risk
minimization is done to enforce robustness as,

M
Lrob = — . max £(fo(xi +8;), i) (34)

1
M im1 l6ill<e
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The explanation fidelity term ensures explainability optimization to surrogate explanation model g(-)
approximates the original model as,

Lia = Eyon, [(fo(2) - (2))’] (35)
To promote sparsity and stability under input perturbations, we get,
Rsparse =M Z |¢]| (36)
j=1
Roatte = Es [|0(x) = 0 (x+ ) ] 7

Hence, the total explainability objective becomes,

Lexp = Ltig + Reparse + A2 Rstable (38)
The strategic defense utility is defined as,

Up = aDR - BFPR - yCp (39)

A penalty term Lgume = —Up is introduced to incorpor utility. The complete multi-objective function
in terms od trade-off coeflicients #, 173, 173 is defined as,

J(Q) = Liet + ﬂlﬁrob + 772£exp + 7]3£game (40)
The optimal solution is obtained as,

0" = argmein J(0) (41)

The constrained optimization form in terms of predefined thresholds controlling interpretability,
robustness, and strategic utility 7, 7, 73 is expressed as,

min Lge; (42)
subject to:
Lexp <1, Lib <12, Up 273 (43)

The constrained problem can be converted into Lagrangian form as,
ELag = Edet + P‘l(ﬁexp - Tl) + #Z(Acrob - TZ) - [43(UD - T3) (44)
The saddle-point solution satisfies,

0" =argmin max Ly, (45)
0 pi,u2,u320
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Algorithm 6 shows the joint learning-explainability optimization. The computational complexity of
the proposed Algorithms (1-6) has been presented in Table 5. The time and space complexity have been
mentioned for all the algorithms. T is the number of epochs, N represents the number of samples, and d
denotes the feature dimension and M represents the number of background samples.

Algorithm 6: Joint learning—explainability optimization

Require: Detection loss L., explainability loss L. ,, defender utility Up
Ensure: Optimized objective
Compute explainability contribution
E <« x-Lexp
Compute defense contribution
D «~ P UD
Compute joint objective
J <« Liey +E-D
if J decreases then

Accept model update
else
Re-adjust model parameters
end if
return J
Table 5: Computational complexity analysis of the algorithms.

Algorithm Time Complexity Space Complexity
1 O(T x N xd) O(N x d)
2 O(N xd x M) O(N x d)
3 O(|Sal) o(1)

4 o(Isp)) o(1)
5 O(T x (|Sal +|Spl)) O(|Sal + [Spl)
6 O(N x d) 0o(d)

4 Discussion and Analysis

This section provides a detailed discussion of the performance assessment for the proposed framework.
The network architecture and simulation environment have been discussed, along with descriptions of
parameters and values. The network configuration has been presented, detailing the number of devices,
gateway nodes, network topology, and communication protocols. The model training parameters, including
learning rate, batch size, and activation function, have also been mentioned. Assessment has been done for
various performance metrics, including anomaly detection score, packet rate distribution, traffic intensity,
and latency analysis.

4.1 Network Architecture and Simulation Setup

A three-layered healthcare IoT environment (device, edge, and cloud) has been considered within
a smart hospital infrastructure. It consists of wearable sensors, implantable medical devices, bedside
monitoring systems, imaging equipment, and centralized electronic health record (EHR) servers. Device
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communication has been done with edge gateways and cloud infrastructure. The network configuration
parameters have been presented in Table 6.

Table 6: Healthcare IoT network configuration.

Parameter Value
Number of IoT Devices 100-500
Gateway Nodes 5
Core Server 1 Central Security Server
Network Topology Hierarchical Star

Communication Protocols

MQTT, HTTP, TCP/IP

Bandwidth 100 Mbps-1 Gbps
Traffic Type Periodic + Event-driven
Security Layer TLS/SSL Encryption
IDS Deployment Edge + Core Hybrid

The experiments were conducted using a standardized implementation pipeline consisting of data
preprocessing, feature extraction, intrusion detection training, explainability analysis, and game-theoretic
adaptation. The hardware includes Intel Core i9/Xeon processor, 32-64 GB RAM, and NVIDIA RTX
3080/A100 GPU. The model training and Game-Theoretic Simulation parameters are shown in Table 7.

Table 7: Model training and game-theoritic parameters.

Parameter Value
Learning Rate 0.001
Batch Size 64
Epochs 50-100
Optimizer Adam
Activation Function ReLU/Sigmoid
Train-Test Split 70%-30%
Cross-Validation 5-fold
Game Type Stackelberg Dynamic Game
Iterations 100 Time Steps
Defender Strategies 5
Attacker Strategies 5
Utility Weights («, 8, y) Tuned Experimentally
Adaptation Rate 0.01-0.1

4.2 Results Analysis

Fig. 2 presents the accuracy comparison of the proposed framework and a traditional IDS. The resilience
of the proposed ExGAME intrusion detection system to adversarial perturbations in network traffic data
has been measured. It is noticeable that the detection accuracy of both systems progressively diminishes as
the perturbation strength increases. The proposed framework still exhibits markedly greater stability and
maintains superior accuracy across all perturbation levels. The shaded area around the EXGAME curve shows
the confidence interval, or the range of possible performance. These findings demonstrate that integrating
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explainability and game-theoretic defense mechanisms strengthens the detection system’ resilience against
adversarial manipulations.
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Figure 2: Robustness in terms of accuracy and perturbation strength.

Fig. 3 shows the attacker and defense utilities for different iterations. The defender’s utility gradually
increases as the number of iterations increases. The attacker’s utility, on the other hand, decreases when
the number of iterations increases. This indicates the convergence behavior of the proposed system. The
game-theoretic model adopts a stable defense plan that minimizes the attacker’s influence on the network.
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Figure 3: Attacker and defender utility for different iterations.

The consistency score and the dependability of the explanations over time have been shown in Fig. 4.
The model processes diverse traffic data, gradually improving and stabilizing the consistency of the expla-
nations. Small differences in explanation scores are presented by the darkened area around the curve.
This result indicates that the explainability mechanism consistently provides consistent interpretations of
model decisions.
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Figure 4: Explanation stability for various steps.

Fig. 5 presents a comparison of the proposed ExGAME and the IDS in terms of latency as the number
of IoT devices increases. Both systems experience longer processing times as more devices connect due to
increased traffic. The proposed framework shows lower latency growth, indicating that it performs well as
more IoMT devices are connected. This improvement is due to efficient strategy-adaptation mechanisms
across the edge and core layers.
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Figure 5: Comparison of latency for the number of IoT devices.

Fig. 6 shows the difference between normal and attack traffic for different packet rates. The results
show that attack traffic sends more packets than normal traffic. It indicates the wider range of attack
distributions during abnormal situations. The large number of packets transmitted in a short period is a
common characteristic of distributed denial-of-service (DDoS) and botnet-driven traffic-flooding attacks.

A kernel density estimate (KDE) has been shown in Fig. 7 for both normal and attack traffic. Each
curve indicates the probability distribution of packet rates. The filled density regions show clear differences
between the two traffic classes. The normal distribution of packet rate values is more left-skewed than the
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attack distribution. A reasonable overlap between the two distributions can be monitored in a certain range
of packet rates. This observation reflects the importance of packet rate as a critical characteristic within the
intrusion detection paradigm.
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Figure 6: Packet rates for regular and attack traffic patterns.
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Figure 7: Kernel density estimate (KDE) for both normal and attack traffic.

Fig. 8 shows the SHAP summary plot of feature contributions. SHAP values for the data instances have
been shown on the plot. These values show a characteristic contribution to the prediction outcome. The
feature’s overall importance is ranked by the model. The most important factor is the packet rate, showing
the traffic nature, whether normal or attacked. source bytes and payload size also show their importance, but
they have a smaller effect on the decision-making process.

Fig. 9 shows the SHAP dependence plot, which solely illustrates the connection between packet rate
and SHAP values. The packet rate is on the horizontal axis, and the feature’s effect on the model output is on
the vertical axis. Each point represents one data point. The picture indicates that when packet rates increase,
SHAP values frequently increase as well. This makes it more likely that people will view traffic as an attack.
On the other hand, lower packet rates often lead to negative SHAP values, which push forecasts toward the
normal traffic class.
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Figure 9: SHAP dependence plot for packet rates.

Fig. 10 shows anomaly scores with respect to time. The traffic behavior has been monitored around a
threshold line. The periodic oscillations in the curve highlight the network traffic flows. The unusual activities
or events are indicated by intermittent surges that come close to or exceed the threshold. This analysis plays
an important role in identifying new attacks or unusual communication patterns.
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Figure 10: Anomaly score for various time slots.
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Fig. 11 shows a heatmap of feature correlations and the relation of network traffic features in the
dataset. Strong positive correlations are shown by the warmer colors, while weak or negative correlations are
highlighted by the cooler colors. The features exhibit relatively low correlations with one another.
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Figure 11: Correlation Heatmap of feature correlations.

Table 8 shows the comparison of the proposed framework with different state-of-the-art (SOTA)
methods for various performance metrics. The Support Vector Machine (SVM) tested on the UNSW-NB15
dataset achieved 91.4% accuracy. The CICIDS2017 dataset was tested with a Random Forest and an XAI-
Based IDS method, achieving 94.7% and 96.5% accuracy, respectively. Deep Neural Networks (DNN) and
Long Short-Term Memory achieved accuracies of 96.2% and 97.1%, respectively. The proposed ExGAME
framework outperformed all methods across multiple datasets, achieving 98.3% accuracy.

Table 8: Comparison with state-of-the-art intrusion detection methods.

Method Dataset Accuracy (%)  Precision (%)  Recall (%)
SVM-Based IDS UNSW-NBI15 914 90.2 89.8
Random Forest IDS CICIDS2017 94.7 93.5 94.1
Deep Neural Network (DNN) Bot-IoT 96.2 95.6 95.8
LSTM-Based IDS 10T-23 971 96.8 96.5
XAI-Based IDS CICIDS2017 96.5 95.9 95.7
ML/DL-IDS MedBIoT 97.3 96.7 96.5
ML/DL-IDS WUSTL-EHMS-2020 96.8 96.1 95.9
Proposed ExGAME Multi-Dataset 98.3 97.9 97.6

The traffic intensity heatmap has been shown in Fig. 12 for different IoMT devices. Each device
generates traffic over a different time period. Higher activity is indicated by the bright regions, while lower
communication periods are indicated by the dark regions. The heatmap also shows changes in time-to-time
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patterns from one device to another. The traffic-intensity heatmap is crucial in an IoT healthcare environment
for patient monitoring and treatment planning.
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Figure 12: Traffic intensity heatmap for IoMT devices.

Table 9 shows the comparison of the real time performance with existing IDS framework. Different
methods represented by various datasets have been compared for accuracy, latency, and throughput. Results
show that the proposed framework outperformed several methods for the given quality of service parameters.

Table 9: Real-time performance comparison with existing IDS frameworks.

Method Accuracy (%) Latency (s) Throughput (pkt/s) Explainable
SVM-Based IDS 914 0.85 4200 No
Random Forest IDS 94.7 0.63 5100 No
DNN-Based IDS 96.2 0.58 5600 No
LSTM-Based IDS 971 0.71 4900 No
XAI-Based IDS 96.5 0.67 5200 Yes
Proposed ExGAME 98.3 0.42 6700 Yes

Fig. 13 shows a boxplot representation of the packet rate for normal and attack traffic types. The data’s
interquartile range is shown by the box parts. The median packet rate is shown by the middle line, the range
of normal values is presented by the whiskers, and outliers are shown as single points. A higher median
packet rate has been observed in the attacked traffic than in the normal traffic.

Table 10 presents a detailed evaluation of the proposed ExGAME framework for various performance
metrics. The overall model accuracy was 98.3%, while the precision and recall scores were 97.9% and 97.6%,
respectively. Results show that the model can successfully detect the abnormal traffic patterns, reducing false
alarms in the IoMT environment. The Fl-score and the false positive rate were 97.7% and 1.8%, respectively,
indicating the model’s robustness.

The features influencing intrusion detection are presented in Table 11. The packet rate reflects the most

important feature, having a 0.41 score. It also indicates that abnormal network activity can be identified
using this factor. Source bytes is the second most important factor, with a 0.23 score, followed by payload
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size at 0.17. The rest of the features, including flow duration and TCP flags, are also important but with less
importance values.
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Figure 13: Boxplot results for normal and attack traffic.

Table 10: Performance evaluation of the proposed ExGAME framework.

Metric Score
Accuracy 98.3%
Precision 97.9%

Recall 97.6%
F1-Score 97.7%

False Positive Rate 1.8%
Detection Latency 0.42s
Inference Time 0.18s
ROC-AUC 0.991
Throughput 6700 pkt/s

Table 11: Top features influencing intrusion detection.

Feature Relative Importance
Packet Rate 0.41
Src Bytes 0.23
Payload Size 0.17
Flow Duration 0.12
TCP Flags 0.07

Table 12 shows the explainability evaluation of ExGAME. Various metrics, including explanation
consistency, feature stability, interpretability score, and SHAP agreement, have been assessed. The SHAP
agreement was observed to be higher than the other metrics. Table 13 presents the scalability analysis as oM T
devices increase. It has been observed that the accuracy drops by 0.6% as the number of devices increases
from 50 to 800.
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Table 12: Explainability evaluation of ExGAME.

Metric Value
Explanation Consistency 96.4%
Feature Stability 95.8%
Interpretability Score 94.9%
SHAP Agreement 97.1%

Table 13: Scalability analysis under increasing IoMT devices.

Devices Accuracy (%) Latency (s)
50 98.5 0.18
100 98.4 0.24
200 98.3 0.31
400 98.1 0.39
800 979 0.52

The statistical robustness analysis of the proposed framework is presented in Table 14. It has been noticed
that the model achieved high detection performance with low variability across repeated experimental runs.
The p-value comparison of ExGAME with SVM was (<0.001), RF (0.002), DNN (0.008), and LSTM (0.015).

Table 14: Statistical robustness analysis.

Metric Mean Std. Dev. 95% CI
Accuracy (%) 98.30 0.28 [98.12, 98.48]
Precision (%) 9790 0.31 [97.71, 98.09]

Recall (%) 97.60 0.35 [97.38, 97.82]
F1-Score (%) 97.70 0.29 [97.52, 97.88]
Latency (s) 0.42 0.03 [0.40, 0.44]

Table 15 presents an analysis of EXGAME as IoMT devices increase, covering scalability, resource
utilization, and communication overhead. It has been observed that the accuracy decreases marginally from
98.5 to 97.9 as the number of devices increases from 50 to 800. Latency increases from 0.18 to 0.52 s due to
strategy optimization. The CPU and memory usage also increase with network size. The traffic volume and
messages per minute also increase steadily.

Table 15: Analysis of EXGAME under Increasing IoMT devices.

Devices Acc(%) Lat(s) CPU Usage (%) Memory(MB) Traffic Vol (MB/min) Messages/min

50 98.5 0.18 24 512 8.5 45
100 98.4 0.24 29 648 15.2 81
200 98.3 0.31 34 812 28.7 153
400 98.1 0.39 42 1056 541 292

800 97.9 0.52 57 1480 103.6 568




24 Comput Model Eng Sci. 2026;148(2):47

5 Conclusion

This paper introduces an Explainable Game-Theoretic Artificial Intelligence framework, termed
ExGAME, designed to improve intrusion detection in IoMT settings while ensuring transparency and
interpretability.

o The proposed system combines machine-learning-based anomaly detection with explainable AI meth-
ods and a game-theoretic defense strategy.

« A Random Forest classifier was used to identify anomalous traffic patterns based on key network
parameters, including packet rate, flow duration, payload size, source bytes, and TCP flags.

o  SHAP-based explanations were added to show how each feature affected the detection outcome.

Experimental investigation showed that packet rate and flow behavior, two traffic parameters, are good
signs of malicious activity in IoMT networks. The findings demonstrate that the suggested methodology not
only facilitates precise intrusion detection but also enhances the clarity and comprehensibility of security
judgments. The EXGAME framework is a good approach for safe, clear intrusion detection in healthcare
IoT settings. Future endeavors may focus on assessing the framework using extensive IoMT datasets,
incorporating deep learning-driven detection models, and developing adaptive protection mechanisms that
can respond to evolving cyber threats in real-time healthcare systems.
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