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ABSTRACT: Artificial Intelligence (AI) has been widely used to detect complex attacks and abnormal behaviors
in intelligent communication networks. However, existing studies are often limited to a single scenario or technical
route, making it difficult to systematically explain the roles, boundaries, and collaboration mechanisms of different
Al-integrated detection technologies. To address this gap, this paper reviews Al-integrated detection technologies
in intelligent communication networks from both scenario and technical perspectives. From the perspective of
application scenarios, the paper summarizes the requirements and characteristics of Al detection in cloud networks,
edge computing, satellite and space networks, and Internet of Things (IoT) environments. From the perspective of
technical implementation, the paper first reviews Al detection methods based on programmable data planes (PDPs).
These methods are analyzed in terms of in-network feature extraction, lightweight inference, temporal behavior
modeling, and data-plane capability boundaries. The paper then introduces knowledge-driven detection methods and
explains how security knowledge modeling enhances interpretability and supports attack analysis. Next, blockchain-
enabled Al detection is reviewed, focusing on distributed trust, privacy-preserving collaboration, trusted mechanisms,
and auditability of detection results. Finally, the paper discusses recent studies on Large Language Models (LLMs)
for security detection, highlighting their potential in contextual modeling, reasoning-based detection, explanation
generation, and decision support, as well as their deployment risks. Through a comparative analysis of different technical
routes, this paper clarifies that these technologies should be deployed in a layered collaborative architecture rather than
simply combined at the same execution layer. Specifically, programmable switches (PSs) are more suitable for real-time
sensing and preliminary filtering, knowledge-driven methods for semantic correlation and attack reasoning, blockchain
(BC) for trusted evidence management and audit support, and LLMs for high-level explanation and decision support.
Finally, key challenges and future directions are discussed.
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1 Introduction

Artificial Intelligence (AI) technologies have alleviated the limitations of traditional communication
network security, which relies heavily on manual rule configuration and expert-driven modeling [1,2]. AI
improves the detection capability of intelligent communication networks. It also provides new approaches
for threat detection and defense in complex network environments [3,4].

In intelligent communication networks, the core of Al-based detection lies in data-driven modeling
of communication behaviors. By modeling packet-level, flow-level, and behavior-level features, AI-based
detection methods can extract discriminative representations from high-dimensional and noisy observation
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data. These features can then be used to identify abnormal behaviors [5,6]. In addition, Al methods capture
temporal correlations and construct behavioral fingerprints. This enhances the detection of slow and stealthy
attacks [7].

In dynamic and distributed intelligent communication networks, multi-node collaborative AI detection
has become an important way to improve overall detection performance [8,9]. In this context, Al detection
has become a key component of the security system. By analyzing long-term communication behaviors
and detection results, AI models support security assessment, risk classification, and defense strategy
adjustment [10,11]. Detection outputs are involved in decision-making processes such as strategy generation
and resource scheduling. This promotes the evolution of security mechanisms from static configuration to
dynamic coordination.

However, Al detection in intelligent communication networks still faces limitations in real-time perfor-
mance, scalability, interpretability, reliability, and model transferability [6,12-14]. Accordingly, related studies
have gradually shifted from optimizing single-model performance to reconstructing the overall detection
system. To improve real-time processing in high-speed traffic scenarios, programmable switches (PSs) and
data-plane computing capabilities have been used to move sensing and preliminary analysis into the network,
thereby shortening the detection chain. To enhance interpretability, knowledge graphs (KGs) have been
introduced to semantically organize detection outputs and support association reasoning, improving the
consistency between detection results and attack behaviors [15]. Meanwhile, blockchain (BC) technology
has been used to provide tamper-resistant evidence storage and audit mechanisms for detection processes
and results, helping address trust deficiency and responsibility attribution in cross-domain collaborative
environments [16]. On this basis, Large Language Model (LLM)-based detection methods have begun
to attract attention because of their potential in contextual understanding, implicit feature mining, and
reasoning-assisted security analysis [14].

AT detection has become a fundamental capability in intelligent communication network security.
However, a single technical perspective cannot fully address complex security requirements. Therefore, it
is necessary to systematically review detection methods from multiple dimensions, including execution
mechanisms, semantic modeling, trust management, and unified reasoning. Based on this, this paper reviews
AT detection methods based on programmable data planes (PDPs), knowledge-driven detection models,
BC-enabled distributed detection mechanisms, and large model-based approaches.

L1 Background and Motivation

Al-driven traffic detection and anomaly identification have become important techniques in network
security [17]. Existing studies mainly focus on feature learning and model inference in centralized or
control-plane settings. Their effectiveness often relies on relatively stable traffic distributions and sufficient
computational resources [18]. However, in real-world networks, traffic scale and service patterns change con-
tinuously. High-speed data forwarding introduces additional delays in feature collection, centralized analysis,
and policy deployment. This makes it difficult to achieve fast detection and response to abnormal behaviors.

Existing Al detection methods lack the ability to abstract features into knowledge. As a result, detection
results are difficult to associate with specific attack behaviors. This leads to limitations in interpretabil-
ity [19,20]. When attack strategies change or detection scenarios shift, detection models often need to be
retrained. Their outputs are also difficult to trace back to clear causal relationships. This limits their trans-
ferability in security scenarios [21]. In addition, existing methods still lack a systematic knowledge-based
representation of multi-stage attack chains, cross-entity associations, and long-term behavioral evolution.
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This makes it difficult to support the understanding of complex and persistent attacks [14,22]. From the per-
spective of communication security, cross-domain data collection exposes detection data and intermediate
features to privacy leakage and misuse risks during collection, transmission, and sharing [23-25].

When detection models need to share results and model parameters, these results and parameters
may be tampered with in distributed environments, thereby weakening the reliability of collaborative
detection [26,27] At the same time, detection processes, model versions, and decision contexts often lack
audit mechanisms. This makes post-event reproduction and review difficult. This problem is especially
prominent in cross-domain collaborative detection and long-term operating systems [28].

As attack behaviors continue to evolve, detection scenarios become more diverse, and semantic
associations become more complex. These changes place higher demands on the generalization ability
and contextual understanding of detection models. Detection methods based on feature engineering and
supervised learning rely heavily on high-quality labeled data and existing attack distributions. As a result,
they struggle to handle zero-day attacks and unknown threats effectively [28,29]. Therefore, it is necessary
to model the contextual associations, semantic structures, and evolution logic of attack behaviors. This can
help detection methods better respond to new types of attacks.

Based on the above analysis, existing AI-driven network security detection studies have formed several
new technical routes at different levels. However, most studies are still designed from a single perspective.
They usually focus on specific operating conditions or local security requirements. Overall, these methods
have developed in parallel, but they lack systematic integration. Therefore, it is necessary to conduct a
systematic review of existing studies.

1.2 Scope and Objectives

Based on the above background, security detection in intelligent communication networks is facing
several challenges. Detection objects are becoming more complex. Technical systems are becoming more
diverse. Security requirements are also increasing. To address these challenges, this paper covers several
typical scenarios, including cloud computing, edge computing, satellite networks, and the Internet of Things.
It focuses on the bottlenecks and frontier solutions of Al detection in real-time performance, interpretability,
reliability, auditability, and advanced semantic understanding. It also explores four research directions:
lightweight detection based on PSs, knowledge-driven interpretable detection, BC-enabled distributed
trusted detection, and large-model-enabled semantic detection.

Since existing studies differ in datasets, feature forms, evaluation metrics, and experimental environ-
ments, this paper does not directly generalize the reported performance gains of different methods. Instead,
it analyzes their functional roles, operating mechanisms, applicable conditions, and collaborative potential.
Specifically, this paper focuses on the following four questions:

Question 1: How can low-latency and real-time detection be achieved in high-speed networks?

Question 2: How can the interpretability of detection results and the understanding of attack semantics
be improved?

Question 3: How can trusted collaboration, privacy protection, and result auditability be ensured in
distributed detection processes?

Question 4: How can semantic modeling, contextual understanding, and reasoning capabilities for
complex unknown attacks be enhanced?
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This paper illustrates the relationships among the four technical directions from a system-level per-
spective, as shown in Fig. 1. Programmable switches are mainly responsible for feature acquisition, rule
configuration, and real-time detection. They upload detection features, alarm information, and behavior
records to the knowledge-driven module and the BC module. The knowledge-driven module is used
to interpret detection results, correlate attack stages, and conduct traceability analysis, while storing the
knowledge correlation results on the BC. The BC provides trusted support for detection evidence, user
behavior records, and cross-domain knowledge sharing. Large models integrate detection results, knowledge
correlations, and trusted evidence at the upper layer, further enabling knowledge correlation mining and
explanation generation. In this way, the four technical directions form a collaborative detection framework
consisting of bottom-layer real-time detection, middle-layer knowledge analysis and trusted evidence
storage, and upper-layer semantic reasoning [14,30,31].

. Knowledge Association . .
Fused Detection Results Explanation Generation

Knowledge Trustworthy
Upload Upload
Knowledge
Interpreting Detection Preservation Recording Detection
Results Evidence
Knowledge- Correlating Attack . Recording User
. Blockchain :
driven Stages Behaviors
. Cross-domain
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y Trustworthy Knowledge Sharing
Support
Feature Information
Upload Upload

Programmable . Flexible Rule . .
. Feature Extraction . . Real-time Detection
Switches Configuration

Figure 1: Framework for Al-enhanced detection in intelligent communication networks.

1.3 Comparison with Existing Surveys

Existing surveys have discussed Al-based security detection from different perspectives, includ-
ing programmable-switch-based detection [32,33], knowledge-driven detection [34], BC-enabled trusted
security frameworks [35,36], and LLM-based detection paradigms [14,37]. These studies provide useful foun-
dations for understanding the development of intelligent security detection. However, their review focuses,
covered scenarios, and involved technologies are different. Some studies focus on a single technical direction,
while others discuss the integration of multiple technologies in specific network or security contexts. To this
end, this paper summarizes representative surveys related to PDPs, knowledge-driven security analysis, BC-
enabled trusted detection, and LLM-based cybersecurity. These surveys are compared to clarify whether they
cover scenario-specific detection requirements and whether they analyze cross-technology collaboration
among PS, KG, BC, and LLMs, as shown in Table 1.
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Surveys on PSs mainly focus on line-rate detection, in-network processing, programmable data-
plane functions, and PDP-based security applications. These studies show the potential of moving security
functions closer to the data plane, especially for high-speed traffic monitoring and line-rate defense [38].
However, they usually emphasize lightweight deployment, packet- or flow-level processing, and traffic-level
detection. Their discussion of knowledge reasoning, trusted verification, and semantic understanding is still
limited [32,33,38].

Table 1: Representative surveys related to Al-integrated security detection.

Reference  Year Main Focus Scenarios Technologies Limitations

Provides a broad survey of

P4 programmable data-plane programmable data-plane

itches, includi N i
[32] 2021 switches, Inc v dl,ng . ot . PS switches, but Al-based
taxonomy, applications, scenario-specific ) L
security detection is not the
challenges, and future trends. .
central review thread.
F P4 i
Data-plane programming ocuses on T4 programming
. . . models and applications;
. with P4, including Not . .
[33] 2023 . . PS security detection and
fundamentals, advances, and scenario-specific . .
. cross-technology integration
applied research. .
are only partially covered.
F in-network
[38] 2023 enabled line-rate security . . PS Y . .
. scenario-specific cross-technology integration
detection and defense. e
is limited.
Mainly focuses on KG
Cybersecurity KG construction technologies,
construction, including while the connection with
[19] 2024 knowledge .extracti.on, Not . KG regl—tﬁme detection,
representation, fusion, scenario-specific distributed trusted
storage, reasoning, and collaboration, and
application. multi-technology integration
remains limited.
Knowledge is mainly
IoT IDS mechanisms, reflected in
deployment strategies, signature-/knowledge-based
39 2023 IoT KG
[59] datasets, and future 0 IDS; explicit KG-based
directions. semantic reasoning is not the
core focus.
6G wireless and Provides a
. BC and Al for secure 6G space-air-ground networking-oriented view;
[35] 2023 . . BC L.
communications. integrated detection is not the core
networks review thread.
Focuses on BC and federated
BC- and . . .
federated-learnine-based learning for IToT intrusion
R . . 5 Edge-enabled detection, while PS-, KG-,
[36] 2024 intrusion detection for . . BC .
. . industrial IoT and LLM-based detection
edge-enabled industrial IoT .
mechanisms are not
networks.

systematically compared.

(Continued)
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Table 1 (continued)

Reference  Year Main Focus Scenarios Technologies Limitations
Provides a broad
[14] 2025 LLM apphcatpns in Not . LLMs cybe.rsecur.lty view; detection
cybersecurity. scenario-specific is not independently
systematized.
LLM-based, graph-based, and Not Scenario coverage and
[40] 2025 explainable AT methods for KG, LLMs deployment constraints

scenario-specific

NIDS. remain limited.

Cybersecurity-oriented LLM Not Detection processes and
[37] 2025 construction and . . KG, LLMs deployment boundaries are
.. scenario-specific .
applications. not sufficiently separated.

Note: LLMs = large language models; IDS = intrusion detection system; NIDS = network intrusion detection system.
“No” indicates that the corresponding item is not explicitly described.

Knowledge-driven surveys mainly focus on cybersecurity KGs, knowledge representation, knowledge
reasoning, and KG construction. These studies show that knowledge can support security analysis, threat
intelligence correlation, situational awareness, and the interpretability of detection results. Some Internet of
Things (IoT) IDS surveys also discuss knowledge-based detection, but they mainly regard it as signature-
or rule-based detection rather than explicit KG-based semantic reasoning [39]. Therefore, many existing
studies still focus on knowledge construction, KG applications, or network management [19]. The role of
knowledge in the complete detection process has not been fully summarized. In particular, the links among
knowledge acquisition, reasoning, detection decision-making, result interpretation, and response are still
not clear enough [19].

BC-related surveys mainly discuss trusted networking, privacy protection, distributed collaboration,
and secure communication systems. They cover scenarios such as communication networks, cloud-edge
networks, 6G wireless networks, space-air-ground integrated networks, and edge-enabled industrial IoT
networks [31,35,36]. These studies show the value of BC in improving data trust, process traceability, privacy
protection, and collaborative security [31,35]. However, security detection is often treated as one application
of BC-based network security or BC-AI integration. The integration of BC with PDPs, knowledge-driven
reasoning, and LLM-based detection remains insufficient [35,36].

LLM-related surveys provide a broad view of large-model-based cybersecurity. They cover
threat intelligence, vulnerability detection, malware detection, anomaly detection, security agents, and
cybersecurity-oriented LLM construction. Some studies also discuss the integration of LLMs with graph-
based methods, explainable AI, or knowledge-driven mechanisms for network intrusion detection [40].
However, detection tasks are often discussed together with other security applications, such as malware anal-
ysis, phishing prevention, vulnerability analysis, secure code generation, and security operation support [37].
The internal logic of detection methods is not sufficiently separated. In addition, real-time detection,
data-plane deployability, and system-level implementation constraints are still not fully analyzed [14,40].

Overall, existing surveys provide useful foundations for Al-based security detection, but they remain
fragmented in terms of technical focus, scenario coverage, and detection-process analysis [31,38]. Few
studies provide a unified review of Al-integrated security detection across PS, KG, BC, and LLMs. In
addition, cross-scenario comparison is still limited, especially for heterogeneous intelligent communication
environments such as cloud computing, edge computing, end devices, IoT, and space-air-ground integrated
networks [35,36,39]. Therefore, this paper further reviews Al-integrated security detection in intelligent
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communication networks from a multi-technology and cross-scenario perspective. It focuses on lightweight
detection supported by PSs, knowledge-driven explainable detection, BC-enabled trustworthy detection, and
LLM-enabled semantic detection.

1.4 Main Contributions

Compared with existing surveys, this paper reviews Al-integrated detection technologies from the
perspective of the detection chain, where sensing, semantic correlation, trust verification, and high-level
reasoning are treated as different functional layers. The main contributions of this paper are summarized as
follows.

e A detection-chain-oriented taxonomy is developed. Existing surveys usually analyze PSs, KGs,
BC, and LLMs separately. This paper reorganizes these technologies according to their roles in the
detection chain, including low-latency traffic sensing, semantic knowledge correlation, trusted evidence
management, and explanation-oriented decision support.

o  Capability boundaries and engineering constraints are compared across four technical routes.
Instead of only summarizing reported detection performance, this paper analyzes the deployment
locations, data granularity, real-time capability, resource overhead, interpretability, trustworthiness,
and practical limitations of programmable-switch-based detection, knowledge-driven detection, BC-
enabled detection, and LLM-based detection.

o  Scenario-specific detection requirements are linked with technical applicability. This paper com-
pares cloud computing, edge computing, satellite networks, and IoT environments in terms of traffic
scale, latency requirement, resource constraint, data distribution, and collaboration mode. Based on
these differences, it discusses which technologies are more suitable as core detection components and
which technologies are more suitable as auxiliary support mechanisms in each scenario.

« A layered collaboration view is proposed for multi-technology joint detection. This paper clarifies
that the four technologies should not be simply combined at the same execution layer. Programmable
switches are more suitable for real-time sensing and preliminary filtering, knowledge-driven methods
for semantic correlation and attack reasoning, BC for trusted evidence management and audit support,
and LLMs for high-level explanation and decision support.

1.5 Organization of this Paper

The remainder of this paper is organized according to a scenario-technology-integration logic, as
shown in Fig. 2. Section 2 analyzes the differentiated detection requirements of cloud computing, edge
computing, satellite networks, and IoT environments. Sections 3-6 review four technical routes, including
programmable-switch-based detection, knowledge-driven detection, BC-enabled detection, and LLM-based
detection. For each route, this paper focuses on functional roles, representative methods, deployment bound-
aries, and interfaces with other technologies. Section 7 summarizes technical challenges, scenario-specific
unresolved problems, and future research directions.
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Figure 2: Outline of the paper.

2 Al-Based Detection in Different Scenarios

The operating environment of intelligent communication networks is highly heterogeneous, dynam-
ically evolving, and cross-domain collaborative. Typical scenarios, including cloud computing, edge
computing, satellite networks, and the IoT, differ significantly in network scale, resource conditions, data
distribution, and security requirements [41-47]. Therefore, Al-based detection methods should be adapted
to scenario-specific constraints rather than being designed only as general-purpose models.

In cloud computing environments, large-scale distributed architectures, elastic resource scheduling,
multi-tenant coexistence, and dynamic service workloads make abnormal behaviors diverse and difficult
to define in advance [41,48]. Cloud platforms usually provide relatively sufficient computing resources and
centralized data collection capabilities, so Al-based detection mainly emphasizes high detection accuracy,
scalable analysis, and robustness to workload fluctuations. Supervised learning is effective for abnormal
behaviors with clear security semantics, such as known attack traffic, abnormal logins, and unauthorized
access, but it is less effective for unknown attacks because it depends on existing labels and known attack
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distributions [49-51]. In contrast, unsupervised anomaly detection can discover gradual deviations in
resource usage, access patterns, or user behaviors without relying on labeled data, but detection based only
on statistical deviation may still lead to false alarms during elastic scaling or workload peaks [49,52]. Thus,
cloud-oriented AT detection should combine high-accuracy classification with scalable anomaly discovery.

In edge computing and cloud-edge collaborative scenarios, security detection faces stricter latency and
resource constraints. If all security-related data are uploaded to the cloud for analysis, the detection and
response process may be affected by network latency and bandwidth conditions [53]. Deploying Al models
at the edge allows data to be analyzed near its source, which shortens the security awareness and response
chain [54]. However, edge nodes usually have limited computing power, storage capacity, and energy supply.
Therefore, edge-side detection models need to be lightweight [55]. Edge scenarios also involve privacy-
sensitive data, and local processing can reduce the exposure risk caused by centralized transmission and
cloud storage [56-58]. When network connectivity is unstable, edge-side AI can maintain basic security
awareness and preliminary decision-making capability without fully relying on the cloud [59]. In addition,
edge security protection often requires dynamic adjustment among latency, detection accuracy, computing
resource usage, and energy consumption. Therefore, Al-based detection in edge scenarios should emphasize
low latency, lightweight inference, local detection, and privacy preservation.

Satellite and space networks have stronger dynamics and harsher deployment constraints. Space
information networks are usually composed of low Earth orbit/geostationary Earth orbit (LEO/GEO)
constellations, inter-satellite links, ground gateways, and terrestrial networks, making their structure more
complex than traditional satellite-ground links [42]. In LEO constellations, high-speed satellite movement
causes rapid topology changes and frequent link handovers, while long propagation delay, intermittent
connectivity, and limited onboard computing resources make centralized real-time detection difficult [42].
Existing machine learning (ML)- and deep learning (DL)-based satellite intrusion detection studies still
face limitations such as data scarcity, class imbalance, and dependence on oversampling [46,60]. For
satellite—ground collaborative scenarios, deeper intrusion detection can be performed on the ground,
while trusted mechanisms can improve system security and reliability [61]. Therefore, Al-based detection
in satellite networks should focus on hierarchical deployment, dynamic adaptation, and trusted space-
ground collaboration.

IoT environments are characterized by massive devices, strong heterogeneity, scarce labels, noisy traffic,
and limited terminal resources [39,62]. The wide deployment and diversity of IoT devices make data integrity,
availability, and confidentiality difficult to guarantee simultaneously [63]. Since many terminal devices have
limited computing power, storage capacity, and energy supply, heavyweight centralized security mechanisms
are difficult to apply directly [64]. AI-based IDSs can learn normal behavior patterns from historical and
real-time data, thereby improving the detection of unknown and variant attacks [65]. However, IoT attacks
show cross-layer and cumulative characteristics, including malware, distributed denial-of-service (DDoS)
attacks, data tampering, privacy leakage, and poisoning attacks [66,67]. Although ensemble ML and DL
methods can improve detection performance, their computational cost may introduce new risks in resource-
constrained or latency-sensitive IoT scenarios [68]. Therefore, Al-based IoT detection should emphasize
lightweight models, distributed deployment, and hierarchical collaboration among terminals, edge nodes,
and cloud platforms.

As shown in Table 2, the four scenarios impose different detection requirements. Cloud computing
requires high-accuracy and scalable detection for large-scale and dynamic resources. Edge computing
requires lightweight and local detection under latency, resource, and privacy constraints. Satellite networks
require hierarchical detection and trusted collaboration due to dynamic topology, unstable links, and
limited onboard resources. IoT requires lightweight and distributed detection for heterogeneous devices,



10

Comput Model Eng Sci. 2026;148(2):7

scarce labels, and constrained terminals. These differences indicate that AI-based IDSs are evolving from
general-purpose models toward scenario-adaptive and collaborative detection frameworks [39,42].

Table 2: Security requirements and AI detection capabilities across different communication scenarios.

Dimension Cloud Computing Edge Computing Satellite Networks IoT
. Large-scale, multi-tenant, and Dynamic topology Device heterogeneity,
Scenario ; . Low latency and scarce labels, and
o dynamically changing . and unstable o .
Characteristics resource constraints . limited terminal
resources links [42] )
resources [63,64]
Main Detection High accuracy, scalability, Lightweight and local H}erarchlcal nghtwe.lghF models
Requirements and robustness to workload detection detection and trusted and distributed
1 fluctuation [49] collaboration [69] detection [68]
Multi-source, large-scale, Distributed and Noisy, heterogeneous,
Data heterogeneous, dynamic, and rivacy-sensitive Scarce and cross-domain, and
Characteristics 8 > &Y > P Y i imbalanced data [71] device-dependent
partially labeled data [70] data [56] a
data [72]
Known attack traffic, . Link attacks, Malware_, DDOs’ data
. . Latency-sensitive . tampering, privacy
. behavioral anomalies, interference,
Major Threats . attacks and data . leakage, and
unauthorized access, and ~ malicious nodes, and
resource abuse leakage [50] spoofing [73] cross-layer
) attacks [66,67]
Supervised learning, . . Distributed learning,  Lightweight ML/DL,
. . . Edge intelligence, . . .
Typical Detection unsupervised anomaly . trust modeling, and  hierarchical IDS, and
. . federated learning, . . .
Paradigms detection, and scalable and RL [54] hierarchical distributed anomaly
5.
cloud-side analysis [52,74] detection [75] detection [65]
Terminals, 8
Deployment Cloud center and security Edge nodes and Onboard satellites ezgn:';(s) d%::tzzzys
Locations operation platform cloud-edge platforms  and ground stations 8 ’
cloud platforms
Representative
Supporting KG, BC & LLMs PS & BC BC [76] & KG [77] PS, BC & LLMs
Technologies

3 Al Detection Methods Based on Programmable Switches

As PSs gradually acquire limited but efficient in-network computing capabilities, part of the AI-
based detection process has been moved into the data plane for low-latency malicious traffic and anomaly
detection [30,38,78]. Unlike surveys that classify related studies mainly by learning models, this section
organizes programmable-switch-based AI detection by functional role. Specifically, PSs support feature
extraction [79-81], approximate traffic measurement [82,83], lightweight inference [84,85], and tempo-
ral state observation [7,86]. These capability boundaries determine which tasks can be executed in the
forwarding path and which should be transferred to the control plane or upper-layer security modules.

3.1 In-Network Feature Extraction and Lightweight Detection

In-network feature extraction and lightweight detection aim to achieve fast security awareness in
line-rate forwarding environments. These methods use PDPs to extract packet-level or flow-level features
during forwarding and support rapid classification, compact traffic measurement, or preliminary anomaly
screening, thereby reducing the delay caused by traffic export and control-plane analysis. However, complex
detection models still usually require control-plane or external computing support. Therefore, as shown
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in Table 3, this subsection summarizes representative studies along three functional routes: in-switch
lightweight inference, Sketch-based compact measurement, and data-plane-assisted collaborative detection.

Table 3: Representative in-network feature extraction and detection methods in programmable switches.

Reference Method Functional Route Deployment Reported Results
Classification rate = 99.4%; Macro
- 1 - 1 0. .
[84] Flowrest based on RE Tree b.ased in-switch DP F1>96 @, Welghteq F1
inference > 99%; sub-microsecond inference
latency.
Tree-based in-switch Precision = 0.9662; Recall = 0.9725;
[85] SwitchTree based on RF inference DP F1 = 0.9693; attack detection rate =
97.36%; packet loss rate ~ 0.26%.
Average CFA difference = 16.39%;
o . CFA differences on Abilene,
[87] Inéﬁgﬁf;giiﬁi on DlStrlbiEtfeefe?:eltl_taSk Multiple DPs GEANT, and DialtelecomCz are
8 115%, 1.57%, and 1.52%,
respectively.
[82] Mix Sketch/Co-Mix Sketch-based compact DP Co-Mix WMRE ~ 0.001; Mix
o Sketch measurement WMRE # 0.01.
) Sketch-based Detection accuracy > 95%; ARE <
83 -
[83] SP-Sketch persistent-flow detection bp 0.1; MSE < 2; RR = 98.7%.
- - 1 = (174
(88] NetNN based on DNN Data-plane a§51sted DL DP + CP Packet accuracy = 83%; flow
detection accuracy = 99%.
Mousikav2
Joustiavs l?ased on T Accuracy = 97.66%; DT accuracy =
, binary decision trees Distillation-based .
[89] . e DP + CP 94.39%; packet processing latency
and knowledge in-network classification
N ~ 660 ns.
distillation
Mousika based on Flow size prediction accuracy =
[90] binary decision trees Distillation-based DP + CP 94.95%; DT accuracy = 92.23%;
and knowledge lightweight inference packet loss rate = 0% at 100 Gbps;
distillation classification latency = 466 ns.

Note: DP: Data Plane; CP: Control Plane; DNN: Deep Neural Network; CFA: Classification Accuracy; WMRE:
Weighted Mean Relative Error; ARE: Average Relative Error; MSE: Mean Squared Error; RR: Recall Rate; TPR: True
Positive Rate; FPR: False Positive Rate; PR-AUC: Precision-Recall Area Under Curve.

Feature construction in PSs is shaped by both data-plane constraints and line-rate processing
advantages. Feature design usually emphasizes low dimensionality, incremental updates, and approximate
computation [32]. Meanwhile, PSs can parse packet headers and update packet-level or flow-level statistics
during forwarding, providing timely inputs for real-time detection. For example, Gray et al. used the P4
pipeline to extract network metadata at high speed for ML-based intrusion detection [79], while Mittal
et al. implemented fast updates of flow-level statistical features for switch-speed traffic classification [80,81].
Therefore, feature construction is a key prerequisite for programmable-switch-based real-time detection.

Fig. 3 illustrates the workflow of lightweight model deployment on programmable switches. Packets
enter the programmable data plane through the parser, where packet headers and flow-level metadata are
extracted. The trained ML model is then decomposed into executable rules and mapped into the P4 program.
During forwarding, the match-action pipeline performs feature matching and rule execution, and generates
detection results before packets leave through the deparser. This process shows that programmable switches
can support low-latency inference when the model can be translated into match-action logic. Therefore,
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decision trees (DTs) and random forests (RFs) are practical choices for data-plane detection because their
feature-splitting logic can be mapped into P4-executable conditional rules [85,91]. Some studies further use
feature sharing, model pruning, and parallel inference to support multi-model or multi-task detection under
limited data-plane resources [84,87].
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Figure 3: Lightweight model on PS.

Fig. 4 shows the implementation logic of Sketch-based compact measurement in programmable
switches. The programmable data plane maps packet or flow identifiers into multiple buckets through
hash functions and updates the corresponding counters in the match-action pipeline. F denotes the
feature set, which generally consists of five-tuple information. This design significantly reduces memory
consumption and allows the switch to maintain approximate traffic statistics at line rate. The gener-
ated compact measurements can be used to detect heavy flows or abnormal traffic frequency changes
[92-94]. Therefore, approximate statistical structures, such as Sketch, are widely used in PSs to reduce storage
and computational overhead. For example, Co-Mix Sketch further distributes these components across
hierarchical nodes, reducing the resource pressure on a single switch [82]. SP-Sketch targets persistent flow
detection by using a single Sketch structure and a probabilistic decrement mechanism to approximate sliding-
window updates, thereby reducing memory consumption while maintaining high detection accuracy [83].
These studies indicate that Sketch-based measurement can provide compact traffic summaries for subsequent
lightweight detection. They are suitable for front-end traffic measurement and anomaly screening. However,
their outputs usually need to be further analyzed by control-plane or upper-layer detection modules.

-

Fig. 5 presents a data-plane-assisted deep learning detection framework. Different from Fig. 3, where
lightweight rules are directly executed in the data plane, this framework separates feature collection and
model inference across the programmable data plane and the control plane. Specifically, the data plane is
responsible for parsing packets, collecting packet-level or flow-level features, and updating packet informa-
tion during forwarding, while the control plane or external computing modules perform deeper analysis
and execute deep model inference. The generated detection decisions are then decomposed into enforceable
rules and redistributed to the programmable data plane, such as IP limitation rules or filtering policies.
This architecture preserves the real-time sensing capability of programmable switches while avoiding the
direct deployment of complex deep learning models in the forwarding pipeline. Due to the constraints of
data-plane latency, storage, and computing resources, DL models are usually difficult to deploy completely
inside switches. Therefore, data-plane/control-plane collaboration provides a practical compromise between
detection accuracy and system overhead [88]. In addition, some studies compress the discriminative
capability of deep models into lightweight decision structures through model distillation, enabling part of
the model to be offloaded to the data plane for execution [90]. As a result, DL models are more suitable as
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collaborative analysis modules in programmable-switch-based detection systems, rather than as strict line-
rate real-time detectors in the data plane [89]. Although DL-based collaboration can enhance the ability to
identify complex attacks, stealthy attacks and slowly evolving anomalies still require traffic observations over
a longer time scale before they can be detected.
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Figure 4: Sketch on PS.
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The methods in Table 3 reflect different trade-offs. Tree-based methods, such as random forests and
decision trees, are suitable for in-switch inference because their splitting rules can be mapped to match-
action logic or conditional statements [84,85]. However, their model depth, feature number, and branching
structure must be strictly controlled to satisfy pipeline constraints [84,87]. Sketch-based methods are more
suitable for compact in-network measurement because they summarize flow size, persistence, or frequency
under limited memory, but they mainly capture statistical deviations and cannot independently express
rich attack semantics [83]. Distillation-based and data-plane/control-plane collaborative methods provide
a compromise between model representation capability and data-plane deployability, but their training,
updating, or complex inference processes still rely on the control plane or external computing modules
[88-90]. Therefore, in-network feature extraction and lightweight detection are mainly suitable for front-end
sensing, known attack screening, and high-throughput anomaly filtering. They remain limited in unknown
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attack identification, cross-flow semantic correlation, and long-term attack evolution analysis, which require
temporal modeling or upper-layer semantic analysis [7,95,96].

3.2 Temporal Behavior Modeling and Collaborative Detection

For traffic behaviors with temporal variation characteristics, PSs can continuously extract and update
flow states in the data plane and construct temporal features or behavioral fingerprints [7,97]. This capa-
bility helps identify persistent attacks, slowly evolving anomalies, and multi-stage attack behaviors. Unlike
lightweight detection based on short-term traffic features, temporal behavior modeling focuses on how traffic
states evolve over time.

As Fig. 6 illustrated, a unified mechanism for temporal behavior modeling and collaborative detection
on PSs. The programmable data plane first parses incoming packets and extracts temporal features from
packet headers, timestamps, inter-packet intervals, and flow-state variations. These temporal features are
processed by the match-action pipeline and the P4 program to support preliminary detection during packet
forwarding. Compared with static feature extraction, this process emphasizes continuous state/window
updates, allowing the data plane to capture short-term traffic changes and generate early detection results at
line rate.
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Figure 6: Temporal behavior modeling on PS [7,86,95,96].

Above the data plane, the control plane performs detection decision-making and reporting control.
The selective reporting module determines which temporal features, suspicious flows, or low-confidence
results should be uploaded, thereby reducing unnecessary communication and computation overhead. The
fine-grained temporal analysis module can further analyze reported information using models such as
VAR-GBM [86] and BCN [95]. For more complex sequence dependencies, the external inference module
performs deep temporal inference through models such as RNN [7] and Transformer [96]. The detection
results are then mapped into rules or policies and distributed back to the programmable data plane, forming
a closed-loop process of temporal feature extraction, preliminary detection, collaborative inference, and
policy update.



Comput Model Eng Sci. 2026;148(2):7 15

Based on this collaborative mechanism, lightweight temporal detection in programmable switch envi-
ronments is often implemented through time-window-based state maintenance and online feature updating.
Luo et al. proposed P4-1Det, which maintains time-window-based statistical features inside switches and
models traffic variation trends online [98]. He et al. used the temporal continuity of synchrophasor data
to support event detection on PSs, showing the effectiveness of temporal features in highly real-time
industrial networks [86]. These methods can capture key temporal changes without introducing complex
models. However, their expressive capability remains limited, making it difficult to characterize long-term
dependencies in complex attacks.

Adaptive monitoring further improves the flexibility of temporal feature modeling. Zang et al. proposed
a meta-learning-based in-band monitoring method to select and adjust temporal traffic features across
different time scales [99]. AMSO-INT uses reinforcement learning (RL) to adapt telemetry strategies
according to monitoring requirements and network conditions [100]. These methods reduce dependence on
fixed monitoring configurations, but they usually require learning or optimization logic beyond the pure
forwarding pipeline.

For complex traffic environments, temporal behavior modeling often requires collaboration between
the data plane and external inference modules. Yan et al. proposed Brain-on-Switch, which introduces neural
network inference capability near PSs to analyze temporal traffic evolution [96]. Zhao et al. adopted recurrent
neural networks in RIDS to model traffic sequences with programmable-switch co-design [7]. Xie et al.
proposed Soterv2 to model attack-behavior evolution through cooperation between the data plane and
switch CPU [95]. These methods provide stronger temporal representation capability than statistics-based
methods, but they also increase system complexity and deployment cost.

Compared with lightweight feature-based detection, temporal behavior modeling improves the ability
to capture traffic sequence dependencies and identify persistent or slowly evolving anomalies [7,98].
Behavioral fingerprinting is useful for long-term behavior analysis and root cause identification, but it
is difficult to fully implement in the data plane. Time-window-based methods are more deployable, but
their effectiveness is sensitive to window length, update frequency, and data dynamics [86,97,98]. Adaptive
monitoring can adjust temporal observations according to traffic changes, but it depends on additional
learning or optimization mechanisms [99,100]. Neural-network-based temporal models provide stronger
sequence modeling capability, but their inference process usually requires switch CPU, external inference
modules, or control-plane assistance [7,95,96]. Therefore, temporal behavior modeling is more suitable as a
collaborative detection capability for continuous monitoring and attack evolution analysis, rather than as an
independent line-rate detection function in the data plane.

3.3 Capability Boundaries and Cross-Technology Integration

Programmable switches provide a practical platform for moving part of the detection process into
the data plane, especially for packet parsing, flow measurement, and lightweight anomaly identification.
However, their forwarding pipelines are not designed for general-purpose Al execution or complex
security reasoning. Therefore, it is necessary to clarify what can be executed inside programmable
switches and what should be supported by upper-layer mechanisms. This subsection discusses the capa-
bility boundaries of programmable-switch-based detection and further summarizes two representative
cross-technology integration patterns: data-plane-supported knowledge-plane architecture and data-plane-
supported blockchain architecture.
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3.3.1 Capability Boundaries of Programmable-Switch-Based Detection

Although PSs are suitable for low-latency detection, their AI detection capability is constrained
by fixed pipeline stages, limited register memory, restricted arithmetic operations, and strict per-packet
processing latency [38,101]. These constraints make PSs more suitable for packet parsing metadata extrac-
tion [79], counter updates and Sketch-based measurement [82,83], simple state maintenance, and lightweight
conditional inference [84,85]. In contrast, complex matrix operations, large neural networks, iterative
optimization, and frequent model updates are difficult to execute inside the forwarding pipeline [88].

Therefore, PSs should not be regarded as general-purpose Al execution platforms. Their main role is
to provide low-latency sensing [79], compact measurement [82,83], preliminary inference [84,85], and tem-
poral evidence collection [86,97,98]. More complex tasks, such as semantic interpretation, trusted auditing,
attack-chain reasoning, model lifecycle management, and explanation generation, should be supported by
upper-layer modules, including the control plane, knowledge plane, BC-based trust mechanisms, KG-based
reasoning modules, and LLM-based analysis modules. Table 4 summarizes these capability boundaries and

cross-technology interfaces.

Table 4: Capability boundaries and cross-technology interfaces of programmable-switch-based detection.

Function Role

Suitable Data-Plane
Tasks

Main Limitations

Cross-Technology
Interfaces

Feature
extraction

Packet parsing, flow
counters, header
statistics, and compact
metadata
extraction [79-81]

Limited feature
dimensions and weak
semantic representation

Provides structured
features for KG modeling
and LLM-assisted alert
explanation [14,37].

Approximate
measurement

Sketch-based flow
estimation, heavy-flow
monitoring, and
in-network
aggregation [82,83]

Hash collisions and
approximate results

Provides compact
evidence for BC-based
recording and cross-node
verification [31,35].

Lightweight
inference

Threshold rules, decision
trees, random forests, and
distilled lightweight
models [84,85,89,90]

Limited model
complexity and weak
generalization to
unknown attacks

Sends alerts, risk scores,
and preliminary
decisions to upper-layer
reasoning modules.

Temporal state
maintenance

Sliding-window statistics,
temporal state updates,
behavioral fingerprints,

and temporal
summaries [86,97,98]

State memory pressure
and limited long-term
dependency modeling

Provides temporal traces
for control-plane analysis
and knowledge-plane
reasoning [14,95,96].

Collaborative
detection

Data-plane sensing,
preliminary filtering,
selective reporting, and
control-plane-assisted
inference [88,99,100]

Reporting overhead,
control latency, and
dependence on
upper-layer resources

Supports BC audit,
KG-based correlation,
LLM-based explanation,
and model
updating [14,31,35].

Note: DP: Data Plane; KG: Knowledge Graph; LLM: Large Language Model.
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3.3.2 Data-Plane-Supported Knowledge-Plane Architecture

Based on these capability boundaries, programmable-switch-based detection can be organized into a
data-plane-supported knowledge-plane architecture, as shown in Fig. 7. The architecture consists of three
layers: the programmable data plane, the control plane, and the knowledge plane. This organization follows
the general idea of Al-driven packet forwarding, where the data plane provides network observations, the
control plane translates and distributes policies, and the knowledge plane supports higher-level analysis and
decision-making [102].
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Figure 7: Data-plane-supported knowledge-plane architecture.

At the bottom layer, the programmable data plane executes P4 programs and supports three types of
in-network functions. First, in-network secure detection performs lightweight anomaly or attack detection
through compact models, compressed data structures, or packet-level analysis [17,103,104]. Second, in-
network information collection extracts packet-level, flow-level, and time-series states and aggregates them
through Sketches, counters, accumulators, or device fingerprints [103,105,106]. Third, in-network forwarding
supports rule matching, queue adjustment, and traffic engineering actions under programmable match-
action pipelines [101]. These functions provide timely observations and preliminary processing results for
upper-layer analysis.

The control plane connects data-plane observations with knowledge-plane decisions. It collects teleme-
try results, maintains network states, and deploys policies or model rules generated by the knowledge plane.
For example, monitoring sketches can report extracted features to the control plane for drift verification and
model adaptation [17], while switch-assisted anomaly detection frameworks can use the control plane or
switch CPU to confirm suspicious packets and adjust detection thresholds [104]. In this sense, the control
plane mainly serves as an orchestration layer rather than a line-rate detection component.

At the top layer, the knowledge plane organizes telemetry results, compact traffic summaries,
device fingerprints, and detection outputs into reusable network knowledge. It can support anomaly
interpretation, traffic engineering, policy generation, and model update when traffic distributions or
attack patterns change [17,101,104,106]. Through this layered process, data-plane observations can be
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converted into knowledge-plane decisions, while updated rules or thresholds can be deployed back to
programmable switches.

3.3.3 Data-Plane-Supported Blockchain Architecture

In addition to knowledge-plane reasoning, programmable-switch-based detection can also be inte-
grated with BC or distributed ledger technologies to improve the traceability and cross-domain sharing of
detection results, as shown in Fig. 8. This architecture can be organized into three layers: the programmable
switch, the control plane, and the BC layer. The programmable switch performs traffic observation and
preliminary detection; the control plane aggregates detection metadata and coordinates security policies;
and the BC layer records verified evidence and supports cross-domain sharing [31,35].
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Figure 8: Data-plane-supported Blockchain architecture.

At the bottom layer, the programmable switch parses packets, extracts traffic features, maintains
compact flow states, and performs lightweight in-switch detection. The programmable switch can first extract
packet-level or flow-level metadata for detection [79], while the detection logic can be implemented through
threshold rules, Sketch-based statistics [82,83], decision trees, or other lightweight models compatible with
match-action pipelines [84,85]. When suspicious packets or abnormal flow states are observed, the switch
generates compact detection metadata, such as alert identifiers, suspicious flow keys, risk scores, packet
features, or malicious traffic probabilities, and reports them to the control plane through digest messages,
packet-in events, telemetry reports, or switch-control interfaces [107].

The control plane serves as the coordination layer between fast data-plane detection and BC-based
recording. It receives alerts and detection metadata from programmable switches, performs aggregation
or verification, and generates corresponding detection decisions and mitigation policies. In BC-assisted
detection, the control plane can also transform verified alerts, attack indicators, and mitigation decisions into
standardized records before writing them to the BC layer. This design separates line-rate packet processing
from consensus, cryptographic verification, and trust management, avoiding the deployment of heavyweight
BC functions inside the forwarding pipeline.
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At the top layer, the BC layer provides tamper-resistant recording, alert sharing, and synchronization
of attack indicators or mitigation strategies. In this architecture, data-plane detection results are not directly
treated as globally trusted conclusions. Instead, they are first aggregated and verified by the control plane
and then recorded or shared through BC-based mechanisms. DPZTN follows this design logic by using
a programmable-switch-based ZTNE to monitor authenticated traffic, extract packet features, compute
malicious traffic probability, and report the result through the control plane to the blockchain for behavior
evaluation and policy adjustment [107]. Therefore, the BC layer mainly enhances the auditability and
shareability of detection outputs, rather than participating in line-rate packet processing.

Overall, PSs provide fast evidence acquisition, compact state monitoring, and preliminary anomaly
detection, while upper-layer modules support semantic correlation, trusted recording, and management-
plane reasoning. This layered design avoids overloading the forwarding pipeline and provides a practical way
to combine programmable data planes with knowledge-driven and trust-oriented security mechanisms.

4 Knowledge-Driven AI Detection Methods

Knowledge-driven Al detection aims to bridge the gap between low-level detection outputs and high-
level attack semantics. Purely data-driven models can identify statistical differences between normal and
abnormal samples, but their outputs are often difficult to associate with attack behaviors, attack stages,
vulnerable assets, or response strategies. By introducing explicit security entities, relations, rules, techniques,
procedures, and evidence paths, knowledge-driven methods transform isolated alerts, traffic features, and
logs into semantically organized knowledge structures. Therefore, their value lies not only in improving
detection performance, but also in supporting interpretable detection, alert correlation, attack attribution,
evidence organization, and cross-domain knowledge reuse.

This section reviews knowledge-driven AI detection from three connected perspectives. Knowledge
representation and construction transform fragmented security data into reusable knowledge bases (KBs)
or KGs. Knowledge-enhanced detection and attack reasoning use implicit or explicit knowledge to support
malicious traffic detection, behavior mapping, attack-chain reconstruction, and attribution. Capability
boundaries and cross-technology interfaces further clarify how knowledge-driven methods cooperate with
PSs, BC, and LLMs in practical systems.

4.1 Knowledge Representation and Construction

Security knowledge representation and construction provide the foundation for knowledge-driven
detection. Their objective is to transform fragmented security information into structured and reusable
knowledge [108]. In AI detection systems, this process usually involves behavior-level abstraction, schema-
level organization, dynamic updating, and automated extraction. Behavior-level abstraction maps low-level
traffic records, host logs, alerts, and threat intelligence into attack behaviors and stages. Schema-level
organization further defines security entities, attributes, relations, and semantic categories. In this context,
entities usually refer to objects such as IP addresses, ports, hosts, services, attack behaviors, attack stages, and
tactics or techniques, while attributes describe their observable properties, such as packet statistics, protocol
fields, temporal features, vulnerability descriptions, and confidence scores. Dynamic updating keeps KBs and
KGs effective when new attacks, vulnerabilities, and tactics appear. Automated extraction further reduces
the dependence on manual annotation and fixed rules.

As shown in Fig. 9, security KG construction starts from heterogeneous security data, including traffic
records, hostlogs, alerts and detection results, threat intelligence and vulnerability descriptions, and asset and
network context. Automated extraction first identifies security entities and attributes, resolves coreference,
extracts relations, and links extracted objects to existing knowledge. The acquired knowledge forms a raw
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security KG. It is then refined through KG completion, knowledge fusion, and incremental KG completion
by using existing KBs, KGs, MITRE ATT&CK, threat intelligence, and historical attack knowledge. Finally,
incremental knowledge updating and knowledge dynamics modeling support the evolution of security KGs,
enabling the representation of new attacks, new vulnerabilities, and changing behavior patterns.

i LLM-assisted
Knowledge Extraction

E Knowledge Dynamics ]
Modeling é — 068 — 0§
A » Knowledge Evolution » )
[ Incremental Knowledge Dynamically Evolved
Update Security KG Group
Fusion [ f
C_>1 . [ Knowledfe Fusion J » [EE— . » Refined Security
Existing Knowledge | -°™P etion - nowie geA ehinemen Knowledge Graph
Base / KG — KG Completion ] |
T Incremental KG
. . Completion
Entity Linking [ Relation Extraction J h Raw Securi
. » Knowledge Acquisition » 06&) < aV;’ decugty N
Entity Typing ' Coreference Resolution l nowledge Lrap

Named Entity
Recognition
,,,,,,,,,,,, T,,,fff77j7777777717777777777777777777j77——————————— » Main Workflow
[ [ [
[ [ [
| | |
[ [ [
[ [ [
[ [ [
[ [ [
| | |
[ [ [
[ [ [

Stage Processing Module

Asset and [ Output Artifact ]

Network Context

Alerts and Detection
Results

Threat Intelligence
and Vulnerability
Descriptions

Auxiliary Workflow

Figure 9: Security knowledge representation and construction process.

At the behavior-abstraction level, researchers introduce concepts such as behavior sequences and attack
stages to improve the semantic completeness of KGs. Putra et al. proposed the B-CAT model to analyze attack
behavior patterns in network traffic and characterize botnet activities. Its core idea is to aggregate scattered
traffic features into behavior-level attack units, which provides a basis for behavior-oriented knowledge
representation [109]. In advanced persistent threat scenarios, Byrapuneni and Saidireddy modeled attack
stages through multi-label classification. This approach captures the coexistence of attack behaviors across
time and strategy dimensions, and supports the modeling of relationships among attacks, stages, entities,
and attributes in KGs [110].

At the schema-organization level, the MITRE ATT&CK framework is widely used to normalize attack
knowledge. Rajesh et al. analyzed attack detection and simulation processes based on this framework,
showing that tactic and technique labels can describe attack chains in a unified manner [111]. Qiu et al. further
integrated attack tracing information with TTP knowledge in the Zoomer system and used graph learning to
represent advanced persistent threat behaviors. Their findings indicate that explicitly encoding attack stages
and behavior relations improves consistency across samples and stages [112]. These studies show that MITRE
ATT&CK can serve as a high-level semantic backbone for security KGs by constraining entity types, attribute
descriptions, and relation categories.

Dynamic KB and KG updating is necessary for coping with evolving attack environments. Guo et al.
proposed a malicious behavior KB centered on attack behavior patterns, supporting dynamic deployment of
security services and demonstrating the practical value of KGs in defense orchestration [113]. Feng et al. sys-
tematically analyzed the construction process of cybersecurity behavior KBs and summarized key steps such
as behavior abstraction, knowledge organization, and storage formats, providing methodological support for
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engineering implementation [114]. Wang et al. further emphasized that continuous knowledge updating can
compensate for the limitations of purely model-based approaches in unknown attack scenarios [115].

Recent studies further show that knowledge construction is becoming increasingly automated. LLM-
assisted methods can extract entities, attributes, relations, and attack behaviors from heterogeneous security
data and transform them into security KGs that support querying and reasoning [116-119]. These methods
reduce manual construction costs and expand the range of available knowledge sources. Meanwhile, KGs are
gradually evolving from static background knowledge into supporting structures for detection, reasoning,
traceability, and response decision-making [120].

Table 5 summarizes representative knowledge construction mechanisms and their roles in Al detection.
The table focuses on construction roles, detection value, and practical constraints, while the preceding
discussion explains how these mechanisms support behavior abstraction, semantic normalization, entity-

attribute organization, knowledge updating, and automated extraction.

Table 5: Comparison of knowledge representation and construction mechanisms.

Detection
Mechanism Knowledge Object . Main Advantage = Main Limitation
Function
Behavior Depends on
sequences, attack ~ Converts trafficor Improves semantic behavior
Attack behavior stages, botnet log features into completeness of abstraction
modeling activities, APT behavior-level attack granularity and
stages, and related attack units representation labeled behavior
traffic attributes evidence [109]
. Provides a Needs
Tactics, . . .
. common semantic Improves scenario-specific
) techniques, . :
Unified knowledge schema for alerts,  consistency and extension for
procedures, . 1 .
structure .. . attacks, evidence, comparability satellite, edge, and
entities, attributes,
. and contextual across systems IoT
and relations . .
attributes environments [111]
New attacks, Supports
s PP Faces update
vulnerabilities, knowledge reuse, Reduces .
. . latency, noisy
Dynamic KB/KG  behavior patterns, defense dependence on ,
. . . . extraction, and
updating security services,  orchestration,and  fixed rules and .
. . . . maintenance
and evolving entity ~adaptation to new static models B
. cost [115]
attributes attacks
Requires
» . verification to
Entities, attributes, Automates Reduces manual . .
. , avoid hallucinated
. relations, attack knowledge construction o
LLM-assisted o i entities,
i descriptions, and extraction and burden and .
construction . . incomplete
multimodal threat  attack reasoning expands _
. attributes, or
knowledge preparation knowledge sources .
incorrect

relations [116-119]
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4.2 Knowledge-Enhanced Detection

Malicious traffic detection is evolving from single statistical-feature anomaly identification toward the
analysis of complex attack behaviors, unknown threats, and multi-stage attack processes. Data-driven meth-
ods still face limitations in generalization, interpretability, and continuous adaptability. Although traditional
data-driven methods can learn discriminative features from traffic samples, their outputs often lack explicit
semantic support, making it difficult to explain detection results, transfer knowledge across scenarios, and
adapt to evolving threats. Therefore, recent studies have introduced security knowledge into detection
processes to strengthen the understanding of attack behaviors, attack semantics, and threat evolution.

As shown in Fig. 10, knowledge-enhanced detection can be organized into four closely related
routes: implicit knowledge learning, explicit knowledge-assisted detection, behavior semantic mapping,
and reasoning-oriented knowledge evolution. The solid arrows indicate the main progression from latent
pattern extraction to explicit knowledge support, behavior-level interpretation, and knowledge evolution.
The dashed arrows indicate feedback for knowledge refinement and update. Specifically, implicit knowledge
learning embeds historical attack patterns into model parameters and representation spaces. Explicit
knowledge-assisted detection introduces external KBs or KGs so that attack types, vulnerabilities, assets,
behavioral relations, and semantic labels can support feature modeling and detection decisions. Behavior
semantic mapping connects traffic records, logs, and user behaviors with attack stages, role relationships, or
behavioral chains. Reasoning-oriented knowledge evolution further updates knowledge and detection logic
to support unknown attack discovery, concept-drift adaptation, and continuous learning.
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Figure 10: Knowledge-enhanced detection.

Implicit knowledge learning methods do not rely on external KBs or KGs. Instead, they encode historical
attack patterns into model parameters and representation spaces through DL, ensemble learning, feature
learning, or training mechanisms. These methods extract latent regularities from labeled or unlabeled traffic
for malicious traffic classification or anomaly detection. They are relatively easy to deploy and compatible
with real-time engineering systems. However, because knowledge is represented implicitly, such models
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usually cannot clearly explain their decisions, and the learned knowledge is difficult to reuse, verify, or
transfer across scenarios [121].

Methods based on security KBs and KGs extend malicious traffic detection from a purely data-driven
process to a collaborative process involving data features and explicit security knowledge. The core feature
of such methods is that knowledge exists independently in the form of entities, relations, semantic labels, or
graph structures, and directly participates in feature modeling or detection decisions. Kumari and Kumar
proposed the KGs-DeepCNN method, which uses a KG to describe the semantic relationships among
different attack types, extracts high-order structural features through a graph convolutional network, and
then inputs them into a deep classifier for detection [20]. This study shows that explicit knowledge structures
can compensate for the limited ability of raw traffic features to express semantic correlations. Zhang et al.
also adopted graph structures to model user behavior relationships in their study on user representation
learning and fraud detection, providing a reference for the application of KGs in abnormal behavior
identification [122]. In addition, some systematic studies have pointed out that security KBs can be used to
uniformly store attack patterns, vulnerability information, and semantic labels, thereby supporting cross-
scenario detection and rule reuse. BRIDG-ICS targets industrial control system scenarios by integrating
assets, vulnerabilities, attack behaviors, and risk indicators into an industrial security KG, thereby supporting
threat analysis and resilience assessment for specific industrial scenarios [123]. Compared with implicit
learning, explicit knowledge-assisted detection is more favorable for rule reuse, cross-scenario correlation,
and result interpretation, but its effectiveness depends on knowledge construction quality, domain coverage,
and update capability.

Behavior semantic mapping methods focus on the correspondence between low-level observations
and high-level attack behaviors. Malicious traffic is usually not an isolated statistical anomaly, but an
external manifestation of adversarial behaviors in the network. Therefore, traffic volume, packet interval,
connection frequency, and flow duration are often insufficient to explain attack intent. Legg et al. constructed
behavioral baselines based on user and role profiles and identified anomalies through deviation analysis,
effectively mapping low-level logs to high-level behavioral semantics [124]. Kim et al. used user behavior
modeling and anomaly detection to identify insider threats, emphasizing behavior patterns over single
traffic instances [125]. Sharma et al. applied long short-term memory (LSTM) autoencoders to model
user behavior sequences and used reconstruction error to measure anomalies. This reflects the idea of
mapping temporal behavior into latent semantic states [126]. Ye and Han used hidden Markov models
to describe transitions between user behavior states, improving semantic interpretability [127]. Yamauchi
et al. demonstrated that behavior semantic modeling has good cross-scenario applicability [128]. Bose et al.
proposed the RADISH system, which identifies anomalies through real-time multi-source behavior analysis,
highlighting the value of process-oriented attack modeling [129]. These methods elevate detection results
from traffic-level anomalies to behavior-level or attack-stage-level anomalies, improving both interpretability
and security analysis value.

Reasoning-oriented knowledge evolution methods emphasize continuous adaptation to emerging
threats. In real network environments, attack strategies, traffic distributions, and system states change over
time, so static KBs and fixed detection models are difficult to maintain long-term effectiveness. Zhao et al.
proposed the Trident framework to address unknown traffic and concept drift. It uses incremental learning
and unknown attack detection to gradually integrate new attack types into the system [130]. Chen et al.
proposed an improved density peak clustering algorithm for unsupervised detection, allowing models to
adapt to changing traffic distributions [131]. Li et al. and Huang et al. studied distributed learning and
knowledge evolution across heterogeneous nodes. Their work addresses data heterogeneity and supports
cross-domain detection [132,133]. In federated learning scenarios, Meng et al. further explored abnormal
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client detection and knowledge inference for malicious participants [134]. The core of this route is not only to
use existing knowledge for detection, but also to update the knowledge system through detection feedback,
enabling continuous learning, dynamic reasoning, and cross-domain collaborative analysis.

Table 6 summarizes the main routes of knowledge-enhanced detection. Overall, knowledge-enhanced
detection does not replace traditional Al-based detection, but complements data-driven methods at dif-
ferent levels. Implicit knowledge learning supports rapid detection and engineering deployment. Explicit
knowledge-assisted detection enhances semantic representation and rule reuse. Behavior semantic mapping
improves result interpretability. Reasoning-oriented knowledge evolution supports adaptation to unknown
attacks and dynamic environments. However, future studies still need to address the high cost of knowl-
edge construction, limited cross-scenario transferability, delayed knowledge updating, and trustworthy
verification of reasoning results.

Table 6: Comparison of knowledge-enhanced detection methods.

Knowledge
Route . & Detection Role Advantages Limitations
Carrier
Model parameters, Easy to deploy;
P Learns hidden Y poy Weak
. learned suitable for , o
Implicit knowledge . attack patterns , interpretability;
. representations, or real-time
learning L from labeled or e knowledge cannot
historical attack classification and L
unlabeled traffic ) be explicitly reused
patterns evolving traffic
Entities, relations,  Enhances feature High construction
. . . Better .
Explicit semantic labels,  representation and . cost; limited
. . . interpretability and
knowledge-assisted attack-type detection decisions , coverage of
. . . cross-scenario
detection associations, and  through explicit reuse unknown
asset relations knowledge attacks [20,123]

Behavior semantic

User roles,
behavior baselines,

Maps low-level
observations to

Sensitive to

Useful for insider baseline drift and

. high-level threats, APTs, and .
mapping attack stages, and ) incomplete attack
. behavioral staged attacks
TTP mappings . frameworks [124]
semantics
Incremental
knowledge, Updates Symbolic
Reasoning- . & P Supports Y .
_ distributed knowledge and _ reasoning is still
oriented _ _ . adaptation and . _
learning states, detection logic . limited; online
knowledge continuous .
_ confidence scores, under new attacks _ reasoning cost
evolution learning

and reasoning
rules

or concept drift

remains high [132]

4.3 Knowledge-Driven Attack Reasoning and Attribution

Knowledge-driven detection is closely related to attack reasoning and attribution. Detection identifies
abnormal traffic or behavior, while reasoning and attribution explain the attack source, propagation path,
attack stage, correlated alerts, and attribution explanation. Early traceback studies mainly relied on network-
layer forwarding path information. They embedded path identifiers in packets or network devices to trace
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the attack source [135]. As attacks evolve from traffic flooding to multi-stage and cross-system operations,
attribution increasingly needs to fuse forwarding evidence, attack semantics, entity relations, temporal
evidence, and learning-based representations. KG-based entity-relation modeling can provide structured
support for organizing security entities and analysis processes [136].

As shown in Fig. 11, knowledge-driven attack reasoning and attribution can be viewed as an evidence-
fusion process. Path-based traceback provides packet marking, path encoding, logging, path reconstruction,
and forwarding evidence. Semantic and rule-based reasoning organizes alerts through attack stages, MITRE
ATT&CK mappings, correlation rules, and attack-process reconstruction. KG- and relation-based attribu-
tion models security entities, attack relations, provenance graphs, threat intelligence, and relational evidence.
Learning-reasoning integration introduces graph learning, temporal modeling, LLM-assisted reasoning,
evidence evaluation, and explainable attribution. These heterogeneous inputs are aligned in an evidence
fusion and reasoning core, where attack-chain reconstruction, confidence update, and attribution logic
jointly support attribution outputs, including attack source, propagation path, attack stage, correlated alerts,
and attribution explanation.

Path-Based Traceback Semantic and Rule-Based Reasoning
e Packet Marking o Alert Correlation
e Path Encoding e Attack Stages
e Logging ; ; ; e MITRE ATT&CK Mapping
e Path Reconstruction Evidence Fusion and Reasoning Core e Correlation Rules
e Forwarding Evidence e Attack Process Reconstruction

e Evidence Alignment
e Attack-Chain Reconstruction
KG- and Relation-Based Attribution e Confidence Update Learning-Reasoning Integration
e Attribution Logic
e Security Entities e Graph Learning
o Attack Relations e Temporal Modeling
e Provenance Qraphs Attribution Outputs . LLM—Assisted Re.asoning
e Threat Intelligence e Evidence Evaluation
e Relational Evidence e Attack Source e Explainable Attribution
e Propagation Path
e Attack Stage
e Correlated Alerts
e Attribution Explanation

Figure 11: Knowledge-driven attack reasoning and attribution.

Existing attribution studies can be organized according to evidence type and reasoning mechanism.
Path-based methods focus on forwarding evidence. Semantic and rule-based methods organize alerts
according to attack stages and correlation rules. KG- and relation-based methods represent attack-related
objects as entities and relations. Learning-reasoning integration methods use graph learning, temporal
modeling, or LLM-assisted reasoning to improve attribution under complex evidence conditions.

Attack traceback methods based on path and network structure knowledge mainly aim to recover
the forwarding path of attack traffic. Common mechanisms include probabilistic marking, path encoding,
logging, and path reconstruction. Park and Lee analyzed probabilistic packet marking in denial-of-service
scenarios and showed that marking probability and attack traffic volume significantly affect tracing success.
In large-scale networks, this approach has been extended to the autonomous system level, trading path
accuracy for scalability [137]. To reduce dependence on large volumes of attack packets, some studies propose
single-packet traceback mechanisms [138]. Hybrid schemes have also been developed to support heteroge-
neous environments such as IPv4 and IPv6 coexistence [139]. Jeong and Lee introduced compressed hash
tables and aggregation nodes, combining logging and data mining techniques for path reconstruction [140].
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In software-defined networking environments, path-observation-based probing mechanisms provide more
accurate forwarding evidence for traceback [141].

Traceback methods based on attack semantics and rule knowledge regard attacks as behavioral pro-
cesses composed of multiple stages and techniques. Castillo-Fernandez et al. proposed a multi-layer alert
correlation framework that aggregates events and alerts to construct high-level attack descriptions [142].
Muiioz-Calle et al. developed an alert correlation method based on the MITRE ATT&CK framework. It
maps low-level alerts to attack techniques and stages, enabling structured representation and traceback
analysis [143]. Chen et al. used multi-label modeling to represent relationships among different attack
stages, supporting semantic reconstruction of attack paths [144]. Bijalwan et al. constructed evidence graphs
and applied reasoning mechanisms to infer attacker intent and perform traceback analysis [145]. These
methods strengthen attribution by linking isolated alerts with attack stages, TTPs, correlation rules, and
attack-process reconstruction.

KG- and relation-based security analysis methods model attack-related objects, security tools, assets,
and evidence as entities and relationships. Sun et al. constructed a security tool KG, showing how entity-
relation modeling can represent security capabilities and analysis processes [136]. In threat attribution,
hierarchical relation-driven IP attribution methods aggregate evidence across different relational levels,
enabling systematic tracing of attack sources [146]. Xiao et al. applied relational modeling in industrial
control systems by abstracting attack data into structured relations. Their approach supports malicious
IP traceback [147]. Recent studies further combine provenance graphs and external threat intelligence.
Therefore, KG- and relation-based methods are suitable for aligning security entities, attack relations,
provenance evidence, and threat intelligence across heterogeneous sources.

Attack traceback methods based on learning-reasoning integration enhance evidence association by
introducing ML models and improve traceback reliability by combining knowledge constraints or reasoning
mechanisms. Hadem et al. combined intrusion detection with selective logging, providing high-value
evidence for subsequent traceback [148]. Early studies also explored multi-agent systems and self-organizing
maps for attacker tracing. In network forensics and trusted analysis, trustworthy AI methods have been
applied to support attack detection and evidence evaluation [149]. Temporal attention-based explainable
models improve the understanding of attack evolution [150]. This route combines graph learning, temporal
modeling, LLM-assisted reasoning, evidence evaluation, and explainable attribution to improve reasoning
under complex multi-source evidence.

Table 7 summarizes representative knowledge-driven attribution routes. The table summarizes the
evidence basis, attribution use, strengths, and limitations of each route, while Fig. 11 further illustrates how
heterogeneous evidence is fused for attack-chain reconstruction, confidence update, attribution logic, and
explanation-oriented outputs.

Table 7: Comparison of knowledge-driven attack attribution routes.

Attribution Route  Evidence Basis Attribution Use Strengths Limitations
Sensitive to routin
Packet marks, Recovers attack , &
, . . Clear path dynamics,
Path and structural forwarding paths, forwarding paths in R )
. meaning; intuitive multi-source
knowledge logs, and network  traffic-dominated
traceback result  attacks, and forged
topology attacks

paths [138]

(Continued)
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Table 7 (continued)
Attribution Route  Evidence Basis Attribution Use Strengths Limitations
Maps alerts to attack Stron
. Alerts, attack P . g. . Depends on
Semantic and rule processes and interpretability;
stages, TTPs, and complete rules and
knowledge . reconstructs maps alerts to
correlation rules . attack models [142]
multi-step attacks attack processes
High construction
Attack entities, Aligns cross-source  Supports relational & . .
. . . cost; relation noise
KG and relational tools, assets, evidence and reasoning and
. s . and knowledge
modeling vulnerabilities, and supports threat cross-domain o
) o timeliness
relations [136] attribution knowledge reuse
problems [146]
Graph
embeddings, .
_ . Improves correlation . o
Learning- temporal evidence, . Better correlation Generalization and
_ capability under . N .
reasoning rules, structured . capability and  auditability remain
. . . complex multi-source , _ ,
integration queries, and . flexible reasoning  challenging [149]
evidence
provenance
evidence

4.4 Capability Boundaries and Cross-Technology

Knowledge-driven detection improves semantic understanding, interpretability, and correlation anal-
ysis, but it is not a replacement for real-time traffic detectors. Its capability boundary is mainly determined
by knowledge construction cost, reasoning latency, knowledge freshness, and the trustworthiness of shared
knowledge. In high-throughput or latency-sensitive scenarios, complex KG reasoning cannot be performed
for every packet or flow. Therefore, knowledge-driven methods are more suitable as a semantic analysis and
reasoning layer above lightweight detection modules.

As network systems evolve from single-domain and centralized architectures to cross-domain, dis-
tributed, and autonomous forms, the organization, sharing, and utilization of security knowledge are also
changing. Traditional centralized KBs are gradually being complemented by cross-domain distributed
knowledge architectures. These architectures emphasize distributed storage, collaborative updating, and
trusted use of security knowledge across different network domains, system layers, and functional enti-
ties [11]. Existing studies show that distributed control, semantic modeling, federated learning, and BC
mechanisms can support cross-domain knowledge collaboration and improve the robustness and scalability
of security systems [9,10,15]. However, distributed knowledge sharing still faces trust risks, model poisoning,
update latency, and coordination overhead [26,151,152].

The role of knowledge-driven detection also differs across communication scenarios. Cloud net-
works require scalable knowledge management and cross-tenant alert correlation. Edge networks require
lightweight local knowledge and efficient cloud-edge synchronization. Satellite networks require delay-
tolerant and hierarchy-aware knowledge sharing under dynamic topology and intermittent links. IoT
environments require device-aware knowledge abstraction and distributed reasoning among terminals,
gateways, and edge nodes. Therefore, the construction granularity, update frequency, and reasoning location
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of KBs and KGs should be adjusted according to scenario-specific latency, resource, and connectivity
constraints.

Knowledge-driven detection should also be positioned within a multi-technology collaborative archi-
tecture. Programmable switches and edge-side detectors can provide real-time traffic features, alarms, and
temporal summaries, but they cannot fully explain attack semantics. KGs can map these outputs to entities,
behaviors, attack stages, and evidence relations. BC can record key knowledge versions, evidence indexes,
and reasoning results to improve trustworthiness and auditability. LLMs can use KGs, alerts, logs, and
trusted evidence as structured context to generate explanations, summarize attack chains, and support
decision-making.

Overall, knowledge-driven detection links low-level detection outputs with attack semantics, attack
stages, and entity relations. Its main value lies in interpretability, correlation analysis, traceback support,
and cross-domain knowledge reuse. However, KB completeness, knowledge freshness, reasoning latency,
construction cost, and trustworthiness of shared knowledge remain unresolved issues. A feasible deployment
path is to use PSs or edge-side detectors for online screening, KGs for semantic correlation and attribution,
BC for trusted evidence management, and LLMs for high-level explanation and decision support.

5 BC-Enabled AI Detection Methods

As distributed networks continue to scale, data sharing, model collaboration, and detection-result
feedback introduce increasing trust and privacy risks. Centralized security mechanisms suffer from single
points of failure and struggle to meet privacy compliance and accountability requirements in multi-party
and cross-domain environments. In this context, blockchain (BC) is introduced as a trusted infrastructure
for Al-based detection systems, providing decentralized consensus and tamper-resistant records to support
secure coordination and auditability. Detection and inference are still performed off-chain, while BC is used
to enhance the trustworthiness of interactions and results.

Therefore, BC-enabled AI detection is formulated as an off-chain detection and on-chain verification
architecture. In this framework, AI models perform traffic analysis, anomaly detection, and collaborative
inference oft-chain, while BC records key evidence including detection outputs, model states, policy updates,
access logs, and audit trails.

As illustrated in Fig. 12, this section organizes BC-enabled Al detection according to its role in the
detection chain. BC provides trusted support for distributed collaboration by ensuring data provenance,
integrity of model updates, and verifiable cross-node coordination. It further enables secure mechanisms
such as identity authentication, access control, and reputation management. In addition, BC supports
auditability by maintaining immutable records of detection results, evidence chains, model evolution, and
policy changes. This design highlights that BC is primarily suitable for low-frequency trust coordination and
audit-oriented tasks, rather than real-time traffic detection.

5.1 Distributed Detection and Privacy Protection

In distributed environments, Al detection needs to handle multi-node data sharing, model collabora-
tion, and result feedback. These processes may introduce risks such as data tampering, privacy leakage, and
loss of trust in collaboration. BC can enhance the integrity and auditability of detection data and model
interactions through decentralized ledgers, tamper-resistant records, and consensus mechanisms. However,
BC mainly verifies selected detection evidence and collaboration records, rather than replacing off-chain
Al inference.
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Figure 12: Blockchain-enabled AT detection.

BC-based distributed traffic detection is mainly used to address insufficient trust, data silos, and single
points of failure in centralized or weakly collaborative intrusion detection. These methods are usually built
on distributed IDSs. They write detection results, feature summaries, model updates, or security knowl-
edge to the BC. This improves the trustworthiness and robustness of cross-node detection collaboration

[153].

Existing studies mostly use BC as a trust support layer among distributed detection nodes. One type
of work writes alert information, model updates, or security knowledge to the BC as transactions. This
allows different nodes to verify the source and integrity of shared information. For example, Sakraoui
et al. proposed a BC-enhanced secure knowledge transfer mechanism for 6G scenarios, where distributed
detection results are propagated as trusted knowledge [154]. Another type of work combines BC with
distributed AI models, using on-chain records to constrain model collaboration, result fusion, and threat
intelligence sharing [155-159].

Some studies also focus on tamper resistance and collaborative decision-making. In IoT, Internet of
Medical Things, cloud, zero-trust, and Industrial Internet scenarios, detection results or feature summaries
can be written to the BC to support cross-node confirmation, response auditing, and traceback [160-164].
From the perspective of method routes, existing studies include rule- or signature-centered approaches, such
as BC-based collaborative signature detection and Snort-based distributed detection [165-167], as well as
data-driven approaches that deploy ML or DL models on distributed nodes while using BC to verify model
updates and detection outputs [168-171].
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These studies show a clear boundary of BC-supported distributed detection. Traffic analysis, feature
extraction, and model inference are still performed off-chain. BC mainly records low-frequency and high-
value information, such as alerts, model versions, feature summaries, rule updates, and evidence indexes. If
every flow-level or packet-level result is written on-chain, consensus latency and storage overhead will make
the system unsuitable for real-time detection.

In open environments such as the IoT, the Internet of Vehicles, and the Industrial Internet, AT detection
data may contain service information, device states, and user behavior trajectories. If these data are directly
collected and processed in a centralized manner, the risk of privacy leakage may increase. Therefore, how
to reduce data exposure while maintaining detection performance is an important issue in BC-enabled Al
detection [172,173].

Existing studies mainly focus on data localization and collaborative learning. Federated learning is
widely used to avoid direct sharing of raw data across nodes. BC is often introduced as a trusted coordination
and auditing layer in this process. It records model updates, node behavior, and contribution information,
helping prevent model poisoning and parameter tampering [174,175]. Some studies further focus on privacy-
preserving detection in lightweight IoT or IoMT environments. In these methods, raw device data and
behavior records are not directly exposed to all participants. Instead, blockchain is used to record selected
evidence, verification results, or misbehavior-related information, thereby supporting collaborative detec-
tion while reducing privacy leakage risks [176]. These methods provide stronger privacy protection, but
they also introduce additional computational and communication overhead. Therefore, they are mainly
suitable for lightweight models, selective collaboration, or offline detection tasks in resource-constrained
environments [177].

Other studies address privacy from the perspective of data sharing and access control. Permissioned or
consortium BCs are used to manage access rights for detection data, feature summaries, and model outputs.
Smart contracts regulate data usage and detection workflows [178,179]. In this framework, BC ensures data
provenance and auditability, while AI models operate as controlled off-chain services. These approaches
improve compliance in cross-organizational detection scenarios, but their effectiveness still depends on the
design of detection models, feature representations, and access policies [171,180].

5.2 Trusted Mechanisms and Auditability

BC-enabled trust mechanisms provide identity authentication, access control, reputation evaluation,
and audit support for Al-based detection systems. These mechanisms do not directly improve detection
accuracy, but enhance the reliability of detection inputs, collaboration processes, and decision-making
outputs.

As shown in Fig. 13, in heterogeneous network environments integrating satellite networks, mobile net-
works, edge computing, and IoT, entities such as users, devices, gateways, and service nodes require reliable
identity authentication. Existing studies have proposed identity-based, certificateless, hybrid cryptographic,
and lightweight key management schemes to reduce terminal overhead while ensuring security [181-184].
With the introduction of blockchain technology, identity credentials, authentication results, and verification
evidence can be stored on-chain, thereby reducing reliance on centralized authentication authorities and
enabling cross-domain verification [185,186]. Furthermore, some studies combine blockchain with edge
or fog computing and introduce zero-knowledge proofs to support continuous authentication and fast
handover [187]. However, most existing approaches still rely on static authentication mechanisms and are
insufficient in capturing dynamic risk variations.
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Figure 13: Simplified structure of trust mechanisms in blockchain-enabled Al detection.

Access control mechanisms are designed to enforce authorization policies under zero-trust principles.
Existing approaches incorporate contextual information, security attributes, and environmental conditions
to support dynamic authorization decisions [188]. Fine-grained control is achieved through continuous
authentication and adaptive policy refinement [189]. Blockchain enhances access control by recording
authorization policies, decisions, and audit logs in a tamper-resistant manner. Smart contract-based role-
based access control (RBAC) and attribute-based access control (ABAC) enable decentralized and verifiable
permission management [190-193]. Nevertheless, most existing solutions still depend on static or stage-based
attribute evaluation and lack continuous behavior-aware authorization.

Reputation evaluation mechanisms are used to assess node behavior and support malicious node
identification and trust-aware decision-making. Centralized reputation systems rely on trusted authorities
to collect feedback and compute trust scores [194-197]. In contrast, distributed reputation mechanisms
aggregate behavior feedback among nodes and are widely applied in IoT, vehicular networks, and edge com-
puting environments [198-201]. Blockchain further improves reputation evaluation by recording behavioral
evidence, interaction logs, and trust assessments on-chain, enabling transparent and verifiable reputation
computation [202-206]. However, fixed evaluation intervals and static update strategies still limit the
detection of intermittent and adaptive malicious behaviors.

Trust support for detection and collaboration provides secure cooperation among distributed Al
detection nodes. Blockchain ensures that identity verification results, authorization evidence, and shared
detection outputs are verifiable and tamper-resistant, thereby enabling trustworthy collaboration among
nodes. Detection outputs such as alerts, feature summaries, and model states can be recorded on-chain
to support accountability and auditability [207]. In multi-stage detection systems, intermediate inference
results, feature evolution, and attack progression can be linked into evidence chains, enabling more reliable
decision-making in complex attack scenarios [12,13,208]. In addition, combining evidence chains with
explainable AT techniques further improves the interpretability and traceability of detection results [209].



32 Comput Model Eng Sci. 2026;148(2):7

At the core of the framework, the blockchain-supported trust mechanism layer provides tamper-
resistant storage and verifiable audit support. It records identity information, authentication evidence,
authorization policies, behavioral logs, and detection-related audit data, ensuring traceability and integrity of
trust evidence across distributed nodes. Overall, the proposed architecture forms a closed-loop trust system
in which identity authentication and access control regulate system participation, reputation evaluation
provides behavioral trust assessment, and blockchain guarantees verifiable storage and auditability for
distributed Al detection systems.

5.3 Capability Boundaries and Cross-Technology

Although BC can provide trusted evidence storage, access constraints, and audit support for distributed
AT detection, it still faces clear performance and engineering limitations in practical deployment. The BC
consensus process introduces additional confirmation latency. Its throughput is usually difficult to match the
requirements of high-frequency network traffic detection scenarios. Therefore, BC should not be positioned
as a real-time detection execution layer. It is more suitable for trusted coordination, low-frequency evidence
recording, and post-event audit support [210-212].

BC storage and communication overhead increase rapidly as the number of detection nodes, evidence-
recording frequency, and cross-domain interactions grow. If all detection results are recorded on-chain,
ledger expansion and lower query efficiency may occur. If only summary information is recorded, the
completeness of post-event auditing and attack reproduction may be reduced [213]. Therefore, BC-enabled
AT detection needs to balance evidence storage granularity, audit requirements, privacy protection, and
system overhead.

BC deployment is also constrained by collaboration mechanisms. Cross-domain detection scenarios
usually involve different management entities. On-chain data formats, identity authentication mechanisms,
access permissions, smart contract security, and responsibility attribution all need unified design. If there
is no trusted off-chain data collection mechanism, tamper-resistant on-chain records still cannot guarantee
that the original detection data are true and reliable [214,215]. Therefore, BC is more suitable as a trusted
coordination and audit support layer in distributed Al detection systems, rather than as a real-time detection
execution layer.

The deployment value of BC differs across communication scenarios. Cloud networks require trust-
worthy model collaboration, cross-tenant audit, and access control. Edge networks require lightweight
identity authentication, model update verification, and cloud-edge evidence synchronization. Satellite
networks require delay-tolerant trust coordination and space-ground evidence preservation. IoT environ-
ments require distributed authentication, privacy-preserving learning, and reputation evaluation for massive
heterogeneous devices.

BC also provides interfaces to the other technical routes reviewed in this paper. Programmable switches
can generate compact traffic summaries, alerts, and evidence indexes for BC recording. Knowledge graphs
can organize detection evidence into semantic units before selected results are written on-chain. LLMs can
use on-chain evidence indexes, model versions, and trusted logs to generate verifiable explanations and
response suggestions. In the reverse direction, BC can provide trusted evidence constraints for KG reasoning
and LLM-based explanation generation.

Overall, BC should be positioned as a trust, coordination, and audit-support layer for distributed
AT detection. It is suitable for recording summaries, model states, policies, identity behaviors, reputation
updates, and key evidence. It is not suitable for high-frequency real-time detection execution because
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of consensus latency, storage cost, and communication overhead. A practical BC-enabled AI detection
architecture should follow the principle of oft-chain detection, on-chain verification, and cross-layer audit.

6 Al Detection Methods Based on LLMs

With the development of large-model technologies, security detection has begun to integrate large-scale
pretraining and general representation learning capabilities. Large models demonstrate strong advantages
in semantic understanding, contextual modeling, and reasoning generation, enabling the analysis of multi-
source heterogeneous security data. Unlike traditional detection methods that map features directly to labels,
LLMs can support attack semantic association, behavior evolution analysis, and explanation of detection
results. Therefore, LLMs promote the evolution of security detection from simple classification toward
semantic reasoning, attack-chain summarization, and decision support. However, LLMs introduce high
inference cost, long context-processing latency, output instability, and potential security risks. Therefore,
LLM-based detection should be positioned as an upper-layer semantic reasoning and explanation module
rather than a direct replacement for lightweight detection mechanisms.

As shown in Fig. 14, this section reorganizes LLM-enabled AI detection according to its functional
role in the detection chain. LLMs operate as upper-layer reasoning components that take as input detection
outputs, knowledge-graph representations, and blockchain-verified evidence. They support representation
and contextual modeling through traffic sequence modeling, pretraining knowledge encoding, and hierar-
chical semantic abstraction. In addition, LLMs enable reasoning-based detection through knowledge-guided
inference, data completion, attack-chain reconstruction, and explanation generation. Finally, LLMs provide
decision-level support by integrating multi-source information and producing human-readable security
reasoning results.

Context Construction LLM Reasoning Output Association

" N RAG Retrieval <« ———  Semantic Understanding r——> Detection Explanation < w‘
| ¢ d — | ¢ : * |
} Prompt Construction H—— Attack Chain Correlation |~ Threat Summary |
\ 4 | v : : v |
} Event Extraction | Anomaly Explanation c=1 Response Recommendation I
| 4 [ v v |
I Data Cleaning : Risk Assessment Policy Update I
} L ! i %) _4 1 |
| [k I [ P | ‘
} 0 J,L,,,j,J ,,,,, I,,,j,,,J,,,I,,,‘ |

|
‘ \
! \
} Traffic Records Host Logs | Alerts and Detection | Knowledge Graph | On-chain Evidence }
I Results | \
\L — e e — e — L T |

— Main Processing ———»  Source/Data Association =~ — ——»  Update

Figure 14: Framework of LLM-enabled Al detection.

6.1 Representation and Contextual Modeling

As encrypted traffic increases and network environments become more dynamic, traditional detection
methods struggle to adapt to new scenarios. Large pre-trained models, such as Bidirectional Encoder Rep-
resentations from Transformers (BERT) and Generative Pre-trained Transformer (GPT), have shown strong
capabilities in feature extraction, contextual modeling, and transfer learning. This has driven increasing
interest in applying large-model ideas to network traffic analysis, log understanding, and intrusion detection.



34 Comput Model Eng Sci. 2026;148(2):7

LLMs can leverage massive unlabeled data through self-supervised learning. This enables them to
learn more general traffic representations and improve detection performance and generalization. Their
reasoning and generation capabilities can also support data augmentation, adversarial sample generation,
and explanation of detection results. Recent studies use the contextual modeling ability of LLMs to perform
end-to-end learning on network traffic, logs, or traffic-like sequences. These methods have been applied
to DDoS detection, encrypted traffic classification, and malicious traffic identification. For example, BERT-
based intrusion detection methods enhance the contextual modeling capability of logs or traffic sequences
through pre-trained semantic representations [216].

As network communication becomes increasingly encrypted, the explicit semantic information directly
available in traffic decreases. Traditional methods based on statistical features or manual rules have limita-
tions in representing complex attacks and generalizing across scenarios. Therefore, researchers have begun
to treat network traffic detection as a sequence modeling and contextual understanding task. Inspired by
natural language processing (NLP), packets, flows, or sessions are represented as discrete token sequences
and then modeled by Transformer-like architectures. Early studies validated this idea by treating raw payload
byte sequences as tokens and inputting them into Transformer models for classification [217]. Although these
methods still have limitations in semantic abstraction and cross-scenario generalization, they demonstrate
the feasibility of applying large-model architectures to network traffic data.

After confirming the feasibility of traffic language modeling, research has shifted toward robust
representation learning under limited labeled data. Encrypted traffic lacks fine-grained semantic infor-
mation, which makes supervised learning difficult. To address this problem, many studies introduce
self-supervised pretraining. ET-BERT pretrains on burst sequences of packets and significantly improves
encrypted traffic classification performance [218]. This marks the transition from direct supervised learning
to the pretraining-fine-tuning paradigm. At the same time, Transformer-based contextual modeling alone
cannot fully capture temporal dynamics in traffic behavior. At the same time, Transformer-based contextual
modeling alone may still be insufficient for capturing complex temporal and structural patterns in encrypted
traffic. Some methods therefore introduce attention-based deep learning architectures to improve encrypted
traffic classification, as shown in ATVITSC [219].

As model capabilities improve, token design and modeling granularity become key factors affecting
performance. Simple byte-level or field-level tokens cannot fully capture the hierarchical structure and
semantic boundaries of network protocols. To address this limitation, some studies incorporate domain
knowledge into tokenization and embedding. FlowletFormer segments traffic into flowlets based on time
intervals and introduces protocol-level embeddings, thereby enhancing the Transformer’s ability to capture
protocol semantics [220]. MIETT treats a flow as a set of packet instances and applies multi-instance
learning and hierarchical attention to capture both local packet features and global flow behavior [221].
These studies show that hierarchical and structure-aware modeling is important for complex encrypted
traffic understanding.

Recent studies further explore semantics-enhanced detection frameworks. For IoT cyberattack detec-
tion, lightweight decoder-only LLMs have been combined with structured traffic-to-text representation,
QLoRA-based parameter-efficient fine-tuning, and retrieval-augmented generation mechanisms [222].
Some studies combine lightweight BERT with meta-classifiers for IoT intrusion detection to reduce
deployment complexity while maintaining detection performance [223]. DoLLM transforms discrete and
unordered traffic events into structured sequences through serialization and tokenization, showing potential
in cross-scenario transfer and zero-shot detection [224]. Domain-aware tokenization and large-scale pre-
training have also been extended to IoT traffic analysis to improve generalization across new devices and
scenarios [225].
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To address the limitations of single-flow sequence modeling, researchers introduce semantic enhance-
ment and relational modeling. Traffic data can be aligned with natural-language descriptions, where attack
intent and security knowledge serve as semantic priors, as shown in PacketCLIP [226]. Some studies further
enhance robustness and interpretability through semantic subspace partitioning or graph-based modeling,
such as ASNet and TransGraphNet [227,228].

6.2 Reasoning-Based Detection and Explanation Generation

As the representation learning and generation capabilities of LLMs improve, network traffic detection
has begun to expand from discriminative classification to an integrated framework that combines generation,
reasoning, and explanation. Such methods are important for data scarcity, class imbalance, concept drift,
zero-day attack detection, and analyst-facing decision support. Existing studies can be organized into
generative traffic modeling, structure- and semantics-constrained generation, diffusion-based continuous
adaptation, and agent-based reasoning and explanation.

Early generative methods aim to model the distribution of real network traffic using LLMs. These
models not only perform classification but also generate high-fidelity synthetic traffic data. Such approaches
typically use autoregressive or autoencoding frameworks. They tokenize traffic at the flow or packet level
and learn representations through generation tasks. TraficGPT converts flow-level traffic into reversible
token sequences, allowing the model to perform classification and generate reconstructable traffic data [229].
Studies show that generative pretraining can improve classification by learning richer traffic distributions,
while generated traffic can support data augmentation and simulation.

As generative models improve, researchers find that unconstrained generation can cause semantic drift
and structural distortion. This problem is more severe in encrypted traffic and complex protocol scenarios. To
address this problem, some studies introduce protocol structures, feature dependencies, and domain knowl-
edge into the generation process. Zhao et al. proposed GBC, which combines protocol-aware tokenization
with self-supervised pretraining to better preserve protocol syntax during traffic generation and improve the
stability of downstream detection performance [230]. In addition, some studies combine generative models
with graph-based modeling and domain knowledge to explicitly model feature dependencies and use LLMs
for semantic constraints and quality validation.

Beyond autoregressive and generative adversarial network (GAN)-based methods, recent studies
explore diffusion models for traffic generation and detection. Diffusion models learn complex data distribu-
tions step by step and show advantages in generation quality and stability. NetDiffus maps traffic time series
into two-dimensional representations and performs diffusion modeling in the image space, improving both
generation fidelity and downstream task performance [231]. Some studies further combine diffusion models
with active learning. NetGuard identifies potential distribution shifts during detection and uses conditional
generative models to synthesize additional samples, allowing IDSs to adapt to new attacks with minimal
labeled data [232].

As generative modeling becomes mature, research shifts from data generation to reasoning processes
and explanation outputs. LLM-based agent architectures change detection from static classification to
interactive and interpretable reasoning. These methods use LLMs as the core component and follow a
reasoning-action mechanism to dynamically call feature extraction, classification, and knowledge retrieval
modules. Some studies further extend this idea to attack mitigation. For example, Shield GPT detects attacks
and generates human-readable explanations and defense suggestions based on security knowledge [233].
These approaches demonstrate the potential of LLM reasoning in improving interpretability and adaptability,
but they also introduce high system complexity and resource consumption.
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6.3 Capability Boundaries and Cross-Technology

Although LLMs have potential value in security semantic understanding, attack chain association, and
explanation of detection results, their direct deployment in real-time detection systems is still clearly limited.
Traffic detection in intelligent communication networks usually requires high throughput, low latency,
and continuous online processing. However, large-model inference involves high computational overhead,
graphics processing unit (GPU) memory consumption, tokenization cost, and context-processing latency. It
is difficult to deploy LLMs directly on resource-constrained edge nodes or high-frequency traffic detection
links [234]. Therefore, in practical systems, LLMs are more suitable as auxiliary analysis modules in the
control plane, management plane, or security operation platform. They can be used for semantic association
and explanation generation based on alert results, log texts, threat intelligence, and attack stages. They should
not directly replace lightweight real-time detection models on the data plane side [235].

The input representation of LLMs can significantly affect detection latency and stability. Network traffic,
logs, and alert information usually need to be serialized, tokenized, and organized into context before being
input into LLMs. Input length, context window size, batching strategy, and invocation frequency all affect
detection latency [236]. When detection tasks require millisecond-level or sub-second responses, it is not
realistic to invoke LLMs for per-flow or per-packet analysis.

In addition, the introduction of LLMs may bring new security risks. LLMs may generate unstable
explanations or hallucinated outputs, which may lead to deviations in attack attribution, response recom-
mendations, or risk-level judgment. Prompt injection, adversarial sample construction, sensitive log leakage,
and unverifiable model outputs may also affect the trustworthiness of the detection system itself [237-239].
Therefore, LLMs should be used together with KBs, rule verification, trusted auditing, and human review
mechanisms. Evidence constraints, result verification, and permission control can reduce the risk of misuse.

The deployment role of LLMs differs across communication scenarios. Cloud platforms can support
LLM-based security operation, log summarization, and cross-source alert reasoning because they have
stronger computing resources. Edge networks can use small or distilled models for local explanation and rely
on cloud-side LLMs for deeper analysis. Satellite networks require delay-tolerant LLM-assisted reasoning
on ground stations rather than onboard real-time inference. IoT environments should avoid deploying large
models on terminal devices and instead use gateway-side aggregation and cloud-side semantic analysis.

LLMs should also be connected with the other technical routes through clear interfaces. Programmable
switches and edge-side detectors can provide compact alerts, flow summaries, and temporal traces to
LLMs. KGs can provide structured entities, relations, TTPs, and attack paths as factual constraints. BC can
provide trusted evidence indexes, model versions, and audit logs. In return, LLMs can generate explanations,
summarize attack chains, suggest response strategies, and assist KG construction.

Overall, LLMs are better suited for upper-layer semantic analysis than for real-time traffic execution.
Practical deployment should combine lightweight detectors for online screening with LLMs for alert
explanation, threat intelligence analysis, attack-chain reasoning, and decision support. Future LLM-based
detection systems should evaluate not only detection accuracy but also token overhead, inference latency,
invocation cost, output stability, explanation reliability, privacy protection, and evidence verifiability.

7 Challenges and Future Directions

The preceding sections show that Al-based detection in intelligent communication networks is no
longer a single-model classification problem. It has evolved into a system-level problem involving real-time
sensing, semantic interpretation, trusted collaboration, and high-level reasoning. Programmable switches,
knowledge-driven methods, BC, and LLMs provide complementary capabilities. Programmable switches
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improve low-latency traffic sensing and preliminary detection. Knowledge-driven methods improve seman-
tic organization, correlation analysis, and attack attribution. BC improves trusted collaboration, evidence
recording, and auditability. LLMs improve contextual understanding, explanation generation, and decision
support. However, the four routes also have clear capability boundaries and deployment constraints.

To address the review concern that previous challenges and future directions were too generic, this
section reorganizes the discussion from two perspectives. The first perspective compares the capability
boundaries of the four technical paradigms. The second perspective refines scenario-specific challenges
and future directions for cloud computing, edge computing, satellite networks, and IoT environments. This
helps connect the future research problems with the technical routes and application scenarios reviewed in
this paper.

7.1 Open Research Problems

Based on the preceding review, several unresolved problems can be further refined from the intersection
of the four technical routes and four communication scenarios.

Problem 1: How can real-time traffic sensing be connected with semantic reasoning without vio-
lating latency constraints? Programmable switches and lightweight edge detectors can provide low-latency
traffic summaries, but their outputs are usually low-level features, counters, or alerts. Knowledge-driven
methods and LLMs can provide semantic interpretation, but they introduce additional reasoning latency.
Therefore, future studies should design event-triggered and hierarchy-aware interfaces, where only selected
high-value alerts, flow summaries, or temporal traces are transferred to KG reasoning and LLM-based
explanation modules.

Problem 2: How can knowledge freshness be maintained under dynamic and heterogeneous
network environments? Cloud workloads, edge services, satellite topology, and IoT devices change con-
tinuously. Static KGs and manually maintained KBs cannot fully reflect new vulnerabilities, attack variants,
and service dependencies. Future research should develop incremental KG updating, confidence-aware
knowledge fusion, and scenario-specific subgraph synchronization mechanisms. In particular, satellite and
edge scenarios require delay-tolerant and lightweight knowledge updating rather than frequent global
synchronization.

Problem 3: How can BC record trustworthy evidence without becoming a performance bottleneck?
BC improves evidence integrity and auditability, but it cannot record all packet-level or flow-level detection
results because of consensus latency, transaction throughput, and storage overhead. Future systems should
follow an oft-chain detection and on-chain verification principle. Only evidence indexes, model versions,
policy updates, knowledge versions, and high-value alerts should be recorded on-chain. A key research
problem is how to determine the recording granularity that balances audit completeness, privacy protection,
and system overhead.

Problem 4: How can LLM-based detection outputs be constrained and verified? LLMs can summa-
rize alerts, generate explanations, and support attack-chain reasoning, but they may produce hallucinated
or unverifiable outputs. This is risky in security detection because incorrect explanations may lead to wrong
attribution or inappropriate defense actions. Future LLM-based detection systems should use KGs, rules,
detection evidence, and BC audit records as external constraints. Retrieval-augmented generation, evidence
citation, human review, and response validation should be integrated into the detection workflow.

Problem 5: How can cross-technology orchestration be evaluated systematically? Most existing
studies evaluate a single model or a single system component. However, integrated detection systems require
the joint evaluation of latency, detection accuracy, reasoning quality, auditability, privacy leakage, resource
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consumption, and operational cost. Future research should develop unified benchmarks and evaluation
protocols for multi-technology joint detection, especially for cloud-edge collaboration, satellite-ground
collaboration, and massive IoT environments.

7.2 Scenario-Specific Unresolved Problems

In cloud computing, the core problem is scalable and explainable detection under dynamic workloads
and multi-tenant coexistence. Programmable switches can reduce traffic collection overhead by perform-
ing in-network filtering. However, workload migration and elastic scaling may change traffic baselines.
Knowledge-driven methods can correlate alerts with services, assets, and vulnerabilities, but cross-tenant
knowledge sharing must avoid privacy leakage. BC can provide audit records for model versions and access
behaviors, but ledger growth must be controlled. LLMs can assist security operation by summarizing logs
and alerts, but sensitive tenant data must be protected.

In edge computing, the core problem is balancing latency, accuracy, privacy, and resource consumption.
Edge nodes can perform local detection, but they cannot support complex reasoning or large-model
inference continuously. Knowledge-driven methods should use lightweight local subgraphs and synchronize
only key knowledge with the cloud. BC can verify model updates and identities, but consensus mechanisms
must be lightweight. LLMs should be invoked selectively for explanation or response support rather than for
every detection event.

In satellite networks, the core problem is maintaining detection continuity and trusted collaboration
under dynamic topology, long propagation delay, and intermittent connectivity. Programmable detection
functions can support lightweight onboard monitoring, but complex analysis should be performed on
ground stations or gateways. Knowledge-driven methods should support topology-aware and delay-tolerant
attack-chain reconstruction. BC should record key space-ground evidence in batches rather than rely-
ing on high-frequency consensus. LLMs can support ground-side reasoning from delayed, sparse, and
incomplete evidence.

In IoT environments, the core problem is massive device heterogeneity, scarce labels, and limited
terminal resources. Lightweight detection should be performed on devices, gateways, or edge nodes.
Knowledge-driven methods should model device types, behavior patterns, malware families, and cross-layer
attack relations. BC can support distributed authentication, privacy-preserving learning, and reputation
evaluation, but terminal devices cannot bear high communication overhead. LLMs should be deployed at
gateways or cloud platforms for event summarization and explanation rather than at constrained endpoints.

7.3 Future Directions

Future Al-based detection in intelligent communication networks should shift from single-model
optimization to system-level collaboration. The key is to build a layered and verifiable detection architecture.
In this architecture, PSs provide low-latency sensing and preliminary filtering; knowledge-driven modules
provide semantic correlation and attribution; BC provides trusted evidence management and accountability;
and LLMs provide explanation generation and decision support.

First, future data-plane-based AI detection should focus on lightweight deployability and adaptive
collaboration. Since PSs are constrained by pipeline stages, memory size, register operations, and line-rate
forwarding requirements, complex AI models cannot be directly deployed in the data plane in most practical
scenarios. Future studies should focus on compact detection models, Sketch-based feature extraction,
approximate statistics, and rule-assisted inference mechanisms that can be executed within limited switch
resources. A feasible engineering path is to establish a closed loop between the data plane and the control
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plane. The data plane performs rapid feature extraction and preliminary detection, while the control
plane updates detection rules, model parameters, and response policies according to traffic conditions and
attack feedback.

Second, future knowledge-driven Al detection should move from static knowledge representation
toward dynamic knowledge construction, continuous updating, and closed-loop reasoning. Knowledge
should not only serve as external supplementary information or post-hoc explanation. A more effective
direction is to integrate KGs into the detection process itself. For example, KGs can constrain feature
learning, guide model training, verify detection outputs, and support semantic interpretation of abnormal
behaviors. In engineering deployment, lightweight reasoning, incremental reasoning, scenario-specific
subgraph extraction, source verification, conflict resolution, and noise filtering should be further explored.

Third, future BC-enabled AI detection should shift from simply recording detection data on-chain to
supporting low-cost trusted collaboration and auditable detection processes. High-frequency traffic data and
real-time detection results are not suitable for direct on-chain storage because BC systems usually suffer
from consensus latency, storage overhead, and limited throughput. A more feasible engineering path is
off-chain detection and on-chain verification. AI models perform traffic detection, anomaly analysis, and
collaborative inference off-chain, while BC records key evidence indexes, model versions, policy updates,
access behaviors, and audit logs on-chain. Smart contracts should formalize evidence submission, detection-
result verification, reputation updating, and response accountability, but they should avoid carrying complex
detection logic directly.

Fourth, future LLM-based AI detection should be positioned as upper-layer semantic analysis and
decision support rather than real-time packet-level or flow-level detection. Real-time detection should still
rely mainly on lightweight models, data-plane detection, or edge-side classifiers. LLMs can be deployed in the
control plane, management plane, or security operation platform to support log understanding, alert expla-
nation, threat intelligence analysis, attack-chain reasoning, rule generation, and response recommendation.
Retrieval-augmented generation, domain-specific fine-tuning, KG constraints, rule-based verification, BC-
backed evidence, permission control, and human review should be used to reduce hallucinated outputs and
incorrect attribution.

Fifth, future work should establish unified evaluation criteria for multi-technology collaborative detec-
tion. Current studies often evaluate accuracy, precision, recall, F1-score, or latency separately, but they rarely
evaluate end-to-end detection chains. For integrated systems, evaluation should include detection accuracy,
response latency, data-plane overhead, reasoning latency, BC storage cost, consensus delay, LLM invocation
cost, explanation correctness, evidence auditability, privacy leakage risk, and cross-scenario transferability.
Only with such evaluation can the real value of multi-technology integration be verified.

Overall, future Al-based detection should not pursue the mechanical combination of PSs, KGs, BC,
and LLMs. Instead, each technology should be placed at the layer where it has comparative advantages.
Programmable switches should be responsible for real-time sensing and preliminary filtering. KGs should be
responsible for semantic organization and attack reasoning. BC should be responsible for trusted recording
and audit support. LLMs should be responsible for explanation generation and decision support. The
unresolved core problem is how to define efficient interfaces, verifiable evidence flows, and measurable
end-to-end benefits across these layers.
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