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ABSTRACT: With the widespread adoption of encryption protocols, payload-based traffic analysis has become
increasingly infeasible, posing significant challenges for intrusion detection systems (IDS). Consequently, Al-based
approaches for encrypted traffic analysis have gained substantial attention. However, existing studies are often evaluated
using inconsistent criteria, including heterogeneous attack labels, behavioral representations, and model architectures,
making systematic comparison difficult. To address this limitation, this paper proposes a three-level analytical
taxonomy for encrypted traffic analysis, structured around attack objectives (Level 1), observable network behaviors
(Level 2), and detection models (Level 3). The proposed framework provides a structured perspective for analyzing
how detection objectives, behavioral abstractions, and model design interact under encryption constraints. Based on
a systematic analysis of 53 representative studies, this survey examines the relationship between attack objectives,
behavior patterns, datasets, evaluation metrics, and Al-based detection models. The analysis indicates that behavioral
patterns play an important role in connecting attack objectives with detection models, while also revealing imbalances
in the coverage of attack objectives across existing studies. In addition, the survey highlights how dataset selection
and evaluation criteria influence the interpretation of model performance in encrypted traffic analysis. Overall, the
proposed taxonomy provides a behavior-centric analytical framework for organizing existing encrypted traffic analysis
studies and offers insights for future IDS research in encrypted network environments.

KEYWORDS: Encrypted traffic analysis; Al-based intrusion detection; attack objective modeling; behavioral repre-
sentation; multi-level taxonomy; C2 detection; network traffic classification

1 Introduction
1.1 Background and Motivation

As Internet traffic has increasingly shifted toward encrypted communication, most network traffic is
now transmitted using protocols such as TLS, HTTP, VPN, and SSH. This change in the network security
environment is largely driven by encryption, which ensures the confidentiality and integrity of user data
while simultaneously making it difficult for network security devices to directly analyze packet payloads
[1-4]. To overcome this limitation, recent studies have actively explored approaches that analyze encrypted
traffic using metadata such as packet length, inter-packet time intervals, traffic direction, and session-
level statistics [5-7]. In particular, machine learning and deep learning techniques have demonstrated
the ability to learn complex traffic patterns and nonlinear attack behaviors, showing the potential to
complement or replace traditional rule-based or signature-based detection methods. These approaches are
significant in that they extend beyond simple traffic type classification and can support the identification and
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response to actual intrusion activities. With the increasing number of such studies, various survey papers
on Al-based encrypted traffic detection and classification have been conducted. Existing surveys mainly
focus on detection models, feature representations, or overall research trends, and typically analyze how
proposed models classify encrypted traffic, or examine studies based on data collection methods, feature
representation, and performance evaluation. Some surveys also analyze the limitations of existing research
and suggest future research directions [8,9]. Research on encrypted traffic attack detection and classification
identifies attacks through observed network behaviors and detection techniques that determine whether such
behaviors correspond to malicious activities. Based on the interpretation of these behaviors, it is possible
to infer the underlying attack objectives [10]. A single attack objective may be realized through one or
more categories of behaviors, and these behaviors can also be identified using various detection methods.
Encrypted traffic-based attack detection and classification inherently involve multiple conceptual layers.
Encrypted traffic-based attack detection begins with the observation of specific communication patterns
in network traffic [11]. These behaviors are identified through detection techniques, and the interpretation
of such behaviors allows the underlying attack objectives to be inferred [12]. A single attack objective may
manifest through multiple types of behavioral patterns, and the same behavior may also be identified by
different detection techniques. Therefore, attack objectives, observable network behaviors, and detection
techniques form an interrelated hierarchical structure. In other words, the process of encrypted traffic-based
attack detection consists of concepts at different levels. In this paper, existing studies are reorganized and
analyzed according to three levels: attack objectives, observable network behaviors, and detection techniques.
Based on this framework, we systematically compare how specific attack objectives manifest as network
behaviors and how these behaviors are effectively identified through corresponding detection techniques.

1.2 Challenges of Intrusion Detection in Encrypted Traffic

The most fundamental challenge in intrusion detection for encrypted traffic is the lack of payload
visibility. As a result, the direct contents related to attack intent and attack behavior cannot be observed,
forcing IDS to rely on limited header information and statistical characteristics such as the average packet
size and its distribution. In addition, encrypted traffic often shows similar patterns between normal traffic
and malicious traffic, which makes anomaly detection difficult. In the case of signature-based detection,
only limited metadata or behavior-based signatures can be used, which also imposes constraints [13].
Furthermore, packet data collected in real network environments contains overwhelmingly more normal
traffic than malicious traffic [14]. This leads to a class imbalance problem in AI model training for encrypted
traffic classification, which results in a bias toward normal patterns [15-18]. Consequently, the performance
of detecting malicious packets may be degraded. Deep learning-based IDS have shown high performance.
However, it is difficult to reinterpret which features were used to determine an attack, which creates
limitations in applying them to real operational environments [19,20].

1.3 Limitations of Existing Surveys

As research on Al-based encrypted network traffic analysis and intrusion detection has increased,
numerous survey studies have recently been published. These surveys tend to focus on Al-based models
rather than specifically on encrypted network environments when organizing existing studies, addressing
how model architectures are designed, what features and feature representation methods are used, and which
datasets are employed. In addition, by summarizing studies primarily based on the evaluation methods of
each model, they provide an overview of the overall technological development trends in Al-based encrypted
traffic analysis as well as useful datasets and the features used in these studies. Existing studies have mainly
focused on classifying encrypted traffic according to application types or detecting malicious traffic at the



Comput Model Eng Sci. 2026;148(1):5 3

flow level. In the case of flow-level malicious traffic detection, the maliciousness is determined by analyzing
an entire network flow, which leads to the use of statistical features and a focus on post-attack detection.
From an attack perspective, analyzing encrypted traffic can be useful for identifying what activities were
performed on the network for specific attack objectives and for detecting attacks at an early stage. From
this perspective, the following limitations were identified when examining existing survey papers. First,
most surveys organize encrypted traffic analysis according to the objectives of existing studies, focusing
on application identification, service classification, and protocol recognition, while maliciousness detection
mainly relies on flow or session-related features. This approach is limited in explaining how detailed changes
in packet flows and temporal patterns, rather than overall flow-level statistics, are associated with specific
attack objectives for real-time attack detection and early indication of attacks. Second, existing surveys
generally summarize Al-based encrypted traffic analysis models from a technical processing perspective,
including data collection, feature representation, modeling, and evaluation, while relatively little attention
is given to their connection with the operational context of intrusion detection systems. If encrypted traffic
analysis techniques were systematically organized in relation to the functional requirements of IDS, such
as signature detection, anomaly detection, and real-time detection, they could be highly useful for practical
security operations. Third, it remains difficult to systematically explain how anomaly detection results
identified in encrypted traffic are related to actual attack stages or attack objectives. For example, when
anomalous patterns are detected, a structured connection is required to clarify what observable behaviors
correspond to the anomaly, what attacks were carried out through those behaviors, and what the attacker’s
intent was behind those actions. Such connections could play an important role in managing false positives,
responding to zero-day attacks, and supporting operational environments. Fourth, although the importance
of the data imbalance problem and explainable AI (XAI) has been mentioned in several surveys, these issues
are often presented mainly as future research directions. In real IDS environments, attack traffic is extremely
rare compared to normal traffic, which can lead to learning bias and distortion of detection performance.
In addition, the explainability requirements necessary for security analysts to trust and respond to Al-
based detection results also need to be more systematically organized. In conclusion, existing survey studies
have organized the technological developments in encrypted traffic analysis mainly from the perspective of
AI models, focusing on datasets, features, model architectures, and evaluation methods. However, there is
still room for improvement in approaches that explicitly connect the relationships among attack objectives,
observable behaviors, and detection models, and that reorganize the literature from the perspective of AI-
based intrusion detection systems. Table | summarizes these limitations and outlines how the proposed
taxonomy addresses them. Fig. 1 conceptually compares the classification-oriented structures commonly
adopted in existing surveys with the IDS-oriented multi-level taxonomy proposed in this study.

Table 1: How the Level 1-2-3 taxonomy addresses limitations of existing surveys.

Limitation Resolution in Level 1-2-3 Taxonomy

Level 1 separates attack detection objectives from general traffic
Classification-oriented bias classification, while Level 3 distinguishes architectural choices aligned
with detection goals.

The Level 1-Level 2 linkage restores the IDS pipeline by connecting
Weak IDS perspective objectives with observable behaviors, and Level 3 aligns detection
strategies accordingly.

(Continued)
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Table 1 (continued)

Limitation Resolution in Level 1-2-3 Taxonomy

Level 2 expands behavioral patterns to packet-, sequence-, session-, and
Limited packet-level focus timing-level representations, and Level 3 compares architectures across
these abstraction levels.

Unclear mapping between Level 3 systematically maps model architectures to specific objectives
techniques and attack scenarios (Level 1) and behavioral patterns (Level 2).

The Level 1-Level 2 structure links anomaly signals to concrete attack
intents, while Level 3 clarifies how anomaly detection models
operationalize this linkage.

Gap between anomaly
detection and real attacks

Data imbalance not Level 3 enables comparison of datasets, labeling strategies, and learning
structurally analyzed methods within an intent-oriented analytical layer (Level 1).

The Level 1-Level 3 alignment identifies where explainability is required

Fragmented XAI discussion o . .
& across objectives, behavioral patterns, and model architectures.

Difficulty identifying research The Level 1-Level 2 combination space reveals underexplored

gaps objective-behavior regions, and Level 3 highlights corresponding

architectural underutilization.

Existing Survey Proposed Taxonomy

Encrypted Traffic

v

Feature Engineering

v

Flow/Session Classification

Level 2 : Ob: ble Ei ted Behavi
Model Accuracy Comparison ]—) VS <«— o S

- Packet-level patterns
- Sequence behaviors

- Session dynamics

- Timing Characteristics

Level 1 : Detection Objectives

- Disruption

- Command & Control
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Objective-Behaviors Alignment

- Application Identification
- Protocol Recognition
- Malicious vs Benign Classification

Behavior-Model Operational Mapping

Limitatons : Level 3 : Implementation-Level Models
- Attack objectives not explicity modeled - CNN /RNN / Transformer
- Packet-level behaviors underexplored - Flow-based models
- Weak linkage to IDS operational pipline - Graph-based models estored IDS
- Anomaly signals loosely connected to real - Anomaly detection frameworks | Perspective:
attacks - XAl integration - Explicit attack intent modeling

- Fine-grained behavioral

abstraction

- Structured anomaly-to-attack
linkage

- Deployment-aware

architecture comparison

Figure 1: Conceptual comparison between classification-oriented survey-structures and the proposed IDS-oriented
multi-level taxonomy.
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To address this need, this study introduces a multi-level taxonomy consisting of:
(Level 1) detection objectives,

(Level 2) observable behavioral characteristics in encrypted traffic, and

(Level 3) concrete implementations in prior studies.

Through this three-level-taxonomy, this study aims to systematically reinterpret existing research from
the perspective of intrusion detection and attack packets, and to provide an integrated understanding of IDS
operational direction in encrypted traffic environments.

1.4 Contribution of This Survey

This paper presents an analytical framework for Al-based encrypted traffic analysis from an attack
objective-oriented perspective. It goes beyond classification by revealing how behavioral abstraction medi-
ates the relationship between detection objectives and model design under encryption constraints. The main
contributions of this paper are as follows. First, we propose a three-level analytical framework consisting
of attack objectives (Level 1), observable network behaviors (Level 2), and detection models (Level 3). This
framework formalizes how intrusion detection tasks can be interpreted under encrypted conditions, where
payload information is unavailable, and highlights the role of behavioral abstraction in connection detection
objectives with model architectures. Second, we identify inconsistencies in how attack labels are defined and
used across prior studies, particularly the conflation of attack objectives and behavioral manifestations. To
address this, we redefine attack labels based on objectives-oriented categories and systematically map existing
studies to these categories, enabling consistent analysis at the level of attack intent.

Third, through a systematic analysis of 53 representative studies, we reveal key structural properties
of current research. In particular, we show that detection models are not directly determined by attack
objectives, but are mediated by the choice of behavioral representation, which acts as a critical abstraction
layer under encryption. Fourth, we provide a comparative analysis of anomaly-based and signature-based
approaches in relation to attack objectives and behavioral patterns, highlighting how their effectiveness
varies depending on the level of behavioral abstraction. Finally, we discuss practical design implications
for real-world IDS deployment in encrypted environments, emphasizing that the selection of behavioral
representation is a fundamental factor influencing detection capability. Unlike prior surveys that focus on
model performance or feature engineering, this work provides a behavior-centric analytical framework that
explains how detection capability is structurally determined under encryption constraints. Based on these
insights, we outline a research roadmap for developing more effective Al-based intrusion detection strategies
under encryption.

1.5 Organization of the Paper
The remainder of this paper is organized as follows.

Section 2 reviews background concepts related to encrypted traffic analysis, including visibility con-
straints, detection tasks, and the evolution of Al-based approaches. Section 3 presents the proposed
three-level taxonomy, defining attack objectives (Level 1), observable behavioral patterns (Level 2), and
their structural relationship, along with implications for intrusion detection system (IDS) design. Section 4
maps existing studies to the proposed taxonomy. After describing the label harmonization and normal-
ization process, we analyze the distribution of studies across Levels 1-3 and identify structural patterns in
behavioral representation and model selection. Section 5 provides a comparative structural analysis across
the three levels, highlighting cross-level coupling patterns and structural bottlenecks in current encrypted
traffic research. Section 6 discusses future research directions toward deeper integration of attack intent,
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behavioral abstraction, and detection models. Finally, the paper concludes with a summary of key findings
and contributions.

2 Background and Preliminaries

With the widespread adoption of protocols such as TLS, HTTPS, and QUIC, encrypted traffic has
become dominant in modern network environments. As a result, traditional payload-based analysis methods
used in intrusion detection systems are no longer applicable and research has increasingly focused on
inferring threats based on observable network behaviors and metadata under encrypted constraints.

2.1 Encrypted Traffic and Visibility Constraints

As encryption has become widespread, network traffic is increasingly transmitted through encrypted
protocols such as TLS/HTTPS, VPN, SSH, and QUIC. This implies that anomaly detection based on
traditional payload analysis is no longer feasible. Consequently, network security analysis for encrypted
traffic relies on observable metadata and behavioral features, including:

«  Packet length and directionality (uplink/downlink)

«  Session duration and flow-level statistics

« Inter-packet timing and periodicity

«  Destination IP/domain relationships

o  Connection frequency and traffic distribution patterns

These features reflect the behavioral characteristics of network traffic rather than its content. Therefore,
threat detection in encrypted environments has shifted toward behavior-based analysis, which forms the
conceptual foundation of Level 2 (Observable Behavior) in the proposed framework. Fig. 2 presents the
conceptual motivation for the proposed taxonomy by illustrating how visibility constraints in encrypted
traffic have encouraged model-centric Al research, while the alignment between attack objectives and
behavioral representations remains insufficiently explored.

Al-Based Approaches for Encrypted Traffic Analysis

Encrypted Traffic Detection Tasks & Attack Intent Al-Based Solutions
& Visibility Constraints in Encrypted Environments & Model-Centric Research Focus
p» TLS/HTTPS, VPN, SSH, QUIC }} Detection Tasks - Traditional ML (e.g, SVM, RF)
- Payload Encryption | }—Application Identification | - Deep Learning (CNN, RNN)
- Content is Hidden | - Malicious Traffic Detection [ - Transformer-based Models
- Focus on Metadata | - Anomaly Detection - Graph Neural Networks (GNNs)

Diverse & Overlapping
Intent-Behavior Dynamics

A v

| Limited Behavioral

IDS Perspective Loss : 5 n
Abstraction Expansion
Intent -> Behavior -> Model Not Aligned l P

- Limited Behavioral Abstraction
- Comparison Hindered
v

Need for 3-Level Taxonomy
(Attack -> Behavior -> Model)

Figure 2: Conceptual framework illustrating how visibility constraints in encrypted traffic have driven model-centric
AI research. While architectural sophistication has increased, alignment between attack objectives and behavioral
representations remains limited, motivating the need for a three-level IDS-oriented taxonomy.
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2.2 Detection Tasks and Intent Modeling in Encrypted Environments

Encrypted traffic analysis encompasses a variety of detection tasks, including:

o Application identification

«  Malicious traffic detection (Malware/Botnet/C2 Detection)

«  Anomaly Detection

o  Circumvention Communication Detection (VPN/Proxy/DoH, etc.)

These tasks do not always correspond directly to attack intent. For Example, application identification
does not directly reveal malicious intent, whereas detecting C2 communication corresponds to a clear attack
objective [21]. Furthermore, from the perspective of attack intent and network behavior, the same attack
objective can manifest through multiple behavioral patterns, while similar behaviors may be observed across
different attack objectives. For instance, C2 communication may appear as periodic beaconing or long-lived
encrypted sessions, while periodic traffic patterns may also arise in benign applications or other malicious
scenarios such as data exfiltration preparation [22-26]. Most existing studies designed detection models
based on dataset-specific labels, while systematic classification at the level of attack intent remains I limited.
Asaresult, model-centered comparisons may lead to misleading conclusions, since studies targeting different
attack objectives and behavioral patterns are evaluated solely based on model performance. Therefore, it
is necessary to explicitly distinguish attack objectives, observable behavior, and detection models, and to
analyze the structural relationships among them.

2.3 AI-Based Approaches for Encrypted Traffic Analysis

Encrypted traffic analysis has employed a variety of Al-based techniques. Early studies relied on
traditional machine learning methods (e.g., SVM and Random Forest), which later expanded to deep
learning-based models such as CNN and RNN [27]. More recent approaches incorporate advanced architec-
tures, including Transformer-based sequence models, Graph Neural Networks (GNN), multimodal fusion,
as well as pre-training and contrastive learning techniques [28]. Despite these advancement in model
architectures, the input features used to represent network behavior have remained largely unchanged. In
most studies, behavioral features are still primarily based on packet length sequences, session statistics, and
temporal patterns [29,30]. This suggests that improvements in detection performance have been driven
more by model innovation than by diversification of behavioral representations [31-34]. Recent advances
in multimodal deep learning have demonstrated the effectiveness of combining heterogeneous feature
representations for encrypted traffic classification [13,35]. In addition, explainable AI (XAI) techniques
have been increasingly explored to improve the interpretability of detection models in security-critical
applications. Recent survey studies have also systematically reviewed XAI approaches for traffic analysis
and intrusion detection [36]. However, these approaches primarily focus on improving model performance
and interpretability, rather than analyzing the structural relationships between attack objectives, behavioral
representations, and detection models. Therefore, it is necessary to analyze encrypted traffic research by
hierarchically distinguishing attack objectives (Level 1), observable behaviors (Level 2), and detection models
(Level 3) which forms the basis of the analytical framework proposed in this study.

3 Taxonomy of Malicious Traffic in Encrypted Networks
3.1 Conceptual Foundations of the Proposed Taxonomy
3.1.1 Why Payload-Based Classification Is Infeasible in Encrypted Traffic

End-to-end encryption protocols such as TLS 1.3, QUIC, and VPN maintain encryption keys only at
the communication endpoints. As a result, payload visibility is not available to network-based intrusion
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detection systems, making techniques such as signature-based detection, Deep Packet Inspection (DPI),
and content-based rule detection fundamentally infeasible. In addition, due to privacy protection and legal
or regulatory constraints, payload content-based analysis is also not permissible [37-39]. Most existing
studies use a largely similar feature space. Accordingly, this study classifies prior work by comparing them
according to the level of network behavior pattern. For example, if a communication is represented at a low
level —such as packet length sequences, packet inter-arrival times, TLS record sizes, or byte sequences—
packet-level characteristics can be identified. In contrast, when it is represented at a higher level—such
as flow statistics, session duration, burst patterns, or periodicity—session- or flow-level characteristics
can be identified [40,41]. Therefore, rather than comparing studies based on the detection models, this
work analyzes and compares prior research according to the level of behavioral representation. The attack
objectives are then derived from the attack scenarios or datasets targeted in each study. In other words, the
taxonomy proposed in this paper is designed based on the perspective of network-based intrusion detection
environments. To formalize the proposed taxonomy, we define the relationships among attack objectives,
behavioral representations, and detection models as follows.

LetO={01,02,...,0,},B={b1,ba,.... b}, and M = {my,my,...,my} 1)

We define a mapping f: O — 28 that associates each attack objective with a set of behavioral representa-
tions, and a mapping g: B — 2 that maps each behavioral representation to a set of detection models. Under
this formulation, behavioral abstraction (B) acts as an intermediate layer that mediates the relationship
between attack objectives (O) and detection models (M). This formulation captures the inherent many-to-
many relationships between attack objectives and behavioral representations, as well as between behavioral
representations and detection models. This formulation is empirically supported by the observed cross-level
mappings in Section 4.

3.1.2 Why Attack Objectives and Behavioral Patterns Are Necessary

Due to payload invisibility in encrypted environments, intrusion detection must rely on behavioral
features extracted from network metadata, such as packet size distributions, transmission periodicity, session
duration, connection creation frequency, and communication relationships between hosts [42,43]. Although
these features do not directly reveal the content of an attack, they manifest as different network behavior
patterns depending on the attack objective [3]. Attack objectives represent the ultimate intent that an
attacker seeks to achieve. Fig. 3 illustrates the visibility differences between unencrypted and encrypted
network traffic and highlights the types of behavioral information that remain available for IDS analysis in
encrypted environments.

From a security perspective, representative attack objectives can be categorized into relatively clear
forms such as service disruption, maintenance of remote control, data exfiltration, malware propagation, and
reconnaissance. In contrast, with respect to attack activities, malware continuously evolves into numerous
variants, and accordingly, indicators such as hash values, utilized domains, and encryption methods change
rapidly. However, the attack objective itself tends to remain relatively consistent even when attack variants
change. This characteristic explains why intent-based classification can generalize to previously unseen
or variant attacks. Meanwhile, network behavior patterns describe how attack objectives manifest within
encrypted communications. For example, denial-of-service attacks exhibit traffic burst patterns that generate
a large volume of traffic within a short period of time, while command-and-control (C2) communication
for remote control often takes the form of periodic and low-rate communication. Data exfiltration attacks
tend to maintain long-lived connections and transmit data outward, resulting in abnormal uplink traffic
ratios. Reconnaissance or malware propagation often involves repeatedly generating numerous short-lived
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connections. These behavioral patterns can be observed through network metadata such as packet size,
transmission periodicity, connection duration, and traffic directionality, even without access to payload
content. By jointly considering attack objectives and behavioral patterns, the taxonomy proposed in this
paper causally connects “why such traffic occurs” with “how the attack manifests in encrypted environments.”
This provides a foundation for systematically analyzing the relationships among attack types, feature
extraction methods, and detection model design.

Encrypted vs. Unencrypted Network Traffic

Unencrypted Traffic Encrypted Traffic

‘ = ‘TCPI HTTP Payload ‘ n R ——

GET/index.html TLS Record

‘ Payload Visible ‘ ‘ ﬁ Payload Encrypted ‘
Unencrypted Traffic Encrypted Traffic
Payload Visible Payload Encrypted
Content Inspection Behavior Analysis
Signature Detection Al-based Detection

Figure 3: Visibility differences between unencrypted and encrypted network traffic in IDS analysis.

3.1.3 Limitations of Existing Classification Criteria

Existing encrypted traffic analysis studies have primarily classified research based on machine learning
or deep learning models. The classification criteria typically organize approaches according to the machine
learning or deep learning models used, the feature extraction methods employed, or the encryption protocols
targeted for analysis. In addition, a large portion of studies focus on detection performance in terms of binary
classification between malicious and benign traffic. However, such classification approaches have limitations
in systematically understanding the characteristics of malicious traffic itself. First, model-centered classi-
fication provides limited explanatory power regarding how specific attack types are represented through
network behaviors. Moreover, in the case of binary classification, different types of attacks are treated
as a single malicious traffic category, which restricts the analysis of behavioral differences among attacks
and limits the evaluation of generalization capability for previously unseen attacks. In addition, the attack
labels used in existing studies vary depending on the datasets or experimental environments. For example,
C2-related attacks are labeled as Botnet in the CTU-13 dataset, Botnet traffic in the ISCX Botnet dataset,
and Malware communication in some studies [44,45]. As a result, comparisons across studies may not be
properly conducted, and it becomes difficult to derive general conclusions regarding which feature extraction
techniques or models are effective under specific attack scenarios. These limitations highlight the need for an
integrated classification framework that can reorganize existing studies based on common criteria centered
on attack objectives and network behaviors.
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3.1.4 Design Principles of the Proposed Taxonomy

Based on the discussions above, the malicious traffic taxonomy proposed in this paper is designed
according to the following principles:

1. Encryption-awareness: Assumes payload invisibility and utilizes only network information that can be
observed even in encrypted environments [11].

2. Intent-driven abstraction: Adopts attack intent as the highest-level criterion for classifying malicious
activities from the structural perspective of attack objective-attack behavior-detection model [46,47].

3. Behavioral interpretability: Explicitly defines behavioral patterns through which attack objectives
manifest in network traffic, thereby ensuring a clear linkage with feature extraction and detection model
design [48-50].

4. Comparability and extensibility: Enables labels and features used across different datasets or studies to
be mapped to a common framework while allowing flexible extension of the taxonomy to accommodate
new behavioral patterns or detection methods [51-54].

The taxonomy proposed in this paper, designed based on these principles, can serve as a common
framework for systematically understanding malicious traffic in encrypted network environments and for
comparing and analyzing existing Al-based detection studies.

3.2 Level I1: Attack Objective-Based Classification

When an attacker performs C2 communication using HT'TPS and when it is conducted through DNS
tunneling, the attack objective remains the same—C2—while the actual communication method differs,
resulting in different attack behaviors. Furthermore, in encrypted network environments, the internal
contents of packets cannot be directly inspected. Therefore, classifications based on fine-grained technical
characteristics, such as specific attack techniques or protocol implementation details, are vulnerable to
environmental changes. In this sense, attack methods can vary depending on the tools used, communication
channels, packet structures, and encryption mechanisms. In contrast, attack objectives tend to remain
relatively stable compared to attack methods. An attack objective represents a higher level of abstraction over
attack methods, describing attacks at a conceptual level above individual techniques or observable network
behaviors. By organizing attacks at this level, IDS can use attack objectives as a practical basis for assessing
the severity of detected threats and determining response priorities.

In general, attack objectives are carried out with goals such as gaining system access, maintaining
system control, collecting information, exfiltrating data, or disrupting services. These objectives tend to
remain largely unchanged despite technological and environmental evolution. Attack objectives can also be
structured according to stages in the cyber attacklifecycle. For example, reconnaissance, intrusion, command
and control, data exfiltration, and service disruption represent common objective categories that appear
across a wide range of attack scenarios. Accordingly, this paper classifies observable malicious traffic in
encrypted network environments into the following five attack objective categories:

«  Reconnaissance and Scanning:

o  Intrusion and Exploitation

« Command and Control (C2) Communication
o  Data Exfiltration

«  Disruption and Denial of Service

These categories are defined at a mutually exclusive, high-level objective layer and are designed
to comprehensively cover most attack scenarios occurring in encrypted environments. Each category is
interpreted in conjunction with observable network behaviors defined in Level 2.
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3.2.1 Reconnaissance and Scanning

Reconnaissance and Scanning aim to identify the structure and vulnerabilities of a target system
prior to intrusion. It includes attack methods such as port scanning, service discovery, and verification of
authentication mechanisms. Since the contents of requests cannot be directly inspected in encrypted envi-
ronments, such attacks are observed through behaviors such as attempts to connect to multiple destinations,
attempts to access multiple ports, connection bursts within a short period of time, an increase in failed
connections, and abnormal diversity in access patterns. Although these behaviors may not cause immediate
damage, the corresponding attack objective serves as an important early signal indicating the possibility of
subsequent intrusion.

3.2.2 Intrusion and Exploitation

Intrusion and Exploitation aims to gain unauthorized access by exploiting system vulnerabilities and
to perform actions within the compromised system. This includes remote code execution, authentication
bypass, and vulnerability exploitation. In encrypted environments, the exploit payload cannot be directly
examined; thus, such attacks are observed through behaviors such as repeated authentication failures,
transitions in session states, and changes in connection patterns or connection environments. This stage
represents a critical phase in determining the success of a cyberattack. Failure to detect such activities
significantly increases the likelihood of subsequent C2 communication and data exfiltration.

3.2.3 Command and Control (C2) Communication

C2 communication refers to the process by which a compromised system communicates with an
attacker-controlled server to receive commands or transmit status information. This stage is central to
maintaining persistence and enabling further attack propagation. In encrypted environments, C2 traffic
often resembles normal HTTPS traffic. Traditionally, it has been observed through behaviors such as
periodic communication, repeated connections to a limited set of destinations, and unusually long session
durations. However, recent trends include randomization of communication intervals, abuse of legitimate
service infrastructures, and intermittent or non-continuous communication patterns to evade detection.
Therefore, effective C2 detection requires not reliance on a single indicator but a comprehensive analysis
that considers long-term communication patterns, destination relationship structures, and correlations with
other attack objectives.

3.2.4 Data Exfiltration

Based on the IDS perspective discussed above, Level 1 classifies encrypted traffic analysis studies
according to attack objectives. The definitions of the attack objectives are summarized in Table 2, and the
corresponding Level 1 classification framework is presented in Table 3.

Data Exfiltration aims to transfer internally collected information to external entities. In encrypted
environments, since the actual content of transmitted data cannot be inspected, inference relies on indirect
indicators such as abnormal increases in outbound traffic, changes in session persistence, or concentrated
transmission events where large volumes of data are sent within a short time period. Recently, evasion
techniques such as low-and-slow exfiltration, masquerading as legitimate services, and blending with C2
communication have become more prevalent. As a result, detection based on single sessions or short-
term traffic variations is insufficient. IDS must perform a comprehensive analysis by considering long-term
directional changes, communication stability, and correlations with intrusion and C2 stages.
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Table 2: Definitions of attack objectives in encrypted traffic environments.

Attack Objective

Intent

Observable Behaviors

Reconnaissance &
Scanning

Identify the structure and
vulnerabilities of the target system

Port scanning, service discovery, and
authentication mechanism verification

Intrusion &
Exploitation

Perform actions within the system by
gaining unauthorized access through
exploiting system vulnerabilities

Remote code execution,
authentication bypass, and
vulnerability exploitation

Command and
Control (C2)
Communication

A compromised system communicates
with an attacker-controlled server to
receive commands or transmit status

information

Observable Behaviors: Periodic
communication, repeated connections
to a limited set of destinations, and
unusually long session durations

Data Exfiltration

Exfiltrate internally collected
information to external entities

Abnormal increases in outbound
traffic, changes in session persistence,
and concentrated transmission events

where large volumes of data are sent
within a short period of time

Disruption and
Denial of Service

Degrade the availability of a system or
network to disrupt normal service
operation

High-rate burst patterns involving a
large volume of connection requests or
packets within a short period of time

Table 3: Level 1 attack objective-based classification in encrypted environments.

Pri i Typical le Indi
Attack Objective rimary Security ypical Observable Indicators IDS Implication
Impact (Encrypted)
Availabilit Requi id
Disruption & DoS vatabity Traffic bursts, resource spikes equires rapl
degradation mitigation
Persistent remote Periodic connections, stable Identify

C2 Communication

control destinations compromised hosts
1 Detect
. Confidentiality Abnormal outbound trends, .
Data Exfiltration . post-compromise
breach long sessions .
activity
Intrusion & Unauthorized Session anomalies, Critical compromise
Exploitation access authentication failures stage
Reconnaissance & Information Repeated short connections, Early-stage warning
Scanning gathering destination diversity signal

3.2.5 Disruption and Denial of Service

Disruption and Denial of Service (DoS) aim to degrade system or network availability, thereby prevent-
ing normal service operation. Even in encrypted environments, such attacks are observed as high-rate burst
patterns involving a large volume of connection requests or packets within a short period. However, recent
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attacks increasingly employ low-and-slow or distributed approaches, as well as application-layer techniques,
to mimic normal traffic. Therefore, simple increases in traffic volume are insufficient for detection, and it
is necessary to analyze long-term resource consumption patterns along with correlations across multiple
flows. From an IDS perspective, disruption attacks require immediate response, as delayed detection can
directly result in service outages. Collectively, these five attack objectives provide a stable and operationally
meaningful abstraction for intrusion detection in encrypted environments. Because identical observable
behaviors may correspond to different attack purposes depending on context, objective-level interpretation
becomes essential for risk assessment and response prioritization. By abstracting attack intent independently
from implementation details, Level 1 establishes a consistent analytical foundation that supports systematic
linkage to Level 2 (observable behaviors) and Level 3 (detection models), thereby enhancing both cross-study
comparability and practical IDS interpretability.

3.3 Level 2: Observable Network Behavior Patterns

Level 2 provides a classification of network behaviors that can actually be observed by an IDS in
encrypted network environments. In environments where the payload is not visible, intrusion detection
relies on metadata and behavioral features observable at the network and transport layers, which appear as
patterns such as traffic flow, temporal dynamics, and connection behavior. For traffic flow, examples include
persistent communication from a specific internal host to a single external IP, or traffic concentrated during
specific time periods. Temporal dynamics refer to how traffic changes over time, such as periodically repeated
communication or long-lived sessions. Connection behavior describes how connections are established and
maintained, with examples including attempts to connect to multiple ports within a short period or a sudden
increase in failed connection attempts. In this study, Level 2 is defined not as a classification of individual
patterns but as categories that encompass behaviors that can be stably observed in encrypted environments.
Specific patterns such as high-rate bursts, long-lived sessions, and periodic low-rate communication can be
modified depending on attack strategies or environments; therefore, Level 2 classifies behavioral categories
rather than individual patterns. Behavior category-based abstraction allows various variations to be captured
while acknowledging that such patterns can change, and relying on a single pattern as an independent
criterion limits generalizability. It also enables structural comparison of similarities and differences across
different attack objectives (Level 1). The behavioral abstractions used in Level 2 are summarized in Table 4.
These categories capture communication characteristics that remain observable despite payload encryption
and provide the analytical basis for behavior-driven threat detection.

Accordingly, this study classifies observable behaviors that can be utilized by IDS in encrypted network
environments into the following five categories.

o  Traffic Rate and Burst Patterns

o Packet Size and Directionality Patterns

o Temporal and Periodicity Patterns

o  Connection and Session Behavior Patterns

o Destination and Communication Relationship Patterns

Level 2 categorizes the observable feature space in encrypted environments and provides the practical
data dimensions used as input for Al-based detection models. However, these behavioral categories alone
cannot uniquely determine attack objectives. The same observable behavior patterns may arise from different
malicious intents or even from benign traffic. Therefore, an effective IDS should not rely solely on Level 2
behavioral information, but instead interpret it in conjunction with Level 1 attack objectives through a
hierarchical analytical framework. This approach improves detection accuracy in real-world environments
and ensures stable applicability even in encrypted network settings.
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Table 4: These behavioral abstractions capture communication characteristics that remain observable to network-
based intrusion detection systems despite payload encryption and provide the analytical basis for behavior-driven threat
detection.

Observable Behavior Description

Traffic transmission rate and burst characteristics provide fundamental
observable signals in encrypted environments. Sudden high-rate bursts may
Traffic Rate and Burst indicate disruption or DoS activity, while sustained low-rate traffic may
Patterns appear in stealthy C2 communication or gradual data exfiltration. Detection,
therefore, requires analysis of burst persistence, repetition, and temporal
distribution rather than instantaneous traffic volume alone.

Packet size distributions and traffic directionality remain observable despite

Packet Size and payload encryption. Repeated transmission of similarly sized packets or

Directionality Patterns persistent directional bias, such as abnormal outbound dominance, may

indicate malicious communication patterns, including C2 activity or data
exfiltration.

Temporal characteristics and communication periodicity provide important

Temporal and Periodicit cues for identifying automated attacks and persistent communication
P Y behaviors. Regular connection intervals, abnormal session durations, or

Patterns . . o . -
time-of-day concentration patterns may indicate coordinated malicious
activity.
Connection establishment patterns and session dynamics provide indirect
Connection and Session signals of malicious activity. Indicators may include repeated connection
Behavior Patterns attempts, abrupt session transitions, abnormal session persistence, or unusual

authentication or handshake behaviors.

3.4 Relationship between Attack Objectives and Behavior Patterns

In encrypted network environments, the relationship between attack objectives and observable behav-
iors inherently exhibits a many-to-many structure. A single attack objective may manifest through different
behavioral patterns depending on attack strategies, network conditions, and operational environments.
Conversely, identical or similar behavioral categories may be observed across different attack objectives.
Therefore, there are limitations in deterministically identifying attack objectives based solely on observable
behaviors, and probabilistic and interpretive inference is required by considering multiple sources of infor-
mation and contextual factors. This structure highlights the limitations of intrusion detection approaches
that rely on single behavioral indicators or specific patterns. In encrypted environments, since payload
information is not accessible, observable behaviors function not as direct indicators of attack intent but as
indirect evidence suggesting the possibility of an attack. Accordingly, effective intrusion detection should
be understood as a hierarchical inference process in which possible attack objectives are first derived
from observed behaviors through the interpretation of behavioral combinations and patterns, and then
progressively narrowed down. To systematically explain this relationship, this study separates and defines
attack objectives (Level 1) and observable network behavior categories (Level 2), and proposes a taxonomy
that interprets the relationship between the two levels from a relation-centric perspective.
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3.4.1 Conceptual Relationship between Level 1 and Level 2

In encrypted traffic environments, attack objectives (Level 1) and observable network behavior cate-
gories (Level 2) are analytically distinct in intrusion detection, yet they are semantically connected in that
they describe the same attack at the objective level and the behavioral level, respectively. Since the payload
cannot be directly inspected in encrypted environments, attack objectives cannot be directly observed.
Therefore, IDS must infer Level 1 through Level 2 behavioral information such as connection patterns,
periodicity, traffic directionality, and session persistence. In addition, a single attack objective may be
manifested through multiple behavioral categories depending on attack strategies, network conditions,
and operational environments, while the same behavioral category may appear across different attack
objectives. Accordingly, Level 1 and Level 2 are mapped in a many-to-many relationship. Fig. 4 illustrates
the conceptual relationship between attack objectives (Level 1) and observable network behavior categories
(Level 2) in encrypted traffic environments. Behavioral categories highlighted in bold indicate representative
characteristics that are generally strongly associated with specific attack objectives. However, the relationship
between observable behaviors and attack objectives is inherently probabilistic and interpretive. For example,
a sudden increase in traffic rate may strongly indicate a disruption attack. However, without additional
contextual information, the same pattern may also appear under certain conditions, making it difficult to
distinguish from data exfiltration or C2 communication. Likewise, periodic communication and persistent
sessions are typical characteristics of C2 activity, but such behaviors may also occur in benign applications or
other attack scenarios. Therefore, observable behaviors do not directly determine attack objectives and must
be interpreted by considering additional contextual information together with other behavioral evidence.

3.4.2 Mapping Matrix between Attack Objectives and Observable Behaviors

Table 5 provides a more structured representation of the relationship between attack objectives (Level 1)
and observable network behaviors (Level 2) that is conceptually illustrated in Fig. 4. Specifically, Table 5
presents a mapping matrix between Level 1 attack objectives and Level 2 behavioral categories. It is derived
from cross-analysis of 53 prior studies and reflects recurring behavioral associations rather than deterministic
rules. Each cell distinguishes between cases in which a behavioral category is observed as a relatively
dominant characteristic of a specific attack objective and cases in which it may be observed depending on
attack strategies or environmental conditions. This matrix does not imply that a single behavioral pattern
corresponds deterministically to a particular attack objective. Rather, it functions as an analytical tool
for structuring the interpretive space between observable behaviors and attack objectives in encrypted
environments. Through this matrix, IDS can more systematically consider the range of possible attack
objectives when a particular behavioral category is observed, while avoiding definitive judgments based
solely on a single behavioral indicator. In addition, the matrix shows that a single attack objective may
be associated with multiple behavioral categories simultaneously, while the same behavioral category may
commonly appear across different attack objectives. These characteristics emphasize that intrusion detection
in encrypted environments should be based on multidimensional behavioral interpretation.

The symbol e (Strong association) indicates that a behavioral category and an attack objective have
been repeatedly observed and described as dominant characteristics in prior studies, while & (Context-
dependent) denotes that the observed behaviors vary depending on attack strategies or environmental
conditions across the literature.



16 Comput Model Eng Sci. 2026;148(1):5

Conceptual Mapping between Attack Objectives (Level 1) and
Observable Network Behaviors (Level 2) in Encrypted Traffic

Attack Objectives Observable Network Behaviors
(Level 1) (Level 2)

Traffic Rate and Burst Patterns

Temporal & Periodicity

Connection & Session Behavior
Destination & Communication Relationships

Reconnaissance
and Scanning

« Temporal and Periodicity Patterns
Intrusion and Exploitation ——>» « Connection & Session Behavior
« Packet Size and Directinality Patterns

a
Temporal & Periodicity

Connection & Session Behavior
Packet Size and Directinality Patterns
Destination & Communication Relationships

Command and Control Communication —»

4

Traffic Rate and Burst Patterns

Temporal and Periodicity Patterns

Packet Size and Directinality Patterns
Destination & Communication Relationships

Data Exfiltration —>

Traffic Rate and Burst Patterns

Temporal and Periodicity Patterns
Connection & Session Behavior

Destination & Communication Relationships

l |

Al Detection Models

Disruption and Denial of Service —>

Al-based Flow Analysis }—) White-box Supervised Learning

Figure 4: Conceptual taxonomy illustrating the relationship between attack objectives (Level 1) and observable network
behavior categories (Level 2) in encrypted traffic environments. Bold categories indicate the most common behaviors
for each attack objective.

Table 5: Mapping matrix between attack objectives and observable network behavior categories.

Traffic  Packet Size Temporal Connection Destination

Attack Objective (Level 1) Rate & & Direc- & Peri- & Session & Relation-
Burst tionality odicity Behavior ship
Reconnaissance & Scanning A A A . .
Intrusion & Exploitation A A A o A

(Continued)
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Table 5 (continued)

Traffic  Packet Size Temporal Connection Destination

Attack Objective (Level 1) Rate & & Direc- & Peri- & Session & Relation-
Burst tionality odicity Behavior ship
Command & Control (C2) A . ° A .
Data Exfiltration A . A A .
Disruption & DoS o A A o

Note: o Strong association; A: Context-dependent association.

3.4.3 Implications for IDS Design and Analysis

In encrypted network environments, attack objectives cannot be directly observed and must be
inferred from observable behavioral information. Observable behaviors, in turn, can only be meaningfully
interpreted when analyzed in relation to attack objectives. For example, periodic communication, long-
lived sessions, and burst traffic are, in isolation, merely network phenomena. However, determining whether
such behaviors indicate C2 communication, data exfiltration, or benign traffic requires interpreting them
in connection with attack objectives. In other words, observable behaviors are ambiguous without the
context of attack objectives, while detecting attack objectives without observable behaviors is not feasible.
Therefore, Level 1 and Level 2 can be considered closely related. Fig. 4 and Table 5 demonstrate that intrusion
detection in encrypted network environments is not a simple rule-based classification problem, but rather
an inference problem that requires interpreting multidimensional combinations of behavioral features.
Observable network behaviors do not directly reveal attack intent; instead, they serve as indirect indicators
suggesting possible attack objectives. Accordingly, effective intrusion detection requires a hierarchical
analytical structure that integrates multiple behavioral categories observed at Level 2 and interprets them
in relation to Level 1 attack objectives. This approach overcomes the generalization limitations of single-
pattern or threshold-based rule detection and motivates the design of hierarchical AI models that capture the
relationship between behaviors and attack objectives. Furthermore, the relational structure presented in this
section can be extended in future work to model the relative importance of behavioral categories with respect
to attack objectives or to analyze how these associations evolve over time. Such extensions can enhance the
ability to detect previously unseen or evolving attacks in encrypted network environments.

Finally, the proposed Level 1-Level 2 structure provides a conceptual basis for reinterpreting existing
encrypted traffic analysis studies from the perspective of the relationship between attack objectives (Level 1)
and observable behaviors (Level 2). This enables prior work to be reorganized not merely in terms of features
or models used, but in terms of which attack objectives are primarily addressed and which behavioral
categories are repeatedly utilized for their detection. This perspective can be used to identify research concen-
trations as well as relatively underexplored areas, and to provide a reference framework for future detection
strategy development. In the next section, we revisit existing studies based on the proposed taxonomy and
analyze them with a focus on the relationship between attack objectives and observable behaviors. Through
this analysis, we discuss directions for improving attack detection in encrypted traffic environments.

4 Mapping Existing Studies to the Proposed Taxonomy
4.1 Paper Selection and Analysis Framework

This survey collected Al-based encrypted traffic analysis studies published between 2023 and February
2026 through a systematic search and selection process. The objective of this procedure is to ensure
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reproducibility and methodological transparency, while also including a balanced set of studies that demon-
strate representativeness and academic rigor in the fields of encrypted traffic analysis and security detection.

4.1.1 Paper Search Strategy

The literature search was conducted using major academic databases and conference proceedings,
including IEEE Xplore and Springer. The search period was limited to publications from January 2023 to
February 2026. The search was performed by combining the following three groups of keywords using the
AND operator:

1. “encrypted traffic” OR “TLS” OR “HTTPS” OR “QUIC”
2. “deep learning” OR “machine learning” OR “transformer” OR “GNN”
3. “classification” OR “detection” OR “malware” OR “botnet”

The search results were initially screened based on abstracts and main content. After removing duplicate
papers, the final set of studies was selected according to predefined inclusion and exclusion criteria.

4.1.2 Inclusion and Exclusion Criteria

The criteria used for selecting papers for the final analysis are summarized in Table 6.

Table 6: Criteria for selecting papers to be analyzed.

Inclusion Criteria Exclusion Criteria
Studies that analyze encrypted network traffic, such Studies that focus only on unencrypted
as TLS, HTTPS, and QUIC (plaintext) traffic
Studies that employ machine learning or deep Studies on pure network optimization or
learning-based detection/classification methods QoS management
Studies that clearly present observable network Studies focusing on the design of encryption
behavior modeling or model structures protocols themselves

Proposal-based studies without experimental

Studies that include experimental evaluation .
validation

After applying these criteria and completing the screening process, 53 papers were selected for the final
analysis. Fig. 5 presents the PRISMA-style workflow used for literature search, screening, and study selection,
resulting in the final set of 53 studies included in this survey.

These studies were subsequently mapped to the proposed three-level taxonomy consisting of attack
objectives (Level 1), observable behavioral representations (Level 2), and detection models (Level 3). The
complete list of the analyzed papers is provided in Appendix A.

Each selected study was analyzed using the three-level taxonomy proposed in Section 3. This frame-
work decomposes encrypted traffic detection research into three analytical dimensions: attack objectives
(Level 1), observable behavioral representations (Level 2), and detection techniques (Level 3). The purpose
of this structure is to separate detection intent, behavioral evidence, and model implementation so that
heterogeneous studies can be compared within a unified analytical framework.
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Identification Records identified through database search

(IEEE Xplore, Springer)
n=53

A 4

n=53

A

Eligibilit
9 y Full-text articles assessed for eligibility
n=53

N N Y

A

Studies included in the final analysis
n=53

Records screened by title, keywords, and abstract \}

Figure 5: RISMA-style workflow illustrating the literature search and screening process used in this survey. A total of
53 studies were identified and included in the final analysis.

At Level 1, the primary detection or classification objective of each study was normalized into one of the

predefined attack objective categories:

Reconnaissance and Scanning

Intrusion and Exploitation

Command and Control (C2) Communication
Data Exfiltration

Disruption and Denial of Service

Studies focusing solely on application identification without explicit attack context were categorized as

Non-Attack-Oriented, since their objectives are not directly related to attack detection. At Level 2, each study
was mapped according to the observable behavioral characteristics represented by its input features rather
than the specific model architecture used. The behavioral categories include:

Traffic Rate and Burst Patterns

Packet Size and Directionality Patterns

Temporal and Periodicity Patterns

Connection and Session Behavior Patterns

Destination and Communication Relationship Patterns

Importantly, Level 2 classification is based on behavioral representation. For example, packet-length

sequences modeled using a Transformer are mapped to the Packet Size and Directionality category
because the underlying input representation captures packet-size-related behavior. At Level 3, studies were
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categorized according to the AI model architecture and learning strategy employed for detection. The
categories include:

¢«  CNN/RNN-based models

e  Transformer-based models

o  Graph Neural Network-based models
e  Pre-trained/Foundation models

o  Generative models

«  Unsupervised anomaly detection

To ensure consistent cross-study mapping, each selected study was processed using the following
structured procedure:

1. Identify the stated detection or classification objective in the study.

2. Extract explicit attack labels and map them to the corresponding Level 1 attack objective category.

3. If no attack objective is specified (e.g., application identification or generic traffic classification), label
the study as Non-Attack-Oriented.

4. Analyze the input features and representations and map them to the appropriate Level 2 observable
behavior category.

5.  Map the model architecture and learning strategy to the corresponding Level 3 detection technique
category.

This structured mapping procedure enables systematic cross-level comparison of prior research across
attack objectives, observable behaviors, and detection techniques, thereby providing a unified analyti-
cal perspective on Al-based encrypted traffic detection studies. Using the 53 studies identified through
the PRISMA-style screening process, each study was systematically mapped to the proposed three-level
analytical framework described below.

4.2 Harmonization Aper Selection and Analysis Framework

Existing studies on attack detection and classification in encrypted network traffic have been conducted
under heterogeneous conditions, including differences in datasets, threat models, and experimental envi-
ronments. As a result, the naming and classification criteria of attack labels are inconsistently defined across
studies. For example, some studies use broad terms such as “Malware Traffic,” “Botnet,” “DoS,” and “Anomaly;”
while others employ more fine-grained labels such as “C2 Communication,” “Data Leakage,” “Port Scan,” and
“Brute Force” These inconsistencies make direct comparison across studies difficult and hinder systematic
analysis of how frequently specific attack objectives have been addressed. To address this issue, this study first
organizes the attack labels used in prior work and then normalizes them according to the proposed three-
level taxonomy, mapping them into higher-level concepts (Level 1: Attack Objectives) and behavior-based
categories (Level 2: Observable Network Behavior Categories). This section describes the normalization

process and the principles applied in this procedure.

4.2.1 Extraction of Original Attack Labels
First the following information was identified from each selected paper:
1. The attack classes or label names explicitly defined in the paper

2. The attack categories included in the dataset used for experiments
3. The description of the attack definition
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During this process, it was found that different terms were often used for the same attack type. For

example:
e “Botnet Traffic,” “C2 Channel,” “Backdoor Communication.”
o “Data Leakage,” “Exfiltration,” “Information Stealing.”

e “DoS) “DDoS,” and “Service Disruption.”

These labels conceptually refer to similar attack objectives, but are expressed differently at the label level
(Level 3). In this study, such original labels are defined as “Original Attack Labels” and are used as the starting
point for the subsequent normalization process.

4.2.2 Normalization to Level 1: Mapping to Attack Objectives

The first step of normalization is to map the attack labels defined in prior studies to the Level 1 attack
objectives proposed in this study. This mapping is performed based on the ultimate security threat objective
that the attack aims to achieve. For example, when prior studies use broad labels such as “Malware Traffic” or
“Anomaly”, the attack objective is inferred from the observed behaviors. If periodic communication patterns
are observed, the attack may be interpreted as C2 activity, whereas sustained high-volume outbound traffic
may indicate Exfiltration. In this way, Level 1 categorization is performed according to attack intent rather
than the original label name itself.

Representative examples of the mapping between original attack labels and the normalized Level 1 attack
objective categories are presented in Table 7.

Table 7: Examples of mapping original attack labels used in prior studies to the normalized Level 1 attack objective
categories defined in the proposed taxonomy.

Original Attack Label (Prior Studies) Normalized Level 1 Attack Objective
DoS/DDoS Disruption and Denial of Service
Botnet/C2 Channel Command and Control (C2) Communication
Data Leakage/Exfiltration Data Exfiltration
Exploit/Brute Force Intrusion and Exploitation
Port Scan/Network Scan Reconnaissance and Scanning

This process was conducted by comprehensively considering the experimental settings and threat model
descriptions of each study, and its purpose is not to modify or reinterpret the original experimental results
of prior work, but rather to add a standardized interpretative layer for comparison.

4.2.3 Alignment with Level 2: Mapping to Observable Network Behavior Categories

After Level 1 normalization, the input features and behavioral representations used in each study
were analyzed and aligned with the Level 2 observable behavior categories defined in Section 3. Level 2
was constructed not based on attack objectives, but on the behavioral characteristics actually used in the
experiments presented in prior studies. Representative features used in prior work to observe behavioral
patterns include the following:

o Packet length mean

o Upload/download ratio

o  Session duration

o Inter-arrival time

«  Repeated destination access
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However, simply listing such features makes direct comparison across studies difficult. Therefore, this
study realigned these individual features into higher-level behavioral categories. For example:

«  Packet length distributions and upload/download ratios — Packet Size and Directionality Patterns
»  Session duration and connection frequency — Connection and Session Behavior Patterns

o  Periodic communication interval analysis — Temporal and Periodicity Patterns

«  Repeated connections to identical destinations — Destination and Communication Relationship

The reconstructed behavioral categories are as follows:

o  Traffic Rate and Burst Patterns

o Packet Size and Directionality Patterns

o  Temporal and Periodicity Patterns

«  Connection and Session Behavior Patterns

o Destination and Communication Relationship Patterns

4.2.4 Ambiguity and Multi-Label Handling Principles

When specific attack objectives were not explicitly indicated, such as in labels like “Malicious Traffic” or
“Anomaly”, the most appropriate Level 1 attack objective category was assigned by comprehensively reviewing
the experimental settings, dataset composition, and threat model descriptions provided in the paper. Only
when the attack objective could not be reasonably identified was the label classified as “Generic Malicious
Activity”. In some studies, a single attack was associated with multiple observable behavioral categories, or a
single model was designed to detect multiple attack objectives simultaneously. Cases were also identified in
which a single attack was related to multiple Level 2 behavioral categories. In such cases, this study adopted
a many-to-many mapping strategy based on the following principles:

o  When a single Original Label was related to multiple Level 1 objectives, the label was mapped to all
relevant attack objectives.

o  When a study used multiple Level 2 behavioral categories, all applicable categories were recorded in
order to preserve the multidimensional relationship between attack objectives and observable behaviors.

These processing principles reflect the conceptual framework presented in Section 3, in which the
relationship between attack objectives and observable behaviors is inherently non-deterministic. This
provides the interpretative basis for the mapping results presented in Section 4.3.

4.3 Distribution of Studies across Attack Objectives (Level 1)

This section presents the distribution of the selected 53 studies across the Level 1 attack objectives defined
in Section 3. The purpose of this analysis is not to redefine the Level 1 categories, but to examine how existing
research has been structured in terms of attack intent.

4.3.1 Classification Results Based on Level 1

After normalization, the 53 selected studies were categorized according to the Level 1 attack objective
taxonomy defined in Section 3. Table 8 summarizes the number of studies in each Level 1 category together
with their corresponding paper identifiers (P01-P53). Studies primarily focused on application identification
do not explicitly model attack intent and are therefore categorized as Non-Attack-Oriented.
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Table 8: Distribution of selected studies across Level 1 attack objectives.

Level 1 Category Count Paper IDs
P01, P03, P04, P06, P07, P09, P10, P11, P17, P19, P20, P22, P23,
Non-Attack-Oriented 36 P24, P25, P26, P28, P29, P30, P31, P32, P33, P34, P35, P36,

P37, P38, P39, P43, P44, P45, P46, P50, P51, P53

Command and Control (C2)

L 12 P02, P08, P12, P14, P15, P16, P18, P21, P27, P41, P42, P52
Communication
Reconnaissance and Scanning 2 P13, P40
Data Exfiltration 1 P05
Disruption and Denial of 5 P48, P49

Service

The full mapping between paper identifiers and paper titles is provided in Appendix A. This classifica-
tion provides the basis for analyzing the distribution of research attention across different attack objectives.

4.3.2 Distribution and Structural Implications of Level 1 Classification

The distribution of the 53 selected studies across Level 1 attack objectives is summarized as follows:

o Non-Attack-Oriented: 67.9% (36 studies)

¢« Command and Control (C2) Communication: 22.6% (12 studies)
o Reconnaissance and Scanning: 3.8% (2 studies)

o  Data Exfiltration: 1.9% (1 study)

o Disruption and Denial of Service: 3.8% (2 studies)

Non-attack-oriented studies constitute the majority of the literature. This indicates that a substantial
portion of recent encrypted traffic research focuses on application identification rather than explicit attack
intent modeling. In other words, the field appears to have emphasized traffic classification performance and
model design (“how to detect”) more strongly than structured attack-objective representation (“what to
detect”). Among attack-oriented studies, Command and Control (C2) communication detection accounts
for the largest share. This may reflect the relatively stable behavioral characteristics of C2 communication in
encrypted environments and its central role in post-compromise attack stages.

In contrast, only one study explicitly focused on Data Exfiltration as a primary attack objective, and
none of the selected studies explicitly centered on Disruption and Denial of Service within the defined
timeframe. This does not imply that these attack objectives lack importance; rather, it suggests that intent-
driven modeling of these objectives in encrypted traffic contexts remains comparatively limited within the
analyzed corpus. Similarly, studies addressing Reconnaissance or Intrusion and Exploitation constitute a
relatively small proportion of the dataset. This may be associated with the inherent difficulty of reliably
identifying early-stage or exploit-driven attacks using only observable encrypted traffic behaviors. Overall,
the observed distribution provides a structural overview of how recent encrypted traffic research is organized
across attack objectives. This distributional perspective establishes the foundation for further examining
how attack intent is operationalized through observable behavioral abstractions in encrypted environments.
The distribution of attack objectives across the 53 selected studies reveals a clear imbalance in research
focus. A substantial proportion of studies fall under the Non-Attack-Oriented category, primarily focusing
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on generic traffic classification, malware detection, or encrypted traffic analysis without explicitly modeling
attack intent. Although Al-based detection techniques are widely applied, explicit modeling of attack
objectives remains comparatively underexplored. This suggests that the research community has prioritized
performance optimization and classification accuracy over structured, intent-aware threat modeling. This
imbalance further justifies the necessity of the proposed Level 1-2-3 taxonomy framework.

4.3.3 Distinction between Attack-Oriented and Non-Attack-Oriented Studies

Level 1 classification results indicate that the selected studies can be broadly divided into two groups:
attack-oriented studies and non-attack-oriented studies. Attack-oriented studies explicitly define and detect
specific attack objectives, whereas non-attack-oriented studies focus on application identification, traffic
classification, or general anomaly detection without assuming a specific attack intent. Non-attack-oriented
studies often emphasize representation learning and model performance in encrypted environments rather
than attack objectives themselves. This distinction suggests that prior studies differ not only in their targets,
but also in whether their design is driven primarily by attack intent or by feature/model optimization.
Such a distinction provides an important basis for interpreting the relationship between research objectives,
behavioral patterns, and detection models in the subsequent Level 2 and Level 3 analysis.

4.3.4 Significance of Level 1 Normalization

Level 1 classification is not simply a process of listing studies by attack type, but rather a normalization
procedure that reorganizes prior work under a unified attack-objective framework despite differences in
datasets and label definitions. Through this process, heterogeneous attack labels used across prior studies
are transformed into a common attack-objective structure, making cross-study comparison possible. This
allows us to identify which attack objectives have been repeatedly studied in encrypted traffic environments
and which remain relatively underexplored.

Furthermore, the results of this section provide the basis for the Level 2 behavioral analysis presented
in Section 4.4, enabling structural examination of the relationship between attack objectives and observable
network behaviors. This contributes to validating the hierarchical analytical framework proposed in this
study for encrypted traffic intrusion detection.

4.4 Distribution of Observable Behavioral Representations (Level 2)

Level 2 refers to the observable behavioral characteristics actually utilized by Al-based models in
encrypted environments. In this section, based on the Level 2 categories defined earlier, the 53 selected studies
are analyzed to identify which observable network behaviors were used as input features for attack detection.

4.4.1 Overall Distribution of Level 2 Behavioral Categories

The Level 2 taxonomy introduced in this study categorizes observable behavioral representations into
five. Based on the Level 2 behavioral categories defined in this study, the input features used in each
paper were analyzed and mapped to the corresponding categories. Since many studies employed multiple
behavioral categories simultaneously, overlapping assignments were allowed. The results are summarized as
follows:

o  Packet Size and Directionality Patterns: 6 studies

»  Connection and Session Behavior Patterns: 26 studies

»  Temporal and Periodicity Patterns: 24 studies

o  Destination and Communication Relationship Patterns: 4 studies
«  Traffic Rate and Burst Patterns: 3 studies
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These results indicate that the behavioral representations used in encrypted environments are con-
centrated primarily on statistical and temporal characteristics observable at the session and flow level. In
particular, Connection and Session Behavior Patterns (26 studies) and Temporal and Periodicity Patterns
(24 studies) account for the largest share, showing that most prior work has relied on session duration, the
number of connections, packet inter-arrival time, and periodic communication intervals as key behavioral
indicators. This suggests that, because payload contents cannot be directly inspected in encrypted envi-
ronments, attack detection has been largely based on session-level stability and time-dependent behavioral
characteristics. In contrast, Packet Size and Directionality Patterns (6 studies), Destination and Communi-
cation Relationship Patterns (4 studies), and Traffic Rate and Burst Patterns (3 studies) were used much less
frequently. This implies that packet size and directionality features, long-term relationship-based features
such as repeated host-destination communication or destination diversity, and traffic rate or burst-based
indicators have played a relatively limited role in prior encrypted traffic analysis studies. Such underuse may
be attributed to the fact that these features often require more specific attack conditions, longer observation
windows, or additional contextual information about communication relationships.

4.4.2 Level 1-Level 2 Cross-Mapping Matrix

To analyze the structural relationship between attack objectives (Level 1) and observable behavioral
representations (Level 2), a cross-mapping matrix was constructed based on the 53 analyzed studies. Fig. 6
shows the distribution of the analyzed studies across the Level 1 attack objective categories.
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Figure 6: Distribution of studies across Level 1 attack objectives.

The matrix summarizes how frequently specific behavioral representations appear in studies targeting
each attack objective category. Table 9 presents the mapping results between Level 1 attack objectives and
Level 2 behavioral representations. Fig. 7 provides a heatmap visualization of this relationship, where darker
cells indicate a greater number of studies utilizing the corresponding behavioral representation.

Because some studies employ multiple behavioral representations, each representation was counted

independently, and therefore a single study may contribute to multiple Level 2 categories. The matrix
highlights several notable patterns.
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Table 9: Cross-mapping matrix between Level 1 attack objectives and Level 2 observable behavioral representations
across the analyzed studies. Multiple representations per study are counted independently.

Level 2
. Destinati
Level 1 Packet & Traffic Rate Temporal & Conne?tlon estlnat.lon -&
. . O & Session Communication
Direction & Burst Periodicity ) ) )
Behavior Relationship

C2 Communication 0 1 9 2 0
Data Exfiltration 0 0 0 0 1
Disruption/DoS 0 0 1 1 0
Reconnaissance 0 1 1 0 0
Non-Attack-Oriented 6 1 9 10 1

Note: 5 Level 2 categories only. Multiple representations per study are counted independently.

Cross-Mapping Between Level 1 Attack Objectives
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Figure 7: Cross-mapping heatmap between Level 1 attack objectives and Level 2 observable behavioral categories.
Darker cells indicate a greater number of studies utilizing the corresponding behavioral representation.

First, Command and Control (C2) communication is strongly associated with temporal and session-
level behavioral representations. Many studies rely on periodic communication patterns and persistent
connection behavior to identify C2 infrastructures in encrypted environments where payload inspection is
not possible. Second, Disruption and Denial-of-Service attacks appear in studies that utilize both traffic burst
dynamics and session-level statistics, reflecting the importance of capturing abnormal traffic intensity and
connection behavior during service disruption attempts. Third, Reconnaissance activities are primarily asso-
ciated with rate-based and temporal patterns, which correspond to repeated scanning attempts or distributed
probing behavior across network targets. Finally, Non-Attack-Oriented studies, such as application identifi-
cation or general encrypted traffic classification, are distributed across multiple behavioral categories. These
studies most frequently utilize session-level statistics and temporal characteristics, reflecting the dominant



Comput Model Eng Sci. 2026;148(1):5 27

role of aggregated flow behavior in encrypted traffic analysis. Overall, the cross-mapping matrix reveals that
encrypted traffic detection research tends to rely on a limited set of behavioral abstractions—particularly
session persistence and temporal periodicity—to infer malicious activity in the absence of payload visibility.
This observation supports the necessity of separating attack intent and behavioral representation within a
structured taxonomy framework.

Furthermore, this matrix empirically supports the many-to-many relationship between attack objectives
and observable behavioral categories proposed in Section 3. No attack objective is uniquely associated
with a single behavioral abstraction, and no behavioral representation exclusively corresponds to a single
attack objective. This indicates that, in prior studies, the alignment between attack intent (Level 1) and
behavioral abstraction (Level 2) has largely remained implicit. Most existing studies tend to select behavioral
representations primarily to improve model performance rather than to systematically explain how those
representations correspond to specific attack objectives. These observations suggest the need for further
examination of how behavioral abstractions influence the design of Level 3 detection techniques, which is
analyzed in the following section.

4.4.3 Structural Role of Behavioral Abstraction

The Level 2 analysis reveals that encrypted traffic research differs not only in attack categories but also
in behavioral abstraction levels. Behavioral abstraction can be broadly categorized into:

o Low-level abstraction: packet length, direction, basic statistics
o Mid-level abstraction: session persistence, flow statistics, temporal dependency
«  High-level abstraction: graph-based interactions

Fig. 8 illustrates the behavioral abstraction pyramid of Level 2 observable network behaviors, highlight-
ing the progression from packet-level representations to higher-level relational abstractions.

Behavioral Abstraction Pyramid (Level 2)

High-level Destination

relationships

Upper-mid

Session & Flow

Mid-level Temporal & Periodicity

Lower-mid
W ! Rate / Burst
Low-level
Packet & Direction

Figure 8: Behavioral abstraction pyramid of Level 2 observable network behaviors.

The majority of studies concentrate on mid-level abstraction, while high-level relational modeling
remains relatively limited. This progression from packet-level to structural abstraction reflects ongoing
attempts to compensate for payload invisibility through behavioral modeling. However, despite the diversity
of model architectures, behavioral representations remain concentrated within a relatively narrow abstrac-
tion spectrum. These abstraction levels provide a structural bridge to the Level 3 model analysis presented
in Section 4.5.
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4.5 Detection Techniques across Behavioral Patterns (Level 3)

This section analyzes the detection models and learning strategies (Level 3) used in the 53 selected
studies and examines how they structurally correspond to Level 2 behavioral representations. Level 3
represents the AT model architectures and learning paradigms employed for encrypted traffic detection and
reflects the technical evolution of the field.

4.5.1 Distribution of Detection Techniques

The models used in the selected studies were categorized as follows:

o  Traditional machine learning (e.g., Random Forest, SVM)
o  CNN-based deep learning models

o  RNN/LSTM-based sequence models

o  Transformer-based models

o Graph Neural Networks (GNN)

«  Contrastive learning approaches

o  Pre-trained/Foundation model approaches

o  Federated learning approaches

o  Generative model-based approaches

(Multiple models per study were counted independently.)

The analysis reveals several trends:

o  Transformer-based models and pre-training approaches have increased in recent studies.

o« CNN and RNN architectures remain widely adopted, particularly in packet-length and temporal
sequence modeling.

e GNNs are primarily employed when destination relationships or communication graphs are explic-
itly modeled.

o Traditional machine learning approaches are more common in early studies or resource-
constrained settings.

o  Federated and generative approaches appear in specialized contexts such as distributed environments
or limited data scenarios.

Overall, the results indicate significant architectural diversity in encrypted traffic detection research.

4.5.2 Structural Coupling between Behavioral Representation and Model Architecture

The analysis reveals a consistent structural coupling between Level 2 behavioral abstractions and Level 3
model selection. For example, temporal behavioral representations such as packet length sequences, periodic
intervals, and inter-arrival times are commonly paired with sequence-based models such as RNN, LSTM,
GRU, and Transformer architectures. This reflects the natural compatibility between temporal abstractions
and sequential modeling capabilities. In particular, C2-oriented studies that rely on periodic communi-
cation patterns predominantly employ temporal sequence models, indicating architectural specialization
for persistence modeling. In contrast, session- and flow-level statistical features such as session duration,
number of flows, and upload/download ratio are typically encoded as fixed-length feature vectors. As a
result, these representations are frequently combined with CNN-based architectures or traditional machine
learning models such as Random Forest and SVM. Graph-based behavioral representations, including
destination relationships and communication structures, are consistently associated with GNNs. Because
relational modeling requires explicit structural learning mechanisms, architectural selection in these cases
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directly reflects the structural characteristics of the behavioral abstraction. Traffic rate and burst patterns are
primarily addressed using traditional machine learning techniques, suggesting that burst-based statistical
features can often be effectively handled without requiring deep architectural complexity. In contrast, hybrid
or multimodal behavioral representations tend to employ ensemble or composite architectures in order to
integrate multiple abstraction levels within a unified detection framework. Overall, these findings indicate
that model architecture selection is more strongly determined by the level of behavioral abstraction than by
attack objective. In other words, architectural diversity at Level 3 does not necessarily imply diversification
of attack-objective modeling at Level 1. Rather, it reflects technical adaptation to specific forms of observable
network behavior. This structural dependency highlights the importance of separating attack intent (Level 1)
from behavioral abstraction (Level 2) within a unified taxonomy framework. Without such separation,
architectural innovation may be misinterpreted as conceptual expansion in attack modeling.

4.5.3 Integrated Structural Summary of the Three-Level Mapping

Integrating the Level 1-Level 2-Level 3 mapping reveals several structural characteristics of contem-
porary encrypted traffic detection research. First, research attention across attack objectives (Level 1) is
uneven. A substantial proportion of studies fall under Non-Attack-Oriented categories, while C2 detection
dominates among explicitly attack-oriented works. Objectives such as Data Exfiltration, Reconnaissance, and
Disruption/DoS remain comparatively underrepresented. Second, behavioral representations (Level 2) are
predominantly centered on mid-level abstractions, particularly session statistics and temporal dependencies.
Fine-grained packet-level semantics and high-level relational modeling remain less explored in comparison.
Third, model architectures (Level 3) exhibit significant diversity, including CNNs, RNNs, Transformers,
GNNs, federated learning, and generative approaches. However, this architectural diversity largely operates
within a relatively narrow behavioral abstraction spectrum. Fourth, architectural evolution appears to follow
behavioral abstraction complexity. As representations move from statistical flow features toward relational or
sequential abstractions, model architectures shift toward structurally expressive forms such as Transformers
and GNNs. Collectively, these findings suggest that encrypted traffic detection research has progressed
primarily through refinement of behavioral abstraction and architectural sophistication rather than through
systematic expansion of attack-intent modeling. Fig. 9 provides an integrated overview of the proposed three-
level taxonomy, illustrating how attack objectives (Level 1), observable behavioral representations (Level 2),
and detection models (Level 3) are structurally connected through behavioral abstraction.

Three-Level Taxonomy Summary

Data Destination &
Exfiltration Relationship Models
Cc2 . Transformer
/ Communication \ / SSsSion & Eok \ ,

Intrusion & Graph Neural
/ Exploitation Rate Bust Networks

Reconnaissance Packet & Direction CNN/RNN Models
& Scanning

Figure 9: Overview of the proposed three-level taxonomy for Al-based encrypted traffic analysis. Level 1 represents
attack objectives, Level 2 observable behaviors, and Level 3 detection models. The framework shows how behavioral
representations connect attack intent and model architecture.
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From an intrusion detection system (IDS) perspective, this structural configuration reveals two critical
gaps:
1.  Explicit alignment between attack intent and behavioral abstraction remains insufficiently articulated.
2. Architectural advancement has not been consistently integrated with intent-aware detection objectives.

The proposed three-level taxonomy addresses these gaps by:

«  Separating attack objectives (Level 1) from behavioral evidence (Level 2),
o  Structuring architectural implementations (Level 3) within this dual-layer framework,
«  Restoring a coherent IDS-oriented interpretation of encrypted traffic analysis research.

This integrated view validates the practical utility of the Level 1-Level 2-Level 3 taxonomy beyond
statistical categorization. It demonstrates how structured normalization and cross-level mapping enable
systematic identification of research imbalances, underexplored objective-behavior regions, and architec-
tural concentration patterns. The implications of this structural configuration for detection robustness,
real-time deployment, and future research directions are discussed in the next section. Fig. 10 presents the
proposed analytical framework of encrypted traffic analysis. Under encryption constraints, where payload
information is not accessible, intrusion detection relies on observable behavioral abstractions. In this frame-
work, behavioral representation (Level 2) acts as a critical mediation layer that connects attack objectives
(Level 1) and detection models (Level 3). The relationship between Level 1 and Level 2 is inherently many-
to-many, while model selection is largely determined by the characteristics of behavioral representation.
This structure explains why architectural diversity does not necessarily correspond to diversification in
attack-objective modeling.

Analytical Framework: Intent-Behavior-Model Coupling
in Al-based Encryption Traffic Detection

Encryption Constraint
Payload is not accessible. Only metadata (e.g., packet size, timing, direction) can be observed.
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Figure 10: Analytical framework illustrating how behavioral abstraction (Level 2) mediates the relationship between
attack objectives (Level 1) and detection models (Level 3) under encryption constraints. The framework highlights the
many-to-many relationship between attack objectives and observable behaviors, and the dependency of model selection
on behavioral representation.
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4.6 Public Datasets and Evaluation Practices in AI-Based Encrypted Traffic Analysis

Experimental evaluation in encrypted traffic analysis is strongly influenced by both benchmark dataset
selection and evaluation methodology. Therefore, understanding commonly used datasets and evaluation
metrics is essential for interpreting reported detection performance across studies.

4.6.1 Commonly Used Public Datasets

The evaluation of encrypted traffic detection methods heavily relies on publicly available network
intrusion detection system (NIDS) datasets. As summarized in Table 10 and Appendix A Table Al, a total of
13 representative public and self-collected datasets were identified across the analyzed studies. Among them,
a small subset of benchmark datasets appears frequently, with ISCX VPN-nonVPN, USTC-TFC2016 being
the most frequently used datasets, followed by CICIDS2017, and ISCX Tor-nonTor. However, the distribution
of dataset usage is highly imbalanced. In particular, ISCX VPN-nonVPN and USTC-TFC2016 dominate the
experimental evaluation, each appearing in more than 20 studies within the analyzed corpus. In contrast,
many other datasets, such as CTU-13, Bot-IoT, and various self-collected enterprise datasets, are used only
once or in a limited number of studies.

Table 10: Public benchmark datasets used in the analyzed studies and their associated attack objectives.

Dataset g(s)?lii Representative Attacks/Traffic Evaluated Level 1 Objectives
ICS VPN-nonVPN 28 VPN and non-VPN encrypted application traffic Non-Attack Oriented
USTC-TEC2016 2% Malware traffic, encrypted benlgr.l apPhcatlon traffic, Control & Commanq (C2),
and botnet communication Malware Propagation
CICIDS2017 6 DoS, DDoS, PortScan, Botnet, brute force, infiltration Dlsruptlon/DOSC,;{ ecconnaissance,
ISCX Tor-nonTor 4 Tor and non-Tor encrypted traffic Non-Attack-Oriented
UNSW-NBI5 4 Generic intrusion behav1or§, exploits, reconnaissance, Reconnaissance, Distruption/DoS
fuzzing
AWF Dataset 2 Encrypted web traffic and website fingerprinting traces Non-Attack-Oriented
DataCon2020 ) Encrypted malicious traffic and abnormal encrypted C2, Generic Mal}aous
flows Communication
CSTNET-TLS1.3 2 TLS 1.3 encrypted traffic sessions Non-Attack-Oriented
CIC-AndMal-2017 1 Android malware communication traffic C2, Malware Propagation
CTU-13 1 Botnet communication scenarios span bot activity Control & Command (C2)
IoT botnet traffic, DDoS, reconnaissance, data Disruption/DoS, Reconnaissance,
Bot-IoT 1 . .
exfiltration Data Exfiltration
QUIC-related . .
self-collected datasets QUIC-encrypted application traffic Non-Attack-Oriented
Multiple
Self-collected isolated Organization-specific encrypted traffic Varies depending on scenario

enterprise datasets
cases

Representative datasets used in encrypted traffic analysis include:

o ISCX VPN-nonVPN: A widely used dataset for encrypted traffic classification, distinguishing between
VPN and non-VPN traffic
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o USTC-TFC2016: A dataset containing labeled traffic for both benign applications and malware
communication

« CICIDS2017: A comprehensive dataset covering various attack types, including DoS and infiltration

o ISCX Tor-nonTor: A dataset used for distinguishing Tor and non-Tor encrypted traffic

o« UNSW-NBI5: A general-purpose intrusion detection dataset containing exploits, reconnaissance,
fuzzing, and generic intrusion behaviors

These datasets differ significantly in terms of attack scenarios, traffic composition, labeling granularity,
and feature representation. These differences directly affect which attack objectives (Level 1) and observable
behavioral patterns (Level 2) are represented during model training and evaluation. This diversity indicates
that experimental results are strongly influenced by dataset selection rather than solely by model design.
Consequently, direct performance comparison across studies should be interpreted with caution. In partic-
ular, datasets emphasizing botnet communication or long-lived encrypted sessions tend to reflect Control
and Command (C2)-oriented objectives, whereas datasets dominated by scanning or flooding behaviors are
more strongly associated with Reconnaissance or Disruption objectives.

4.6.2 Evaluation Metrics

Al-based encrypted traffic detection studies commonly evaluate model performance using standard
classification metrics such as accuracy, precision, recall, Fl-score, and AUC. However, the operational
requirements of NIDS environments introduce additional considerations, including class imbalance, false
alarm reduction, and real-time detection capability.

In encrypted traffic analysis, evaluation metrics may be significantly affected by traffic imbalance,
heterogeneous attack distributions, and low-rate attack scenarios. Consequently, conventional classification
metrics alone may not fully capture the practical challenges of encrypted traffic detection in operational
NIDS environments. Highly imbalanced datasets and low-rate attack scenarios may cause overall accuracy to
overestimate practical detection capability. In operational NIDS environments, recall and false positive rates
are particularly important because excessive false alarms may overwhelm security analysts, while missed
detections may allow malicious encrypted traffic to remain undetected. In addition, real-time detection
requirements are not adequately reflected by conventional offline evaluation metrics.

The analyzed studies exhibit a strong concentration on a small number of benchmark datasets,
particularly ISCX VPN-nonVPN and USTC-TFC2016. Moreover, different datasets emphasize different
attack objectives and observable behavioral representations, indicating that dataset selection implicitly
constrains the Level 1 attack objectives and Level 2 behavioral representations learned by Al-based detection
models. Similar observable network behaviors may correspond to different attack objectives in encrypted
traffic environments. Because payload visibility is limited, behavioral representations such as periodic
communication, burst transmission, or long-lived sessions do not uniquely determine attack objectives. As
a result, the same benchmark dataset may support the evaluation of multiple Level 1 objectives depending
on the selected traffic subsets, attack scenarios, and feature representations. Although some datasets were
originally developed for general intrusion detection or encrypted traffic classification, the analyzed studies
frequently reused them for different analytical purposes, including encrypted traffic classification, malware
communication analysis, botnet detection, and general NIDS evaluation.

4.6.3 Implications for Comparative Analysis

The diversity of datasets and evaluation metrics introduces significant variability in experimental
settings across studies. As a result, model performance is often influenced not only by architectural design,
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but also by dataset characteristics and evaluation criteria. The diversity of datasets and evaluation metrics
introduces significant variability in experimental settings across studies. As a result, model performance
is influenced not only by architectural design, but also by dataset composition, attack distribution, feature
representation, and evaluation criteria. Consequently, direct performance-based comparison across studies
may provide an incomplete understanding of encrypted traffic detection capability. These observations
further support the need for a structural analysis framework that focuses on the relationship between
attack objectives, behavioral representations, and detection models, rather than relying solely on reported
performance metrics.

5 Comparative Structural Analysis of Encrypted Traffic Detection Research

This section synthesizes the Level 1-Level 2-Level 3 mapping results presented in Section 4 to analyze
which attack objectives have been most frequently studied, which behavioral representations have been most
commonly used, and which models have been repeatedly combined with specific behavioral representations
across encrypted traffic analysis research. The purpose of this section is not to compare the performance
of individual studies, but rather to identify the hierarchical relationships and recurring research tendencies
among attack intent, behavioral representation, and model architecture.

5.1 Structural Distribution across the Three Levels
The distribution of studies across the three levels reveals several important structural characteristics.

First, research attention at the attack-objective level (Level 1) is highly imbalanced. A substantial
proportion of studies fall into non-attack-oriented categories, indicating that much of the existing research
prioritizes traffic classification or application identification over explicit attack-intent modeling. Among
attack-oriented studies, C2 detection dominates, while objectives such as data exfiltration, reconnaissance,
and disruption remain comparatively underexplored. This suggests that current research is not evenly aligned
with the full spectrum of real-world attack objectives, but instead concentrates on a narrow subset of post-
compromise behaviors. Second, behavioral representations (Level 2) are strongly concentrated on mid-level
abstractions, particularly session-level statistics and temporal patterns. In contrast, fine-grained packet-
level semantics and high-level relational or graph-based representations are relatively underutilized. This
indicates that the choice of behavioral abstraction is constrained not only by observability under encryption
but also by prevailing feature engineering practices. Third, model architectures (Level 3) exhibit significant
diversity, including CNNs, RNNs, Transformers, and GNNs. However, this diversity is largely confined
within a limited range of behavioral abstractions. This reveals that architectural innovation has progressed
independently of expansion in behavioral representation, leading to a concentration of models operating on
similar input spaces.

5.2 Cross-Level Coupling Patterns

Beyond individual distributions, the interaction between levels reveals deeper structural dependencies.
As behavioral representations evolve from statistical features to sequential and relational abstractions, model
architectures correspondingly shift toward more expressive forms such as Transformers and GNNs. This
indicates that model selection is not directly determined by attack objectives, but is instead mediated by
the level of behavioral abstraction. Furthermore, the relationship between attack objectives (Level 1) and
behavioral patterns (Level 2) is inherently many-to-many. A single attack objective can manifest through
multiple behavioral patterns, while similar behavioral patterns may correspond to different attack objectives.
This suggests that attempts to directly map attack types to models without considering behavioral abstraction
are structurally limited. The mapping presented in Table 11 is derived from a systematic analysis of 53 studies,
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rather than a predefined categorization. In addition, Table 12 summarizes the relevance of evaluation metrics
from the perspective of practical NIDS deployment and operational requirements.

Table 11: Common evaluation metrics used in Al-based encrypted traffic analysis.

Metric Definition Interpretation
Accuracy Ratio of correctly classified samples Overall classification performance
Precision Ratio of correctly predicted positive samples Reliability of positive alerts
Recall Ratio of detected positive samples Ability to detect malicious traffic
Fl-score Harmonic mean of precision and recall Balanced evaluation under class imbalance
AUC Area under the ROC curve Threshold-independent discrimination capability

Table 12: Relevance of evaluation metrics in NIDS environments.

Metric Relevance in NIDS environments
Accuracy May be misleading under highly imbalanced traffic distributions
Precision Important for reducing false alerts and analyst workload
Recall Critical because missed attacks may remain undetected
Fl-score Useful for balancing false positives and false negatives
AUC Useful for comparing detection capability across thresholds
False Positive Rate Operationally important in large-scale monitoring systems

As shown in Table 13:

1. Packet-level representations are primarily associated with non-attack-oriented studies and are typically
combined with CNN or Transformer architectures.

2. Temporal abstractions are strongly linked to C2 detection and frequently paired with RNN or
Transformer models.

3. Session/flow-based representations are coupled with C2 and certain intrusion studies, often imple-
mented using CNN or traditional ML approaches.

4. Graph-based representations appear in intrusion detection and advanced C2 modeling, exclusively in
conjunction with GNN architectures.

These patterns indicate that the relationship between intent and model is not direct. Instead, behavioral
representation (Level 2) operates as a structural mediator. Model selection is more strongly influenced by
the type of behavioral abstraction than by the attack objective itself.

To further validate these observations, we analyze the distribution of behavioral representations across
attack objectives. Temporal behaviors show a higher association with C2-related objectives (7/18, 38.9%),
whereas session-based representations are relatively more associated with non-attack-oriented studies (3/10,
30.0%). This distribution empirically supports that behavioral abstraction is closely linked to specific attack
objectives. This indicates that model selection is not arbitrary, but strongly conditioned on the level of
behavioral abstraction. Furthermore, overlap analysis reveals that each attack objective is associated with
multiple behavioral representations, and each behavioral category corresponds to multiple attack objectives.
On average, each attack objective is associated with approximately 2-3 behavioral categories, indicating that
multi-mapping is an empirically observed structural property rather than an assumption.
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Table 13: Structural coupling across levels (based on 53 studies).

Level 2 Typical Level 3
Behavioral Associated Level 1 Objectives P! Paper IDs
. Techniques/Models
Representation
Transformer-based models,
P?Cket. & Non-Attack-Oriented CNN variants, and hybrid deep Pol, 24, 29, P30, P35,
Direction . P39
learning models
Reconnaissance, C2 (partial), Traditional ML (SVM, RE,
Rate/Burst Non-Attack-Oriented (partial) XGBoost), Hybrid models P13, b3l 52
P02, P03, P06, P07, P08,
C2, Disruption/DoS, RNN, LSTM, GRU, Transformer, P11, P12, P14, P15, P16,
Temporal

Reconnaissance, Non-Attack and Autoencoder-based models P19, P22, P27, P28, P32,
P34, P38, P40, P42, P49

P09, P17, P18, P20, P23,
P25, P26, P27, P33, P36,
P37, P43, P44

CNN, Transformer, Traditional

Session & Flow  C2, Disruption/DoS, Non-Attack ML, GNN, Hybrid architectures

Graph Neural Networks (GNN),
Data Exfiltration, Non-Attack Autoencoder, Sequence-based P05, P53
models

Destination &
Relationship

5.3 Structural Implications for Encrypted Traffic Detection

The observed structural patterns lead to several key implications. First, the lack of explicit alignment
between attack objectives and behavioral representations highlights a fundamental gap in current research.
This implies that detection strategies are often designed around available features rather than the underlying
attack intent. Second, the concentration of studies in specific objective-behavior regions indicates the
existence of underexplored areas within the taxonomy. This reveals opportunities for future research to
target combinations of attack objectives and behavioral representations that have received limited attention.
Third, the dependence of model selection on behavioral abstraction suggests that improvements in detection
performance may be more effectively achieved through diversification of behavioral representations rather
than solely through architectural innovation. This indicates that advancing feature abstraction is a critical
factor for improving detection capability in encrypted environments.

5.4 Summary of Findings

Overall, the analysis demonstrates that encrypted traffic detection research is structurally organized
around a hierarchical relationship in which behavioral abstraction mediates the connection between attack
intent and model architecture. This reveals that behavioral representation plays a central role in determining
both the scope of detectable attack objectives and the selection of appropriate learning models.

5.5 Case Study: Behavior Representation in C2 Detection

Command-and-Control (C2) communication is one of the most extensively studied attack objectives in
encrypted traffic analysis, as it represents a critical stage of post-compromise persistence. To demonstrate the
practical implications of the proposed framework, we present a case study on C2 detection. In this case study,
we analyze how different behavioral representations (Level 2) influence the selection of detection models
(Level 3) for the same attack objective (Level 1), demonstrating the practical implications of the proposed
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framework. Under encryption constraints, where payload inspection is not feasible, C2 activities manifest
through observable network behaviors such as periodic communication patterns, long-lived sessions, and
low-rate beaconing traffic. These manifestations can be captured at different levels of abstraction, including
packet-level, session-level, and temporal representations. At the packet-level, C2 traffic is represented using
features such as packet sizes, inter-arrival times, and direction sequences. This representation provides fine-
grained information but often lacks sufficient contextual continuity to capture long-term communication
patterns. As a result, models such as convolutional neural networks (CNNs) or sequence-based models
(e.g., RNNs) are typically employed to extract local patterns from packet sequences. However, packet-
level representations alone may struggle to distinguish C2 traffic from benign periodic applications due to
limited temporal context. At the session-level, C2 behavior is modeled using aggregated statistics such as
flow duration, total bytes, packet counts, and bidirectional interaction patterns. This level of abstraction
provides a more holistic view of communication sessions, enabling traditional machine learning models
(e.g., SVM, Random Forest) as well as deep learning models to identify anomalous patterns. While session-
level representations improve robustness, they may obscure fine-grained temporal dynamics that are critical
for identifying stealthy C2 channels. At the temporal level, C2 detection focuses on long-term behavioral
patterns, such as periodic beaconing, burst intervals, and time-series characteristics of communication.
This representation captures the persistence and regularity of C2 activities, making it particularly effective
for detecting low-rate or stealthy communication channels. Consequently, temporal models such as RNN,
LSTMs, GRUs, and Transformer-based architectures are more suitable for learning sequential dependencies
over time. Temporal representations are especially effective in distinguishing C2 traffic from normal
application traffic that lacks consistent periodicity. This comparison highlights that, for the same attack
objective (C2 detection), the choice of detection model is not directly determined by the objective itself, but
rather by the selected behavioral representation. Fig. 11 illustrates this relationship by showing how different
behavioral representations (Level 2) lead to different model selections (Level 3) for the same attack objective
(Level 1), demonstrating that model selection is mediated by behavioral abstraction rather than directly
determined by attack objectives.

Level 1: Attack Objective
C2 Detection
v v v
Level 2:Behavioral Representation Level 2:Behavioral Representation Level 2:Behavioral Representation
Packet-level Session-level Temporal-level
(size, direction, inter-arrival) (flow stats, duration, interaction patterns) (periodicity, beconing)

Level 3:Models Level 3:Models Level 3:Models

CNN /RNN SVM/RF/CNN LSTM / GRU / Transformer
(local pattern) (statistical) (sequential)

Figure 11: Case study illustrating how different behavioral representations (Level 2) influence the selection of detection
models (Level 3) for the same attack objective (C2 detection, Level 1). The figure shows that model selection is mediated
by behavioral abstraction rather than directly determined by attack objectives.

Packet-level representations favor local pattern extraction models, session-level representations enable
statistical learning approaches, and temporal representations require sequence modeling architectures.
From the perspective of the proposed framework, this case study demonstrates that behavioral abstraction
(Level 2) acts as a critical mediation layer that determines how attack objectives are translated into learnable
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representations and, consequently, which models are most effective. This observation provides practical
guidance for IDS design: selecting an appropriate behavioral representation is a prerequisite for effective
model selection and directly impacts detection performance.

6 Future Research Directions: Toward Intent-Behavior-Model Integration

The structural analysis in Section 5 shows that existing encrypted traffic research has concentrated
primarily on particular behavioral representations (Level 2) and model architectures (Level 3), while
attack-objective-driven modeling (Level 1) remains relatively limited. This chapter presents future research
directions for addressing this structural imbalance from three perspectives.

6.1 Expanding the Intent Space (Level 1 Expansion)

The results of this study show that current encrypted traffic research is relatively concentrated on
C2-oriented modeling, while other attack objectives, such as Data Exfiltration, Reconnaissance, and Dis-
ruption/DoS, are addressed much less frequently. In particular, the cross-mapping matrix indicates that
C2 is primarily associated with Temporal & Periodicity and Connection & Session Behavior Patterns,
whereas Data Exfiltration appears only in connection with Destination & Communication Relationship
representations. Reconnaissance and Disruption/DoS are also linked to only a limited subset of behavioral
representations. However, recent threat environments exhibit new intent-oriented characteristics that can-
not be sufficiently explained by traditional C2-centered detection alone. Examples include stealthy data
exfiltration through legitimate service channels such as DNS over HTTPS, QUIC, and CDN:s; intelligent
C2 mechanisms using content-level obfuscation; AI-driven adaptive communication attacks; and intent-
oriented intrusions that exploit behaviors inside specific application protocols. These changes require
expansion of intent-level modeling through more fine-grained and hierarchical attack-objective structures.
Future research should move beyond single attack-type classification and develop attack-objective frame-
works with hierarchical structures, while also modeling the structural relationships among attack objectives.

6.2 Expanding Behavioral Abstraction (Level 2 Expansion)

As observed in this study, encrypted traffic analysis tends to concentrate on a limited set of behavioral
representations, including Packet & Direction, Connection & Session Behavior, and Temporal & Periodicity.
In particular, most Non-Attack-Oriented studies and C2 studies are centered on session statistics and
temporal features, while Packet & Direction-based representations are primarily used in Non-Attack-
Oriented research. In contrast, Destination & Communication Relationship-based representations are rarely
used overall and appear mainly in Data Exfiltration studies. This indicates that current research mainly relies
on features that can be collected relatively reliably in encrypted environments, such as session duration,
number of connections, inter-arrival times, and periodic communication intervals. However, emerging
threats require more advanced behavioral abstractions. Examples of such future directions include:

Long-term consistency analysis of user and endpoint behavior beyond individual sessions

Semantic inference using implicit protocol structures and handshake metadata

Context-aware behavioral modeling that reflects network environments and service contexts
Concept-drift-based detection to address dynamic changes in attacker behavior

Relationship-based representations that capture repeated interactions and evolving relationships among
multiple entities

SANEERS N S I
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These observations suggest that Level 2 behavioral representations should expand beyond simple
session- and time-based features toward representations incorporating long-term relationships, interactions,
and contextual information.

6.3 Re-Aligning Intent-Behavior-Model

One of the most important structural findings of this study is that model selection tends to be
determined more directly by behavioral representation (Level 2) than by attack objective (Level 1). For
example, Transformers and LSTMs are repeatedly combined with sequence-based representations regardless
of attack objective, while CNNs and traditional machine learning models are repeatedly associated with
session-statistics-based features. Similarly, GNNs appear only when relationship-based representations are
used. However, these three layers have largely evolved separately. In current research, observable behavioral
representations (Level 2) are typically selected first, suitable model architectures (Level 3) are then applied,
and attack objectives (Level 1) are inferred from this combination. Future research therefore requires more
integrated approaches, including:

o Intent-aware Behavioral Design: explicitly designing behavioral representations according to
attack objectives

«  Hierarchical Intent Modeling: structuring attack objectives hierarchically and linking them to behav-
ioral representations

« Intent-Conditioned Representation Learning: incorporating attack intent as a conditioning factor
during representation learning

o  Multi-Intent Learning Frameworks: simultaneously modeling multiple attack objectives

«  Behavior-Model Decoupling: reducing the conventional coupling between particular behavioral repre-
sentations and particular model architectures

Ultimately, an integrated framework that co-designs Intent-Behavior-Model is required. This would
represent a transition beyond simple model performance improvement toward a structurally aligned
encrypted traffic detection framework in which attack objectives, behavioral representations, and model
architectures are explicitly connected.

7 Conclusion

This paper presents an analytical framework for encrypted traffic analysis based on a three-level struc-
ture consisting of attack objectives (Level 1), observable behaviors (Level 2), and detection models (Level 3),
and systematically analyzes 53 representative studies within this framework. The analysis reveals three major
structural characteristics of existing encrypted traffic research. First, there is a clear imbalance at the attack-
objective level. A substantial proportion of studies fall into the Non-Attack-Oriented category, focusing
on application identification or general classification rather than explicit attack-intent modeling. Among
attack-oriented studies, research is heavily concentrated on C2 detection, while other attack objectives
remain comparatively underexplored. Second, behavioral representations show a strong convergence toward
a limited set of abstractions. Although model architectures continue to evolve rapidly, most studies rely
on packet length, session statistics, and temporal periodicity. This indicates that the diversity of behavioral
abstraction has not expanded at the same pace as model innovation. Third, cross-level analysis reveals that
model selection is more strongly associated with behavioral representations than with attack objectives.
Rather than being directly connected, attack objectives and model architectures are structurally mediated
through behavioral representations. These findings suggest that encrypted traffic research has evolved more
around “how to detect” than “what to detect” Based on these observations, future research should explicitly
consider the hierarchical integration of Intent-Behavior-Model, with particular emphasis on intent-aware
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detection and the expansion of behavioral representations. By identifying structural imbalance and cross-
level coupling, this work provides a behavior-centric analytical framework that explains how detection
capability is structurally determined under encryption constraints. Rather than proposing a new detection
model, this study provides a structured analytical framework that enables consistent interpretation of
heterogeneous studies, which is difficult to achieve through model-centric evaluation alone. The proposed
framework can support practical IDS design by guiding the selection of appropriate behavioral representa-
tions based on detection objectives. This enables more interpretable and systematically designed detection
strategies in encrypted network environments.

Despite its contributions, this study has several limitations. The proposed taxonomy was developed
based on the current body of encrypted traffic detection literature and may require further refinement as
new attack types, behavioral representations, and foundation-model-based detection approaches continues
to emerge. In addition, the structural relationships identified in this study were derived through qualitative
literature analysis rather than large-scale experimental validation. Future work should investigate how the
proposed Level 1-Level 2-Level 3 framework can be quantitatively validated using benchmark datasets and
real-world encrypted traffic environments.
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Appendix A

Mapping of surveyed studies to the proposed Level 1-2-3 taxonomy: Each paper is categorized accord-
ing to attack objective (Level 1), observable network behavior pattern (Level 2), and detection technique
(Level 3). The table summarizes the datasets and feature representations used in each study.
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