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ABSTRACT: Autonomous vehicles are potentially more vulnerable to cyber-attacks compared to traditional human-
driven ones, as they employ electronic sensors to enable self-driving. Cybersecurity for autonomous vehicles will be
crucial in the near future. However, intrusion detection systems (IDSes) for vehicles are still in the early stages. Many
IDS models that claim to work for vehicles are actually built with traditional Internet datasets rather than those with
real vehicle data, which is impractical in reality. In this paper, IDS models are developed with Federated Learning (FL)
with the Car-Hacking and CAN-MIRGU datasets, which are obtained from real vehicles. The FL-based IDS models
achieve high attack-detection performance, while each local client retains their privacy by sharing only local model
weights rather than local datasets. Training of local models takes an extremely short time and is feasible in practice for
vehicles with low computational resources. Furthermore, different poisoning scenarios are performed on local clients
to demonstrate the high robustness of FL models. The FL-based IDS models are highly robust against poisoning attacks
and maintain high detection accuracy as long as the majority of local clients are not compromised.

KEYWORDS: Federated learning; intrusion detection; Controller Area Network (CAN bus); Vehicular Ad-hoc
Network (VANET); poisoning attack

1 Introduction

In recent years, the number of autonomous vehicles has grown rapidly around the world. In countries
such as the United States and China, self-driving taxis have become a revolutionary means of transportation
for passengers in major cities. Although autonomous vehicles have brought great convenience to transporta-
tion, statistical reports show that the accident rates of autonomous vehicles are generally higher than those
of human-driven cars. In addition, since autonomous vehicles make driving decisions based on information
obtained from various electronic devices, such as the Global Positioning System (GPS), Light Detection and
Ranging (LiDAR), cameras, and radars, they can be more vulnerable to cyber-attacks compared to traditional
human-driven vehicles. Therefore, as autonomous vehicles become the future trend of transportation, their
safety issues will become the main concern of all road users at the same time.

To protect autonomous vehicles from cyber-attacks, a potential solution is to develop new Intrusion
Detection Systems (IDSes) for vehicles. Firstly, IDS models should be built with datasets obtained from real
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vehicle data so that they are more practical for detecting attacks in vehicular networks. Moreover, since
autonomous vehicles have very limited computational resources, which differ from those of computers,
Federated Learning (FL) can be an ideal solution, as local clients share the training process with smaller
amounts of data. FL has been studied in various domains, but its effectiveness and robustness for vehicular
intrusion detection remain insufficiently explored. Lastly, because IDS performance can be affected if local
clients are compromised by poisoning attacks, the robustness of FL models is also an important measure.

This study evaluates the feasibility of deploying FL-based IDSes on Vehicular Ad-hoc Networks
(VANET) with two contributions:

1. To develop reliable, high-detection IDS models by processing real-world vehicle datasets.
2. To test the robustness of FL models in different scenarios involving compromised clients and contami-
nated local data.

Compared to the preliminary version [1] (A preliminary version of this work was presented at
MobiSec 2025), this paper extends the work by providing additional experiments on the Median aggregation
algorithm.

2 Background
2.1 Vehicular Ad-Hoc Network

VANETs are decentralised communication networks that connect vehicles with each other and with
roadside infrastructure. By enabling continuous data exchange across a large number of vehicles, VANET
provides a rich source of traffic and security-related information that can be leveraged for collaborative
learning [2]. This distributed nature makes VANET particularly suitable for FL, where vehicles act as clients
that train local intrusion detection models on their own data and share only model updates with a central
server. Such an approach preserves data privacy, reduces communication overhead, and allows intrusion
detection systems to benefit from diverse and dynamic vehicular data without requiring direct data sharing.

In this context, VANET can be realised through two communication scenarios: Vehicle-to-
Infrastructure (V2I) and Vehicle-to-Vehicle (V2V), and this paper focuses only on the V2I scenario as shown
in Fig. 1. The V2I scenario consists of a central server, multiple Roadside Units (RSUs) and multiple vehicles. It
enables communication between vehicles and RSUs, and subsequently between RSUs and the central server.
Therefore, vehicles can share data with the central server and vice versa. V2I is often used for managing live
traffic and sending emergency messages.

Central Server
- & = ~ - = = ~
e ~ P ~
N = N

b Ny 7
/ ) \
7 "X' / (( )) \
AN \
/ Vehicle 1 \ / RSU 2 \
| \ I \
. () g |
\ ! \ !
\ Vehicle 2 / \ Vehicle 4 — /
\ / \
\ V3 \ /
b ¥ 7 ~N 7

i Vehicle3 e —

~ - ~ —

Figure 1: Vehicle-to-infrastructure in VANET.
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2.2 Federated Learning

FL is a decentralised machine learning technique that enables multiple clients to collaboratively train
a shared global model without exchanging raw data. Each client trains the model locally on its own dataset
and transmits only the model updates to a central server, where aggregation is performed to refine the global
model. This approach enhances data privacy, reduces communication costs, and allows learning from diverse,
decentralised data sources [3].

Given these properties, integrating FL with VANET offers several advantages. First, since clients upload
only model updates rather than raw data collected from vehicle sensors, FL enables vehicles to contribute to
training without exposing sensitive information such as location (GPS data) or driving behaviour. Second,
by avoiding direct data transmission, FL also reduces communication overhead between vehicles and the
central server. Third, FL supports vehicular edge computing by leveraging the computational resources of
edge nodes, thereby alleviating the training burden on the central server that would otherwise need to process
data from numerous vehicles [4].

However, security issues have emerged due to FLs distributed and decentralised nature. One major
threat is poisoning attacks [5,6], in which malicious participants corrupt the global model either by
manipulating local training data (data poisoning) or by directly altering model updates (model poisoning).
Data poisoning, such as label flipping, can bias the model toward targeted misclassifications, while model
poisoning injects adversarial gradients to degrade overall performance. These threats highlight the need for
further research on the impact of poisoning attacks, particularly in safety-critical domains such as vehicular
intrusion detection.

3 Related Work

Recent studies have shown growing interest in applying FL to intrusion detection in vehicular networks.
Chenetal. [7] proposed a VANET intrusion detection system leveraging federated learning (VAN-FED-IDS)
for VANETs with CIC-IDS-2017 [8] datasets, where RSUs serve as FL clients to aggregate models trained with
packet- and physics-based features, demonstrating that FL can preserve privacy while maintaining detection
accuracy. Gurjar et al. [9] developed an FL-based misbehaviour classification system for VANETs using
Recurrent Neural Networks (RNN) and Long Short-Term Memory (LSTM) variants under different aggre-
gation strategies, highlighting FLs scalability in dynamic traffic environments with the VeReMi extension
dataset. Huang et al. [10] introduced FED-IoV for the Internet of Vehicles (IoV), applying MobileNet-Tiny
within an FL framework and validating its effectiveness on both in-vehicle network(Car-Hacking [11]) and
computer network (CIC-IDS-2017) intrusion datasets. Similarly, Althunayyan et al. [12] applied hierarchical
FL to IoV using the Car-Hacking dataset, while Bhavsar et al. [13] proposed FL-IDS with NSL-KDD [14]
and Car-Hacking datasets, which leverages vehicular edge devices in transportation Internet of Things (IoT)
to reduce communication costs and distribute computation. Collectively, these works establish FL as a
promising paradigm for intrusion detection in vehicular networks.

Beyond accuracy and efficiency, a few studies have addressed the security of FL in vehicular contexts.
Abou El Houda et al. [15] integrated FL with blockchain to enhance the reliability and trustworthiness of FL
in VANETSs using the UNSW-NBI5 dataset [16], while Ullah et al. [17] proposed SPBFL-IoV, a secure and
privacy-preserving blockchain-based framework incorporating homomorphic encryption and filtering to
mitigate poisoning attacks in general IoV environments with MNIST and CIFAR-10.

Table 1 shows a comparison of related work and the IDS models in this paper. Some of the IDS models
were not built with vehicular datasets. Gurjar et al. [9] used the VeReMi extension dataset which was collected
from simulators rather than a real vehicle. Other models were developed with both vehicular and computer
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network datasets, such as Huang et al. [10] and Bhavsar et al. [13]. Finally, only Althunayyan et al. [12] has
built their IDS with only real vehicular datasets. Conversely, the IDS models in this paper are built and tested
with two real vehicular datasets: the Car-Hacking and CAN-MIRGU [18] datasets. Although these studies
advanced privacy and robustness in FL, none specifically investigated poisoning attacks in the context of
intrusion detection for vehicular networks using FL. As current research indicates no prior work in this area,
this paper is the first to address this gap by systematically evaluating poisoning attacks against FL-based
intrusion detection in vehicular environments.

Table 1: Comparison of related work and this paper.

Work Dataset Vehicular Data Poisoning Attack

Chen et al. [7] CIC-IDS-2017

Gurjar et al. [9] VeReMi extension Simulation

Huang et al. [10] Car-Hacking & CIC-IDS-2017 Partly

Althunayyan et al. [12] Car-Hacking v
Bhavsar et al. [13] NSL-KDD & Car-Hacking Partly
Abou El Houda et al. [15] UNSW-NBI15
Ullah et al. [17] MNIST & CIFAR-10
This paper Car-Hacking & CAN-MIRGU v v

4 Data Processing

The Car-Hacking and CAN-MIRGU datasets are selected to build FL-based IDS models and compare
their performance. The procedures of data processing are shown in Fig. 2. They are multi-class, with each
attack type saved in an individual file. To simplify the detection, the data are converted into binary classes:
attack and benign. Both datasets consist of Controller Area Network (CAN) bus messages, the de facto
communication protocol for in-vehicle networks. A simple version of CAN message structure is shown
in Table 2, including 3 major fields: CAN ID, Data Length Code (DLC) and Data. The CAN ID is a message
identifier, where a lower ID has a higher priority in case of concurrent messages are sent through the CAN
bus. The DLC indicates the number of bytes of data, ranging from 0 to 8. The data is the actual payload to
be transmitted. In reality, a CAN message also contains other fields such as start of Frame (SOF), Cyclic
Redundancy Code (CRC), Acknowledgment (ACK), etc. However, most vehicular datasets contain only the
fields shown in Table 2.

Output Datasets

Datasets Feature Extraction Car-Hacking

Car-Hacking Same ID Conversion to Binary Sampling CAN-MIRGU
Real Attacks

g 1 | Convert datasets to binary | | [Sampling training and| [
format test datasets CAN-MIRGU

CAN-MIRGU AllID Suspension Attacks

CAN-MIRGU
Masquerade Attacks

Figure 2: Data processing of datasets.
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Table 2: Simple CAN message structure.

CANID DLC Data
11 bits 4 bits 0 to 64 bits

The Car-Hacking dataset [11] is published with real vehicle data by the Hacking and Countermeasure
Research Lab (HCRL). It contains four attack types: Denial-of-Service (DoS) Attack, Fuzzy Attack, Spoofing
the drive gear, and Spoofing the Revolutions Per Minute (RPM) gauge, as well as attack-free data. The data
were collected from a Hyundai YF Sonata. The CAN messages were captured from the OBD-II port by a
Raspberry Pi3 while attacks were injected. The dataset is unbalanced with numbers of benign and attack
samples summarised in Table 3.

Table 3: Car-hacking dataset summary.

Attack Type Num of Benign Messages Num of Attacks Benign to Attack Ratio
DoS Attack 3,078,250 587,521 5:1
Fuzzy Attack 3,347,013 491,847 7:1
Spoofing the drive gear 3,845,890 597,252 6:1
Spoofing the RPM gauge 3,966,805 654,897 6:1

The CAN-MIRGU dataset, published in 2024, comprises 36 attack types divided into three main groups:
real attacks, suspension attacks, and masquerade attacks. The data were collected from an electric vehicle with
full autonomous driving capabilities, but the make and model were not disclosed. A Kvaser Memorator 2xHS
v2 was connected directly to the CAN gateway for data logging. Compared with the Car-Hacking dataset,
it contains more attack types such as replay, suspension and masquerade attacks. Due to safety concerns,
the data collection and attack injections of other datasets are performed while the vehicle is stationary or
driving on a dynamometer. In the CAN-MIRGU dataset, the benign datasets were collected while the vehicle
was driving on public roads, which mimics real-world driving cases. Conversely, the attacks were injected
while the vehicle was driven on a proving ground with a speed limit of 30 mph. It is the most comprehensive
dataset covering the most attack types, and the data collection environment is the most similar to normal
road driving behaviour. There is no IDS built with the CAN-MIRGU dataset that has been published yet, as
it is relatively new.

4.1 Feature Extraction

Since the datasets contain only basic information about CAN bus messages, e.g., timestamp, CAN ID
and data, the number of messages are counted in three time windows: 1, 0.5 and 0.25 s, based on the same
CAN IDs and all CAN IDs. Therefore, six features are extracted from the data. Lastly, the extracted features
are normalised with Min-Max Normalisation.

4.2 Conversion to Binary

The six normalised features, as well as CAN ID and data, are converted to binary format. Since the
features are normalised, their values are multiplied by 1000, then the integer parts are converted to binary.
These eight columns of data will be the input data for training FL models.
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4.3 Sampling

Since the datasets have tens of millions of records, it is infeasible to include all the data to build FL
models. Therefore, sampling a small amount of data is necessary before developing the IDS models. Both
datasets contain two types of sub-datasets: attack datasets and benign datasets. The attack datasets contain
both benign data and one type of attack data, while the benign datasets contain only benign data. In each
attack dataset, the number of benign data is already overwhelming compared to the number of attack data.
Therefore, benign datasets are excluded from data processing to make the sampled datasets more balanced.
Moreover, to train FL models, each client should have their own local training dataset, so the training dataset
is randomly divided into 100 sub-datasets for 100 clients in the FL model. Lastly, each sampled dataset
contains a test dataset and 100 local training datasets.

4.3.1 Car-Hacking Dataset

The numbers of the four attack types are generally balanced, but benign data are six times more than
attack data. Before sampling, 50% of the benign data are removed randomly. The numbers of records are
shown in Table 4.

Table 4: Summary of sampled datasets.

Dataset Sampled Dataset Total Records Attack Records Benign Records

. Training 400,000 98,997 301,003

Car-Hacking Test 40,000 9816 30,184

CAN-MIRGU Training 400,000 131,938 268,062
(Real Attacks) Test 40,000 14,674 25,326

CAN-MIRGU Training 400,000 131,287 268,713

(Suspension Attacks) Test 40,000 13,173 26,827

CAN-MIRGU Training 88,500 22,730 65,770
(Masquerade Attacks) Test 9761 2453 7308

4.3.2 CAN-MIRGU Dataset

The CAN-MIRGU dataset comprises 36 attack types, with the number of records for each type varying
from around one hundred to hundreds of thousands. To make the data more balanced and less complicated,
the CAN-MIRGU dataset is divided into three sub-datasets based on the three main groups: real attacks,
suspension attacks, and masquerade attacks.

4.3.3 Real Attacks

Real attacks in CAN-MIRGU contain 26 attack types with the number of records ranging from 118
to 40,759, which is extremely unbalanced. Therefore, the numbers of attack records are sampled using
Algorithm 1. Attack types with more records are sampled with a smaller proportion so that their numbers
are more balanced. In addition, the ratio of benign to attack records is nearly 65:1, so only one-thirtieth of
the benign data is randomly chosen before sampling training and test datasets. The numbers of records are
shown in Table 4.
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Algorithm 1: Sampling attack records for real attacks
Number of Attacks: N;
if N > 30,000 then
N=N-0.25

else

if N >10,000 then

N=N-0.7

end if

end if

4.3.4 Suspension Attacks

Suspension attacks in CAN-MIRGU comprise 5 attack types, with approximately 20,000 records for
each type, and the ratio between benign and attack records is approximately 2:1. The training and test datasets
are sampled directly, as they are generally balanced, as shown in Table 4.

4.3.5 Masquerade Attacks

Masquerade attacks in CAN-MIRGU contain 5 attack types with numbers of records ranging from
118 to 10,936, which is also unbalanced. The ratio of benign to attack records is approximately 87:1. Since the
total number of attack records is significantly smaller than that of other datasets, all attacks are included in
the sampled dataset, while only one-thirtieth of benign data is selected, as shown in Table 4.

5 Federated Learning Model

The FL model usually consists of a central server and multiple fixed clients, with each client possessing
its own local training datasets. However, in VANET, clients are equivalent to vehicles, and they are moving
all the time. Therefore, the clients connected to the central server are supposed to change from time to time.
To simulate practical cases, the FL models consist of 100 clients with individual local training datasets, and
10 clients are randomly selected in each round of training. Clients can train their models locally with their
own datasets, then upload model weights to the central server rather than share any local data [19].

The phases of one round of training are as shown in Fig. 3:

Server-to-Client Broadcast: The central server updates all clients with the weight of the global model.
Local Clients Update: Each selected client trains their local model with local training datasets.
Client-to-Server Upload: Selected clients upload weights of local models to the central server.
Server Update: The central server updates the global model by aggregating local model weights with an

L

aggregation algorithm.

The training process of FL models involves five rounds of these phases. In the Local Clients Update
phase, local models are built as Convolutional Neural Network (CNN) [20] for binary classification. In
the Server Update phase, two aggregation algorithms are applied: Federated Averaging (FedAvg) [21] and
Median [22]. FedAvg is a simple aggregation algorithm to obtain a new global model by calculating the
average values of local model weights. Conversely, the Median aggregation is a Byzantine-robust method to
eliminate malicious clients by choosing the median value among all local model weights.
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Figure 3: Federated learning processes.

6 FedAvg Aggregation

In FedAvg aggregation, the global model weight is obtained as the mean of selected local model weights.
The FedAvg process specified for this study is shown in Algorithm 2.

Algorithm 2: FedAvg process

for eachroundr=1,2,...,5do

1. Server-to-Client Broadcast:

if r =1then
Central server initialises global weight G;

end if

for each client n € N, [N| = 100 do
Local model weight L} < G,

end for

2. Local Clients Update:

for each randomly selected clients k € K, |K| =10, K c N do
Clients train local models with local datasets, obtaining new trained local weights T¥
L' <« TFif n=k

end for

3. Client-to-Server Upload:

for k € K do
Selected clients upload L¥ to the central server

end for

4. Server Update:

Central server updates a new global model weight

Tiek Ly
G = |€K| -

end for

6.1 Simulation Cases

In addition to benign datasets, different FL models are also trained by changing the number of
compromised clients and the percentage of data contamination, so that the robustness of FL models is tested.
To contaminate local training datasets, a certain percentage of labels are randomly flipped each time, so
attacks are labelled as benign and vice versa. The numbers of compromised clients are set to be 20, 40, 60, 80
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and 100, while the percentages of flipped labels in their local training datasets are set to be 20%, 40%, 60%,
80% and 100%. Hence, there are a total of 26 cases: 25 cases with abnormal data and 1 case with normal data.

Multiple FL models are built in the 26 cases, and for each case, the model is trained and tested 100 times.
In this section, the performance and robustness of FL-based IDS models built with different datasets are
tested and compared.

6.2 Car-Hacking Dataset Results

For the Car-Hacking dataset, the FL model achieves an accuracy of over 96% when no client is
compromised, as shown in Fig. 4. When 20 out of 100 clients are compromised, the accuracy is hardly
affected. Similarly, when only 20% of the labels are flipped, the accuracy is maintained above 96%. The model
has high robustness, so it achieves accuracy above 80% when at least 60% of the clients or data are normal.
The accuracy starts to drop rapidly as the majority of clients are compromised, with a higher percentage of
data labels being flipped.
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Figure 4: Accuracy vs. compromised clients and flipped labels for car-hacking with FedAvg.

Compare the following two cases:

1. 60 clients are compromised, and 80% of labels are flipped
2. 80 clients are compromised, and 60% of labels are flipped

Both cases indicate that 48% of the overall data is contaminated among all clients. However, Case 2
has an obviously higher accuracy than that of Case 1, which is 73.4% and 58.2%, respectively. Therefore,
increasing the number of compromised clients may have a bigger impact on the robustness of models than
increasing the percentage of flipped labels, given that the overall percentage of contaminated data is equal.

The graphs have shown an abnormal trend, in which the accuracy increases slightly as the number of
clients increases. However, the increment in accuracy is less than 0.7%, which can be neglected. It can be a
minor fluctuation because the clients are reselected in each round of training.

Since the datasets are unbalanced, it is also necessary to consider the Fl-score of the model, as it is more
reliable in balancing the performance of precision and recall [23]. Since the FL models are trained and tested
100 times for each case, with different selected clients in each training round, the average F1-score should be
calculated. A more accurate way to obtain the average Fl-score is to calculate it with the total numbers of
true positives (TP), false positives (FP) and false negatives (FN). However, since the values of TP, FP, and FN
are not available, the average Fl-score is calculated with the average values of precision and recall:

Fl- 2 (precision - recall)

(precision + recall)
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Since the datasets have positive classes of more than 10%, which is not highly unbalanced, the bias of
the calculated Fl-score is minor [24].

The FL model also has a high Fl-score greater than 0.91, as shown in Fig. 5. The Fl-score is similar to the
accuracy, and it remains high when the majority of clients or data are not compromised or contaminated.
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Figure 5: Fl-score vs. compromised clients and flipped labels for car-hacking with FedAvg.

6.3 CAN-MIRGU Dataset Results

For the CAN-MIRGU dataset, the FL models have also demonstrated high robustness to compromised
clients and contaminated data, as shown in Figs. 6 and 7. Both the accuracy and the Fl-score decrease slightly
when less than half of the clients and local data are affected by flipped labels. The FL models for both real
attacks and masquerade attacks achieve very high performance, comparable to that of the Car-Hacking
dataset. However, the accuracy and Fl-score are significantly lower for suspension attacks.
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Figure 6: Accuracy vs. compromised clients and flipped labels for CAN-MIRGU with Fed Avg.

The FL model performs poorly for suspension attacks due to its low recall, as shown in Fig. 8. The recall
values are always around 0.5, which indicates that around 50% of attacks are correctly classified. In addition,
contaminated data can barely affect recall values, even though all 100 clients are compromised with 100% of
labels flipped. Since suspension attacks are launched by compromising Electronic Control Units (ECUs) for
a period and preventing their messages from being sent, which does not involve attack injection, the attack
messages may contain the same CAN IDs and data as the benign ones, only with different timestamps and
labels. Therefore, flipping the labels does not affect the local training datasets. Moreover, since suspension
attacks do not inject additional attack frames, unlike real attacks, which inject attacks in a fixed time interval,
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the extracted features of message counts cannot provide useful information for attack detection. Hence, the
FL model has low detection rates for suspension attacks.
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Figure 7: Fl-score vs. compromised clients and flipped labels for CAN-MIRGU with FedAvg.

0.8

0.7 1

061 —&— 20% Labels Flipped
=«: £~ 40% Labels Flipped
3 0.5+ —— 60% Labels Flipped
=2 —4&— 80% Labels Flipped

—¥— 100% Labels Flipped

0.4 4

0.3 4

0.2

0 20 40 60 80 100
Number of Compromised Clients

Figure 8: Recall vs. compromised clients and flipped labels for suspension attacks with Fed Avg.

7 Median Aggregation

In Median aggregation, the global model weight is calculated as the median value of selected local model
weights. In this study, since 10 clients are selected in each round, the Median aggregation is equivalent to
eliminating the 4 largest and 4 smallest local weights before processing FedAvg.

7.1 Simulation Cases

Firstly, since the Median aggregation obtains the median value of local model weights, it is not supposed
to work properly when the majority of clients are compromised [25]. Therefore, unlike the cases of FedAvg,
the percentages of flipped labels are only up to 60%. Hence, there are a total of 16 cases: 15 cases with abnormal
data and 1 case with normal data. Secondly, for the CAN-MIRGU dataset, suspension attacks are not included
in the test since the flipping label attack does not have an obvious effect on the data, as discussed in the
previous results.

7.2 Car-Hacking Dataset Results

The flipping label attacks have a minor impact on the FL model when only 20% of clients are
compromised, regardless of the percentage of flipped labels, as shown in Fig. 9. As the percentage reaches
60%, the accuracy is even lower with 60% or 80% compromised clients, compared to FedAvg as shown
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in Fig. 4. The Median aggregation selects the median value among local model weights. Therefore, it is
calculated as the average value of the 5th and 6th local weights out of 10 clients. Since more than 50% of clients
are compromised, there is a very high chance that at least one of the chosen local models is compromised.
Therefore, the global model is affected by the chosen compromised model, and thus, the accuracy is reduced.
When 40% of clients are compromised with over 60% flipped labels, the accuracy is slightly lower than
FedAvg. Theoretically, Median aggregation can eliminate malicious clients as long as they are less than 50%.
The reason for this result is explained in 7.4.
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Figure 9: Accuracy vs. compromised clients and flipped labels for car-hacking with median.

The FL model achieves a high Fl-score when no more than 20% clients are compromised, as shown
in Fig. 10. However, the performance is not as good as Fed Avg when more than 40% clients are compromised,
which is similar to the accuracy in Fig. 9.
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Figure 10: Fl-score vs. compromised clients and flipped labels for car-hacking with median.

7.3 CAN-MIRGU Dataset Results

The accuracy and Fl-scores are shown in Figs. 11 and 12. Both have similar performance to the results of
the Car-Hacking dataset. In comparison with FedAvg in Figs. 6 and 7, the FL model with Median aggregation
has slightly lower accuracy and Fl-scores with 40% malicious clients. When 60% of clients are compromised,
these values are even much lower as malicious clients are selected to update the global model. The impact of
no more than 40% of flipped labels is minor, which aligns with the results of FedAvg.
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Figure 11: Accuracy vs. compromised clients and flipped labels for CAN-MIRGU with median.
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Figure 12: Fl-score vs. compromised clients and flipped labels for CAN-MIRGU with median.

7.4 Selected Clients in Median Aggregation

Although the Median aggregation is Byzantine-robust, both datasets have shown the result that the FL
model performance is lower than Fed Avg with 40% malicious clients. Therefore, the selected clients during
the training process should be analysed. Even though 40% of the total 100 clients are compromised, when
10 random clients are chosen in each round of training, the chance for having more than 5 malicious clients is
still very high. In addition, since each training process has 5 rounds of training, if the 5th round just happens
to select 1 or even 2 malicious clients in the aggregation, the global model weight will be greatly affected. By
analysing selected clients in the 5th rounds with 40% malicious clients and 80% flipped labels, the results
show that 16 out of 100 times of training processes have chosen 2 malicious clients in the 5th round, as shown
in Table 5. Although 40% overall are compromised, it is still common to have 6 or more compromised clients
out of 10 random selections. In this table, the accuracy values are much lower than those of benign local
models, which are over 90% as shown in the above figures when no clients are compromised. Therefore, the
average accuracy is slightly reduced by these training results with 2 compromised clients.
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Table 5: Training processes with 2 selected compromised clients in the 5th round.

Training Total Compromised Selected Compromised Accuracy
1 6 2 0.294800
3 6 2 0.104575
7 7 2 0.443025
9 9 2 0.243300
13 6 2 0.380025
18 7 2 0.199025
31 6 2 0.089150

42 7 2 0.228075
46 6 2 0.384775
49 7 2 0.115625
62 8 2 0.139650
77 7 2 0.036150
81 6 2 0.331950
83 7 2 0.328850
88 7 2 0.142725
93 6 2 0.098150

8 Operating Environment and Training Time

The simulations were carried out in VS Code sessions with 24 CPU cores and no GPU on Bunya-a
supercomputer at the University of Queensland. In this study, each local client possesses a small amount of
local training data, e.g., 885 records for Masquerade Attacks and 4000 records for other attacks. Therefore, a
GPU is unnecessary as training a single local model takes only about 1 s. However, since there are multiple
datasets and various simulation cases, and each case is tested for 5 rounds 100 times, the total training time
through the study is remarkably long. The training times for FedAvg and Median aggregations are shown
in Tables 6 and 7, respectively. The training times of Car-Hacking, Real Attacks and Suspension Attacks are
basically the same since they have the same sizes of training sets and test sets, as shown in Table 4. Conversely,
the training times for Masquerade Attacks are shorter because of smaller datasets. There is no significant
difference in training times between FedAvg and Median aggregation algorithms. Notably, each local model
is trained sequentially in the simulations as if by a single computer rather than by multiple local clients.
However, in practice, local model training should be performed in parallel by different local clients, so the
training time is expected to be much shorter.

Table 6: Training times of simulation cases for Fed Avg aggregation.

Dataset Simulation Cases Time per Case Total Time
Car-Hacking 26 206 min 5356 min
CAN-MIRGU (Real Attacks) 26 206 min 5356 min
CAN-MIRGU (Suspension Attacks) 26 206 min 5356 min

CAN-MIRGU (Masquerade Attacks) 26 76 min 1976 min




Comput Model Eng Sci. 2026;147(3):54 15

Table 7: Training times of simulation cases for median aggregation.

Dataset Simulation Cases Time per Case Total Time
Car-Hacking 16 206 min 3296 min
CAN-MIRGU (Real Attacks) 16 206 min 3296 min
CAN-MIRGU (Masquerade Attacks) 16 116 min 1216 min

9 Conclusion

In this paper, a new study on IDS for autonomous vehicles has been carried out with two novel
contributions: FL models built with real vehicular datasets and the robustness of FL models against
poisoning attacks. Firstly, new FL-based IDS models are developed for autonomous vehicles with real datasets
containing CAN bus messages. In particular, there is no prior work on IDS models built with the new and
comprehensive CAN-MIRGU datasets. The IDS models show the advantages of decentralisation, that local
clients with limited computational resources can still detect intrusions with high accuracy by sharing the
training process with a small amount of local data. The FL models achieve high performance in detecting
most attack types, except for suspension attacks, which have distinct characteristics. Secondly, the FL models
have also shown strong robustness against data contamination. The models can maintain relatively high
performance as long as more than half of the clients or local datasets are not under poisoning attacks.
However, this study has included only attack types from the Car-Hacking and CAN-MIRGU datasets, but
the performance of FL models for detecting novel attacks is unknown. In reality, attackers can also perform
evasion attacks, such as varying time intervals of attack injections, to trick IDS models. Therefore, extracted
features of message counts will not provide meaningful information for intrusion detection. For future work,
the FL models will be further improved to detect more attack types, including suspension attacks. One
potential solution is to extract more meaningful features from the limited information contained in CAN bus
messages. To address evasion attacks, defence strategies such as adversarial training should also be included
in developing the FL IDS models. In addition, the models will achieve higher robustness against poisoning
attacks by using an advanced aggregation algorithm.
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