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ABSTRACT: As large language models (LLMs) become increasingly integrated into enterprise decision-making
processes, structural pressures such as version drift, cross-source evidence integration, and regulatory accountability
have shifted the primary challenge from isolated generative performance to system-level consistency, traceability, and
governability. This paper systematically reviews key technological developments relevant to enterprise requirements,
including document perception, retrieval-augmented generation (RAG), hybrid RAG-KG architectures, fine-grained
attribution evaluation, and multi-agent coordination. The analysis demonstrates that the main obstacle to enterprise
LLM adoption is not model capability, but rather the structural gap between fragmented technical modules and the
need for high-reliability decision-making. In response, a risk-controlled data flywheel architecture is proposed that
integrates perception, reasoning, verification, and governance layers. By converting reasoning outputs into observable
risk signals and feeding them back into retrieval and structural components, this architecture establishes a continuous
improvement loop. This approach provides a systematic deployment blueprint for enterprise-grade LLM systems,
emphasizing traceability, accountability, and sustainable optimization in high-risk and long-term operational contexts.

KEYWORDS: Large language models (LLMs); retrieval-augmented generation (RAG); knowledge graph (KG); opti-
cal character recognition (OCR); enterprise AI systems; risk-controlled architecture; governance and compliance;
attribution and faithfulness; multi-agent systems; data flywheel

1 Introduction
Large Language Models (LLMs) have undergone rapid evolution in recent years and are increasingly

integrated into enterprise knowledge management and decision-support systems. As their capabilities
expand, foundation models have generated significant discussion regarding systemic risks and governance
implications [1,2]. In contrast to consumer-facing chatbot applications, outputs generated within enterprise
environments can directly affect financial decisions, contract interpretation, regulatory analysis, and internal
governance. Consequently, errors in generated content are not merely technical imperfections; they may
lead to compliance violations, legal liabilities, and operational risks [3]. For example, in high-risk domains
such as finance and healthcare, evolving regulatory requirements and compliance standards can significantly
affect how information must be retrieved, interpreted, and validated, placing additional constraints on system
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architecture and increasing the cost of erroneous outputs. The primary challenge in deploying LLMs in enter-
prise settings is therefore not merely to enhance generative performance, but to establish a risk-controlled
system architecture that is trustworthy, auditable, and aligned with institutional requirements.

Enterprises often assume that connecting internal documents to a retrieval mechanism and imple-
menting Retrieval-Augmented Generation (RAG) are sufficient to mitigate the risk of hallucination and
ensure evidence-based responses. However, this assumption oversimplifies the complexity of enterprise data.
Such data are highly heterogeneous, encompassing long-form PDFs, scanned contracts, financial statements,
multi-version policy documents, and database records. These documents frequently contain cross-page
dependencies, intertwined exception clauses, and loosely structured content that was not originally intended
for generative models. In the absence of systematic document understanding and knowledge restructuring
strategies, even models with retrieval capabilities may generate incorrect inferences due to fragmented
evidence, truncated context, or indexing bias. In these scenarios, retrieval does not eliminate risk; rather, it
may allow risk to propagate through poorly structured inputs and misaligned indexing processes.

Generative models are fundamentally probabilistic next-token prediction systems. Their training objec-
tive is to predict the most likely linguistic continuation, rather than to verify factual accuracy or maintain
institutional consistency. Prior research demonstrates that LLMs may lack reliable self-calibration under
uncertainty [4] and often rely on shortcut features during inference [5]. The tension between fluency and
faithfulness in natural language generation has been systematically explored [6]. When presented with Out-
Of-Distribution (OOD) data, incomplete evidence, or biased retrieval results, LLMs may generate fluent
but factually incomplete or inaccurate responses. This phenomenon, known as hallucination, frequently
manifests as partially correct content with critical omissions rather than entirely fabricated information.
In enterprise contexts, such deviations can propagate through document processing, indexing, retrieval,
and generation stages, ultimately resulting in institutional and accountability risks. At the system-level,
hallucination should be understood not only as a model-level defect but as an indicator of inadequate
cross-layer risk control.

Enterprise deployment of generative AI necessitates a transition from one-time model integration
to continuous risk-control logic. As shown in Fig. 1, this governance approach aligns with the Plan-Do-
Check-Act (PDCA) cycle. In the planning phase, organizations develop document-understanding and
indexing strategies to ensure structured knowledge representation. During execution, RAG and constrained
generation mechanisms support decision-making. In the checking phase, faithfulness evaluation, attribution
verification, and hallucination detection determine whether generated outputs correspond with support-
ing evidence. In the action phase, validation results and audit signals are incorporated into knowledge
structures and retrieval strategies to drive continuous improvement. In the absence of a closed-loop
mechanism, generative systems are limited to static safeguards and cannot achieve sustained stability or
self-improvement.

However, PDCA provides only a governance abstraction and does not fully capture the layered technical
architecture and cross-layer risk-propagation mechanisms inherent in enterprise-grade LLM systems. Prior
studies on foundation model risks and governance [1,2], along with analyses of broader societal and
deployment impacts of generative AI systems [3], indicate that integrating LLMs into institutional workflows
introduces multi-layered technical and organizational risks. Moreover, formal governance mechanisms alone
are insufficient to close accountability gaps [7], and documentation tools, such as model cards, must be
operationally embedded within system pipelines to support effective accountability [8]. Research in Machine
Learning (ML) production systems further highlights the importance of readiness assessment and technical
debt management for risk-controlled deployment [9], while corporate data science practices inherently
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involve collaboration and distributed accountability structures [10]. Participation or procedural adjustments
alone do not resolve structural risks in machine learning systems [11].

Figure 1: PDCA-based risk-control logic for enterprise LLM systems.

Consequently, the design of enterprise LLM systems should be treated as a systems-engineering
challenge rather than a single-model optimization problem. Risk is not isolated within individual modules.
Inconsistent data sources may distort indexing, indexing errors can diminish retrieval accuracy, and retrieval
bias can heighten the probability of hallucination and citation drift. In the absence of robust verification
and audit mechanisms, these challenges may escalate into institutional risks. Thus, risk propagates across
document processing, indexing, retrieval, generation, and governance layers.

Fig. 2 presents the central conceptual framework of this paper: a risk-controlled, self-improving,
enterprise-grade RAG architecture. Rather than treating RAG as an isolated technical module, the framework
conceptualizes the system as a layered structure in which risks propagate forward and audit and compliance
mechanisms provide reverse reinforcement signals. These feedback mechanisms enable upstream correction,
structural stabilization, and continuous optimization. Therefore, Fig. 2 functions as a risk-oriented system
blueprint for enterprise LLM deployment, rather than merely a technical pipeline.

This paper presents a systems-oriented review of enterprise LLM deployment. It synthesizes recent
advances in document understanding, RAG, knowledge graph (KG) integration, and governance mecha-
nisms. The review also examines practical challenges encountered during enterprise deployment, analyzes
how these issues propagate across system layers, and discusses corresponding mitigation strategies. These
elements are structured within a layered architecture to facilitate system-level analysis of enterprise work-
flows.

The main contributions of this paper are summarized as follows:

1. Enterprise LLM deployment is reframed as a cross-layer risk-propagation and risk-control problem
rather than merely a model-performance issue.

2. A risk-controlled layered architecture that integrates document processing, hybrid retrieval, attribute
generation, and governance auditing is presented to support risk control and continuous improvement.

3. Mechanisms for hallucination suppression, faithfulness evaluation, and regulatory alignment are sys-
tematically reviewed and structured into an operational risk-control framework for enterprise adoption
of generative AI.
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Figure 2: From documents to decisions: A layered architecture for enterprise-grade LLM systems.

The remainder of this paper is structured as follows. Section 3 examines foundational document-
processing capabilities and their influence on downstream generation quality. Section 4 analyzes the design
trade-offs of RAG architectures in enterprise contexts and discusses their progression toward agentic
systems. Section 5 addresses evaluation methods for hallucination suppression and attributed genera-
tion. Section 6 explores security threats and regulatory issues in institutional environments. Section 7
integrates these components into an agentic workflow with guardrail mechanisms. Section 8 concludes by
discussing the balance between risk control and self-improvement in enterprise LLM systems and outlines
future research directions.

2 Background and Evolution of Enterprise LLM Systems
As LLMs are deployed in enterprise environments, challenges such as data heterogeneity, non-stationary

knowledge, and regulatory constraints reveal limitations beyond model capability. These challenges prevent
enterprises from relying solely on a single technical solution to address broader issues. Furthermore,
recent discourse on institutional implementation and compliance evaluation underscores the necessity of
post-deployment monitoring and accountability mechanisms [12].

The adoption of LLMs by enterprises constitutes a system-level process that extends beyond technical
integration to include model design, data processing, retrieval strategies, evaluation mechanisms, risk-
control procedures, and governance workflows. In real-world applications, effective AI systems must
consider user behavior, contextual understanding, and mechanisms for continuous adaptation, rather than
focusing solely on model performance [13]. Without ongoing optimization and feedback, maintaining long-
term stability and institutional trust is challenging. Consequently, enterprise-grade LLM development has
shifted from a model-centric approach to an integrated design that incorporates knowledge enhancement,
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reliability evaluation, and governance practices. This shift establishes the conceptual basis for the layered
analysis and workflow presented in the following sections.

2.1 From Model-Centric Intelligence to Knowledge-Augmented Systems
With the continuous expansion of pre-training scale and parameter size, models achieved significant

improvements in language understanding, generation, and cross-task transfer performance [14,15], demon-
strating strong linguistic fluency and reasoning ability. This progress led to impressive results in open-domain
question answering and general dialogue tasks, reinforcing a model-centric perspective in which increasing
model capacity was regarded as sufficient to solve practical problems.

However, when deployed in enterprise decision-making and knowledge management contexts, the
limitations of such models gradually become evident. Enterprise knowledge is not a static corpus but
is distributed across internal documents, proprietary databases, and continuously updated regulations.
Parametric memory cannot capture real-time data changes or clearly indicate the source of generated
content. In compliance-sensitive environments, linguistic plausibility does not necessarily imply verifiable
correctness. If outputs cannot be traced to their sources, even linguistically strong models are difficult to
incorporate into formal decision-making processes.

Against this background, knowledge augmentation mechanisms have gradually become a necessary
design choice. By introducing external document retrieval into the generation process, RAG seeks to
compensate for the limitations of parametric knowledge [16], enabling generated content to be linked to
explicit data sources. Subsequent studies have further investigated the integration of retrieval and generation
and its influence on reasoning processes [17] and have analyzed how retrieval quality and ranking strategies
affect final outputs in black-box language model settings [18]. These works indicate that RAG is not merely
a tool for knowledge supplementation but a system-level design choice that reshapes the generative process.

Nevertheless, the introduction of retrieval mechanisms does not guarantee reliability. Ranking bias in
retrieved results, improper document chunking strategies, and contextual discontinuities across documents
may introduce new sources of error during generation. In other words, while knowledge augmentation
improves knowledge coverage, it also increases system-level complexity, extending challenges from the
model layer to data processing and retrieval layers. This evolution further lays the foundation for subsequent
developments in reliability evaluation and governance mechanisms.

2.2 Reliability, Evaluation, and Accountability
Although knowledge-augmented architectures incorporate external evidence sources into generative

models, the presence of retrieval does not necessarily ensure verifiability. In practical deployments, even
when systems can provide cited documents, generated content may still exhibit evidence misalignment,
cross-paragraph reasoning errors, or incomplete correspondence between citations and conclusions. This
phenomenon reveals a deeper issue: retrieval improves the accessibility of information sources, but it does
not fundamentally alter the probabilistic and uncertain nature of the generation process.

Studies have shown that language models may produce fluent responses at the linguistic level while
generating factually incorrect or misleading content [19]. Broader analyses further indicate that hallucination
has become a central risk for generative models across multiple task settings [20]. Under cross-paragraph
and multi-document conditions, models may incorrectly integrate information due to limitations in compo-
sitional understanding [21]. Even when retrieval mechanisms are introduced, models may fail to consistently
follow retrieved evidence when conflicts arise between parametric knowledge and external sources [22].
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In addition, generative models often exhibit unstable calibration under uncertainty, and their confidence
scores do not necessarily reflect actual correctness rates [23]. This implies that, in enterprise environments,
relying solely on model outputs or confidence scores is an unreliable basis for decision-making. When such
deviations are embedded in enterprise decision-making processes, the issue is no longer whether a single
answer is correct but how errors propagate across document processing, retrieval, and generation stages,
ultimately creating institutional and accountability risks.

Therefore, the development of enterprise-grade LLM systems has gradually shifted from the question of
how to expand knowledge coverage to how to ensure that generated content is verifiable and traceable. Relia-
bility is no longer regarded as a byproduct of model performance but as a core property that must be actively
constructed through system design and evaluation procedures. This transition further lays the theoretical
and practical foundation for the subsequent discussion of risk-control and governance architectures.

2.3 Toward Integrated Enterprise Workflows
As knowledge-augmentation and evaluation mechanisms are gradually incorporated into the generative

pipeline, the challenge for enterprise-grade LLM systems is no longer limited to whether the model itself
is accurate but also whether the overall architecture remains stable. Generative models are embedded
within multi-stage workflows that include document parsing, content chunking, vector index construction,
retrieval and re-ranking, generation control, and post-hoc verification. Individual modules may perform
well under isolated testing conditions, yet once coupled together, their errors may propagate and amplify
within the system.

Data-layer issues often initiate risk propagation. Insufficient data validation and quality control can
undermine downstream models [24]. In high-risk settings, data dependencies and workflow discontinuities
may produce so-called “data cascades,” allowing errors to gradually spread across organizational and
technical layers [25]. These phenomena indicate that data consistency and structural quality influence not
only model outputs but also overall system stability.

Moreover, if testing and monitoring mechanisms focus solely on model-level metrics while neglecting
interactions between data flow and retrieval layers, cross-layer risks may go undetected. Research on machine
learning testing emphasizes that the testing scope should encompass data, model, and process levels [26].
In practical deployment, industry guidance further highlights the importance of continuously monitoring
model behavior, data drift, and prediction quality to maintain long-term system stability [27]. Without
systematic deployment strategies and organizational coordination mechanisms, enterprises often encounter
hidden technical debt and operational pressures in later stages of adoption [28].

For large language models, deployment complexity is even higher. Recent studies on LLM serving
indicate that operational integration presents challenges related to memory consumption, inference cost,
latency control, throughput optimization, and coordination among model, data, and system-level com-
ponents [29]. These observations suggest that LLM adoption is not merely a model replacement but an
architectural engineering task that requires coordination across data flow, retrieval, and generation layers.
Accordingly, enterprise-grade LLM design must shift from single-model optimization toward system-level
architectural thinking. Risk is therefore understood not as a localized error but as a cross-layer propagation
phenomenon that requires coordinated mechanisms for validation, monitoring, and integration. This
transition from model-centric to system-oriented design provides the foundation for the layered architecture
and risk-control framework discussed in the subsequent sections.
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3 Foundational Document-Oriented Capabilities: From PDFs to Searchable Knowledge
The rapid advancement of LLMs has established document-oriented understanding as a founda-

tional capability in enterprise AI systems. Critical enterprise knowledge is often stored in PDFs, scanned
documents, and structurally complex file formats that cannot be directly integrated into retrieval and
reasoning pipelines. Consequently, converting static documents into searchable and traceable knowledge
representations is a prerequisite for enterprise LLM deployment and serves as a primary risk-control measure
at the data layer [30].

Traditional document processing pipelines generally begin with Optical Character Recognition (OCR),
followed by layout analysis and rule-based post-processing. As document formats become more complex,
including multi-column layouts, dense tables, and mixed text-image structures, OCR-centered workflows
exhibit structural limitations. OCR focuses on text extraction rather than semantic interpretation and
therefore cannot reliably capture relational meaning across charts, tables, or distributed paragraphs. Partial
understanding of document structures can introduce early-stage errors that affect indexing and retrieval
quality [31].

Therefore, improving OCR accuracy alone does not address the challenges of cross-scenario gener-
alization and higher-level semantic interpretation. Recent research has integrated vision-language models
into document understanding pipelines to complement OCR outputs. By combining visual context with
language reasoning, these models advance document processing from basic text recognition to content-level
understanding [30].

Based on this background, this section examines the core capabilities required to transform PDFs
into searchable knowledge. Section 3.1 discusses representative OCR approaches and engineering trade-
offs. Section 3.2 reviews vision-language models and layout analysis techniques and clarifies their roles in
next-generation document understanding systems.

3.1 OCR-Based Document Understanding: Capabilities, Limits, and Engineering Trade-Offs
OCR has long served as the perception layer in document understanding systems. Its primary role

is to convert image-based documents into machine-readable text and initial structural information for
downstream processing. In enterprise AI systems, OCR serves as an entry module that connects physical
documents with digital knowledge-processing pipelines [32].

As enterprise documents increasingly exhibit cross-page dependencies, multi-column layouts, table-
dense content, and mixed text-image structures, the capabilities and engineering trade-offs of OCR systems
have become central determinants of overall document understanding quality and system stability. From a
practical enterprise perspective, OCR must therefore be examined along two dimensions: the scope of its
achievable capabilities and the constraints imposed at the engineering level. This analysis clarifies why OCR
has gradually shifted from being treated as a core processing component to being positioned as a lower-level
perceptual module that requires supplementation and constraints within the broader architecture.

3.1.1 Capabilities of OCR Systems in Structured Document Processing
Document-oriented understanding has long relied on OCR as the primary mechanism for digitizing

text. Its core function is to convert visually represented documents into machine-readable text for integration
into retrieval and knowledge-processing workflows. However, OCR focuses on text extraction rather than
semantic interpretation, and its support for higher-level structural relationships remains limited. Early
research formalized OCR as a modular pipeline comprising preprocessing, segmentation, classification,
and post-processing, establishing a deployable engineering framework that underpins enterprise document
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digitization [32]. In practice, mainstream OCR systems follow this modular design and enhance performance
through engineering optimization. Representative engines such as Tesseract integrate adaptive thresholding
and layout analysis to determine text regions and reading order, reflecting the traditional segmentation-
and-classification paradigm [33]. Under structured conditions, such as stable layouts and printed text, OCR
provides efficient and consistent recognition, supporting enterprise digitization and full-text retrieval.

Functionally, OCR converts textual elements into structured units that can be electronically indexed and
processed [34]. Nevertheless, recognition robustness declines as document quality deteriorates or layouts
become complex, particularly in low-resolution or unstructured scenarios [35]. Consequently, recognition
errors and reading-order inconsistencies may degrade downstream indexing quality.

To mitigate these issues, later research incorporated reading-order modeling and layout-aware mech-
anisms. Methods such as TextScanner model sequential relationships among textual elements to improve
output coherence [36], while layout-aware approaches help correct spatial misalignment in multi-column
documents [37]. In addition, contextual post-correction using transfer learning and NLP techniques has
been introduced to address character omissions and spelling errors [38]. Although these approaches improve
performance in specific domains, their effectiveness still depends on data distribution alignment.

OCR provides mature, engineerable capabilities for structured document processing, particularly in
stable-layout enterprise scenarios. However, its core objective remains text extraction rather than semantic
interpretation. As document structures become more diverse, OCR may recognize textual elements in
charts and tables but cannot infer higher-level meaning or relational context. When these perceptual
limitations are embedded in enterprise workflows, early extraction errors can affect subsequent retrieval and
generation stages, making OCR insufficient as a standalone foundation for systems that require traceability
and semantic consistency.

3.1.2 Engineering Limits and Error Propagation in OCR-Based Pipelines
Recent advances in OCR have been primarily driven by deep learning models. For instance, TrOCR

employs an end-to-end Transformer-based architecture that improves generalization to handwritten text and
non-standard fonts, demonstrating progress beyond the limitations of traditional character classifiers [38].
Despite these improvements, core challenges persist in enterprise deployment. Document sources in real-
world applications are highly heterogeneous, with ongoing variations in scanning quality, layout formats, and
data distributions. Consequently, enterprise systems continue to depend on transfer learning and domain
adaptation strategies to address such variability [38]. OCR systems, therefore, remain reliant on context-
specific engineering configurations rather than achieving robust cross-domain adaptability. In the absence
of continuous monitoring or adjustment mechanisms, shifts in data conditions can transform recognition
errors from isolated technical issues into significant risks for downstream knowledge processing workflows.

OCR architectures function as multi-stage perceptual pipelines, in which errors introduced in early
stages can be amplified by subsequent modules, resulting in nonlinear error propagation. Prior research
demonstrates that character- and word-level OCR errors impact information retrieval and text mining
performance, leading to biased results and semantic misinterpretation, while also distorting document
representation during structural transformation and indexing and degrading downstream retrieval and
reasoning [39].

Fig. 3 provides a practical example of error propagation within an OCR-RAG integrated workflow.
If a key entity, such as the address number “No. 10,” is misrecognized as “No. IO,” this minor character-
level error can result in entity linking failures or incorrect vector representations during indexing. Since
RAG systems depend on structured indexing and semantic-similarity retrieval, such errors may prevent
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the retrieval of correct documents. Even with an accurate user query, the system may produce incorrect
conclusions. This example highlights the structural risks present in OCR-based pipelines for enterprise
document understanding and demonstrates that improving recognition accuracy alone is insufficient to
ensure reliability in downstream RAG and reasoning modules.

Figure 3: Workflow of OCR error propagation in RAG systems.

The challenges are exacerbated when processing long tables and complex layouts. If OCR fails to
maintain table boundaries, row-column relationships, or hierarchical structures, the transformation into
structured data can result in semantic misalignment, such as mismatches between numerical values and
column labels. These errors may cause irreversible distortions in analytical outcomes [40]. Although such
issues may not be immediately apparent in character-level accuracy metrics, they can significantly impact
downstream decision-support systems.

The accumulation of errors becomes more significant when OCR outputs are integrated with large
language models. Systematic analyses reveal a non-linear negative correlation between OCR noise levels
and RAG system performance [41]. When knowledge bases contain excessive OCR-induced distortions
or structural inconsistencies, even accurately retrieved text may provide unreliable evidence for language
model reasoning, increasing the risk of hallucinated outputs. These risks undermine the traceability often
attributed to RAG systems and challenge the accountability and reliability standards required for enterprise-
grade deployments.

In summary, while OCR is essential for document digitization and initial structural conversion, its error
propagation, maintenance demands, and limited cross-domain generalization constrain its ability to support
reasoning- and decision-oriented enterprise knowledge systems. These limitations have motivated research
toward architectures that jointly model visual layout and semantic structure, including Vision-Language
Models (VLMs) and OCR-free document understanding methods.
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3.2 The Development of VLM and Layout-Aware Document Parsing
Even when high-performance OCR systems produce stable text, the lack of holistic modeling of

document structure and layout semantics can still lead downstream components, such as RAG or enter-
prise decision-support systems, to produce semantic deviations or erroneous inferences due to structural
misinterpretation.

In this context, layout-aware modeling, VLMs, and OCR-free end-to-end document understand-
ing architectures have emerged as important directions for advancing document-oriented understanding
beyond text-level correctness toward more reliable content-level interpretation.

3.2.1 Layout-Aware VLM: Addressing Structural Blind Spots of OCR
Despite improvements in character-level accuracy, traditional OCR architectures are still limited in their

ability to model spatial structure and semantic roles within documents. Accurate text recognition does not
guarantee correct interpretation of layout relationships or document hierarchy. In complex layouts, such
as multi-column or table-heavy documents, relying solely on textual information can lead to structural
misinterpretation and semantic drift in subsequent processing steps.

This limitation has prompted a shift in document understanding research toward multimodal represen-
tations that integrate both layout and visual context. To address these challenges, models such as LayoutLM
incorporate two-dimensional spatial information during language model pretraining, which enables joint
learning of textual content and layout relationships [30].

LayoutLM builds on BERT by representing the spatial distribution of text blocks with two-dimensional
positional embeddings and integrating visual features to capture font style and appearance. During pretrain-
ing, the model uses masked visual-language modeling and multi-label document classification objectives,
enabling self-supervised learning on large-scale scanned document corpora. Experimental results show that
LayoutLM significantly outperforms text-only or image-only models on tasks such as form understanding,
receipt information extraction, and document image classification, underscoring the importance of layout
awareness in document-level semantic modeling.

Building on this foundation, LayoutLMv2 incorporates visual features directly into the pretrain-
ing stage rather than introducing them only during fine-tuning and adopts a dual-stream multimodal
Transformer architecture to model cross-modal interactions among text, layout, and image representa-
tions, thereby improving representational alignment and consistency across-modalities [42]. Subsequently,
LayoutLMv3 simplifies the architecture by replacing conventional CNN-based visual backbones with a
unified Transformer framework that jointly processes text tokens and image patches. Through a unified
masked pretraining objective, LayoutLMv3 achieves state-of-the-art performance across multiple document
understanding benchmarks, demonstrating the potential of end-to-end multimodal modeling to balance
performance and engineering simplicity [43].

Alongside the LayoutLM series, DocFormer represents another important research direction. It uses
a single Transformer architecture to jointly model textual content, visual features, and spatial information,
and employs multimodal self-attention mechanisms to enable collaborative modeling across-modalities.
Experimental results show that, despite a relatively small parameter count, DocFormer achieves competitive
or superior performance across multiple document understanding tasks, highlighting the practical value of
layout awareness and multimodal fusion in real-world applications [44].

Layout-aware VLMs do not replace OCR entirely but instead serve as upper-layer enhancement mod-
ules that compensate for its limitations in structural understanding and semantic modeling. Documents are
thus treated not merely as collections of text but as structured entities with relational and semantic coherence.
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3.2.2 OCR-Free Architectures: End-to-End Document Understanding
With the maturation of multimodal models, research attention has gradually shifted from improving

OCR outputs to questioning the need to maintain the traditional OCR pipeline. The OCR-2.0 framework
argues that conventional OCR systems rely on multi-stage pipelines involving preprocessing, segmentation,
recognition, and post-processing [45]. Such modular designs are prone to error accumulation, increased
engineering complexity, and greater maintenance costs. In contrast, OCR-2.0 advocates a unified end-to-end
model that jointly performs perception and structured output generation, treating document understanding
as an integrated learning problem rather than a sequential engineering workflow.

This perspective is further exemplified by Donut [46]. Donut adopts a pure Transformer architecture
that directly maps document images to structured outputs, such as JSON or key-value pairs, thereby
performing both text reading and document understanding within a single model and bypassing the
conventional OCR process. Experimental results show that Donut reduces the error propagation commonly
observed in OCR-based architectures and demonstrates robust generalization across multilingual and
complex layout documents. These findings suggest that OCR-free approaches are technically feasible for
document understanding tasks.

However, OCR-free methods present additional considerations such as explainability, data dependency,
and deployment cost, which necessitate thorough evaluation in enterprise contexts. These challenges have led
to the creation of evaluation benchmarks and engineering metrics for the systematic assessment of document
understanding architectures.

3.2.3 Evaluation Perspectives and Engineering Realities in Document Understanding
With the transition from modular OCR pipelines to end-to-end multimodal architectures, evaluation

metrics have expanded beyond character-level accuracy. In enterprise applications, significant risks include
structural misinterpretation, field misalignment, and failures in cross-sectional semantic integration. These
issues are not addressed by character-level metrics, yet they have a direct impact on tasks such as contract
interpretation, financial analysis, and auditing. As a result, recent research has increasingly focused on
document-level structural and semantic correctness.

The DocVQA benchmark [47] reflects this transition by requiring models to integrate visual layout and
textual content when answering document-level questions. This approach promotes a shift from component-
level extraction to holistic document comprehension. Subsequent studies [48] indicate that models that
leverage layout features to infer field semantics are particularly effective for highly structured documents,
such as audit reports, contracts, and financial statements. This finding highlights the practical significance
of layout-aware modeling in enterprise and compliance contexts. More recently, evaluation frameworks
such as olmOCR-Bench [49] have introduced metrics focused on overall document structural correctness,
facilitating systematic comparisons across models under diverse layout and domain conditions.

Table 1 demonstrates that models such as Infinity-Parser-7B and anchored prompting variants of
olmOCR exhibit clear advantages in structurally complex scenarios, including multi-column layouts and
legacy scanned documents. These findings suggest that integrating layout awareness with contextual con-
straints substantially enhances document parsing quality. In contrast, traditional OCR-based pipelines
continue to exhibit limitations in structural consistency, indicating that character recognition and rule-based
post-processing alone are inadequate for comprehensive document-level understanding.
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Table 1: Performance comparison of different models on the olmOCR benchmark across diverse document domains
and structural challenges.

Model Overall ArXiv Old Scans
Math Tables Old

Scans
Headers &

Footers
Multi
Col.

Long-Tiny
Text Base

GOT OCR 48.3 52.7 52.0 0.2 22.1 93.6 42.0 29.9 94.0
Marker v1.6.2 59.4 24.3 22.1 69.8 24.3 87.1 71.0 76.9 99.5

MinerU v1.3.10 61.5 75.4 47.4 60.9 17.3 96.6 59.0 39.1 96.6
Mistral OCR API 72.0 77.2 67.5 60.6 29.3 93.6 71.3 77.1 99.4

GPT-4o (No Anchor) 68.9 51.5 75.5 69.1 40.9 94.2 68.9 54.1 96.7
GPT-4o (Anchored) 69.9 53.5 74.5 70.0 40.7 93.8 69.3 60.6 96.8

Gemini Flash 2 (No Anchor) 57.8 32.1 56.3 61.4 27.8 48.0 58.7 84.4 94.0
Gemini Flash 2 (Anchored) 63.8 54.5 56.1 72.1 34.2 64.7 61.5 71.5 95.6

Qwen 2 VL (No Anchor) 31.5 19.7 31.7 24.2 17.1 88.9 8.3 6.8 55.5
Qwen 2.5 VL (No Anchor) 65.5 63.1 65.7 67.3 38.6 73.6 68.3 49.1 98.3

olmOCR v0.1.68 (No Anchor) 76.3 72.1 74.7 71.5 43.7 91.6 78.5 80.5 98.1
olmOCR v0.1.68 (Anchored) 77.4 75.6 75.1 70.2 44.5 93.4 79.4 81.7 99.0

Infinity-Parser-7B 82.5 84.4 83.8 85.0 47.9 88.7 82.4 86.4 99.8

Note: Adapted from Wang et al. (2025) [49].

Table 2 further summarizes the evolving differentiation between OCR and VLM-based approaches
within enterprise systems. OCR continues to serve as an effective foundational layer for document digitiza-
tion and initial text extraction, especially in structured and stable layouts. In contrast, VLM-based models
increasingly operate as an intermediate semantic layer, bridging document parsing, structural modeling, and
knowledge construction. This development reflects a broader transition in document understanding, moving
from the extraction of readable text to the generation of representations that are searchable, inferable, and
suitable for decision support.

Table 2: Role differentiation and design trade-offs between OCR and VLM in enterprise document understanding
systems.

Comparison Dimension Traditional OCR Vision Language Model (VLM)

Core Design Objective
Converts document images into
editable and searchable textual

representations.

Jointly models visual layout and
linguistic semantics to interpret

document content and structure.

System Role Serves as a low-level perception
module.

Functions as a high-level document
understanding and semantic

modeling component.

Processing Unit Operates at the level of characters,
tokens, and text lines.

Processes document blocks, layout
structures, and cross-modal

semantics.

Handling of Layout
Structure

Relies on explicit segmentation and
rule-based layout analysis, which is

sensitive to layout variations.

Implicitly models layout and spatial
relationships through

learning-based mechanisms.

Support for Tables and
Complex Structures

May lose row and column
relationships and typically requires
additional table parsing modules.

Treats tables as integrated visual
and linguistic structures for joint

understanding and reasoning.
Semantic

Understanding
Capability

Provides textual output only, while
semantic understanding depends

on downstream components.

Possesses language reasoning
ability and can directly generate
semantic-level representations.

(Continued)
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Table 2 (continued)

Comparison Dimension Traditional OCR Vision Language Model (VLM)

Error Characteristics
Multistage pipeline in which errors
may propagate and amplify across

stages.

End-to-end modeling that can
absorb perceptual noise to a certain

extent.

Cross Scenario
Generalization

Requires transfer learning or rule
adjustment for adaptation.

Demonstrates stronger zero-shot or
few-shot capability for new

document types.

Relationship with RAG
Provides textual foundations for

retrieval but may introduce
structural and semantic noise.

Produces semantically consistent
and structure aware knowledge

units, thereby improving evidence
quality in RAG systems.

Ideal Position in
Enterprise Systems

Serves as a preprocessing layer for
document digitization and initial

text extraction.

Acts as a key intermediary layer for
document interpretation, semantic

enrichment, and knowledge
construction.

Recent advances, including layout-aware VLMs and OCR-free architectures, aim to improve the
conversion of static documents into machine-interpretable representations. However, when these advances
are integrated into enterprise QA and decision workflows, document understanding alone does not ensure
traceability or verifiability. Furthermore, with generative models involved, the focus shifts from parsing
accuracy to ensuring evidence-supported outputs. As a result, this shift is driving the adoption of RAG as a
core component in enterprise LLM systems.

4 RAG and Agentic Pipelines
While LLMs are powerful, their factual accuracy and knowledge recency are constrained by fixed

training data. In high-risk enterprise scenarios (e.g., contracts, financial reports), purely generative models
lack source attribution and auditable reasoning, and hallucinations may lead to tangible risks, such as
misleading financial decisions [50,51].

RAG addresses these limitations as a structural intervention by incorporating external evidence into
the generation process, thereby improving accuracy, traceability, and controllability. Grounding outputs
in explicit evidence reduces unsupported inference and functions as a knowledge mediation layer for
auditable decision-making. Its effectiveness, however, depends on document understanding (OCR/VLM)
and knowledge structuring (e.g., KG), which convert unstructured data into retrievable and verifiable assets.
The following sections examine the evolution of RAG from basic retrieval pipelines to structured and agentic
systems under enterprise constraints.

4.1 Hybrid Retrieval and Re-Ranking Techniques
In RAG, retrieval quality critically determines output faithfulness and attribution. However, in enter-

prise settings with growing knowledge bases and diverse queries, single retrieval methods often fail to
balance recall and precision. Furthermore, dense retrievers underperform in zero-shot or OOD settings,
which limits reliability in heterogeneous systems [52,53]. To address these challenges, this section examines
hybrid retrieval and deep re-ranking to improve integration and coverage. In enterprise deployments, these
approaches also serve as risk-mitigating mechanisms that constrain downstream generation variability.
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4.1.1 The Core of Retrieval: Complementary Strengths of Sparse and Dense Models
In the RAG architecture, the first-stage task is to efficiently retrieve a set of semantically relevant

candidate passages from a large corpus. Two primary retrieval strategies are commonly employed at this
stage: sparse retrieval and dense retrieval, each with its own advantages.

A representative method for sparse retrieval is BM25, which relies on term frequency-inverse document
frequency (TF-IDF) and other lexical statistics to perform exact matching. This approach is efficient for
queries containing domain-specific terms or precise keywords [54]. More recently, SPLADE has emerged
as a learning-based sparse retrieval method that constructs sparse term vectors with learned weights, thus
combining the efficiency of sparse retrieval with improved semantic generalization [55].

On the other hand, dense retrieval methods such as Dense Passage Retrieval (DPR) [56] and E5 [57]
employ deep neural networks to encode queries and documents as dense vectors and perform semantic
matching in vector space via Approximate Nearest-Neighbor (ANN) search. These models are particularly
suitable for fuzzy or conceptually synonymous queries. However, while bi-encoder models like E5 are known
for their scalability and performance, they may overlook concrete entity names due to a lack of fine-grained
token-level alignment [58]. This tension between semantic abstraction and lexical grounding has prompted
further exploration of hybrid approaches that combine sparse and dense retrieval methods.

4.1.2 Hybrid Retrieval and Ranking Fusion
To build a high-recall, fault-tolerant Candidate Evidence Set before using costly generative models

(LLMs) or deep re-ranking modules (such as cross-encoders), modern retrieval systems must overcome the
limitations of relying on a single retrieval signal.

(a) Complementarity and Robustness

No single retrieval mechanism works for all cases. Probabilistic models such as BM25 have strong
stability with OOD queries but lack deep semantic understanding. Neural retrieval models excel at semantic
matching, but they may fail in zero-shot settings or under adversarial perturbations.

Hybrid retrieval is more than a way to improve accuracy. It acts as a diversity-based defense. BM25’s
rigid lexical matching offsets the hallucination risks of neural models.

(b) Addressing Score Heterogeneity

Because BM25 produces unbounded relevance scores derived from probabilistic assumptions, while
dense retrievers output normalized similarity values (e.g., [0, 1]), direct score-level aggregation is often
unstable and difficult to calibrate [54]. To address this mismatch, Cormack et al. proposed Reciprocal Rank
Fusion (RRF), which performs fusion solely at the ranking level:

RRFscore (d) = ∑
1

k + r (d)
(1)

By ignoring absolute score magnitudes, RRF rewards documents that are consistently ranked highly
across multiple retrieval models and suppresses isolated noise, enabling the construction of a high-recall and
noise-resistant candidate set prior to expensive downstream inference [59].

By fusing lexical and semantic signals with RRF, the system builds a high-recall, noise-resilient candidate
set before inference. Such rank-level fusion also enhances traceability, as consensus-based selection reduces
reliance on opaque similarity scores from a single model. This acts as a multi-expert consultation layer. It
ensures downstream LLM reasoning is grounded in evidence that is both trustworthy and comprehensive.
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4.1.3 Deep Re-Ranking Mechanisms
After hybrid retrieval ensures sufficient recall in the candidate set, deep re-ranking models serve as a

final, precision-oriented layer. They perform fine-grained relevance judgment. Unlike first-stage retrieval,
which relies on vector similarity, deep re-rankers model queries and documents together to capture token-
level interactions and compositional semantics.

Discriminative cross-encoders based on BERT set the upper bound for neural re-ranking performance.
They concatenate queries and documents in a single input sequence and perform binary relevance classifi-
cation. These models achieve much higher accuracy than bi-encoder retrievers on large-scale benchmarks
such as MS MARCO [60]. To improve robustness in low-resource or domain-shifted settings, MonoT5
reformulates ranking as a sequence-to-sequence generation task. It uses the logits of generated relevance
tokens as scores and demonstrates strong data efficiency and zero-shot transfer capability [61].

Despite their effectiveness, deep re-rankers incur high computational costs that scale linearly with the
number of candidates. To balance efficiency and accuracy, late-interaction models like ColBERT encode
queries and documents independently. They preserve token-level representations, enable offline indexing,
and reduce query latency with competitive effectiveness [58].

Re-ranking is not a replacement for Retrieval within the RAG stage, but a cost-aware, high-precision
relevance adjudicator applied after recall-oriented pruning. In advanced enterprise systems, relevance
judgments from re-ranking stages can further serve as feedback signals for iterative retrieval refinement.

4.1.4 Vector Database Selection and Enterprise Considerations
From an enterprise perspective, hybrid retrieval and deep re-ranking are coordinated system-level

decisions constrained by latency, scalability, and cost. In practice, sparse and dense retrievers are combined
to maximize recall, while expensive re-rankers are applied after candidate pruning, reflecting a quality-
efficiency trade-off in production RAG systems.

The indexing module operationalizes this consolidation by enabling fast top-K access, hybrid query
execution, and continuous index updates over evolving knowledge bases. Accordingly, vector database
selection is driven less by peak retrieval accuracy than by the ability to support hybrid retrieval pipelines,
cost-aware re-ranking, and enterprise requirements such as maintainability and observability [62]. Fig. 4
summarizes how hybrid retrieval, ranking fusion, and deep re-ranking are integrated into a deployable
pipeline under these constraints. Beyond efficiency considerations, this integration increasingly reflects a
governance-oriented design, in which the retrieval architecture is aligned with compliance, observability,
and controllable generation behavior.

Figure 4: Hybrid retrieval and deep re-ranking pipeline in enterprise RAG systems.
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4.2 Pipeline Variants and Optimization Strategies
While early RAG systems focused on simple vector-based retrieval, enterprise needs for high-precision

and complex reasoning have led to a structural evolution in RAG architectures. As shown in Table 3, the
move from Basic RAG to specialized types like GraphRAG, FileRAG, and Multi-hop RAG is not just about
different methods but a logical response to specific structural flaws in standard pipelines, such as losing
relational context, document fragmentation, and the inability to do iterative reasoning.

Table 3: Comparison of representative RAG pipeline variants.

Variant Retrieval
Unit

Knowledge
Organization Reasoning Support Typical Use Cases

Basic RAG
(Section 4.2.1)

Text
chunk Flat Single-hop factual

reasoning FAQ, factual QA

GraphRAG
(Section 4.2.2) Node/edge Graph-structured Relational and multi-step

reasoning
Regulations,

policies
FileRAG

(Section 4.2.3)
Document/

section Hierarchical Long-context aggregation
and reasoning Reports, manuals

Multi-hop
RAG

(Section 4.2.4)

Stepwise
evidence Dynamic Explicit multi-hop

reasoning Analysis, synthesis

Fig. 5 presents an overview of common RAG pipeline components and representative variants. Regard-
less of the variant, all RAG systems rely on a large language model for the final generation step. The key
differences lie in how evidence is retrieved, structured, and provided to the model. Early RAG architectures
typically use a flat retrieval setting, in which a fixed top-K set of text chunks is retrieved and directly passed to
the generator [62]. This design works well for simple factual queries but becomes less effective when relational
reasoning, long document context, or multi-step evidence composition is required.

Figure 5: Architectural variants of RAG and their evidence retrieval structures.

To overcome these limitations, several structured RAG pipeline variants have been proposed. Graph
RAG introduces graph-structured knowledge representations that support relation-aware evidence selection
and reasoning over interconnected entities or clauses [63,64]. File RAG focuses on document-centric
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retrieval for long, heterogeneous files, aiming to preserve contextual integrity by retrieving documents or
sections rather than isolated text chunks [65,66]. Multi-hop RAG further extends this idea by decomposing
complex queries into a sequence of retrieval steps, allowing intermediate results to guide subsequent evidence
acquisition and synthesis [67].

Table 3 summarizes representative RAG pipeline variants by their retrieval units, knowledge orga-
nization strategies, supported reasoning patterns, and typical application scenarios. These variants differ
primarily in the form of evidence they operate on, ranging from flat text chunks to structured graphs,
document-level units, and sequentially constructed evidence chains. Such differences reflect distinct design
assumptions about how evidence should be retrieved and organized. These choices have direct implications
for reasoning capability, system complexity, and deployment cost.

4.2.1 Basic RAG
Basic RAG is the canonical formulation of RAG, in which a retrieval component is combined with

a generative language model (e.g., T5 or BART) to incorporate external knowledge at inference time. In
this pipeline, knowledge sources are represented as a flat collection of text chunks, which serve as the
basic units for retrieval and evidence selection [68]. This design enables models to condition generation
on explicitly retrieved information, a requirement for knowledge-intensive tasks where relevant evidence
cannot be reliably stored within model parameters alone.

In this flat representation, retrieval methods select a fixed top-K set of passages relevant to a given query,
typically employing either lexical or dense semantic matching [69]. Although these approaches effectively
identify relevant content, they function at the passage level and do not explicitly model relationships among
retrieved chunks. A re-ranking stage is often applied to refine the retrieved candidates, which improves
precision but introduces additional computational overhead [69,70].

The appeal of Basic RAG lies in its ability to decouple knowledge from model parameters, allowing
updates to external knowledge sources without retraining the generator. Nevertheless, its flat, chunk-based
representation presents a significant limitation by treating retrieved passages as independent units. This
approach impedes the capture of cross-passage relationships and higher-level document structure [69]. Con-
sequently, relevant evidence may become fragmented, and the model may encounter difficulties with queries
that demand multi-step reasoning or structured comprehension. These challenges highlight the structural
constraints inherent in pipeline-based RAG and underscore the need for more advanced architectures.

4.2.2 GraphRAG
GraphRAG extends the conventional RAG paradigm by replacing flat text chunks with graph-structured

evidence representations. Instead of treating retrieved passages as independent units, GraphRAG organizes
evidence as nodes and encodes semantic, logical, or referential relationships as edges. This method is moti-
vated by the observation that, for complex queries, relevant information is often distributed across multiple
related textual units, making isolated passage retrieval insufficient for reliable evidence aggregation [71,72].
As illustrated in Fig. 6, while Basic RAG relies on disconnected text fragments, GraphRAG transforms them
into a structured knowledge network via entity extraction and explicit relationship linking, enabling more
coherent evidence organization.
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Figure 6: Comparison of knowledge organization between basic RAG and GraphRAG.

In GraphRAG pipelines, retrieval operates over structured representations where evidence relevance is
determined by both local similarity and relational context. This structure facilitates more coherent evidence
aggregation, particularly when no single text unit contains sufficient information to answer a query [71–73].

This approach is particularly effective for multi-hop reasoning and for domains with strong internal
dependencies, where relevant evidence spans multiple linked units. By preserving relational structure,
GraphRAG reduces the need for the language model to infer connections from loosely associated fragments
and improves coverage of indirectly related information [72,74].

However, these advantages involve trade-offs. Constructing and maintaining graph-structured
representations increases preprocessing complexity, and structured retrieval generally incurs higher com-
putational costs. More significantly, GraphRAG is fundamentally a pipeline-based design in which retrieval
and reasoning follow predefined procedures. Consequently, it lacks the flexibility to dynamically adapt to
unexpected reasoning failures or to decompose complex tasks beyond predefined structures. This limitation
underscores the boundaries of structured RAG and motivates the development of more adaptive and
controllable systems.

4.2.3 FileRAG
FileRAG addresses a fundamental limitation of flat chunk-based retrieval in long and structured doc-

uments. In practical applications, relevant information is frequently distributed across contiguous sections
that collectively establish meaning. Partitioning these documents into fixed-length chunks often disrupts
contextual continuity, resulting in evidence that is locally relevant but globally incomplete. To mitigate this
issue, FileRAG redefines the retrieval unit from isolated passages to document-centric structures, such as
entire files or semantically bounded sections.

The necessity of maintaining document-level coherence is evident in tasks where answers span entire
document regions rather than isolated passages, as demonstrated by datasets such as Natural Questions [75].
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By preserving document boundaries, FileRAG mitigates a common failure mode of flat RAG pipelines in
long-context scenarios, where top-K passage retrieval requires the model to reconstruct document structure
from dispersed fragments. Supplying structurally consistent evidence enhances robustness when positional
and sectional relationships are critical [75,76].

These advantages, however, introduce new trade-offs. Document-level retrieval increases input length
and places greater demands on the model’s context window, resulting in higher computational costs [76].
Long-document architectures such as Longformer mitigate this issue through sparse attention mechanisms,
but they do not fully resolve the challenges of reasoning and attribution when integrating long-context
evidence [77]. Additionally, coarse retrieval granularity amplifies the consequences of retrieval errors, as
irrelevant context may dominate the input. Furthermore, FileRAG retains a pipeline-based architecture
in which retrieval units are predefined and static. Consequently, it lacks the flexibility to adjust retrieval
strategies according to query complexity or intermediate reasoning outcomes, which limits its effectiveness
in addressing diverse or dynamically evolving tasks.

4.2.4 Multi-Hop RAG
In a Multi-hop RAG pipeline, retrieval and generation processes are interleaved across multiple steps.

Rather than retrieving a fixed set of passages once, the system iteratively conditions each subsequent retrieval
on intermediate outputs or partial evidence. This sequential retrieval paradigm externalizes aspects of the
reasoning process within the retrieval mechanism, facilitating the discovery of information not directly
accessible through the initial query [78,79].

As shown in Fig. 7, the process begins with an initial query and a first retrieval step (Hop 1), followed
by intermediate reasoning that refines the information need and directs subsequent retrieval (Hop 2). This
iterative accumulation of evidence enables the system to systematically expand the evidence space.

Figure 7: Multi-hop RAG sequential flow.

Multi-hop RAG is particularly effective for tasks requiring reasoning over distributed or implicit
evidence. By refining retrieval based on intermediate reasoning, it mitigates a key limitation of flat RAG
pipelines, where early retrieval decisions constrain downstream generation [78].
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However, these advantages come with trade-offs. Iterative retrieval increases latency and computational
cost, and errors introduced at early stages may propagate and affect subsequent retrieval steps [79]. More
importantly, although Multi-hop RAG introduces a tighter coupling between retrieval and reasoning, the
process still follows predefined execution patterns. As a result, it lacks the ability to dynamically adjust
reasoning strategies or control the retrieval process in response to evolving task requirements, underscoring
the need for more adaptive and controllable systems.

4.2.5 Operational Considerations: Chunking, Update Synchronization, and Serving Efficiency
In addition to pipeline design, practical RAG systems are constrained by operational factors including

chunking, update synchronization, and serving efficiency. These factors have a direct impact on retrieval
reliability and system behavior across all system variants.

As summarized in Table 4, chunking strategies require balancing efficiency, contextual coherence, and
adaptability. Furthermore, language models do not consistently leverage extended contexts, and increasing
input length does not necessarily enhance generation quality [80,81].

Table 4: Operational trade-offs of chunking strategies in RAG systems.

Strategy Granularity Basis Advantages Limitations
Fixed size Token/length Simple, efficient Context fragmentation

Structure-aware Section/layout Semantic coherence Preprocessing cost

Dynamic Query-aware Adaptive relevance Increased coordination and
serving complexity

Retrieval quality is further affected by inconsistencies introduced during asynchronous updates to the
indexing and embedding components, which may result in evidence mismatches in downstream stages. In
addition, serving constraints, particularly latency requirements, often force systems to trade completeness
for responsiveness, resulting in imperfect or partial evidence [82,83].

In summary, the discussed RAG variants significantly improve the system’s ability to manage complex
data structures and multi-step retrieval. However, these systems remain largely static and deterministic,
following predefined execution paths without the flexibility to address unexpected reasoning failures or
autonomously decompose tasks. This limitation of fixed pipelines highlights the need for Agentic RAG
systems, which introduce dynamic decision-making and autonomous control throughout the generation
lifecycle, as discussed in the next section.

4.3 Agentic RAG: From Query Assistance to Task-Oriented Problem Solving
While earlier RAG variants improve retrieval and contextual grounding, they are still limited by single-

pass pipeline execution. In many real-world tasks, intermediate results change subsequent information
needs, making such static setups inadequate. This limitation drives the development of agentic RAG, which
allows for iterative, task-focused control over retrieval and generation.

4.3.1 Limitations of Pipeline-Centric RAG Variants and the Need for Agentic Control
Pipeline-centric RAG architectures, such as Basic RAG, GraphRAG, FileRAG, and Multi-hop RAG,

address specific limitations in retrieval quality, evidence organization, and reasoning depth. However, recent
work on adaptive retrieval-augmented generation shows that fixed retrieval behaviors are insufficient for
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diverse queries because systems may need to dynamically determine when retrieval is necessary and how to
coordinate it during inference [84].

This rigidity poses challenges in complex tasks where intermediate results influence subsequent infor-
mation requirements. For instance, in regulatory analysis or contract review, newly identified constraints
can invalidate previous assumptions and necessitate revisiting earlier steps. Recent research on Agentic
RAG emphasizes that complex tasks require dynamic coordination among retrieval, reasoning, tool use,
and evaluation, rather than a single-pass retrieval-generation pipeline [85]. Pipeline-based RAG systems do
not provide explicit mechanisms for task decomposition, conditional branching, or self-correction, which
complicates error management as task complexity increases.

Agentic RAG mitigates these limitations by introducing an explicit control layer that orchestrates
retrieval and generation processes over time. Rather than treating retrieval as a single preparatory step,
agentic systems decompose user objectives into intermediate subgoals, dynamically select appropriate tools,
and revise prior decisions when inconsistencies are detected. This approach is consistent with recent
reasoning-action frameworks, in which language models interleave reasoning with external tool use to enable
adaptive decision-making [86,87]. Through the integration of planning, retrieval, and reflection, agentic
RAG enables retrieval-augmented generation to function as an adaptive process suitable for real-world,
multi-step tasks.

4.3.2 Representative Agentic Frameworks and Tooling Ecosystems
To operationalize agentic RAG, several frameworks have been proposed to support planning, tool

invocation, and iterative control during task execution. These systems advance beyond fixed pipelines by
introducing abstractions for state management, action coordination, and revision of intermediate decisions.

LangGraph models agent behavior as a stateful execution graph in which nodes represent reasoning
or tool steps and edges define control flow, enabling explicit tracking of task structure and intermediate
states [88]. AutoGen extends this paradigm through multi-agent collaboration, allowing specialized agents
to coordinate via structured communication and enhancing robustness through role-based decomposition
and cross-checking [89].

In parallel, tool-centric reasoning frameworks offer a complementary foundation. ReAct introduces
a reasoning-action loop that interleaves natural-language reasoning with tool use, while Toolformer
demonstrates that models can learn when to invoke tools using self-supervised signals [86,87].

Collectively, these frameworks illustrate a shift in RAG system design from optimizing individual
components to orchestrating interactions among reasoning, tools, and generation. By providing explicit
mechanisms for state management, role specialization, and dynamic control, agentic tooling ecosystems
enable RAG systems to scale beyond query assistance toward sustained, task-oriented problem solving.

4.3.3 System-Level Synthesis: From Pipeline RAG to Agentic RAG
The RAG paradigms discussed in Sections 4.1–4.3 should be understood as complementary responses

to distinct system-level constraints rather than as competing alternatives. Although earlier variants differ in
retrieval structure and reasoning capability, the primary distinction concerns the allocation of control over
task execution within the system.

Pipeline-centric RAG incrementally enhances performance by optimizing individual components of
the retrieval-generation process. Basic RAG grounds generation in external evidence, whereas later variants
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improve relational structure, contextual coherence, and reasoning depth. Nevertheless, these designs gener-
ally assume a fixed execution flow, which restricts adaptability when intermediate results alter subsequent
information requirements.

Agentic approaches overcome this limitation by introducing explicit control over task execution. Rather
than relying on fixed pipelines, these methods enable dynamic coordination among reasoning, retrieval, and
tool use, allowing intermediate decisions to inform subsequent actions [86,90]. This transition marks a shift
from static evidence grounding to adaptive, decision-driven execution.

To clarify this progression, Table 5 presents representative RAG paradigms from a system-level perspec-
tive, highlighting their functional roles, degree of execution control, and typical task scope. This comparison
explicitly demonstrates how RAG evolves from predefined pipelines to systems capable of dynamic task
orchestration. Within this framework, Agentic RAG constitutes a qualitative architectural shift rather than a
mere incremental extension of retrieval. Retrieval and generation are conceptualized as callable operations,
with their use determined during execution. This approach enables systems to revise intermediate decisions
and adapt to evolving task states. Recent system-level analyses further substantiate this transition toward
orchestrated, multi-stage workflows that integrate reasoning, tools, and intermediate-state management [91].

Table 5: System-level comparison of RAG paradigms by design motivation and functional role.

RAG
Paradigm

Core Technical
Mechanism

Primary Limitation
Addressed

Suitable Task
Scope

Role in the
Overall System

Basic RAG
Single-step retrieval and

generation with
minimal control logic

Lack of access to
external, updatable

evidence in
parametric models

Simple factual
queries, FAQs

Lightweight
knowledge

grounding layer

GraphRAG
Relation-aware evidence
linking and structured

reasoning

Inability of flat
retrieval to capture
dependencies and

relational constraints

Policies,
regulations, rule

comparison

Relational
reasoning

enhancement
layer

FileRAG

Document-centric
retrieval and
long-context
aggregation

Context
fragmentation and

loss of cross-section
coherence caused by

fine-grained chunking

Contracts,
reports, manuals

Context integrity
preservation layer

Multi-hop
RAG

Stepwise retrieval and
evidence accumulation

with fixed execution
flow

Insufficient reasoning
depth and limited

adaptability in
single-round retrieval

Analytical and
synthesis tasks

Reasoning depth
extension layer

Agentic RAG
Task planning, dynamic
tool orchestration, and

reflective control

Lack of adaptability,
error correction, and
decision-level control

in pipeline-based
systems

Multi-step,
high-risk

enterprise tasks

Integration and
decision control

layer

Although agentic RAG offers increased flexibility and adaptability at the task level, it introduces system-
level risks that are not present in pipeline-centric architectures. First, multi-step planning and dynamic tool
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invocation can result in unpredictable computational costs, as execution paths are variable and may expand
based on intermediate decisions. Second, tool usage generates more complex error modes, where incorrect
intermediate outputs, faulty tool calls, or misaligned retrieval results may propagate across steps and
accumulate over time. Prior research on language agents demonstrates that errors in intermediate reasoning
or feedback signals can substantially affect subsequent decisions, resulting in compounded deviations in
multi-step scenarios [92]. Third, validating the correctness of agentic behavior becomes considerably more
difficult, since the reliability of the final output depends on both individual steps and the overall consistency
and coherence of the multi-step reasoning process. Existing studies indicate that large language models
continue to face challenges in planning and evaluating multi-step tasks due to the absence of robust
intermediate verification mechanisms [93].

These risks collectively shift the focus from improving individual step accuracy to ensuring system-wide
controllability, where cost, error propagation, and planning uncertainty must be managed together. In this
work, such risks are addressed through a risk-controlled system design that integrates feedback-driven data
flywheel mechanisms (Section 5) with agentic workflow control and guardrail-based validation (Section 7),
enabling both adaptive execution and bounded reasoning behavior.

5 Evaluation and Zero-Hallucination Metrics
In enterprise deployments, document understanding, and RAG are widely adopted to incorporate

external evidence and reduce hallucination risks in large language models. However, the retrieval of evidence
alone does not guarantee factual faithfulness. Even when relevant documents are accessible, models may
generate unsupported inferences or incorrectly synthesize information from multiple sources. Consequently,
the central concern shifts from the mere presence of citations to whether those citations substantiate the
underlying claims. A response may appear semantically coherent while remaining inconsistent with its cited
sources. Thus, attribution and faithfulness are not solely aspects of generation quality but are fundamentally
issues of auditability and verifiability [94].

In this context, Zero-Hallucination should be regarded not as the elimination of all errors, but as a guid-
ing design principle. By employing claim decomposition, reasoning constraints, and verification and repair
mechanisms, errors can be detected, localized, and systematically managed. Evaluation therefore extends
beyond model comparison and becomes integral to the deployment process. In enterprise environments,
evaluation is an ongoing process rather than a single validation step. Outputs that satisfy attribution and
faithfulness criteria should inform subsequent retrieval strategies, prompt configurations, and knowledge
base updates, thereby establishing a closed loop of data, generation, evaluation, and optimization. This
feedback loop supports the data flywheel approach in enterprise-grade RAG systems by converting evidence,
evaluation results, and risk signals into reusable optimization assets. It prioritizes structured evaluation and
feedback to drive ongoing improvements in retrieval accuracy, generation quality, and governance, shifting
evaluation from passive detection to active control [95].

To address the reliability of RAG systems and to integrate evaluation within this closed-loop structure,
this section organizes existing research into a three-level evaluation framework:
(1) Claim-level attribution and faithfulness verification:

Generated outputs are decomposed into atomic claims and aligned with supporting evidence (e.g., AIS
and FActScore), thereby establishing fine-grained traceability.
(2) System-level automated and scalable evaluation mechanisms:

Approaches such as model-as-a-judge, reference-free RAG diagnostics, and engineered semantic
scoring enable evaluation to function within continuous monitoring workflows.
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(3) Governance-level benchmark datasets and stress testing:

Document-understanding benchmarks, high-risk domain datasets, and institution-aligned evaluations
translate compliance and auditing requirements into verifiable conditions.

This three-level structure aims to advance from outputs that only appear correct to reliability that is
measurable, traceable, and continuously improvable, thereby supporting long-term enterprise deployment
and auditing of generative systems.

5.1 Attribution & Faithfulness
In enterprise RAG systems, attribution and faithfulness are essential for ensuring traceability and

compliance, particularly when generated content must be grounded in verifiable evidence. To operationalize
these requirements, attribution must be embedded within the generation process rather than treated as a
post-hoc evaluation step.

Fig. 8 presents a claim-level attribution and repair pipeline designed to convert raw model outputs into
auditable responses.

(1) Raw Output: The original response generated by the LLM (unverified), which may contain multiple
factual claims, potential hallucinations, and no explicit evidence alignment.

(2) Claim Decomposition (FActScore): Long-form text is decomposed into atomic claims, converting
a holistic response into independently verifiable units. This step enables precise identification of
unsupported statements.

(3) Atomic Claims: A set of decomposed individual claims.
(4) Evidence Retrieval: For each atomic claim, a retrieval query is issued to obtain candidate evidence

passages.
(5) Claim-Evidence Pairs: Each claim is paired with retrieved evidence, forming the basic verification unit.
(6) NLI-based Confidence Scoring: A Natural Language Inference (NLI) model determines whether the

evidence entails the claim.
(7) Attributed Claim: Claims that meet the confidence threshold are treated as evidence-supported and

can be included in the final response.
(8) Revision Based on Retrofit Attribution Using Research and Revision (RARR): Claims that fail to meet

the threshold trigger a repair process, which may involve additional retrieval, revision of the original
text, or removal of unsupported content.

(9) Auditable Response: The final response integrates all supported claims and revised content.

Figure 8: Attribution pipeline: from output to atomic claims, evidence matching, confidence scoring, and patching.
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The primary advantage of this design is the integration of attribution within the generation workflow,
rather than limiting it to an evaluation metric. Acceptance of generated content depends on its fulfillment
of structured evidence verification, rather than fluency or surface plausibility. This multi-stage process con-
strains probabilistic language generation through explicit evidence alignment, thereby enhancing auditability
and traceability in enterprise RAG systems. Building on this foundation, existing research is organized into
a three-level framework for attribution and faithfulness, as summarized in Fig. 9. The first level, Claim-
Level Attribution, involves decomposing generated outputs into independently verifiable atomic claims and
assessing whether each claim is supported by retrieved evidence using methods such as AIS and FActScore.
This level shifts the focus from evaluating the overall reasonableness of a response to determining whether
each individual claim is evidence-supported, thereby establishing a fine-grained attribution baseline [94,96].

Figure 9: Three-level attribution and faithfulness framework for zero-hallucination governance in enterprise RAG
systems.

The second level, Reasoning-Level Faithfulness, ensures logical consistency between intermediate
reasoning steps and final conclusions. Instead of evaluating only final outputs, approaches such as Faithful-
CoT impose logical constraints on reasoning chains, thereby reducing the risk of introducing unsupported
assumptions during multi-step inference [97].

The third level, System-Level Verification, implements a verification and repair loop (e.g., CoVe, RARR),
focusing on post-generation validation and correction to address unsupported or contradictory content
without retraining the base model. Thus, attribution becomes a continuous deployment mechanism rather
than a one-time assessment [98,99].

Overall, the three-level structure in Fig. 9 frames attribution as a layered design spanning claim verifi-
cation, reasoning consistency, and system-level repair, collectively enhancing auditability and traceability in
high-risk settings.

5.1.1 Claim-Level Attribution
A common limitation of current generative systems is that a single response frequently includes

multiple factual statements. While some statements are directly supported by retrieved evidence, others result
from statistical inference or the model’s implicit completion. When evaluation treats the entire response
as a single unit, it becomes difficult to distinguish between wholly unsupported content and partially
supported claims. This coarse-grained assessment conceals fine-grained attribution failures and restricts
precise error localization, making it difficult to trace responsibility or revise specific problematic statements
in enterprise contexts.
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The Attributable to Identified Sources (AIS) framework formalizes attribution in terms of whether
generated content is supported by specified source documents, rather than merely being consistent with
general world knowledge. A primary contribution of AIS is the operationalization of attribution as a testable
condition: for each generated statement, it must be possible to reasonably assert that “according to the source
document, this claim holds.” Each statement must also be independently interpretable and verifiable within
its context. By defining attribution in relation to identified sources, AIS distinguishes factual correctness
from source traceability. This distinction is critical in enterprise applications. Even when a statement is
factually accurate, the inability to trace it to approved knowledge sources constitutes attribution failure. This
formalization renders attribution a definable, evaluable, and reproducible technical criterion, rather than a
loosely interpreted citation practice [94].

However, in long-form generation tasks, sentence-level evaluation is insufficient for detecting fine-
grained attribution deviations. A single sentence may contain multiple separable informational components,
some of which are supported by evidence while others are not. As a result, binary sentence-level labeling
obscures cases of partial attribution failure. Factual Precision in Atomicity Score (FActScore) addresses this
limitation by decomposing generated text into atomic facts and verifying each atomic unit against designated
sources. This atomic-level approach enhances error localization and enables attribution performance to
be quantified as a continuous metric, rather than as a binary judgment at the response level. Notably,
FActScore defines factuality in relation to specific knowledge sources, rather than presuming a universal
ground truth. This property enables natural alignment with enterprise knowledge bases, regulatory docu-
ments, and version-controlled repositories, making FActScore suitable for deployment-oriented evaluation
scenarios [96].

If outputs are not broken down into verifiable claims, attribution remains coarse-grained and cannot
clearly separate unsupported from partially supported content. AIS defines attribution through source
grounding, while FActScore builds on this by using atomic decomposition and proportional measurement.
Together, these methods make attribution a precise, measurable diagnostic process and provide a basis for
reasoning and system-level faithfulness control in enterprise RAG systems.

5.1.2 From Claim-Level Attribution to Reasoning-Level Faithfulness
Atomic claim-level attribution aligns individual statements with identifiable evidence, yet such align-

ment does not guarantee overall decision reliability. In enterprise settings such as regulatory comparison,
financial analysis, or medical decision support, outputs rely on multi-step reasoning rather than isolated
claims. Even when each statement is evidence-supported, the reasoning chain may contain logical gaps,
implicit transitions, or incorrect deductions, leading the conclusion to diverge from the underlying evi-
dence. The problem, therefore, extends beyond sentence-level factual accuracy. A response may contain
no explicit errors and still produce a conclusion not logically entailed by its own reasoning. Coherent
Chain-of-Thought explanations can function as post-hoc rationalizations, where structured intermediate
steps fail to justify the answer. This inconsistency between the reasoning and the conclusion constitutes a
reasoning-level hallucination.

Faithful Chain-of-Thought addresses this gap by distinguishing linguistic expression from logical
execution. This method transforms a problem into a structured or symbolic representation, followed by
the application of a deterministic solver to perform the required computation or inference. As a result, the
reasoning process becomes transparent and inspectable, rather than remaining embedded in free-form text.
Errors can be localized to either the translation or solving stage, rather than being concealed within narrative
explanations. Empirical results demonstrate that this separation enhances the consistency of reasoning and
reduces divergence between intermediate steps and final answers in structured reasoning tasks [97].
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However, this mechanism is not universally applicable, as it presupposes that those problems can be
formalized in a structured manner. In open-domain or semantically ambiguous contexts, reasoning cannot
always be reduced to deterministic procedures. Furthermore, if implicit assumptions are not explicitly stated,
inaccuracies may be introduced during symbolic translation. These limitations indicate that reasoning-level
faithfulness can mitigate logical risk but cannot fully eliminate it.

Extending attribution from atomic claims to reasoning structure shifts the focus from verifying the
existence of supporting evidence to evaluating the validity of inference. The former addresses source support,
while the latter pertains to inferential consistency. Collectively, these criteria establish complementary
conditions for reliability in enterprise RAG systems.

5.1.3 Verification-Repair Loop Mechanism
Although claim-level attribution and reasoning-level alignment enhance the verifiability of generated

content, previous research indicates that these mechanisms are insufficient in deployment scenarios involv-
ing extended contexts and iterative interactions. Errors in large language models are dynamic and cumulative.
Even when individual claims are supported by evidence and reasoning appears internally consistent,
localized misinterpretations may remain undetected and propagate through subsequent responses. This
error propagation is particularly evident in long-form generation and cross-document integration tasks,
where minor early deviations can influence later conclusions. In enterprise contexts such as legal analysis or
financial reporting, this propagation often manifests not as explicit factual errors but as a gradual divergence
from the intended evidence base. These findings indicate that static verification alone is inadequate for
ensuring system-level reliability.

To address this limitation, Chain-of-Verification (CoVe) implements a post-generation verification stage
that functions independently from the initial reasoning process. Following the generation of a preliminary
response, the model generates verification questions, answers them in relatively isolated conditions, and then
revises the original output based on these verification results. By decoupling generation from verification,
CoVe reduces the risk that earlier reasoning errors are reinforced during correction. Empirical evaluations
show that this factorized generate-verify-revise framework significantly reduces factual error rates in
generated text [96]. Notably, this approach reconceptualizes faithfulness as an iterative verification process
rather than a static evaluation criterion.

However, CoVe is primarily limited to verification at the time of generation. In operational settings,
enterprise systems frequently require the re-examination of previously generated or legacy content that
was not produced with structured attribution. RARR expands the verification paradigm by introducing a
model-agnostic, post-hoc repair strategy. Instead of retraining the base model, RARR establishes an external
research and revision pipeline. This pipeline automatically generates retrieval queries for identified claims,
detects conflicts or missing support between claims and evidence, and revises the text while maintaining its
original structure and tone. As a result, previously non-attributable outputs can be converted into traceable
versions without altering the underlying generation model [99].

These approaches extend verification from claim-level checking to system-level repair, shifting the
control of faithfulness from a one-time assessment to continuous correction. In this framework, zero
hallucination is a design goal where errors are detectable, localizable, and correctable through layered
verification and repair. This closed-loop structure supports auditability and traceability in enterprise RAG
systems under dynamic conditions.
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5.2 Automatic Evaluation for RAG and Summarization
In enterprise RAG and generative AI deployments, automated evaluation must go beyond offline

benchmarking. It should run alongside the runtime system as part of governance. As shown in Fig. 10,
the architecture uses an execution-evaluation-optimization data flywheel. During operation, the system
continuously collects user queries, retrieves evidence, generates outputs, and produces evaluation results,
integrating evaluation into the operational pipeline. This architecture can be organized into three core
components [100,101].

(1) The Runtime System: processes user queries and generates responses with the relevant retrieval context.
(2) RAG Quality & Risk Diagnostics. Evaluates outputs across dimensions such as semantic quality,

attribution faithfulness, and reference-free risk.
(3) Governance & Continuous Validation. Uses diagnostic results to inform system optimization, includ-

ing prompt refinement, knowledge-based updates, and retrieval strategy adjustments.

Figure 10: Data flywheel architecture for enterprise RAG governance.

With this design, evaluation becomes a continuous improvement mechanism rather than a one-time
verification step. Each user interaction generates evaluable signals, each evaluation outcome informs opti-
mization, and each optimization decision shapes future system behavior. This closed-loop approach makes
automatic evaluation a core driver of enterprise RAG governance, not just an auxiliary testing procedure.

5.2.1 LLM-as-a-Judge
In enterprise RAG deployments, evaluation challenges stem less from generation quality than from the

limitations of traditional metrics. Reference-based indicators such as BLEU and ROUGE rely on the assump-
tion of n-gram overlap, yet prior studies demonstrate limited correlation with human semantic judgment and
insufficient robustness in semantically diverse tasks. In domains such as contract interpretation, financial
analysis, and knowledge summarization, multiple valid expressions may exist for correct answers. Overlap-
based metrics are therefore inadequate for distinguishing semantically accurate paraphrases or identifying
reasoning-level deficiencies [102,103].

Embedding-based approaches, such as BERTScore, enhance semantic alignment but function solely
as offline metrics. These methods do not support open-ended evaluation in the absence of gold references,
assess reasoning validity beyond surface similarity, or enable continuous monitoring amid dynamic updates.



Comput Model Eng Sci. 2026;147(2):8 29

To address these limitations, large language models have been employed as semantic evaluators through
structured prompting, establishing the LLM-as-a-Judge paradigm. Empirical studies indicate strong concor-
dance between advanced models and human experts across a range of generation tasks [104,105]. Notably,
this paradigm formalizes semantic judgment as a systematic and repeatable reasoning process. In practice,
this paradigm addresses subtle inconsistencies and misleading paraphrases in high-risk domains such as
financial compliance and legal analysis. It enables the detection of citation inconsistencies, reasoning gaps,
and unsupported summaries.

However, evaluation results may shift as task distributions evolve, and judge models are sensitive to
prompt design and configuration parameters. Consequently, LLM-as-a-Judge should be regarded as an initial
semantic quality indicator within the data flywheel, not as a definitive authority [106]. In this framework,
runtime outputs are continuously evaluated and versioned, producing traceable quality signals that guide
prompt refinement and retrieval adjustments. This generation, evaluation, and optimization cycle integrates
semantic assessment into ongoing governance processes rather than treating it as a singular experiment [107].

Although effective for assessing semantic plausibility, LLM-as-a-Judge does not verify grounding in
retrieved evidence and therefore constitutes only the semantic monitoring layer within the flywheel.

5.2.2 Reference-Free RAG Metrics
A key governance challenge in enterprise RAG systems is evaluating whether generated content is

grounded in retrievable evidence when no gold-standard answer is available. Traditional reference-based
metrics like ROUGE and BLEU correlate poorly with human judgment in open-ended tasks and do not
capture semantic consistency or factual faithfulness. Importantly, factual correctness does not guarantee
source-level attribution; even accurate content is an attribution failure if it cannot be supported by the
designated evidence [94].

Enterprise deployment presents three main constraints: many internal QA and document analysis tasks
lack canonical answers, organizations must separate retrieval errors from generation errors, and black-
box settings limit access to reasoning traces and internal model signals. These factors make reference-free
evaluation a necessary governance tool rather than a research convenience.

RAGAS addresses this need by breaking down RAG quality into three diagnostic dimensions [108]:
faithfulness, answer relevance, and context relevance. This approach helps teams pinpoint failures in retrieval
or generation and use evaluation outputs as structured feedback within the data flywheel. In practice, this is
particularly valuable in enterprise settings where no ground-truth answers exist, such as internal document
QA or compliance analysis. It enables systems to identify retrieval failures, incomplete context coverage, or
hallucination risks without relying on labeled data. This improves continuous monitoring and error diagnosis
in real-world deployments.

In black-box environments, SelfCheckGPT estimates hallucination risk by using repeated stochastic
sampling and semantic consistency comparison, without relying on references or external knowledge
bases [109]. Its purpose is to provide operational risk signals when direct attribution checks are not possible,
rather than to certify correctness.

However, reference-free methods can introduce circular bias when models validate themselves and
increase computational costs due to repeated sampling. These methods should be integrated with threshold
policies and continuous monitoring to balance efficiency and reliability. The next subsection explains how
to operationalize these metrics as part of a sustained governance infrastructure.
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5.2.3 Evaluation-as-Code & CI Integration
In enterprise RAG systems, models and knowledge bases are dynamic rather than static assets.

Documents are updated, indices are rebuilt, prompts are revised, and foundation models may be ver-
sioned. Under these conditions, systems that previously passed attribution and faithfulness checks may
later demonstrate reduced attribution completeness, retrieval-generation misalignment, or metric drift.
Consequently, reliability cannot be ensured through a single validation event. In the absence of ongoing audit
and monitoring mechanisms, an accountability gap may develop between model behavior and organizational
responsibility [110].

Continuous monitoring and traceable logging are therefore essential for effective governance. If
attribution and faithfulness cannot be consistently measured and versioned, their regulatory significance
diminishes. RAGChecker further supports engineering-oriented RAG evaluation by decomposing system
quality into fine-grained diagnostic metrics for the retrieval and generation modules [111]. In practice, this
approach reduces regression risks in high-stakes domains (e.g., finance and legal compliance) by detecting
policy violations, outdated references, and retrieval misalignment before deployment. It enables traceable
and auditable quality control aligned with regulatory requirements.

Building on this foundation, engineering frameworks such as DeepEval integrate evaluation mecha-
nisms into unit testing and CI/CD workflows, making quality checks for generated content routine before and
after system updates. Attribution completeness, faithfulness thresholds, and compliance-related constraints
are encoded as executable rules. When model versions are updated, knowledge bases are modified, or
retrieval strategies are adjusted, semantic and attribution metrics can be automatically recalculated and
compared to historical baselines.

Within the architecture depicted in Fig. 10, this mechanism links RAG Quality and Risk Diagnostics
with Governance and Continuous Validation. Evaluation-as-Code converts LLM-as-a-Judge and reference-
free metrics into executable test modules, allowing outputs generated by the Runtime System to be
continuously measured, version-controlled, and incorporated into optimization decisions. In this config-
uration, evaluation is integrated into the operational governance cycle rather than remaining a separate
experimental process.

However, engineering-oriented monitoring is limited by structural constraints. Judge models can intro-
duce stability and bias issues; test datasets may not accurately reflect real-world usage; and evaluation metrics
that are misaligned with regulatory or organizational risk frameworks may satisfy technical thresholds while
failing to meet governance expectations. While Evaluation-as-Code addresses the engineering challenge
of continuous measurement, its effectiveness ultimately depends on dataset design and alignment with
compliance requirements. The following section, therefore, examines compliance-oriented datasets and
stress-testing frameworks.

5.2.4 Data Flywheel in Enterprise RAG Systems: A Closed-Loop Framework for Continuous Evaluation and
Optimization
In enterprise-grade RAG systems, the primary challenge is not solely model performance, but rather the

maintenance of long-term reliability and controllability amid continuously evolving data, models, and task
requirements. Traditional static evaluation methods are insufficient for capturing dynamic risks encountered
during real-world deployment, including updates to retrieved content, modifications in model versions, and
changes in usage scenarios. Consequently, evaluation must shift from offline validation to an embedded
operational mechanism that is closely integrated with system decision-making and optimization processes.
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Within this framework, the data flywheel functions as both a closed-loop architecture and a guiding system
design principle, transforming evaluation into a governance capability.

To address the limitations of static evaluation in real-world deployment, the data flywheel offers a
closed-loop operational mechanism and redefines the function of evaluation in enterprise-grade RAG sys-
tems. Through iterative execution and continuous feedback, the system accumulates reusable optimization
knowledge, resulting in a self-improving capability over time. The data flywheel integrates data collection,
evaluation, feedback transformation, and system optimization into a continuously operating, system-level
process. This integration enables enterprise RAG systems to sustain stability, controllability, and long-term
adaptability in dynamic environments. However, in the absence of effective stability control mechanisms,
the data flywheel may experience feedback loop instability, which can amplify erroneous signals across
iterations. Table 6 presents four interconnected core stages, detailing their functional roles, implementation
mechanisms, and system-level impacts to illustrate the operation of the data flywheel.

Table 6: Data flywheel components for continuous RAG optimization.

Stage Core Function Key Mechanisms System-Level Impact

Runtime System &
Evidence Logging [99]

Execute RAG pipeline
and collect runtime

evidence during system
operation

User queries, retrieval
results, generated
responses, context

traces, evidence
attribution logs

Establishes traceability
and foundational data

RAG Quality & Risk
Diagnostics

(5.2.1–5.2.2) [108,109]

Transform runtime
outputs into structured
quality and risk signals

LLM-as-a-Judge,
reference-free metrics

(e.g., RAGAS,
SelfCheckGPT),

faithfulness,
context-response

alignment

Enables automated
monitoring and risk

signaling

Governance &
Feedback

Transformation
(5.2.3) [112]

Convert evaluation
outputs into structured,

actionable feedback
signals

Error taxonomy,
Reflexion,

evaluation-as-code
pipelines, audit logging

Bridges evaluation to
action via auditable

loops

System Update &
Governance Control

(5.2.3) [99]

Apply feedback to
system-level

optimization and policy
enforcement

Retriever/reranker
tuning, prompt

engineering,
knowledge base

updates, policy-layer
adjustment, CI/CD

integration

Ensures continuous
improvement and

reliability

In enterprise deployment contexts, the data flywheel transforms evaluation into a continuously operat-
ing control mechanism. The system initially collects execution evidence and performs evaluations to generate
quality and risk signals, which are subsequently converted into structured feedback and used to update
the system. This iterative closed-loop process enables RAG systems to maintain traceable, auditable, and
continuously improving reliability in dynamic environments. Nevertheless, the data flywheel introduces
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certain limitations and risks. If the evaluation model is biased or unstable, erroneous signals may be
amplified through repeated iterations, reinforcing errors, and causing the system to diverge from its intended
objectives. Additionally, while reference-free evaluation enhances scalability, it may not reliably detect subtle
semantic errors or implicit hallucinations without external fact verification.

Moreover, the data flywheel relies heavily on continuous collection and processing of execution
evidence, which introduces additional computational costs and system complexity, thereby imposing higher
infrastructure requirements for enterprise deployment. Finally, excessive reliance on internal feedback
mechanisms may cause the system to converge toward a specific distribution, reducing its adaptability to
novel queries or changes in external knowledge. To further illustrate how these advantages and limitations
manifest in practice, Table 7 systematically summarizes failure modes across different application scenarios,
corresponding evaluation signals, feedback transformation methods (structured feedback), and the resulting
system optimization strategies.

Table 7: Data flywheel-driven continuous optimization across enterprise RAG scenarios.

Scenario
Runtime Evidence &
Failure Pattern (Logs
Runtime Evidence)

Risk Signals
(RAG Quality &

Risk Diagnostics)

Governance &
Feedback

Transformation

System Update &
Governance

Control

Financial
Compliance
QA [113,114]

Incorrect or outdated
regulatory references;
attribution mismatch

Faithfulness,
citation

consistency,
evidence

attribution
alignment

Error attribution
(retrieval vs.
reasoning);

outdated
document
detection

Knowledge base
update; retrieval

weighting
adjustment;
policy-aware

reranking

Enterprise
Knowledge

Assistant [112]

Incomplete evidence
coverage; hallucinated

synthesis; missing
supporting documents

Context coverage,
evidence

completeness,
hallucination risk

indicators

Multi-hop
retrieval gap

identification;
knowledge

fragmentation
analysis

Multi-stage
retrieval

enhancement;
reranker tuning;
knowledge graph

augmentation

The application of the data flywheel in enterprise-grade RAG systems can be demonstrated through
two representative scenarios, each highlighting its operation under varying task and risk conditions and its
associated benefits and limitations.

(a) Case 1: Financial Compliance Question Answering (Regulatory QA)

This scenario involves runtime evidence, risk signal generation, and system optimization. Key failure
modes include the use of incorrect or outdated regulatory references and attribution mismatches, both of
which may directly result in compliance violations and legal risks.

By employing LLM-as-a-Judge and reference-free metrics, the system generates risk signals such as
faithfulness and citation consistency, while distinguishing between retrieval failures and reasoning errors.
These signals inform actions, including knowledge-based updates and policy-aware reranking, thereby
reducing error accumulation and enhancing traceability. This closed-loop mechanism is essential in financial
contexts, where errors may otherwise be repeatedly amplified. However, if the evaluation model exhibits
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bias or insufficient domain understanding, error signals may be reinforced, thereby compromising decision
reliability [115].

(b) Case 2: Enterprise Knowledge Assistant

This scenario demonstrates the role of the data flywheel in co-optimizing context coverage and the
retrieval-generation process. Primary failure modes include insufficient evidence coverage, hallucinated
synthesis, and inadequate supporting documentation, which can result in incomplete or biased decisions.

Risk signals, including context coverage and evidence completeness, facilitate the identification of multi-
hop retrieval gaps and knowledge fragmentation, prompting optimizations such as multi-stage retrieval
and adjustments to the reranked. However, excessive reliance on internal feedback may lead to conver-
gence toward existing knowledge distributions, reducing adaptability and leading to knowledge stagnation.
Consequently, external validation and data diversity are necessary [116].

Building on the above observations, the empirical cases discussed in this study can be abstracted
into a unified closed-loop workflow, as illustrated in Fig. 11. Specifically, the process begins with user
query ingestion and contextual formulation, followed by retrieval through the RAG execution pipeline. The
generated responses are then evaluated via LLM-as-a-Judge mechanisms to assess relevance, faithfulness, and
alignment, producing structured risk signals such as hallucinations, omissions, or low-confidence outputs. In
summary, although the data flywheel enhances performance through continuous evaluation and feedback,
it does not fully prevent bias amplification or error accumulation. External validation, such as human
review, benchmarking, and third-party audits, along with governance strategies including threshold policies,
benchmark versioning, and failure monitoring, remain essential. The integration of evaluation-as-code with
continuous monitoring supports sustained optimization and ensures reliable, traceable system behavior.

Figure 11: Data flywheel-based closed-loop workflow for continuous RAG optimization.

5.3 Benchmark Datasets and Compliance-Oriented Extensions
The reliability of enterprise RAG systems depends not only on verification mechanisms or evaluation

procedures, but more importantly on whether benchmark datasets accurately reflect real deployment scenar-
ios. If test corpora do not capture document complexity, domain-specific features, and compliance-related
risks, even robust evaluation frameworks may not fully assess system performance.

This section reviews key benchmark datasets relevant to enterprise deployment, analyzing them across
three complementary categories: document-structure understanding, high-risk-domain reasoning, and
multimodal or evaluation-aligned benchmarks.
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5.3.1 Document Structure Understanding Benchmarks
In enterprise RAG systems, layout displacement, column misalignment, or incorrect hierarchical

interpretation during document parsing can result in distorted semantic representations for retrieval and
generation. Even with correct attribution and faithfulness mechanisms, outputs may still show semantic drift
or structural hallucinations. Document-level understanding is therefore essential in the evaluation frame-
work.

Errors such as misreading multi-column layouts, misaligned table fields, or misplaced clause hierarchies
can lead to amplified factual errors or attribution failures in downstream RAG processes. While document-
level benchmarks evaluate whether models can interpret layout, visual features, and textual semantics,
RAG-oriented benchmarks further evaluate whether retrieved evidence is accurately incorporated during
generation. RAGTruth offers a hallucination corpus for retrieval-augmented generation and facilitates the
assessment of factual inconsistencies and attribution failures in generated responses [117]. This approach tests
structural-semantic integration rather than simple text recognition.

From a governance perspective, document structure benchmarks serve as the initial stress layer in a
zero-hallucination framework. Distorted document parsing can cause attribution checks and automated
diagnostics to misidentify risks by confusing structural errors with reasoning errors. In high-risk contexts
such as legal contracts and financial reports, structural-semantic misalignment becomes a systemic risk.
Document-level evaluation is therefore the foundation of compliance-oriented assessment.

5.3.2 Professional-Domain and High-Risk Reasoning Benchmarks
Enterprise AI systems are often used in high-risk areas such as legal review, financial analysis, and policy

interpretation. In these contexts, errors can result in contractual misinterpretations, financial disclosure
inconsistencies, or regulatory violations. Traditional evaluation metrics that focus on factual accuracy or
fluency do not fully address these risks. In professional domains, models must demonstrate clause-level
precision, numerical consistency, and verifiable reasoning. As a result, professional-domain benchmarks are
essential for robust enterprise governance.

In the legal domain, CUAD (Contract Understanding Atticus Dataset) evaluates fine-grained clause
recognition and semantic interpretation under legally binding contexts. Rather than focusing on surface
extraction accuracy, it assesses whether models correctly identify obligations, responsibilities, and exception
clauses whose legal effects may differ despite textual similarity. Through expert annotation and high-
precision classification, CUAD enables legal-semantic errors to be explicitly quantified [118].

In financial contexts, FinQA focuses on multi-step numerical reasoning using financial reports, integrat-
ing both tabular data and text. The main risk is numerical inconsistency, as fluent responses may still breach
compliance if calculations are incorrect. By including computational reasoning chains in its evaluation,
FinQA moves assessment beyond semantic alignment to ensure verifiable numerical accuracy [119].

LegalBench evaluates legal reasoning across contract interpretation, case analysis, and regulatory
application. Its multi-task design tests reasoning stability in different contexts, addressing deployment risks
when performance declines under task changes [120].

These benchmarks reflect a clear shift from evaluating general factual correctness to assessing risk-
sensitive, institution-aware reasoning. They provide a technical basis for measuring professional-domain
reliability, yet their scope remains largely task-oriented and does not fully incorporate mechanisms for
version traceability or regulatory alignment.
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5.3.3 Multimodal and Evaluation-Alignment Benchmarks
In enterprise document systems, the principal risk associated with multimodal models arises from

cross-modal misalignment rather than surface-level language errors. For example, when a model incorrectly
associates chart titles with data axes, misaligns cross-column information, or fails to maintain layout
dependencies, downstream RAG or reasoning modules may produce responses that appear coherent but
are based on misaligned evidence. These errors are often challenging to identify using text-only evaluation
frameworks, as the final output may remain fluent and internally consistent while lacking valid cross-
modal grounding. This issue is referred to as cross-modal hallucination, in which incorrect visual-language
correspondences distort the reasoning process at an early stage and propagate through subsequent stages of
generation [121].

In addition to perception-level risks, multimodal evaluation introduces the challenge of aligning
evaluation criteria with institutional standards. Even when technical performance metrics are satisfactory,
automated evaluation may diverge from human or regulatory judgment if the scoring criteria are not explic-
itly aligned with domain-specific requirements. G-Eval addresses this challenge by providing a structured
evaluation framework that combines explicit scoring dimensions with guided-reasoning prompts, enabling
large language models to serve as semantic judges. Its primary contribution is the formalization of semantic
evaluation into a repeatable, structured decision process that more accurately reflects human assessment
criteria, rather than merely improving scoring consistency [111].

Taken together, multimodal, and alignment-oriented benchmarks extend evaluation beyond task accu-
racy. They address whether visual-text grounding remains structurally consistent and whether evaluation
procedures themselves are institutionally aligned. This shift reinforces the view that enterprise reliability
depends not only on correct answers but on structurally grounded reasoning and evaluation mechanisms
that remain accountable under cross-modal and regulatory constraints.

6 Governance, Compliance, and Risk Control
Effective governance of RAG and LLM systems in enterprise settings requires more than attribution

and faithfulness. It also demands clear responsibility for errors, strong attack detection and mitigation, and
the ability to adapt to regulatory changes. This shift reflects a transition from technical trustworthiness
to institutional accountability in generative systems. Although governance frameworks and risk control
models vary across industries, a consistent requirement is that evaluation and monitoring must be embedded
into compliance processes and audit structures to ensure that system behavior can be traced, explained,
and controlled.

6.1 Regulatory Frameworks and Governance Models
As generative AI systems are introduced in high-risk domains, enterprises are shifting their focus

from model accuracy to the ability to regulate and audit system behavior. This shift marks the transition of
generative AI from experimental technology to a field subject to regulatory accountability.

Unlike traditional IT governance, which primarily focuses on data access control and infrastructure
security, the risks associated with large language models arise mainly at the semantic and reasoning levels,
including hallucination, prompt injection, and reasoning drift. These risks are not merely system vulnerabil-
ities but stem from the inherent uncertainty of model behavior. Consequently, governance of generative AI
extends beyond data protection to decision auditability and dynamic risk monitoring. In high-risk settings,
technical performance evaluation alone is insufficient to sustain institutional trust; corresponding structures
must be established across both engineering and regulatory levels [122].
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6.1.1 Institutional Framework Expansion and Engineering Gaps
ISO/IEC 42001:2023, as the first certifiable AI management system standard, extends governance

beyond traditional IT controls to full lifecycle AI risk management, requiring organizations to establish
mechanisms for risk identification, responsibility allocation, incident reporting, and continuous monitoring.
However, the standard operates primarily at the institutional level and does not specify how to validate
generative model outputs in real time or how to preserve evidence chains at the engineering level.

Similarly, the EU AI Act subjects high-risk AI systems to mandatory regulatory supervision, requiring
the retention of technical documentation, risk assessment records, and traceable decision-making processes.
Yet empirical findings from AIReg-Bench indicate that large language models exhibit instability in under-
standing and complying with regulatory provisions, particularly in reasoning over high-risk obligations
and restrictive clauses. This reveals a structural gap: regulatory compliance is not merely a documentation
issue, but an engineering problem of semantic reasoning stability. Even when organizations complete formal
compliance documentation, institutional declarations may diverge from actual model behavior if the model
itself lacks stable compliance reasoning capability [123].

Furthermore, the “Right to Explanation” introduces an additional tension. Regulatory frameworks
require transparency and explainability, while enterprises often face constraints related to proprietary
protection and model confidentiality. Without engineering-level traceability structures, transparency risks
remain at the level of policy statements rather than verifiable technical evidence [124].

6.1.2 Representative Governance Scenarios in Enterprise Deployment
Based on existing regulatory frameworks and empirical findings, four recurring governance scenarios

emerge in enterprise deployment of generative AI:

1. Misalignment between institutional declarations and model behavior:

Regulatory compliance requires integrating behavioral monitoring into institutional design. Organiza-
tions may declare adherence to ISO 42001 or the EU AI Act, yet without continuous technical validation of
actual outputs, compliance remains formal rather than operational [125].

2. Insufficient traceability in high-risk decisions:

Without engineering-level logging of evidence retrieval and versioned tracking mechanisms, trans-
parency cannot be translated into verifiable facts. Although the EU AI Act mandates traceable decision
processes, generative model reasoning is typically opaque, and the Right to Explanation faces practical
tension between commercial confidentiality and model complexity [126].

3. Mismatch between dynamic model updates and static audit cycles:

Traditional IT audits operate on quarterly or annual cycles, whereas RAG systems and LLM versions
may update within weeks. AI governance, therefore, requires a shift from static compliance review toward
dynamic oversight mechanisms [122].

4. Difficulty mapping semantic risk into enforceable controls:

Conventional governance frameworks are designed for data security and system stability but lack
mechanisms to address semantic generation risk. Findings from AIReg-Bench indicate that regulatory
reasoning itself constitutes a technical challenge. Unless semantic risk can be translated into measurable
control variables, such as attribution ratios or faithfulness thresholds, regulatory requirements cannot be
operationalized at the engineering level [123].
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Recent studies increasingly converge on a shared conclusion: the effectiveness of AI governance does not
depend solely on regulatory text, but rather on whether regulatory controls can be translated into engineering
controls. Risk classification, transparency obligations, and incident reporting procedures must therefore be
mapped to implementable technical modules, including data source tagging, decision logging, evidence
retrieval records, and version tracking structures. Table 8 illustrates this regulatory-engineering mapping
logic by aligning governance requirements with traceable system design elements.

Table 8: Major regulatory frameworks, core control dimensions, and mapping to CMES engineering controls.

Regulatory and
Governance Framework

Governance
Positioning

Core Control
Dimension

Key Regulatory or Standard
Requirements

Mapped Engineering
Controls

NIST AI RMF (2023) Voluntary and risk oriented
governance framework

Traceability
Identification of model

purpose, data sources, and
usage scope

Version control; data
provenance; evidence logging

Transparency Interpretability of model
behavior and risk exposure

Reasoning visualization;
evidence summaries

Risk Management Ongoing AI risk identification
and mitigation

Risk tier labeling; output risk
scoring

Incident Response Internal reporting and
remediation mechanisms

Anomaly detection; incident
logging; notifications

ISO/IEC 42001 (2023) Certifiable AI management
system standard

Traceability Lifecycle documentation
requirements

End-to-end logging;
model/config tracking

Transparency Defined roles and decision
accountability

Role-based access;
responsibility tagging

Risk Management Integration with organizational
risk management

Risk registers; periodic
mitigation review

Incident Response Continuous improvement
obligations

Incident categorization; root
cause analysis

ISO/IEC 23894 (2023) AI-specific risk management
standard

Traceability Systematic AI risk governance Decision logs; behavior audit
trails

Risk Management Reproducible risk assessment Risk matrices; mitigation
mapping

EU AI Act (2024) Legally binding regulatory
framework

Traceability Technical documentation for
high-risk systems

Compliance repositories; usage
logs

Transparency Right to explanation for
affected users

User notification; explainable
outputs

Risk Management Pre- and post-deployment risk
assessment

High-risk mode control;
safeguards

Incident Response Mandatory serious incident
reporting

Regulatory reporting; impact
analysis

Governance frameworks and control mappings alone do not constitute substantive compliance capa-
bility. When enterprises face regulatory review or third-party audits, the decisive factor is whether traceable
evidence can be continuously preserved during system operation and whether each generative decision can
be verified and reconstructed. Compliance capability, therefore, shifts from institutional design to audit
pipelines and end-to-end traceability mechanisms, requiring governance requirements to be translated into
automated logging and verification processes, and transforming policy declarations into computable and
auditable engineering facts.

6.2 Compliance Audit Pipelines and Traceability
Current AI governance frameworks mandate traceability, transparency, and incident response. How-

ever, unless regulatory principles are concretely mapped to engineering workflows, they remain institutional
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declarations rather than enforceable accountability structures. In large language model and RAG deploy-
ments, compliance auditing extends beyond recording system operations to reconstructing how a specific
output was produced, which data and model versions were involved, and whether the decision process
complied with predefined risk controls. Traditional IT logging mechanisms, limited to API calls and
timestamps, are insufficient to capture prompt versions, retrieval evidence, model parameters, and risk
annotations in high-risk environments.

Automated monitoring and black-box evaluation metrics alone cannot expose strategic evasion, latent
backdoors, or embedded bias. Consequently, compliance processes increasingly incorporate Offline Human-
in-the-Loop (HITL) mechanisms, enabling auditors to review complete audit bundles, including model and
prompt versions, training and retrieval sources, generated outputs, and risk annotations. This layered design
balances operational efficiency with institutional accountability in high-risk decision contexts [127].

Beyond accountability, data attribution and error traceability remain critical challenges. When hal-
lucinations or faulty reasoning occur, organizations must trace outputs back to underlying documents or
training data sources to enable corrective action. Techniques such as Debias and Denoise Attribution (DDA)
improve attribution stability in noisy or biased data environments. Nevertheless, multi-stage fine-tuning and
proprietary constraints limit full interpretability and disclosure, indicating that end-to-end traceability must
operate alongside version control and the preservation of retrieval evidence to establish legally defensible
audit structures [128].

In content dissemination and privacy risk control, compliance auditing introduces additional technical
requirements. The Waterfall framework embeds persistent textual watermarks into generated outputs, allow-
ing content provenance and generation responsibility to remain verifiable even after cross-organizational
transmission. This “evidence-with-content” design extends compliance proof from internal logs to the
document itself, strengthening cross-system auditability [129].

At the model level, advances in instruction fine-tuning and internal representation control enable
privacy-preserving and machine unlearning mechanisms that actively suppress sensitive information during
generation. These approaches indicate that privacy compliance is no longer limited to data deletion but can
be implemented through model-level governance controls [130,131].

Overall, enterprise LLM compliance pipelines increasingly adopt layered architectures combining
version tracking, data attribution, evidence preservation, watermarking, and human review checkpoints.
While such mechanisms enhance traceability and accountability, they remain primarily post-generation
controls. As illustrated in Fig. 12, integrating attribution, privacy safeguards, and automated reporting into
a unified audit workflow enables continuous evidence collection and verification across the model lifecycle,
forming the operational foundation for subsequent real-time governance agents and guardrail mechanisms:

1. Data Acquisition: source identification and document parsing
2. Preprocessing: version control and knowledge segmentation
3. Security Monitoring: guardrails and PII interception for real-time risk control
4. Knowledge Attribution: claim-source linkage through fact-tracking mechanisms such as DDA
5. Evidence Production: watermarking mechanisms, such as Waterfall, to ensure verifiability and tam-

per resistance

By integrating data lineage, real-time risk monitoring, attribution analysis, and tamper-resistant
evidence generation, this workflow enables enterprises to achieve end-to-end traceability and regulatory
compliance across the full lifecycle of LLM deployment. Enabling preventive governance requires embedding
real-time governance agents and guardrail mechanisms directly into the model’s operational process, shifting
risk control to the generation stage. This exposes a structural limitation in current architectures: most
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compliance and auditing mechanisms remain external to the model’s reasoning workflow rather than
embedded within its decision chain. Without the ability to constrain outputs during generation, governance
remains reactive rather than preventive.

Figure 12: End-to-end traceability and compliance audit workflow for LLM systems.

6.3 Governance Agents and Guardrails for LLMs
While audit pipelines address ex post traceability, this section focuses on ex ante and real-time risk

control. In deployment settings, enterprises cannot rely solely on retrospective review, as model errors,
jailbreak attempts, prompt injection, or privacy leakage occur at generation time and may immediately
trigger legal or commercial risk. Governance, therefore, shifts from recording and reconstruction to real-time
prevention and correction.

Fully automated control, however, has inherent limits. Large language models are context-sensitive and
probabilistic; static rules cannot cover complex scenarios, and overly restrictive constraints degrade usability.
Consequently, Online Human-in-the-Loop (HITL) becomes a design requirement rather than an optional
safeguard. As emphasized in the NIST AI RMF, high-impact systems must include escalation pathways that
defer uncertain decisions to human oversight.

At the engineering level, governance agents and guardrails constitute the primary real-time defense
layer. NeMo Guardrails constrains model behavior through programmable Colang dialogue scripts, limiting
outputs to predefined policy boundaries and mitigating prompt-based manipulation [132]. Yet rule-based
constraints struggle in semantic gray zones or implicit attack scenarios. A second layer introduces specialized
moderation models. WildGuard demonstrates that lightweight task-specific classifiers can more stably detect
jailbreak attempts and malicious intent under low-latency conditions [133]. However, such models typically
detect known violation patterns and may fail under novel or multi-turn adversarial strategies.

For output consistency, OntoFact aligns generated responses with enterprise KG, enforcing ontology-
level constraints as a fact arbitration mechanism [134]. While this strengthens semantic alignment, KG
maintenance and update latency limit adaptability in dynamic environments. Accordingly, proactive red
teaming has become integral to governance cycles. HarmBench establishes standardized adversarial bench-
marks to evaluate robustness under multi-turn attack scenarios, reinforcing the need for continuous stress
testing rather than one-time deployment [135,136].

Collectively, real-time governance can be structured into three defense layers: supported by human
escalation and adversarial evaluation. These mechanisms must operate as part of an integrated governance
architecture rather than isolated tools, extending compliance from documentation and traceability toward
continuous, preventive control. Fig. 13 summarizes this end-to-end defense workflow:

1. Pre-generation control: input filtering and safety classification to block prompt injection and policy
violations

2. In-generation constraints: semantic boundary enforcement to restrict outputs within prede-
fined domains
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3. Post-generation verification: ontology-based fact arbitration, PII masking, and risk-threshold
response control

Figure 13: Guardrail workflow for LLM tasks.

7 Key Challenges and Future Directions
When these limitations cannot be fully addressed through architectural refinement alone, the emphasis

transitions from isolated performance enhancements to risk control and dynamic self-regulation. Although
pipeline-based systems are efficient, they lack the capacity to monitor and revise intermediate results during
execution, which increases their vulnerability to error propagation in complex, multi-stage tasks [135,136].

In these contexts, system reliability depends not only on the performance of individual components but
also on the continuous validation and adjustment of intermediate outcomes. This necessitates a transition
toward execution processes where retrieval, reasoning, and evaluation are coordinated instead of statically
arranged. This analysis examines how an agentic workflow, supported by guardrail mechanisms, facilitates
coordination by integrating monitoring, verification, and corrective actions into the execution process. This
approach operationalizes risk control and dynamic self-regulation within a unified system.

7.1 Complex Document Reasoning & Multi-Modal Grounding
The challenges associated with reasoning over enterprise documents arise not only from model limita-

tions but also from a fundamental disconnect among document structure, semantic distribution, and current
RAGs. Unlike open-domain text, enterprise documents often exhibit highly nonlinear organization, cross-
page dependencies, multimodal content, and evolving or inconsistent knowledge sources. Recent studies
show that visual-language misalignment, layout errors, and knowledge conflicts can propagate through
retrieval and generation, leading to unsupported or internally inconsistent outputs [137,138]. Therefore,
retrieving relevant content does not necessarily ensure reliable reasoning.

From a system perspective, these issues correspond to core problems identified in Section 2, including
the gap between knowledge and reliability, inherent uncertainty in generation, and error propagation across
system layers. As indicated in Table 9, these challenges can be categorized into four main areas: cross-page
and long-range reasoning, loss of structural semantics, mismatch between reasoning units and citation
granularity, and instability of multimodal reasoning chains. The following sections examine the underlying
causes of these challenges and their significant implications for system design.

7.1.1 Cross-Page and Long-Range Dependencies: From Local Retrieval to Global Synthesis Failure
The core semantics of enterprise documents are frequently distributed across non-adjacent sections.

Elements such as contractual exceptions, financial footnotes, and technical constraints often necessitate
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integration across sections or pages to achieve semantic completeness. Prior studies have shown that, in long-
document scenarios, critical information may be overlooked due to positional bias and uneven attention
allocation, even when the information is within the model’s context window [65].

Table 9: Critical research gaps in enterprise document reasoning.

Problem Category Document
Characteristics Root Cause of Failure Impact on System

Cross-Page
Reasoning (7.1.1)

Fragmented info
across pages/sections

Chunking breaks
long-range semantics

Missing distant but
critical evidence

Loss of Structural
Semantics (7.1.2)

Complex spatial
layouts (tables/figures)

Serialization flattens
document structure

Reasoning deviates
from original context

Granularity
Mismatch (7.1.3)

Specific field or
clause-level citations

Retrieval unit is too
coarse (e.g.,
paragraph)

Imprecise attribution
and traceability

Multimodal
Instability (7.1.4)

Joint dependency on
text and visuals

Poor integration of
heterogeneous signals

Biased or incomplete
reasoning chains

As shown in Fig. 14, a clear semantic gap between current technical architectures and enterprise
requirements. Most RAG systems rely on the chunk independence assumption, segmenting documents into
isolated vector units to enhance retrieval efficiency. Although this approach enables approximate search, it
disrupts cross-page dependencies and interrupts the continuity of reasoning structures. Consequently, even
when relevant evidence is retrieved, it is often not integrated into coherent, traceable reasoning, and retrieval
success does not guarantee the reliability of the reasoning [139].

Figure 14: The semantic gap between local retrieval and global reasoning.

At the system-level, such semantic disconnection prevents the integration of dispersed evidence into
unified reasoning premises. In enterprise applications, these failures rarely appear as explicit hallucinations;
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instead, they manifest as implicit omissions of compliance conditions within otherwise fluent outputs. Exist-
ing studies characterize this phenomenon as a structural integration failure rather than a simple generation
error [139]. In decision contexts that depend on conditional consistency, such latent fragmentation increases
uncertainty in compliance review and risk control.

7.1.2 Structural Semantic Loss: The Challenge of Decoding Layout Language
Tables, hierarchical headings, marginal annotations, and figures in enterprise documents collectively

create a multi-dimensional semantic space, where meaning is determined by spatial alignment and struc-
tural positioning. In contrast, most current document understanding pipelines depend on linearization,
which compresses complex layouts into one-dimensional text sequences and consequently diminishes the
structural semantics present in the original document.

Previous research demonstrates that text-only sequence representations fail to adequately preserve
semantic signals derived from layout, especially in the context of table alignment, heading hierarchies,
and cross-block relationships. Even when layout or visual features are incorporated, models must learn
to integrate these with linguistic semantics; otherwise, structural cues are not fully leveraged during
reasoning [30]. This indicates that perceiving layout is not equivalent to understanding the language of layout.

A significant limitation arises from the irreversible nature of linearization as an information compres-
sion process. When row-column alignment, block boundaries, or hierarchical relationships are diminished
during transformation, reconstructing the original structure becomes challenging. Empirical analyses fur-
ther reveal that, even with the inclusion of structural markers or special tokens, models processing complex
layouts frequently default to text-order-dominant reasoning, resulting in superficial utilization of spatial
relations [36].

In pipeline-based systems, the loss of structure makes it harder to judge evidence. Even if the right
content is found, broken or missing structures can lead to incorrect links between values, conditions, or
ranges. In business settings, this often leads to results that sound good but don’t match the real logic, making
tasks like checking finances, comparing specs, or reviewing contracts less reliable and harder to verify.

7.1.3 Mismatch between Reasoning Units and Citation Granularity: A Structural Conflict between
Explainability and Auditability
In enterprise governance and high-risk decision scenarios, correctness is necessary but not sufficient for

practical adoption. Compared to open-domain applications, enterprise systems require models to precisely
align each key conclusion with specific evidence sources, including contract clauses, regulatory subsections,
or individual table cells in financial reports. Therefore, reasoning must be both plausible and traceable, and
auditable at a granular level.

However, most existing RAG systems are structured around paragraphs or fixed-length chunks as their
primary units for reasoning and generation. This approach introduces a significant gap between the model’s
reasoning granularity and the fine-grained evidence structures required for enterprise auditing. During
generation, models often synthesize information from multiple evidence fragments but do not maintain a
one-to-one correspondence with the original evidence units in the output. Consequently, citations typically
remain at the paragraph or document level. Prior research demonstrates that even when generated content
is semantically correct, models may fail to accurately identify the specific external evidence supporting their
conclusions, which undermines explainability and verifiability [97].

This mismatch represents a structural design challenge rather than a singular implementation problem.
While larger reasoning units can enhance retrieval stability and semantic coverage, enterprise auditing
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requires highly precise localization at the citation level. Recent studies indicate that even when models utilize
external evidence during generation, the resulting outputs may not consistently align with specific evidence
fragments. As a result, citations often serve as post hoc explanations rather than as integral supports for the
reasoning process [140].

In pipeline-based systems, once outputs are generated, any misalignment cannot be corrected.
This makes it difficult to verify whether conclusions are based on the correct evidence. Consequently,
manual validation becomes necessary, and integration into automated decision workflows is limited. In
governance-sensitive environments, where accountability and traceability are critical, this gap restricts
system trustworthiness and scalability.

7.1.4 Instability in Multi-Modal Reasoning Chains: Modality Bias and Selective Evidence Forgetting
In enterprise decision-making contexts, textual descriptions, tabular data, and graphical trends col-

lectively constitute the evidentiary foundation for conclusions. While multimodal documents are intended
to provide complementary information that reduces uncertainty, systematic evaluations demonstrate that
language models often prioritize linguistic fluency and narrative coherence rather than robust integration of
cross-modal constraints. As a result, outputs may appear plausible even when they do not fully represent the
underlying evidence [141].

This predominance of language reflects a structural asymmetry in modality processing within multi-
modal reasoning systems. Even when both textual and visual inputs are present, models frequently default to
shortcut judgments based on linguistic cues, neglecting constraints imposed by visual evidence. Empirical
studies in vision-language understanding reveal that when inconsistencies occur between textual and visual
content, models often fail to sustain stable cross-modal alignment, resulting in judgments that correspond
more closely to linguistic structure than to actual visual relationships. In these instances, visual evidence is
diminished or selectively disregarded within the reasoning process [142].

A key limitation is the lack of mechanisms that explicitly enforce modality balance during inference.
When conclusions rely on joint constraints from multiple modalities, models often fail to appropriately
weight evidence, frequently relegating structured or visual inputs to secondary roles. Consequently, reason-
ing outcomes become unstable and sensitive to input presentation and narrative formulation, rather than
being consistently grounded in the complete evidence space.

Within system-level workflows, such modality imbalance introduces a form of uncertainty that is
difficult to detect and calibrate. Outputs typically remain fluent and internally consistent; modality imbalance
is often difficult to detect. Previous socio-technical risk analyses indicate that excessive reliance on surface
fluency can obscure underlying grounding limitations, thereby making systematic errors more challenging
to identify [143]. As a result, multimodal reasoning in current systems remains difficult to verify and cannot
be reliably calibrated for governance- and audit-critical applications.

7.2 System Constraints: Conflict Resolution and Cost Trade-Offs
Enterprise-grade LLM systems reveal system-level constraints involving knowledge conflicts and

resource trade-offs, which are closely linked to the reliability and error propagation issues previously
discussed. Multi-source documents often exhibit version discrepancies and inconsistent authority hierar-
chies. In the absence of explicit conflict-handling mechanisms, models may implicitly merge contradictory
evidence during generation, yielding fluent but logically inconsistent outputs. Such inconsistencies introduce
significant risks in compliance and auditing contexts. To mitigate these risks, systems must implement
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authority ranking, version control, and refusal strategies to prevent generated responses from amplifying
underlying conflicts.

At the same time, conflict management and iterative retrieval processes increase latency and computa-
tional costs, necessitating trade-offs among accuracy, throughput, and hardware resources. Consequently, the
challenge for enterprise LLM systems extends beyond model capabilities to include maintaining deployable,
governable architectures in the presence of inconsistent information and limited resources.

7.2.1 Conflict Detection and Controlled Resolution
In enterprise RAG systems, knowledge conflict is inherent to multi-source environments. When

retrieved evidence derives from different versions, authority levels, or semantically inconsistent sources, the
lack of governance mechanisms permits contradictions to enter the generation stage and be rationalized into
superficially coherent conclusions. This issue is structural rather than solely model-specific, as inconsistent
evidence is incorporated without constraint.

As illustrated in Fig. 15, enterprise conflict handling can be formalized as a structured pipeline in which
conflict detection and management occur prior to generation, followed by a controlled output subject to
attribution constraints. Retrieved evidence should not be incorporated unconditionally; instead, it must first
undergo evaluation for consistency and credibility.

Figure 15: Knowledge-centric multi-agent system architecture for auditable enterprise reasoning.

First, during the conflict detection stage, the central question is how to assess the reliability and
sufficiency of evidence. Prior work shows that RAG reasoning errors often stem from fluctuations in
retrieval quality and implicit semantic conflicts. Self-RAG introduces a self-reflection mechanism that
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prompts the model to critique and reassess evidence before answering, triggering additional retrieval
when inconsistencies are detected [109]. CRAG, by contrast, incorporates an independent retrieval-quality
evaluator that assigns confidence scores and re-queries when results fall below a threshold [144]. These
approaches shift conflict handling forward to the generation or retrieval stage, preventing unreliable evidence
from directly influencing reasoning.

When contradictions or version inconsistencies are detected, the system enters a conflict management
layer. Rather than forcibly resolving all conflicts, this layer reorganizes, and weights evidence based on
authority ranking, temporal alignment, and contextual consistency. In enterprise settings, regulatory updates
or cross-department discrepancies may cause temporary inconsistencies; therefore, the system should
allow downgrading output or annotating uncertainty rather than enforcing a single definitive answer. This
mechanism prevents unstable evidence from being propagated unchecked into the next generation.

In the controlled generation with attribution stage, outputs must adhere to both evidence alignment and
consistency constraints. Even after retrieval and management calibration, language models may overgeneral-
ize or improperly merge information due to fluency-driven tendencies. Without post hoc consistency checks
and attribution validation, outputs that appear semantically natural may still be based on unstable reasoning
foundations [145]. For instance, SelfCheckGPT identifies potential hallucinations by measuring response
variance across multiple stochastic generations, while RAGAS assesses faithfulness and context precision to
quantify alignment between outputs and retrieved evidence.

In enterprise deployment, the objective of this stage is not merely to improve accuracy but to build
auditable output structures. Concretely, conclusions must map to identifiable evidence fragments; conflicting
sources require uncertainty or version annotation; and reasoning must remain within the calibrated evidence
boundary. By embedding attribution and consistency constraints into the generation process, systems
transform linguistic plausibility into evidence-controlled reasoning, thereby maintaining auditability and
decision-level credibility under multi-source inconsistency and dynamic updates. Such conflicts, if unre-
solved, can propagate through subsequent reasoning and undermine both the consistency and reliability of
system outputs.

7.2.2 Cost-Latency-Reliability Trade-Off
In enterprise-grade LLM systems, performance bottlenecks primarily result from engineering inter-

dependencies among retrieval depth, long-context reasoning, and deployment strategies, rather than from
isolated model deficiencies. Previous studies demonstrate that scaling to billion-scale vector indices and
extended context windows leads to nonlinear increases in latency and resource consumption. Performance
degradation is frequently attributed to module chaining and data movement overhead, rather than to
single-model inference time alone [146]. Recent research indicates that this engineering tension can be
systematically analyzed across three layers: retrieval, reasoning, and deployment, as summarized in Table 10.

Table 10: Engineering tradeoffs among cost, latency, and reliability in enterprise LLM systems.

Engineering
Layer

Technical
Adjustments Reliability Impact Latency & Cost Core Risks

Retrieval
top-k rises,

multi-hop, larger
vector index

Better coverage &
consistency

I/O & memory
overhead
increases

Retrieval noise &
error

accumulation

(Continued)
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Table 10 (continued)

Engineering
Layer

Technical
Adjustments Reliability Impact Latency & Cost Core Risks

Context &
Reasoning

Extended context
length; optimized

attention

Enhanced long-range
dependency

Quadratic cost &
memory pressure Positional bias

Model
Deployment

Quantization
(QLoRA/GPTQ),

caching

Potential numerical
instability

Reducing
hardware

&inference costs

Accuracy
fluctuation;

fragile reasoning

At the retrieval layer, increasing the top-k parameter or implementing multi-hop retrieval enhances
evidence coverage and cross-document consistency, but also increases the number of vector comparisons and
memory access costs. Although GPU acceleration can significantly improve approximate nearest neighbor
search, input/output and memory management remain primary bottlenecks at billion-scale indexing.
Consequently, deeper retrieval improves reliability but incurs higher latency and hardware costs. In the
absence of adaptive retrieval control, expanding evidence pools may introduce semantic noise and diminish
ranking stability.

At the reasoning layer, attention computation scales quadratically with sequence length, making
extended context windows computationally expensive. FlashAttention [147] reduces memory access over-
head by optimizing attention computation, thereby improving the feasibility of long sequences. Furthermore,
efficient Transformer architectures, such as the Long-Short Transformer, integrate local and global attention
patterns to reduce the computational demands of long-context processing while maintaining the capacity
for long-range dependency modeling [148]. Nevertheless, expanding the context window continues to
introduce additional latency and memory pressure in real-time systems. Consequently, context window
expansion should be aligned with task risk levels and service-level agreements (SLA) rather than applied
indiscriminately.

At the deployment layer, quantization and compression techniques are essential for cost control.
QLoRA [149] integrates 4-bit NF4 quantization with low-rank adaptation to reduce memory usage and fine-
tuning costs, while GPTQ [150] employs Hessian-based post-training quantization to maintain inference
quality under constrained GPU resources. However, low-bit inference can amplify numerical errors in
extended reasoning chains or multi-step evidence integration, thereby degrading the precision of high-
precision tasks. As a result, quantization functions not only serve as a cost-optimization mechanism but also
affect system reliability.

Furthermore, overall latency in multi-stage RAG pipelines often stems from coordination among
the retrieval, reranking, and generation components, rather than from the performance of individual
modules. Lewis et al. [16] observe that in the absence of coordination mechanisms, evidence stitching, and
context reconstruction introduce hidden overhead. This cross-module accumulation results in nonlinear
performance degradation as system scale increases. Consequently, enterprise deployment relies more on
controlled resource orchestration and stable module interaction than on optimizing individual modules.

Cost, latency, and reliability do not function as independently optimizable objectives; rather, they
are interdependent variables that must be managed jointly. Enterprise deployment, therefore, requires
deliberate trade-offs among retrieval depth, context length, and model precision under task-specific risk and
resource constraints. The effectiveness of this coordination determines whether a system can move beyond
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experimental settings toward stable operational use, as these trade-offs influence not only system efficiency
but also the stability and reliability of reasoning outcomes under real-world constraints.

7.3 Research Blueprint for Reliable and Governable Systems
The natural scaling of model size does not drive the evolution of enterprise-grade LLM systems;

rather, it is a series of structural tensions encountered during real-world deployment. These tensions arise
from challenges in ensuring that retrieved knowledge supports reliable, verifiable reasoning, as well as
from the tendency for errors to propagate across interconnected system components. As language models
transition from experimental settings to enterprise decision-making workflows, the primary concern shifts
from generating correct answers to maintaining stable, accountable, and traceable system behavior amid
dynamic data updates, diverse evidence integration, and regulatory requirements. This shift from capability
to responsibility is the principal catalyst for advancing enterprise LLM systems.

Fig. 16 illustrates this transformation as a three-stage progression in architectural focus: Model-Centric
Optimization, Pipeline-Level Coordination, and ultimately Structure-Centric Governance. The figure high-
lights not only shift in technical priorities but also the progressive formalization of risk propagation paths
and control boundaries across architectural layers. As systems evolve, risks are no longer confined to isolated
modules but propagate along the end-to-end pipeline, requiring explicit monitoring and optimization signals
at each layer. At each stage, knowledge gaps, module coupling, and compliance-driven traceability pressures
represent the predominant risks. Simultaneously, challenges shift from single-output quality to consistency
control and lifecycle auditing. This progression reflects a transition from focusing solely on enhancing
individual model capabilities to systematically managing the occurrence, propagation, and containment
of errors within enterprise LLM systems. The maturity of these systems is increasingly defined by the
incorporation of governance mechanisms into their architecture, rather than by model size alone.

Figure 16: Evolutionary trajectory of enterprise LLM systems.

7.3.1 Model-Centric Optimization
During the initial phase of enterprise deployment, the primary challenge is achieving comprehensive

knowledge coverage and minimizing update latency. Pretrained models depend on static parametric mem-
ory, while enterprise knowledge bases are subject to continuous evolution. Consequently, model outputs may
exhibit linguistic fluency but fail to incorporate updated contractual clauses, cross-document dependencies,
or new regulatory constraints. Early research addressed this knowledge gap by focusing on extending
model capabilities.
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RETRO [151] incorporates large-scale external retrieval into the token generation process. By retrieving
relevant passages from an external corpus for each token and conditioning generation on these contexts,
RETRO reduces reliance on parametric memory and improves factual accuracy. FlashAttention-2 [152]
addresses computational bottlenecks in long-context attention by optimizing parallelization, which enables
practical extended context reasoning. Additional research explores long-context fine-tuning, retrieval strat-
egy optimization, specialized reasoning in smaller models, and alternative sequence architectures [153–156].

Despite these advances, improvements at this stage are primarily limited to the quality of individual
outputs. Although models demonstrate increased knowledge and context awareness, they lack robust
mechanisms for reconciling subtle inconsistencies across multiple sources. Addressing knowledge gaps alone
does not resolve structural integration challenges. This stage highlights that increasing model capacity alone
does not resolve the reliability of retrieved or inferred knowledge.

7.3.2 Pipeline-Level Coordination
As RAG and multi-step reasoning pipelines become more modular, module coupling introduces

new sources of instability. Dependencies among retrieval, reranking, generation, and verification modules
increase in complexity, allowing errors introduced at earlier stages to propagate across the pipeline and affect
downstream reasoning outcomes. Therefore, system reliability becomes dependent on workflow alignment
rather than solely on individual model performance.

Self-Refine [155] implements an iterative generate-evaluate-revise loop, allowing models to reflect on
and improve their outputs. DSPy [156] conceptualizes language model invocations as declarative com-
ponents, which can be compiled into structured pipelines, thereby transforming multi-step reasoning
into workflows that are both analyzable and optimizable. Further research enhances pipeline-level control
through automated retrieval evaluation frameworks and tool-learning mechanisms [157–159].

As system complexity increases, new risks emerge, such as hidden dependencies, latency accumulation,
and cascading inconsistencies. Local optimization of individual modules does not guarantee global consis-
tency. The central challenge at this stage is consistency control, which involves ensuring that decisions remain
internally coherent across multi-stage workflows.

7.3.3 Structure-Centric Governance
When enterprise LLM systems are deployed in high-stakes domains such as contract interpretation,

financial auditing, or regulatory compliance, the primary concern shifts from workflow consistency to insti-
tutional accountability and traceability. At this stage, the main risk is not model error itself, but the inability
to ensure traceability, reproducibility, and clear responsibility allocation throughout the system lifecycle.

SWE-agent [160] integrates language models into persistent task environments, maintaining explicit
state tracking and action histories to support long-term traceability. The NIST Generative AI Profile [161]
further extends AI risk management principles to generative AI systems by emphasizing risk identification,
measurement, mitigation, and governance across the system lifecycle. Related research and management
standards underscore the importance of shared knowledge structures and audit-ready decision traces as
foundational requirements for enterprise AI systems [162,163].

At this stage, system maturity is determined not by incremental improvements in generative perfor-
mance, but by the capacity to maintain stable, traceable, and policy-aligned behavior across changing data,
models, and regulatory environments. The central challenge becomes lifecycle-level auditing, which ensures
that decisions remain reproducible and institutionally accountable over time, highlighting a structural
limitation of purely pipeline-based coordination. While workflow alignment improves local consistency, it
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does not inherently provide a stable semantic foundation for cross-document reasoning and long-term policy
control. As enterprise deployments scale, more explicit structural representations become necessary. The
next section, therefore, examines how KGs re-emerge within enterprise LLM architectures as mechanisms
for semantic consistency and governance support.

7.4 Revisiting Knowledge Graphs in Enterprise LLM System
As challenges related to document-level reasoning, citation granularity, and multimodal alignment

become increasingly apparent, the core bottleneck of enterprise-grade LLM systems shifts from model
capability to the architecture’s ability to ensure reliable, verifiable, and consistent reasoning under dynamic
conditions. The central concern is no longer solely performance, but whether the system can effectively
identify and control how risks propagate across retrieval and generation processes and enforce clear control
boundaries. Within this context, KGs re-emerge as structured solutions deserving careful reassessment.
Compared with document-oriented RAG architectures, KGs explicitly represent entities, relationships, and
constraints, thereby providing a transparent semantic framework for reasoning. Nevertheless, the significant
costs associated with constructing and maintaining KGs limit their feasibility as a universal foundation for
all enterprise systems.

The central issue is not whether KGs are inherently superior to RAG, but rather under which circum-
stances dependence on document retrieval and generative flexibility introduces systemic risk. As systems
transition from information querying to decision support, the demands for consistency, verifiable reasoning
pathways, version governance, and verification and repair mechanisms correspondingly intensify. In this
context, structured knowledge provides a means to constrain reasoning, reduce error propagation, and
support verifiable decision-making in enterprise environments.

7.4.1 Knowledge Graphs as a Governance Backbone
In enterprise-grade LLM systems, the principal risk stems not from isolated reasoning errors but from

the absence of mechanisms to identify which response represents the system’s formal position. In document-
centric retrieval and generation architectures, outputs are highly dependent on the retrieved evidence and the
contextual configuration during inference. Even when responding to identical business queries, differences
in retrieval scope or generation pathways can produce inconsistent interpretations. In compliance-sensitive,
contractual, or policy-governed environments, such variability poses uncertainty in accountability and
complicates responsibility allocation.

In this context, KGs serve as a foundational element for governance. By explicitly encoding entities, rela-
tionships, and constraint structures within a structured representation, the system can distinguish descriptive
knowledge from normative knowledge that requires enforcement. This distinction establishes stable semantic
boundaries for reasoning and reduces dependence on linguistic plausibility alone. In contrast to purely
generative alignment, graph-based representations offer a persistent structural reference, enabling outputs
to be evaluated against consistent constraints and supporting both auditing and institutional traceability.

Recent research has integrated knowledge graphs into the reasoning core of large language models
to improve governability and verifiability. The Think-on-Graph approach [164] constrains inference to
graph-structured entity-relation paths, converting reasoning trajectories into artifacts that can be inspected.
Reasoning on Graphs [165] builds on this by emphasizing alignment between intermediate reasoning steps
and the underlying graph topology, thereby reducing hidden assumptions and hallucinated inferences.
Collectively, these studies demonstrate that, for enterprise systems, plausibility is insufficient; reasoning must
be structurally grounded and verifiable to constitute the system’s formal position.
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From a governance perspective, embedding knowledge graphs as the reasoning substrate transforms the
construction of institutional positions within enterprise LLM architectures. Knowledge graphs are no longer
limited to retrieval augmentation or performance optimization. Instead, they establish structural foundations
for preserving consistency, allocating responsibility, and ensuring normative compliance. In high-risk,
long-term operational contexts, this structural anchoring is essential for maintaining controllability and
governance stability.

7.4.2 Hybrid RAG-KG Architectures
In enterprise contexts, not all knowledge lends itself to complete structural formalization. Highly

context-dependent and frequently evolving document content is difficult to fully incorporate into a knowl-
edge graph without incurring significant construction and maintenance costs. As a result, most systems
continue to rely on document-oriented RAG architectures as their foundational framework. However, when
reasoning spans multiple documents or maintains fact-level coherence, document-sliced approaches may
fail to capture essential relational signals, thereby undermining the consistency of the generated outputs.

To address this challenge, recent research has explored hybrid RAG-KG architectures that incorporate
knowledge graphs as a complementary structural layer, rather than as a complete substitute for document-
oriented workflows. As summarized in Table 11, document-based RAG and structured knowledge graphs
demonstrate strong complementarity regarding knowledge properties and reasoning logic. Enterprise sys-
tems can achieve both flexibility and rigor by coordinating these approaches: RAG manages highly dynamic
information, while knowledge graphs explicitly represent key factual relationships to constrain reasoning,
improve cross-document consistency, and support more reliable and verifiable outputs.

Table 11: Comparative characteristics and hybrid synergies of RAG and knowledge graphs in enterprise systems.

Feature Document-Centric
RAG

Knowledge Graph
(KG) Hybrid Synergies

Knowledge
Characteris-

tics

Dynamic, unstructured,
and descriptive

narrative content

Stable, rule-oriented
entities and

authoritative relations

Combines structured
stability with dynamic

contextual details

Reasoning
Characteris-

tics

Probabilistic and
flexible for generation;
prone to discontinuity

Deterministic and
logic-driven with

verifiable reasoning
paths

KG guides retrieval
paths to reduce

hallucinations and
inconsistency

Maintenance
Cost

Low; leverages raw
documents without
extensive upfront

modeling

Higher; requires
ontology design and

continuous structured
updates

Supports incremental
evolution from RAG

toward KG extraction

Granularity of
Attribution

Coarser; typically, at the
paragraph or chunk

level

Fine-grained; enables
precise entity or

triple-level attribution

Facilitates precise
evidence tracing via
structural alignment

KG2RAG [166] exemplifies this approach by leveraging knowledge graphs to explicitly encode enti-
ties and factual relationships. This guides the organization and expansion of retrieved evidence, thereby
enhancing cross-document coherence during generation. These methods indicate that the primary value
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of structured knowledge lies not in exhaustively modeling all information, but in the minimal explicit
representation of essential relationships.

From the perspective of enterprise systems, hybrid RAG-KG architectures represent a pragmatic
compromise. Descriptive and rapidly changing information continues to be managed through document-
oriented retrieval, while stable relationships that significantly affect reasoning outcomes are gradually
introduced in structured form. This incremental approach enables knowledge graph integration to evolve
in alignment with system requirements, avoiding the risks associated with large-scale implementation at
initial deployment.

7.4.3 From Static Graphs to LLM-Augmented Knowledge Structures
A significant challenge for knowledge graphs in enterprise systems lies not in their ability to enhance

reasoning quality, but in the structural misalignment between their adoption models and the rapidly chang-
ing nature of enterprise operations. Conventional knowledge graph deployment requires comprehensive
entity definition, ontology design, and consistency validation prior to implementation. In environments
characterized by evolving requirements and continuously changing data, this initial engineering effort
frequently delays deployment and has been identified as a primary obstacle to enterprise adoption [167].

The emergence of large language models fundamentally changes this limitation by allowing knowledge
structures to be incrementally constructed during system operation. In practice, large language models
facilitate incremental ontology refinement and staged relation extraction by integrating newly observed
document evidence into the knowledge graph. For instance, in contract analysis, newly introduced clauses or
regulatory updates can be incrementally formalized as structured relations, eliminating the need for complete
schema redesign. However, this flexibility introduces new challenges. Conflicts may occur between relatively
stable knowledge graph representations and continuously updated document corpora, and unsophisticated
updates may propagate inconsistencies throughout downstream reasoning processes.

To address these challenges, systems implement staged extraction and arbitration mechanisms that
assess candidate relations based on recency and source authority prior to integration. This demand-driven
approach reduces construction and maintenance costs relative to comprehensive upfront modeling but shifts
complexity toward ongoing validation and governance. Wang et al. [168] exemplify this approach with
Editable Memory Graphs, which allow knowledge to be dynamically inserted, updated, and constrained
during generation. More broadly, structured representations facilitate the externalization of intermediate
reasoning states, thereby enhancing transparency and reducing hidden assumptions and uncontrolled error
propagation [169,170].

Consequently, knowledge graphs are not supplanted by large language models but are instead redefined
as adaptive structural components that balance flexibility with controlled knowledge evolution. Although
this paradigm enhances scalability and alignment with dynamic enterprise data, its effectiveness ultimately
relies on the system’s capacity to enforce consistent update policies and prevent the accumulation of structural
inconsistencies over time.

7.4.4 Multi-Agent Collaboration and Knowledge-Centric Coordination
As enterprise-grade LLM systems evolve from single-reasoning pipelines to multi-agent collaborative

architectures, the primary challenge shifts from individual model capability to the ability of multiple agents
to sustain coherent and controllable collective behavior over extended periods. Role specialization, including
retrieval, reasoning, verification, and monitoring, enhances modularity and task coverage within multi-agent
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architectures. However, these benefits come with structural risks, especially when shared states and semantic
baselines are not explicitly defined.

A significant concern is inconsistency in shared cognitive states. When agents primarily depend on their
own contextual windows and locally generated outputs, their interpretations of identical entities or rules
may diverge over time. In cross-step reasoning or long-term tasks, this divergence directly weakens system-
level consistency and creates instability that is hard to detect and fix once it spreads across agents, and the
architecture might lack clear criteria for defining the system’s formal interpretation.

Multi-agent systems encounter challenges in achieving consensus. When agents base their reasoning
on different document versions or retrieval outcomes, coordination that relies exclusively on linguistic
exchange can increase ambiguity, permitting local assumptions to be misinterpreted as global conclusions.
Additionally, reasoning biases introduced by one agent may be recursively adopted by others, leading to
error propagation across agents and reinforcing flawed reasoning loops, which are often only detected after
significant output deviations.

Within this context, knowledge-centric coordination offers a structural reference point. By explicitly
representing core entities, relationships, and states within a structured knowledge layer, such as a knowledge
graph, agents are provided with stable semantic anchors that mitigate cognitive drift and state divergence.
This design principle is consistent with research that constrains LLM reasoning within knowledge graph
structures [164,165]. When reasoning is limited to structured relations, the knowledge layer acts as a
behavioral boundary, ensuring traceable reasoning paths and preventing the spread of intermediate errors
across agents.

As shown in Fig. 17, the architecture establishes the KG as a governance backbone, providing a shared
cognitive layer for retrieval, reasoning, and verification agents. Through KG-guided control mechanisms,
dynamic document information is integrated with stable logical constraints, facilitating decision-support
outputs that maintain traceable reasoning paths and detailed attribution.

While this formulation clarifies the role of knowledge graphs as a coordination backbone, it remains
conceptual and does not fully define agent interaction or the operationalization of coordination. To
address these gaps and better mitigate cognitive drift and error propagation, Fig. 18 introduces knowledge-
centric coordination through three mechanisms: semantic alignment, controlled knowledge evolution, and
auditable reasoning.

1. Entity-Anchored Interaction Protocol: To reduce cognitive drift, agents communicate using shared
knowledge graph identifiers instead of unstructured language. Operations like Query_KG (EntityID)
and Validate_Reasoning (Path) allow agents to reference consistent entity representations. This ensures
a unified semantic foundation and supports structured multi-agent coordination [171,172].

2. Staging-to-Arbitration Update Workflow: To balance dynamic updates with knowledge graph stability,
extracted entities and relations are first sent to a staging buffer. A conflict arbitration module then
evaluates these elements before integration. This staged process supports incremental knowledge
evolution and manages conflicts between recency and source authority. The workflow aligns with
LLM-assisted knowledge graph construction approaches [173].

3. Hierarchical Traceability and Audit Mechanism: To address error propagation, each reasoning step
is documented as a structured subgraph trace. A verification agent evaluates intermediate outputs
against knowledge graph constraints. This mechanism enables backward tracing from final outputs to
specific reasoning steps and knowledge artifacts. It also facilitates error tracing across agents and clear
assignment of responsibility, thereby improving the reliability of multi-step reasoning.
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Figure 17: Knowledge-centric multi-agent system architecture for auditable enterprise reasoning.

The main challenge in multi-agent systems is to maintain consistency, controllability, and traceability
while allowing flexibility, rather than focusing solely on autonomy. In high-risk, long-term operations,
structured knowledge supports coordinated behavior and helps manage system-level risk through semantic
alignment, controlled knowledge evolution, and auditable reasoning as described above.
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Figure 18: Implementation blueprint of multi-agent coordination.

8 Conclusion
This study is motivated by the practical requirements of enterprise-grade LLM systems and systemati-

cally reviews the technological evolution from document perception and RAG-based reasoning to evaluation
safeguards and multi-agent workflows. We contend that the primary bottleneck in enterprise adoption has
shifted from model selection to the structural disconnect between fragmented system components and the
requirement for high-reliability, traceable decision-making.

The success of current enterprise applications is attributable not to the intelligence of the models alone,
but to the integration of perception, reasoning, and governance layers that establish stable and traceable
connections. In the absence of explicit attribution mechanisms or robust safeguards, even high single-
task performance is insufficient to warrant integration into core decision-making processes. A trustworthy
enterprise system should therefore be conceptualized as an end-to-end trust stack, rather than a collection
of isolated technical modules. These challenges highlight the need for a structured framework that directly
links system-level bottlenecks to architectural solutions. The trust stack supports risk-managed, continuously
improving system behavior within operational constraints.

8.1 Summary and Technical Implications
This study proposes a deployment methodology for enterprise-grade LLM systems centered on risk

control and continuous improvement. Rather than treating LLM adoption as a model-centric problem, we
redefine it as an end-to-end structural engineering challenge: establishing traceable reasoning chains across
fragmented modules and maintaining decision consistency under dynamic data conditions.

The proposed framework consists of four interconnected layers, each targeting a specific system-level
bottleneck. The data perception layer reduces document heterogeneity by using document understanding
and structural processing to convert complex enterprise documents into consistent evidence units. The
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reasoning structure layer, based on a hybrid RAG-KG architecture, ensures that retrieval success leads
to reliable reasoning and promotes semantic coherence across documents. The evaluation layer improves
attribution and observability by applying faithfulness-based, fine-grained attribution mechanisms, turning
hallucination and reasoning biases into explicit risk signals. The governance layer limits error propagation
and system inconsistency by integrating guardrails and verification-repair mechanisms within multi-agent
workflows. This allows risk signals to guide retrieval, indexing, and prompt configurations, creating a
closed-loop adjustment process.

In essence, the core contribution of this study is not the introduction of isolated technical modules,
but the construction of a risk-controlled data flywheel architecture. Each system operation produces both
reasoning outputs and diagnostic signals; governance mechanisms transform those signals into structural
refinements that enhance stability and consistency in subsequent iterations.

Through this process, risk is not only mitigated but continuously monitored and reintegrated into sys-
tem optimization, enabling sustained adaptation under evolving data and regulatory conditions. The ultimate
objective of enterprise LLM systems is not maximal generative capability, but rather traceable, accountable,
and continuously improving decision support under high-risk, long-term operational conditions.

8.2 Future Research Outlook
While this study presents a risk-controlled and self-improving architectural framework for enterprise-

grade LLM systems, significant challenges remain in sustaining long-term stability, adaptability, and
governability in real-world environments. As document streams change, regulatory requirements evolve,
and multi-agent interactions become more complex, preserving structural coherence and attribution fidelity
becomes more difficult. Mechanisms for detecting structural drift, updating knowledge representations, and
preventing the propagation of localized reasoning errors across workflows require further development to
ensure sustained deployment.

Enterprise environments consistently face constraints in data security, access control, and confidential-
ity. These systems handle sensitive contractual, financial, and regulatory information. As a result, feedback
and optimization mechanisms must uphold data protection. This need creates tension between adaptability
and strict governance.

Future research should focus on feedback-driven architectures that are both adaptive and controllable.
These systems must use risk signals effectively while avoiding the creation of new vulnerabilities. It is also
essential to test these architectures in multilingual document environments, especially for cross-national
enterprises. Differences in language, format, and regulatory context may affect stability and attribution
fidelity. The primary goal is to maintain enterprise LLM systems that are verifiable, accountable, secure, and
structurally resilient over time. This is more important than simply increasing generative autonomy.
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