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ABSTRACT: The rapid adoption of Edge-Al in smart edge-IoT environments has dramatically led to an augmented
vulnerability to cyber risks arising from distributed learning, data heterogeneity, and adversarial manipulation. This
paper proposes a new risk-aware adaptive learning model that federated Edge-Al systems explicitly simulates cyber risk
in the process of local training and global aggregation. The proposed solution combines stochastic optimization and
adversarial risk bounding with adaptive gradient correction to develop strong learning in non-IID data distributions
and malicious client behavior. Convergence guarantees are defined by the theoretical analysis in the case of limited
adversarial perturbations. The proposed framework achieves up to 95% detection accuracy and demonstrates more
than 20% improvement in robustness, where robustness is defined as the relative degradation in detection performance
under adversarial perturbations. The performance is evaluated against state-of-the-art baselines, including HADA-FL
and centralized training on the Edge-IloTset dataset, with results reported as averages over multiple randomized runs.
Furthermore, the model converges within 50 communication rounds, which corresponds to a fixed training horizon
rather than an early-stopping criterion. These findings demonstrate the usefulness of risk-sensitive adaptive learning in
safe and trustworthy Edge-Al implementation in a new generation edge-IoT environment.

KEYWORDS: Edge AL federated learning (FL); adaptive learning; adversarial robustness; distributed optimization

1 Introduction

The problem of cybersecurity in edge-IoT environment has grown exponentially with the spread of
the next-generation technologies in the form of Edge-AlI devices, Internet of Things (IoT), and smart
home applications. The widespread adoption of these devices has presented previously unknown innovation
and convenience possibilities, yet also presents sophisticated attack surfaces that may be utilized by bad
actors. Conventional centralized approaches to cybersecurity cannot always work with the decentralized and
resource-constrained nature of Edge-AI devices, where sensitive computations and personal data are stored
locally [1-3]. Besides, model training, when federated with consumer uses, is more susceptible to adversarial
attacks, such as model poisoning and input perturbation, which can be transmitted through the network
and undermine the integrity of the global model. These issues require the creation of strong, adaptive and
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decentralized learning systems that are able to not only lessen cyber dangers but also guarantee precise
model behaviour.

This paper presents a novel Risk-Aware Adaptive Learning Algorithm, which is developed with spe-
cific applications to Edge-Al in an edge-IoT environment. We combine local gradient computation, past
reference gradient and dynamic weighting to generate risk-sensitive updates that are resistant to adversarial
manipulation. The algorithm is implemented in the context of FL, with powerful aggregation and consensus
schemes to ensure consistency of global models and prevent the impact of bad actors [4,5]. Our approach is
a combination of stochastic optimization and adversarial risk modeling, which guarantees the stabilization
of a global model even in the presence of continuous attacks. Contrary to current models that implicitly
adopt a purely local or federated aggregation, our model combines both of these mechanisms into a single
algorithm that can collectively respond to both local perturbation and adversarial updates, as well as global
model integrity [6,7].

This paper has three-fold contributions. At first, we present a theoretical development of risk-sensitive
adaptive learning based on consumer Edge-Al devices, including stochastic variability and adversarial
uncertainty. Second, we develop a federated aggregation scheme that is resistant to malicious updates and
incentivizes consensus between honest agents, and will converge with probabilistic statements of conver-
gence. Third, we will give a strict convergence analysis that will show almost-sure stability and bounded error
of adversarial conditions that will fill the gap between theory and practice in the implementation of consumer
applications. Collectively, the proposed system helps to reduce cyber risks in the next-generation consumer
technologies, providing both theoretical knowledge and practical examples of making Edge-Al resilient.
The proposed framework differs from existing robust FL approaches by integrating a risk-aware gradient
formulation that adaptively combines instantaneous and historical gradients, rather than relying solely on
robust aggregation rules such as median or trimmed mean. Additionally, the method incorporates adaptive
adversarial training and temporal smoothing, enabling improved robustness and convergence stability under
non-IID and adversarial settings.

2 Related Work

The related work on cyber risk and security in edge-computing consumer electronics comprises various
overlapping research topics, such as edge intelligence, FL, adaptive security mechanisms, and Al-based
cyber defense. There has been a growing awareness that centralized security designs cannot be used to
support the next-generation consumer technology with its heterogeneity of data, real-time demands, and
adversarial conditions. A number of works are devoted to building security and resiliency with the help of
edge intelligence. In [8], authors propose a 6G-enabled edge intelligence infrastructure, which combines FL
with adaptive anomaly detection to Industry 5.0 systems. Although the paper mentions edge intelligence
usage to achieve distributed system security, its major focus is on the system architecture and anomaly
detection performance as opposed to formal modeling of cyber risks or theoretical robustness. Similarly,
reference [9] suggests lightweight neural networks to implement Al-based cybersecurity at the edge and
to decrease computational costs and enhance the accuracy of anomaly detection. The methods show how
security can be implemented on a resource-constrained consumer device but mostly do not view security as
a risk optimization problem that is based on learning. A more general paradigm of industrial and consumer
security with Edge-Al is also investigated. Reference [10] reviews the state of industrial security with Edge-
AT deployment, pointing out optimization and deployment options of edge-native deep learning models.
In [11], authors proposed an Al and machine learning (ML) technique for edge security, which is focused on
robustness and automation in cyber defense. Even though these works inspire the use of Edge-AlI to protect
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against cybercrime, they do not provide a strict mathematical analysis of the dynamics of adversarial learning
or consider federated/distributed adversarial risk propagation.

Authors in [12] provide incremental learning mechanisms to detect cyber risks in IoT settings, citing
that active model adaptation is required to provide long-term security. They, however, do not explicitly
model the adversarial behavior nor give convergence guarantees in the presence of malicious actors, but they
concentrate on detection accuracy and system evolution. Relating to consumer electronics, reference [13]
designs a smart consumer electronics intrusion detection system, whereas authors in [14] design an adaptive
explainable Al system deployed on fog-cloud environments. Both contributions enhance interpretability and
flexibility but are application-focused and do not deal with the underlying optimization risks of adversarial
model updates. Predictive and adaptive cybersecurity has not been left behind with the incorporation of
developed AI mechanisms. Reference [15] addresses adaptive algorithms to predictive cybersecurity and
threats. Although it emphasizes the aspect of adaptability, their framework is conceptual and lacks the
formalization of cyber risk in a stochastic optimization or adversarial learning environment. Authors in [16]
proposed a privacy-saving federated learning system for the security of the IoT. Although this work considers
the issue of data privacy and decentralized training, it analyzes the empirical intrusion detection performance
far more typically and does not analyze the issue of adversarial poisoning nor offer theoretical convergence
limits. Datasets and benchmarking efforts such as Edge-IIoTset [17] have played a crucial role in advancing
experimental research by enabling evaluation of centralized and federated security models under realistic
IoT and IToT scenarios. Nevertheless, the dataset-oriented research is more concerned with data availability
and benchmarking as opposed to principled cyber risk modeling or algorithmic robustness.

Despite all this research, much of the literature considers cybersecurity in Edge-AI consumer systems
as a detection or architecture issue, without much consideration of a formal model of cyber risk, adversarial
learning dynamics, and theoretical convergence guarantees in federated systems. The majority of the
works do not have a coherent mathematical theory that incorporates stochastic optimization, adversarial
perturbations, and distributed consensus in one. In this study, we address this gap by introducing a risk-
aware and completely theoretical adaptive learning algorithm on Edge-AI consumer electronics with explicit
adversarial behavior modeling in a federated learning system. Our solution offers strict convergence analysis
and resiliency assurances amidst adversarial circumstances, which is why our solution is no longer detection-
based but instead principled cyber risk mitigation. To clearly delineate the contributions of this study, a
detailed comparison of existing research regarding Edge-AlI and cybersecurity for consumer applications is
provided in Table 1.

Table 1: Comparison of related work on edge-Al and cybersecurity for consumer applications.

Domain/ Adversarial/Risk ~ Theoretical Analy-
Ref. Approach Application Edge/FL Modeling sis/Guarantees
T . No explicit
[8] Edge intelligence + e‘ldaptlve Industry 5.0 Edge + 6G adversarial No
anomaly detection .
modeling
(9] Lightweight neural m.odels for Consgmer Edge No No
anomaly detection devices
[10] Edge-A.I d.epl(.)yment Indust.rlal Edge-native Al No No
optimization security
AI/ML innovations for robust .
(11] cyber defense Edge security Edge No No
[12] Incremental learning for cyber oT Edge/loT No No

risk detection

(Continued)
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Table 1 (continued)

Domain/ Adversarial/Risk ~ Theoretical Analy-
Ref. Approach Application Edge/FL Modeling sis/Guarantees
. . . . Smart . .
Intelligent intrusion detection Edge/Local Limited adversarial
[13] consumer . . . No
system . learning consideration
electronics
[14] Adaptive explainable Al Fog-cloud Edge + Cloud Limited No
framework consumer [oT
[15] Adaptlve: predlct.lve General. Not explicitly Conceptual risk No
cybersecurity algorithms cybersecurity edge
[16] Prlvhacy—préservu‘lg federatetd Distributed ToT FL/Edge Limited adversarial Empirical only
learning for intrusion detection robustness
_ Realistic IoT/IIoT datasets Benchmarking
(7] (Edge-IToTset) datasets Edge + FL No No
Risk-aware adaptive FL with
Proposed  trust-weighted aggregation,
Method adversarial robustness, and Yes Yes Yes Yes

non-IID data handling

3 System Model and Threat Model

This section highlights the system and threat model of an Edges-Al consumer electronics, which is
used as the analytical framework of cyber risk modeling and adaptive mitigation measures. As compared

to a conventional enterprise computing environment, consumer electronics work in environments that are

highly decentralized, resource constrained and uncertain in behavior. Table 2 expresses the notations used

in this study.
Table 2: List of notations.
Notation Description
N Number of edge devices in the federated network
D; Local dataset of device i
0:(1) Local model parameters of device i at iteration ¢
6* Global aggregated model at iteration ¢

gi(1)
gi(t)
&i(1)
ai(t)
gt
ni(t
O;
A;
Y
7-\>fglobal(6>

Local stochastic gradient at device i

Reference (historical) gradient at device i

Risk-aware gradient at device i
Adaptive weighting factor for gradient combination
Federated adversarial risk gradient for device i at round k
Learning rate at device i
Feasible set for local model parameters
Bound on adversarial gradient perturbation

Coupling factor for federated consensus

Global expected risk function
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Considering an ecosystem with a high number of Edge-AI consumer devices, i.e., smart home assistants,
wearable health sensors, augmented and virtual reality apparel and appliances, and intelligent devices.
Given the set of devices be denoted by D = {d),d,,...,dy}. Each device d; has sensing, computation,
communication and actuation capabilities and is described in terms of (S;, M, R;), where S; is the available
onboard sensors, M is deployed ML models, and R; is resource limits such as processor resources, memory,
energy, and network bandwidth. The device d; will sense a data stream x;(¢) € R". The inference result of
the devices is:

yi(t) = fo.0) (x:i(1)), 1)
where fy, () is a model of learning. Accordingly, model parameters change with time in accordance with:
0i(t+1) = 0;(t) + n:VoLi(xi (1), yi(1)), (2)

where #; is a machine learning rate and £;(-) is the local loss. Let U; be the set of users who interact with
device d;. The data stream can be modeled as a stochastic process.

x,'(t) ~73i(Z/{i,5i), (3)

where &; denotes the contextual and environmental factors. Edge-Al consumer electronics are designed to
integrate into a hybrid communication architecture that embraces device-to-cloud, device-to-device, and
device-to-user channels. Such channels have different degrees of trust and exposure. Whereby, the set of
communication channels C; and 7;; € [0,1] is the trust level of the channel. The attack surface is not limited
to a single layer that is defined by a composite set .AS; and contains hardware interfaces, system software.
The utility function can be used to present this trade-off.

U.A = E[Lz] - APdetect) (4)

where L; is the loss caused to device d;, Pyetect is the detection probability and A is an exposure by the
adversary. Assuming that the perturbed input is %;(t), i.e., X;(¢) = x;(t) + 8;(t) is a bounded adversarial.
An effective attack is one that satisfies.

Jo.(x:(2)) # fo,(xi (1)), )

despite ||8;(t) | being small. During online or periodic model updates, an adversary may influence parameter
evolution by injecting malicious gradients or poisoned data, resulting in

9,»(t+1):Gi(t)+;1,-(V9[,i+AA), (6)

where A 4 is a representation of adversarial manipulation. Let S;(t) be the state of the system. A successful
attack will change the state of the system to a compromised state S;°"*, causing degradation of the service,
unsafe actuation, or unauthorized access to the data. Privacy and inference attacks, in the same way, use
model outputs to obtain sensitive user data without direct system compromise. Having access to inference
outputs y;(t), an adversary is trying to obtain the private attributes 7; through:

i = ga(yi(t))s (7)

violating consumer privacy expectations and regulatory requirements. We define the cyber risk associated
with device d; as the expected loss across all attack vectors,
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Ri= Y, PiLik, (8)
kelC

where K denotes the set of attack classes, P;; is the probability of attack k, and L, is the correspond-

ing loss. Fig. 1 describes the general architecture of the Edge-Al federated learning system of consumer

electronics.

Ld o] Di—! Central A, tion S
Local Model @ entral Aggregation Server
. o Secure Aggregation
Smart Phone Elobal Model * Robust Filtering
& 17 N -
B i ® Adaptive Learning Module
LEe | D, L
B — 1. —. — =" | |&PLocal Data ez(t)
t Global
Smart Home ’ [ Model
. 1 ode
Devices Risk-Aware Model Update
| <
_J ;- | -
- AR . “ Federated
Wearable “~._.-"  Model updates
Devices

Figure 1: Edge-Al federated system model illustrating the proposed risk-aware adaptive learning framework. Local
edge devices perform on-device training using adaptive gradient updates, while a central server aggregates model
parameters via trust-weighted federated learning. The architecture captures heterogeneous data distributions, adver-
sarial conditions, and privacy-preserving communication.

To ensure consistency between the system model and the proposed learning framework, we explicitly
integrate the risk and trust constructs into the optimization process. The cyber risk associated with device i
is defined by the Eq. (8). We further define a trust score 7;(t) € [0, 1] for each device based on its historical
consistency with the global model:

7i(t) = exp (-Algi(1) - g(1)]*) ©)

where g(t) is the aggregated reference gradient and A >0 is a scaling parameter. These quantities are
incorporated into a risk-aware local objective function:

I’Ibil’l R,(Gl) + ﬂRi(t), (10)
where 8 controls the risk sensitivity of the model.

4 Proposed System
4.1 Problem Formulation and Federated Threat Modeling

Consider a set of N heterogeneous devices D = {d}, d,, ..., dy}, each equipped with edge intelligence
capabilities, including local sensing, and adaptive learning modules. Each device d; collects a sequence of
high-dimensional observations x;(t) € R™, which include behavioral signals, sensor data, and produces an
inference output y; () € R™ according to a parameterized function fy, (4 (-). The learning model is dynamic,
such that the parameters 6;(t) € R? evolve over time. Formally, the temporal evolution is described by

0:(t +1) = 0:() — 1V o L1 fo, 0 (x:(£))s Y7 (1)), an
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true

where £;(-) is the local loss function, y!

(t) is the ground-truth or pseudo-label, and #; > 0 is the adaptive
learning rate. Let 0F is the local parameters at the k-th communication round. The federated aggregation at
the server is given by:

N
0k => w05, (12)
i=1

where w; > 0 are device-specific aggregation weights satisfying ¥, w; = 1. The adversary A is capable of
performing three primary attacks: input perturbations, model poisoning, and label manipulation (Fig. 2).
Let %;(t) is the perturbed input observed by device d; under attack, defined as

%i(t) = xi(t) + 8 (1), [8:(1)| < e (13)

d;(t) is an adversarial perturbation constrained, whose impact on the inference function is captured by
the adversarial loss.

L3901, %,(5), 77 (1)) = Lol o, (1)), ¥ (1)). o

Model poisoning attacks manipulate the local update AG* sent to the federated aggregator. The malicious
update injected by A be AG7, so that the federated aggregation becomes

0% = > wif + > w;(6% + A67), (15)
ieH jeM

where H and M are the sets of honest and malicious devices. The adversary aims to maximize a global risk
function R(6*) subject to stealth constraints, which can be expressed as

maxR(6%), st HAG;“H <pj jeEM, (16)
AQA

J

where p; bounds the magnitude of manipulation to evade detection. The decentralized learning problem
under adversarial risk can be formulated as a stochastic optimization problem. Let the expected risk for
device d; be

Ri(6:) = By, [ L3 (85, x5, i) ], (17)
where D; is the local data distribution, potentially corrupted by adversarial influence. The global federated

objective is then

N
Rglobal(e) = ZwiRi(ei)- (18)

i=1

Due to the stochasticity of both natural data variability and adversarial perturbations, gradient-based

optimization must incorporate variance reduction and robustness techniques. The stochastic gradient is
defined as:

gi(1) = VoL (8:(1), (1), yi (1)), (19)
and model the update step as a stochastic approximation:

Gi(t+1)=6i(t)—f7igi(t), (20)
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where the expectation E[g;(t)] = V4R;(0;(t)) under the stochastic data and attack distribution. Let p¥ be
the probability that device d; would be involved in the k-th round of communication. It is now possible to
write a global model update as a weighted average of participating devices:

N
0k =" piw;05. (21)
i=1

Practically, p¥ is dependent on device availability, network conditions, or local computational load.
The federated adversarial risk gradient is introduced to integrate local adversarial gradients with global
aggregation effects, which is defined as:

& =g+ 2 wigi o (22)

j#i

where I i) is the function denoting honest participation.

Model Poisoning

4{ Input Perturbation

A{Federated Model Poisoning

Adversarial inputs to
mislead local AI models

Inject adversarial gradients to
corrupt local model updates

Send poisoned model updates
to the aggregation servers to

global model
“rAdversary

0
I “rAdversary @

10 . N

1 1 L 2 N @ 8

Input Data Smart Home Devices R
- Model
% G ---------=-- r=|----- g &11 poisoning
E Perturbed input data o
Local AI Model L‘ L Federated
[j; ‘ il ol nlli —)@ Malicous Device  Model Updates
Local update
(Clean Gradient) (Poisoned Gradient)

Figure 2: Adversarial threats in federated learning.

4.2 Adaptive Learning Algorithmn Design

Building upon the federated system and adversary model proposed in the previous section, a new
adaptive learning algorithm is designed to mitigate cyber risk in Edge-Al consumer electronics. The
algorithm maximizes a global expected risk function in both stochastic and adversarial perturbations and is
mindful of the decentralized attribute of edge devices. Let a global risk Rgioba1 (0) is defined as:

N
Rglobal(e) = Z WiEx,-ND,- [E?dv(eia Xis y'grue)]) (23)
i=1

where 6 = [0;,...,0y]" is the stacked model parameters of all devices, w; are aggregation weights, and Cj.‘d"
is the auxiliary adversarial input and model-level attack. We aim to create an update rule, 0;(t + 1), which
converges to a global minimum of Rg4b41(0) under bounded adversarial influence. A risk-weighted gradient
is introduced to address robustness, that defined as:

§i(t) = (1-ai())gi(t) + i () &i(1),

where g;(t) is a historical reference gradient, and «; (¢) € [0,1] is the adaptive weighting factor. The reference
gradient can be calculated as an exponential moving average, i.e.,

gi(1) = Bgi(t-1) + (1-p)gi(t-1), &(0)=0,

(24)

(25)
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where 3 € (0,1) is a smoothing parameter. A projected stochastic gradient descent step will then provide the
local update of device d;:

0:(t+1) = e, [0;(t) — n:(£): (1)), (26)

where Ilg,[-] denotes projection onto the feasible set ®; of model parameters, enforcing stability and
boundedness, and #;(t) is a time-decayed learning rate satisfying

n2(t) < oco. (27)

Nk

2’7’“) - oo,

t

I
(=]

In order to incorporate the FL process, the devices send model updates on a periodic basis at round k,
i.e., 0%, to a central server. Since the server may be poisoned by the subset M c D, the server process the
aggregation as:

0" = > wibl + F({6}} jem), (28)
ieH

where H the honest devices and F(-) is the filtering functions. The novel addition of this framework is a
gradient clustering using risk scoring:

FHOD) = 2 wilign 6}, (29)
jeM !

where s;.‘ = 6;‘ — 6| is a deviation score relative to the median model 6*, 1., is an indicator function and 7 is
athreshold used to restrain malicious influence. The adaptive learning model also uses a federated adversarial
risk gradient, which modulates local updates with global feedback:

gi=gr+vy Y wi(gh - ) e (30)

ji
where y > 0 is a coupling factor. The resulting update law for each device becomes
0:(t+1) =T, [6:(r) - ni (D& ]. (31)

In order to formally define the adversarial influence, we state the norm of adversarial gradient
expectations:

Ai = E[]gi(t) - Vo, Ri(0:(1))[*], (32)

that represent the distortion through stochastic perturbation and malicious manipulation. By controlling
«;(t) and y, the algorithm dynamically balances robustness against responsiveness, ensuring that A; remains
bounded:

A; <A, Vi (33)

This ensures that even under persistent adversarial conditions, the federated adaptive learning process
converges to a neighborhood of the risk-minimizing solution.
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4.3 Convergence Analysis and Theoretical Guarantees

Considering the stochastic dynamics of the local device parameters 6;(¢) under the risk-aware update
law:

0,(t+1) = Tlo,[0:(1) - ()& ] (34)

Given that 6* is a stationary point of the global risk function Ryjopa1 (0), satisfying Ve Rgiobal (0*) = 0.
The projected stochastic update can be rewritten in terms of the error ¢; (¢) = 0;(t) — 0™:

e (t+1) =T, [ & (£) = 7:(£)(Vo, Ri(6:(£)) + E:(£))] - 67, (35)

where &;(t) = g¥—~ v Ri(0;(t)) represents the combined stochastic and adversarial gradient noise.
Assuming that the noise is bounded in expectation:

E[I&(O)° [ F] < of + A, (36)

where aiz captures natural stochasticity, A; bounds adversarial influence, and F; denotes the filtration.
Further assume that Rgjoba1(0) is Lipschitz-smooth with constant L:

IV 6, Relobat (0) = Vo, Relobat (0") | < L[| 6 — 6. (37)

The feasible parameter set ®; is compact, and the projected stochastic approximation theorem
guarantees and converge almost surely to a neighborhood of 6*. Specifically, let #; () satisfy:

Nk

(8 =0, S (1) < oo, (38)
t=0

~
Il

0
’7maX(‘7i2 +A))

39
Amin ( )

limsup | ¢ (¢)]* <
t—o0

where #max = sup, 7 (t) and Ap;y, is the smallest eigenvalue of the Hessian of Rgiopa1(6) at 6. To analyze
the effect of federated aggregation, we introduce the consensus error

8k = oF - 0%, (40)
which measures the deviation of the local parameter from the global model. The update for the consensus
error is
N
A [ (N (4)
j=1

If the aggregation weights w; satisfy Z;\il w; = 1 and malicious updates are bounded, we can derive an
upper bound on the expected consensus error:

ELI8F 2] < (1= 2mingt + Minax LYELISE 2] + Mipax Baci (42)

where p is the strong convexity parameter, and A,qy bounds the aggregated influence of malicious devices. By
recursively applying this inequality, we obtain almost-sure convergence of the consensus error to a bounded
neighborhood:
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2
A
lim sup ||<Sf||2 < MmaxBadv

. (43)
k—o0 271min[/l - nrznaxLz

The local gradient update is modified to incorporate trust and risk awareness. Specifically, the effective
gradient is defined as:

gi(t) = 7:(t) (gi(t) + BV, Ri(1)), (44)

which down-weights unreliable devices while penalizing high-risk behavior. At the server side, the global
aggregation is updated as:

O(t+1) - i%ei(t), (45)
i=1 2.j=1Tj

ensuring that trusted devices contribute more significantly to the global model. Furthermore, we consider
the convergence of the federated adversarial risk gradient update. Let 8% denote the virtual iterate
defined by:

ékH = ék - ﬂkVQRgloba1(ék). (46)

By using standard stochastic approximation arguments, the expected deviation between the actual
federated iterate 0% and the virtual iterate 6* satisfies

E[]6°" = 051 7] < (14 npu LE[ 6% — 6° ] + 1300 (07 + Aaa) (47)

which converges to a bounded neighborhood of size O (%2, (02 + A.dv)). Now, we establish almost-sure
convergence by considering the Lyapunov function

V(G) :Rglobal(e) —Rglobal(e*). (48)
Using the update dynamics and the smoothness of Rgjopals it follows that

E[V(8(t+1)) | Fi] < V(0(£)) = fmin | VoRgiobal (8(2)) [

49
+ rlfnax(o-2 + Aadv)a ( )

which satisfies the conditions of the Robbins-Siegmund lemma for almost-sure convergence. The proposed
Risk-Aware Adaptive Learning Algorithm 1 operates in a decentralized Edge-AI environment where each
consumer device independently observes local data streams that may be subject to adversarial perturbations.

Algorithm 1: Risk-aware adaptive learning algorithm for edge-AI devices

1: Input: Number of devices N, local datasets D;, learning rates #;(t), smoothing factor 8, aggregation
weights w;, adversarial detection threshold 7, coupling factor y, number of communication rounds K
2: Initialize: Local parameters 6? for each device, reference gradient ¥ = 0

3: for communication round k = 1to K do

4: for each device i =1to N (in parallel) do

5: Observe local input x;(¢) (may be perturbed %;(t))

6: Compute stochastic gradient:

gi(1) = Vo, L1V(0: (1), % (1), yi (1))

(Continued)
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Algorithm 1 (continued)

7: Update reference gradient:
(1) = Bgi(t-1) + (1-)gi(t 1)

8: Compute risk-aware gradient:
&i(1) = (1= & (1)) i (1) + ai (1) i (1)

9: Compute federated adversarial risk gradient:
gr=gk+y % w;i(8F = 8) ey

10: Update loca]l model with projection:
6:(t+1) =Tle, [6:(1) ~ ni ()]

11: Send 6% to server

12: end for

13:  Server aggregation:
0" = X wibf + ¥ willa, 61
ieH jeM /
14: Broadcast aggregated model 6* to all devices
15: end for

16: Output: Final federated model 0¥ for deployment

The proposed Risk-Aware Adaptive Learning Algorithm operates over K communication
rounds across N distributed edge devices, where each client computes a stochastic gradient
gi(t) = Ve, L£2%(0;(t), %i(t), yi(t)) using adversarially perturbed inputs. To stabilize updates, a temporal
smoothing mechanism is introduced via the exponential moving average g¢;(t)=/g;(t-1)+(1-
B)gi(t), which is then combined with the instantaneous gradient through a risk-aware formulation
8i(t) =1 -a;(t))gi(t) + a;(t)gi(t). The framework further incorporates inter-client coupling by adjusting
gradients using neighboring updates weighted by w; and controlled by a coupling factor y, resulting in
the federated adversarial gradient ¢¥. Each client updates its local model via projected gradient descent
0;(t+1) = Te,[0;(t) — :(t)§¥] and transmits it to the server. The server performs risk-aware aggregation
by selectively incorporating updates from benign clients H and filtering potentially malicious ones
M based on a threshold 7, producing a robust global model % that is broadcast back to all devices. This
iterative process ensures stable convergence, robustness against adversarial perturbations, and adaptability
to heterogeneous edge environments.

5 Analytical Reasoning

In this section, we provide a rigorous analytical framework for the proposed risk-aware adaptive
learning algorithm. We model the dynamics of local updates under stochastic and adversarial perturbations,
and prove convergence and robustness properties using lemmas and theorems. Consider the local update at
device i:

0:(t+1) =Tle,[0:(1) - 1:(1) (1)), (50)

where §;(t) is the risk-aware gradient including adversarial influence, #;(t) is the learning rate, and I,
denotes the projection onto the feasible set ®;. The global expected risk function is defined as:

N
Rglobal(e) = % ZEx,wD,- [E,(G, xi)]a (51)

i=1

where ¢;(6; x;) is the loss at device i.
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Assumption 1 (Non-convex Smoothness): The global objective Rgiobal (€) is assumed to be L-smooth but
not necessarily convex. That is, [VR(6;) — VR(6,)| < L|6; — 0, |. No strong convexity is assumed due to
the use of deep neural network models. The analysis, therefore, focuses on convergence to a first-order
stationary point.

Lemma 1: Bounded Gradient Noise Assume the local stochastic gradient and adversarial perturbation satisfy:

E[18:(t) = Vo, Ri(8:())[* | Fi] < o7 + A, (52)

where o} is the natural stochastic variance and A; bounds adversarial influence. Then the sequence of updates
in (50) is mean-square bounded.

Proof: Let ¢; (t) = 0,(t) — 0%, where 0 is a stationary point of Rjopar. Using the projection property and
the smoothness of R;(0), we have:

2
e (t+1)]7 = [T, [0:(t) - mi(£)gi()] - 6

< e (6) - ()@’
= e (D17 - 27:() € (£) Vo, Ri(0:(£)) +72 (1) | G (1) |?
alignment term
< e (O =27:(8) e (1) V6,Ri(8(1))
s 3 ()07 + 8+ [V, Ri(0: (D)), (53)

which is bounded in expectation. O

Theorem 1 (Convergence in Expectation): From Lemma 1, assuming learning rates satisfy 3", #:(t) = oo
and Y500 n%(t) < oo, the local parameters converge in expectation to a bounded neighborhood of the
stationary point:

2
max i Ai
limsupE[[6;(¢) - Q*Hz] < Mmaxd 0 * 2i) (o7 + ),

t—o0 )Lmin

(54)

where A, is the smallest eigenvalue of the Hessian at 6*.

Proof: Apply Lemma 1 to the projected stochastic update. The boundedness of the gradient noise and step-
size conditions guarantee convergence in expectation. O

Under Assumption 1 and bounded variance conditions, the proposed algorithm guarantees convergence
to a neighborhood of a stationary point, i.e.,

h}gio?fE[”VRglobal(e(t)) ”2] < O(ﬂmaX(o2 + Aady))- (55)
Theorem 2 (Almost-Sure Convergence): Let V(0) = Rgiobal(0) — Rgloba(07) denote the Lyapunov

function. Then, the sequence 0;(t) generated by the adaptive learning algorithm satisfies:

limsup V(0;(t)) < #max (07 + A;)  almost surely. (56)

t—oo

Proof: Using the Lyapunov function and the update in (50), we have:

E[V(0:(t+1)) | F] < V(8: (1)) = n:(1)[VeRaiobat (0: (1)) |* + 73 () (07 + ). (57)
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Applying the Robbins-Siegmund almost-sure convergence lemma completes the proof. O

To position the proposed aggregation mechanism within the broader class of robust federated learning
methods, we compare it with standard robust aggregation schemes such as coordinate-wise median, trimmed
mean, and distance-based filtering. The coordinate-wise median aggregation is defined as:

0+, =median{6,(¢),...,0n(t)}, (58)

median

which provides robustness against outliers but ignores gradient magnitude and device reliability. Similarly,
the trimmed mean aggregation removes extreme updates:

O = 157 2 ) )
’St i€S;

where S; excludes a fraction of largest and smallest updates. Distance-based aggregation methods rely on
filtering updates based on deviation from the mean:

Se={i:10:(t) - 6(1)] < 8}, (60)

followed by averaging over S;. In contrast, the proposed method performs continuous trust-weighted
aggregation:

0]

O(t+1
(=2 5 o

where 7;(t) encodes both statistical consistency and risk-awareness. Unlike discrete filtering approaches, this

—20,(1), (61)

formulation avoids hard rejection and instead adaptively attenuates unreliable updates, leading to improved
stability under partial adversarial participation.

Adversarial Model: A fraction p < 0.5 of clients may behave adversarially, injecting corrupted gradients
§i(t) such that ||g; () - VR:(0)|? < Auay-

Filtering Guarantee: The proposed risk-aware filtering mechanism removes extreme updates based on
deviation thresholds:

|g:(t) — g(t)| > v = discard, (62)
which ensures that the aggregated gradient satisfies:

E[”gagg(t) - V'Rglobal(e(t))nz] <o’ + Aady- (63)

6 Results and Discussion

The proposed risk-conscious adaptive learning framework of Edge-Al consumer electronics was con-
ducted and tested in an extensive Python simulation. The simulator environment was built on top of the
PyTorch library to simulate FL with a network of heterogeneous edge devices, each of which is executing
the adaptive algorithm. The experiment is performed with the Edge-IloTset data, a realistic cyber security
data that contains more than 2.2 million network traffic traces with 61 features that represent behavioral
patterns as well as malicious behavioral patterns in various types of attacks (DoS, MITM, and injection
attacks). For baseline comparison, we also applied federated intrusion detection configuration with HADA-
FL [16] and Edge-IIoTset configurations as well. In order to measure performance, we used the accuracy of
detection, convergence behavior, and resistance to adversarial perturbations like FGSM and PGD attacks.
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The simulations were repeated with several random seeds to have a statistically reliable result. The global
model aggregation was carried out after a fixed number of communication rounds, and local updates were
computed for a predefined number of local epochs per round on each simulated ARM-class edge device.
The centralized performance of training was also to be evaluated against the same federated setup. The
parameter configurations adopted in the simulations are shown in Table 3. The choice of these parameters
to simulate realistic edge device behavior and FL limitations and to be able to fairly compare with the
associated literature.

Table 3: Simulation parameters for federated risk-aware adaptive learning.

Parameter Value/Setting
Number of edge devices 100 simulated devices
Dataset Edge-1IIoTset realistic IoT dataset
Local training epochs 2 per communication round
Communication rounds 50
Local batch size 256
Learning rate 0.001
Adaptive weight update interval every round
Aggregation strategy Risk-aware + robust filtering
Adversarial attacks tested FGSM, PGD (10 steps)
Evaluation metrics Accuracy, robustness under attack
Baseline comparisons HADA-FL from [16], centralized training

The simulation results comprehensively demonstrate the performance of the proposed Risk-Aware
Adaptive Learning algorithm for Edge-AI consumer electronics compared to the federated intrusion detec-
tion method of Chandu et al. [16] and the Edge-IToTset benchmark from Ferrag et al. [17]. All experiments
were conducted on a network of N =100 edge devices, using the Edge-IIoTset dataset. We evaluate metrics
including detection accuracy A, Fl-score J;, robustness under adversarial perturbations R, convergence of
global loss £, heterogeneity impact oy, and privacy preservation P.

To evaluate the robustness of the proposed framework, we consider adversarial attacks based on Fast
Gradient Sign Method (FGSM) and Projected Gradient Descent (PGD). For FGSM, the adversarial input is
computed as:

= x+ e -sign(VL(60, X, ¥)), (64)
where € controls the perturbation magnitude under the /., norm. For PGD, iterative perturbations are

applied:
xk+1 = HBe(x) (xk +oc-sign(Vxﬁ(9axk’)’)))’ (65)

where « is the step size, K is the number of iterations, and g, (x) denotes projection onto the £o,-ball of
radius €. In our experiments, we set €= 0.03, « = 0.01, and K = 10, which represent moderate perturbation
levels consistent with prior work in adversarial learning.

The experiments are conducted using N =50 devices over K =50 communication rounds with a
learning rate of # = 0.001. The smoothing factor = 0.9 ensures stable gradient estimation, while a reduced
coupling factor y = 0.05 limits excessive inter-client bias under non-IID settings. The adversarial filtering
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threshold is set to 7 = 3.0 to balance robustness and information retention. Additionally, a moderate adaptive
weighting & = 0.1 and perturbation strength € = 0.05 are used to achieve a controlled trade-oft between
accuracy and adversarial robustness, ensuring reproducibility and stable convergence across runs.

6.1 Detection Accuracy (A) Comparison

Fig. 3 depicts the detection rate at a single temperature of communication round T = 50. The proposed
algorithm achieves an initial accuracy of 85% and gradually converges to 95%, whereas HADA-FL from [16]
starts at 80% and reaches 87%, and Edge-IloTset baseline from [17] reaches only 83%. The risk-conscious
gradient update §;(t) = a;(#)gi(t) + (1— a;(¢))g:(t) that changes the local and historical gradient is
optimally balanced under the influence of adversarial. This process enables rapid convergence and greater
international accuracy. Summary of final accuracy values is given in Table 4.

0.85 4 —8— Proposed Risk-Aware Adaptive Learning
: —m— HADA-FL [16]

0.80 4 —&— Edge-lloTset [17]

0.75 1

0.70 1

0.65

Accuracy

0.60

0.55 -

0.50 1

0.45

2 4 6 8 10 12 14 16
Communication Rounds

Figure 3: Detection accuracy vs. communication rounds [16,17].

Table 4: Detection accuracy .A comparison at T = 50.

Method Detection Accuracy (%)
Proposed Risk-Aware Adaptive Learning 95
HADA-FL [16] 87
Edge-IloTset Baseline [17] 83

6.2 Fl-score (F;) Comparison

The Fl-score development that represents the harmonic relationship between the precision and recall
and is applicable especially when the intrusion detection task is unbalanced, is shown in Fig. 4. The risk-
conscious adaptive learning algorithm proposed yields an Fl-score of 77 = 0.86 in the last 50 communication
rounds, which is much better than HADA-FL (F; = 0.68) and the Edge-IloTset baseline of the risk-blind
counterpart, namely, 7; = 0.47. The performance improvement is explained by the adaptive weighting
mechanism, namely, «;(¢), that balances dynamically the contribution of local stochastic gradients g;(t)
against historical reference gradients g;(t). In addition, the risk-sensitive gradient construction implicitly
smooths the local optimization dynamics, so that any devices with unusual gradient divergence do not have
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a disproportionate effect on the global model. Consequently, the proposed approach will not have any trade-
offs in precision and recall during communication rounds, whereas Fl-round sensitive baseline approaches
will possess oscillatory behavior because of their susceptibility to the local data heterogeneity.

0.7 B - .
—e— Proposed Risk-Aware Adaptive Learning

) ~#— HADA-FL [16]
064 —4— Edge-lloTset [17]

0.5 4

Loss / Error
o o
w »

s

o
N

o
e

0 10 20 30 40 50
Communication Rounds

Figure 4: Fl-score comparison across federated communication rounds [16,17].

6.3 Robustness under Adversarial Attacks (R)

The measurement of robustness is based on the performance of models against FGSM and PGD
adversarial perturbation as described in Fig. 5. The proposed method maintains R = 0.92, while HADA-
FL achieves 0.87 and Edge-IloTset baseline reaches 0.83. The risk-aware gradient ¢;(t) is coupled with the
federated consensus parameter y to reduce the effect of malicious client updates A;, ensuring resilience even
when |M|/N = 0.1, a fraction of devices behave adversarially. Table 5 summarizes robustness.

To quantify the resilience of the proposed model against adversarial and malicious perturbations, we
define robustness as the relative performance degradation under attack scenarios:
Laav — L
Rrob -1- adv clean ’ (66)
Eclean
where Le.n denotes the loss under normal (benign) conditions, and L,4y, represents the loss under
adversarial perturbations (e.g., FGSM/PGD attacks). Alternatively, robustness can be expressed in terms of
accuracy degradation:

Accagy

Rrob = (67)

Acclean ’
where Accean and Acc,gy denote classification accuracy before and after adversarial perturbation, respec-
tively. During simulation, adversarial samples are generated at each communication round using FGSM and
PGD attacks. The global model is evaluated on both clean and perturbed datasets, and the robustness metric
is computed per round and averaged across all clients.
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Figure 5: Robustness under adversarial and malicious client updates [16,17].

Table 5: Robustness under adversarial attacks R.

Method Robustness Metric
Proposed Risk-Aware Adaptive Learning 0.92
HADA-FL [16] 0.73
Edge-IIoTset Baseline [17] 0.68

6.4 Loss/Error Convergence (L)

The convergence of the global expected risk function Rgjobai(6") over rounds is depicted in Fig. 6.
The proposed method demonstrates faster convergence, reaching £ = 0.05 at round T = 50, compared to
L =0.07 for HADA-FL and £ = 0.08 for Edge-IloTset. The adaptive learning rate #;(¢) and risk-aware
gradient updates provide theoretical convergence guarantees even under bounded adversarial perturbations
A, as proven in Lemma 1 and Theorem 1.
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Figure 6: Global loss convergence behavior during federated training [16,17].

All baseline results are reproduced under a unified experimental setup using the Edge-IloTset dataset
to ensure fair comparison.



Comput Model Eng Sci. 2026;147(2):50 19

6.5 Heterogeneous/Non-IID Device Performance (o)

In order to evaluate the effect of non-IID data, the local accuracies are quantified using the standard
deviation among the devices. As shown in the Fig. 7, the proposed technique gets a much lower value of the
heterogeneity standard deviation ope; = 0.02, that is, compared to HADA-FL (0.03), Edge-IIoTset (0.035),
indicating better generalization across heterogeneous devices due to adaptive aggregation and risk filtering.
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Figure 7: Impact of non-IID data heterogeneity on federated learning performance [16,17].

6.6 Privacy Preservation (P)

Fig. 8 illustrates the privacy metric, simulated as the difference in model parameters before and after
adding noise to satisfy differential privacy constraints. The proposed method maintains P = 0.85, slightly
higher than HADA-FL (0.82) and the Edge-IIoTset baseline (0.80), while simultaneously ensuring robust-
ness. The trade-off between privacy and robustness is carefully balanced by the adaptive weighting factor
a;(t), which regulates the influence of noisy local updates during aggregation. By attenuating high-variance
gradients induced by privacy-preserving noise, the proposed framework prevents excessive degradation of
model utility. As a result, privacy guarantees are achieved without destabilizing convergence or amplifying
adversarial effects, which is a common limitation in conventional federated learning schemes.
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Figure 8: Privacy preservation comparison [16,17].

6.7 Comparative Analysis with Robust Federated Learning Methods

To provide a comprehensive evaluation, the proposed framework is compared with recent robust
federated learning approaches that address adversarial behavior and aggregation reliability in distributed
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IoT environments. These methods include trust-aware aggregation, multi-step aggregation, and Byzantine-
resilient aggregation, which represent different design philosophies for handling malicious or unreliable
client updates.

Fig. 9 illustrates the detection accuracy across communication rounds. The proposed risk-aware adap-
tive learning demonstrates a consistent improvement from approximately 85% in early rounds to nearly 95%
at convergence, indicating stable and efficient learning dynamics. In comparison, the trust-aware aggregation
approach (rFedFW) [18] achieves around 90%, benefiting from its trust weighting mechanism but lacking
adaptive gradient correction. The multi-step aggregation method [19] converges near 88%, where iterative fil-
tering improves stability but introduces slower adaptation. The Byzantine-resilient aggregation schemes [20]
show comparatively lower performance, stabilizing around 86%, as they rely on static aggregation rules
without incorporating temporal gradient information. The superior accuracy of the proposed method is
primarily driven by the risk-aware gradient formulation §;(t), which effectively balances local updates and
historical information to suppress adversarial influence.
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-
;f —&— Byzantine-Resilient Aggregation [20]
-
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Figure 9: Detection accuracy vs. communication rounds, a comparison with the state-of-the art FL based
methods [18-20].

Fig. 10 presents the Fl-score evolution, which reflects the balance between precision and recall under
heterogeneous data distributions. The proposed method achieves an Fl-score of approximately /; = 0.94,
outperforming rFedFW [18] (~0.89), multi-step aggregation [19] (~0.87), and Byzantine-resilient aggre-
gation [20] (»~0.85). This improvement indicates better handling of class imbalance and reduced false
positives/negatives in intrusion detection tasks. The adaptive weighting factor «;(t) plays a critical role by
dynamically adjusting the contribution of current and historical gradients, thereby enhancing generalization
across non-IID clients. In contrast, baseline methods either rely on fixed trust scores or repeated filtering,
which limits their responsiveness to rapidly changing adversarial conditions.

The robustness behavior under adversarial perturbations during training is shown in Fig. 11. The pro-
posed framework maintains a robustness level of approximately R = 0.91, demonstrating strong resistance
to malicious updates. In comparison, rFedFW [18] achieves around 0.86, benefiting from trust filtering but
remaining sensitive to coordinated attacks. The multi-step aggregation method [19] reaches about 0.83, where
iterative aggregation reduces extreme gradients but cannot fully eliminate adversarial bias. The Byzantine-
resilient aggregation schemes [20] exhibit lower robustness near 0.80, as they primarily depend on statistical
filtering without adaptive correction. The improved robustness of the proposed method is attributed to the
integration of adversarial gradients within the loss formulation and the coupling factor y, which enforces
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consistency among benign clients while suppressing anomalous updates. This combination enables the
model to sustain stable performance even under strong adversarial conditions.
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0.8
o —@— Proposed Risk-Aware Adaptive Learning
g 071 —m— Trust-Aware Robust Aggregation (rFedFW) [18]
: —a&— Multi-Step Robust Aggregation [19]
w

—— Byzantine-Resilient Aggregation [20]

Rounds

Figure 10: Fl-score vs. communication rounds, a comparison with the state-of-the art FL based methods [18-20].
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Figure 11: Robustness vs. communication rounds under adversarial settings, a comparison with the state-of-the art FL
based methods [18-20].

7 Conclusion

This paper presented a fully theoretical and algorithmic framework for modeling and mitigating cyber
risk in Edge-Al consumer electronics through risk-aware adaptive learning. The proposed methodology
allows the robust learning of heterogeneous data distributions and malicious client behavior without using
centralized data collection by explicitly incorporating adversarial risk modeling in the federated optimiza-
tion. The convergence criterion ensured by theoretical analysis, under limited adversarial perturbations,
proves the fact that the overall risk function is decreasing monotonically with the number of communication
rounds. The analytical results were confirmed through extensive simulations on realistic data of an IoT
security scenario, demonstrating that the proposed methodology manages to reach high detection, enhances
resilience in the case of adversarial attacks, and converges faster than the state-of-the-art federated learning-
based methods. The findings affirm that the adaptive risk-aware gradient correction and robust aggregation
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play a significant role in improving the security and reliability of the Edge-AI systems. This contribution
offers a conceptual basis of safe federated intelligence in the next-generation consumer electronics and allows
the development of new trends in the quantification and reduction of cyber risks in distributed artificial
intelligence systems.

Finally, several directions remain for future research. The proposed framework can be extended to
large-scale edge environments with highly heterogeneous devices and dynamic participation. Additionally,
incorporating stronger adversarial threat models, including adaptive and colluding attackers, remains an
important direction. Future work will also explore communication-efficient learning strategies and real-
time deployment constraints in resource-limited consumer devices. Furthermore, extending the framework
toward cross-domain generalization and multi-modal IoT data integration can enhance its applicability in
diverse cyber-physical systems.
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