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ABSTRACT: The rapid integration of Internet of Things (IoT) devices and distributed energy resources into smart grids
has improved monitoring, control, and energy efficiency. However, it also exposes the grid to cyberattacks and privacy
risks, as increased connectivity and data exchange can significantly disrupt energy management and system stability.
Studies focused on centralized cybersecurity mechanisms that lacked scalability and did not emphasize the inherent
graph structure of power networks. This study proposes a privacy-preserving and cyber-resilient energy-optimization
framework, FedGNN, for IoT-enabled smart grids that jointly integrates federated learning, graph neural network-based
trust inference, and trust-aware energy dispatch. The framework dynamically learns node-level trust scores from multi-
feature measurements, including load, voltage, frequency, renewable generation, and battery storage, and incorporates
them into real-time energy optimization. Results demonstrate that the proposed approach improves system resilience
up to 12%, mitigates the impact of compromised nodes, and maintains operational reliability, while preserving the
privacy of distributed data. A comparative analysis with baseline methods shows the proposed framework’s superior
performance in energy deviation, resilience, and trust-aware decision-making. The results highlight the potential of
integrating AI-driven trust mechanisms with federated learning for secure and efficient energy management in future
IoT-enabled smart grids.

KEYWORDS: Cyber security; energy optimization; graph neural networks; IoT; smart grids

1 Introduction
Sensors and edge Internet of Things (IoT) devices play an important role in data collection, processing,

and system control [1,2]. The interconnected nature of these devices creates multiple entry points, increasing
the risk of significant cybersecurity exposures [3]. Rising energy demand and technological integration have
increased the complexity of modern smart grids, necessitating advanced security strategies [4]. Cyberattacks
can result in falsified data, measurement tampering, and even system failures [5,6].

Privacy-preserving energy prediction and control have been focused on using various machine learning
(ML) techniques. Federated learning (FL) is a recent, innovative ML approach that performs predictive
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analysis in a privacy-preserving manner [7,8]. The main focus of FL is on data privacy and decentralized
model training [9]. The model is trained by sharing only local model updates, without sharing device
data with the central server. ML-based techniques are well-suited to identifying cyberattacks on energy
devices, abnormal energy consumption, and malfunctioning devices. Given the nature of interconnected
devices in IoT-based smart grids, it is appropriate to use a graph for the representation of devices’ spatial
relationships [10]. Traditional ML models only handle data in text, image, and Euclidean forms. In an intricate
non-Euclidean structure, it is difficult to effectively capture the spatial information. Graphical neural network
(GNN) enhances the model’s ability using both node features and network structures. This GNN feature is
highly recommended for anomaly detection in smart grids [11,12].

Most previous work either fails to integrate trust-aware mechanisms into energy optimization or relies
on overly simplistic assumptions about attacks and grid dynamics. This work addresses energy distribution
optimization in IoT-based smart grids under cyberattacks using FL and GNN FedGNN. The privacy of
sensitive operational data has been maintained while addressing the simultaneous challenges of cyber
threats and energy efficiency. The node-level trust scores are dynamically learned and incorporated into
energy dispatch decisions. The effect of the compromised nodes is mitigated, and the privacy of distributed
measurements is preserved. The proposed solution addresses scalability limitations, including single-point
failures in large-scale, centralized smart grid networks. The main objectives of the proposed framework are
as follows:

• Integrated federated learning and graph neural networks for a privacy-preserved FedGNN framework
• Metigate false data Attacks for a trust-adaptive aggregation mechanism.
• Trust scores and dispatch decisions embedding for cyber resilient energy optimization.

The integration of FL, GNN, and trust-aware optimization into a single framework confirms the novelty
of the proposed framework. Multiple features, including load, voltage, frequency, DER generation, and
battery storage, have been considered in the system under multi-node cyberattacks. The practical, scalable
solution developed in this work significantly enhances the resilience and security of IoT-enabled smart grids.
This jointly coupled problem differs from the previous study by treating cyber resilience, privacy preservation,
and energy optimization rather than as isolated objectives. The malicious IoT nodes are explicitly modeled
to evolve cyber-physical attacks that dynamically adapt system-level decisions with energy optimization.

In this article, Section 2 presents the background study and discussion of the previous literature.
In Section 3, the methodology has been discussed in the context of the proposed framework. Section 4
presents a detailed analysis and discussion of the experimental results. Conclusion and future work have
been presented in Section 5.

2 Literature Review
Smart grid IoT systems require specialized security measures, such as encryption and intrusion detec-

tion, to ensure security. Protecting users, reducing risks, and establishing accountability are the key benefits
of a comprehensive control structure. The technical and social goals are aligned through the standards
and guidelines that serve as balancing layers [13]. Network attacks are addressed by numerous security
solutions to improve the system’s overall performance. A central feature of network security is identifying
and mitigating cyberattacks in IoT environments [14].

Komninos and Bekara surveyed the challenges posed by potential cyber-attacks in IoT-based smart
environments [15,16]. The attacks were categorized into high, moderate, and low based on the severity
of their adverse effects. Big Data and Machine Learning applications have been studied in IoT-integrated
smart grids [17]. A next-generation method, Role-Based Access Control (RBAC), has been explored to limit
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unauthorized access and reduce risk [18]. Cross-domain security challenges in interconnected modern grids
have been discussed, highlighting key security issues [19].

AI-driven security solutions have transformed into a powerful approach for providing reliable and
scalable infrastructure. The resilience of evolving cyber threats has been improved for real-time detection
and response [20]. Machine Learning, combined with blockchain, has enabled decentralized, secure threat-
identification systems [21]. Security issues in cloud-based applications have grown significantly with the
integration of AI and transfer learning. A privacy-preserving energy management model has been presented
in a Peer-to-Peer (P2P) environment [22]. A fair energy allocation has been ensured based on the user’s
described information. The proposed model manages energy using a quorum-based architecture for false
data injection attacks. The results reveal that the model performed well under critical conditions.

Blockchain-based privacy-preserving approaches have been discussed for P2P Energy Trading in Smart
Grids [23]. Ethereum smart contracts, MetaMask, and Ganache have been used for the model, enabling
secure energy. The model achieved a 12.7% decrease in load compared to existing methods. Blockchain-based
privacy-preserving has been discussed for a virtual power plant [24]. A power-flow algorithm combined with
a security algorithm is used for real-time monitoring. The model demonstrated excellent efficiency with an
average loss of 1.9524 W. Data Integrity Attacks (DIAs) have been identified as a means to address the security
of the smart grid [25]. Artificial Neural Networks have been used to enhance detection accuracy with 10
hidden neurons. The model achieved a detection rate of up to 99.5%, resulting in a 21% increase in profit.

Several studies have been presented in recent years on energy and privacy preservation in IoT environ-
ments [26,27]. A Comparison of the proposed model with various approaches in smart grid environments
is presented in Table 1. These studies employ centralized machine learning models with a primary focus
on detecting False Data Attack (FDAs). This framework integrates trust-aware mitigation rather than
only detecting FDIAs directly into the energy optimization loop. The proposed method operates in a
distributed federated learning environment, where raw measurements remain local to IoT devices. The
exploitation of spatial correlations is enabled using GNNs between nodes. The framework based on trust
scores also dynamically adjusts node contributions during federated aggregation to improve robustness
against coordinated FDIAs.

Table 1: Comparison of the proposed model with various approaches in smart grid environments.

Reference Approach Key Features Objectives Research Gap

[22]
SHA-256 encryption
and Shamir’s Secret

Sharing

Privacy-preserving
energy

management

Improved grid
stress by up to

76.6%

classification of
buyers’ or sellers’
mode managing

energy

[23]
Auction-based

dynamic pricing
mechanism

Secure energy
transactions

Reductions in
buyer energy bills

by 12.7%

Privacy-preserved
P2P energy trading

[24] Transaction and
security algorithm

Peer-to-peer (P2P)
transactions

Resulted in an
average loss of

1.9524W

Energy resource
management, security

enhancements

[25] ANNs with IWSOA Identifying Data
Integrity Attacks

Achieved 99.5%
detection rate

Decentralized
consensus-based

energy management

(Continued)
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Table 1 (continued)

Reference Approach Key Features Objectives Research Gap

This
work FedGNN

Privacy-preserving
energy

optimization

10% decrease in
power

consumption and
upto 20% increase

in Resilience

Multi-location energy
optimization

Studies include an AI-based framework for energy efficiency, IRS-enhanced low-carbon power Manage-
ment using Deep Game Theory, federated anomaly detection using Bayesian game reinforcement learning,
and IoT-UAV-inspired intelligent and energy-efficient resource management [28,29]. However, these studies
present solutions for individual energy and security issues. A secure framework is necessary from an energy
perspective for IoT-based smart homes.

3 Methodology
This work presents a threat-aware energy optimization framework for a smart grid environment.

The major components of the methodology include IoT-based data collection for cyberattacks, AI-driven
resilience modeling, and trust-aware energy optimization, as shown in Fig. 1. Sensors, smart meters, and
distributed energy storage units have been utilized to establish a smart grid environment. Local electrical
parameters, including load, voltage, and frequency, were continuously measured by each IoT device at
a predefined sampling rate for data collection, in accordance with [30] and [31]. The dataset comprises
several data types, including load demand, voltage, frequency, DER generation, battery storage, a cyber-
attack indicator, a trust score, and a node ID. Each device maintains a local data-sharing-only model for
updates. Cyber-resilience was evaluated by introducing false data injection, enabling the model to test
robustness under varying attack intensities. Graph Neural Networks (GNNs) and Federated Learning (FL)
approaches have been used to enable resilient energy optimization and preserve privacy. IoT devices and
interconnections are modeled as a graph in a smart grid topology, where nodes represent devices and edges
represent communication links. The system generates trust or resilience scores for each node as GNNs learn
spatial and relational dependencies to identify compromised devices. Model performance is assessed using
several metrics, including energy efficiency, deviation from optimal dispatch, and resilience against attacks.

3.1 IoT-Enabled Smart Grid Modeling
Let the smart environment is presented as a graph:

G = (N , E) (1)

where N = {1, 2, ..., N} is the set of nodes representing IoT devices and E is the set of edges representing
communication links. Each node i measures electrical parameters at time t:

xt
i =
⎡⎢⎢⎢⎢⎢⎣

Pt
i

V t
i

f t
i

⎤⎥⎥⎥⎥⎥⎦
∈ Rd , (2)
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where Pt
i is the load, V t

i is the voltage, and f t
i is the frequency. The global measurement matrix is:

Xt = [xt
1 , xt

2, ..., xt
N]T ∈ RN×d . (3)

The net power injection in case of distributed energy resources (DERs) is:

Pnet,t
i = Pt

i −Gt
i , (4)

where Gt
i is the generation at node i. The cyber attacks are represented by a binary indicator at

i :

at
i =
⎧⎪⎪⎨⎪⎪⎩

1, if node i is attacked at time t
0, otherwise

(5)

The observed corrupted measurement is:

x̃ t
i = xt

i + at
i ⋅ δt

i , (6)

where δt
i is the attack perturbation, which can be stochastic:

δt
i ∼ U(−Δ i , Δ i) or δt

i = ε xt
i , (7)

with Δ i presents maximum perturbation and ε as attack intensity. The global attack measurement matrix is:

X̃t = [x̃ t
1 , x̃ t

2, ..., x̃ t
N]T . (8)

Figure 1: Flow diagram of the proposed FedGNN framework.

3.2 Trust Scoring Using GNN and FL
The proposed AI-based framework integrates Graph Neural Networks (GNNs) for estimating node

trustworthiness and modeling spatial correlations, and Federated Learning (FL) for privacy-preserving
model training. Each IoT node i collects measurements including load, voltage, frequency, DER generation,
and storage:

h(0)i = x̃ t
i = [ Pt

i V t
i f t

i Gt
i Et

i ]
T (9)
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• τ determines the minimum trust level required for a node’s model update to significantly influence
global aggregation.

• I f T(t)
i < τ, the node’s contribution is down-weighted or excluded.

• τ serves as a resilience control parameter balancing security and availability.

The GNN’s input includes node embeddings to capture both electrical parameters and local information.

3.3 GNN Message Passing and Aggregation
At each layer l , node i aggregates information from its neighbors:

m(l)
i = ∑

j∈Ni

1
∣Ni ∣

h(l)
j (10)

Spatial information from connected devices is incorporated to compute the average embedding of
neighboring nodes,

h(l+1)
i = σ(W(l)h(l)

i +W(l)
m m(l)

i + b(l)) (11)

Learnable weights and a nonlinear activation function combine the node’s current state with neighbor
information. The enhanced neighbor weighting is calculated using the attention mechanism as,

α(l)
i j =

exp(LeakyReLU(aT[Wh(l)
i ∣∣Wh(l)

j ]))

∑k∈Ni exp(LeakyReLU(aT[Wh(l)
i ∣∣Wh(l)

k ]))
(12)

h(l+1)
i = σ( ∑

j∈Ni

α(l)
i j Wh(l)

j ) (13)

The model’s resilience is improved by assigning higher weights to more relevant neighbors.

3.4 Node-Level Trust Score
The final embedding is converted to a trust score after L layers,

T t
i = sigmoid(wT

o h(L)i + bo) (14)

The embeddings are mapped to [0, 1]using the sigmoid function to quantify node reliability. High values
indicate trustworthy nodes for energy optimization.

3.5 GNN Loss Functions
The prediction accuracy against ground-truth trust labels is measured using the supervised trust loss.

It guides the model to correctly identify compromised nodes and is given as,

LGNN =
1
∣N ∣ ∑i∈N

�(st
i , ŝ t

i) (15)
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Penalized large trust is differentiated between neighboring nodes using neighbor-smoothness
regularization as,

Lsmooth =
1
∣E ∣ ∑(i , j)∈E

(st
i − st

j)2 (16)

This ensures spatial consistency and mitigates isolated false positives. The total GNN loss is calculated
with combined prediction accuracy and smoothness regularization as,

Ltotal = LGNN + βLsmooth (17)

β is the hyperparameter that balances the two objectives.

3.6 FL Formulation
The local model update at node i is given as,

θt+1
i = θt

i − η∇θ iLi
total(θt

i) (18)

where each node updates its GNN parameters locally using gradient descent. This preserves privacy since
raw measurements are not shared. The central server aggregates local updates weighted by the number of
samples. The global aggregation is given as,

θt+1 =
N
∑
i=1

ni

∑N
j=1 n j

θt+1
i (19)

It produces a global model representing the entire network without sharing raw data. The trust-weighted
aggregation assigns a higher weight to nodes with higher trust scores in the global model.

θt+1 =
N
∑
i=1

wi θt+1
i , wi =

st
i ni

∑N
j=1 st

jn j
(20)

This reduces the impact of compromised nodes on the learning process. The addition of Gaussian
noise with gradient prevents inference of raw measurements and ensures privacy-preserving model updates.
Mathematically,

θt+1
i = θt

i − η(∇θ iLi
total +N (0, σ 2I)) (21)

The global trust score is further refined to update all nodes’ trust scores as,

T t+1
i = fGNN(θt+1 , x̃ t

i ) (22)

3.7 Trust-Aware Energy Optimization
The energy optimization objective is presented as:

min
Pt

J =
T
∑
t=1
[C(Pt) + λ

N
∑
i=1
(1 − st

i) f (Pt
i )], (23)
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where C(Pt) is operational cost, f (Pt
i ) penalizes reliance on untrusted measurements, and λ balances

efficiency and resilience. The Power limits

Pmin
i ≤ Pt

i ≤ Pmax
i , ∀i , t (24)

in terms of power balance, voltage limits, and line flow constraints are given as,

N
∑
i=1

Pnet,t
i = Dt , ∀t (25)

V min
i ≤ V t

i ≤ V max
i , ∀i , t (26)

∣Pt
i j ∣ ≤ Pmax

i j , ∀(i , j) ∈ E , t (27)

Trust-Weighted Dispatch
The trust-weighted optimal dispatch is:

Popt,t
i = arg min

Pt
i

(C(Pt
i ) + λ(1 − st

i)Pt
i ) (28)

3.8 Performance Metrics
The energy efficiency loss is calculated in terms of performance metrics as,

η = Cattack − Cno-attack

Cno-attack
× 100% (29)

The average trust score and optimization deviation are calculated as,

St
avg =

1
N

N
∑
i=1

st
i (30)

ΔPt =
∣∣Pt

baseline − Pt
optimized∣∣2

∣∣Pt
baseline∣∣2

(31)

The resilience under attack intensity α is given as,

R(α) = 1
T

T
∑
t=1
∑

i∈Aα

st
i (32)

where Aα is the set of attacked nodes.
The proposed FedGNN framework leverages three Algorithms 1–3, to collaboratively deliver a trust-

aware, energy-efficient solution for the smart grid environment. The computational complexity analysis of
the framework involves time and space complexity, as mentioned in Tables 2 and 3.
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Algorithm 1: Node-level trust evaluation
Require: IoT node measurements Xi(t), historical observations Hi(t), trust threshold τ
Ensure: Updated trust scores Ti(t)

1: for all IoT nodes i ∈ V do
2: Collect current measurements Xi(t)
3: Compute deviation from historical pattern:

δi(t) = ∥Xi(t) −Hi(t)∥
4: Update trust score:

Ti(t) = e−βδi(t)

5: if Ti(t) < τ then
6: Mark node i as suspicious
7: else
8: Accept node measurements
9: end if

10: end for
11: return updated trust scores Ti(t)

Algorithm 2: Federated graph neural network training
Require: IoT smart grid graph G(V , E), local datasets Di, trust scores Ti
Ensure: Global GNN model parameters θ

1: Initialize global model parameters θ
2: Set communication rounds R and local epochs E
3: for each federated round r = 1 to R do
4: for all IoT nodes i ∈ V in parallel do
5: Receive global model θ
6: Train local GNN on dataset Di for E epochs
7: Obtain updated local parameters θ(r)i
8: Send θ(r)i to central server
9: end for

10: Perform trust-weighted aggregation:
θ(r+1) = ∑

i∈V
w(r)i θ(r)i

11: where
w(r)i =

Ti
∑ j Tj

12: end for
13: return trained global model θ

Algorithm 3: Trust-aware energy optimization
Require: Predicted load demand Pi(t), DER generation Gi(t), trust scores Ti(t)
Ensure: Optimal trust-aware energy dispatch P̂i(t)

1: for all IoT nodes i ∈ V do
2: Obtain predicted load demand Pi(t)
3: Retrieve trust score Ti(t)
4: end for

(Continued)
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Algorithm 3 (continued)
5: Solve optimization problem:

min ∑
i∈V

Ti(t)(Pi(t) − P̂i(t))2

subject to
∑
i∈V

P̂i(t) = ∑
i∈V

Gi(t)

Pmin
i ≤ P̂i(t) ≤ Pmax

i
6: for all nodes i ∈ V do
7: if Ti(t) < τ then
8: Reduce influence of node i in dispatch decision
9: end if

10: end for
11: return trust-aware optimal dispatch P̂i(t)

Table 2: Computational complexity of the proposed algorithms.

Algorithm Main Operations Computational Complexity
1 Deviation calculation and trust score update O(NTF)
2 Local GNN training and federated aggregation O(RNE∣E ∣F)
3 Trust-weighted optimization and dispatch computation O(N log N)

Table 3: Time and space complexity of the proposed algorithms.

Algorithm Time Complexity Space Complexity
1 O(NTF) O(NF)
2 O(RNE∣E ∣F) O(∣E ∣F + NF)
3 O(N log N) O(N)

4 Analysis and Discussion
This section describes the analysis and discussion for the proposed FedGNN framework for secure

energy optimization. A complete description of the devices, nodes, and communication setup is provided
in the network setup section. The analysis has been done for various performance metrics such as energy
efficiency loss η, average trust score Savg, optimization deviation ΔPt , resilience R(α), and reliability Relt to
evaluate the effectiveness of the proposed model. The local GNN models are lightweight and can be deployed
on edge devices with moderate computational capacity. The model parameters are transmitted only to reduce
bandwidth usage. Advanced systems, including Advanced Metering Infrastructure (AMI) and SCADA, can
be integrated into the proposed framework without increasing the structural requirements. The distributed
microgrids and multi-location energy systems are also supported by the federated design. Training can be
performed periodically, and dispatch decisions can be made suitable for real-time control.

4.1 Network and Communication Setup
The smart grid is modeled as a graph G = (N , E), where N denotes the set of IoT nodes, and E denotes

the set of communication links. The network consists of N = 100 nodes, including 60 load nodes, 30 DERs
(solar and wind), and 10 battery storage nodes. Nodes are connected using a radial, meshed topology to
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reflect typical medium-voltage distribution networks. Tables 4 and 5 presents the detailed description of
the network and simulation parameters along with the hyperparameter configuration. The GNN used for
trust scoring comprises L = 3 layers with ReLU activations, and the embedding dimension is set to dh = 16.
Federated learning is implemented using a global aggregation interval of 5 time steps, and local learning
rate η = 0.01. Table 6 shows the sensitivity analysis of the proposed FedGNN framework by varying key
hyperparameters to evaluate its robustness. The learning rate and clipping ratio exhibited a noticeable mutual
influence. The discount factor and GAE parameter were observed to remain stable across a range of values.

Table 4: Network and simulation parameters.

Parameter Value
Number of nodes (N) 100

Load nodes 60
DER nodes 30

Battery storage nodes 10
Line reactance (Xij) 0.1–0.5 pu
Line capacity (Pmax

ij ) 50–200 kW
Voltage limits (V min

i , V max
i ) 0.95–1.05 pu

Load demand (Pmin
i , Pmax

i ) 5–50 kW
Battery capacity (Emax

i ) 50 kWh
Battery charge efficiency (ηch) 0.95

Battery discharge efficiency (ηdis) 0.90

Table 5: Hyperparameter configuration for energy optimization.

Hyperparameter Symbol Value
Learning Rate η 3 × 10−4

Discount Factor γ 0.99
GAE Parameter λ 0.95
Clipping Ratio ε 0.2

Batch Size B 64
Number of Epochs K 10
Entropy Coefficient β 0.01

Value Function Coefficient cv 0.5

Table 6: Sensitivity analysis of hyperparameters on system performance.

Hyperparameter Tested Range Observed Impact Stability

Learning Rate (η) [1e−4, 5e−4] Faster convergence but unstable for high
values Medium

Discount Factor (γ) [0.95, 0.99] Higher long-term reward accumulation High
GAE (λ) [0.9, 0.99] Reduced variance in policy updates High

Clipping Ratio (ε) [0.1, 0.3] Controls policy update aggressiveness Medium

(Continued)
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Table 6 (continued)

Hyperparameter Tested Range Observed Impact Stability

Batch Size (B) [32, 128] Larger batch improves stability but slower
learning Medium

Entropy Coefficient
(β) [0.001, 0.02] Encourages exploration but may reduce

reward Low

4.2 Results Analysis
Fig. 2 presents the average trust score over time for various attack intensities α. Results show that the

increase in compromised nodes gradually reduces the overall trust level. The trust-aware mechanism can
maintain a relatively stable trust score even under higher attack rates. It shows that the proposed model
effectively handles malicious behavior in real-time smart-grid environments.

Figure 2: Average trust score over time for various attack intensities.

The energy deviation under various attack scenarios is shown in Fig. 3. The attack severity increases
the deviation curve, highlighting the impact of false data. It is evident that the expected and actual energy
dispatch differ due to greater attack penetration. It is also notable that adaptive mitigation strategies are
necessary in real-time grid operation.

Fig. 4 shows resilience for the trust-aware system over time for varying attack levels. The proposed trust-
aware optimization has shown greater resilience even when more nodes are under attack. The Incorporation
of trust scores into dispatch decisions is crucial for the system to perform better under adversarial conditions.

The comparison of resilience with and without trust mechanisms is shown in Fig. 5 for the worst-case
attack scenario. The proposed trust-aware approach outperforms the no-trust case across all time steps. The
system experiences noticeable degradation without trust consideration. The influence of compromised nodes
has been mitigated by the trust-enabled framework, thereby improving overall robustness.
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Figure 3: Energy deviation under different levels of attack scenarios.

Figure 4: Resilience for the trust-aware over time for varying attack levels.

Figure 5: Comparison of resilience with and without trust mechanisms for α = 0.3.

A comparative analysis of baseline approaches under severe attack conditions is shown in Fig. 6.
The proposed method has been compared with the centralized machine learning method and federated
learning without trust. The proposed approach exhibits the highest resilience. The integration of federated
learning with trust-aware decision-making has a high impact and is more effective than centralized or
trust-agnostic solutions.

Fig. 7a illustrates the trust heatmap across all nodes for different time steps. Lower trust values have
been observed in Nodes affected by cyberattacks than in healthy Nodes. It shows that the system dynamically
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detects malicious behavior by analyzing the spatial and temporal distributions of trust scores, further
supporting the effectiveness of the GNN-based trust inference mechanism.

Figure 6: Comparison of the baseline approaches with the proposed framework.

Figure 7: Trust and battery-equipped nodes heatmaps across all nodes for various time steps.

The battery state-of-charge (SOC) heatmap has been shown in Fig. 7b for battery-equipped nodes. The
charging and discharging behaviors have been presented in terms of SOC variation under dynamic load
and generation conditions. It is notable that battery operations remain stable under attack scenarios, thereby
maintaining valuable grid resilience for the energy storage system.

Fig. 8 shows the trust-aware and non-trust optimization for different attack scenarios. The trust-aware
strategy consistently yields high resilience value for all attack fractions. The proposed approach adapts
effectively to real-time operations across different levels of cyber threats. Results reveal that the proposed
approach establishes a closed-loop interaction, in which dynamically inferred trust scores directly influence
real-time energy dispatch decisions.

Fig. 9 shows the power utilization of the node-level Load and trust-aware dispatch for various time
steps. It is worth mentioning that the proposed FedGNN consumes relatively less power than the original
and attacked load. The attack load consumes more power due to the presence of false and malicious nodes.
The comparison indicates that the proposed model performs better in a real-time smart grid environment,
highlighting its effectiveness and compatibility.
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Figure 8: Trust-aware and non-trust optimization for three types of attack level with α = 0.1, α = 0.2, and α = 0.3.

Figure 9: Node-level load and trust-aware dispatch comparisons for various time steps.

The comparison of computational and communication costs is presented in Table 7 for the training
rounds. High computational and communication overhead is incurred by centralized learning approaches.
The proposed FedGNN framework reduces communication costs and improves scalability. The ablation
study has been presented in Table 8 for a severe cyber-attack scenario. Limited resilience improvement has
been observed in both the baseline and FL configurations, indicating that learning alone is insufficient for
secure real-time operation. Resilience improves with the introduction of static trust, but higher trust variance
results from the lack of topology-aware inference. The proposed framework achieves the highest resilience
and lowest energy deviation.

Table 7: Computational cost comparison per round or time step.

Method Computation per
Round Communication Cost Scalability

Baseline Optimization O(N) None High
Centralized ML O(N ⋅ T) High (Raw data upload) Low

Federated Learning (FL) O(N ⋅ E) Medium (Model updates) Medium
FL + Static Trust O(N ⋅ E) Medium Medium
Centralized GNN O(N2) Very High (Graph data) Low

Proposed FedGNN O(N ⋅ E + ∣Eg ∣) Low (Encrypted gradients) High



16 Comput Model Eng Sci. 2026;147(2):51

Table 8: Ablation study of system components under severe cyber attack (α = 0.3).

Method Avg. Resilience Energy Deviation (kW) Trust Variance
Baseline (No AI) 0.81 6.42 –

FL only (No Trust) 0.83 5.98 –
FL + Static Trust (No GNN) 0.87 4.76 0.042

Centralized ML + Trust (No FL) 0.88 4.21 0.031
Proposed (FL + GNN + Trust) 0.93 2.89 0.014

A boxplot-based statistical analysis of system resilience for FedGNN-based and trust-unaware control
under different attack rates (α = 0.1, 0.2, 0.3) is shown in Fig. 10. The resilience distribution over time for a
certain attack intensity is displayed in each pair of boxplots. The median resistance of the no-trust strategy
deteriorates and exhibits greater variation as the attack proportion increases, indicating unstable system
operation under adversary control. In contrast, the FedGNN-based method consistently produces narrower
interquartile intervals and higher median resistance across all attack levels. These findings demonstrate that
the suggested strategy not only improves average performance but also enhances robustness and stability
against diverse, time-varying cyberattacks.

Figure 10: Statistical analysis of system resilience under different attack rates.

The relationship between the system’s resilience under high attack intensity (α = 0.3) and the average
trust score estimated by the FedGNN model is shown in Fig. 11. Each point represents a time step and captures
the dynamic relationship between operational performance and trust assessment. Higher levels of trust are
clearly and positively correlated with better resilience outcomes.

The total system demand and the corresponding provided energy under a severe cyberattack scenario
(α = 0.3) are shown in Fig. 12. The provided power under no-trust optimization and the suggested FedGNN-
based trust-aware control are depicted by the solid curves, whilst the dashed curve shows the overall baseline
demand aggregated across all nodes. The provided energy closely matches the attacked demand in the
absence of trust mechanisms, suggesting that compromised nodes still affect system-wide dispatch decisions.
The FedGNN-based method, on the other hand, deliberately restricts energy distribution to low-trust nodes,
thereby reducing the provided power profile.
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Figure 11: Comparison of system’s resilience under high attack intensity (α = 0.3) and the average trust score.

Figure 12: Total system load vs. delivery.

Table 9 presents the impact of the hyperparameters on the learning performance of the proposed
FedGNN model. The discount factor determines the relative importance of future rewards, the clipping
range governs the stability of policy updates, and the learning rate controls the size of those updates. A
moderate learning rate of 3 × 10−4 paired with a large discount factor (γ = 0.99) yields the highest average
resilience and the most consistent convergence behavior. To avoid oscillatory updates and delayed adaptation,
a well-designed setup balances learning speed and stability. Reduced resilience and unstable convergence
result from higher learning rates and broader clipping ranges, as aggressive updates cause the policy to
respond to noisy reward signals during cyberattacks. These findings underscore the importance of fine-
tuning PPO hyperparameters to achieve consistent, robust energy management performance under hostile
smart grid conditions.

Table 9: FedGNN hyperparameters factor prioritization.

Learning Rate Discount
Factor (γ) Clip Range Avg.

Resilience Convergence Stability

1 × 10−4 0.95 0.20 0.89 High
3 × 10−4 0.99 0.20 0.93 Very High
5 × 10−4 0.99 0.30 0.90 Medium
1 × 10−3 0.95 0.30 0.85 Low
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The cyber-resilience of the FedGNN framework is evaluated against trust-related criteria in Table 10.
While the trust update rate β regulates how rapidly trust values adjust to observed node activity, the trust
threshold establishes the minimal trust score necessary for a node to meaningfully contribute to energy
dispatch choices. The findings show that the maximum average resilience, while maintaining a very low
false isolation rate, is achieved with an intermediate trust threshold (τ = 0.7) and a moderate update rate
(β = 0.1). System resilience is weakened when the trust threshold is set too low, as malicious nodes are not
appropriately penalized. In contrast, overly rigid criteria or rapid trust updates increase the risk of incorrectly
isolating benign nodes, thereby degrading overall energy delivery. These results demonstrate the need of
adaptive trust modeling in federated smart grid optimization for striking a balance between security and
operational effectiveness.

Table 10: FedGNN trust parameters factor prioritization.

Trust
Threshold (τ)

Trust Update
Rate (β) Avg. Resilience False Isolation

Rate
0.60 0.05 0.87 Low
0.70 0.10 0.93 Very Low
0.80 0.10 0.91 Medium
0.85 0.15 0.88 High

Table 11 presents a comparative analysis of the baseline methods under coordinated false-data attacks.
The performance parameters, including federated, Graph-based, and trust-aware, have been included to
evaluate the methods. The centralized GNN offered moderate resilience, was vulnerable to coordinated
attacks, and had privacy limitations. FedAvg exhibited improved privacy, limited structural awareness,
and instability under high attack ratios. The Trust-Unaware FL-GNN captured the topology but lacked
malicious-node mitigation, and its performance degraded as α increased. The combined anomaly detection
and dispatch separation offered no integrated optimization with slower mitigation response. The proposed
FedGNN outclassed all the baseline methods with the highest resilience, lowest power imbalance, and
stability under increasing attack ratios.

Table 11: Comparison with baseline methods under coordinated false data attacks.

Method Federated Graph-Based Trust-Aware Performance Summary

Centralized
GNN No Yes No

Moderate resilience, vulnerable
to coordinated attacks, privacy

limitations

FedAvg Yes No No
Improved privacy, limited

structural awareness, unstable
under high attack ratios

Trust-
Unaware
FL-GNN

Yes Yes No

Captures topology, lacks
malicious node mitigation,
performance degrades as α

increases

(Continued)
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Table 11 (continued)

Method Federated Graph-Based Trust-Aware Performance Summary
Anomaly

Detection +
Dispatch

Separation

No No Partial
Detection possible, no

integrated optimization, slower
mitigation response

Proposed
FedGNN Yes Yes Yes

Highest resilience, lowest power
imbalance, stable under
increasing attack ratios

Table 12 shows the generalization capability of the proposed FedGNN framework for various attack
types. The proposed framework supported all attack types. The mitigation mechanism clearly provides a brief
description of all attack types.

Table 12: Generalization capability of the proposed FedGNN framework.

Attack Type FedGNN
Support Mitigation Mechanism

False Data Injection Attack Yes Trust-weighted aggregation and graph
inconsistency detection

Data Replay Attack Yes Temporal trust evolution and anomaly
deviation tracking

Load Manipulation Attack Yes Node-level trust scoring with
topology-aware validation

Model Poisoning (Federated) Yes Trust-based aggregation filtering

Topology Perturbation Attack Yes Graph-structured consistency
verification

5 Conclusion
This study presents FedGNN, an integrated Federated Learning (FL) and Graph Neural Networks

(GNN) framework for IoT-based, cyber-resilient energy optimization in a smart grid environment. A three-
layer architecture has been introduced, including IoT devices, AI components, and an optimization phase.
IoT devices share model updates using FL and update the aggregation server. FL trains trust inference in
a distributed manner to ensure scalability, while GNN captures inter-node dependencies. A trust-weighted
representation has been produced, which serves as input to the energy optimization layer. The energy
optimization component incorporates a resilience-aware objective function to balance trust scores and
energy efficiency. The constraints include device operating limits, network capacity, and load-demand
balance. The results clearly demonstrate the system resilience strategy for trust-aware optimization across
different attack intensities up to 12%. Future work on FedGNN includes multi-location energy optimization
with multimodal infrastructure.
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List of symbols and abbreviations
G(V , E) IoT-based smart grid graph
V Set of nodes (IoT devices)
E Set of edges (communication links)
N Number of IoT nodes
Xi(t) Real-time measurement of node i
Hi(t) Historical measurement of node i
δi(t) Measurement deviation of node i
Ti(t) Trust score of node i
τ Trust threshold
β Trust sensitivity parameter
Di Local dataset at node i
θ Global model parameters
θ(r)i Local model parameters at round r
R Number of federated learning rounds
E Number of local training epochs
wi Aggregation weight of node i
F Feature dimension
Pi(t) Power demand at node i
P̂i(t) Optimized power dispatch
Gi(t) Distributed energy generation
Ei(t) Energy storage (battery state)
ηch , ηd is Charging/discharging efficiency
Pmin

i , Pmax
i Power bounds of node i

α Attack fraction (ratio of compromised nodes)
ΔPi(t) Attack-induced perturbation
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FDIA False Data Injection Attack
FL Federated Learning
GNN Graph Neural Network
FedGNN Proposed Federated GNN framework
DER Distributed Energy Resources
SOC State of Charge (battery)
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