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ABSTRACT: Non-terrestrial networks (NTNs)—including UAVs, HAPs, and satellite systems—are rapidly becoming
key enablers of wide-area, resilient connectivity for large-scale IoT applications. As these platforms integrate with
terrestrial networks to form space–air–ground architectures, optimization challenges related to trajectory, resource
management, energy efficiency, and security become increasingly complex. Machine learning (ML) has emerged as a
central tool for addressing these challenges by enabling adaptive, data-driven decision-making under uncertainty. This
survey presents an optimization-centric review of ML-based NTN-assisted IoT systems focusing on aspect-specific
datasets. Using a structured methodology involving dataset curation, keyword filtering, metadata analysis, and citation-
based paper selection, we analyze representative and influential works across four core optimization themes: trajectory
planning, resource allocation, energy utilization, and security. We develop a taxonomy that captures problem types,
learning approaches, architectural configurations, and cross-layer constraints, and discuss insights, complemented
by a focused review of top-cited contributions in each theme as well as discussions relating to their complexities
and practicality. Our analysis reveals clear methodological trends, including the growing use of deep and multi-
agent reinforcement learning, the emergence of distributed intelligence through federated learning, and the increasing
interplay among mobility, computation, communication, resource allocation, energy optimization and security. Finally,
we highlight key lessons and future research opportunities related to scalable cooperative learning, energy-efficient
operation, secure distributed intelligence, and multi-tier optimization across space–air–ground integrated networks,
offering a roadmap toward resilient and intelligent 6G-era connectivity.

KEYWORDS: Machine learning; deep learning; reinforcement learning; deep reinforcement learning; satellites;
unmanned aerial vehicles; drones; altitude platforms; Internet of Things; wireless sensor networks

1 Introduction
Non-terrestrial networks (NTNs) are emerging as indispensable components of next-generation

connectivity. They can provide wide-area, on-demand, and resilient communication and thus can
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effectively complement terrestrial infrastructure, especially in remote, disaster-stricken, or mobility-
dominated environments. As IoT systems continue to proliferate across smart cities, agriculture,
environmental monitoring, transportation, and public safety, NTN platforms play a critical role in extending
connectivity, improving situational awareness, and enabling mission-critical operations.

Fig. 1 illustrates a high-level framework of machine learning (ML)-enabled NTN-assisted Internet of
Things (IoT) applications. It highlights key NTN components, UAVs, High Altitude Platforms (HAPs),
and satellite infrastructures, interfacing with edge computing platforms and ML models such as Deep
Reinforcement Learning (DRL), Federated Learning (FL), and Convolutional Neural Networks (CNNs).
Together, these elements form an intelligent ecosystem that supports IoT services across multiple verticals,
including smart agriculture, environmental monitoring, disaster response, maritime IoT, and autonomous
transportation. The figure underscores that intelligence arises not from NTN entities but from the integration
of adaptive ML algorithms with distributed computing and communication infrastructures.

Figure 1: High-level framework of machine learning-enabled NTN-assisted IoT systems. UAVs, HAPs, and satel-
lites interact with terrestrial networks, edge computing, and ML models (e.g., DRL, FL, CNN) to support diverse
IoT applications such as agriculture, disaster response, environmental sensing, maritime IoT, and autonomous
transportation.
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This growing convergence of NTNs and IoT introduces complex optimization challenges. Unlike fixed
terrestrial systems, NTN-assisted IoT must contend with dynamic topologies, heterogeneous propagation
conditions, intermittent connectivity, and stringent performance requirements such as latency, throughput,
coverage, and Age of Information (AoI). UAVs, HAPs, and satellites exhibit mobility patterns and energy
limitations that create intricate trade-offs between communication quality, mission duration, and operational
efficiency. As a result, the design of intelligent and adaptive optimization frameworks becomes fundamental.

From an optimization perspective, NTN-assisted IoT systems differ fundamentally from conventional
terrestrial networks. The inherent mobility of UAVs, the quasi-stationary nature of HAPs, and the large-
scale coverage of satellite links, and the energy and payload constraints of aerial platforms introduce highly
interdependent decision variables across different layers. Consequently, optimization objectives such as
trajectory planning, resource allocation, energy utilization, and security are recurrent in the literature and are
commonly formulated as interdependent optimization objectives. These characteristics make NTN-assisted
IoT a natural application domain for machine learning–driven optimization, where adaptive, data-driven
models can learn complex system dynamics and enable real-time decision-making under uncertainty.

ML has emerged as a key enabler for addressing these challenges. Deep learning supports perception,
prediction, and representation learning for mobility and sensing. Reinforcement learning (RL) and its deep
variants (DRL) enable sequential decision-making under uncertainty, supporting real-time optimization
of trajectories, resource allocation, routing, and task offloading. Multi-agent RL (MARL) extends these
capabilities to cooperative scenarios involving UAV swarms or multi-tier NTN architectures. Federated
learning and other paradigms, such as blockchain, address privacy and security concerns in UAV-enabled
IoT systems [1] and satellite–terrestrial cooperative IoT networks [2]. Together, these methods contribute
to increasingly autonomous and intelligent NTN operation. However, the role of ML-driven optimization is
not uniform across NTN platforms, since UAVs, HAPs, and LEO satellites differ markedly in their mobility,
endurance, coverage characteristics, and operational constraints.

1.1 Distinct Optimization Characteristics of UAV, HAP, and LEO Platforms and Representative Examples
Although NTNs are often discussed as a unified paradigm, UAVs, HAPs, and low Earth orbit (LEO)

satellites exhibit fundamentally different physical and operational characteristics. These sometimes necessi-
tate platform-specific ML considerations for trajectory design, resource allocation, energy and security. The
following subsections highlight representative studies that characterize the unique operational profiles of
UAV, HAP, and satellite systems.

1.1.1 HAP-Assisted IoT: Endurance and Stability-Centric Optimization
Unlike high-mobility UAVs, HAPs operate at near-fixed altitudes with significantly longer endurance,

shifting the optimization focus toward long-term service stability and energy harvesting. In this context, ref-
erence [3] investigates resource allocation and task offloading within a multi-access edge computing (MEC)
framework, where a HAP coordinates with multiple IoT devices (IoTDs) to reduce energy consumption
while preserving system stability and battery longevity.

1.1.2 LEO Satellite-Based IoT: Security, Dynamics, and Resource Control
The high orbital velocity and broadcast nature of LEO satellites introduce unique hurdles regarding

intermittent connectivity and wide-area security vulnerabilities. Reference [4] addresses the vulnerability
of mission-critical satellite IoT networks to cyber-attacks by proposing DLGAN, a security framework that
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utilizes Convolutional Neural Networks (CNNs) for real-time anomaly detection and Generative Adversarial
Networks (GANs) to address skewed cybersecurity datasets.

Further addressing the spatio-temporal dynamics of 6G-enabled LEO systems, reference [5] adopts
a cloud–edge–device architecture to support delay-sensitive applications via a spatio-temporal attention-
based proximal policy optimization (STA-PPO) algorithm. This model captures task arrival patterns and
satellite topology to reduce latency significantly. Similarly, reference [6] explores control-aware energy
efficiency by transforming stability constraints into communication reliability requirements through a
Lyapunov drift-plus-penalty framework. To mitigate interbeam interference inherent in large-scale satellite
coverage, reference [7] provides a theoretical analysis of multibeam management, while reference [8] pro-
poses a separated swarm optimization-based beam scheduling algorithm (SSO-BSA) to adaptively manage
non-uniform traffic distributions.

1.1.3 Integrated and Multi-Tier NTN Architectures
The convergence of different tiers allows for complementary strengths, such as using UAVs to bridge the

“last mile” between power-limited IoT devices and space-borne platforms. Reference [9] proposes the use
of Simultaneous Transmitting and Reflecting Reconfigurable Intelligent Surfaces (STAR-RIS) mounted on
UAVs to improve LEO-assisted communications through an Integrated Trajectory, Phase-shift, and Power
allocation (ITPP) approach. Similarly, reference [10] explores UAV-assisted relay schemes, utilizing Taylor
series approximation to solve joint trajectory and power allocation problems.

For dynamic environments like marine IoT (MIoT), reference [11] introduces a federated multi-agent
learning framework (FL-MADDPG) to optimize multi-UAV trajectories and satellite resource allocation
simultaneously. In a similar vein, reference [12] utilizes a Dueling Deep Q-Network (DQN) for task
offloading decisions in LEO-assisted UAV networks, demonstrating superior energy efficiency compared to
greedy baselines.

1.1.4 Advanced Coordination and Security Strategies
The optimization of data freshness and physical layer security must account for the long propagation

delays and wide footprints of NTN platforms. Reference [13] utilizes AoI as a metric for information freshness
in Integrated Satellite-Terrestrial Networks (ISTNs), applying a Lyapunov-based resource allocation scheme
to balance energy efficiency with data timeliness. For autonomous operations, reference [14] presents a
multisatellite negotiation framework based on cooperative game theory. In terms of security, reference [15]
investigates satellite-assisted jamming to protect against eavesdropping, while references [16,17] explore edge
collaboration and NOMA-based data gathering to ensure energy-neutral operations in remote maritime and
terrestrial environments.

1.2 Problem Statement and Novelty
Despite the rapid growth of machine-learning-driven research on NTN-assisted IoT systems, existing

bibliometric analysis [18] and survey literature remains fragmented in scope and analytical perspective.
Several surveys concentrate primarily on UAV-assisted IoT, which represents a major but not exclusive
component of NTNs [19–21]. These works provide detailed insights into UAV-enabled architectures, learning
techniques, and communication strategies, yet their scope does not fully capture the broader multi-
layered NTN ecosystem. Other domain-focused surveys emphasize specific application scenarios rather
than system-level generalization. For example, precision agriculture and plant disease monitoring are
extensively studied in [22,23], where the focus lies on UAV sensing, edge intelligence, and data fusion
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techniques. Disaster management and pandemic response applications are reviewed in [24,25], highlighting
the integration of ML with UAV, IoT, satellite, and cloud platforms. Smart city and 5G-enabled service
optimization perspectives are explored in [26,27], emphasizing AI-driven policy design and intelligent
infrastructure management. While these studies provide valuable application-level and domain-specific
insights, they generally do not provide design principles across multiple optimization dimensions such
as resource allocation, computation offloading, energy efficiency, learning adaptation, and cross-layer
NTN integration.

In parallel, technology-centered surveys examine individual enabling components, most commonly
mobile edge computing, sometimes within a narrow machine-learning scope such as deep reinforcement
learning [28–30]. Surveys addressing design considerations tend to focus on a single NTN tier, most
commonly UAVs, without extending the discussion to cross-tier architectures or related aspects such as
trajectory prediction and coordination across the NTN architecture [31]. Other reviews, by contrast, focus on
specific technologies, including satellite communications, blockchain, or reconfigurable intelligent surfaces,
rather than on the optimization aspects these technologies support [29,30,32,33], while some are further
constrained by particular NTN tiers or architectural assumptions [33–36]. As a result, the optimization
objectives, constraints, and trade-offs underpinning these technologies are frequently examined in isolation,
rather than through an aspect-based optimization perspective that spans system layers.

Security is also frequently treated as a protocol- or technology-layer concern, rather than as an
optimization aspect that interacts with latency, energy consumption, and resource utilization. Although some
prior work has examined design aspects in UAV-enabled MEC systems [37], these studies remain largely
confined to MEC-centric formulations and do not generalize to IoT-oriented or multi-tier NTN architec-
tures. Similarly, surveys on secure UAV–IoT systems [38,39] primarily categorize authentication, encryption,
and intrusion detection mechanisms, but do not systematically integrate them with broader resource and
mobility optimization frameworks. More comprehensive surveys address the Internet of Drones and smart-
city-oriented UAV ecosystems [40], as well as RL and DRL applications in IoT and wireless networks [41–43].
These works review learning-based solutions for routing, caching, spectrum access, computation offloading,
and network control under dynamic conditions. Multi-agent reinforcement learning (MARL) extensions
are further explored for cooperative decision-making in next-generation networks [44], and DRL-based
task offloading strategies have been studied in aerial access and MEC-enabled environments [45]. However,
despite their breadth, these surveys typically examine learning, security, mobility, or resource management
in isolation. They seldom comprehensively analyze these mechanisms across integrated and multi-tier
NTN-assisted IoT systems.

Taken together, the breadth and diversity of the literature make it difficult to extract coherent trends and
transferable design principles across four recurring optimization aspects: trajectory optimization, resource
allocation, energy utilization and management, and security, within a single survey. This work addresses
this gap by combining a cross-dimensional analytical focus with a systematically structured analysis of
representative and influential works. Specifically, structured filtering criteria, keyword- and text-driven
analysis, and citation-based selection are jointly employed to provide a broad understanding of this research
domain, as well as identify representative and influential contributions. By synthesizing results based on
these contributions and optimization themes, the survey highlights practical design principles that provide
perspectives on recurring trade-offs, methodological patterns, and deployment-relevant considerations in
ML-enabled NTN-assisted IoT systems.

In summary, while existing literature on UAV-, satellite-, and HAP-assisted IoT is expanding, current
reviews remain segmented across major optimization or core aspects of NTN-assisted IoT, often treating
trajectory optimization, resource allocation, energy management, and security as isolated optimization
aspects rather than components of a holistic NTN landscape. Application-driven surveys typically prioritize
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specific use cases, such as smart agriculture or disaster response, while technology-focused reviews often
concentrate on narrow enablers without situating these critical optimization pillars within a holistic NTN
framework. Furthermore, security-oriented research frequently addresses authentication or intrusion detec-
tion in isolation. Consequently, the literature lacks a comprehensive analytical framework that synthesizes
these multi-dimensional technical aspects alongside a data-driven landscape analysis, a gap that this survey
aims to bridge.

To address these limitations, this survey adopts an bibliometric-driven methodology with a focus on
optimization-related domains. Beginning with a filtered Scopus dataset, smaller datasets are constructed
corresponding to four recurring problem classes: trajectory planning, resource allocation, energy utilization,
and security. Each subset is analyzed using keyword and metadata statistics, followed by a citation-guided
review of representative technical papers. The outcome is a problem-oriented taxonomy that discusses
modeling approaches, learning techniques, and system-level trade-offs across these four aspects.

• Trajectory Planning, adaptive path planning for aerial platforms such as UAVs to meet network
performance requirements including timeliness, latency, and energy efficiency while supporting IoT
service provisioning;

• Resource Allocation, intelligent allocation of spectrum, bandwidth, and power across NTN entities
and IoT devices to enhance throughput, fairness, and delay performance;

• Energy Utilization, energy efficiency maximization, energy harvesting, energy transfer, and energy
consumption minimization to support sustainable NTN-assisted IoT operations;

• Security, ML-enhanced intrusion detection, authentication, cybersecurity, and privacy-preserving
mechanisms in NTN-assisted IoT networks.

These themes are treated as optimization problem classes, not as bibliometric clusters, and are analyzed
independently to extract design methodologies and solution. The contributions of this survey are fourfold:

• We provide a structured methodology for identifying, categorizing, and reviewing ML-based
NTN-assisted IoT research using curated datasets, keyword-based filtering, and citation-driven
paper selection.

• We develop an optimization-aspect-driven taxonomy that organizes the literature according to recur-
ring engineering optimization problem rather than bibliometric clusters. The taxonomy captures
common problem types, ML techniques, system architectures, and constraints.

• We present a hybrid narrative and technical review of top-cited works, revealing representative models,
optimization strategies, and methodological patterns.

• We derive lessons and outline future research directions involving cooperative learning, energy-aware
NTN operation, secure distributed ML, and holistic optimization in space–air–ground integrated net-
works.

• Accordingly, this paper complements cluster-level analyses by providing a targeted investigation of
optimization aspects and representative solution strategies.

The rest of this paper is organized as follows. Section 2 reviews related surveys and highlights existing
research gaps. Section 3 details our methodology for dataset construction and paper selection. Section 4
presents a high-level description of the problem space across optimization themes. Section 5 introduces the
optimization-aspect driven taxonomy. Section 6 reviews representative top-cited works. Section 7 presents
recent research trends based on information obtained from Scopus, with the publication dates filtered from
2025 to 2026. Section 8 summarizes lessons learned, Section 9 outlines future directions, and Section 10
concludes this paper. Sections 4–6 are structured around the four primary aspects (trajectory design,
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resource allocation, energy efficiency and security), each examined with progressively increasing depth
across the core sections.

2 Related Work and Research Gap
Research on the integration of NTNs, ML, and the IoT has expanded rapidly in recent years. Existing

surveys typically fall into three categories: domain-focused reviews, technology-centered surveys, and
security and learning-based surveys. While each provides valuable contributions, they do not collectively
offer a comprehensive, understanding of NTN-assisted IoT across the core optimization objectives of
trajectory, resource, energy, and security. This section summarizes key existing reviews and identifies the
research gaps that motivate the present survey.

2.1 Domain-Focused Surveys
Several works examine NTNs within specific IoT application domains. In agriculture, UAV-based

sensing and ML-driven analytics have been used to monitor crop health, improve agricultural productivity,
and enhance automated inspection [22,23]. UAVs enable remote data acquisition in large farms or difficult
terrains, providing farmers with real-time intelligence for decision-making.

In the context of disaster management, reviews emphasize UAV-assisted prediction, monitoring,
routing, and emergency response. ML-enhanced UAV systems improve communications during crises,
offering robust solutions for rapid assessment and situational awareness [24,25]. Similarly, urban and smart
city applications increasingly rely on UAV-IoT integration for surveillance, traffic management, and public
safety operations [26,27].

These domain-specific surveys highlight UAVs as the predominant NTN platform due to their mobility,
cost-effectiveness, and ease of deployment. However, they do not generalize insights across different
optimization challenges or extend the discussion to HAP or satellite settings.

2.2 Technology-Focused Surveys
A parallel stream of surveys examines enabling technologies. Mobile edge computing (MEC) has been

extensively reviewed with attention to UAV-assisted task offloading, latency minimization, energy efficiency,
and scheduling, all frequently supported by RL or DRL algorithms [29,30]. Trajectory optimization surveys
categorize mathematical techniques, heuristic methods, and ML-driven approaches for dynamic UAV path
planning, emphasizing factors such as connectivity and mission duration [27,32].

Other reviews focus on emerging technologies like reconfigurable intelligent surfaces (RIS), blockchain,
and physical-layer security. For instance, RIS-assisted UAV systems have been surveyed with emphasis on
secrecy performance, adaptable beamforming, and optimization under channel uncertainty [33]. Similarly,
our previous work in [46] presents a large-scale thematic analysis of enabling technologies in ML-based
NTN-assisted IoT, highlighting key technological trends and emerging application domains. These surveys
provide depth, while the bibliometric review offers a comprehensive technology-based mapping; however,
they do not provide an optimization-aspect-centric perspective.

2.3 Security and Learning-Based Surveys
Security-oriented surveys highlight ML for authentication, anomaly detection, intrusion prevention,

and privacy-preserving distributed learning across IoT nodes, UAVs, and edge layers [40]. Reinforcement
learning surveys extensively discuss RL-based solutions for routing, spectrum access, caching, and adaptive
resource provisioning in UAV-assisted networks [41–43].
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Recent analyses underscore the growing importance of MARL for decentralized UAV coordination,
interference management, and joint mobility–communication optimization [44,45]. However, these reviews
do not comprehensively consider security and its associated challenges learning-based strategies, and system-
level optimization of trajectory, resource allocation, energy utilization under a comprehensive NTN assisted
IoT framework.

2.4 Identified Research Gaps
Despite the value provided by existing surveys, three major gaps persist:

• Fragmentation across domains: Current surveys tend to focus narrowly on specific applications (e.g.,
agriculture, smart cities) or mapping/reviewing technologies (e.g., MEC, RIS, trajectory planning),
lacking a focus on fundamental optimization targets, considering the large volume of research in
these areas.

• Absence of a multi-dimensional optimization perspective: No existing review systematically study
trajectory optimization, resource allocation, energy efficiency, and security under the NTN-assisted IoT
framework despite these optimization target are in many cases coupled in many practical problems.

• Absence of theme-stratified bibliometric mapping: Current literature lacks a stratified study on
trajectory optimization, resource allocation, energy utilization and security from a bibliometric per-
spective and do not provide insights into design guidelines associated with influential studies in the
NTN-assisted IoT landscape.

2.5 Present Study
To address these limitations, this survey adopts a tiered-bibliometric methodology for each optimiza-

tion target to provide several levels of insights including background, taxonomy, broad perspectives, lessons
as well as design guidelines. Specifically, the contributions of this study are:

• A comprehensive bibliometric perspective bridging four optimization pillars—trajectory planning,
resource allocation, energy utilization, and security—across UAV, HAP, and satellite NTN platforms.

• A systematic methodology incorporating dataset construction, keyword extraction, bibliometric
clustering, and selection of top-cited works.

• A curated and thematically aligned review of representative and top-cited studies, revealing optimiza-
tion architectures, algorithms, assumptions, and limitations.

• Insights and future research recommendations grounded in some of the existing and emerging trends
and considerations, and as well as NTN technologies such as distributed learning, RIS, blockchain, and
space–air–ground integrated network (SAGIN) integration.

3 Methodology
To systematically identify and analyze influential research on machine learning-driven optimization in

NTN-assisted IoT, we adopt a structured, multi-stage methodology. The goal of this methodology is to ensure
transparency, reproducibility, and consistency in selecting the most representative works across trajectory
planning, resource allocation, energy utilization, and security. The process consists of five major phases: (1)
search and data collection, (2) filtering and dataset construction, (3) keyword extraction and bibliometric
analysis, (4) landscape mapping and taxonomy formation, and (5) selection of top-cited papers for detailed
review. Each step is described in detail below (see Fig. 2). Note that some records satisfied multiple exclusion
criteria; therefore, we report the net number of excluded records after applying all filters (Table 1).
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Database Identification
Source: Scopus
Search fields: Article title, Abstract, Keywords
Records identified: ��3139

Screening and Exclusions (Scopus filters)
Conference reviews, retracted publications, and non-English records were removed,
along with other non-target items (e.g., duplicates).
Net records excluded after all filters: ��670
Remaining records before thematic extraction: ��2469

Thematic Dataset Extraction (Scopus “Limit to” feature)
From the filtered corpus ( � 2469), keyword-based “Limit to” filters were applied
to construct four theme-specific CSV datasets (overlap allowed):
– Trajectory optimization: ��235 entries
– Resource allocation: ��224 entries
– Energy utilization: ��421 entries
– Security: ��284 entries

Bibliometric and Thematic Analysis
Keyword cleaning/normalization and co-occurrence analysis; text-based thematic clustering;
bibliometric mapping and cluster visualization (VOSviewer).
Outputs: unified taxonomy and comparative synthesis across the four themes.

Figure 2: Literature identification and filtering workflow: Scopus retrieval, exclusions after applying multiple criteria,
keyword-based thematic dataset extraction using Scopus “Limit to” filters, and subsequent bibliometric/thematic
analysis.

Table 1: Exclusion steps applied to the initial Scopus results prior to thematic dataset extraction.

Exclusion Step Records Removed
Conference reviews removed 631

Non-English publications removed 35
Retracted publications removed 4

Total excluded 670
Remaining records before “Limit to” extraction 2469

3.1 Search Strategy and Data Collection
We conduct a comprehensive search using the Scopus database, one of the largest scientific indexing

platforms several fields of study including engineering, computing, and communication technologies. Search
queries are formulated to capture publications at the intersection of NTNs, IoT, and machine learning, with
additional refinements to include UAVs, satellites, edge intelligence, reinforcement learning, optimization,
and related topics. These keywords are as shown in Table 2. The search encompasses journal articles,
conference papers, and open-access publications to ensure broad coverage.

The search string includes variations and combinations of the following terms:
• NTN platforms: UAV, drone, HAP, satellite, LEO, non-terrestrial.
• IoT and sensing: IoT, sensor, remote sensing, WSN.
• Machine learning paradigms: machine learning, deep learning, reinforcement,



10 Comput Model Eng Sci. 2026;147(2):6

learning federated learning.
• Optimization themes: trajectory, resource allocation, energy, security age,

of information.
The initial search results serve as the basis for constructing specialized datasets corresponding to each

optimization theme.

Table 2: Complete Scopus search string used for first round of literature retrieval (before filtering by Scopus keywords).

Search String

(“machine learning” OR “supervised learning” OR “unsupervised learning” OR “semi-supervised learning”
OR “self-supervised learning” OR “deep learning” OR “neural networks” OR “deep reinforcement learning”

OR “drl” OR “reinforcement learning” OR “federated learning” OR “edge AI” OR “edge learning”)
AND

(“UAV” OR “unmanned aerial vehicles” OR “drone” OR “aerial platforms” OR “NTN” OR “non-terrestrial
networks” OR “HAPS” OR “satellite” OR “LEO” OR “MEO” OR “GEO”)

AND
(“IoT” OR “internet of things” OR “sensor networks” OR “WSN”)

3.2 Filtering and Dataset Construction
Following data collection, a filtering process was applied to choose papers from the datasets:

1. Citation-based filtering: The entries in the dataset were sorted based on citations and then top cited
papers were selected for study. Review or survey papers were excluded from this list to ensure only
technical papers were reviewed.

2. Abstract inspection: Papers were manually inspected to ensure they fall within the studied optimiza-
tion framework.

Each theme results in a tailored dataset that was used for deeper bibliometric and thematic analysis.

3.3 Keyword Extraction and Bibliometric Analysis
To identify dominant research concepts and thematic clusters, we employ VOSviewer [47], a widely

used software tool for bibliometric visualization. The analysis is performed as follows:

• Keyword extraction: Author-provided keywords are extracted using the VOSviewer tool for each
thematic dataset.

• Thresholding: Minimum occurrence thresholds are applied to focus on influential keywords: 4 for
trajectory optimization, 4 for resource allocation, 5 for energy utilization, and 4 for security.

• Co-occurrence mapping: VOSviewer is used to generate network graphs showing how keywords
co-occur across the dataset, revealing latent research clusters and frequent associations.

• Network map interpretation: The network maps are manually interpreted to identify recurring meth-
ods (e.g., DRL, MARL), architectural elements (e.g., UAV swarms, satellite relays), and optimization
objectives (e.g., AoI minimization).

This phase provides an empirical foundation for mapping the optimization problem space and
supporting taxonomy development.
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3.4 Landscape Mapping and Taxonomy Formation
Using the bibliometric insights, we construct a structured overview of the research space for each

optimization theme. This includes:

• Identifying core problem types: e.g., continuous vs. discrete trajectory design, centralized vs. dis-
tributed resource allocation, energy harvesting vs. scheduling, federated vs. centralized learning.

• Cataloging solution methods: traditional optimization, heuristic methods, DRL, MARL, neural
networks, federated learning, hybrid techniques.

• Identifying architectures: UAV-assisted IoT, satellite-augmented systems, HAP-based support, MEC-
integrated networks, and SAGIN.

• Recognizing constraints and performance metrics: AoI, latency, fairness, throughput, mission time,
energy constraints, and security-related metrics.

The resulting taxonomy serves as a conceptual guide for navigating the technical literature and provides
the structural basis for the deep-dive thematic review.

3.5 Selection of Top-Cited Papers
To contextualize the bibliometric findings with concrete contributions, we identify the top-cited and

most representative papers within each optimization theme. This selection relies on:

• Citation metrics: Citation counts from Scopus, ensuring that highly influential works are included.
• Relevance to optimization theme: Papers must meaningfully contribute to trajectory design, resource

allocation, energy efficiency, or security.

Given a total paper count N, the top x% most cited papers were initially selected using the procedure in
Algorithm 1, where x is defined in Section 3.2. These curated papers form the basis of the detailed technical
review provided in Section 6.

Algorithm 1: Select Top x% Most Cited Papers
Require: Dataset of N papers with citation counts C = {c1 , . . . , cN}, percentage x ∈ [0, 100]
Ensure: Set S of selected papers and citation threshold T

1: x ←min(max(x , 0), 100) ⊳ Clamp to [0, 100]
2: if N = 0 or x = 0 then
3: return ∅, T ← −∞
4: end if
5: k ←max(1, ⌈xN/100⌉) ⊳ Ceiling avoids under-selecting
6: Sort C into Csorted in descending order ⊳ Stable sort
7: T ← Csorted[k] ⊳ k-th largest value (1-indexed)
8: S ← {i ∣ 1 ≤ i ≤ N , ci ≥ T} ⊳ Include all ties at threshold
9: return S, T

3.6 Summary of the Methodology
Fig. 2 illustrates the overall methodological process, from data collection to thematic synthesis and top-

cited review. The combination of bibliometric analysis, structured filtering, and targeted review ensures both
breadth and depth in understanding the optimization landscape of ML-driven NTN-assisted IoT.
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3.7 Synthesis and Principle Extraction
To manage the structural complexity of the bibliometric data, the authors employed Gemini 1.5 Pro

as a supportive tool to assist in organizing and grouping extracted technical keywords into preliminary
hierarchical structures, which informed the taxonomy presented in Section 5. In addition, ChatGPT
(OpenAI, version GPT-5.2) was used to assist in consolidating curated literature notes into draft design
principles. All AI-assisted classifications and summaries were rigorously reviewed, cross-checked, and
validated by the authors against the original primary sources to ensure technical accuracy, integrity, and
independent interpretation.

3.8 Threats to Validity
As with any survey-based study, the proposed methodology is subject to several limitations. These are

discussed below to ensure transparency and proper contextualization of the findings.
Data source and search strategy. The study relies on the Scopus database, selected for its broad coverage

of peer-reviewed engineering and computer science literature. While Scopus is comprehensive, it is implicitly
assumed that papers in exclusively in other databases (e.g., IEEE Xplore or Web of Science) are captured due
to the large Scopus database. Thus, we utilized extensive keyword combinations to ensure wider coverage.

Filtering. It was observed that the initial search results and keyword based filtering features in Scopus
for trajectory, resource allocation, energy utilization, and security does not guarantee the absence of “noise” in
the form of peripherally related papers. To address this, we manually evaluated the top-cited papers to verify
their technical relevance before inclusion, ensuring the dataset reflects dominant research trends accurately.

Bibliometric and keyword analysis limitations. The bibliometric analysis depends on author-provided
keywords, which are subject to terminological inconsistencies. To handle the potential inclusion of irrelevant
keywords from the initial dataset, we applied a minimum keyword occurrence threshold in VOSviewer. This
empirically chosen threshold filters out low-frequency “noisy” terms, reducing the likelihood of irrelevant
keywords appearing in the clustering results. While network map interpretation involves domain-specific
expertise and a degree of subjectivity, this thresholding process facilitates the identification of clear patterns,
thereby enhancing overall interpretability.

Citation-based selection bias. Selecting top-cited papers inherently favors older publications with
more time to accumulate citations. To mitigate this, the citation-based review is complemented by a
landscape analysis of titles, abstracts, and metadata. This two-level approach ensures that recent, impactful
methodological shifts and emerging topics are identified alongside established works. The survey aims
to provide a representative synthesis of the field rather than an exhaustive systematic review of every
published study.

Reproducibility and interpretive scope. The methodology is described in detail to provide all necessary
context and support conceptual reproducibility. However, minor variations may arise due to updates in
database indexing or the stochastic nature of visualization algorithms in VOSviewer. Finally, the trends iden-
tified are descriptive observations derived from metadata and citation patterns; they should be interpreted
as structural insights into the optimization-aspect problem space rather than an attempt to authoritatively
restrict the scope of the field to specific algorithms.
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4 Overview on Optimization Aspects
Machine learning–enabled NTN-IoT addresses four fundamental, aspects on which many other perfor-

mance metrics depend, as shown in Fig. 3: trajectory optimization, resource allocation, energy utilization and
management, and security. This section provides an integrated overview of the optimization-level problem
space underlying machine learning–driven NTN-assisted IoT based on an overview of the obtained datasets.
In this Section, we provide a background on these four dimensions leveraging on data obtained in Section 3.

Figure 3: A cross-layer interdependence matrix for ML-driven NTN-assisted IoT. The figure illustrates how machine
learning underpins four key optimization aspects and how these aspects interrelate, from trajectory decisions and
energy budgets to resource allocation and security, in a dynamic NTN environment.
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4.1 Trajectory Optimization
Trajectory optimization emerges as one of the most dominant themes in NTN-assisted IoT literature

with UAVs and DRL is perhaps the most prominent method used to achieve this objective. Table 3 summa-
rizes and compares representative trajectory-centric UAV studies that employ DRL-based methods across
different system architectures, performance metrics, and operational configurations. This prominence aligns
with the widespread use of UAVs in NTN-assisted IoT systems [27,48]. UAV functions as a highly flexible
aerial platforms capable of adaptive movement, controllable flight dynamics, and rapid deployment. Tasks
such as data collection, IoT sensing, and aerial relaying naturally depend on mobility-aware optimization,
and thus trajectory planning, and path planning problems are commonly solved using reinforcement
learning (RL).

Machine learning, especially DRL, is widely adopted to handle the continuous, partially observable,
and combinatorial nature of UAV trajectory problems. Algorithms such as Deep Deterministic Policy
Gradient (DDPG), Soft Actor-Critic (SAC), Proximal Policy Optimization (PPO), and Q-learning are
quite prominent in this domain. These approaches support both single-UAV and multi-UAV scenarios,
including UAV swarms and cooperative navigation missions. Trajectory design is frequently required to
achieve freshness-aware service provisioning in the presence of connectivity constraints, and application-
specific considerations.

Problem formulations involving trajectory optimization often intersects with energy consumption,
computation offloading, resource allocation, and QoS optimization. This is consistent with findings in MEC-
enabled UAV scenarios where trajectory shaping directly impacts latency, throughput, or task offloading
performance [29]. Safety-aware and decentralized trajectory control is vital in trajectory optimization
problems. Overall, trajectory optimization research presents a rich landscape characterized by mobility,
learning-based adaptability, and multi-dimensional design constraints.

4.2 Resource Allocation
Resource allocation represents another major research focus, often integrated with scheduling, task

management, and communication–computation coordination. Many IoT applications involve latency-
critical, energy-limited, or bandwidth-constrained operations requiring careful balancing of communication
and computation loads. Resource allocation includes task offloading, bandwidth allocation, and scheduling,
often associated with MEC and edge intelligence applications.

Traditional optimization methods (e.g., convex optimization, Lyapunov optimization) play a founda-
tional role in addressing mixed-integer or non-convex formulations. On the other hand, learning-based
techniques, particularly Q-learning, Deep Q-Network (DQN), PPO, and hybrid heuristic–RL approaches,
are increasingly used to manage dynamic network states, user mobility, and uncertain environments. Fairness
is vital to ensuring equitable resource distribution in dense IoT networks, including those deploying NOMA
as well as applications where power allocation, spectral efficiency and interference management are major
priorities in many resource allocation problems.

Overall, resource allocation research seeks to balance analytical optimization with learning-enabled
adaptability, particularly in MEC-integrated UAV scenarios, multi-UAV coordination tasks, and delay-
sensitive IoT applications.
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4.3 Energy Utilization
Energy efficiency is a fundamental constraint across UAVs, IoT devices, and NTN platforms. The energy

utilization involves the management and optimization of energy harvesting, propulsion energy, wireless
power transfer, and energy efficiency. This reflects the wide variety of energy-related challenges, including
UAV flight energy, sensor node battery limits, and sustainable long-duration missions.

Energy-aware trajectory planning is quite fundamental in UAV-enabled sensing and data collection sys-
tems [72]. Multi-objective formulations are also common, combining energy minimization with throughput
maximization, AoI reduction, or latency constraints. Of unique interest is wireless power transfer (WPT)
and Radio Frequency (RF) energy harvesting, particularly in WSN and IoT deployments where UAVs or
mobile chargers provide replenishment to distributed nodes.

DRL also plays a role in energy optimization, both for UAV mobility control and for scheduling
decisions in MEC-based environments. However, there is a significant reliance on classical energy models,
highlighting the ongoing need for realistic physical models of propulsion energy and harvesting efficiency.
The optimization problem space therefore presents energy as a vital cross-layer challenge associated with
mobility, communication, and computation.

4.4 Security
Security is characterized by a diverse set of challenges, including intrusion detection, authentication,

privacy preservation, and blockchain-based trust. Similarly, IDS, cybersecurity, blockchain, and federated
learning are quite common in security-related NTN-assisted IoT research indicates significant attention to
both data protection and decentralized intelligence. These are common security challenges in UAV networks,
drone swarms, and satellite–IoT integration.

Machine learning is often deployed to solve security-related problems, particularly deep learning (e.g.,
CNNs, RNNs, autoencoders) for anomaly detection and behavioral modeling. Reinforcement learning can
be deployed for secure routing, adaptive defense, and resilient communication strategies. Notably, there is a
growing interest in privacy-preserving learning (e.g., FL) as well as the integration of blockchain to support
traceability, authentication, and tamper resistance.

Thus, security is not merely a constraint but a co-optimization dimension that may be inherently
coupled with trajectory, energy, and resource allocation.

4.5 Summary
Across all four themes, there are several underlying patterns:

• Widespread use of learning-based optimization, especially DRL, for addressing mobility and envi-
ronmental uncertainty.

• Prominence of UAV-assisted IoT as a major scenario for ML-driven NTN research.
• Increasing integration of MEC, WPT, NOMA, and blockchain into NTN-assisted IoT design frame-

works.
• Interdependent design challenges involving trajectory dynamics, energy utilization, communication–

computation resource allocation, and security constraints.

These trends provide a foundation for the technical review of top-cited papers in Section 6.



18 Comput Model Eng Sci. 2026;147(2):6

5 Generalized Taxonomy of Optimization Themes
This section presents a unified taxonomy derived from the curated datasets for trajectory optimization,

resource allocation, energy utilization, and security. The taxonomy consolidates recurring problem types,
solution methodologies, architectural patterns, and system constraints identified across the literature.
Consistent with the methodology described in Section 3, the taxonomy is constructed from the Scopus-
derived datasets.

The resulting taxonomy provides a structured view of how ML-driven NTN-assisted IoT research is
organized as shown in Fig. 4, while the detailed taxonomies for each optimization aspect are shown in
Figs. 5–8. These taxonomies aim to provide a concise roadmap highlighting the key characteristics and design
considerations associated with each dimensions.

Taxonomy

Trajectory
Planning

Problem Types
(continuous/ discrete)

Methods
(DRL/ MARL)

Constraints
(energy/ AoI)

Resource
Allocation

Problem Types
(scheduling)

Methods
(convex opt/ DRL)

Constraints
(latency/ fairness)

Energy
Utilization

Problem Types
(EH/WPT)

Methods
(prediction/ control)

Constraints
(battery/ nonlinear EH)

Security

Problem Types
(IDS/ routing)

Methods
(blockchain/ FL)

Constraints
(mobility/ attacks)

Figure 4: A simple optimization-aspect-driven taxonomy of NTN-assisted IoT systems, structured around four core
optimization aspects: trajectory optimization, resource allocation, energy utilization, and security.
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Trajectory Planning and Optimization
Problem Types

Continuous Optimization
Discrete Optimization (TSP / Waypoint Problems)
Multi-Objective Optimization

Energy Efficiency
Resource Allocation
Age of Information / Freshness
Throughput and Bandwidth Optimization

Methods
Optimization-Based

MINLP and Traditional Optimization
Heuristic Algorithms

Learning-Based
Reinforcement Learning (RL) and DRL

Q-Learning
Policy Gradient (such as PPO)
Actor-Critic (such as SAC, and TD3)
Multi-Agent RL (such as MADDPG)

Other Neural Networks-based Methods
Federated Learning

Emerging Directions
RIS-Assisted Trajectory and Phase Shift Design

Applications
Data Collection

UAV-Assisted Data Collection
Information Freshness (Age of Information of Status Updates)

Communication-Aware Trajectory
UAV as Aerial Base Station
Coverage and Connectivity improvement
QoS/ Throughput/ and Reliability achievement

Computation-Aware Trajectory
Task Offloading
Mobile Edge Computing (MEC)
Scheduling and Resource Allocation

Monitoring and Societal Applications
Environmental Monitoring
Disaster Response and Rescue
Smart City Integration

Constraints and Challenges
Energy Efficiency and Consumption

UAV Energy Constraints
Wireless Power Transfer (WPT)

Latency and Delay Constraints
Collision Avoidance and Obstacles
Safety and Robustness Constraints
Mobility and Maneuverability
Dynamic and Uncertain Environments

Figure 5: Taxonomy of trajectory optimization: problem types, methods, applications, and constraints.
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Resource Allocation in NTN/IoT/UAV
Problem Formulations

Core Problem Types
Task Management (Queuing, Prioritization)
Task/Resource Allocation and Scheduling
Power Allocation

Joint and Multi-Objective Optimization
Energy Efficiency, Latency, Fairness
AoI, Delay Minimization
Throughput Maximization
Joint Task Offloading

Computation and Offloading
Computational Resource Allocation
Offloading Decisions
Joint Optimization with Energy, Delay, Fairness

Formulations
Non-Convex and MINLP

Solution Methods
Analytical and Optimization Approaches

Lyapunov Optimization
Metaheuristic Algorithms (PSO, Genetic Algorithms)
Hybrid Heuristic Approaches

Learning-Based Solutions
Reinforcement Learning (Q-learning, DQN, DDQN, PPO)
Actor-Critic Methods (DDPG, SAC)
Multi-Agent DRL
Federated Learning

Architectural Enablers and Technologies
Networking

NOMA, RIS, Blockchain
SAGIN (Space-Air-Ground Integrated Networks)
LEO/GEO Satellites

Mobile Edge Computing (MEC) Frameworks
UAVs and HAP Platforms

Constraints and Performance Metrics
Constraints

Resource Constraints (Energy, Computing)
Latency, Delay, and Mobility
Privacy and Security

Performance Metrics
QoS, Reliability, Throughput, Fairness
Information Freshness (AoI)
Algorithmic Metrics (Accuracy, Convergence, Execution Time)

Applications
Agriculture, Smart Cities, Disaster Management

Figure 6: Taxonomy of resource allocation.
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Energy Utilization in NTN/IoT/UAV
Problem Formulations and Types

Energy Consumption Optimization
IoT, UAV or Overall Energy

Energy Harvesting and Transfer
Energy Harvesting (Solar, Natural)
Wireless Power Transfer (WPT)
Simultaneous Wireless Information and Power Transfer (SWIPT)

Joint Optimization
Joint Energy, Delay, and Resource Constraints
Joint Optimization with Offloading, Scheduling, and Trajectory

Specific Problem Formulations
Non-Convex and MINLP Formulations

Solution Methods
Optimization-Based Approaches

Heuristics (e.g., Greedy Algo)
Metaheuristics (PSO, Genetic)
Hybrid Heuristic Approaches

Learning-Based Schemes
RL (Q-Learning)
Deep Reinforcement Learning (DQN, DDQN, PPO, DDPG, MADDPG)
Federated Learning

Architectural Enablers and Technologies
Networking

NOMA, RIS
LEO Satellites, SAGIN Arch

UAV-Specific
UAV Swarms and Multi-UAV Coordination
UAVs as Aerial Base Stations

Wireless Power and Sensor Networks
Wireless-Powered IoT Networks
WRSN

Applications
Societal Use Cases

Smart City, Disasters, Remote Areas
Edge Computing

Satellite-Assisted Networks
Constraints and Performance Metrics

Constraints
Battery and Netw Lifetime
Latency and Delay
Mobility
Security and Privacy

Performance Metrics
Energy Efficiency and Power Consumption
Throughput, QoS, Reliability, Fairness
AoI
Algorithmic Metrics (Accuracy, Convergence)

Figure 7: Taxonomy of energy utilization.

5.1 Trajectory Optimization
Trajectory optimization is a pivotal component of NTN-assisted IoT, determining how aerial platforms

navigate to serve ground nodes effectively. These problems manifest in two primary forms: continuous
optimization within large state spaces, and discrete optimization, often modeled as variants of the Traveling
Salesman Problem (TSP) for fixed waypoint navigation.

Given the complexity of aerial environments, these problems are typically multi-objective, requiring the
simultaneous optimization of flight paths, AoI, throughput, and energy efficiency. To address environmental
uncertainty, formulations frequently rely on Markov Decision Processes (MDP) or Partially Observable
MDPs (POMDP).
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Security in NTN-Assisted IoT

Threats and Risks

Network and Cyberattacks

Denial-of-Service (DoS / DDoS)

Intrusions/ Unauthorized Access and Anomalies

Security Mechanisms

Authentication and Authorization

Encryption and Cryptography

Lightweight Cryptography

Elliptic Curve Cryptography (ECC)

Privacy Protection

Differential Privacy

Sensitive Information Protection

Physical-Layer Security

Blockchain and Distributed Trust

Smart Contracts

AI-Driven Security

Machine Learning

Supervised and Unsupervised Learning

Deep Learning

CNN / RNN / LSTM

Reinforcement Learning

Q-Learning / DRL

Federated and Collaborative Learning

Distributed Intrusion Detection Systems (IDS)

Privacy-Preserving Training

System Architecture and Tech

UAVs

Single UAV/ Multi-UAV and UAV Swarms

UAVs as Computing Devices

Satellites

LEO Satellites and other Satellite Systems

Next-Generation Networks

5G / 6G

Constraints and Related Concerns

Energy Consumption

Scalability

Reliability

Resource Allocation

Applications

Surveillance and Monitoring

Security Surveillance

Video Monitoring Systems

Mission-Critical Tasks

Rescue and Emergency Operations

Military Applications

Smart Environments

Smart Agriculture and Farming

Figure 8: Security threats, mechanisms, defenses, contexts, constraints, and applications.

While traditional methods such as convex optimization and heuristics remain in use, the field is shifting
toward learning-based approaches. DRL is particularly effective, utilizing algorithms such as PPO, SAC,
and Twin Delayed Deep Deterministic Policy Gradient for continuous control. In multi-UAV scenarios,
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coordination is achieved via Multi-Agent DRL (e.g., MADDPG), while Federated Learning provides a
decentralized framework for privacy-sensitive missions. Furthermore, recent research integrates trajectory
design with RIS to optimize phase shifts and signal propagation dynamically.

These techniques are applied extensively in MEC computation offloading, smart city monitoring, and
search-and-rescue operations. Successful deployment, however, requires rigorous adherence to constraints
including collision avoidance, propulsion energy limits, and safety margins in non-line-of-sight conditions.

5.2 Resource Allocation
Resource allocation constitutes a fundamental pillar of NTN-assisted IoT, requiring the simultaneous

optimization of communication bandwidth, computational resources, and energy consumption. In MEC
scenarios, this manifests as joint task offloading and scheduling problems, often formulated as Mixed-Integer
Non-Linear Programming (MINLP). Because these optimization landscapes are frequently non-convex,
traditional analytical approaches such as Lyapunov optimization could be supplemented by metaheuristics
like Particle Swarm Optimization (PSO) and Genetic Algorithms.

To address the dynamic nature of aerial networks, there is a definitive shift toward learning-based
methodologies. While value-based Reinforcement Learning (e.g., Q-learning, DQN) works well for discrete
state spaces, complex continuous environments increasingly rely on actor-critic methods such as PPO,
DDPG, and SAC. Furthermore, Multi-Agent DRL (MADRL) and Federated Learning are critical for enabling
decentralized, privacy-preserving coordination in heterogeneous swarms [73,74].

These algorithms are deployed across diverse architectures, including SAGIN, NOMA-enhanced V2X
systems, and RIS-aided environments. Recent innovations also include Digital Twin-based solutions for
predictive resource management [75]. These technologies target high-stakes applications such as rail transit
inspection [76] and the Internet of Vehicles (IoV), where systems must adapt robustly to high mobility,
varying channel conditions, and strict latency constraints.

5.3 Energy Utilization and Efficiency
Energy efficiency is a foundational challenge in NTN-assisted IoT, essential for sustaining network

operation in remote or off-grid environments. Strategies to address this fall into three categories: minimizing
consumption through power allocation, harvesting ambient energy, and active wireless transfer (WPT or
SWIPT). These scenarios are typically modeled as non-convex or Mixed-Integer Non-Linear Programming
(MINLP) problems, necessitating joint optimization of trajectory, task offloading, and scheduling.

To solve these complex formulations, the literature utilizes a spectrum of methods ranging from
traditional heuristics (e.g., greedy algorithms, PSO) to advanced learning-based schemes. DRL and Federated
Learning are increasingly employed to manage the dynamic trade-offs between energy, latency, and AoI.

These optimization frameworks are highly architecture-dependent. In UAV-assisted MEC and SAGIN
environments, aerial nodes often function as flying base stations or recharging hubs for ground nodes.
Consequently, research frequently integrates technologies such as NOMA and RIS to maximize spectral
and energy efficiency simultaneously. Key constraints include propulsion energy costs, battery limitations,
and the nonlinearity of energy harvesting circuits, all of which must be managed alongside security and
reliability requirements.

5.4 Security
Security remains a paramount challenge in NTN-assisted IoT, particularly within UAV and satellite-

based architectures where distributed nodes are vulnerable to malicious activities. The threat landscape
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encompasses Denial-of-Service (DoS) attacks, intrusions, anomalies, and unauthorized access attempts. To
mitigate these risks, robust authentication and authorization protocols are needed alongside encryption
schemes. Given the power limitations of IoT devices, solutions consider lightweight cryptographic mech-
anisms, elliptic curve cryptography, and physical-layer security (PLS). Furthermore, decentralized trust
models utilizing blockchain and smart contracts, as well as privacy-preserving techniques like differential
privacy, are increasingly critical for protecting sensitive data in distributed environments.

Artificial Intelligence serves as a cornerstone for modernizing these defense mechanisms. Methodolo-
gies range from traditional supervised and unsupervised learning for anomaly detection to deep learning
models (CNN, RNN, LSTM) capable of identifying complex attack patterns. RL and Deep RL are employed
to optimize dynamic security responses, while FL is gaining traction for its ability to facilitate collaborative
intrusion detection without compromising raw data privacy.

These security frameworks are applicable across diverse NTN configurations, including single UAV
deployments, swarms, and LEO satellite networks often integrated with 5G and 6G technologies. Beyond
pure defense, these systems must balance security requirements with strict constraints on energy consump-
tion, scalability, and reliability. Relevant application domains include military operations, mission-critical
surveillance, and smart agriculture. Fig. 8 illustrates the resulting taxonomy derived from the analysis of the
security dataset.

5.5 Summary
Across the four optimization themes, the taxonomy reveals several cross-cutting patterns:

• Reinforcement learning, particularly DRL and MARL, is widely used across all optimization categories.
In many cases, RL frameworks such as actor–critic methods, multi-armed bandits, and offline pre-
training are used to handle large or continuous state spaces, support online decision-making, and
address uncertainties in dynamic environments.

• UAVs dominate the optimization literature, not only as data collectors but also as aerial base stations,
wireless power sources, and edge computing nodes. Their mobility makes them well suited for maintain-
ing data freshness (e.g., AoI), supporting computation offloading, and adapting to network dynamics.
HAPs and satellites appear in several works and can provide global network awareness that assists UAV
trajectory design, although they remain less explored.

• Cross-layer optimization is common; trajectory decisions affect energy consumption, latency, AoI,
throughput, and resource availability. Trajectory optimization are often combined objectives such
as energy management, user association, scheduling, task offloading, and security. Because these
dependencies often result in large or complex optimization spaces, hybrid approaches that combine
heuristics, convex optimization, and deep learning are sometimes adopted.

• Emerging trends include decentralized intelligence, such as federated learning and distributed learning
for intrusion detection, multi-UAV cooperation, and privacy-preserving analytics. These techniques
help address scalability, data distribution, and privacy requirements in NTN-assisted IoT.

• MEC integration are quite prominent, with UAVs, satellites, and ground nodes jointly participat-
ing in task offloading and edge intelligence. Online learning and DRL-based frameworks are often
used to reduce latency, predict mobility, and adapt to heterogeneous computing capabilities across
network tiers.

• Secure distributed architectures are also gaining traction. Particularly, federated deep learning,
blockchain-based solutions, and anomaly detection methods are increasingly used to handle threats.
Common threats include data poisoning, adversarial attacks, eavesdropping, and intrusion attempts
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in UAV and IoT networks. These studies highlight the need for security mechanisms that are scalable,
accurate, and efficient for large NTN-assisted IoT systems.

This taxonomy establishes the conceptual foundation for the deeper examination of representative and
top-cited works in Section 6.

6 Top Cited Papers
This section presents a structured review of the most influential and highly cited papers associated with

the four optimization themes identified earlier: trajectory planning, resource allocation, energy utilization,
and security. The goal is to summarize representative works and to reveal their methodological patterns,
design assumptions, and optimization strategies. In contrast to the landscape-level overview provided
in Section 4, this section focuses on specific contributions, discussing insights and providing further context
to the broader taxonomy introduced in Section 5.

We begin with a keyword-driven understanding of how the literature clusters around trajectory-related
optimization, as well as detailed bibliometric analyses and review of all four optimization domains.

6.1 Trajectory Optimization
Trajectory optimization is one of the most dominant themes in ML-driven NTN-assisted IoT research,

reflecting the importance of UAV mobility for enhancing coverage, data collection, sensing efficiency, and
communication quality. The dataset shows strong concentrations of keywords such as “trajectory planning,”
“path planning,” “UAV,” “coverage,” “Age of Information,” and reinforcement learning variants, underscoring
the multi-objective and learning-centric nature of this domain.

Fig. 9 depicts a keyword co-occurrence map generated from the curated trajectory dataset, where key-
word variations (e.g., trajectory, trajectories, trajectory planning, trajectory optimization, vehicle trajectories,
motion planning) were consolidated to form unified groups. Using VOSviewer with a minimum occurrence
threshold of two, we obtained 105 significant keywords whose clustered relationships reflect major research
directions. Table 4 summarizes prominent grouped keywords, their occurrence counts, and link strengths.

Several patterns emerge:

• Dominance of UAV-related terms: Trajectory optimization is strongly associated with UAVs due to
their mobility, making them central to NTN-assisted IoT research.

• Reinforcement learning prevalence: RL and DRL feature prominently as many trajectory optimization
problems involve high-dimensional or partially unknown environments.

• AoI and freshness concerns: Frequent co-occurrence of AoI indicates strong interest in freshness-aware
trajectory design.

• Multi-agent learning trends: Keywords related to multi-agent DRL highlight the importance of
decentralized and cooperative UAV strategies.

• Interconnected optimization tasks: The presence of keywords tied to data collection, MEC, security,
resource allocation, bandwidth management, and fairness demonstrates the multifaceted nature of
trajectory optimization-related problems.
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Figure 9: Keyword co-occurrence map for trajectory optimization using VOSviewer. Larger nodes indicate more
frequent keywords, while link strength reflects co-occurrence intensity. Prominent clusters correspond to UAV mobility,
RL-based trajectory planning, AoI-driven optimization, and multi-UAV coordination.

Table 4: Grouped prominent keywords (occurrences ≥ 2) in the dataset, ranked by total occurrences, with variants
merged.

Keyword Occ. TLS Keyword (Grouped Variants) Occ. TLS
Deep Reinforcement Learning

(DRL, RL) 83 222 UAV/Unmanned Aerial
Vehicle (variants) 140 381

Trajectory Plan-
ning/Optimization/Design 75 203 Internet of Things (IoT,

variants) 46 138

Path Planning/Optimization 25 72 Resource Allocation 8 26

Age of Information (AoI,
variants) 29 89 Data Collection/Acquisition 23 68

Mobile Edge Computing
(MEC, variants) 22 66 Reinforcement Learning

(non-deep, variants) 31 78

Wireless Sensor Networks
(WSN, variants) 18 56 Energy Efficiency/Harvesting 12 39

Federated Learning (FL,
variants) 5 10

Multi-Agent Deep
Reinforcement Learning

(MADRL, variants)
13 39

(Continued)
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Table 4 (continued)

Keyword Occ. TLS Keyword (Grouped Variants) Occ. TLS

Computation/Task Offloading 12 38 Wireless Power Transfer
(WPT, variants) 7 23

Security 2 9 Intelligent Reflecting Surface
(IRS, RIS, variants) 7 24

Optimization (general) 4 11 Machine Learning (ML,
variants) 7 21

Collision Avoidance 4 10 Fairness 5 22

Q-Learning 3 11 Blockchain 2 9

NOMA (variants) 3 10 Autonomous Navigation 3 9

To illustrate the core methodological patterns and challenges observed in the literature, we highlight
several highly cited and representative anchor papers from the trajectory dataset. These papers exhibit
distinct problem formulations and techniques but collectively provide some insights into the landscape of
ML-based trajectory optimization in NTN–IoT systems. A summary of these works is provided in Table 5.

Table 5: Summary of trajectory optimization articles, including their NTN component, applied ML algorithms,
objectives, and results.

Ref. Notes NTN ML Algorithm Algorithm Aim Results

[77]

Trajectory
Reconstruction—
Maritime AIS data

quality

Vessel
Sat-Terrest.

Density
Clustering,

BLSTM

Filter noise points
and reconstruct

missing trajectory
segments using

temporal
dependencies

Reliable IoT maritime
monitoring;

successfully captures
real-world mobility

behaviors

[78]

Trajectory
Prediction—

Dynamic maritime
forecasting

Vessel
Sat-Terrest. LSTM/BLSTM

Forecast vessel
trajectories under

congestion and
navigational
uncertainties

Improved prediction
accuracy in dynamic

and partially
observable marine

settings

[79]

Trajectory
Prediction—

Hybrid neural
architectures

Vessel
Sat-Terrest.

STMGCN/Hybrid
Neural

Network

Integrate
domain-specific

priors (closest point
of approach, motion

rules) into forecasting

Supports intelligent
decision-making in
high-density marine

IoT environments

[69]

Data
Collection—UAV
path planning for

WSN

UAV DRL (Ptr-A*)

Jointly minimize
mission duration and

flight energy
consumption in a

sequential decision
process

Significantly
outperforms heuristic

baselines under
varying topologies

and traffic conditions

(Continued)
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Table 5 (continued)

Ref. Notes NTN ML Algorithm Algorithm Aim Results

[72]
Multi-UAV

Cooperative Path
Planning

Multi-UAV MARL

Coordinate multiple
UAV trajectories to
reduce latency and

avoid data
redundancy

Efficient navigation in
shared airspace under

decentralized or
partially observable

constraints

[56]

Joint Trajectory
and MEC
Offloading

Optimization

UAV DRL (TD3-
TDCTM)

Optimize trajectory
alongside bandwidth
allocation and MEC

computation
scheduling

Reduced latency and
energy; improved
communication

efficiency via critical
trajectory control

[80]
AoI-Aware
Trajectory
Planning

UAV DRL

Minimize
Age-of-Information
(AoI) to maintain
data freshness for

delay-sensitive IoT

Flight paths that
dynamically adjust to
information arrival

times and sensor
distributions

Liu et al. [77]—ML-Based Maritime Trajectory Reconstruction. This paper proposes a two-phase
machine learning framework for denoising and reconstructing vessel trajectories from AIS data. First, noise
points are filtered using density clustering to remove anomalies common in maritime sensing. Next, a
bidirectional LSTM (BLSTM) model reconstructs missing or corrupted trajectory segments by learning
temporal dependencies. This contribution is significant because mobility prediction and reconstruction are
essential for reliable IoT-driven maritime monitoring, routing, and safety systems. The work highlights the
usefulness of supervised sequence models in capturing real-world mobility behaviors.

Liu et al. [78,79]—Deep Learning for Dynamic Trajectory Forecasting. The proliferation of Maritime
Internet of Things (MIoT) applications has necessitated advanced forecasting models to handle the vast
volumes of data generated by satellite-terrestrial Automatic Identification System (AIS) stations. To enhance
maritime safety and operational efficiency, Liu et al. [78] propose an AIS-driven vessel trajectory prediction
framework based on Long Short-Term Memory (LSTM) networks. A key innovation in this work is
the integration of vessel traffic conflict modeling—derived from the “social force” concept—directly into
the LSTM architecture. By utilizing a reconstructed mixed loss function, the framework ensures robust
performance across diverse navigation environments, providing reliable predictions for collision avoidance
and anomaly detection.

Advancing beyond traditional recurrent architectures, Liu et al. [79] introduce the Spatio-Temporal
Multigraph Convolutional Network (STMGCN) for trajectory prediction MEC environments. This frame-
work addresses the complex dependencies in maritime traffic by integrating three distinct graph structures
based on social force, the time to the closest point of approach, and vessel size. These graphs are fused through
a spatio-temporal multigraph convolutional layer, complemented by a self-attention temporal convolutional
layer to maintain model efficiency. The resulting STMGCN framework offers superior interpretability and
predictive accuracy, contributing to more sophisticated traffic management in MEC-enabled maritime
IoT systems.

Zhu et al. [69]—DRL for UAV-Assisted WSN Data Collection. This work addresses energy-efficient
and time-efficient UAV path planning for data collection from wireless sensor networks (WSNs). By
modeling UAV movement and data collection as a sequential decision process, the authors employ
deep reinforcement learning to jointly minimize mission duration and flight energy consumption.
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Empirical results show that the DRL policy significantly outperforms heuristic baselines, particularly under
varying WSN topologies and traffic conditions. The paper illustrates the suitability of DRL for online
trajectory control in unpredictable IoT environments.

Bayerlein et al. [72]—Multi-UAV Cooperative Data Collection. Here, the authors explore cooperative
path planning for multiple UAVs serving as data collectors for sensor networks. A multi-agent framework is
developed to coordinate UAV trajectories while reducing latency and avoiding redundancy. The contribution
highlights how decentralized or partially observable scenarios benefit from multi-agent reinforcement
learning, particularly when multiple UAVs must navigate shared airspace and communication constraints.

Wang et al. [56]—Joint Trajectory and MEC Offloading Optimization. This paper integrates UAV
trajectory planning with bandwidth allocation and MEC computation scheduling. The joint optimization
framework ensures timely offloading of IoT tasks, reducing latency and energy consumption on resource-
limited devices. The trajectory emerges as a critical control variable, influencing channel quality, computation
offloading feasibility, and overall communication efficiency.

Abedin et al. [80]—Age-of-Information-Aware Trajectory Planning. Focusing on AoI minimization,
this work develops trajectory policies that maintain data freshness for delay-sensitive IoT applications.
AoI is embedded directly into trajectory control decisions, leading to flight paths that dynamically adjust
to information arrival times and sensor spatial distributions. This contribution demonstrates the rise of
freshness-driven optimization in UAV-assisted IoT.

6.1.1 Computational Complexity and Practicality
This subsection examines the computational complexity and deployment practicality of the studied

trajectory-optimization approaches, with particular emphasis on training cost, scalability, and real-time
feasibility, as explicitly reported in the reviewed studies.

Across the examined literature, two dominant methodological categories can be identified. The first
comprises reinforcement-learning-based approaches that learn trajectory control policies under dynamic
network states or observations. The second consists of supervised deep learning models applied to trajectory
reconstruction or forecasting, most notably in maritime IoT scenarios.

For DRL-based trajectory optimization and control (e.g., [56,69,80]), the dominant computational
burden is incurred during training. In these studies, trajectory optimization is typically formulated as a
mixed-integer, non-convex, or constrained combinatorial problem, which is NP-hard. As the number of
IoT nodes, clusters, or trajectory waypoints increases, the corresponding solution space grows exponentially
rendering direct optimization difficult. This complexity is therefore transferred to the learning phase, where
training cost scales with the number of training episodes, the episode length (decision horizon), and the
dimensionality of the adopted state and action representations.

In practice, reported state representations are high-dimensional and heterogeneous, and are often
dominated by node-level indicators. These may include per-node coverage states, energy or service-status
variables, and freshness-related metrics, while other dimensions correspond to UAV-specific variables such
as position or pheromone state. This feature dimensionality imbalance becomes more pronounced as
network size increases and can significantly hinder convergence. To mitigate this effect and stabilize learning,
several studies introduce architectural mechanisms such as learned feature embeddings implemented using
one or more linear projection layers, whereby low-dimensional UAV-related features are mapped into higher-
dimensional latent representations proportional to the number of nodes. While these designs improve
learning stability, they also increase training complexity.
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Reward design further contributes to training difficulty. In data-collection and AoI-constrained sce-
narios, multiple studies report sparse or discontinuous reward signals, where violations of coverage, energy,
or freshness constraints result in zero or heavily penalized rewards. During early training, agents therefore
explore largely at random and receive limited feedback, which slows convergence and destabilizes critic
learning as network scale grows. To address this issue, reward-shaping mechanisms are commonly employed
to transform sparse rewards into denser learning signals, reducing convergence time at the expense of
additional design complexity and computational overhead.

As a consequence of these factors, training in DRL-based trajectory studies is consistently performed
in a centralized manner, typically on ground servers or cloud platforms equipped with GPUs. Centralized
training enables the use of large replay buffers, repeated neural network updates, and experience pooling,
and is reported as necessary to handle long training horizons and high-dimensional state spaces. The learned
actor or policy networks are deployed on UAVs only after training has been completed.

Once trained, online execution is generally reported to be lightweight. Trajectory decisions are obtained
through a forward pass of the trained neural network, involving matrix multiplications and activation func-
tions. This inference process is feasible on onboard UAV processors or edge nodes and is substantially less
demanding than solving the original NP-hard optimization problem online. Nevertheless, policy execution
is inherently reactive and requires continuous state updates, including UAV position, node service status,
energy levels, or AoI indicators. Several studies note that if observation updates lag behind environmental
dynamics, trajectory decisions may deviate from near-optimal behavior, potentially necessitating retraining
or adaptation.

In combinatorial trajectory planning under energy and wireless power transfer constraints (e.g., [69]),
training complexity is further increased by coupled decisions such as cluster-head selection and visiting-
order determination. These decisions resemble traveling-salesman-type problems and are computationally
prohibitive for large networks. To improve deployment practicality, some works adopt sequence-learning
architectures, such as pointer networks, which learn optimal visitation sequence rather than fixed spatial
coordinates. This design enables models trained on small-scale problem instances to generalize to larger
networks without retraining, thereby reducing redeployment overhead when network size changes.

For multi-UAV trajectory coordination (e.g., [72]), scalability emerges as a central challenge. As the
number of UAVs increases, joint state representations and inter-agent interactions introduce non-stationarity
during training, since each agent’s policy evolves concurrently. Centralized training with pooled experience is
commonly adopted to address coordination, but this substantially increases training time and computational
cost, with reported implementations involving millions of interaction steps on GPU-equipped servers.

To maintain deployment feasibility, these studies emphasize decentralized execution. After centralized
training, control policies are deployed individually on UAVs, which perform inference locally using com-
pressed or partially observed state representations. Techniques such as global–local map decomposition
and representation compression are used to reduce neural network size and floating-point operations,
resulting in inference workloads that are compatible with modern embedded processors on small and
energy-limited UAVs.

In contrast, supervised deep learning approaches for trajectory reconstruction and forecasting in
maritime IoT contexts (e.g., [77–79]) incur their dominant computational cost during offline training.
Training complexity is driven by dataset size, the number of training epochs, and architectural choices
such as recurrent units, spatio-temporal convolutions, or graph-based representations that explicitly model
vessel interactions. Several works further discuss GPU-based computing frameworks to accelerate trajectory-
related computation, particularly when processing large-scale AIS datasets.
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Once trained, inference in these supervised models is highly parallelizable and supports near-real-time
operation on edge or cloud nodes, making them suitable for latency-sensitive maritime services such as
collision avoidance and traffic monitoring. However, the reviewed studies consistently report sensitivity to
dataset bias and distribution shift, especially in trajectory prediction applications. Changes in routes, traffic
density, seasonal patterns, abnormal events, or sensor noise can degrade prediction accuracy unless models
are periodically updated or retrained using new data.

Overall, across the reviewed trajectory optimization studies, inference cost is rarely identified as
the primary deployment bottleneck. Instead, training stability under sparse or high-dimensional state
representations, scalability with increasing network or agent count, retraining requirements under changing
operational conditions, and data quality or generalization robustness emerge as the dominant factors
influencing practical feasibility.

6.1.2 Key Observations
Across these top-cited papers in the trajectory category, several insights emerge:

• Sequence modeling (e.g., BLSTM networks) is effective for prediction and reconstruction in mobility-
dominated IoT environments.

• DRL is widely adopted for online trajectory planning under uncertainty, enabling UAVs to adapt to
dynamic IoT deployments and wireless conditions.

• Multi-agent RL supports cooperative trajectory optimization in multi-UAV scenarios, addressing
scalability and decentralized control.

• Cross-layer coupling appears repeatedly, as trajectory decisions influence energy consumption, com-
munication quality, MEC task offloading, and AoI.

• Application diversity is broad, ranging from WSN data collection to maritime IoT, MEC, and freshness-
sensitive monitoring.

These anchor papers collectively map the core algorithmic landscape of ML-driven trajectory optimiza-
tion and establish the foundation for subsequent cross-theme analysis.

6.2 Resource Allocation
Efficient resource allocation is a fundamental component for optimizing the performance of NTN-

assisted IoT networks, particularly in UAV-enabled MEC environments. Fig. 10 illustrates the keyword
co-occurrence landscape for this category, generated using VOSviewer with a minimum keyword occurrence
threshold of three. Related terms such as resource management, resource allocation, and scheduling algorithms
are consolidated under the main theme of resource allocation, yielding a densely connected network of
seventy keywords. The results highlight strong associations between resource allocation and computation
offloading, task scheduling, mobile edge computing, and UAV-assisted networking.

The bibliometric analysis reveals that resource allocation is frequently studied in conjunction with
optimization objectives such as latency reduction, energy efficiency, QoS, AoI, and throughput maximiza-
tion. Prominent solution approaches include Lyapunov optimization and a wide range of learning-based
techniques, particularly DRL, MADRL, federated learning, and deep neural networks. Enabling technologies
such as blockchain, network slicing, NOMA, RIS, and digital twins further indicate the growing complexity
and heterogeneity of resource management problems in NTN-assisted IoT systems. The presence of satellite
IoT and SAGIN-related keywords reflects the extension of resource allocation challenges beyond purely
aerial platforms to multi-tier space–air–ground architectures.
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Figure 10: Keyword co-occurrence map for resource allocation. Clusters highlight relationships between MEC-enabled
offloading, UAV-supported communication, dynamic resource management, channel and task allocation, and RL-based
scheduling.

The most prominent keywords include resource allocation, Internet of Things, deep reinforcement
learning, mobile edge computing, edge computing, and unmanned aerial vehicles. Other highly connected
terms such as task offloading, energy efficiency, federated learning, and multi-agent deep reinforcement learning
demonstrate that resource allocation is intrinsically linked with computation, communication, mobility, and
energy optimization in NTN-assisted IoT systems.

To provide some insights into this area we highlight several highly cited and representative anchor
papers from the curated dataset. These works collectively demonstrate how joint optimization, edge intelli-
gence, and ML-driven decision-making shape the resource allocation landscape. A summary of these works
is provided in Table 6.

Table 6: Summary of representative studies in the resource allocation category, including NTN component, applied ML
algorithms, objectives, and reported results.

Ref. Notes NTN ML Algorithm Algorithm Aim Results

[81]
SAGIN/IoT—

Computing and
task offloading

UAV, Satellite
DRL (Policy

Gradient,
Actor-Critic)

Learn optimal
offloading policy
dynamically and

improve task
scheduling/resource

allocation in
UAV-based edge

computing

Near-optimal task
scheduling,

low-complexity VM
allocation, quick

convergence, lower
total cost vs. other

methods

(Continued)
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Table 6 (continued)

Ref. Notes NTN ML Algorithm Algorithm Aim Results

[82]
Resource

Scheduling—IoT
task offloading

UAV LS-FCM, U-PSO,
DNN

Predict optimal
positions of

GVs/UAVs, perform
user association, and

allocate resources while
minimizing UE energy

Reduces energy
consumption, handles
dynamic UEs, avoids
dimensionality issues,

meets latency
constraints

[83]

Emergency
Communications—
Emergency EIoT
task offloading

UAVs DDPG (DRL)

Learn decentralized
offloading/resource

allocation to minimize
delay and energy in

dynamic A2G networks

Better task
delay-energy trade-off,

outperforms A3C,
DQN, and greedy

methods

[84]

Edge
Computing—IoT

edge task
offloading

UAVs Multi-Agent DRL
(MADRL)

Minimize long-term
computation cost

(energy + delay) with
QoS guarantees in

dynamic A2G network

Reduces average cost
by up to 55.62%,

increases reward by up
to 85.29% over DRL

and heuristics

[85]

Resource
Management—

Power
IoT

UAV DRL (Centralized
+ Distributed)

Optimize computation
offloading and resource

allocation under
dynamic demand and

channel conditions

Improves long-term
network utility

(simulation results)

[86]

Resource
Optimization—

Remote IoT
coverage

Sat. DRL + Lagrange
Multipliers

Joint user association,
offloading decision,

and resource allocation
to minimize latency

and energy

Better long-term
reward in latency and

energy cost vs.
baselines

[87]

Resource
Pricing—IoT +
Blockchain task

offloading/pricing

UAV
Hierarchical DRL

(HDL), DQL +
BDL

Optimize resource
allocation and dynamic

pricing using
Stackelberg game

under incomplete info

Stable convergence
where peers’ actions
match BS strategies

[88]

Big Data
Processing—IoT
data collection
and processing

UAV
Lyapunov

Optimization,
DRL with CNN

Minimize delay and
energy via scheduling

and optimal path
planning

Enhanced service
coverage and

energy-delay trade-off

[89]

Trajectory Opti-
mization/Data

Collection—IoT
data gathering

UAV DRL
Find optimal 3D

trajectory to maximize
data collection rate

Improved throughput,
efficient collection,

minimal flight
time/power

[90]

Offloading/Security
/Resource

Management—
Secure edge

communications

UAV

DRL, Successive
Convex

Approximation
(SCA)

Maximize secure
computation efficiency

by optimizing
offloading/resource

allocation

Enhanced
performance, improved

stability/security vs.
benchmarks

(Continued)
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Table 6 (continued)

Ref. Notes NTN ML Algorithm Algorithm Aim Results

[91]

Trajectory
Control/Protocol
Design/Resource
Management—
IoT sensing and
communication

UAV RL

Coordinate UAVs for
sensing/transmission

under uncertainty;
optimize

trajectory/resource use

Effective distributed
sense-and-send

protocol; RL improves
QoS under

dynamic/incomplete
info

6.2.1 Learning-Based Resource Allocation and Offloading in UAV-Assisted MEC
Cheng et al. [81]—DRL-Based Resource Allocation and Task Scheduling in SAGIN. This work

proposes a space–air–ground integrated network architecture in which UAVs act as edge computing
servers while satellites provide cloud access. The authors formulate a joint task offloading and resource
scheduling problem for UAV edge servers, where computing resources are allocated to virtual machines
handling offloaded IoT tasks. A deep reinforcement learning framework optimizes offloading and scheduling
decisions, achieving fast convergence and reduced system cost. The results demonstrate the suitability of
DRL for handling the hierarchical and dynamic resource allocation challenges inherent in SAGIN-enabled
IoT systems.

Seid et al. [84]—Multi-Agent DRL for UAV-Assisted IoT Edge Networks. This paper introduces a
multi-agent deep reinforcement learning approach for joint task offloading and resource allocation in UAV-
assisted IoT networks. Each UAV learns decentralized policies to manage computation and communication
resources under dynamic traffic and channel conditions. The proposed framework reduces computation
cost, improves QoS, and outperforms conventional optimization and heuristic methods, highlighting the
scalability benefits of decentralized learning in multi-UAV resource management.

Seid et al. [83]—Collaborative DRL-Based Offloading and Resource Allocation for 5G EIoT. This
paper proposes a collaborative computation offloading and resource allocation framework for 5G-enabled
IoT systems using UAVs as aerial base stations. A model-free DRL approach enables UAVs to dynami-
cally coordinate offloading decisions and allocate communication and computing resources under highly
dynamic network conditions. The framework minimizes task execution delay and energy consumption,
outperforming conventional DRL baselines and greedy strategies, and illustrates the benefits of collaboration
in UAV-assisted 5G IoT scenarios.

Asheralieva and Niyato [87]—Hierarchical RL for Pricing and Resource Management in
Blockchain-Enabled IoT. This paper studies joint pricing and resource management in an IoT system
integrating blockchain-as-a-service (BaaS) and mobile edge computing, where UAVs and base stations
execute blockchain-related tasks. The interaction among service providers and users is modeled as a
stochastic Stackelberg game, and a hierarchical reinforcement learning framework combining deep Q-
learning and Bayesian deep learning is proposed. The approach achieves stable convergence and efficient
resource utilization, demonstrating how economic incentives and learning-based control can jointly shape
resource allocation in UAV-assisted MEC systems.

Wan et al. [88]—Path Planning and Resource Management of UAV Base Stations in MEC-Enabled
IoT. This work presents a three-layer MEC-based IoT architecture consisting of distributed sensors, UAV
base stations with onboard edge servers, and a central cloud. Lyapunov optimization is employed to
manage energy consumption and data offloading, while a deep reinforcement learning framework optimizes
UAV path planning to improve service coverage. The results show that jointly optimizing mobility and
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resource allocation significantly enhances coverage stability and reduces service urgency, emphasizing the
interdependence between trajectory control and resource management.

Nguyen et al. [89]—Joint Trajectory and Resource Optimization for UAV-Assisted IoT via DRL.
This paper investigates a UAV-assisted IoT system that jointly optimizes flight trajectory, data collection,
and resource utilization. A DRL algorithm learns optimal control policies that maximize throughput while
minimizing resource consumption. Simulation results demonstrate improvements in sum-rate, trajectory
efficiency, and overall network performance, reinforcing the strong coupling between trajectory design and
resource allocation in UAV-enabled IoT systems.

6.2.2 Hybrid and Multi-Tier MEC Architectures
Jiang et al. [82]—Hybrid Deep-Learning-Based Online Offloading Framework (H2O). This work

proposes a hybrid MEC architecture integrating ground stations, ground vehicles, and UAVs for IoT task
offloading. The authors develop a hybrid deep-learning-based framework that jointly optimizes node posi-
tioning, user association, and computing resource allocation to minimize energy consumption. Large-scale
path-loss fuzzy c-means clustering predicts UAV and vehicle positions, while particle swarm optimization
and deep neural networks enable near-real-time offloading decisions. The framework demonstrates how
hybrid learning–heuristic pipelines can balance solution optimality and computational efficiency in dynamic
MEC systems.

Cui et al. [86]—Joint User Association, Offloading, and Resource Allocation in Satellite MEC IoT.
This paper extends MEC-enabled IoT services to remote and sparsely populated regions through multi-
satellite networks. IoT tasks can be offloaded either to satellites with limited computing capacity but low
propagation delay, or to gateways with abundant resources but higher latency. The authors decompose the
optimization problem into a convex resource allocation subproblem and a Markov decision process for joint
user association and offloading, solved via DRL. The proposed approach minimizes system cost (latency and
energy) while adapting to dynamic satellite and gateway resource availability.

6.2.3 Secure and Online Resource Allocation
Ding et al. [90]—Online Edge Learning Offloading for Secure UAV-Assisted MEC. This work

presents an online edge learning offloading (OELO) scheme for secure computation in UAV-assisted MEC
systems. A UAV server processes dynamically arriving tasks while adversarial UAV eavesdroppers and
ground jammers model security threats. The framework jointly optimizes binary offloading decisions, time
allocation, transmit power, and local computation using DRL combined with successive convex approxima-
tion and Dinkelbach’s method. The results demonstrate near-optimal secure computation efficiency, queue
stability, and robustness under dynamic task arrivals.

6.2.4 Protocol-Level Resource Management
Hu et al. [91]—RL-Based Protocol Design and Resource Management in Cellular Internet of UAVs.

This paper proposes a distributed sense-and-send protocol for the cellular Internet of UAVs, integrating mul-
tiple reinforcement learning techniques across protocol layers. Q-learning is used for trajectory adaptation,
multi-armed bandit learning for user association, actor–critic methods for power control, and deep RL for
subchannel allocation. The proposed protocol achieves faster convergence and higher average rewards than
single-agent learning schemes, illustrating the effectiveness of multi-level RL for joint trajectory control and
resource management.
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6.2.5 Computational Complexity and Practicality
This subsection analyzes the computational complexity and deployment practicality of representative

resource allocation approaches in NTN-assisted IoT systems, with emphasis on training overhead, scalability
under network growth, and real-time feasibility, as reported in the reviewed studies.

Across the examined literature, resource allocation problems are commonly formulated as dynamic
mixed-integer or continuous optimization problems involving task offloading decisions, computing and
communication resource allocation, power control, and user association. Two dominant methodological
paradigms emerge: (i) reinforcement-learning-based frameworks that learn online allocation policies under
dynamic system states, and (ii) hybrid approaches that combine learning-based components with classical
optimization or heuristic decomposition.

For single-agent DRL-based resource allocation and task offloading (e.g., [81,83]), the dominant com-
putational cost is incurred during the offline training phase. In these studies, UAV mobility, dynamic virtual
machine allocation, and time-varying channel conditions make the reward function and state transition
probabilities difficult to model explicitly. As the number of users and tasks increases, the system state
and action spaces grow rapidly, making conventional tabular methods or direct optimization increasingly
impractical. Consequently, the optimization problem is converted into a policy function approximation
learned by a deep neural network, shifting computational complexity to training.

Training complexity in these frameworks scales with the dimensionality of the state and action spaces,
the length of training episodes, and the degree of environmental non-stationarity induced by UAV movement
and workload variation. Several works report that standard policy-gradient methods, such as REINFORCE,
suffer from high variance and slow convergence under large state–action spaces, motivating the use of actor–
critic architectures. In such designs, a critic network guides the actor’s policy updates, reducing variance and
enabling faster convergence, which is particularly beneficial for fast reconfiguration when user density or
task arrival patterns change.

As a result of these factors, training is typically performed in a centralized manner on remote cloud
servers or central controllers with high computational and storage capabilities. Once training is completed,
the learned policy is deployed on UAV edge servers or cluster heads, where online inference reduces to
a forward pass through the trained network. This inference process involves simple algebraic operations
and matrix multiplications, enabling real-time offloading and resource allocation decisions under dynamic
network conditions.

For multi-agent resource allocation scenarios involving multiple UAVs or edge nodes (e.g., [84]),
scalability becomes a central concern. These studies adopt multi-agent DRL frameworks, such as MADDPG,
to capture inter-agent coupling and cooperative behavior. While decentralized execution ensures that the
online computational complexity of each agent remains independent of the total number of agents, training
complexity increases significantly due to interaction-induced non-stationarity. During training, each agent’s
environment evolves as other agents update their policies, requiring a centralized critic operating on the joint
state–action space. As the number of agents grows, the critic input dimension increases accordingly, leading
to higher training time and computational overhead.

To maintain deployment feasibility, these works emphasize centralized training with decentralized
execution. After training, critic networks are decoupled and only lightweight actor networks are deployed
on individual UAVs or edge devices. Each agent then performs inference using local observations, enabling
scalable and distributed decision-making without continuous inter-agent communication during operation.
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In cooperative UAV-enabled MEC systems with global state awareness (e.g., [85]), resource allocation
performance is further improved by modeling the system state of the entire network. However, this improve-
ment comes at the cost of increased state representation complexity. High-dimensional, noisy, and redundant
IoT observations necessitate state representation learning to derive compact latent representations. Several
studies incorporate additional loss terms, such as encoding loss, reward prediction loss, stability loss, and
diversity loss, to stabilize representation learning during training. While this improves convergence and
overall utility, it substantially increases offline training complexity at centralized entities such as virtual
system operators.

Hybrid learning–optimization frameworks (e.g., [82,86]) offer alternative trade-offs between com-
plexity and practicality. By decomposing the original NP-hard mixed-integer problem into subproblems,
such as positioning, clustering, user association, and continuous resource allocation, these approaches
exploit classical optimization methods where tractable and learning-based models where adaptation is
required. For example, convex subproblems can be solved optimally using Lagrangian methods under
fixed associations, while DRL or DNN models handle discrete or high-level decisions. This decomposition
significantly reduces online runtime compared to end-to-end DRL, enabling near-instantaneous inference
once models are trained.

In dynamic settings, however, the practicality of hybrid approaches depends on the frequency of
clustering, association, or topology updates. Changes in user population or network geometry may require
re-execution of clustering or heuristic components, which can dominate overhead if updates occur fre-
quently. To mitigate this effect, some designs limit neural network inputs to low-dimensional membership
or association vectors, keeping inference complexity independent of the total number of users.

For secure and satellite-enabled MEC scenarios (e.g., [90]), additional constraints such as eavesdropping
mitigation, queue stability, and secure computation efficiency further increase computational complex-
ity. These problems are often characterized by fractional objective functions involving binary offloading
decisions coupled with continuous resource variables. To handle this complexity, studies combine DRL
for discrete decision-making with successive convex approximation (SCA) for resource allocation. While
online learning enables adaptation to stochastic task arrivals and channel variations, the inclusion of
secrecy constraints and iterative optimization increases computational overhead relative to models without
security constraints.

Overall, across the reviewed resource allocation literature, inference complexity during deployment
is generally low and compatible with real-time operation on UAV or edge platforms. Instead, practical
feasibility is primarily constrained by offline training cost, scalability with increasing numbers of users or
agents, convergence behavior under non-stationary environments, and the frequency with which models
must be updated to reflect changes in workload, topology, or security conditions.

6.2.6 Key Observations
Across the top-cited resource allocation papers in NTN-assisted IoT, several consistent observations

emerge:

• Joint computation offloading and resource allocation is a dominant design paradigm, as commu-
nication, computation, and mobility decisions are strongly interdependent in UAV-assisted MEC and
SAGIN architectures. Learning-based frameworks are commonly used to coordinate these decisions
under dynamic workloads and time-varying wireless conditions.

• Deep reinforcement learning is widely adopted for online resource management, enabling adaptive
allocation of bandwidth, transmit power, and computing resources in non-stationary IoT environments.
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DRL-based approaches are particularly effective in scenarios where analytical optimization becomes
intractable due to system dynamics and coupling across layers.

• Multi-agent reinforcement learning: By leveraging Deep RL (MADRL) architectures, these frame-
works support scalable and decentralized resource allocation in multi-UAV and multi-tier NTN
deployments. By distributing decision-making across agents, MADRL mitigates centralized bottlenecks
while accommodating partial observability and coordination among aerial platforms.

• Hybrid ML–optimization frameworks are frequently employed to balance solution quality and
computational efficiency. Many studies combine learning-based prediction or policy optimization
with classical solvers, heuristics, or convex optimization to enable near-real-time decision-making in
large-scale MEC systems.

• Multi-tier and heterogeneous architectures, including hybrid ground–aerial MEC and satellite-
enhanced IoT, introduce latency–capacity trade-offs that fundamentally shape resource allocation
strategies. Joint optimization of user association, task offloading, and resource provisioning becomes
essential in these settings.

• Security-aware and online learning approaches extend resource allocation beyond performance
optimization by accounting for adversarial behavior, privacy constraints, and continuously arriving
tasks. Online edge learning frameworks demonstrate the ability to maintain stability and efficiency
under dynamic and potentially hostile operating conditions.

• Cross-layer coupling repeatedly appears across the literature, as resource allocation decisions fre-
quently dictate UAV trajectories, energy consumption, and QoS, depending on the optimization
objective. Effective resource management therefore requires integrated consideration of communica-
tion, computation, mobility, and security dimensions.

6.3 Energy Utilization
Energy consumption management and optimization are critical in NTN-assisted IoT applications,

particularly those involving UAVs. Table 7 summarizes the most frequently cited studies in this category. The
findings emphasize the pivotal role of AI, especially advanced learning techniques, in minimizing energy
consumption while jointly optimizing other performance metrics such as latency, throughput, and data rates
in UAV- and satellite-assisted communication and computation offloading systems.

Table 7: Summary of top cited studies related to energy utilization.

Ref. Notes NTN ML Algorithm Algorithm
Aim Results

[92]

Energy
Utilization—

task
scheduling

UAV

Deep
risk-sensitive
reinforcement

learning

To find the
optimal

parameters that
reduces the

delay and risk

Reducing the
processing delay up to

30% compared to
probabilistic
configuration

methods

(Continued)
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Table 7 (continued)

Ref. Notes NTN ML Algorithm Algorithm
Aim Results

[82]

Energy
Utilization—

resource
allocation and

user association

UAV

large-scale
path-loss fuzzy

c-means
(LS-FCM)

algorithm &
deep neural

network (DNN)

To reduce the
energy

consumption of
IoT devices

Reducing the energy
consumption

compared to random
offloading, greedy
offloading, local
execution, and

PSO-based offloading
methods

[83]

Energy
Utilization—
computation

offloading and
resource

allocation

UAV Model-free
DRL approach

To reduce the
energy

consumption
and execution

delay

The proposed
approach has

outperformed A3C,
deep Q-network and

greedy-based
offloading

[83]

Energy
Utilization—

Data collection
and IoT devices

recharging

UAV

Multi-objective
deep

deterministic
policy gradient

(DDPG)

To jointly
optimize total

harvesting
energy, UAV’s

energy
consumption
and sum data

rate

The optimal policy
under the given

parameters was found
while achieving timely

data collection

[93]

Energy
Utilization—

edge computing
and wireless

power delivery

UAV and
satellite LSTM

To optimize the
computation

offloading
decision

The proposed solution
improves the IoT

communication for
6G networks

The CSV file from the Energy Utilization category was uploaded to VOSviewer for keyword co-
occurrence analysis with the results shown in Table 8 and Fig. 11. The default parameters of VOSviewer
have been used with a minimum of three keyword occurrence threshold, yielding a total of 98 unfiltered
keywords and connected keywords. These keywords are related to technologies involved in architectures
where energy efficiency, energy consumption, energy harvesting, or other energy considerations have been
addressed within the NTN-assisted IoT framework, or in supporting technologies that contribute to energy
efficiency. These include 5G, 6G, blockchain, cloud computing, cognitive radio, mobile edge computing,
digital twin, fog computing, intelligent reflecting surfaces, and NOMA. Architectures supporting energy
harvesting can also be observed, such as wireless power transfer (WPT), wireless powered communication
networks (WPCN), and simultaneous wireless information and power transfer (SWIPT). Energy consider-
ations are often found in UAV-assisted architectures, while satellite involvement in energy-aware setups is
also included.
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Table 8: Classification of keywords (with occ.) from VOSviewer analysis (energy util. dataset).

Category Keywords

Wireless Communication
Technologies & Access

5G (4); 6G (11); NOMA (5); non-orthogonal multiple access
(NOMA) (4); nonorthogonal multiple access (NOMA) (5); RIS

(3); reconfigurable intelligent surface (3); reconfigurable
intelligent surface (RIS) (4); intelligent reflecting surface (IRS)

(3); satellite (4)

Artificial Intelligence &
Machine Learning

Artificial intelligence (8); artificial intelligence (AI) (3); machine
learning (22); machine learning (ML) (4); deep learning (15);

deep neural network (DNN) (5); federated learning (25);
federated learning (FL) (7); reinforcement learning (32);

reinforcement learning (RL) (8); Q-learning (7); deep
reinforcement learning (81); deep reinforcement learning (DRL)

(28); DRL (4); multi-agent deep reinforcement learning (8);
multi-agent deep reinforcement learning (MADRL) (3);

multi-agent reinforcement learning (5); multiagent
reinforcement learning (MARL) (4); lifelong learning (3);

attention mechanism (3); deep deterministic policy gradient
(DDPG) (5); markov decision process (4)

Edge & Cloud Computing

Edge computing (22); mobile edge computing (27); mobile edge
computing (MEC) (9); MEC (5); mobile-edge computing (3);

mobile-edge computing (MEC) (7); multi-access edge
computing (5); fog computing (3); edge intelligence (3); cloud

computing (5)

Computation & Task Offloading Computation offloading (22); computational offloading (3); task
offloading (21)

Energy-Centric Technologies

Energy (10); energy consumption (13); energy efficiency (30);
energy efficiency (EE) (5); energy harvesting (19); energy

harvesting (EH) (3); wireless power transfer (20); wireless power
transfer (WPT) (8); SWIPT (4); wireless powered

communication network (WPCN) (3); wireless rechargeable
sensor networks (3)

IoT & WSN
Internet of Things (47); internet of things (IoT) (37);

internet-of-things (IoT) (3); IoT (27); wireless sensor network
(3); wireless sensor networks (7); WSNs (5)

UAV & Trajectory Management

UAV (52); UAVs (10); UAV swarm (3); UAV trajectory planning
(3); trajectory (3); trajectory design (5); trajectory optimization

(13); trajectory planning (18); drones (6); unmanned aerial
vehicle (32); unmanned aerial vehicle (UAV) (62); unmanned

aerial vehicles (28); unmanned aerial vehicles (UAVs) (18)

(Continued)
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Table 8 (continued)

Category Keywords

Optimization & Aspects

Resource allocation (35); optimization (5); coverage (3);
reliability (3); scheduling (4); multi-objective optimization (3);

path planning (8); power control (3); security (6); blockchain (9);
physical layer security (3); game theory (3); data collection (17)

Requirements & Metrics Age of information (16); age of information (AOI) (13); AoI (5);
latency (3); reliability (3)

Technologies & Applications Digital twin (5); embedded systems (3); smart farm (3)

Figure 11: Keyword co-occurrence map for energy utilization. Key aspects include energy-aware trajectory design,
energy harvesting, wireless power transfer, and DRL-based energy-efficient control for UAV–IoT systems as well as the
presence of joint energy optimization frameworks.

Themes emerging from the dataset also include performance requirements and metrics such as
Age of Information, latency, and reliability. Other recurring research directions involve data collection,
security, physical layer security, computation or task offloading, resource allocation, power control, coverage,
scheduling, trajectory design, and optimization. Applications include smart farms, and some problems are
addressed using multi-objective optimization. Optimization approaches incorporate game theory and AI-
based techniques. For machine learning and AI, commonly studied methods include reinforcement learning,
with observable variants such as Q-learning, multi-agent reinforcement learning, deep reinforcement
learning, and multi-agent deep reinforcement learning. Federated learning also appears frequently within
frameworks addressing energy management or utilization, alongside methods like attention mechanisms.
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Networking paradigms appear prominently, with ‘Internet of Things (IoT)’ and ‘wireless sensor
networks (WSNs)’ features strongly. This indicates that NTN-assisted technologies that are AI-driven not
only support IoT for achieving energy efficiency but also encompass wireless sensor networks. Fig. 11
provides a broad thematic classification of several of the keywords related to energy utilization.

The analysis shows that a small set of keywords dominates in both frequency and connectivity,
indicating their centrality in the literature on energy utilization in NTN-assisted IoT. In terms of occurrences,
the most prominent include unmanned aerial vehicle (UAV) (62 occurrences, link strength 162), UAV (52,
152), Internet of Things (47, 129), resource allocation (35, 102), reinforcement learning (32, 85), and energy
efficiency (30, 95). High link strength values are also observed for deep reinforcement learning (81, 200),
energy harvesting (19, 57), wireless power transfer (20, 52), and trajectory planning (18, 53), reflecting their
strong interconnections and presence within the AI-driven NTN-assisted IoT optimization problem space.
Among performance metrics, Age of Information (16, 48) and its variants appear prominently, alongside
latency and reliability, showing their importance in energy-aware NTN-IoT systems. This concentration of
occurrences and strong co-occurrence patterns underscores the central role of UAV platforms, AI-driven
optimization, IoT integration, and wireless energy transfer in advancing energy-efficient NTN-assisted
IoT architectures.

To characterize representative trends in energy utilization for NTN-assisted IoT, we highlight several
highly cited technical anchor papers from the curated dataset. These works collectively capture energy-aware
offloading in emergency UAV edge networks, risk-sensitive scheduling under explicit energy constraints in
SAGIN, multi-objective optimization in wireless-powered IoT, and energy-aware computation offloading in
satellite–UAV 6G architectures. A summary of these works is provided in Table 7.

Seid et al. [83]—Energy-Aware Offloading and Resource Allocation in Emergency UAV-Assisted
Edge Networks. This work considers emergency scenarios where terrestrial network infrastructure is
unavailable and UAVs are deployed as aerial base stations and edge computation nodes. A multi-UAV aerial-
to-ground (A2G) architecture is modeled, where collaborative model-free DRL is used to jointly optimize
computation offloading and resource allocation with the objective of reducing execution delay and energy
consumption. The framework enables adaptive decision-making under dynamic conditions and demon-
strates performance gains over Asynchronous Advantage Actor-Critic (A3C) DQN, and greedy baselines,
illustrating the importance of learning-driven energy-aware resource control in time-critical deployments.

Zhou et al. [92]—Risk-Sensitive DRL for Energy-Constrained Online Scheduling in SAGIN.
This paper studies task scheduling in a space–air–ground integrated network by formulating an energy-
constrained Markov decision process for UAV-enabled IoT data collection and offloading. A UAV collects
computation tasks from IoT devices and must decide whether to process tasks locally, offload them to a
base station, or transmit them to a remote satellite. To explicitly control energy constraint violations while
minimizing delay, the authors develop a deep risk-sensitive reinforcement learning algorithm that balances
processing delay with the risk of exceeding the UAV’s energy budget. The results show notable delay reduction
while satisfying energy capacity constraints, highlighting a practical pathway for constraint-aware online
learning in energy-limited NTN operation.

Zhu et al. [69]—Energy-Efficient UAV-Assisted Data Collection in Wireless Sensor Networks. This
work studies a UAV-assisted wireless sensor network in which cluster heads collect data from member
nodes, and a UAV is dispatched to gather data from the cluster heads. The objective is to minimize the
total energy consumption over a complete data collection cycle, accounting for both UAV propulsion
energy and communication-related energy expenditure. The resulting optimization problem, which jointly
determines cluster head selection and UAV visitation order, is formulated as a constrained combinatorial
problem and shown to be NP-hard. To address this challenge, the authors propose a deep reinforcement
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learning framework based on a Pointer Network integrated with A* search. Simulation results demonstrate
that the learned policy generalizes well to networks with varying numbers of clusters without retraining
and consistently outperforms baseline heuristics, highlighting the effectiveness of DRL for energy-aware
UAV-assisted data collection.

Yu et al. [94]—Multi-Objective DDPG for Wireless-Powered UAV-Assisted IoT. This work addresses
energy sustainability in UAV-assisted wireless-powered IoT networks using a fly–hover–communicate
protocol. During hovering, the UAV operates in full-duplex mode to simultaneously collect data from a target
device while charging other devices within its coverage range. The study incorporates a practical propulsion
power model and a non-linear energy harvesting model, then formulates a multi-objective optimization
problem to maximize sum data rate and harvested energy while minimizing UAV energy consumption. An
extended multi-objective DDPG framework learns online path planning policies under tunable objective
weights, enabling adaptive trade-offs between energy replenishment, communication performance, and
UAV endurance.

Mao et al. [93]—Energy-Aware Computation Offloading in Satellite–UAV 6G IoT Networks. This
study considers satellite- and UAV-assisted IoT communications for 6G, where IoT devices face limited
energy and the network experiences high latency and significant signal loss. A SAGIN architecture is
proposed that integrates satellites for cloud computing, UAVs for edge computing and wireless power
delivery, and high-capacity links to support data-intensive communication. An LSTM-based model deter-
mines whether tasks should be processed locally, offloaded to UAVs, or sent to satellites by accounting for
dynamic energy levels and varying network conditions. The results indicate that learning-assisted offloading
decisions can improve task success and system efficiency under joint energy–latency constraints in multi-tier
NTN deployments.

6.3.1 Computational Complexity and Practicality
This subsection examines the computational complexity and deployment practicality of representative

energy-aware optimization frameworks in NTN-assisted IoT systems, with emphasis on training overhead,
state-space dimensionality, and real-time feasibility under stochastic energy and traffic dynamics, as reported
in the reviewed studies.

Across the examined energy utilization literature, computational complexity is primarily driven by the
need to jointly model UAV mobility, communication conditions, and energy dynamics under uncertainty.
Energy-aware task offloading, scheduling, and trajectory optimization problems are commonly formulated
as Markov decision processes with continuous state and action spaces, where energy availability, task queues,
and channel conditions evolve stochastically over time.

For DRL-based energy-aware offloading and scheduling frameworks (e.g., [83,92]), the dominant
computational cost is incurred during the offline training phase. In these studies, centralized controllers must
explore high-dimensional state spaces, encompassing UAV energy levels, stochastic task arrivals, and time-
varying channel conditions, to optimize continuous control policies. Training complexity increases with the
dimensionality of the energy-related state representation, the stochasticity of task arrivals, and the length of
training episodes, requiring prolonged environment interaction to achieve policy convergence.

To address this complexity, actor–critic architectures such as DDPG are employed, as conventional
heuristic or tabular reinforcement learning methods fail to scale under large continuous state and action
spaces. While training entails iterative gradient-based optimization and intensive computational overhead at
centralized servers, the resulting policies are offloaded to UAV cluster heads or edge nodes for decentralized
execution. During deployment, inference involves only a single forward pass through the trained actor
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network, enabling real-time offloading and resource allocation decisions that are suitable for time-sensitive
and emergency scenarios.

Energy-efficient data collection introduces additional complexity when the underlying formulation is
combinatorial. In UAV-assisted wireless sensor network scenarios (e.g., [69]), the joint selection of cluster
heads and UAV visitation order is explicitly formulated as an NP-hard problem, combining elements of
facility location and traveling salesman problems. Exhaustive search becomes computationally prohibitive
as network size grows. The proposed Pointer Network–A* approach replaces brute-force optimization with
a learned heuristic that guides A* search, allowing the UAV to generate near-optimal trajectories via efficient
inference and to generalize to unseen network sizes without retraining.

Multi-objective energy optimization frameworks further increase training complexity by simultane-
ously accounting for conflicting objectives. In wireless-powered UAV-assisted IoT systems (e.g., [94]), policy
learning must balance harvested energy, UAV propulsion consumption, and data rate performance. The
conflicting nature of these objectives leads to a Pareto-type optimization problem, where no single solution
optimizes all metrics simultaneously. Training therefore requires extended exploration phases and careful
reward design. However, once convergence is achieved, the learned policies enable flexible adjustment of
objective weights, allowing system priorities to be tuned without re-solving the optimization problem.

In satellite–UAV IoT architectures (e.g., [93]), computational complexity is further compounded by
heterogeneous computing tiers, long propagation delays, and time-varying energy harvesting processes.
Prediction-based learning models, such as LSTM networks, are introduced to forecast near-future energy
availability and traffic demand. By shifting part of the computational burden to offline training and
replacing iterative optimization with neural inference, these models significantly reduce online processing
requirements. However, their effectiveness depends directly on prediction accuracy, as errors in harvested
energy estimation can lead to suboptimal offloading and scheduling decisions.

Overall, across the reviewed energy utilization studies, inference complexity during deployment is
also generally lightweight and compatible with real-time execution on UAVs or edge platforms. Instead,
practical feasibility is primarily constrained by offline training cost, the fidelity of energy and traffic modeling,
convergence behavior under stochastic dynamics, and the generalization capability of learned policies when
system conditions change.

6.3.2 Key Observations
Across the top-cited energy utilization papers in NTN-assisted IoT, several consistent observations

emerge:

• Energy-aware offloading dominates energy utilization studies, where learning-based policies jointly
balance computation delay and energy consumption under dynamic workload and channel conditions.

• Constraint-aware RL formulations (e.g., energy-constrained MDPs and risk-sensitive learning) pro-
vide a practical mechanism for preventing energy budget violations while maintaining low latency in
SAGIN-enabled IoT.

• Wireless-powered IoT introduces multi-objective energy trade-offs, requiring simultaneous opti-
mization of harvested energy, communication performance, and UAV endurance under realistic
propulsion and non-linear energy harvesting models.

• Multi-tier SAGIN architectures reshape energy optimization, where the optimal offloading desti-
nation (local/UAV/satellite) depends on heterogeneous computing capacities, propagation delay, and
dynamic energy states.
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• Learning-driven adaptability is central because energy utilization is rarely optimized in isolation; it is
typically coupled with latency, task success probability, and throughput objectives in operational NTN-
assisted IoT settings.

• Generalization and scalability are practical strengths of learning-based energy control, with several
works demonstrating policies that adapt to varying network sizes or task arrival patterns without
retraining, supporting long-term deployment feasibility.

Taken together, the energy-focused anchor papers show that sustainable NTNs depend on joint
mobility–communication–energy optimization, reinforcing the need for ML-driven adaptive strategies in
power-constrained UAV and IoT systems.

6.4 Security
Security constitutes a major optimization theme across NTN-assisted IoT, driven by the vulnerability

of UAVs, WSNs, and distributed IoT infrastructures to cyberattacks, data tampering, unauthorized access,
and adversarial interference. Fig. 12 shows a co-occurrence map for the security category. This map was
generated using the CSV file for the security category, which includes entries such as Network Security
(207), Security (65), Intrusion Detection (48), Cybersecurity (46), Security Systems (41), and Cyber Security
(34). The default parameters of VOSviewer were applied with a minimum keyword occurrence threshold of
four, resulting in a total of 63 unfiltered keywords (including variations, e.g., “unmanned aerial vehicle” and
“unmanned aerial vehicles (UAV)”).

Figure 12: Keyword co-occurrence map for security. Dominant aspects include intrusion detection, anomaly
detection, federated learning, blockchain-enabled security, authentication and access control, ML-driven security
mechanisms and applications, and surveillance in NTN-assisted IoT networks involving UAVs and satellite-enabled
communications.

The results highlight a range of interconnected technologies within the security paradigm. Core
security concepts such as intrusion detection, intrusion detection systems, cybersecurity, and privacy are
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clearly present. Security-related technological mechanisms, such as cryptography, authentication, and access
control, also emerge prominently in the map. Supporting technologies and frameworks, including blockchain
and federated learning, are frequently associated with security research.

Security is often studied in the context of several NTN components, including UAVs, satellite com-
munication, and the Internet of Drones. Some works also integrate enabling technologies such as energy
harvesting. Application domains represented in the visualization include surveillance, edge computing,
smart farming, smart agriculture, smart cities, and 6G. Other relevant technologies include digital twin,
NOMA, 5G, and 6G.

From the visualization, it is evident that AI techniques, particularly federated learning, are highly
prevalent in this field. Traditional machine learning approaches, including feature selection, are also widely
applied to security challenges. The importance of data augmentation for improving machine learning
performance is another key observation. Optimization strategies, such as Stackelberg game optimization,
are commonly used. Finally, the map suggests that UAV-assisted Internet of Things (IoT) networks often
incorporate security considerations, and similar considerations appear in NTN-assisted applications involv-
ing hardware platforms such as Arduino. Top-cited technical papers in this category are discussed in
this section. A Summary of articles in the security category, including their NTN component, applied
ML algorithms, objectives, and results, is provided in Table 9. It shows that privacy preservation, defense
against vulnerabilities, malware detection, and intrusion detection are some of the prominent applications
of machine learning and neural networks towards achieving security in UAV-assisted networks.

Table 9: Summary of articles in the security category, including their NTN component, applied ML algorithms,
objectives, and results.

Ref. Notes NTN ML Algorithm Algorithm Aim Results

[95]

Cybersecurity—
Intrusion and

malware
detection with

privacy
preservation

UAVs
Federated

RNN, CNN,
DNN

Evaluate
centralized and
federated deep

learning models
under real IoT
traffic datasets

Federated DL
provides improved

IoT data privacy
and higher

accuracy on real
IoT datasets

[96]

Privacy-
Preserving

Agricultural
Technology—

Secure and
private smart

farming

UAV

Sparse
AutoEncoder

(SAE), Stacked
Long

Short-Term
Memory
(SLSTM)

SAE encodes data
to prevent

inference and
detect anomalies;
SLSTM trains and

evaluates the
privacy engine

Outperforms
state-of-the-art
blockchain and
non-blockchain

frameworks

[97]

Adversarial AI
Security—

Defense against
DL-based UAV
vulnerabilities

UAV

Adversarial
Training,
Defensive

Distillation

Protect DL models
in UAVs from

adversarial attacks

Improves
robustness of UAV
DL models against
adversarial attacks

(Continued)
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Table 9 (continued)

Ref. Notes NTN ML Algorithm Algorithm Aim Results

[98]

Internet of
Drones

Security—
Intrusion
detection

IoD

Blockchain-
based Radial

Basis Function
Neural Network

(RBFNN)

Enhance data
integrity and

storage for smart
decision-making

among IoDs

Outperforms
cutting-edge
methods in
specificity,

precision, recall,
F1, and accuracy

To illustrate the core techniques and challenges in this theme, we highlight several highly cited anchor
papers from the dataset. A summary of these works is provided in Table 9.

6.4.1 Deep Learning and Blockchain-Enabled Security in UAV–IoT Systems
Kumar et al. [96]—Blockchain-Enabled Privacy and Anomaly Detection in Smart Agricultural

UAVs. This work proposes a secure and privacy-preserving framework for smart agricultural UAV–IoT
systems, addressing data poisoning and inference attacks in internet-connected sensing pipelines. The
framework integrates a blockchain-based authentication layer (using smart contracts and an enhanced proof-
of-work mechanism) with deep learning–based anomaly detection. A sparse autoencoder is used for privacy
protection against inference attacks, while a stacked LSTM model performs anomaly detection on UAV-
related network traffic. Evaluations on ToN-IoT and IoT-Botnet datasets report very high detection accuracy,
demonstrating that multi-layer security designs can provide verifiability, traceability, and strong detection
performance, though computational overhead remains a practical consideration.

6.4.2 Adversarial Robustness of Deep Learning-Enabled UAV Systems
Tian et al. [97]—Adversarial Threats and Defensive Strategies for DL-Based UAV Regression

Models in CPS. This paper investigates adversarial vulnerabilities in deep learning–based UAV control
for cyber-physical systems, with emphasis on regression models used in safety-critical decision loops. The
authors propose both non-targeted and targeted attack strategies capable of perturbing camera inputs
to disrupt navigation outputs and collision probability prediction. Defensive distillation and adversarial
training are evaluated as mitigation strategies, revealing a practical trade-off between robustness and training
cost. The study highlights that securing learning-enabled UAV autonomy requires explicit adversarial threat
modeling and robust training frameworks.

6.4.3 Blockchain-Enabled Intrusion Detection for the Internet of Drones
Heidari et al. [98]—Blockchain-Integrated Neural Intrusion Detection for IoD. This work proposes

a blockchain-integrated intrusion detection framework for the Internet of Drones, where dynamic network
topology and mobility complicate reliable IDS deployment. The approach employs a radial basis function
neural network (with transfer learning) supported by mobile edge computing to enable low-latency detection
and model sharing, while blockchain provides decentralized integrity and tamper resistance. Evaluations
across multiple benchmark IDS datasets demonstrate strong detection performance (e.g., accuracy and
precision), supporting the feasibility of blockchain-assisted learning for security monitoring in drone-
centric networks.
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6.4.4 Security in Satellite-Enabled and NTN-Assisted IoT Networks
Han et al. [99]—Learning-Based Anti-Jamming for Satellite-Enabled IoT. Satellite-enabled Army

IoT (SaIoT) has gained significant attention for its wide coverage and high-capacity transmission. However,
its performance is increasingly threatened by AI-driven “smart jamming.” To address this, this paper
investigates the energy consumption challenges caused by interference and proposes a distributed, dynamic
anti-jamming scheme. The authors first model the adversarial interaction between jammers and SaIoT
devices using a Hierarchical Anti-jamming Stackelberg Game (HASG). In this model, jammers act in a
“leader” subgame while IoT devices respond in a “follower” subgame; the paper proves that a Stackelberg
equilibrium exists within this framework. To further reduce energy consumption, an anti-jamming Coalition
Formation Game (CFG) is introduced for the follower subgame, featuring a modified coalition preference
order and a specific “coalition change principle” to optimize performance. By applying exact potential game
theory, the authors demonstrate that this CFG converges to a stable structure, achieving performance levels
comparable to centralized optimization despite being a distributed approach. Finally, reinforcement learning
algorithms are utilized to derive suboptimal anti-jamming policies within dynamic, unknown environments.
Simulation results confirm that this approach outperforms existing schemes in both efficiency and resilience.

6.4.5 Computational Complexity and Practicality
This subsection examines the computational complexity and deployment practicality of security-

oriented learning frameworks in NTN-assisted IoT systems, with emphasis on training overhead,
coordination cost, and real-time feasibility under adversarial and highly dynamic operating conditions, as
reported in the reviewed studies.

Across the examined security literature, computational complexity is largely driven by the need to
simultaneously address intelligent adversaries, network mobility, and strict latency and resource constraints.
The reviewed works encompass deep-learning-based intrusion and anomaly detection, adversarial robust-
ness mechanisms for UAV control systems, blockchain-enabled security architectures, and distributed
anti-jamming strategies for satellite-enabled IoT networks.

For deep-learning-based intrusion detection and security analytics (e.g., [96,97]), the dominant com-
putational cost is incurred during the training phase. These frameworks employ architectures such as stacked
LSTMs, sparse autoencoders, and radial basis function neural networks, which involve high-dimensional
matrix operations, recurrent gating mechanisms, or clustering-based initialization. Training complexity
scales with dataset size, feature dimensionality, and network depth, and is further increased when sparsity
penalties or auxiliary loss terms are introduced to improve feature selectivity and convergence stability.

Several blockchain-enabled security frameworks introduce additional computational and latency over-
head through consensus and coordination mechanisms. Storing raw UAV or IoT data directly on-chain is
reported to be impractical due to scalability and storage constraints; therefore, off-chain storage solutions
such as the InterPlanetary File System (IPFS) are adopted, with only fixed-size cryptographic hashes recorded
on the blockchain. While this design improves scalability, consensus operations, such as cryptographic nonce
computation or voting-based validation, remain computationally expensive and introduce non-negligible
delay, particularly for battery-powered UAVs or drone nodes participating in mining or verification.

To address these limitations, practical deployments adopt tiered architectures that separate heavy
computation from edge operation. To mitigate these constraints, practical deployments adopt hierarchical
architectures that separate compute-intensive tasks from edge operations. Training, blockchain mainte-
nance, and consensus execution are offloaded to cloud, fog, or MEC infrastructure, while UAVs and IoT
devices retain only truncated blockchain metadata and perform lightweight neural network inference.
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This asymmetric design ensures real-time responsiveness at the edge without compromising system-wide
security guarantees.

Adversarial robustness studies for learning-enabled UAV systems (e.g., [97]) further demonstrate that
improving resilience to targeted and non-targeted attacks substantially increases training complexity. Adver-
sarial training involves multiple nested optimization stages, including standard model training, adversarial
example generation using gradient-based or optimization-based attacks, and subsequent retraining with
the crafted samples. This multi-stage process substantially increases training cost relative to non-defensive
models. In contrast, defensive distillation is reported to preserve inference complexity, as it does not alter
model scale and only modifies output smoothness during training.

The practicality of adversarial defenses is further constrained by the nature of UAV control tasks,
which are formulated as regression problems rather than classification. Unlike classification settings, where
attacks aim to cross discrete decision boundaries, effective attacks on control systems must induce sufficient
deviation in continuous outputs. This requirement increases the cost of attack generation and limits the speed
at which defensive models can be updated in rapidly changing environments.

Learning-based anti-jamming approaches for satellite-enabled IoT systems (e.g., [99]) introduce a
different source of complexity associated with distributed coordination and coalition dynamics. Centralized
optimization is reported to be impractical due to the rapid growth of possible coalition formations as the
number of devices increases, leading to a pronounced curse of dimensionality. To overcome this limitation,
distributed reinforcement learning and coalition formation games are employed, enabling devices to adapt
locally based on partial information.

While distributed learning significantly improves scalability and avoids centralized bottlenecks, it
introduces additional signaling and coordination overhead. Devices must exchange information related to
coalition preferences, utility gains, and network state, and convergence time increases with both network
size and the frequency of intelligent jamming strategy changes. Exact potential game formulations are used
to ensure convergence to stable coalition structures, allowing distributed solutions to achieve performance
close to centralized optimization at the expense of additional coordination cycles.

Overall, across the reviewed security-oriented studies, inference complexity during deployment is
generally lightweight and compatible with real-time operation on UAVs or edge devices. Instead, practical
feasibility is primarily constrained by offline training overhead, blockchain consensus and coordination cost,
adaptability to evolving attack strategies, and signaling complexity in distributed or coalition-based defenses.
Designing security mechanisms that balance robustness, scalability, and update efficiency under adversarial
NTN conditions therefore remains a central practical challenge.

6.4.6 Key Observations
Across the top-cited technical security papers in NTN-assisted IoT, several consistent observations

emerge:

• Deep learning is widely used for anomaly and intrusion detection, commonly relying on sequence
models (e.g., LSTM) and representation learners (e.g., autoencoders) to characterize IoT and UAV
network traffic.

• Blockchain frequently appears as a trust layer to enhance data integrity, verifiability, and resistance to
data poisoning or tampering in decentralized UAV–IoT security frameworks.

• Adversarial threats represent a practical risk for learning-enabled UAV autonomy, where small
perturbations to sensor inputs can disrupt safety-critical regression and control outputs, motivating
robustness-aware training and evaluation.
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• Security mechanisms must operate under mobility and resource constraints, as dynamic topol-
ogy, intermittent connectivity, and limited onboard computation strongly influence IDS design and
deployment feasibility.

• Learning-based anti-jamming emerges as a critical security mechanism in satellite-enabled IoT net-
works, where reinforcement learning and game-theoretic models enable adaptive and energy-efficient
defense against intelligent adversaries.

7 Thematic Analysis of Recent Optimization Trends (2025–2026)
To complement the citation-driven technical review, this section provides a brief recent-trends snapshot

based on title and abstract mining of a Scopus export (export date: 04 January 2026). The motivation is to
capture very recent developments that may not yet be reflected by citation counts, thereby broadening the
review’s coverage.

A supplementary Scopus query was conducted focusing on journal articles published between 2025
and 2026 that address UAV-, HAP-, and satellite-assisted IoT systems. The query incorporated optimization-
related terms spanning trajectory design, resource allocation, energy consumption, and security. To maintain
consistency with the technical scope of this survey, only research articles (DOCTYPE = “ar”) were retained,
and records associated with clearly unrelated application domains (e.g., steganography or domain-specific
sensing keywords) were excluded. The resulting dataset comprises 47 papers and is used exclusively for
identifying high-level research signals from titles and abstracts, rather than for detailed technical comparison
or algorithmic benchmarking.1

Among the 47 records, one paper is explicitly labeled as a survey or review in its title and is excluded from
the analysis presented here. The objective of this section is mainly to provide emerging research directions
that may be underrepresented in citation-based selection, using a metadata-driven approach. Accordingly,
the observations reported below are grounded in patterns evident from titles and abstracts across the dataset
(2025–2026 Scopus export, 47 records): The recent-trends dataset includes studies addressing optimization
in UAV-, HAP-, and satellite-assisted IoT systems, covering aspects such as trajectory planning, resource
allocation, energy management, and system security. Representative works in this dataset include [100–
104]. Additional studies further explore IoT connectivity architectures, UAV data collection strategies,
localization and inspection, and secure communication mechanisms [105–109]. Other contributions focus on
control-aware communication, digital-twin modeling, and learning-based trajectory optimization in aerial
and spaceborne IoT systems [6,110–113]. Further works investigate satellite resource management, sensing-
integrated communication, and task offloading optimization in multi-agent IoT environments [7,114–117].
Recent studies also address satellite IoT access protocols, UAV trajectory planning, and distributed computa-
tion across satellite networks [9,14,118–120]. Additional research explores grant-free access, UAV clustering,
energy-efficient multi-UAV sensing, and RIS-assisted communication frameworks [121–125]. Other works
investigate marine IoT systems, heterogeneous network optimization, and energy-efficient RIS-assisted
UAV communication [17,126–129]. Further studies explore machine-learning-based power control, privacy-
preserving distributed learning, and energy-aware UAV deployment strategies [130–134]. Recent works also
examine satellite beam scheduling, RIS-assisted NOMA transmission, and traffic prediction [8,135,136].
Additional studies investigate UAV-enabled multimedia delivery and security mechanisms [137–140].

1The exact Scopus query used for the recent-trends snapshot was: KEY(uav OR HAP OR satellite AND IoT AND trajectory OR security OR
“resource allocation” OR “energy consumption”) AND PUBYEAR > 2024 AND PUBYEAR < 2027 AND TITLE(UAV OR drone OR HAP OR
satellite AND IoT OR “Internet of Things”) AND (LIMIT-TO(DOCTYPE,“ar”)) AND (EXCLUDE(EXACTKEYWORD,“Steganography”) OR
EXCLUDE(EXACTKEYWORD,“%moisture”) OR EXCLUDE(EXACTKEYWORD,“% Reductions”)).
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The literature from 2025 and 2026 reveals a gradual paradigm shift toward more comprehensive
cross-layer optimization frameworks. As such, contemporary research emphasizes the interdependence of
mobility, energy, and security.

7.1 Trajectory Planning: AoI-Centric and Robust Mobility Control
Current research on trajectory has increasingly formulated mobility control as a multi-objective

optimization problem. Rather than treating objectives in isolation, more recent approaches jointly address
timeliness, feasibility constraints, and service goals. For instance, AoI-centric formulations embed data fresh-
ness directly into the mobility objective, showing that trajectory optimization is needed to achieve timely
data delivery. To ensure that these complex control problems remain tractable in dynamic environments,
researchers increasingly employ iterative learning-assisted algorithms, such as decomposing mixed-integer
nonlinear programming into time-scheduling and path-planning subproblems solved via successive convex
approximation and hierarchical asynchronous A3C modules.

Multi-objective DRL has enabled the explicit characterization of trade-offs between operational effi-
ciency and service quality within a unified control policy. In addition to these goals, energy management
continues to act as a primary constraint, particularly in data-intensive collection and offloading scenarios
where battery station re-entry must be strategically planned within the mission trajectory. Finally, there is a
growing trend toward integrating localization uncertainty into trajectory design, moving beyond idealized
assumptions of perfect state information toward more robust joint estimation–control formulations.

7.2 Resource Allocation: Scalability and Beam Agility under Dynamics
Recent literature in resource allocation emphasizes the need for realistic access modeling, especially

considering practical challenges such as intermittent visibility and bursty IoT traffic. On the infrastructure
side, multibeam management and physical-layer scheduling remain primary mechanisms for aligning
satellite resources with heterogeneous traffic demands. These strategies rely on beam- and channel-aware
control mechanisms designed to minimize transmit power while satisfying the specific traffic demands of
LEO-based IoT users.

With regard to channel access, the focus is primarily toward scalability. Deep neural network-assisted
random access protocols are being developed to mitigate collisions arising from sporadic, large-scale
transmissions characteristic of massive IoT (mIoT) networks. Similarly, the integration of grant-free access
with beam-hopping designs addresses the need for scalable connectivity during the brief contact windows of
non-terrestrial platforms. In parallel, UAV-assisted edge computing continues to prioritize scheduling and
delay-aware resource allocation, often utilizing Lyapunov optimization to manage task backlogs and energy
consumption in the face of unpredictable task arrivals.

7.3 Energy Utilization: Sustainable and Cross-Layer Efficiency
Energy efficiency is observed to be a core component of studied cross-layer frameworks rather

than a standalone minimization objective. In UAV-assisted MEC systems, energy-aware designs jointly
optimize computation, communication, and mobility, especially under renewable power constraints such
as solar-powered harvesting. A similar observation is evident in satellite transmission, where power usage
is integrated with link-layer control, utilizing Lyapunov drift-plus-penalty frameworks to ensure control
stability while minimizing long-term transmission energy.

The emergence of RIS assisted UAV-enabled IoT further expands this design space by coupling
trajectory planning with passive surface configuration and active power control. Moreover, multi-objective
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UAV–MEC formulations have begun to explicitly characterize tunable trade-offs between energy consump-
tion and system performance, using adaptive learning frameworks to optimize long-term sustainability.
Finally, energy awareness has extended into security-oriented designs, indicating that lightweight cryp-
tographic mechanisms are now treated as co-design variables to extend the operational endurance of
resource-constrained drones.

7.4 Security: Decentralized Trust and Secrecy-Oriented Design
Security strategies are evolving to align with aerial platform-specific dynamics, particularly addressing

vulnerabilities associated with frequent handovers and broadcast exposure. To mitigate trust risks induced
by high mobility, decentralized authentication frameworks have been tailored for satellite IoT to secure
handover procedures. This protection focus extends to the network edge, where privacy-preserving learning
techniques in UAV-enabled IoT mitigate potential privacy breaches during mobile data aggregation.

At the physical layer, secrecy-oriented optimization remains a critical defense against eavesdropping
in wide-area coverage scenarios. Recent approaches utilize successive convex approximation (SCA) and
hypograph theory to optimize UAV trajectories specifically for enhancing Physical Layer Security (PLS).
Collectively, these developments indicate that mobility control now functions not only as a performance
mechanism but also as an explicit security-enhancing degree of freedom in NTN–IoT systems.

8 Lessons and Insights
This section synthesizes the key insights derived from the reviewed literature across the four opti-

mization themes: trajectory planning, resource allocation, energy utilization, and security. We highlight
overarching trends, methodological patterns, and critical observations that recur throughout ML-driven
NTN-assisted IoT research.

8.1 Trajectory Planning
A central lesson from the trajectory planning literature is that conventional approaches, typically

static optimization, geometric heuristics, or problem-specific rule-based designs, are inadequate for highly
dynamic NTN-assisted IoT environments. Many applications, especially those involving time-sensitive
data collection, require minimizing freshness-related metrics such as the AoI. In such settings, static or
purely model-based optimization often struggles with scalability, time-varying channels, heterogeneous QoS
requirements, and unpredictable mobility patterns.

RL, particularly DRL-based methods, therefore emerges as a natural fit. Offline-trained DQN or DDQN
models can offer strong performance in relatively stable environments where accurate transition models or
representative datasets are available. However, online learning is often necessary to adapt to changing traffic
loads, user distributions, and environmental conditions. Actor–critic algorithms such as DDPG, TD3, and
SAC are especially well-suited to continuous state–action spaces and high-dimensional trajectory control.

A recurring insight is that trajectory optimization is rarely a single-objective problem. In many UAV-
assisted IoT scenarios, the objective is to jointly optimize AoI, mission time, coverage, throughput, or
reliability while remaining within strict energy and flight-time budgets. Joint AoI–energy formulations, in
particular, remain a core challenge, as they require navigating large, correlated state spaces and carefully
balancing short-term gains against long-term sustainability.

DRL-based solutions demonstrate strong adaptability, but their performance hinges on accurate state
representations, reward design, and training stability. Poorly shaped rewards or incomplete state modeling
can lead to unstable policies, suboptimal trajectories, or inefficient exploration. Another lesson is the
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importance of realistic system modeling: simplified mobility, channel, or energy models may yield elegant
formulations but can limit the practical relevance of learned policies when deployed in real NTN-assisted
IoT environments.

8.2 Resource Allocation
In resource allocation, the dominant lesson is that jointly optimizing communication, computation, and

scheduling in NTN-assisted IoT leads to intrinsically high-dimensional and sometimes complex decision
spaces. Many problems are naturally expressed as mixed-integer nonlinear programming (MINLP) formula-
tions, which are difficult to solve optimally at scale, particularly under fast dynamics and partial observability.

Consequently, learning-based methods, especially RL, DRL, and MARL, have become central for
handling dynamic and uncertain resource allocation scenarios. DRL agents can learn to adapt bandwidth,
power, user association, and offloading decisions to time-varying channel conditions, traffic patterns, and
mobility. Hybrid approaches that combine ML-based prediction (e.g., of user distribution or demand) with
convex optimization or heuristics often strike a useful balance between tractability and performance.

A key insight is that resource allocation cannot be treated in isolation. In UAV-assisted MEC, for
example, trajectory decisions determine link qualities and coverage, which in turn affect feasible offloading
strategies, latency, and energy consumption. Fairness considerations also emerge frequently, as naive
throughput-maximizing strategies tend to starve users with poor channel conditions or disadvantaged loca-
tions. Many top-cited works therefore introduce fairness-aware or QoS-constrained formulations, leading to
multi-objective or constrained RL settings.

Another important lesson is that distributed and multi-agent approaches are increasingly necessary. As
networks scale and incorporate multiple UAVs, HAPs, and satellite nodes, centralized resource controllers
become bottlenecks or single points of failure. MARL and decentralized decision-making frameworks
help distribute control, but they also introduce new challenges in convergence, coordination overhead,
and stability.

8.3 Energy Utilization
For energy utilization, the literature consistently shows that UAV flight energy dominates the overall

consumption profile in NTN-assisted IoT, overshadowing communication energy in many scenarios. A key
lesson is that realistic propulsion models, capturing hover power, acceleration, velocity–power trade-offs,
and platform-specific dynamics, are indispensable for meaningful optimization. Many highly cited studies
demonstrate that ignoring propulsion costs or adopting overly simplified models can lead to policies that
look efficient in simulation but may be operationally challenging in real deployments.

DRL-based scheduling and trajectory control offer substantial improvements in energy efficiency,
particularly under dynamic traffic and topology conditions. Multi-objective RL formulations allow UAVs and
edge nodes to jointly balance energy, latency, AoI, throughput, and reliability constraints through carefully
designed reward functions. However, as in trajectory planning, the quality of results depends strongly on
environmental modeling accuracy, state representation, and reward shaping.

Another recurring insight is the importance of accurate energy harvesting (EH) and wireless power
transfer (WPT) models. Non-linear EH behavior, environmental influences (e.g., solar irradiance, RF
density), and hardware limitations can significantly affect achievable performance. Studies that explicitly
incorporate these non-linearities tend to reveal more nuanced trade-offs between harvested energy, hovering
duration, mission time, and charging schedules.
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In multi-tier architectures such as SAGINs, UAVs may act simultaneously as data collectors and wireless
energy transmitters. Optimal scheduling must then decide not only when and where UAVs collect data,
but also when they recharge devices or relay tasks to MEC servers and satellites. RL-based solutions are
particularly promising here, as they can adapt to evolving network conditions and energy states across tiers.

8.4 Security
Security is increasingly recognized as a foundational requirement for reliable NTN-assisted IoT oper-

ation. A major lesson is that FL is emerging as a key paradigm for privacy-preserving security analytics. FL
enables distributed training of intrusion detection and anomaly detection models across UAVs, satellites,
and edge devices without exposing raw data, making it well-suited to privacy-sensitive and regulation-
constrained environments.

Blockchain technologies complement FL by providing tamper-resistant, decentralized trust mecha-
nisms, particularly for authentication, identity management, and secure logging in Internet of Drones (IoD)
and SAGIN scenarios. Hybrid architectures combining blockchain, MEC, and FL have begun to appear as
promising solutions for low-latency, high-trust intrusion detection and access control.

A critical lesson concerns the vulnerability of ML models themselves. Deep neural architectures used
for intrusion detection, traffic classification, or routing decisions are susceptible to adversarial attacks,
data poisoning, and evasion strategies. While defense mechanisms such as adversarial training, defensive
distillation, and anomaly-aware regularization can improve robustness, lightweight and computationally
efficient defenses tailored to resource-constrained UAV and IoT devices are largely lacking.

Finally, security frameworks must explicitly address mobility-induced vulnerabilities. Frequent topol-
ogy changes, intermittent links, handovers, and decentralized routing make secure communication more
challenging than in static terrestrial networks. Authentication, key management, and intrusion detection
must operate reliably despite dynamic connectivity and heterogeneous link qualities, motivating further
work on mobility-aware and context-aware security models.

8.5 Intelligence Architectures
From the reviewed works, machine learning–assisted NTN-IoT systems can be categorized based

on how intelligence and learning operate across the network. As illustrated in Fig. 13, three fundamental
intelligence architectures largely characterize this domain: (i) centralized intelligence, where data and
decision-making are concentrated at a central controller (e.g., a ground station); (ii) distributed intelligence,
enabled by multi-agent deep reinforcement learning for local coordination among aerial or space nodes;
and (iii) decentralized intelligence, where federated learning, optionally combined with blockchain, supports
privacy-preserving and trust-aware model training across heterogeneous NTN-IoT entities.

8.6 Design Guidelines
Across the reviewed NTN-assisted IoT systems, a consistent design principle is to align the optimization

methodology with time-varying system dynamics and the degree of coupling among decisions. When
task arrivals, wireless channels, or network topology exhibit non-stationary dynamics, static or single-
stage optimization methods become inadequate. Adaptive sequential policies based on RL are therefore
preferred for real-time offloading and scheduling [81,83,90,92]. A closely related design implication is that
combinatorial complexity and nonconvexity should be deliberately shifted away from the execution phase
and handled during offline learning or structured decomposition, allowing high-complexity subproblems
such as visit-order selection or trajectory planning to be incorporated into the training phase while online
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operation is reduced to fast policy inference [56,69]. When partial decoupling between decision variables
is possible, hybrid designs further improve practicality by separating discrete and continuous components,
for example by fixing association or offloading indicators and solving the resulting continuous resource
allocation via convex optimization or Lagrangian methods, so that hard constraints are enforced analytically
while learning is reserved for the discrete decision space [86]. In latency-critical MEC scenarios, this logic
naturally leads to modular architectures that combine clustering or heuristic preprocessing with lightweight
neural decision modules, avoiding fully end-to-end DRL formulations whose retraining cost and inference
latency may be incompatible with real-time operation [82].

Figure 13: Evolution of intelligence architectures in ML-enabled NTN-IoT systems, from centralized DRL to dis-
tributed multi-agent DRL and decentralized federated learning with optional blockchain support.

Beyond algorithmic frameworks, system-level considerations related to scalability, and adversarial con-
ditions are fundamental in practical deployments. In multi-UAV or large-scale NTN settings, decentralized
or multi-agent control is essential to avoid centralized bottlenecks; however, the resulting non-stationarity
during learning increases training complexity, motivating centralized training with decentralized execution
as a pragmatic compromise between coordination efficiency and scalability [72,84]. Energy-aware designs
further demonstrate that optimizing a single performance metric is insufficient in practice, since several
metrics, UAV and environmental parameters, like throughput, harvested energy, propulsion power, and
device energy consumption are sometimes tightly coupled, requiring multi-objective formulations or explicit
energy-risk modeling to prevent policies that maximize average reward while violating endurance or
stability constraints [92,94]. Finally, in security-sensitive NTN–IoT environments, robustness and trust
must be incorporated into the control and optimization framework from the outset, as adaptive game-
theoretic and learning-based countermeasures against intelligent jamming introduce additional signaling
and computational overhead, and blockchain-enabled protection mechanisms expose explicit security–
latency trade-offs that must be carefully managed through techniques such as lightweight verification or
off-chain processing to preserve deployability [96–99]. A summary of the design guidelines derived from
these studies is provided in Fig. 14.
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System Design Principles Inferred from the Reviewed NTN–IoT Studies

� Dynamic Adaptation: When task arrivals, mobility, or channel conditions evolve over time,
formulate NTN–IoT control problems as sequential decision processes over discrete time slots and
employ adaptive policies that map observed system states directly to actions.

� Computational Offloading to Training: For NP-hard or mixed-integer nonconvex problems such
as joint trajectory planning, relegate combinatorial complexity to offline training or structured
learning phases, enabling lightweight real-time deployment through fast policy inference.

� Hybrid Decomposition: Where problem structure permits, decompose coupled optimization
problems by fixing discrete association or offloading decisions and solving the resulting convex
subproblems analytically, while reserving learning-based methods for the intractable discrete com-
ponents.

� Latency-Aware Design: In runtime-sensitive MEC settings, prioritize modular optimization
pipelines–such as clustering or heuristic preprocessing followed by neural network decision models,
to bound inference latency and avoid end-to-end DRL with prohibitive state dimensionality.

� Scalable Coordination: For multi-UAV or large-scale NTN deployments, adopt centralized train-
ing with decentralized execution (CTDE) to maintain coordination during learning while allowing
agents to operate autonomously on local observations at runtime.

� Multi-Objective Energy Management: Model energy as a coupled, multi-objective constraint
encompassing propulsion, communication, computation, and harvesting, and design tunable control
policies that explicitly balance delay, throughput, and energy expenditure.

� Adversarial Resilience: In contested or interference-prone environments, embed robustness di-
rectly into the control layer by explicitly modeling adversarial behavior and designing adaptive
policies that respond to jamming or perturbations.

� Security Feasibility: Integrate security mechanisms such as intrusion detection and trust manage-
ment with explicit consideration of computational and signaling overhead, using decentralized or
lightweight verification to preserve real-time feasibility.

Figure 14: Representative design principles for ML-enabled NTN-assisted IoT systems, derived from influential studies
across trajectory, resource allocation, energy, and security optimization aspects.

8.7 Summary
Across all themes, several overarching lessons emerge:

• ML-driven optimization—especially DRL and MARL, is central to handling the dynamic, high-
dimensional, and uncertain nature of NTN-assisted IoT systems.

• Multi-objective formulations dominate the literature, reflecting the interdependence of trajectory,
energy, communication, and security constraints rather than isolated single-metric optimization.

• UAV-centric research remains dominant, but broader and more systematic integration of HAPs and
satellites is needed to achieve globally optimized and scalable NTN-assisted IoT ecosystems.

• Distributed intelligence (e.g., FL, MARL) is increasingly essential for large-scale, heterogeneous, and
privacy-sensitive deployments, where centralized control is infeasible or undesirable.

• Robustness and reliability under adversarial or stochastic environments remain comparatively less
explored than performance-centric optimization, highlighting the need for algorithms that jointly
optimize efficiency, stability, and security.

These lessons collectively motivate the research opportunities outlined in Section 9.
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9 Future Directions
Although significant progress has been made in machine learning–enabled NTN-assisted IoT, several

important gaps and emerging opportunities remain. The lessons in Section 8 highlight clear trends toward
multi-objective optimization, distributed learning, security robustness, and cross-layer design. This section
outlines future research avenues that build on these insights while incorporating emerging directions in NTN
research. Fig. 15 provides a high-level illustration on how some of the discussed aspects converge toward
resilient, secure, and sustainable intelligence across integrated space–air–ground NTN-IoT architectures.

Figure 15: A roadmap toward resilient 6G-era NTN-IoT connectivity, detailing the transition from performance-
centric optimization to sustainable, secure, and fully integrated space-air-ground architectures.

9.1 Trajectory Planning
Trajectory planning remains a challenging problem due to environmental uncertainty, user mobility,

and limited energy budgets. Several promising avenues for future research include:

• Distributed and federated learning for trajectory optimization. While many existing studies rely on
centralized training, privacy-preserving learning strategies are expected to play a crucial role in multi-
UAV-assisted IoT systems, particularly for trajectory optimization. Recent work on decentralized FL for
NTN-assisted IoT [11,141] indicates that this direction has significant potential for future research.

• Joint trajectory design across SAGIN layers. In integrated space–air–ground networks, such as those
involving LEO satellites in marine environments, connectivity challenges arise due to Earth’s curvature,
which causes coverage gaps and hinders continuous communication for marine IoT devices [11].
Future research could investigate coordinated trajectory optimization involving satellites, high-altitude
platforms, and UAVs, especially considering the interactions among different network tiers. For
example, satellites can provide global situational awareness of terrestrial and maritime networks, which
may assist UAV trajectory planning in both marine and terrestrial-based applications. This cross-tier
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interaction is conceptually illustrated in Fig. 15, where satellite-level situational awareness informs aerial
mobility decisions.

• Obstacle- and environment-aware planning. Many trajectory models neglect realistic factors such as
3D urban blockages, wind dynamics, or air-traffic constraints. Incorporating physics-aware models and
real-time environmental sensing into RL-based frameworks is necessary for safe deployment.

• Multi-UAV cooperation at scale. Existing MARL approaches often struggle with convergence, reward
design, or communication overhead as the fleet size increases. Scalable MARL architectures, emergent-
behavior learning, and attention-based multi-agent policies remain open problems.

• Cross-layer trajectory optimization. Future system designs will increasingly require joint optimization
across multiple layers, given the broad range of technologies and performance considerations involved.
These include mmWave and THz communications along with their beamforming strategies, integrated
sensing and communication, reconfigurable intelligent surfaces, wireless power transfer, computation
offloading, and physical-layer security. Moreover, key network objectives, such as AoI, energy consump-
tion, user association, spectrum and bandwidth allocation, collision avoidance, and secrecy rate, must
also be jointly incorporated into trajectory optimization frameworks.

9.2 Resource Allocation
Resource allocation challenges will intensify as NTNs support a growing number of devices, more

heterogeneous mission profiles, and more stringent latency constraints.

• Context-aware allocation via predictive learning. Integrating mobility prediction, traffic forecasting,
and user-behavior modeling into resource allocation policies remains an open opportunity. Algorithms
such as LSTM and their variants can be leveraged for predictions useful for resource allocation
applications.

• Cross-domain resource optimization in SAGIN. Resource allocation must extend beyond UAV-only
systems to incorporate satellites, HAPs, and terrestrial edge servers. Multi-tier resource sharing and
cross-layer optimization represent a major challenge for 6G NTNs.

• Robust RL for adversarial environments. Current DRL-based allocation methods are vulnerable to
jamming, spoofing, and data poisoning. Robust RL, risk-sensitive optimization, and secure model
updates are essential for practical deployment.

• Ultra-low-latency and reliability constraints. URLLC applications require resource allocation strate-
gies capable of meeting strict delay, jitter, and reliability targets while managing UAV mobility and
device heterogeneity.

• Fairness-aware and priority-aware allocation. As devices become more heterogeneous and mission
priorities diverge, fairness-aware or priority-aware allocation policies are required to prevent resource
starvation in dense IoT networks.

9.3 Energy Utilization
Sustainable NTN-assisted IoT operation requires more realistic modeling, renewable energy integra-

tion, and robust scheduling.

• Sustainable NTN operation via energy harvesting EH and wireless power transfer WPT. Solar-
powered UAVs, satellite-assisted WPT, and multi-source EH systems will enable longer missions.
Realistic non-linear EH models must be integrated into DRL-based policies to ensure reliable perfor-
mance.
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• Joint energy–communication–computation optimization. Future frameworks should leverage the
collective experience of multiple agents to minimize energy wastage, particularly in networks that incor-
porate energy transfer mechanisms [142]. In addition, future work should examine energy optimization
in relation to trajectory planning, computation offloading, and energy budgeting across multi-UAV
networks, especially in the context of emerging technologies such as VTOL platforms and the Internet
of Vehicles. Promising research directions include learning-based decision-making methods such
as hierarchical RL and multi-armed bandit formulations; energy-supply and harvesting techniques
such as cooperative charging, laser-charged UAVs, and SWIPT; and advanced communication and
resource-management schemes, including bandwidth allocation, covert communication, and NOMA.

• Reliability- and risk-aware energy management. Energy-depleted nodes or UAVs can introduce
catastrophic failure risks. Risk-aware or safe RL approaches should be explored to maintain mission
feasibility under uncertain energy states.

• Cooperative and distributed energy routing. Multi-UAV systems will benefit from energy sharing,
coordinated charging, and distributed energy-routing protocols between UAVs and mobile charg-
ing nodes.

• Energy-aware MEC and satellite-computing integration. As computation is increasingly offloaded
to edge UAVs or LEO satellites, energy-aware task partitioning becomes a key design consideration in
NTN-assisted IoT systems.

9.4 Security
Security will remain a central challenge as NTNs become more pervasive, globally scalable, and data-

intensive.

• Federated, decentralized, and privacy-preserving security analytics. Distributed malicious-traffic
detection using FL [143], as well as learning mechanisms with strong data-modeling and feature-
extraction capabilities, such as hypergraph neural networks, can be leveraged to detect malicious activity
in NTN-assisted IoT systems. These approaches are particularly promising for complex environments
involving multi-UAV cooperation and UAV swarms.

• Adversarial robustness for ML models. Many deep-learning-based IDS and authentication models are
vulnerable to evasion and poisoning attacks. Lightweight adversarial defenses suitable for low-power
devices remain relatively unexplored.

• Secure cooperative autonomy. In multi-UAV or SAGIN architectures, compromised nodes can mislead
cooperative learning processes. Trust-aware MARL and secure consensus mechanisms are therefore
essential to ensure reliable coordination and constitute important directions for further investigation.

• Blockchain-enhanced trust and compliance. Blockchain can strengthen accountability, identity man-
agement, and secure logging across mobile IoT and IoD-enabled NTN systems, but must be adapted
stringent network latency constraints. constraints.

• Integrated security and optimization. Future NTNs must co-optimize communication, mobility, and
security. Secure trajectory planning, secure offloading, and secure resource allocation are fundamentally
cross-layer problems. Security challenges increasingly span multiple NTN tiers in integrated space–air–
ground architectures (Fig. 15) and must be addressed jointly with mobility and resource optimization.

9.5 Summary
Overall, the future of ML-driven NTN-assisted IoT research will depend on integrating intelligence

across space–air–ground layers while maintaining efficiency, robustness, and trust. Progress will require
new learning paradigms, scalable multi-agent coordination, resilience under adversarial conditions, and
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energy-sustainable network design. These directions offer a roadmap toward resilient, secure, and adaptive
NTN-enabled IoT ecosystems as we move toward 6G and beyond.

10 Conclusion
NTNs have emerged as a critical pillar of next-generation connectivity, enabling large-scale, resilient,

and intelligent IoT deployments across diverse environments. As UAVs, HAPs, and satellite systems become
increasingly integrated with terrestrial infrastructures, ML plays a central role in addressing the complex
optimization challenges inherent to these multi-tier ecosystems.

This paper presented a comprehensive, optimization-centric review of ML-driven NTN-assisted IoT,
focusing on four key themes that consistently shape the optimization problem space: trajectory planning,
resource allocation, energy utilization, and security. Using a structured methodology grounded in biblio-
metric analysis, thematic clustering, and targeted review of top-cited contributions, we synthesized existing
knowledge and clarified how ML advances autonomous decision-making across dynamic and heterogeneous
NTN-assisted IoT environments.

The research landscape analysis and taxonomy revealed strong methodological trends, particularly
the dominance of deep reinforcement learning, the growing importance of multi-agent intelligence, and
the emergence of distributed learning frameworks such as federated learning. The top-cited review further
highlighted the centrality of multi-objective optimization, the interdependence of mobility, computation,
and communication constraints, and the increasing relevance of security considerations as NTNs become
more deeply embedded in critical IoT infrastructures.

Our lessons and future directions emphasize the need for more realistic modeling, broader integration
of satellite and HAP components, robustness against adversarial conditions, and energy-aware autonomy. As
NTNs evolve toward 6G and beyond, unified optimization frameworks that span trajectory design, resource
management, energy sustainability, and security will be essential for achieving global-scale, trustworthy, and
resilient connectivity.

Overall, this survey provides a structured roadmap for researchers and practitioners working on
intelligent NTN-assisted IoT systems. By consolidating existing knowledge and identifying promising
avenues for further exploration, we aim to support the development of the next generation of adaptive, secure,
and energy-efficient non-terrestrial networks.
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