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ABSTRACT: Many machine learning–based Android malware detection often suffers from concept drift, where
models trained on historical data fail to generalize to evolving threats. This paper proposes SCAN (Structural Clustering
with Adaptive thresholds for iNtelligent Android malware detection), a hybrid intelligent framework designed to
mitigate concept drift without retraining. SCAN integrates Gaussian Mixture Models (GMMs)-based clustering with
cluster-wise adaptive thresholding and supervised classifiers tailored to each cluster. A key challenge in clustering-
based malware detection is cluster-wise class imbalance, where clusters contain disproportionate distributions of
benign and malicious samples. SCAN addresses this issue through adaptive thresholding, which dynamically adjusts
the decision boundary of each cluster according to its malicious-to-benign ratio. In the final training stage, four
supervised learning algorithms—Random Forest (RF), Support Vector Machine (SVM), k-NN, and XGBoost—are
applied within the GMM-defined clusters. We train SCAN on Android applications collected from 2014–2017 and
test it with applications from 2018–2023. Experimental results demonstrate that SCAN combined with RF consistently
achieves superior performance, with both average accuracy and average F1-score exceeding 91%. These findings confirm
SCAN’s robustness to concept drift and highlight its potential as a sustainable and intelligent solution for long-term
Android malware detection in the real world.

KEYWORDS: Android malware detection; concept drift; intelligent hybrid framework; gaussian mixture model
(GMM); class imbalance; adaptive thresholding

1 Introduction
According to recent statistics from Comparitech [1], approximately 33.3 million malware targeted

Android devices in 2024. In particular, mobile banking Trojans raised significant concerns, increasing
by 196% to 1.24 million in 2024. These applications pose significant threats to user safety by engaging
in harmful behaviors such as stealing sensitive data, increasing privileges without user permission, and
generating fraudulent advertisements [2–4]. Given that Android dominates the global mobile market, the
rapid proliferation of such threats underscores the urgent need to develop effective and sustainable malicious
app detection technologies.

Existing research on Android malware detection primarily relies on two categories of features: static and
dynamic. Static features, which include API calls, permissions, opcodes, and control flow graphs (CFGs), are
widely adopted due to their ease of extraction and suitability for large-scale analysis. Foundational studies
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have established the baseline effectiveness of combining API calls and permissions for robust detection [5,6].
To address the high dimensionality inherent in these features—such as the presence of thousands of distinct
API calls—subsequent research has employed feature selection algorithms ranging from statistical scoring
to Reinforcement Learning (RL) [7–10]. More recently, complex architectures such as graph neural networks
(GNNs) and Stacked Networks have been introduced to capture the semantic relationships between static
features, rather than treating them as isolated data points [11–13]. In contrast, dynamic features rely on
runtime behavioral data, such as system call traces and network activity. While these approaches enable
in-depth analysis, they are computationally expensive, often requiring resource-intensive sandboxing or
dedicated execution environments. Consequently, this paper focuses on static API calls, as they offer a
high-level abstraction of app functionality that balances detection capability with the efficiency required for
practical deployment.

Meanwhile, a fundamental challenge, concept drift, undermines the long-term effectiveness of Android
malware detection using machine learning. The evolving Android ecosystem, which is characterized by
frequent changes in API calls, applications’ behaviors, and security updates, causes previously learned
models to become obsolete. This phenomenon, commonly known as ‘concept drift’, leads to continuous and
measurable decreases in the performance of detection techniques over time [14–17]. In particular, API call-
based detection models can be vulnerable to this issue, as the evolution of malware behaviors and the sheer
volume of features can lead to rapid performance degradation [6,9,11]. To mitigate the concept drift problem,
several studies have proposed periodic retraining strategies [14–17].

To address the challenge of concept drift in Android malware detection, we propose an intelligent hybrid
malware detection framework, termed SCAN (Structural Clustering with Adaptive thresholds for iNtelligent
Android malware detection). SCAN combines an unsupervised clustering approach based on Gaussian
mixture models (GMMs) and an adaptive thresholding method with supervised learning algorithms tailored
for each cluster. The supervised classifiers used in our framework include Support Vector Machines (SVM),
Random Forests (RF), k-Nearest Neighbors (k-NN) and XGBoost. Notably, SCAN is designed to operate
without the need for retraining, making it highly practical for real-world deployments.

During training, SCAN first determines the optimal number of clusters using a data-driven model
selection strategy based on the Akaike information criterion (AIC). Using Android applications collected
between 2014 and 2017, our framework then applies GMM-based clustering to group behaviorally similar
applications into a fixed number of clusters. This clustering stage does not require labeled data, as the GMM
captures the latent structure of the application behaviors based solely on API call features. By modeling the
distribution of the training data in this way, SCAN enhances its robustness to temporal shifts and evolving
malware characteristics.

This clustering-based malware detection can cause another problem called class imbalance. The class
imbalance comes from the varying ratios of benign and malicious applications across different clusters. This
cluster-wise imbalance affects global decision boundaries and degrades the performance of detection models.
Recent research has prioritized addressing this disparity through various imbalance-aware techniques.
Several studies have reviewed the landscape of resampling approaches and their necessity in the malware
domain [18–20]. From an architectural perspective, researchers have proposed advanced mechanisms
such as dynamic classifier selection and imbalanced heterogeneous graph embeddings to robustly learn
from skewed data [21,22]. Furthermore, methodological innovations have focused on clustering-based
resampling strategies—such as hybrid clustering and rotation-based oversampling—to synthetically balance
class distributions prior to training [23–25].
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To address cluster-wise class imbalance, SCAN introduces an adaptive thresholding method. Each
cluster adaptively adjusts its decision threshold based on the proportion of malicious samples within the
cluster, allowing for more balanced and context-aware detection performance.

In the final stage of the learning process, a supervised classifier is trained for each cluster to distinguish
between benign and malicious applications. During testing, Android applications from 2018 to 2023 are first
assigned to the most appropriate cluster using the trained GMM, and then classified using the corresponding
cluster-specific supervised model. This design allows SCAN to preserve a consistent latent feature structure
over time, thereby mitigating the effects of concept drift and maintaining stable detection performance across
evolving malware distributions. Experimental results show that SCAN combined with RF achieves the best
performance, with both average accuracy and average F1-score exceeding 91%.

This study makes the following key contributions:

• Intelligent Hybrid Detection Framework: SCAN integrates GMM-based clustering with supervised
learning to capture evolving behaviors, mitigating the effects of concept drift without retraining.

• Cluster-Wise Adaptive Thresholding: SCAN introduces an automatic threshold adjustment mecha-
nism that dynamically calibrates decision boundaries, improving robustness against class imbalance and
enhancing detection reliability.

• Longitudinal Real-World Evaluation: A six-year empirical evaluation from 2018 to 2023 shows that
SCAN remains accurate, stable, and effective under real-world distributional changes caused by evolving
Android malware.

The remainder of this paper is structured as follows. Section 2 reviews related work. Section 3 describes
the datasets used in this study and defines the problem. Section 4 presents the proposed method. Section 5
reports the experimental results and performance evaluation. Section 6 discusses the findings and limitations
of the study. Finally, Section 7 concludes the paper and outlines directions for future work.

2 Related Work

2.1 Studies Using Static Features
Static features, such as API calls, permissions, and manifest metadata, have been widely used in Android

malware detection due to their accessibility and computational efficiency. These features are foundational
in both traditional machine learning models and more recent deep learning-based approaches [26–28].
For instance, Cho et al. [29] utilized API-level and permission-based features to construct lightweight
detection models. Although such static representations are effective in capturing known behavioral patterns,
their reliability is based on the assumption that feature distributions remain stable over time. In reality,
Android malware continues to evolve, and recent work has identified temporal shifts in behavior, called
concept drift, that degrade the performance of models trained on outdated data [30–33]. This underscores
a more fundamental challenge: building detection systems that can maintain accuracy despite long-term
distributional changes in the malware ecosystem.

2.2 Studies Assessing Concept Drift
The behavioral characteristics of Android malware are known to evolve, often causing discrepancies

between the distributions of training data and those encountered during real-world deployment. To address
this concept drift problem, previous studies have suggested retraining or continual learning frameworks that
gradually update the classifier as new data becomes available [14–17]. However, these approaches frequently
suffer from practical limitations, including the need for ongoing data labeling, increased computational
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overhead, and added complexity in managing model versions over time. Park et al. [34] proposed a two-
stage model to enhance the sustainability of Android malware detection model by combining Android
SDK version and API freqeuncies as features and making the mode robust from temporal shift. Moreover,
although many prior works acknowledge the existence of temporal shift, few have explicitly segmented test
data by time (e.g., by year) or attempted to assess its effect on detection performance in a structured manner.
As a result, evaluating the influence of concept drift on detection-based structure and controlling concept
drift remains a significant challenge in long-term malicious application detection studies.

2.3 Studies Applying Clustering Methods
Some studies have explored unsupervised clustering to mitigate concept drift in Android malware

detection or binary classification problems. These approaches aim to capture latent structures in the
feature space, thereby grouping applications with similar characteristics prior to classification. For instance,
researchers have utilized clustering to identify malware families or mine malicious payloads without relying
on labeled data [35,36]. Furthermore, recent methodological advances have integrated clustering into the
resampling process to address data disparity. Techniques such as hybrid clustering strategies [23], clustering-
based rotation oversampling (CARBO) [24], and cluster-based reduced noise SMOTE [25] demonstrate that
grouping data points prior to classification can effectively define safe regions for synthetic sample generation.

Eslamnejad et al. [37] employed unsupervised techniques, including DBSCAN and Local Outlier Factor
(LOF), as defense mechanisms in federated learning-based Android malware detection. The clustering meth-
ods are used to identify anomalous or suspicious client updates caused by label-flipping attacks. Although
clustering methods have been leveraged to address distributional variance, the issue of class imbalance
within individual clusters has largely remained unaddressed. This gap limits the effectiveness of cluster-
specific models, particularly in scenarios where the prevalence of malicious samples varies significantly
across regions of the feature space.

2.4 Studies Assessing Class Imbalance
Although various methods have addressed class imbalance through sampling or cost-sensitive learning,

threshold adjustment remains an underexplored strategy in Android malware detection [38]. Although
classification models typically rely on global thresholds, little attention has been paid to adjusting decision
boundaries in response to local distributions, such as those induced by clustering. This oversight may limit
the effectiveness of detection models in handling imbalanced clusters, especially under distributional shifts.

Together, these limitations suggest that Android malware detection remains fundamentally challenged
by two concurrent factors: the temporal evolution of malicious behaviors and the structural imbalance in
data distribution.

3 Datasets and Problem Description

3.1 Datasets
In this study, data sets of 76,000 Android applications were collected between 2014 and 2023 from the

AndroZoo repository [39,40]. The data sets consist of an equal number of benign and malicious samples.
Feature extracted through static analysis, where each APK file was decompiled and relevant API information
was retrieved. Among many API calls used in applications, we select 1848 API calls for features as in previous
studies [29,41,42].

The data sets were divided into training and test datasets based on a specific year range, as shown
in Table 1. The training set is used to classify itself into groups based on the GMM and train cluster-wise
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supervised learning classification algorithms, while the test set is used to evaluate the performance of the
trained model over years. Each data includes the APK filename (apkname), a class label indicating whether
the app is benign (0) or malicious (1), the year of collection specified by AndroZoo, and feature values
corresponding to 1848 API calls.

Table 1: Training and test datasets.

Category Year Range Purpose

Training Data 2014–2017 Hybrid model learning with GMM clustering and
cluster-wise supervised learning algorithm

Test Data 2018–2023 Year-wise prediction to evaluate sustainability of the
trained model

The year-based split of the datasets reflects the real-world phenomenon of concept drift, as Android
malware continuously evolves, including changes in API usage and malicious behavior. Therefore, the
division is reasonable for evaluating the temporal robustness of our model. All string-type features, the
name of API calls, are replaced with integer digits during preprocessing. To ensure consistency, a feature
normalization technique is applied using the StandardScaler() fitted on the datasets. This normalization
improved the stability of clustering and classification processes.

The training set consists of 40,000 samples—10,000 for each year from 2014 to 2017, with a benign-
to-malicious ratio of 1:1. The test set contains 36,000 samples, 6000 per year from 2018 to 2023. Table 2
summarizes the year-wise distribution of benign and malicious applications.

Table 2: The number of year-wise benign and malicious applications.

Year Benign Malicious Year Benign Malicious
2014 5000 5000 2019 3000 3000
2015 5000 5000 2020 3000 3000
2016 5000 5000 2021 3000 3000
2017 5000 5000 2022 3000 3000
2018 3000 3000 2023 3000 3000
Total 23,000 23,000 Total 15,000 15,000

To avoid unintended performance inflation caused by redundant applications in AndroZoo, we con-
ducted a duplication analysis based on prior work. Duplicated samples were intentionally retained for three
reasons: (i) duplication is an inherent property of real-world Android ecosystems, where multiple repackaged
or redistributed variants naturally coexist [43,44]; (ii) removal would disproportionately eliminate malicious
behavioral patterns, effectively worsening class imbalance rather than improving data quality; and (iii)
prior findings show that duplication has limited impact on supervised learning but substantially affects
unsupervised clustering stability [45], which is relevant given the hybrid supervised–unsupervised structure
of SCAN. Nevertheless, we also recognize the importance of conducting experiments on deduplicated
applications. A full deduplication experiment and its measured impact on class balance and temporal drift
is presented in Appendix A.
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3.2 Concept Drift
Concept drift describes changes in the statistical properties of input data over time. Continual updates to

the operating system and API calls, evolving security mechanisms, and changes in application development
practices drive this drift in the Android ecosystem. As benign and malicious applications evolve in response,
their behavioral patterns diverge from those seen in past data. Key features in malware detection, such as API
calls, permission requests, and network communication patterns, are also susceptible to drift [29,46–48].
Malware detection models trained on outdated feature distributions often struggle to generalize to newer
threats, leading to reduced accuracy and increased false detection.

Section 5.3 provides empirical evidence of concept drift by evaluating baseline models trained with
historical data from the four years (2014–2017) and tested with data from the subsequent seven years
(2018–2023). The rapid degradation in their performance, especially after 2018, confirms the presence of
significant distributional shifts over time, validating the need for drift-resistant detection frameworks. Our
proposed framework employs a GMM-based clustering strategy to mitigate the concept drift problem. Our
GMM-based clustering is described in detail in Section 4.3.

Fig. 1 illustrates a distributional shift of features by visualizing API calls in applications from 2014
vs. 2017, and 2014 vs. 2023 using principal component analysis (PCA). In addition, Fig. 2 shows another
distributional shift using t-distributed stochastic neighbor embedding (t-SNE). Compared to the distributional
differences observed between the 2014 and 2017 datasets, the contrast between 2014 and 2023 highlights
that the concept drift becomes more pronounced at the feature level over time. Nevertheless, a substantial
portion of the 2023 samples still overlaps with the region defined by the 2014 data, supporting the continued
validity of the latent structure learned by the GMM. This visualization reinforces the central assumption
of our framework: although data distributions evolve, the underlying structural patterns remain sufficiently
stable to enable sustainable detection without retraining.

Figure 1: Visualization of concept drift in data distribution using PCA.
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Figure 2: Visualization of concept drift in data distribution using t-SNE.

Performance degradation becomes more acute when concept drift coincides with class imbalance
[49–51]. When the ratio of malicious applications to benign ones is imbalanced in clustering-based detection,
malicious samples that deviate from their historical patterns are increasingly misclassified as benign,
compromising the reliability of detection systems and exposing users to high risk.

3.3 Class Imbalance
The class imbalance constitutes another major challenge in clustering-based malware detection. Class

imbalance refers to the irregular sample distribution between clusters, where one cluster contains a dispro-
portionate number of instances compared to the other. This can lead to difficulties in training models and
lower accuracy in malware detection. A class imbalance can be of two types. The first refers to the imbalance
of the number of applications between clusters. The other refers to the imbalance in the ratio of malicious
and benign applications in each cluster. Note that this study focuses on the latter.

In this study, a GMM clustering approach captures the inherent cluster structure of training data and
selects the appropriate number of clusters using the Akaike information criterion (AIC) as 19 clusters shown
in Table 3. The process of choosing the optimal number of clusters is described in Section 4.2. Each cluster
created by the GMM exhibits a unique ratio of malicious to benign applications. Among the 19 clusters, most
of them do not have a 1:1 ratio of malicious and benign apps, causing a class imbalance problem.

To address this, our model introduces an adaptive thresholding method that automatically adjusts
decision boundaries based on the ratio of malicious applications within each cluster. This approach ensures
that classification sensitivity is aligned with local data distributions, rather than relying on a one-size-fits-all
rule. Cluster-wise adaptive thresholding is described in detail in Section 4.5.
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Table 3: Cluster-wise label distribution of benign and malicious samples.

Cluster Benign Malware Total Cluster Benign Malware Total
0 6418 9418 15836 10 702 408 1110
1 356 279 635 11 765 1022 1787
2 0 1 1 12 11 18 29
3 5 38 43 13 1 3 4
4 2402 984 3386 14 2028 587 2615
5 3367 2325 5692 15 22 10 32
6 329 603 932 16 57 23 80
7 1 1 2 17 895 1728 2623
8 106 562 668 18 1066 1513 2579
9 1469 477 1946

4 A Robust Android Malware Detection Framework: SCAN

4.1 Structure of SCAN
This paper proposes a sustainable Android malware detection framework, called SCAN, to handle the

behavioral evolution of applications over time. SCAN enables continuous detection over multiple years
without retraining the entire model, making it robust to concept drift and real-world variability. It adopts
a hybrid architecture that combines a clustering structure based on GMMs and an adaptive thresholding
method with supervised learning algorithms customized for each cluster. This allows flexible adaptation to
evolving feature patterns while maintaining model stability and high detection performance. Fig. 3 shows
the structure of our SCAN framework.

Figure 3: Structure of SCAN framework.
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4.2 Selecting an Appropriate Number of Clusters
Because SCAN adopts clustering-based models, selecting the appropriate number of clusters K, is a

critical design decision that directly affects the expressiveness of the model, the stability of the classifier, and
the interpretability of the detection thresholds. If K is set too low, dissimilar samples can be grouped in the
same cluster, resulting in blurred boundaries and reduced detection accuracy. On the other hand, an overly
large K can yield clusters with an insufficient sample size, thereby compromising the stability and reliability
of classifier training.

To determine the appropriate number of clusters K, we adopt a data-driven model selection strategy
based on Akaike information criterion (AIC) [52]. The AIC balances the goodness of fit of the model against
its complexity, penalizing overly complex models to prevent overfitting.

The AIC is formally defined as Eq. (1).

AIC = 2k − 2 ln(L̂) (1)

where k is the number of model parameters and L̂ is the maximized value of the likelihood function. A lower
AIC indicates a model with a better generalization potential.

We evaluated GMMs with varying values of K in the range of 1 to 20, using the training data. For each
value of K, a GMM was trained and its AIC score was calculated. Fig. 4 shows that the AIC score reaches its
minimum when K = 19, indicating the best trade-off between the fidelity and complexity of the model. This
configuration provides sufficient flexibility to capture the diversity of application behaviors while avoiding
the pitfalls of excessive fragmentation. Based on this empirical result, we fixed K = 19 for our final clustering
model throughout the remaining stages of the detection framework (see Table 3).

Figure 4: AIC scores by the number of gaussian clusters.
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4.3 GMM-Based Clustering for Concept Drift-Resilient Detection
In SCAN, the GMM groups Android applications into clusters based on behavioral similarity. For

clustering-based malware detection, the rationale for selecting GMM over other methods is as follows.
First, GMM is a soft clustering technique that assigns probabilities of membership across multiple clusters,
allowing it to capture the nuanced and overlapping behavioral characteristics of real-world applications.
Second, GMM is well-suited for continuous and high-dimensional feature spaces, such as those derived from
API call patterns. The number of APIs used as features in this study is 1848, which is high-dimensional data.
Third, since each cluster is modeled as a probability density function, subsequent steps—such as threshold
adjustment or anomaly scoring—can leverage statistically grounded decisions.

The probabilistic nature of GMM supports structural consistency over time. Specifically, the GMM is
trained once with applications from 2014 to 2017, and the resulting model is used to assign applications from
each test year between 2018 and 2023 to clusters. Notably, our approach does not require retraining the entire
dataset annually.

The proposed method relies on the assumption that the data is generated from a mixture of Gaussian
distributions. Each application sample is probabilistically assigned to clusters based on its likelihood of
belonging to each Gaussian component.

The probability density function of a GMM is defined as:

p(x) =
K
∑
k=1

πk ⋅N (x∣μk , Σk) (2)

where πk is the mixture weight of the k-th cluster, and μk , Σk denote the mean vector and covariance matrix of
the k-th Gaussian cluster, respectively. The Expectation-Maximization (EM) algorithm is used to determine
the parameters (means, covariances, and mixing coefficients) of the GMM that best fits the data [53].

To ensure that the use of Gaussian Mixture Models is appropriate for the 1848-dimensional API-call fea-
ture space, we conducted empirical distributional diagnostics including marginal normality tests, Q–Q plot
inspections, and covariance spectrum analysis. The results confirm that although individual marginals are
heterogeneous (e.g., zero-inflated, heavy-tailed, or Gaussian-like), the mixture-based modeling assumption
remains valid. Moreover, diagonal-covariance GMMs avoid singularity issues arising from high-dimensional
covariance matrices and provide numerically stable clustering. Detailed statistical results are provided in
the Appendix B.

4.4 Cluster Filtering and Posterior Reassignment
GMM clustering occasionally produced clusters with extremely small sample sizes, which could lead to

overfitting when training cluster-specific classifiers. To mitigate this issue, we removed clusters containing
fewer than 20 samples or consisting of only a single class, following prior recommendations in clustering
studies [23,54]. In Table 3, clusters of ID 2, 7 and 13 met these conditions and were eliminated.

Samples from the removed clusters were then reassigned to the remaining clusters based on GMM
posterior probabilities, ensuring that all samples belong to sufficiently populated clusters while preserving the
underlying mixture structure. The final cluster-wise benign and malicious sample counts after reassignment
are reported in Table 4.
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Table 4: Cluster-wise sample count after reassignment.

Cluster ID Benign Malicious Total Cluster ID Benign Malicious Total
0 6420 9423 15,843 10 702 408 1110
1 356 279 635 11 765 1022 1787
3 5 38 43 12 11 18 29
4 2402 984 3386 14 2028 587 2615
5 3367 2325 5692 15 22 10 32
6 329 603 932 16 57 23 80
8 106 562 668 17 895 1728 2623
9 1469 477 1946 18 1066 1513 2579

4.5 Reducing Class Imbalance Using Cluster-Wise Adaptive Thresholding
Each cluster created by the GMM contains a distinct mix of benign and malicious samples, with

varying degrees of class imbalance. As shown in Table 3 and Fig. 5, the distribution of malicious and benign
applications differs significantly across clusters.

Figure 5: Numbers of benign and malicious applications per cluster.

To classify applications as benign or malicious, a supervised classifier (such as RF or SVM) is trained
separately for each cluster. These classifiers output a score interpreted as the probability of maliciousness.
A threshold is then used to interpret this score—i.e., a sample is labeled as malicious if its predicted score
exceeds a pre-defined cutoff. However, using a fixed global threshold (e.g., 0.5) across all clusters can be
suboptimal, as each cluster has its own class distribution and feature characteristics. Consequently, the same
score may imply different levels of risk in different clusters.
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To address this, we introduce cluster-wise adaptive thresholding. For each cluster, a separate threshold
is determined based on the proportion of malicious samples in the training data. This aligns the deci-
sion boundary with cluster-specific characteristics and improves robustness under class imbalance and
distribution shift.

rk =
Nmal

k
N total

k
(3)

where Nmal
k is the number of malicious samples and N total

k is the total number of samples in cluster k. Using
rk directly as a cutoff can be brittle because it conflates class imbalance with the desired operating sensitivity.
We therefore map α ∈ [0, 1] and rk ∈ [0, 1] into a cluster-wise threshold via a nested-root transform:

θk(α, rk) = 1
2 +

1
2

�
���
√
(2α − 1)2 + (2rk − 1)2

√
2

(4)

By construction, θk ∈ [0.5, 1], it attains its minimum at (α, rk) = (0.5, 0.5), and it increases as
∣rk − 0.5∣ grows (more conservative for strongly skewed clusters). Fig. 6 illustrates the 3D graph of the
adaptive threshold.

Figure 6: 3D surface (and contours) of the adaptive threshold θk(α, rk).

This construction separates the roles of class imbalance and operational preference. Eq. (4) provides
two key advantages:
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1. Balance-aware conservative boundary. The threshold reaches its minimum at rk = 0.5 and increases as
rk deviates from this point in either direction. Thus, clusters strongly skewed toward benign or malicious
samples adopt a more conservative boundary (higher θk), whereas near-balanced clusters remain close
to the neutral value of 0.5. This mechanism explicitly accounts for class imbalance at the cluster level.

2. Tunable parameter for decision control. The coefficient α ∈ (0, 1) symmetrically adjusts the degree
of conservativeness around 0.5. At α = 0.5, the boundary is neutral; moving α toward 0 or 1 increases
conservativeness by raising θk and reducing sensitivity to rk . A practical advantage of α is its adapt-
ability to operational objectives. For example, if minimizing the false positive rate is critical, stronger
conservativeness can be imposed through an appropriate choice of α. In our experiments, we fix α = 0.5
as a default, while leaving it available as a policy parameter to balance sensitivity and conservativeness
depending on the application context. Although this alpha value was determined empirically, varying the
alpha parameter did not result in significant performance differences. A detailed analysis of this effect is
provided in Appendix C.

At inference, a test sample x is assigned to cluster k by the trained GMM. The corresponding classifier
hk outputs a score Pk(x) ∈ [0, 1] interpreted as the probability of maliciousness, and the final decision applies
the adaptive threshold:

Prediction(x) =
⎧⎪⎪⎨⎪⎪⎩

1, if Pk(x) ≥ θk(α, rk)
0, otherwise

(5)

Coupling the decision boundary to each cluster’s malicious density and a policy-controlled sensitivity
enables robust detection under concept drift and non-uniform class distributions without retraining.

4.6 Cluster-Wise Classifiers
After applying an adaptive thresholding mechanism to each cluster generated via the GMM, SCAN

trains a dedicated classifier for each cluster using the corresponding subset of training data. This design
enables localized learning that reflects the behavioral characteristics of applications within each cluster,
thereby improving the detection precision.

To evaluate classifier performance across clusters, we employ four widely used supervised learning algo-
rithms: Random Forest (RF), Support Vector Machine (SVM), k-Nearest Neighbors (k-NN), and XGBoost.
Each classifier offers distinct advantages, and their inclusion allows for a comprehensive comparison of
classification strategies within the proposed framework.

• RF is an ensemble-based learning method that constructs multiple decision trees using randomized
subsets of data and features. By aggregating the outputs of individual trees, RF improves prediction
stability and mitigates the risk of overfitting.

• SVM is a kernel-based classifier that constructs an optimal hyperplane to separate classes in a high-
dimensional feature space. SVM is known for its strong generalization ability, especially in binary
classification tasks with high-dimensional input data.

• k-NN is a non-parametric, instance-based learning algorithm that classifies a test sample by identifying
the most frequent class among its k closest training instances. It relies on distance-based similarity and
does not require explicit model training.

• XGBoost is a scalable and efficient gradient boosting framework that builds additive tree-based models.
It is widely adopted for its superior predictive performance, built-in regularization, and ability to handle
large-scale datasets.
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By applying these classifiers to the GMM-generated clusters, we explore the most effective pairing
between clustering structure and supervised learning technique. This cluster-wise classification strategy
supports robust malware detection under evolving distributions, enabling each classifier to specialize in the
unique behavioral profiles represented within its cluster.

4.7 Year-Wise Mapping into the Cluster Structure
As a way to evaluate the performance of SCAN in the testing phase, we adopted a GMM-based mapping

strategy each year. We provide a mathematical rationale for why year-wise mapping can yield more reliable
detections under concept drift.

Let X ∈ Rd represent the input feature vector, and let Y ∈ {0, 1} be the binary label, where 0 denotes
benign and 1 denotes malicious. The GMM defines a soft clustering function ϕ ∶ X ↦ Z, where Z ∈ {1, . . . , K}
denotes the latent cluster index among K clusters. For each cluster k, the soft assignment probability is given
by:

ϕk(X) = P(Z = k ∣ X) = πk ⋅N (X ∣ μk , Σk)
∑K

j=1 π j ⋅N (X ∣ μ j , Σ j)
(6)

where πk is the mixture weight (the prior probability of cluster k), and μk and Σk are the mean and covariance
of the k-th Gaussian cluster. The GMM is trained on training data, and this fixed latent space is used to
project all subsequent test data.

Assuming concept drift, the distribution of input data Pt(X) changes over time, such that:

Pt(X) /= Pt+1(X) (7)

Despite this, pooling all test data across years and projecting them jointly through the GMM (i.e.,
pooled mapping) introduces bias due to the distributional shift. Specifically, the expected cluster assignment
probabilities under pooled mapping deviate from the average of year-wise mappings:

EX∼Pmix[ϕk(X)] /=
1
T

T
∑
t=1

EX∼Pt(X)[ϕk(X)] (8)

Here, Pmix = 1
T Σt Pt(X) represents the mixture of test distributions across all years. The left-hand side of

the equation represents the expected cluster assignment under pooled mapping. In contrast, the right-hand
side corresponds to the average assignment obtained by applying the GMM projection independently per
year. This inequality implies that pooled mapping introduces distortion in the latent space by smoothing over
time-varying data distributions, potentially degrading detection accuracy.

In contrast, year-wise GMM mapping addresses this issue by performing clustering based on each year’s
specific distribution Pk(X), allowing the latent space projection to adapt to temporal drift. For each test year,
the cluster index is defined as:

Zt = ϕ(Xt) (9)

where Xt∼Pt(X) represents the test data for year t. The prediction function for each year is then given by:

Ŷt(X) = f (Zt) = f (ϕ(Xt)), where Xt∼Pt(X) (10)
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This formulation ensures that, for each year, the classifier operates on data projected into a latent space
that reflects the distribution specific to that year. By preserving the temporal structure of the data, year-
wise mapping allows the classifier to maintain the conditional distribution P(Y ∣ Zt), which is critical for
accurate predictions. Even as the input feature distribution shifts over time, year-wise mapping provides a
stable framework for detection by adapting to these shifts without retraining the model.

Thus, year-wise GMM mapping offers a mathematically grounded strategy to mitigate the concept drift
problem. It allows the model to maintain detection accuracy and reliability over time, without requiring
retraining or modification of the underlying GMM structure. By fixing the latent space and performing
independent projections per year, this approach effectively handles temporal distribution shifts and ensures
that the classifier can adapt to evolving data distributions.

This design also preserves temporal segmentation during evaluation, while avoiding contamination of
the latent space by future data. Mapping each year’s test set independently allows for a fine-grained evaluation
of performance degradation or stability in response to shifting distributions. Moreover, it reflects a realistic
deployment scenario where labeled data for future years is unavailable and retraining is impractical.

From a structural perspective, this mapping assumes that, while application behaviors evolve over time,
the underlying latent structure remains sufficiently stable to support detection. This assumption is supported
by the PCA analysis in Fig. 1, which shows partial spatial overlap between training and test data distributions.
By anchoring detection to this stable latent structure, the method mitigates the impact of concept drift
without compromising modularity or scalability.

To substantiate the above rationale, we conclude this subsection with an empirical comparison between
pooled and year-wise mapping. We measure the deviation:

Δt ,k = ∣EX∼Pt[ϕk(X)] −EX∼Pmix[ϕk(X)] ∣ (11)

The deviation was computed across all clusters k and all test years t, and the full distribution is provided
in Appendix D.

Among these values, the largest deviation occurs at cluster 17 in year 2021 with ∣Δ2021,17∣ = 0.156. As
shown in Fig. 7, the pooled mean posterior is 0.070 whereas the year-wise mean for 2021 is 0.226, illustrating
the smoothing bias introduced by pooled mapping.

Figure 7: Posterior probability for cluster 17 under pooled vs. year-wise mapping.
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Together, the distributional shift in Fig. 7 shows year-wise mapping preserves the temporal structure of
the test data and avoids the over-smoothed posteriors produced by pooled mapping, leading to more reliable
detections under concept drift. The improvement of the performance after applying the year-wise mapping
method is described in Section 5.4.2.

4.8 Materials and Methods
During the preparation of this study, generative artificial intelligence (GenAI) tools were used in a

limited and auxiliary manner. Specifically, GenAI was used to assist in analyzing trends in existing related
studies and to support the writing of Section 2. In addition, GenAI tools were used to help translate portions
of the original manuscript written in Korean into English.

5 Experimental Results and Evaluation
We perform a comprehensive evaluation of the proposed malware detection framework, SCAN, using

test datasets spanning from 2018 to 2023. To avoid overfitting, we applied five-fold cross validation during
training. The implementation of the proposed models and experiments was conducted on a Microsoft
Windows 11 Pro system (Version 24H2, Build 26100.4946) running under WSL2 with Linux kernel 6.6. The
hardware configuration included an Intel(R) Xeon(R) W-3235 CPU @ 3.30 GHz (12 cores, 24 threads), 64 GB
of DDR4 RAM and an NVIDIA Quadro RTX 4000 GPU. Notably, CUDA/cuDNN acceleration was not used;
all models were trained on the CPU using the PyTorch 2.2 backend.

5.1 Legends and Evaluation Metrics
This section defines the symbols and metrics used for performance evaluation. SCAN denotes our

framework that contains GMM-based clustering and cluster-wise adaptive thresholding mechanisms. f-
SCAN is similar to SCAN except that it uses a single fixed threshold of 0.5 for every cluster instead of the
cluster-wise adaptive threshold. The subscripts used in SCAN or f-SCAN indicate the classifier: SCANRF
(Random Forest), SCANSVM (Support Vector Machine), SCANk-NN (k-Nearest Neighbors) and SCANXGB
(XGBoost). Table 5 shows the meaning of each symbol.

Table 5: Legends denoting models in performance comparison.

Symbol Meaning
SCAN GMM-based clustering + adaptive threshold

SCANRF SCAN with Random Forest
SCANSVM SCAN with Support Vector Machine
SCANk-NN SCAN with k-Nearest Neighbors
SCANXGB SCAN with XGBoost
f-SCAN SCAN with a fixed (global) threshold not adaptive

threshold
f-SCANRF f-SCAN with Random Forest

f-SCANSVM f-SCAN with Support Vector Machine
f-SCANk-NN f-SCAN with k-Nearest Neighbors
f-SCANXGB f-SCAN with XGBoost
Baselines RF, SVM, k−NN, XGBoost as traditional

supervised models
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In this study, the true positive (TP) is the number of malicious applications correctly classified and the
false positive (FP) is the number of benign applications classified as malware. We adopt four metrics: ACC
(accuracy), F1 (F1-score), AUC (area under ROC curve), and FPR (false positive rate). Overall performance
refers to the evaluation results obtained by applying the model to the entire test dataset throughout all years
from 2018 to 2023. Year-wise performance refers to the evaluation results obtained by applying the model to
the test dataset corresponding to a specific year. Table 6 shows the meaning of the metrics.

Table 6: Evaluation metrics and definitions.

Abbreviation Definition
ACC Accuracy

F1 F1-score (harmonic mean of precision and recall)
AUC Area under the ROC curve
FPR False positive rate

Overall Model performance on all test data combined (macro)
Year-wise Model performance on test data from a specific year

5.2 Performance Evaluation of SCAN
We evaluate SCAN by applying four supervised learning classifiers-RF, SVM, k-NN, and XGBoost-to

the clusters generated by the GMM. Each classifier is independently trained on its corresponding cluster-
specific data as described in Section 4.6 and tested using default settings without additional parameter
tuning. Performance is assessed using four standard metrics: accuracy, F1-score, AUC, and FPR.

As summarized in Table 7, SCANRF achieves the best overall performance. SCANSVM also performs
strongly in accuracy and F1-score but exhibits larger year-to-year variability. In contrast, SCANk-NN suffers
from a higher FPR, and SCANXGB shows poor robustness under concept drift, with substantial degradation
in later years.

Table 7: Overall performance of SCAN combined with classifiers.

SCANRF SCANSVM SCANk-NN SCANXGB

ACC 0.9128 0.8717 0.8537 0.5882
F1 0.9140 0.8702 0.8620 0.7037

AUC 0.9447 0.9282 0.9374 0.6999
FPR 0.0992 0.1170 0.2068 0.8015

While Table 7 summarizes the overall performance, it does not fully capture how each classifier behaves
under year-wise distributional shifts. To provide a deeper insight, Fig. 8 shows temporal trends for each
metric across six consecutive years. This analysis is crucial to understanding the consistency and reliability
of SCAN when deployed in dynamic real-world environments.

As shown in Fig. 8, SCANRF consistently outperforms SCANk-NN or SCANXGB across all metrics and
years. SCANRF maintains high accuracy and F1-score throughout the test period, demonstrating strong
resilience to concept drift. By contrast, SCANXGB shows a sharp performance drop beginning in 2019,
indicating poor generalization to evolving malware behaviors.
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Figure 8: Year-wise performance of SCAN combined with each classifier.

The AUC results further support this pattern, SCANRF or SCANSVM achieves high class separability,
while the AUC for SCANXGB collapses under drift. In terms of FPR, SCANRF or SCANSVM keeps false
positives low, ensuring practical deployability. Conversely, SCANXGB has elevated FPRs, increasing risks of
over-blocking benign applications.

These findings indicate that while SCAN’s architecture remains fixed, its effectiveness depends heavily
on the chosen classifier. Among the models tested, SCANRF offers the best balance of accuracy, robustness,
and low FPR, making it the most suitable candidate for secure deployment.

5.3 Comparison with Baseline Models
We compare the performance of SCAN against conventional baseline models that do not use any

clustering techniques. The baseline models consist of traditional machine learning classifiers: RF, SVM, k-
NN and XGBoost, trained and tested on the same datasets as SCAN, but without clustering or cluster-wise
classification. These models represent standard supervised learning approaches commonly used in Android
malware detection tasks.

Fig. 9 shows the performance comparison between the baseline models and the SCAN models on the
bar charts.
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Figure 9: Overall performance comparison of baseline models and SCAN counterparts.

k-NN achieves high accuracy and F1-score while maintaining a low FPR. Note that k-NN has lower AUC
but higher accuracy and F1-score compared to SCANk-NN. Although k-NN slightly outperforms SCANk-NN,
it performs worse than SCANRF. SVM also performs relatively well, but falls short of both SCANSVM and
SCANk-NN. In general, these results indicate that SCAN outperforms the baseline models.

Fig. 10 shows the performance comparison between RF and SCANRF. RF performance is high in 2018
but deteriorates markedly thereafter due to increasing false positives. Except for the test data from 2018,
SCANRF achieves better performance and is more robust than RF by adopting GMM-based clustering
and cluster-wise adaptive thresholding. SCAN decouples class imbalance from the final decision boundary,
reduces false positives, and stabilizes year-wise accuracy and F1-score.

Fig. 11 compares the performance of SVM and SCANSVM. While SVM outperforms RF and XGBoost in
terms of accuracy and F1-score, its performance fluctuates across years. SCANSVM maintains the favorable
characteristics of the baseline classifier while enhancing calibration through cluster-wise thresholds, which
reduce inter-year variance and often deliver higher accuracy and F1-score than SVM alone.

In summary, SCAN reduces false positives and dampens inter-year variance by enforcing decisions
within more homogeneous clusters and by using adaptive thresholds. The approach turns RF from a drift-
prone baseline into a competitive detector and further stabilizes the SVM under the same evaluation protocol.
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Figure 10: Year-wise comparison between RF and SCANRF.

Figure 11: Year-wise comparison between SVM and SCANSVM.

5.4 Ablation Study
In this section, we analyze the effect of the cluster-wise adaptive thresholding (see Section 4.5) and the

year-wise mapping (see Section 4.7).

5.4.1 Evaluating the Effects of the Adaptive Thresholding
As described in Section 5.1, f-SCAN as a variant of SCAN uses a fixed uniform threshold of 0.5 for

each cluster, unlike SCAN. We analyze the effects of the adaptive thresholding technique by comparing the
performance of SCAN with that of f-SCAN.

Fig. 12 shows that adaptive thresholding produces clear improvements for RF and k-NN, with accuracy
and F1-score increased and FPR reduced, while AUC remains largely unchanged. In contrast, SVM exhibits
mixed or marginal changes, while XGB remains unstable, without showing consistent improvement. This
result suggests that the benefit of adaptive thresholding is not universal, but rather depends on the
specific classifier.

In Fig. 13, the adaptive threshold for RF significantly suppresses false positives in benign-dominant
years, restoring accuracy and F1-score where f-SCAN previously over-flagged benign applications. The
year-wise profile also becomes more stable.
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Figure 12: Overall performance comparison of f-SCAN and SCAN counterparts.

Figure 13: Year-wise comparison between f-SCANRF and SCANRF.

For SVM, shown in Fig. 14, adaptive thresholding does not yield consistent benefits. It offers slight
improvements in certain years, but shows little or no advantage in others.
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Figure 14: Year-wise comparison between f-SCANSVM and SCANSVM.

In conclusion, the ablation demonstrates that the adaptive thresholding strategy described
in Section 5.4.1 is effective primarily for RF and k-NN. These classifiers benefit from aligning each cluster’s
decision boundary with its class prevalence, which reduces false positives and stabilizes performance under
drift. However, the same mechanism does not consistently enhance SVM or XGB, indicating that the effect
of adaptive thresholding is classifier-dependent.

5.4.2 Evaluating the Effects of Year-Wise Mapping
We evaluate the impact of year-wise mapping by comparing SCAN with year-wise mapping against

SCAN with pooled mapping. Table 8 presents the overall performance of both approaches using the SCANRF
model. Although both structures employ GMM clustering and adaptive thresholding, they differ in how test
samples are mapped: year-wise mapping assigns applications to clusters separately for each year, whereas
pooled mapping aggregates samples across all years.

Table 8: Performance comparison of SCANRF between year-wise and pooled mapping.

Setting ACC F1 AUC FPR
Year-wise 0.9128 0.9140 0.9447 0.0992

Pooled 0.9128 0.9138 0.9438 0.0992

As shown in Table 8, the year-wise mapping method yields slight but consistent improvements in F1-
score and AUC compared to pooled mapping. These results suggest that year-wise mapping provides better
robustness under concept drift by better aligning the cluster structure with evolving data distributions.

5.5 External Generalization Evaluation Using Combined AndroZoo and DREBIN Datasets
In addition to the primary AndroZoo-based dataset described in Table 1, we construct an extended

benchmark by incorporating the DREBIN dataset [55,56] to evaluated the external generalization capability
of SCAN. Since DREBIN lacks temporally aligned metadata and is therefore unsuitable for year-wise tempo-
ral analysis, its malicious samples are used exclusively as (i) an additional malicious source during training
and (ii) an independent out-of-distribution (OOD) malwared source during testing. The composition of the
resulting DREBIN-enhanced datasets is summarized in Table 9.
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Table 9: Composition of DREBIN-enhanced training and test sets.

Dataset Source Years Benign Malicious

Training AndroZoo 2014–2017 5560 2780
Drebin – – 2780

Test 1 (Balanced) AndroZoo 2018–2023 5560 2780
Drebin – – 2780

Test 2 (Imbalanced) AndroZoo 2018–2023 18,000 1002
Drebin – – 1002

As shown in Table 9, the training set consists of 11,120 applications (5560 benign and 5560 malicious),
forming a balanced 1:1 ratio. Benign samples are drawn from AndroZoo (2014–2017), with 1390 applications
selected per year. Malicious samples include 695 AndroZoo applications per year from the same period,
supplemented by 2780 malicious samples from DREBIN to achieve class balance.

Two types of test data sets are constructed. The first test set, Test 1 (Balanced), contains 11,120 applications
(5560 benign and 5560 malicious). Benign samples are obtained from AndroZoo (2018–2023), with 926–927
applications sampled per year. The malicious class consists of 2780 DREBIN samples and 2780 AndroZoo
samples, where the AndroZoo portion is sampled uniformly across years (463–464 samples per year).

The second test set, Test 2 (Imbalanced), reflects a realistic deployment scenario with a 9:1 benign-to-
malicious ratio, comprising 18,000 benign and 2004 malicious applications. All benign samples are drawn
from AndroZoo (2018–2023). The malicious set includes 1002 DREBIN samples and 1002 AndroZoo samples,
with the latter sampled evenly across years (167 per year). The 9:1 benign-to-malicious ratio follows the
settings in prior Android malware detection study to reflect realistic class imbalance [57].

5.5.1 Evaluation on a Balanced Cross-Source Dataset
In this subsection, SCAN is trained using the standard balanced training protocol (1:1 benign-to-

malicious ratio) constructed solely from AndroZoo data (2014–2017). Once trained, the model is fixed and
evaluated without retraining under different test configurations to assess robustness against temporal and
cross-source distribution shifts.

We first evaluate SCAN with Random Forest (SCANRF) under the Test 1 (Balanced) setting, where all
test samples originate from AndroZoo and are distributed year-wise from 2018–2023, SCANRF achieves an
overall Accuracy of 0.9112, F1-score of 0.8643, and AUC of 0.9480, demonstrating strong robustness despite
temporal concept drift. Detailed year-wise performance is reported in Table 10.

Under this balanced evaluation, SCANRF consistently outperforms the Random Forest baseline in
terms of F1-score across all years while maintaining competitive accuracy. In contrast, the baseline exhibits
increased sensitivity under temporal distribution shifts, leading to noticeable performance degradation.
Accordingly, we focus on SCANRF in the main analysis, while results for other SCAN and f-SCAN variants
are provided in Appendix E.
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Table 10: Year-wise performance comparison on Test 1 (1:1 benign-malware ratio).

Year SCANRF/Test 1 RF (Baseline)/Test 1

Accuracy F1-Score Accuracy F1-Score
2018 0.9223 0.8827 0.9656 0.9635
2019 0.9294 0.8979 0.5160 0.6543
2020 0.9481 0.9211 0.4737 0.6343
2021 0.8215 0.6593 0.4707 0.6334
2022 0.9119 0.8813 0.4685 0.6331
2023 0.9330 0.8984 0.4628 0.6285

Overall 0.9112 0.8643 0.5938 0.7104

5.5.2 Evaluation under Real-World Imbalanced Conditions
In real-world Android markets, benign applications typically dominate, resulting in highly imbalanced

class distributions. To evaluate SCAN under such deployment conditions, we conduct experiments under
two complementary imbalanced scenarios.

First, we construct an imbalanced test set without DREBIN, undersampling malicious samples to create
a 9:1 benign-to-malicious ratio. As shown in Table 11, SCAN maintains strong performance despite severe
imbalance, achieving an overall Accuracy of 0.8853 and F1-score of 0.6188. Under this setting, SCANRF
exhibits stable year-wise performance, whereas the Random Forest baseline experiences a substantial collapse
in F1-score, highlighting its inability to handle class imbalance and temporal drift simultaneously.

Table 11: Year-wise performance comparison on 9:1 imbalanced setting without DREBIN samples.

Year SCANRF/9:1 No DREBIN RF (Baseline)/9:1 No DREBIN

Accuracy F1-Score Accuracy F1-Score
2018 0.9555 0.8021 0.9520 0.8039
2019 0.8036 0.4961 0.1965 0.1992
2020 0.8872 0.6406 0.1284 0.1865
2021 0.9054 0.6488 0.1221 0.1850
2022 0.8592 0.5776 0.1164 0.1844
2023 0.9005 0.6382 0.1140 0.1844

Overall 0.8853 0.6188 0.2716 0.2148

Second, we evaluate SCAN under a cross-source imbalanced setting by incorporating DREBIN malware
samples while maintaining the same 9:1 ratio (Test 2 in Table 12). As reported in Table 9, SCAN remains
robust in this more challenging configuration, achieving an overall Accuracy of 0.9394 and F1-score of 0.5892.
In contrast, the Random Forest baseline exhibits near-zero detection performance for malicious samples,
resulting in near-zero F1-scores across all years.

For completeness, year-wise results for all remaining SCAN and f-SCAN variants under both imbal-
anced settings are provided in Appendix F.
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Table 12: Year-wise performance comparison on Test 2.

Year SCANRF/Test 2 RF (Baseline)/Test 2

Accuracy F1-Score Accuracy F1-Score
2018 0.9499 0.6359 0.9483 0.0000
2019 0.9401 0.6181 0.1073 0.0000
2020 0.9629 0.7082 0.0317 0.0000
2021 0.9554 0.5346 0.0250 0.0000
2022 0.8908 0.4850 0.0183 0.0000
2023 0.9366 0.5967 0.0153 0.0000

Overall 0.9304 0.5892 0.2718 0.2154

5.6 Analyzing Training Time and Size of Models
This section quantifies the computational overhead of representative models. We analyze end-to-end

training time and serialized memory size for six models shown in Table 13. They are run on the same
computer, and the overhead is measured from data loading to the completion of the model fitting. We
report training time in three separate components: (1) clustering time, (2) threshold computing time, and
(3) classifier training time.

Table 13: Model-wise training time breakdown and serialized model size.

Model Clustering
Time (s)

Threshold
Computing Time (s)

Classifier
Training Time (s)

Serialized Size
(MB)

SCANRF 15.47 0.02 9.35 32.54
SCANSVM 13.05 0.01 501.40 224.62
f-SCANRF 15.49 – 8.87 32.21

f-SCANSVM 12.61 – 494.49 224.62
RF – – 13.98 31.51

SVM – – 4382.62 153.36

As shown in Table 13, SCAN and f-SCAN exhibit very similar training times because adaptive thresholds
are derived directly from cluster statistics without requiring additional optimization. RF completes training
faster than SCANRF, whereas SVM requires a much longer training time than SCANSVM. This is because a
global SVM must optimize over a single large kernel matrix spanning all samples, resulting in prohibitively
high cost. In contrast, clustering models such as SCAN and f-SCAN partition the dataset into smaller
and more homogeneous subsets. Each SVM per cluster is trained on a reduced kernel matrix, and the
independence of these models allows parallel execution across clusters, dramatically reducing the training
time [58–62]. The faster training time of SCANSVM mainly stems from decomposing the training set into
smaller GMM-based clusters, resulting in multiple small SVM models instead of a single large one. In
addition, as described in the first paragraph of Section 5, the experimental CPU provides 24 hardware
threads, allowing each cluster-wise SVM to benefit from implicit multi-threading in the underlying linear
algebra libraries, further reducing training time.
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In case of serialized model size, in general, RF-based models are significantly smaller than SVM-based
ones. Specifically, SCANRF is 1% larger than f-SCANRF and 3% larger than RF, respectively. SCANSVM is the
same size as f-SCANSVM and approximately 47% larger than SVM, respectively.

In summary, the clustering models combined with RF introduce only a modest overhead relative to the
baseline RF, and remain feasible for offline training. The clustering models combined with SVM substantially
alleviate computational burden by reducing training time and keeping the model size larger but within a
manageable range, making it more practical than training the baseline SVM. SCAN provides the benefit of
adaptive thresholds without increasing training cost and with a smaller serialized memory size compared to
f-SCAN, offering a favorable trade-off given the performance improvements reported earlier. Importantly,
the inference cost remains unchanged because only the relevant cluster-specific classifier is evaluated at the
test stage.

6 Discussion and Limitation

6.1 Discussion
This study presents an efficient and retraining-free Android malware detection framework called

SCAN that addresses two key challenges: concept drift and class imbalance. SCAN combines three core
components, GMM-based clustering, cluster-specific adaptive thresholding, and cluster-wise supervised
learning classifiers to maintain detection robustness across evolving environments without model updates.

A central insight in SCAN is to maintain a fixed latent space constructed by the GMM-based clustering
using the training data from 2014 to 2017. The test data from 2018 to 2023 is mapped into this fixed latent space
on an annual basis, allowing year-wise evaluation of model performance under real-world distributional
shifts. This design allows for a consistent interpretation of behavioral changes over the years while avoiding
the cost and complexity of continuous learning.

In operational settings, SCAN does not explicitly rely on temporal labels. When applications arrive in a
time-coherent manner, the mapping naturally takes a year-wise form, highlighting how the model responds
to distributional shifts over time. Conversely, when applications from different periods are intermixed, the
mapping becomes pooled, reflecting the aggregate distribution typically observed in practice. While both
mappings are realistic, the year-wise setting is particularly valuable as it reacts more sensitively to concept
drift. In this study, we adopt the year-wise mapping for evaluation, as it provides clearer insights into temporal
robustness, although pooled behavior may also arise in real deployments.

What further distinguishes our approach is its ability to adapt classification sensitivity to local data
distributions of the clusters generated by the GMM. Existing methods use a single fixed threshold for
all clusters, ignoring the internal imbalance that naturally arises within individual clusters. Our design
explicitly addresses this by assigning each cluster its adaptive threshold, calculated from the ratio of malicious
applications per cluster. As a result, the model adjusts its decision boundaries based on the nature of the
training data.

Sustained performance over multiple years validates the effectiveness of our proposed approach in
detecting malicious Android applications. To highlight the distinctions between SCAN and existing solu-
tions, we conducted a comparison with three previous studies [14,16,63], with the key differences summarized
in Table 14.



Comput Model Eng Sci. 2026;146(3):41 27

Table 14: Comparison of previous studies and this work.

Method LDCDroid
(Liu et al.)

Chen (Chen
et al.)

MORPH
(Alam et al.)

Augello
(Augello et al.)

SCAN
(Proposed)

Data Source AndroZoo
(2013–2022)

AndroZoo
(2019–2021),
APIGraph

(2012–2018)

AndroZoo
(2019–2021)

KronoDroid
(2008–2020)

AndroZoo
(2013–2023)

Data
Samples 512,874 420,370 100,054 64,001 76,000

Feature APIGraph APIGraph API-usage
Permission

(static) + API
calls (dynamic)

API frequency

Clustering k-means None None None GMM

Classifier MLP Encoder +
MLP MLP RF RF, SVM,

k-NN, XGB
F1-score 68.3% 85.81% about 76% 91.3% 91.4%

FPR 0.01% 0.31% about 0.005% 0.046% 0.099%
FNR 0.378% 21.49% about 0.33% 0.076% 0.075%

Characteristic

Active
Learning,
Pseudo-
labeling

Active +
Contrastive

Learning

Active
Learning

Incremental
Learning

Adaptive
Learning

LDCDroid [63] adopts the Multi-Layer Perceptron (MLP) algorithm and a retraining-based pipeline
that integrates pseudo-labeling with confidence-based drift detection. Using the label information known
for the training phase, they applied the k-means clustering to identify subconcepts for benign and malicious
samples. In terms of F1-score and FNR, LDCDroid outperformed MORPH for the same test dataset, which
depended only on data with pseudo-labels for active learning. Although it can be effective, it involves
substantial operational costs due to repeated retraining and the demand for extensive data labeling.

Chen et al. [14] propose a sophisticated model that takes advantage of APIGraph features and hierar-
chical contrastive learning combined with active learning to generate embeddings, which are then fed into
an MLP classifier. This approach achieves a relatively high F1-score of 85.81% for the AndroZoo dataset, but
it shares the limitation of requiring continuous retraining to address concept drift. Moreover, the model
exhibits a high false negative rate (21.49%), raising the risk of overlooking novel types of malware, which
maintains a low FNR.

MORPH [16] tackles concept drift through active learning based on API-usage features. Although this
methodology keeps the model up to date via retraining, the associated labeling costs and computational
complexity remain pressing challenges. Furthermore, while the MLP classifier used in MORPH demonstrates
competitive performance, it lacks the intrinsic adaptability of SCAN, which leverages GMM clustering and
adaptive thresholding to respond dynamically to shifts in data distribution.

SCAN is designed to handle concept drift and class imbalance simultaneously using a train-once-
deploy-forever approach. By fixing a GMM-based clustering structure and calibrating cluster-specific
thresholds based on historical malicious ratios, SCAN can maintain year-wise generalization across evolving
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data distributions. This structural design significantly reduces the complexity and labeling burden typically
required in long-term malware detection systems.

6.2 Limitations
SCAN has several limitations that warrant consideration.

• Imperfectness of AIC: The Akaike Information Criterion (AIC) assumes that the data generation process
is well-approximated by the chosen model family, in this case, a mixture of Gaussians. If the true
distribution of data deviates significantly from this assumption, the selected number of clusters K may
not reflect the actual underlying structure. In small datasets, it may overestimate K, whereas in very large
datasets, it may favor overly complex models.

• Cluster Sparsity: Due to the fixed nature of the GMM structure, some clusters may contain only a
small number of samples, particularly in high-dimensional feature spaces. This can introduce statistical
instability during classifier training and degrade the reliability of the evaluation.

• Boundary Sensitivity: Applications located near cluster boundaries may receive low-confidence pre-
dictions, especially when local classifiers are unable to generalize effectively across overlapping
feature regions.

• Limited Visibility of Dynamic Behaviors: SCAN relies solely on static features without executing appli-
cations. While this approach is simple and cost-effective, it is inherently less effective against malware
that employs code obfuscation, encryption, packing, or dynamic code-loading techniques, as these can
conceal malicious behaviors from static analysis.

These limitations highlight opportunities for future research, including the integration of online
clustering updates, the adoption of latent variable models for the evolution of scalable clusters, and the
development of uncertainty-aware classification methods that dynamically adapt decision thresholds for
boundary cases.

7 Conclusion and Future Work
This study proposes SCAN, an intelligent and sustainable Android malware detection framework

designed to address two fundamental challenges: concept drift and class imbalance. SCAN leverages a GMM-
based clustering structure to assign latent behavioral representations to applications, thereby mitigating the
effects of temporal distributional shifts without requiring retraining. In addition, the framework employs
adaptive thresholding, adjusting the decision boundary for each cluster according to its internal class
distribution. This enables balanced decision-making even under skewed or imbalanced data conditions.

A six-year longitudinal evaluation demonstrates that SCAN consistently maintains high detection
performance over time. Analysis of confusion matrices reveals a stable balance between false positives
and false negatives, indicating strong generalization capabilities and operational reliability. The absence of
significant performance degradation under concept drift underscores the robustness and suitability of SCAN
for long-term deployment in real-world settings.

The strength of SCAN lies not only in its empirical performance, but also in its architectural design
philosophy. By embedding adaptability into both the representation layer (through clustering) and the
decision layer (via thresholding), SCAN proactively accounts for distributional uncertainty. This makes it
particularly effective in environments where labeling is costly and continuous retraining is impractical.

However, SCAN has limitations. The fixed cluster structure can lead to instability in small or sparsely
populated clusters, and the static assignment of new samples to existing clusters may reduce flexibility when
entirely novel behavioral patterns emerge.
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In future work, several directions are available to enhance the current detection framework. One
potential extension is to replace or complement the GMM structure with a Latent Variable Model (LVM).
Unlike GMMs, LVMs can capture richer semantic representations and model more flexible inter-cluster
relationships. This capability could enable the framework to better characterize the complex and evolving
behavior patterns of malicious applications.

Another promising direction is the integration of online learning mechanisms. In real-world deploy-
ment, malware distributions evolve continuously. An online architecture would allow both classifier
parameters and cluster-specific thresholds to be updated incrementally, enabling real-time adaptation to dis-
tributional drift without the need for full retraining. Additionally, further improvements could be achieved
through a progressive cluster adaptation strategy. For example, cluster centers could be dynamically tracked,
merged, split, or newly initialized in response to emerging patterns. Such adaptive cluster management would
provide greater temporal flexibility, allowing the system to evolve in response to changes in malware behavior.
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Appendix A Deduplication Analysis and Experimental Results
This appendix presents the full results of the deduplication experiment performed on the original

dataset. To construct the fully deduplicated version, metadata fields (label, year, and package identifiers)
were removed, and samples sharing identical feature vectors were collapsed into unique instances. Table A1
summarizes the resulting dataset composition.

Appendix A.1 Class Distribution after Deduplication
Deduplication significantly altered class balance across years. The training portion shifted from a

near 1:1 ratio to approximately 1.2:1 benign-malicious. The effect was more pronounced in the testing

https://androzoo.uni.lu/
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years, where several periods became highly imbalanced. Tables A2 and A3 report the class distributions
after deduplication.

Table A1: Duplication report for the original dataset.

Train Dataset Test Dataset
Total samples before

deduplication 40,000 40,000

Total samples after
deduplication 26,437 14,197

Duplicates found 16,166 (2603 groups) 23,542 (1739 groups)

Table A2: Class distribution in the deduplicated training set.

Year Benign Malicious Total
2014 4230 3600 7830
2015 3991 3321 7312
2016 4277 2612 6889
2017 3560 846 4406

Table A3: Class distribution in the deduplicated test set.

Year Benign Malicious Total
2018 2250 495 2745
2019 2155 189 2344
2020 1951 182 2133
2021 2008 208 2216
2022 2289 68 2357
2023 2204 198 2402

In several years (e.g., 2020 and 2022), the benign–malicious ratio exceeded 10:1 and 30:1, respectively,
exceeding typical imbalance scenarios encountered in malware research.

Appendix A.2 Effect on Temporal Drift
To quantify distributional shifts introduced by deduplication, KL divergence was computed between

the deduplicated training set and each test year. Without smoothing, several years produced infinite KL
divergence values due to complete feature drop-out in malicious samples. After applying Laplace smoothing,
divergence values became measurable, and the trend is reported in Table A4 and Fig. A1.
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Table A4: KL divergence between deduplicated train and test sets.

Year Benign KL Malicious KL
2018 0.020749 0.013160
2019 0.025093 0.020429
2020 0.036226 0.032523
2021 0.036015 0.068627
2022 0.038251 0.040072
2023 0.044168 0.058633

Figure A1: Train vs. Test KL Divergence by Year.

Appendix A.3 Summary
The results indicate that deduplication:

• introduced substantial and inconsistent class imbalance across years.
• increased temporal drift, particularly in malicious samples.
• removed behaviorally relevant variants rather than redundant noise.

These effects suggest that full deduplication alters the underlying ecosystem representation and does
not yield a more realistic distribution for temporal malware analysis.

Appendix B Gaussianity Diagnostics and Validation of GMM Modeling
To validate the suitability of GMMs for clustering the 1848-dimensional API-call feature space, we

empirically examined the distributional properties of the training set (2014–2017). The goal of this analysis
is not to assume global Gaussianity, but to verify whether mixture-based modeling with diagnoal covariance
matricies is appropriate and numerically stable in this domain.
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Appendix B.1 Marginal Distribution Analysis
We applied the Kolmogorov-Smirnov (KS) test to all 1848 feature marginals. Representative results for

10 API calls are shown in Table A5.

Table A5: KS test results on representative API-call features.

API Feature (Abbrev.) KS-Statistic p-Value
getAccountRemovalAllowed() 0.510 0

addAccount() 0.531 0
addAccountExplicity() 0.528 0

addAccountsUpdatedListener() 0.521 0
blockingGetAuthToken() 0.525 0

clearPassword() 0.508 0
confirmCredentials() 0.503 0

getAccounts() 0.512 0
getAccountsByType() 0.488 0

getAccountsByTypeAndFeatures() 0.514 0

Most marginals deviate from a univariate Gaussian distribution; this behavior is expected because
API-call frequencies are sparse, zero-inflated, and discrete. The KS test confirms non-Gaussianity but also
highlights heterogeneous marginal structures that are consistent with mixture modeling rather than single
global density.

Appendix B.2 Sahpiro-Wilk Normality Test
We additionally ran the Shapiro-Wilk test on 10 randomly selected features (2000 samples each). Results

are reported in Table A6.

Table A6: Shapiro–Wilk Test Results for 10 Sampled API-Call Features (2000 samples each).

API Feature SW-Statistic p-Value Interpretation

BluetoothAdapter.listenUsingRfcomm... 0.0318 3.8 × 10−72 Heavy-
tailed/sparse

WebView$HitTestResult.toString() 1.0 1.0 Gaussian-like
WebView.getFocusedRect() 1.0 1.0 Gaussian-like

AccountManager.setPassword() 0.0192 2.1 × 10−72 Zero-inflated
Runtime.exec() 0.0066 1.2 × 10−72 Heavy-tailed
Socket.wait() 1.0 1.0 Gaussian-like

WebView.hasWindowFocus() 0.0203 2.3 × 10−72 Zero-inflated
WebView.getCameraDistance() 1.0 1.0 Gaussian-like

MulticastSocket.send() 0.0188 2.1 × 10−72 Zero-inflated
WebView.getMeasuredState() 1.0 1.0 Gaussian-like

The marginals display diverse behaviors—Gaussian-like, heavy-tailed, and zero-inflated. This hetero-
geneity supports the use of a mixture model over any single distributional assumption.
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Appendix B.3 Q-Q Plots and Marginal Histograms
Representative Q-Q Plots and histograms illustrate (i) approximately Gaussian-like marginals, (ii)

zero-inflated distributions, and (iii) heavy-tailed distributions. The Q-Q plots and histograms are shown
in Figs. A2 and A3.

Figure A2: Q-Q Plots.
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Figure A3: Histograms.

The presence of multiple local modes and heterogeneous tails aligns with the assumptions behind
Gaussian Mixtures, which model such variability through multiple components.

Appendix B.4 Covariance Diagnostics and Choice of Diagonal Covariance
To evaluate the stability of Gaussian Mixture Models in a 1848-dimensional space, we examined the

eigenvalue spectrum of the empirical covariance matrix.
As shown in Table A7 and Fig. A4, the covariance matrix exhibits extremely small eigenvalues and a

very high condition number, indicating near-singular behavior. Over 95% of eigenvalues are close to zero,
confirming that a full-covariance GMM would be numerically unstable and prone to singularity during EM
updates. These diagnostics justify the adoption of a diagonal-covariance GMM in our framework.
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Table A7: Covariance diagnostics of the 1848-Dimensional API-call feature space.

Metric Value
Minimum eigenvalue −9.87 × 10−15

Maximum eigenvalue 8.98 × 101

Condition number 9.07 × 1013

Near-singular directions Present

Figure A4: Eigenvalue spectrum of the covariance matrix.

Appendix C Sensitivity Analysis of the Adaptive Threshold Parameter α
This appendix presents the full sensitivity analysis conducted to evaluate the effect of the adaptive-

threshold coefficient α on classification performance. Recall that α ∈ (0, 1) controls the trade-off between
conservative and aggressive decision boundaries. Smaller values reduce the threshold θk and increase
sensitivity, whereas larger values produce more conservative decisions.

Appendix C.1 Experimental Setup
We varied α from 0.3 to 0.7 in increments of 0.1, keeping all other components of the SCAN framework

unchanged. For each α value, we measured the overall accuracy and F1-score on the full test set (2018–2023).
The results are summarized in Table A8.

Table A8: Sensitivity of SCAN to the threshold coefficient α.

α Overall Accuracy Overall F1-Score
0.3 0.8970 0.8913
0.4 0.9183 0.9188
0.5 0.9058 0.9081
0.6 0.9183 0.9188
0.7 0.8970 0.8913
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Appendix C.2 Interpretation
The results show three key findings:

(1) Stability around the midpoint.
Performance remains highest and most stable in the neighborhood of α ∈ {0.4, 0.6}. The default value

α = 0.5 lies precisely at the center of this plateau, demonstrating that it is the least sensitive (variance-
minimizing) choice.
(2) Symmetric degradation.

Both accuracy and F1-score degrade symmetrically as α moves toward either extreme (0.3 or 0.7). This
indicates that α shifts the threshold monotonically and does not cause abrupt decision-boundary transitions.
(3) Justification for α = 0.5.

Because α = 0.5 represents a neutral balance between sensitivity and conservativeness and lies at the
center of the most stable operating region, we adopt it as the default configuration in the SCAN framework.
This choice is also consistent with standard practice in drift-aware thresholding, where the midpoint yields
robustness when the operating conditions cannot be predetermined.

Overall, the sensitivity analysis confirms that SCAN is not fragile with respect to the choice of α, and
that α = 0.5 is a well-justified and reliable default setting.

Appendix D Full Δ Distribution across Clusters and Years
In this appendix, we report the complete deviation values Δt ,k computed for all clusters k and all test

years t. The results summarize how the posterior responsibilities shift over time relative to the training
distribution. Table A9 present the full yearly Δ distributions.

Table A9: Full Δ distribution across all clusters (2018–2023).

Cluster 2018 2019 2020 2021 2022 2023

ϕ Δ ϕ Δ ϕ Δ ϕ Δ ϕ Δ ϕ Δ

0 0.403000 0.007099 0.467242 0.071341 0.490333 0.094432 0.296167 −0.099734 0.546167 0.150266 0.509833 0.113932
1 0.032833 0.016958 0.044000 0.028125 0.026167 0.010292 0.040333 0.024458 0.039500 0.023625 0.041667 0.025792
3 0.004500 0.003425 0.003500 0.002425 0.000833 −0.000242 0.000000 −0.001075 0.003500 0.002425 0.004833 0.003758
4 0.016167 −0.068482 0.005925 −0.078724 0.003333 −0.081316 0.002833 −0.081816 0.001167 −0.083482 0.001000 −0.083649
5 0.120500 −0.021800 0.044667 −0.097633 0.018000 −0.124300 0.005500 −0.136800 0.003000 −0.139300 0.002667 −0.139633
6 0.051833 0.028533 0.137000 0.113700 0.202828 0.179528 0.231667 0.208367 0.200666 0.177366 0.200999 0.177699
8 0.034667 0.017967 0.000167 −0.016533 0.000000 −0.016700 0.000000 −0.016700 0.000000 −0.016700 0.000000 −0.016700
9 0.043000 −0.005650 0.093167 0.044517 0.076339 0.027689 0.067166 0.018516 0.046667 −0.001983 0.069168 0.020518
10 0.013833 −0.013917 0.006167 −0.021583 0.005333 −0.022417 0.004667 −0.023083 0.000833 −0.026917 0.000667 −0.027083
11 0.080000 0.035326 0.008833 −0.035841 0.001000 −0.043674 0.001333 −0.043341 0.000500 −0.044174 0.003167 −0.041508
12 0.000000 −0.000725 0.000000 −0.000725 0.000167 −0.000558 0.000000 −0.000725 0.000000 −0.000725 0.000000 −0.000725
14 0.052833 −0.012542 0.014667 −0.050709 0.012833 −0.052542 0.005000 −0.060375 0.005167 −0.060209 0.005333 −0.060042
15 0.000667 −0.000133 0.000167 −0.000633 0.000667 −0.000133 0.000000 −0.000800 0.002500 0.001700 0.001000 0.000200
16 0.000000 −0.002000 0.000000 −0.002000 0.000000 −0.002000 0.000000 −0.002000 0.000000 −0.002000 0.000000 −0.002000
17 0.019667 −0.045909 0.089667 0.024091 0.066000 0.000425 0.226333 0.160758 0.014167 −0.051409 0.005500 −0.060075
18 0.126500 0.062025 0.084500 0.020025 0.096000 0.031525 0.119000 0.054525 0.135667 0.071192 0.154167 0.089692

Appendix E Full Comparison of All Classifiers on Test 1
This appendix summarizes the performance of all SCAN variants and fixed-threshold models (f-SCAN)

evaluated under the Test 1 setting. The Table A10 reports the full year-wise performance.
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Table A10: Full year-wise performance comparison of SCAN and f-SCAN variants on Test 1 (2018–2023).

Model 2018 2019 2020 2021 2022 2023 Overall

Acc F1 Acc F1 Acc F1 Acc F1 Acc F1 Acc F1 Acc F1

SCANRF 0.9233 0.8827 0.9294 0.8979 0.9481 0.9211 0.8215 0.6593 0.9119 0.8813 0.9330 0.8984 0.9112 0.8643
SCANSVM 0.8596 0.7795 0.9193 0.8821 0.9293 0.8930 0.8171 0.6586 0.9097 0.8783 0.9352 0.9066 0.8951 0.8407
SCANk-NN 0.8502 0.7748 0.7990 0.7315 0.8615 0.8136 0.7603 0.5914 0.8426 0.8057 0.8323 0.7849 0.8243 0.7567
SCANXGB 0.9443 0.9175 0.4726 0.5509 0.4343 0.5377 0.4867 0.5513 0.5061 0.5736 0.4903 0.5502 0.5555 0.5903

f-
SCANRF

0.9211 0.8854 0.6780 0.6686 0.6602 0.6570 0.6328 0.6294 0.5617 0.6030 0.5659 0.6025 0.6698 0.6607

f-
SCANSVM

0.8452 0.7973 0.6088 0.6253 0.6277 0.6325 0.6458 0.6382 0.5913 0.6186 0.5839 0.6105 0.6503 0.6468

f-
SCANk-NN

0.8336 0.7870 0.6520 0.6477 0.6999 0.6745 0.6134 0.4910 0.6931 0.6826 0.6868 0.6672 0.6964 0.6600

f-
SCANXGB

0.9457 0.9210 0.4272 0.5321 0.3817 0.5183 0.4248 0.5319 0.4101 0.5302 0.4305 0.5255 0.5031 0.5667

Appendix F Full Comparison of All Classifiers on Test 2
This appendix reports the complete performance metrics for all SCAN variants under the Test 2 setting,

where the test distribution follows a realistic 9:1 benign-malicious ratio. Table A11 shows the complete
performance metrics.

Table A11: Full year-wise performance comparison of SCAN and f-SCAN variants on Test 2 (9:1 imbalance).

Model 2018 2019 2020 2021 2022 2023 Overall

Acc F1 Acc F1 Acc F1 Acc F1 Acc F1 Acc F1 Acc F1

SCANRF 0.9499 0.6359 0.9401 0.6182 0.9630 0.7082 0.9555 0.5347 0.8909 0.4850 0.9367 0.5968 0.9394 0.5892
SCANSVM 0.9125 0.4870 0.9303 0.5849 0.9370 0.5846 0.9359 0.4587 0.8865 0.4735 0.9205 0.5542 0.9205 0.5239
SCANk-NN 0.8751 0.4137 0.7406 0.2771 0.8009 0.3126 0.8127 0.2208 0.8062 0.3451 0.7961 0.3178 0.8053 0.3113
SCANXGB 0.9515 0.6779 0.2230 0.1179 0.1797 0.1135 0.2220 0.1105 0.2096 0.1169 0.2574 0.1188 0.3404 0.1340

f-
SCANRF

0.9322 0.5916 0.6436 0.2236 0.6693 0.2389 0.6314 0.2045 0.5401 0.1845 0.5630 0.1911 0.6632 0.2309

f-
SCANSVM

0.8253 0.3540 0.4964 0.1719 0.5560 0.1742 0.5527 0.1161 0.4678 0.1635 0.4595 0.1604 0.5596 0.1748

f-
SCANk-NN

0.8094 0.3100 0.5774 0.1816 0.6509 0.2105 0.6624 0.1496 0.6064 0.2070 0.5991 0.1967 0.6509 0.2027

f-
SCANXGB

0.9480 0.6626 0.1929 0.1153 0.1383 0.1087 0.1715 0.1081 0.1316 0.1076 0.1827 0.1097 0.2940 0.1273
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