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ABSTRACT: Over the past decade, the landscape of cybersecurity has been increasingly shaped by the growing
sophistication and frequency of malware attacks. Traditional detection techniques, while still in use, often fall short
when confronted with modern threats that use advanced evasion strategies. This systematic review critically examines
recent developments in malware detection, with a particular emphasis on the role of artificial intelligence (AI) and
machine learning (ML) in enhancing detection capabilities. Drawing on literature published between 2019 and 2025, this
study reviews 105 peer-reviewed contributions from prominent digital libraries including IEEE Xplore, SpringerLink,
ScienceDirect, and ACM Digital Library. In doing so, it explores the evolution of malware, evaluates detection methods,
assesses the quality and limitations of widely used datasets, and identifies key challenges facing the field. Unlike
existing surveys, this work offers a structured comparison of Al-driven frameworks and provides a detailed account
of emerging techniques such as hybrid detection frameworks and image-based analysis. The findings indicate that AI-
based models trained on diverse, high-quality datasets consistently outperform conventional methods, particularly
when supported by feature engineering, explainable Al and a multi-faceted strategy. The review concludes by outlining
future research directions, including the need for standardized datasets, enhanced adversarial robustness, and the
integration of privacy-preserving mechanisms in malware detection systems.

KEYWORDS: Cybersecurity; machine learning; malware dataset; malware detection; feature selection; deep learning;
explainable AI (XAI)
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1 Introduction

In the wake of the digital age, the world is faced with increasingly malicious activities, which refer to
actions deliberately carried out to harm individuals or businesses, most commonly including viruses, worms,
rootkits, ransomware, phishing attacks, advanced persistent threats (APTs), and botnets. Malware, which
first emerged in the 1970s, began as a basic but destructive type of software capable of compromising sensitive
information. Over the years, it has evolved significantly, fueled by factors such as state sponsorship and
financial backing from powerful entities. Today, these threats target critical sectors, including healthcare,
finance, education, and defense, leading to substantial financial losses, operational disruptions, and global
ramifications. The alarming rise in malware attacks, particularly in the aftermath of the COVID-19 pandemic,
underscore the urgent need for robust cybersecurity measures to counter these dangers [I-3]. According
to AV-TEST, the independent IT-Security Institute, the number malware count over the last decade has
increased dramatically, with millions of new malware samples being detected each year. This surge reflects
the growing sophistication and diversity of cyber threats. According to Statista Technology Market Outlook,
cybercrime is expected to skyrocket in coming years (Fig. 1).
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Figure 1: (Left) Malware counts (in Millions) over the last decade (Source: av-atlas.org), and (Right) Financial losses
due to cyber crime (Source: Statista.com)

The evolution of malware has created a pressing need for significant advancements in cybersecurity
to combat the increasing risks posed by sophisticated threats. Organizations are investing substantial
resources to strengthen their defense systems, focusing on proactive strategies such as zero-trust architec-
tures, continuous monitoring, and threat intelligence. Traditional detection techniques like signature-based,
heuristic-based, behavior-based, and machine learning (ML)-based techniques have proven effective to
some extent but the rise of Al-driven malware requires these methods to adapt and evolve significantly.
Advanced technologies such as deep learning, hybrid detection frameworks, and real-time monitoring are
becoming essential for enhancing detection accuracy and ensuring resilience against evolving threats [4-6].
Al-powered automation reduces reliance on manual interventions, enabling cybersecurity professionals to
concentrate on more strategic tasks. These solutions also scale effectively to meet the demands of large and
complex network infrastructures, ensuring consistent protection across diverse environments. By integrating
machine learning (ML) models and intelligent automation, AI-driven tools optimize resource allocation and
reduce response times, making them essential components of modern cybersecurity strategies [7,8].

Another critical factor influencing the effectiveness of malware detection is the quality and compre-
hensiveness of datasets. State-of-the-art datasets provide the foundation for training an advanced detection
models, offering diverse and representative malware samples, including novel and emerging variants. These
datasets enable the development of ML and deep learning (DL) models capable of identifying intricate
patterns and detecting zero-day threats. Additionally, they facilitate rigorous evaluation and benchmarking
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of detection techniques, ensuring their applicability and robustness in real-world scenarios. High-quality
datasets also promote collaborative research and innovation, empowering the cybersecurity community to
devise adaptive and scalable solutions to counter increasingly sophisticated malware [9].

Despite the increasing number of reviews addressing malware detection, there remains a gap in critically
synthesizing recent advancements through the lens of Al integration, dataset robustness, resource con-
straints, automation, explainability, and hybrid methodologies. Prior surveys have often focused narrowly
on specific detection scheme or failed to assess the scalability and interpretability of AI models, limiting their
practical application.

This paper addresses these limitations by conducting a structured review of malware detection research
from 2019 to 2025. It uniquely integrates an analysis of AI-powered detection techniques with a critical
examination of publicly available datasets, explores the intersection of interpretability and accuracy in
detection models, and highlights future research opportunities in privacy-preserving analysis, adversarial
robustness, automation and explainable Al.

1.1 Rationale for This Survey

Several surveys have explored aspects of malware detection (e.g., behavior analysis, heuristic strategies,
or deep learning methods), but they often lack a unified framework that connects malware evolution, dataset
quality, and Al integration. Table | of this paper offers a comparative evaluation of such existing works,
highlighting their limited focus on research reproducibility, dataset accessibility, or explainability of detection
models. Thus, a comprehensive and up-to-date survey is warranted to guide future research in AI-driven
malware detection.

Table 1: Comparative analysis of key malware detection surveys with respect to research questions addressed in the
study

Ref. Year Malware Dataset analysis Al integration Privacy/
evolution trend Trustworthiness
[10] 2019 No No No No
[11] 2019 No No No No
[12] 2021 No No No No
[13] 2021 Yes No No No
[14] 2023 Yes No No No
[15] 2023 No No Yes No
[16] 2024 Yes No No No
[17] 2024 No No No No
[18] 2024 Yes No No No
[19] 2024 Yes No Yes No
[20] 2024 Yes No No No
[21] 2024 Yes No No No
[22] 2024 No No Yes No
[23] 2024 No Yes No No
[24] 2025 No No Yes Yes
[25] 2025 Yes No Yes No

(Continued)
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Table 1 (continued)

Ref. Year Malware Dataset analysis Al integration Privacy/
evolution trend Trustworthiness
[26] 2025 Yes No No No
[27] 2025 Yes No Yes No
[28] 2025 Yes No No No
[29] 2025 No No Yes No
[30] 2025 Yes No Yes No
[31] 2025 Yes No Yes No

The reviewed survey papers provide varying degrees of coverage for the specified research questions.
While improvements in detection techniques are often discussed in surveys, the efficacy of Al-driven
cybersecurity solutions in comparison to conventional techniques and crucial elements like datasets and AI-
driven solutions are still not thoroughly explored. As illustrated in Table 1, only study [23] has addressed
dataset limitations or the interpretability of detection models, and none offered a comprehensive analysis
integrating explainable Al, privacy-preserving concept, and dataset accessibility except [24]. Furthermore,
several existing surveys lack focus on hybrid frameworks or adversarial robustness, which are crucial for
modern threat landscapes. This highlights the need for a more integrated and critical review, as attempted in
this study, that not only summarizes detection techniques but also addresses emerging challenges and future
directions in Al-based malware detection.

1.2 Paper Structure

The remainder of this paper is organized as follows: Section 2 presents the research methodology,
including the research questions, objectives, and shortlisting criteria. The historical evolution and recent
trends in malware development are discussed in Section 3. Various detection techniques and Al integration
are examined in Section 4. Different datasets and their impact on model performance are critically analyzed
in Section 5, while Section 6 synthesizes the findings across the reviewed studies. Moreover, Section 7
discusses practical implications, limitations, and future directions, while Section 8 concludes the study. The
structure of the paper is illustrated in Fig. 2.

2 Research Methodology

This study adopts a structured and transparent literature review methodology modeled after systematic
review practices. Although not strictly following the PRISMA framework, the review employs its core
principles, namely, predefined research questions, rigorous selection criteria, transparent reporting, and
reproducibility, to ensure methodological robustness.

The review was conducted in five main stages: (1) formulation of research questions (RQs), (2) derivation
of research objectives (ROs), (3) design of a detailed search strategy, (4) application of inclusion/exclusion
criteria and article shortlisting, and (5) synthesis and thematic analysis of selected literature. The overarching
goal is to evaluate state-of-the-art malware detection framework in the context of Al integration, dataset
reliability, and emerging challenges.
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Figure 2: Structure of the review with section and subsection headings

2.1 Research Question

The review was guided by the following research questions:

i. What emerging trends have defined malware evolution in the past decade, and in what ways do they
challenge existing detection approaches?

ii. How are current malware detection techniques addressing modern and evasive malware threats?

iii. In what ways do malware dataset characteristics influence the reproducibility and reliability of detection
models?

iv. How can Al-driven cybersecurity solutions be applied to improve the scalability and efficiency of
malware detection systems?
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2.2 Research Objectives

Derived from the RQs, the objectives of this review are:

i. Analyze and document the major trends and patterns in the development and propagation of malware
over the last ten years.

ii. Evaluate the effectiveness of hybrid frameworks, image-based models, and adversarial defense mecha-
nisms in countering evasive malware.

iii. Analyze theimpact of synthetic, federated, and multimodal datasets on malware detection, with emphasis
on dataset quality, reproducibility, and fairness.

iv. Explore how automation, evolutionary algorithms, XAl, and privacy-preserving Al can be integrated for
scalable, transparent, and resilient malware detection.

2.3 Shortlisting Strategy

This review follows a structured methodology inspired by the Preferred Reporting Items for Systematic
Reviews and Meta-Analyses (PRISMA) framework, making deliberate adaptations to suit the cybersecurity
and AI research domain. The cybersecurity literature is more dispersed over a variety of venues (journals,
conferences, seminars, and technical reports) than the medical or clinical research where PRISMA first
appeared. Consequently, a strict PRISMA protocol was not entirely applicable. Instead, its core principles of
transparency, reproducibility, and systematic filtering were preserved, while modifications were introduced
to accommodate domain-specific characteristics. The search strategy targeted high-quality peer-reviewed
publications from January 2019 to October 2025 (Fig. 3). The search process was designed to maximize
coverage across both general and specialized digital libraries. In addition to IEEE Xplore, ACM Digital
Library, SpringerLink, Elsevier (ScienceDirect), and IJCERT, supplementary sources such as Wiley Online
Library, MDPI, and arXiv were also consulted to broaden scope (Fig. 2). To avoid overlooking relevant work,
backward and forward snowballing was performed on included studies.
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Figure 3: Year-wise distribution of articles referenced in this study
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The following Boolean-based search strings were employed:

(“malware detection” OR “malicious software detection” OR “threat detection” OR “cyber defense”)
AND (“machine learning” OR “artificial intelligence” OR “deep learning” OR “neural networks”) AND
(“dataset” OR “feature selection” OR “explainable AI” OR “adversarial robustness” OR “hybrid model”)
AND (“cybersecurity” OR “cyberphysical systems” OR “IoT security”) AND (“feature selection” OR
“XATI” OR “hybrid model”)

2.3.1 Inclusion Criteria

Peer-reviewed studies (2019-2025) focusing on malware detection using AI, ML, or hybrid design,
including works analyzing datasets or proposing comparative frameworks.

2.3.2 Exclusion Criteria

Non-English studies, editorials, short abstracts without technical depth, and duplicates. Fig. 4 illustrates
the PRISMA flow diagram followed in this review, PRISMA checklists can be found in the Supplementary
Materials. A total of 526 records were identified from five digital libraries (IEEE Xplore, ACM DL, Springer-
Link, Elsevier, and IJCERT). After removing duplicates and screening abstracts, 268 full-text articles were
assessed for eligibility. Of these, 52 were excluded due to lack of technical depth, duplication, or access
restrictions. Ultimately, 105 studies were included in the final qualitative synthesis. To ensure consistency
and reduce selection bias, two independent reviewers assessed each article. Disagreements were resolved
by a third reviewer. The inter-rater agreement was measured using the Kappa Coeflicient, yielding a value
of 0.8, indicating substantial agreement. The H-index values were obtained using the Scopus and Google
Scholar databases, where available, and reflect the cumulative impact of each source venue. This quality
measure complements the inclusion criteria (e.g., publication years, peer-reviewed status), contributing to
the robustness of the review methodology. Publisher-wise distribution of the papers is shown in Table 2.

Identification

Records Identified Through the Database searching (n=526)

Screening

|¢

Records after Duplicate Removal (n=268) Record Excluded (n=258)

|¢

Eligibility

Full text articles assessed for eligibility (n=216) Full text articles excluded (n=52)

|¢

Studied included in qualitative synthesis (n=105)

Figure 4: PRISMA flow diagram illustrating the study selection process for this systematic review
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Table 2: Publisher-wise distribution of papers with corresponding references

Publisher Count References
IEEE Transactions 41 [12,18,20,22,24-28,32-63]

Elsevier 9 [11,14-16,23,64-67]
ACM 7 [21,29,68-72]
Springer 5 [31,73-76]
MDPI 4 [30,77,78]
CMES 3 [79-81]
IJCERT 1 [82]
Misc 35 [10,13,17,19,83-113]
Total 105

2.4 Quality Assessment and Weighting

To promote transparency and credibility in the synthesis process, each of the included studies was
assessed using a Quality-Evidence-Impact (QEI) scoring framework. QEI is not an international standard
but this framework offers a structured method to evaluate methodological quality (Quality), empirical
support (Evidence), and real-world relevance (Impact), and has been adopted from existing literature
[114-116]. As shown in Table 3, each dimension was scored on a three-point scale, with a maximum score
of nine points. Studies with QEI scores of 7 or higher were considered high-quality evidence and were
given greater weight when interpreting findings and developing the analytical framework. This systematic
assessment indicates (Fig. 5) that approximately 62% of the reviewed studies exhibit strong methodological
rigor and validated results, ensuring that the conclusions of this review are based on a solid and diverse
empirical foundation.

Table 3: Quality—Evidence-Impact (QEI) scoring of selected studies

Study Q E I Total/Category  Study Q E I Total/Category
[21] 2 2 2 6 (Moderate) [32] 3 3 3 9 (High)
[36] 3 3 2 8 (High) [37] 2 2 2 6 (Moderate)
[39] 2 3 2 7 (High) [48] 3 2 2 7 (High)
[59] 3 3 3 9 (High) [64] 3 3 3 9 (High)
[58] 3 2 2 7 (High) [67] 2 3 2 7 (High)
[94] 2 2 2 6 (Moderate) [98] 3 3 3 9 (High)
[100] 3 3 2 8 (High) [103] 2 2 2 6 (Moderate)
[106] 2 3 2 7 (High) [107] 2 2 3 7 (High)
[99] 2 2 2 6 (Moderate) [57] 3 3 2 8 (High)
[52] 3 3 2 8 (High) [20] 3 3 2 8 (High)
[65] 2 2 2 6 (Moderate) [82 2 2 2 6 (Moderate)
[101] 2 3 2 7 (High) [33] 2 2 2 6 (Moderate)
[83] 3 2 2 7 (High) [34] 2 2 2 6 (Moderate)
[35] 3 2 2 7 (High) [77] 2 2 2 6 (Moderate)
[85] 2 2 3 7 (High) [84] 3 2 2 7 (High)
[86] 2 2 2 6 (Moderate) [112 3 2 2 7 (High)
[87] 2 2 2 6 (Moderate) [41] 2 2 2 6 (Moderate)
[40] 3 2 2 7 (High) [88] 2 2 2 6 (Moderate)

(Continued)
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Table 3 (continued)

Study Q E I Total/Category  Study Q E I Total/Category
[89] 2 2 2 6 (Moderate) [93] 2 2 3 7 (High)
[42] 2 2 2 6 (Moderate) [92] 2 2 2 6 (Moderate)
[45] 3 2 2 7 (High) [44] 2 2 2 6 (Moderate)
[91] 2 2 2 6 (Moderate) [90] 2 2 2 6 (Moderate)
[43] 2 2 2 6 (Moderate) [68] 3 2 2 7 (High)
[46] 3 2 2 7 (High) [96] 3 2 2 7 (High)
[75] 2 2 2 6 (Moderate) [95] 3 2 2 7 (High)
[49] 3 2 2 7 (High) [67] 2 3 2 7 (High)
[97] 2 2 2 6 (Moderate) [47] 2 2 2 6 (Moderate)
[71] 3 3 3 9 (High) [60] 3 3 2 8 (High)
[66] 2 3 2 7 (High) [108] 2 2 2 6 (Moderate)
[56] 2 2 2 6 (Moderate) [61] 2 2 2 6 (Moderate)
[62] 2 3 2 7 (High) [110] 2 3 2 7 (High)

Comparison of High vs Moderate QEI Value
Moderate
38.1%
61.9%
High
Figure 5: QEI Score comparison over Higher Vs. moderate
2.4.1 Scoring Criteria

Each study included in the review received a score using three important dimensions:

o Quality (Q): Assesses the methodological rigor of each study, where 1 = weak or unclear methods, 2 =
moderate rigor, and 3 = robust and reproducible methodology.

o Evidence (E): Evaluates the strength of empirical validation, where 1 = minimal or descriptive
validation, 2 = comparative or simulation-based validation, and 3 = strong empirical testing with
benchmark datasets.

o Impact (I): Reflects the degree of real-world applicability, where 1 = theoretical only, 2 = potential
applicability, and 3 = demonstrated real-world or cross-domain relevance.
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3 Malware Evolution

Malicious software, also known as malware, has undergone significant evolution over the past decade.
Notable factors in this evolution are increased sophistication, diversification of attack vectors, and advanced
obfuscation techniques. It is very important to understand the evolution of malware (Fig. 6) for developing
effective cybersecurity measures.

Malware Evolution Timeline

1986 1999 2001 2004 2007 2013 2019  2020s

@4}5!!.8

Brain Morris ILOVE  Zeus Crypto Wanna Emotet
Worm YOU Locker  Cry Ponmorphic

Figure 6: Malware evolution timeline over the years

3.1 Early Malware (1980-1990s)

The initial wave of malware mostly consisted of viruses and worms. These early forms of malware were
relatively simple in design and spread primarily through infected floppy disks and internet connections. In
this regard, Brain virus (1986) comes to the mind first, which was the first International Business Machines
Corporation (IBM) PC virus. Morris worm (1988) is also another initial virus which caused widespread
disruption across the early internet [117].

3.2 The Rise of Email and Macro Viruses (1990-2000s)

In 1990s email and office productivity software gained widespread recognition. This adoption also
brought creation of macro viruses and email-borne malware. The Melissa virus (1999) and the ILOVEYOU
worm (2000) exploited email systems. They propagated rapidly and caused significant financial and
operational damage [118].

3.3 The Advent of Ransomware and Spyware (2000-2010s)

The early 2000 s saw the emergence of ransomware. It was a highly lethal kind of malware, which
encrypts the victim’s data and it was erased on demand of a ransom from user. AIDS trojan (PC Cyborg
Virus) is considered as one of the first ransomware attacks ever which was released via floppy disk in 1989.
Ransomware has a long history but it could not make impact till 2000 s. This was likely due to the challenges
associated with collecting ransom payments. However, with the emergence of cryptocurrencies in 2010, such
as Bitcoin, and soon spread globally. Meanwhile, spyware, which collects information from users without
their knowledge, has also become a common threat, like Gator and CoolWebSearch [119].

3.4 Sophisticated Attacks and APTs (2010s-Present)

The last decade has seen an exponential increase in the sophistication of malware. Advanced Persistent
Threats (APTs) are highly targeted and prolonged attacks. They are often sponsored by state [120]. In this
regard, Stuxnet (2010) is one of the prominent attacks, which targeted Iranian nuclear facilities. Another
notable attack is Sony Pictures hack (2014) [121].
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Modern malware is gradually utilizing artificial intelligence (AI) and machine learning techniques to
boost its effectiveness. These technologies allow malware to adapt to the situation and evade traditional
detection methods by learning from previous detection attempts. They accordingly modifying their signature
and behavior.

4 Malware Detection Techniques

Recent reports are evident that significant efforts are required to counter these malware attacks. Malware
detection is a critical first step in combating malware attacks, as identification and detection are essential
before implementing any measures to eliminate it. Following are basic malware detection techniques which
have also evolved over the years.

4.1 Signature-Based Techniques

Signature-based malware detection remains one of the earliest and most widely deployed techniques
in cybersecurity, owing to its precision and efficiency in identifying known threats. Simple Flow diagram of
traditional signature base techniques is depicted in Fig. 7. By comparing binary patterns, code fragments,
or network traces against a database of predefined signatures, these systems can deliver rapid detection
with relatively low false positive rates. This reliability has preserved their relevance, especially in enterprise
environments where response speed and operational stability are critical. However, as malware authors
increasingly employ polymorphism, obfuscation, and zero-day exploits, the standalone effectiveness of
signature-based solutions is diminishing. These evolving evasion strategies highlight the reactive nature of
signature matching and underline the necessity for continual enhancement of this approach.

‘ Sample
Acquisition
‘ Signature | Pattern Matching |
Extraction Engine
Signature ) Detection
Database Decision

Figure 7: Signature base malware detection flow diagram

Recent research has focused on overcoming these limitations by integrating signature-based meth-
ods with advanced technologies and complementary strategies. Botacin et al. introduced HEAVEN, a
hardware-enhanced antivirus engine designed to accelerate signature matching, demonstrating that dedi-
cated hardware can substantially improve detection speed and throughput in large-scale environments [64].
Similarly, Selvaraj et al. compares a detection framework that leverages low-level system interactions to
improve classification accuracy while reducing computational overhead [73]. Ojugo and Eboka employed
an approximate Boyer—-Moore algorithm to enhance signature matching efficiency [83], while Joe and
Kim developed a greedy algorithm based on association analysis to streamline signature generation [33].
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Pang et al. further improved detection performance through a random oversampling technique that balances
imbalanced datasets and reduces classification bias [34].

Beyond speed and efficiency, researchers have sought to increase the adaptability and resilience
of signature-based paradigm by combining them with complementary detection paradigms. Goyal and
Kumar proposed a pipeline that integrates signature-based and behavior-based techniques, creating a more
comprehensive defense capable of detecting both known and previously unseen malware [32]. Kwon et al.
adopted a similar hybrid perspective, employing a statistical analysis unit to filter anomalies before using a
Composite AutoEncoder (CAE) to reduce false negatives [77]. Al-Asli and Ghaleb provided a comparative
analysis of static, dynamic, and hybrid detection strategies, emphasizing that specific design choices can
significantly affect detection performance depending on the deployment context [35]. Kamdan et al. [122]
investigated static malware detection using machine learning models, specifically focusing on Random Forest
for classifying malicious software. It compared the performance of different machine learning algorithms in
the static analysis domain.

A key area of advancement involves augmenting traditional signature-based systems with machine
learning and data-driven techniques. Chakravarty et al. explored the integration of ML algorithms with
signature-based detection to improve adaptability and classification accuracy [85], while Tirumala et al.
utilized autoencoders to optimize training processes and enhance feature extraction from signature
datasets [37]. Assegie introduced an optimized K-Nearest Neighbors (KNN) classifier, demonstrating how
classical machine learning models can refine detection decisions based on signature characteristics [82].
Nahmias et al. extended this paradigm with TrustSign, which leverages deep feature transfer learning in
private cloud environments to generate trusted signature sets [36]. Similarly, Shi et al. proposed NBP-MS, a
network-behavior-profiling-based method that dynamically updates signatures based on observed activity,
addressing the challenge of rapidly evolving threats [38]. Udayakumar et al. also advanced dynamic signature
generation by tracking Application Programming Interface (API) calls during execution, enabling detection
mechanisms to evolve in response to malware behavior [84].

Beyond traditional software-based detection, several studies have demonstrated that signature-based
principles can be extended to specialized environments. Fouad and Abdel-Hamid applied Hidden Markov
Models (HMM) to power consumption signatures for anomaly detection in IoT devices, illustrating the
versatility of this technique in resource-constrained contexts [86]. Sihag et al. focused on Android malware,
proposing a dynamic analysis approach that leverages kernel-level system logs for signature extraction and
improved detection accuracy [74].

Opverall, while signature-based detection continues to offer unmatched precision against known threats,
its reactive nature limits its effectiveness against novel, obfuscated, and rapidly evolving malware. The
trajectory of recent research indicates a shift toward hybrid systems that combine signature matching
with behavioral analysis, machine learning, and hardware acceleration. Such approaches aim to transform
signature-based detection from a static, pattern-matching tool into a dynamic, adaptive component within
a multi-layered cybersecurity architecture. By incorporating automated signature generation, behavioral
context, and intelligent feature extraction, future systems are poised to retain the strengths of signature-based
detection while overcoming its traditional limitations. Nevertheless, the reactive nature of signature-based
detection and its limited effectiveness against unknown or obfuscated malware necessitate complementary
strategies. This limitation has driven the evolution of heuristic-based procedures, which aim to expand
detection capabilities beyond known signatures by inferring malicious intent from behavioral characteristics.
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4.2 Heuristic-Based Techniques

Building on the limitations of static signature matching, heuristic-based detection introduces greater
adaptability by focusing on suspicious behaviors and program characteristics rather than predefined patterns.
This shift allows security systems to recognize novel and previously unseen threats that would evade
traditional signature databases. Unlike static signature matching, heuristic methods analyze behavioral
traits, execution patterns, structural anomalies, and contextual indicators to infer malicious intent even
when explicit signatures are unavailable. Flow of heuristic based techniques is depicted in Fig. 8. This
makes heuristic analysis especially valuable in combating zero-day malware, polymorphic threats, and
advanced evasion techniques that dynamically alter code to bypass conventional detection systems. Despite
these advantages, heuristic models face persistent challenges, such as high false-positive rates, increased
computational demands, and the complexity of accurately modeling evolving malware behavior. Recent
research has sought to refine and extend heuristic detection capabilities through both algorithmic innovation
and hybridization with other detection paradigms. Cisar and Joksimovic demonstrated how heuristic
scanning combined with sandboxing significantly improves malware detection by isolating suspicious
programs in controlled environments for detailed behavioral analysis [87]. This strategy allows analysts to
observe execution characteristics without risking system integrity. Similarly, Alkhateeb and Stamp proposed
a dynamic heuristic detection method leveraging a Naive Bayes classifier to identify packed malware by
modeling behavioral deviations, thereby improving sensitivity to obfuscated threats [41]. Addressing the
challenge of fileless malware—known for its ability to operate exclusively in memory and evade disk-based
detection—Afreen et al. highlighted the importance of heuristic approaches that emphasize runtime analysis
and memory inspection to identify such elusive attacks [40].

a4 N\
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Figure 8: Heuristic base malware detection flow diagram

The integration of heuristic techniques with machine learning and meta-heuristic optimization has fur-
ther enhanced detection accuracy and adaptability. Sharma and Agrawal introduced MH-DLdroid, a hybrid
framework that combines meta-heuristic algorithms with deep learning models to improve Android malware
detection, demonstrating significant gains in classification performance over traditional concepts [88]. Jhansi
et al. proposed a two-tier detection framework that fuses fuzzy logic with meta-heuristics, resulting in a
system capable of dynamically adapting its decision boundaries to evolving malware patterns [89]. Bhuiyan
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et al. also explored multimodal feature selection strategies, showing that selecting low-correlated modalities
significantly boosts the predictive performance of heuristic systems [94]. Likewise, Samarthrao designed
a multi-objective feature selection mechanism combined with adaptive capsule networks for email spam
detection, highlighting the growing convergence of heuristic analysis with deep learning architectures [93].

A complementary strand of research has focused on specialized heuristic rules and algorithmic
enhancements aimed at improving detection coverage. Almeida and Westphall applied heuristic web
scraping and crawling techniques to detect phishing URLs, demonstrating the utility of heuristic approaches
in web-based threat scenarios [42]. Raja et al. developed MUDHR, a heuristic rule set for malicious URL
detection, which substantially enhanced accuracy by leveraging structural and lexical features of URLs [92].
Arora et al. proposed a platform-independent Python-based tool, ducky-detector, which uses heuristic
rules to identify malicious activities linked to USB Rubber Ducky devices, highlighting the adaptability of
heuristic detection in hardware exploitation contexts [45]. Similarly, Dou et al. improved the traditional
N-gram algorithm to enhance heuristic detection of unknown malware, increasing sensitivity to subtle
code variations indicative of malicious intent [44]. Hajmasan et al. explored the use of bytecode-level
heuristic signatures, demonstrating that program-level instruction patterns can effectively reveal behavioral
anomalies [91].

Other works have expanded the scope of heuristic analysis by exploring execution-level and system
interaction patterns. Suryati and Budiono proposed a detection framework based on API call network anal-
ysis, enabling systems to identify suspicious behaviors based on deviations in API interaction graphs [90].
Odat and Yaseen leveraged the co-occurrence of multiple feature sets within malware samples to improve
detection precision, illustrating the value of feature interactions in heuristic classification [39]. Chavan
et al. implemented a hybrid antivirus system that integrates heuristic rules with signature databases,
demonstrating that combining static and behavioral indicators significantly improves detection coverage,
particularly on portable devices [43].

The breadth of these studies reflects a broader trend: heuristic detection is transitioning from a rule-
based supplementary technique to a central component of modern, adaptive cybersecurity architectures.
While false positives and computational overhead remain critical concerns, the fusion of heuristic analysis
with machine learning, fuzzy logic, and feature engineering has dramatically improved detection precision
and resilience. Furthermore, heuristic methods excel in domains where behavioral context, environmental
interactions, or runtime characteristics offer more reliable indicators of malicious activity than static
signatures. Future directions are likely to focus on optimizing heuristic models for real-time deployment,
integrating them with explainable AI (XAI) to enhance interpretability, and developing adaptive heuristics
capable of evolving alongside the threats they are designed to detect.

4.3 Behavior-Based Techniques

Extending beyond heuristic inference, behavioral-based detection emphasizes direct observation of
program actions and system interactions, providing richer contextual signals for identifying malicious
activity. Behavioral-based malware detection represents one of the most dynamic and adaptive strategy in
contemporary cybersecurity, shifting the detection paradigm from static signatures and predefined patterns
to the observation and analysis of program actions in real time. Instead of matching known code fragments,
these techniques monitor behavioral indicators, such as anomalous file modifications, unauthorized network
connections, suspicious memory usage, or unexpected access to system resources, to infer malicious intent.
Flow of behavior based techniques is depicted in Fig. 9. This proactive nature enables the detection of
previously unknown or rapidly evolving threats, including zero-day attacks and polymorphic malware,
which often evade traditional signature-based defenses. However, the complexity of accurately modeling
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and interpreting software behavior introduces significant challenges, such as elevated false-positive rates
when benign applications exhibit unusual but legitimate activities, and increased computational overhead
during continuous monitoring. Recent advancements in behavioral detection have sought to overcome
these challenges by integrating graph-based modeling, semantic analysis, and machine learning to improve
precision and interpretability. Fan et al. proposed a framework based on weighted heterography that captures
and models relationships between malware features as graph structures, significantly enhancing classification
performance [68]. Zhang et al. advanced this idea by focusing on method-level behavioral semantics,
enabling their system to detect malicious patterns in Android applications by examining the contextual
meaning of API usage [46]. Similarly, Xu et al. leveraged graph convolutional networks (GCNs) to analyze
dependencies among behavioral features, demonstrating improved detection accuracy for complex malware
families in Android environments [96]. In parallel, Anisetti et al. designed a lightweight detection system
that collects multi-valued time series data within sandboxed environments to identify suspicious activity
with minimal computational costs, making it suitable for deployment in resource-constrained systems [75].
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Figure 9: Behavior base malware detection flow diagram

The integration of deep learning with behavioral analysis has emerged as a powerful technique for
capturing complex activity patterns and temporal dynamics [123]. Lu et al. introduced a hybrid deep learning
model that combines convolutional neural networks (CNNs) and recurrent neural networks (RNNs) to
detect Android malware based on sequential behavior [95]. Abderrahmane et al. adopted a similar deep
learning approach, utilizing CNNs to analyze system call sequences and accurately classify applications
as benign or malicious [48]. Shakya and Dave also focused on system call analysis, demonstrating that
patterns of low-level interactions can serve as highly discriminative features for malware classification [98].
Complementary to this, Singh and Singh applied traditional machine learning algorithms to behavioral arti-
facts, highlighting the ongoing relevance of non-deep learning methods when carefully tuned to behavioral
indicators [99].

The versatility of behavioral-based detection is further evidenced by its adaptation to diverse threat
landscapes and specialized environments. Sihwail et al. proposed a memory analysis-based approach that
identifies malware based on in-memory behaviors, addressing the limitations of disk-centric methods [111].
Aslan et al. extended behavioral analysis to cloud environments, developing an intelligent detection frame-
work capable of handling the unique challenges of virtualized infrastructures [49]. Sun et al. tackled
Industrial Internet of Things (IIoT) scenarios by employing classified behavioral graphs to detect malicious
activity within resource-constrained networks [100]. Similarly, Du et al. utilized classified behavior patterns
to identify malware variants, illustrating how behavioral profiling can aid in family-level classification
and lineage tracking [50]. Rosli et al. proposed a clustering-based model to group malware according
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to behavioral similarities, enabling improved understanding of malware ecosystems and facilitating the
identification of new threat families [101]. Hossain et al. have highlighted threshold-specific performance,
showing that Bi-GRU excels at lower thresholds, while GRU performs optimally at higher thresholds,
showcasing adaptability to varying configurations demonstrated by enhancing the performance of traditional
models such as Naive Bayes and XGBoost, surpassing Gradient Boosting [124]. Kumar et al. emphasized the
importance of early-stage behavior analysis, proposing a detection framework that monitors initial execution
traces to rapidly classify malicious activity before significant damage occurs [102].

Behavioral strategies have also been successfully applied to domain-specific challenges. Muhtadi and
Almaarif examined the influence of malware on network traffic, demonstrating the effectiveness of behavioral
detection in capturing subtle anomalies that traditional packet inspection might overlook [97]. Tanana
and Tanana addressed the rising threat of cryptojacking malware, emphasizing the role of behavioral
indicators—such as abnormal resource consumption—in detecting mining activities [47]. These studies
collectively underscore the adaptability of behavioral techniques across a spectrum of threat types and
operating contexts.

4.4 Machine Learning-Based Techniques

Machine learning (ML)-based malware detection has emerged as one of the most transformative
approaches in modern cybersecurity, enabling systems to automatically learn complex malicious patterns
from data and continuously adapt to evolving threats. Unlike traditional static or heuristic techniques, ML-
based systems are capable of discovering subtle, non-linear relationships between features, behaviors, and
network activities that may not be explicitly defined by human experts [125]. By leveraging large datasets and
advanced learning algorithms, these models can detect anomalies, classify new malware variants, and even
predict emerging threats in real time. Their ability to self-improve as new data becomes available makes ML
an indispensable tool in the arms race against increasingly sophisticated cyberattacks. However, challenges
remain, including the need for high-quality labeled datasets, model interpretability, resistance to adversarial
manipulation, and computational efficiency especially in resource-constrained environments such as IoT
and mobile platforms [113,126].

Early works in ML-based detection explored traditional classification algorithms to detect malicious
behaviors from software activity patterns. Singh and Singh applied machine learning techniques within the
Cuckoo Sandbox environment to identify malicious artifacts based on behavioral indicators, demonstrating
how automated feature extraction can significantly improve detection accuracy [99]. Khammas focused on
improving ransomware detection using the Random Forest algorithm, which achieved notable success in
classifying ransomware based on behavioral signatures and system-level events [103]. Similarly, Jang and
Lee targeted intranet attacks by applying ML algorithms to network traffic data, revealing the potential of
behavioral modeling in detecting insider threats and lateral movement [51]. Bae et al. further compared the
performance of various machine learning models on ransomware detection, concluding that a combination
of behavioral and static features yields the highest detection accuracy [107]. Complementing this, Kumari
and Mrunalini used ML classifiers to detect denial-of-service (DoS) attacks, emphasizing the versatility of
machine learning across different threat categories [105]. He et al. introduced AdvDroidZero, an efficient
query-based attack framework against ML-based AMD methods that operates under the zero knowledge
setting [72].

Deep learning has further advanced malware detection by automatically learning hierarchical feature
representations from raw data, eliminating the need for extensive manual feature engineering. Fallah and
Bidgoly designed a two-layer deep learning architecture that analyzes network traffic to identify malicious
behavior patterns, significantly improving detection precision [104]. Ajvad Haneef and Madhu kumar
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applied deep neural networks (DNNs) to detect metamorphic malware, showcasing how deep architectures
excel at capturing subtle code transformations that evade traditional methods [58]. Vinayakumar et al.
proposed robust malware detection models using deep learning, highlighting their superior generalization
capabilities compared to shallow algorithms [57]. Hwang et al. also introduced a two-stage ransomware
detection framework combining dynamic analysis with ML classifiers, improving detection at both early
and late attack phases [106]. Odat and Yaseen leveraged feature co-existence patterns to design a novel
Android malware detection model, illustrating the importance of feature engineering in improving classifier
performance [39].

Specialized ML applications have also emerged in detecting malware within specific domains and threat
vectors. Ibrahim et al. proposed a multilayered ML framework for botnet detection, combining filtering and
classification modules to effectively identify command-and-control server communication [53]. Ali et al.
extended this concept by employing a model stacking approach, where outputs from multiple deep learning
models including Artificial Neural Network (ANN), Convolutional Neural Network (CNN), Long Short-
Term Memory (LSTM), and Recurrent Neural Network (RNN) are fused to improve detection accuracy
in IoT environments [54]. Hussain et al. focused on early-stage prevention by detecting botnet scanning
activity before an attack progresses, highlighting how ML can be leveraged for proactive defense [55]. Usman
et al. used ML to analyze IP reputation data for dynamic malware detection, demonstrating its utility in
forensic investigations and network-level security [65]. Feng et al. optimized deep learning models for mobile
platforms by designing lightweight architectures that maintain a balance between accuracy and compu-
tational cost, making ML-based detection feasible for resource-limited devices [52]. An et al. presented a
dual Siamese network-based detection system that uses byte pictures transformed from malware binary data
to grayscale and opcode frequency-based images obtained after extracting opcodes and translating them
into 2-gram frequencies [79]. Kil et al. offer a memory-efficient intrusion detection system that employs
multi-binary classifiers and optimal feature selection. The proposed approach detects many forms of harmful
attacks using parallel binary classifiers and optimal features for each attack type [80]. Chang discussed static
analysis and malware detection using machine learning models, leveraging PE-header features and a stacking
ensemble method. The research shows how combining different ML models can improve the performance of
malware detection systems [127]. Akhtar and Feng valuated various machine learning algorithms for malware
detection and classification, offering insights into their effectiveness in identifying malicious software. It
compared traditional ML techniques like Random Forest with newer models to determine the best approach
for malware classification [128].

Beyond traditional numerical features, vision-based approaches have gained traction as innovative
alternatives to conventional detection pipelines. Roseline et al. explored deep random forest models
applied to image representations of malware, where visual artifacts serve as discriminative features for
classification [56]. This vision-based perspective aligns with broader trends toward multimodal malware
detection, where data from diverse domains is fused for improved detection outcomes including system
logs, network traffic, and visual patterns. Bensaoud et al. and Song et al. presented a comprehensive survey
on the use of deep learning techniques for malware detection, highlighting the most effective models and
methodologies [23,31]. Pathak et al. explored a machine learning approach for detecting Android malware
using permission-based feature selection. It demonstrated how feature extraction based on app permissions
can enhance the detection of malicious Android apps [129]. Ali et al. provided comprehensive review
of learning techniques used for malware detection in IoT environments, emphasizing the challenges and
solutions tailored for IoT security. It discussed various machine learning and deep learning techniques
applicable to the unique needs of IoT devices [130]. Gorment and Krejcar offered a taxonomy of machine
learning algorithms for malware detection, covering the current challenges and future directions in the



18 Comput Model Eng Sci. 2026;146(3):5

field. It served as a guide for researchers and practitioners in selecting appropriate machine learning models
for malware classification [131]. Kumar & Sachan introduced an automated machine learning (AutoML)
framework for malware detection, aiming to streamline model selection and hyperparameter tuning. It
discussed the potential benefits of AutoML in cybersecurity for faster and more efficient malware detection
systems [132]. Ali et al. examined the use of machine learning for malware detection in Internet of Things
(IoT) environments, detailing the challenges and opportunities in this rapidly growing field. The authors
focused on how to effectively apply ML techniques to secure IoT systems from malware attacks [130]. Al-
Ghanem et al. proposed a novel approach to malware detection using attention-based deep convolutional
neural networks (CNNs). The method is designed to improve the accuracy and efficiency of detecting
malware by focusing on critical features using an attention mechanism [81].

Overall, ML-based malware detection has matured into a cornerstone of intelligent cybersecurity sys-
tems, offering scalability, adaptability, and predictive capabilities unmatched by traditional methods. Despite
these strengths, challenges persist particularly in explainability, robustness against adversarial attacks, and
the need for extensive labeled datasets. Current research trends increasingly emphasize hybrid models that
combine multiple ML algorithms, lightweight architectures for edge environments, and the integration of
behavioral, network, and visual features into unified detection frameworks. Such advancements are shaping
the future of malware detection toward systems that are not only accurate and adaptive but also resilient and
transparent in the face of evolving cyber threats. The classification algorithms employed across various ML-
based malware detection approaches are summarized in Fig. 10, illustrating the diversity of machine learning
techniques utilized for threat identification and analysis.

ML Algorithm

HSVM

m RF

m K-NN
CNN,ANN,RNN

M Logistic Regression

m DT

B Naive Based

Figure 10: ML algorithms used in malware detection

4.4.1 Feature Selection in Malware Detection

Feature selection plays a critical role in improving the accuracy, efficiency, and interpretability of
machine learning models used for malware detection. Due to the high-dimensional nature of malware
datasets,reducing the feature space without losing discriminative power is essential.
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Feature selection methods can be broadly classified into three categories:

« Filter methods, such as Chi-square test, Information Gain, and Mutual Information, evaluate the
relevance of each feature independently of the learning algorithm.

o Wrapper methods, like Recursive Feature Elimination (RFE), evaluate subsets of features based on
model performance, albeit with higher computational cost.

« Embedded methods, such as Lasso regression and feature importance scores from Random Forests,
perform selection during model training.

In malware detection literature, feature selection has been used to reduce overfitting and improve
detection speed. For example, Bhuiyan et al. [94] demonstrated that selecting low-correlated modalities
in multimodal ML models improved classification performance. Similarly, Raja et al. [92] used heuristic
rules to select features from URLs, enhancing detection of phishing attempts. Furthermore, feature selection
enhances the interpretability of detection models which is a critical aspect for building explainable AI (XAI)
systems. By focusing on a smaller set of high-impact features, cybersecurity analysts can better understand
why a particular sample was classified as malicious [70,78].

4.5 Image-Based Techniques

Image-based malware detection first proposed by Nataraj et al. [71], is a promising cybersecurity
approach that identifies subtle changes in malware code and detects both packed and obfuscated mal-
ware [69]. This method involves converting malware binaries or behavioral logs into visual representations
(image space), allowing for the visualization of underlying patterns and structures [133,134]. Subsequently,
images are processed using deep learning techniques to detect malicious behaviors [135]. Traditional
signature-based methods often struggle with obfuscated or polymorphic malware [73]; however, image-
based techniques can effectively identify such threats by analysing visual patterns, even when malware has
been altered to evade detection. Moreover, combining DL, which excels in pattern recognition, with anomaly
detection can significantly improve malware detection. Liu et al. [59] utilized a Gray Level Co-occurrence
Matrix (GLCM) and CNN in multi-class malware detection. Kwan [60] generated Markov images based
on byte-level transfer frequencies, capturing global statistical properties of malware and enhancing them
through normalization and histogram equalization for better performance. Prabhpreet Singh et al. have
proposed a novel method for categorizing malware executables based on their visual representation by
converting the malware binaries to grayscale images and then classifying them using CNN [136]. Pinhero
et al. [66] utilized grayscale, RGB, and Markov images, along with Gabor filters, and fine-tuned CNN on
the Malimg and Microsoft BIG2015 datasets with varying image dimensions, Fig. 11 illustrate its different
depictions. Saridou et al. [108] applied a-cuts as a defuzzification to achieve sparse representations and
integrated with CNN. In [109], the authors proposed a multifaceted detection approach employing a time-
series-to-image conversion with clustering, probabilistic analysis, and CNN. Additionally, it integrates
security principles of authentication, authorization, and accounting (AAA), enhancing system reliability.
Baptista et al. [61] utilise Hilbert curves and a Self-Organizing Incremental Network (SOINN) to identify
malware code in IoT. However, the method’s efficacy is questioned on larger, more diverse datasets. Tekerek
and Yapici [67] utilized the B2IMG algorithm for visualization and CycleGAN to rectify imbalanced data
sizes among malware families, achieving accuracies of 99.86% and 99.60% on the BIG2015 and DumpWarel0
datasets, respectively. The work [110] employed color image visualization and a deep convolutional neural
network (DCNN) for the Industrial Internet of Things (IIoT) and achieved an accuracy of 97.81% on the
IIoT dataset and 98.47% on the Windows dataset. Table 4 provides an overview of image-based methods,
highlighting their applicability in various environments and diverse contexts.
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Figure 11: Malware representation in different formats
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Table 4: Comparative overview of image-based malware detection methods

Author Technique/Model Accuracy/Performance Strength Limitation
Liu et al. [59] GLCM + CNN More than 90% Good pattern capture Limited scalability
Markov image . Potential parameter
0 739
Kwan [60] generation + VGGI9 97.3% High accuracy instability
Grayscale + Complexity, limited
Pinhero et al. [66] RGB/Markov+ Gabor+ 99.97% (Malimg) High accuracy, low loss plexity, .
dataset specificity
CNN
Saridou et al. [108] cf-cuts + CNN 93.60% Dynamic ﬂ,o W Requires corpp lex
representation computation
Ghahramani et al. [109] Time series to image + Not explicitly stated Integrated security Lack of direct accuracy

AAA + CNN

principles

comparison

Baptista et al. [61]

Hilbert curves +

91.7%-94.1%

Good for IoT malware

Uncertain scalability to

SOINN larger datasets
Tekerek and Yapici [67] ~ B2IMG + CycleGAN 99.69%-99.96% Handles imbalanced Adversarial robustness
data unknown
Naeem et al. [110] . C}olqr 1mage 97.81%-98.47% Good for IoT contexts Needs add{tlonal
visualization + DCNN analysis

Dharmalaksana
etal. [62]

B2IMG + CNN +
Gabor Filter

99.86%

Robust feature capture

Unknown adversarial
robustness

To provide a holistic understanding of how different malware detection approaches compare across
critical dimensions, Table 5 synthesizes their core strengths, limitations, and emerging research trends.The
comparative overview underscores an ongoing paradigm shift toward hybrid and multimodal strategies that
combine the strengths of multiple approaches to deliver more robust, scalable, and interpretable malware
detection solutions.
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Table 5: Comparative overview of malware detection approaches

Approach Strengths Limitations Emerging trend
Ineffective against Integration with ML and
Signature-based Fast, low false positives & & .
zero-day malware hardware acceleration
Meta-heuristics and fuzzy
High false positive
Heuristic-based Detects unknown threats & ratep logic for improved
detection
Resource-intensive
. Context-aware and effective Graph-based behavioral
Behavioral-based . ) and prone to false )
against evolving threats modeling

positives

Requires large

Adaptive, scalable, and Explainable AI (XAI) and

ML-based . , datasets, limited . .
improves with data . . adversarial training
interpretability
Resistant to obfuscation Computationally CycleGAN and multimodal
Image-based _ . _
and polymorphism expensive fusion approaches

5 Critical Analysis of Datasets

Malware datasets play an important role in developing machine learning-based malware detection
systems. They serve as foundational pillars of cybersecurity research and provide the raw material to analyze,
detect, and combat evolving digital threats. Well-known datasets like VirusTotal, VirusShare, Malimg,
Drebin, and CICIDS2017 provide insights into different aspects of malware behavior, aiding in the continuous
improvement of cybersecurity solutions. However, their utilization comes with several challenges. One
of the primary issues is data diversity and representativeness. Many datasets are biased toward specific
malware families, attack types, or operating systems, making them less effective for real-world detection
models. Additionally, malware evolves rapidly, and outdated datasets may not reflect the latest attack patterns,
reducing their generalizability.

Another significant challenge for malware datasets is labeling quality and ground truth validation.
Datasets like VirusTotal aggregate multiple antivirus results, these labels can sometimes be inconsistent,
leading to misclassification. The reliability of ground truth is critical in training machine learning models,
and errors in labeling can significantly impact performance. Access restrictions and legal concerns are
also areas of concern, such as VirusTotal and VirusShare are high quality datasets but require special
access permissions, which makes them less accessible to independent researchers. Handling and sharing
malware datasets also involve legal and ethical considerations, as improper handling can lead to unintended
security risks.

From a technical perspective, working with large-scale datasets demands substantial computational
resources. Processing raw malware binaries, network traffic logs, or behavioral traces requires advanced
feature extraction techniques, which can be computationally expensive. Furthermore, some datasets are
imbalanced, with an overwhelming number of benign samples compared to malware, which results in
bias. Finally, dataset standardization and interoperability remain a challenge. Different datasets use varying
formats, different labeling schemes, and their own collection methodologies, which makes it difficult to
integrate multiple sources for comprehensive analysis. Cyber Security researchers often have to spend
significant time preprocessing and normalizing that data before it’s effective utilization.
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Addressing these challenges is crucial for improving malware detection models and ensuring that
cybersecurity solutions remain effective against evolving threats. Future research should focus on enhancing
dataset diversity, improving labeling accuracy, promoting open-access repositories, and developing efficient
preprocessing techniques to optimize dataset usability in real-world cybersecurity applications. Table 6
presents a critical analysis of some of the most commonly used malware detection datasets in this study.

Table 6: Comparative analysis of malware detection datasets

Dataset Malware focus Size Access Limitations
VirusTotal General Millions Restricted Commercial access? limited free APT
queries
. . Requires membership, raw samples,
VirusShare General 40M+ Restricted
No labels
Drebin Android 179,000 Public Focused on Android malware, good
for ML research
ful for i - ML techni
Malimg Windows 9342 Public Useful for image-based ML techniques
only
AMD Android 24,500 Public Good for M'Ii—based analysis, diverse
families, not updated
Good for reverse engineering, only
ArgusLab Android Varies Public static Android Application Package
(APK)
CIC- . . Good for network-based detection,
ANDMALI7 Android 426,000 Public small dataset size
FFRI Windows Nf)t Public Focuseq on dyn;.1m1? maI'\/vare
specified behavior, require licensing

Botnets, DDoS, .
CAIDA 2017 Network_based Large scale Public

Useful for network anomaly detection,
needs additional preprocessing

CTU-13 Botnet 13 Public Good for botnet detection, outdated
for i . . h,
UNSW-NBI15 Network-based 2M+ Public Used for intrusion detection r'esearc
not for real word scenarios
. Simulated, Good benchmark for
Intrusion . . .
CICIDS2017 _ 3M+ Public Intrusion Detection System (IDS)
detection
research
6 Findings

This section presents a consolidated synthesis of the literature reviewed, offering evidence-based
answers to the research questions (RQs) and integrating broader trends observed across multiple domains of
malware detection. Rather than summarizing prior sections, the findings distill core insights derived from 89
peer-reviewed articles and contextualize them within overarching themes such as adaptability, transparency,
scalability, and dataset quality.
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6.1 RQI: What Emerging Trends Have Defined Malware Evolution in the Past Decade, and in What Ways

Do They Challenge Existing Detection Approaches?

Malware has undergone a dramatic evolution, marked by increased complexity, polymorphism, and

the adoption of artificial intelligence (AI) techniques by adversaries. The integration of Al into malware
development allows these threats to adapt dynamically, evade traditional defenses, and exploit novel
vulnerabilities. Emerging trends include:

Fileless malware that operates entirely in memory, bypassing signature-based detection mechanisms.
Afreen et al. emphasized the need for runtime behavior monitoring to counter such threats [40].
Hybrid malware leveraging modular designs for payload delivery, complicating detection through
multi-stage attacks.

Target-specific ransomware utilizing advanced encryption and social engineering, now among the
most disruptive forms of malware. Random Forest-based approaches have been proposed for its
detection [103].

IoT and Industrial IoT (IIoT) exploitation, due to weak device-level security. Sun et al. proposed
behavior-graph-based models to secure IoT networks [100].

Advanced Persistent Threats (APTs) backed by state actors pose long-term threats by maintaining
persistent access to networks. Botacin et al. introduced hardware-enhanced AV systems for real-time
APT detection [64].

6.2 RQ2: How Are Current Malware Detection Techniques Addressing Modern and Evasive Malware

Threats?

Recent innovations have significantly enhanced the performance and scope of detection techniques:

Signature-based detection has been refined with optimized algorithms. The Boyer-Moore algo-
rithm [83] and K-Nearest Neighbors (KNN) [82] offer better speed and efficiency. However, these are
still prone to evasion by new malware variants.

Heuristic and behavioral techniques now incorporate ML-driven rule sets to capture unknown
malware characteristics. For example, the use of Naive Bayes for packed malware detection offers
higher sensitivity to obfuscation [41], while heuristic phishing detection improves malicious URL
identification [42].

Hybrid frameworks that combine signature-based and behavioral analysis—such as those proposed by
Goyal and Kumar [32], and Chavan et al. [43]—have demonstrated superior accuracy in recognizing
previously unseen malware.

Hardware-level detection systems (e.g., HLMD [73]) and hybrid AV engines like HEAVEN [64] offer
real-time responsiveness, showing the potential of integrated detection pipelines.

Al-based detection systems are highly resilient. They learn, improve and adapt over time as they are
exposed to more data. Combination of ML with deep learning can capture complex patterns in the data.
ML-based methods are scalable and can be deployed across various environments. Accuracy measure
of related research is depicted in graphical representation at Fig. 12. It shows that more than 90% of the
proposed methods have efficacy rate above 90%. Image-based malware detection has also improved the
ability to detect obfuscated malware. Studies in Table 4 show that these techniques are effective against
modern malware with over 97% accuracy. These advancements highlight the growing potential of image-
based methods to detect even complex and hidden malware.
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Figure 12: Accuracy of malware detection techniques reported in reviewed papers

Overall, these advancements shift malware detection from static signature-matching to dynamic,
context-aware, and adaptive systems that leverage multiple data modalities.

6.3 RQ3: In What Ways Do Malware Dataset Characteristics Influence the Reproducibility and Reliability
of Detection Models?

The performance and reliability of AI/ML-based malware detectors are tightly coupled with the quality
and diversity of training datasets. The review identifies several widely used datasets:

« VirusTotal and VirusShare offer large malware repositories but have access constraints or lack
metadata labeling.

o Drebin, AMD, and CIC-ANDMALI17 support Android-focused detection models.

o Malimg and FFRI cater to image-based and dynamic behavior analysis, respectively.

« UNSW-NBI5 and CICIDS2017 are valuable for detecting network intrusions and DoS attacks.

However, common limitations include:

« Data imbalance and class sparsity.
« Outdated samples that don’t reflect recent threat evolution.
o Lack of behavioral metadata, such as API traces or system-call patterns.

High-quality datasets like the ones used by Udayakumar et al. [84] include API traces and early-
stage malware execution data are essential for enhancing generalizability and early detection capabilities.
A comprehensive overview of the datasets and sources commonly employed in recent malware detection
literature is presented in Table 7. This table highlights the frequency and context in which each dataset
has been utilized across various studies, providing insight into prevailing research trends, preferred data
modalities, and the alignment of specific datasets with different detection objectives. By systematically
mapping these references, the table serves as a valuable resource for identifying dataset popularity and
opportunities for future dataset enhancements.
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Table 7: Overview of datasets, counts, and corresponding references

Dataset Usage (Count) References
VirusTotal 8 [11,32,41,68,75,99,103,104]
VirusShare 7 [12,34,43,44,95,99,106]

Drebin 5 [12,39,46,52,96]

Malimg 3 [56-58]

CICIDS2017 2 (51,55]

CTU-13 2 [38,53]

CIC-ANDMAL2017 2 [98,104]
AMD 1 [46]
ArgusLab 1 [48]
FFRI 1 [107]
CAIDA 2017 1 [105]
UNSW-NBI15 1 [54]

6.4 RQ4: How Can AI-Driven Cybersecurity Solutions Be Applied to Improve the Scalability and Efficiency
of Malware Detection Systems?

Al-driven solutions have redefined the capabilities of modern cybersecurity systems:

« Deep learning models, such as Convolutional Neural Networks (CNNs) and Long Short-Term Memory
(LSTM) networks, extract intricate patterns from raw malware binaries and network traffic, offering
state-of-the-art accuracy rates exceeding 90% across most benchmark datasets (see Fig. 13).

« Explainable AI (XAI) is being gradually introduced to improve model transparency and interpretability,
although its adoption in malware detection remains limited.

o Real-time inference and adaptive learning enable Al systems to respond instantly to zero-day threats.
The TrustSign model [36] and the adaptive heuristics proposed by Shakya and Dave [98] are prime
examples of this advancement.

o Scalability is achieved through federated learning and distributed detection architectures that minimize
reliance on central resources. Vision-based models further extend Al utility by transforming malware
binaries into grayscale images for visual feature extraction, often achieving over 97% detection accuracy
using techniques such as GLCM and CycleGAN [63,67].

Despite these benefits, challenges such as adversarial evasion, data poisoning, and lack of interpretability
must be addressed through hybrid AI frameworks and privacy-preserving solutions.
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Figure 13: Comparison of accuracy across different malware detection techniques

7 Discussions

This section contains a discussion of outcomes obtained from this survey. The shortcomings and
problems of existing systems are addressed. A model is proposed as a guideline for practitioners and
academics in designing malware detection applications and implications are also offered as future directions
of the underlying area.

7.1 Conceptual Framework

An integrated analytical framework resulting from the theme synthesis of all 89 analyzed research is
presented in Fig. 14. Instead of being a purely conceptual model, this framework was inductively constructed
from recurring methodological patterns identified across high-quality studies (QEI greater than equal to 7).
It demonstrates how different detection paradigms—static, dynamic, hybrid, and image-based—interact and
complement each other to form a comprehensive malware detection pipeline.

QUTPUT LAYER
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based Detection 41
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Malware
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Heuristic-based A
] Detection T
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Figure14: A conceptual framework illustrating the layered process of malware detection using diverse input modalities
and detection techniques
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The framework begins with multiple sources of data, including static code features, runtime behaviors,
hybrid datasets, and image-based representations of malware samples. These data types correspond to
a range of detection approaches, from traditional signature and heuristic analysis to advanced machine
learning and deep learning methods. Intelligent models are further refined through effective feature selection,
enabling them to concentrate on the most discriminative characteristics of malicious activity. In cases where
malware is represented as images, deep learning architectures can capture subtle structural and texture-based
patterns that conventional methods may overlook. To ensure that automated decisions remain interpretable
and trustworthy, the framework incorporates explainable AI (XAI) techniques such as SHapley Additive
exPlanations (SHAP), Local Interpretable Model-agnostic Explanations (LIME), and radient-weighted Class
Activation Mapping (Grad-CAM). These tools help clarify how models reach their conclusions, providing
analysts with transparent and actionable explanations.

The final outcome is a clear and supported judgment along with a reason for that decision. Overall, this
framework helps security professionals and researchers better understand how different techniques and tools
can be combined to improve malware detection and make the results more transparent and useful in real-
world scenarios. Table 8 further illustrates the functional workflow of the proposed framework, detailing
each component’s role and its relevance to real-world deployment scenarios.

Table 8: Functional breakdown and real-world relevance of the proposed framework (Fig. 14)

Framework component Primary function in detection = Real-world application/Benefit
pipeline
Data acquisition & Collects malware and benign Ensures standardized and
Preprocessing samples from multiple sources high-quality input data,
(e.g., EMBER, improving reproducibility and
CIC-MalMem?2022) and reducing bias in model training.

performs cleaning,
normalization, and feature

extraction.
Feature engineering & Identifies the most Reduces computational
Dimensionality reduction discriminative features using ~ complexity and enhances model
techniques like PCA, mutual interpretability, especially on
information, or evolutionary resource-constrained devices.

feature selection.

Model selection Explores various ML/DL Eliminates manual tuning effort
architectures (e.g., CNN, RNN, and adapts detection strategy
LSTM, hybrid models) and dynamically as malware evolves.
selects the best-performing
model based on defined metrics.

Explainable AI (XAI) module  Provides interpretable insights =~ Enhances analyst trust, supports

into classification decisions forensic investigations, and aids
using methods like SHAP or in compliance with regulatory
LIME. requirements.

(Continued)
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Table 8 (continued)

Framework component

Primary function in detection
pipeline

Real-world application/Benefit

Adversarial robustness layer

Incorporates adversarial
training and anomaly detection
techniques to defend against
evasion attacks and adversarial
malware.

Improves model resilience
against adaptive threats and
unknown attack patterns.

Privacy-preserving layer

Employs techniques such as
federated learning, differential
privacy, or homomorphic
encryption to safeguard
sensitive data during model
training.

Ensures secure collaborative
learning across organizations
without sharing raw data,
aligning with General Data
Protection Regulation (GDPR)
and enterprise policies.

Deployment & Scalability
module

Packages the final model into
deployable containers for cloud,
edge, or IoT devices, supporting
real-time inference and updates.

Enables scalable and adaptive
deployment in diverse
environments (enterprise
networks, IoT systems, SOC
platforms).

7.2 Advice for the Practitioners

Practitioners can consider the following advice based on the insights gathered from the referenced

literature on malware detection techniques. Practitioners can leverage hardware-accelerated solutions like
HEAVEN to improve the performance of real-time, signature-based malware detection. By integrating
hardware enhancements it becomes possible to accelerate detection processes and reduce the computational
load on software-based systems [64]. Implementing advanced algorithms such as the approximate Boyer
Moore algorithm, string matching can enhance signature-based detection by improving the speed and
accuracy of pattern matching in malware signatures [83].

Utilizing machine learning models to assist in signature and heuristic-based detection can significantly
improve malware detection rates on Android devices. These models can learn from vast datasets. It
results in identifying subtle patterns that traditional methods might miss [36,57,58]. Optimizing K-Nearest
Neighbors (KNN) models for signature-based detection can enhance the accuracy and efficiency of malware

identification, particularly in diverse and evolving threat landscapes [36,57,58].

Implementing greedy algorithms for generating malware signatures can streamline the detection
process by quickly identifying the most relevant patterns and reducing the time required for signature
generation [42,91]. Combining heuristic methods with signature-based detection allows for a more flexible
and adaptive approach to identify new and unknown malware based on behavior rather than predefined
patterns [42,91].

Utilizing Hidden Markov Model (HMM) for detecting anomalies in IoT power signatures can provide
an effective means of identifying malware based on deviations from normal power usage patterns [48,53].
Using auto-encoders for feature extraction in malware classification can help reduce the dimensionality of
data and highlight the most relevant features for accurate and efficient detection [36,57,58].
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Incorporating network behavior profiling into malware signature generation can provide a more
holistic view of malware activity, improving detection rates by considering network-level behaviors [50,100].
Combining static signature-based detection with dynamic behavior-based methods can offer a more com-
prehensive intrusion detection system, capable of identifying both known and unknown threats [32,77,95].

7.3 Potential Use in Applications

Malware detection applications are the need of the hour to safeguard sensitive data and critical
infrastructure from cyber threats. These tools play a vital role in identifying, preventing, and mitigating
malicious software attacks that can compromise security and disrupt operations. Various sectors can greatly
benefit from malware detection technologies.

i. Cybersecurity in Enterprise Networks: Advanced malware detection can be used in corporate environ-
ments to prevent cyberattacks on business-critical infrastructure. Endpoint security can be enhanced
using ML/DL-based detection techniques.

ii. Healthcare: With the rise of digital health records and telemedicine, the healthcare sector is a prime
target for cyberattacks. AI-based Malware detection techniques can help protect patient records, hospital
networks, and medical devices from ransomware and data breaches.

iii. Finance and Banking: Banks and financial institutions are frequently targeted by hackers looking
to steal customer information or disrupt financial transactions. Banking fraud, phishing attacks, and
unauthorized access to accounts can be prevented leveraging ML/DL-based malware detection models.

iv. Governmentand Defense: Government agencies store highly sensitive national security data and citizen
information, making them prime targets for cyber espionage and cyber warfare. Malware detection
applications protect classified files, secure communication networks, and prevent foreign attacks.

v. Education and Research Institutions: Universities and research centers hold valuable intellectual
property, research data, and personal information of students and faculty. Malware detection tools
help secure these databases from cybercriminals and unauthorized access. Security solutions such
as Sophos Intercept X, Bitdefender GravityZone, and ESET Endpoint Security are widely used in
educational institutions.

vi. Corporate and Business Sector: Companies across industries require malware detection tools to protect
sensitive business information, financial transactions, and employee data. These tools help prevent
ransomware attacks, insider threats, and data leaks.

7.4 Limitations of This Study

While the referenced literature on malware detection techniques provides valuable insights, it’s impor-
tant to acknowledge certain limitations and challenges identified across the studies. The rapid evolution of
malware means that findings can quickly become outdated. New types of malware and detection techniques
may emerge after the publication of this research, necessitating continuous updates and follow-up studies.
Datasets may not encompass the full range of malware types and variants. This can lead to models that
perform well on the training data but fail to generalize to new, unseen malware. Often, datasets may lack
detailed metadata about each sample, such as the method of delivery, behavior, and impact. This lack of
context can hinder the development of comprehensive detection techniques. Some high-quality datasets may
be proprietary or restricted, limiting access for researchers. This can impede the ability to benchmark and
compare different detection methods.

Given the evolving nature of malware and the rapid advancement of technology, several future
directions stand out as particularly important for improving detection systems. One such direction is
federated learning, which allows models to be trained across different devices or organizations without
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exposing sensitive data—offering both privacy and scalability. Similarly, privacy-preserving techniques,
such as homomorphic encryption and differential privacy, are becoming essential, especially in fields like
healthcare and finance where data confidentiality is paramount. Another area gaining traction is the creation
of synthetic datasets using methods like Generative Adversarial Networks (GANSs), which can help fill data
gaps and make models more resilient. Self-supervised learning also shows promise, as it can make use
of vast amounts of unlabeled malware data, reducing the need for time-consuming manual labeling. The
integration of real-time threat intelligence into detection models can help systems adapt more quickly to
new or unknown threats. Lastly, improving a model’s ability to generalize across different environments and
datasets is critical for ensuring reliable performance outside of controlled research settings. Exploring these
avenues can help build more robust, adaptable, and trustworthy malware detection systems for the future.

By acknowledging these limitations, researchers and practitioners can steer future advancements in
malware detection techniques, aiming to overcome these challenges and improve the overall effectiveness
and sustainability of these technologies in practical malware detection applications.

7.5 Challenges and Future Work

Ensuring reliable real-time detection while maintaining system performance remains a persistent
difficulty. Hardware-assisted solutions, such as the HEAVEN antivirus engine, demonstrate promise in
accelerating malware analysis but still face inherent trade-ofts between processing speed and computational
overhead [64]. As the volume of malware and network traffic expands exponentially, scalability has become
a critical bottleneck. Many existing frameworks struggle to efficiently process and analyze the vast, hetero-
geneous data produced by contemporary digital infrastructures [32]. Furthermore, it’s a constant concern
to strike a sustainable balance between false positives and false negatives because too many false positives
might overwhelm analysts and false negatives let malicious behavior go undetected [84].

Detection challenges are further compounded in resource-constrained environments, particularly
within IoT ecosystems, where devices often lack the computational capacity required for advanced analytical
models [86]. Additionally, the proliferation of multimedia data spanning images, videos, and audio intro-
duces new complexities for malware detection. The integration of IoT-driven, data-intensive applications
for monitoring and control amplifies the exposure to sophisticated threats such as man-in-the-middle
attacks [137] and large-scale botnets like Mirai, which can manipulate or disrupt critical multimedia
streams [138]. These findings collectively emphasize that future research should prioritize lightweight,
scalable, and adaptive detection models that can maintain performance and interpretability across diverse
and resource-limited environments [139].

The future directions, illustrated in Table 9, lead to development of hybrid approaches that combine
signature-based and behavior-based detection can enhance the effectiveness of malware detection. Such
methods leverage the strengths of both techniques to improve accuracy and reduce false positives [33].
Integrating machine learning with signature and heuristic-based detection can further improve detection
capabilities. Machine learning models can adapt to new malware variants and identify previously unknown
threats [85,106].
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Table 9: Future directions in malware detection with key focus areas

31

Direction Focus area Details
Development of hybrid Combination of Signature with Integrate machine learning
approaches behavior-based detection

Deep learning techniques for
malware detection

Use of CNN & Graph
Convolutional Network (GCN)

Transfer learning to improve
efficiency

Heuristic scanning and
sandboxing

Controlled environment

Check actions, not just
signatures

Encouraging cross-disciplinary
research

Cybersecurity + data science +
hardware

Collaborative development
across domains

Real-time threat intelligence
system

Automated threat feeds

Enhance responsiveness and
adaptability

Privacy-preserving malware

Use of encryption techniques

Enable secure processing of

analysis sensitive data

Interpretable machine learning Use of XAI Improve explainability and trust

models

Employing deep learning techniques can enhance malware detection by identifying complex patterns in
large datasets. Techniques such as convolutional neural networks (CNNs) and graph convolutional networks
(GCNs) have shown promise in detecting malware based on behavior analysis [48,96]. Leveraging transfer
learning can improve the efficiency of malware detection models by utilizing pre-trained models on related
tasks, thereby reducing the need for extensive training data [36]. Utilizing heuristic scanning and sandboxing
can detect malware by observing its behavior in a controlled environment. This method can identify
previously unknown threats based on their actions rather than their signatures [87]. Encouraging cross-
disciplinary research can lead to innovative solutions. Collaboration between cybersecurity experts, data
scientists, and hardware engineers can result in more robust and efficient malware detection systems [64,140].

Developing systems that can automatically gather and analyze threat intelligence in real-time can
enhance the speed and accuracy of malware detection. Integrating automated threat intelligence with
detection systems can provide timely updates and responses to emerging threats [39]. Implementing
privacy-preserving techniques for malware analysis can protect sensitive data while allowing effective
threat detection. Techniques such as homomorphic encryption and multi-party secure computation can be
explored [36]. Developing interpretable machine learning models for malware detection can improve trust
and adoption. Explainable AI techniques can provide insights into the decision-making process of detection
models, aiding cybersecurity analysts in understanding and responding to threats [55]. Additionally, address-
ing the growing challenge of adversarial attacks is critical, as attackers increasingly craft inputs designed
to evade detection models [28]. Enhancing model robustness against such attacks—through adversarial
training, detection of adversarial behavior, or robust feature selection should be prioritized in future research
to maintain the reliability and security of AI-based detection systems.

One of the ongoing challenges in malware detection is the lack of diverse and high-quality datasets,
primarily due to privacy constraints and restricted access to real-world malware samples. This limitation
hampers the ability of detection models to generalize effectively. As a future direction, synthetic data
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generation presents a promising solution by enabling the creation of artificial but representative malware
samples or behaviors. Such data can be used to augment existing datasets without risking exposure to live
threats [76].

While prior surveys have primarily emphasized accuracy and efficiency of malware detection models
privacy and trustworthiness is an equally critical dimension which remains underexplored. The increasing
reliance on centralized malware datasets poses privacy concerns, especially when training models on
sensitive or proprietary data. Techniques such as federated learning (FL), homomorphic encryption (HE),
and differential privacy (DP) are gaining traction as mechanisms to ensure that malware detection models
can be trained collaboratively without exposing raw data. Similarly, the generation of synthetic malware
samples using GANs and diffusion models has emerged as a means to supplement training datasets while
safeguarding sensitive information.

In parallel, trustworthiness is closely tied to the explainability and robustness of Al-driven malware
detectors. Recent studies have highlighted the vulnerability of deep learning models to adversarial manipu-
lation, where minor perturbations in features can evade detection. The integration of Explainable AI (XAI)
frameworks such as SHAP, LIME, and attention-based visualization can enhance analyst confidence by
clarifying model decisions. Moreover, adversarial training and hybrid models offer pathways to strengthen
resilience against evolving malware evasion strategies.

However, these privacy-preserving and trustworthy Al techniques often come at the cost of increased
computational overhead, raising an important trade-off: How can malware detection systems simultaneously
achieve high accuracy, privacy preservation, scalability, and robustness in resource-constrained environments?
This trade-off underscores an open research challenge and highlights a unique contribution of this survey—
drawing attention to the interplay between privacy, trustworthiness, and efficiency in next-generation
malware detection.

We hope this survey study inspires further research in the field of malware detection. Future research
opportunities abound, including exploring the distinctive features of various malware, developing advanced
methods for identifying and investigating attacks, predicting malware behavior, extracting relevant features,
and enhancing detection efficacy.

8 Conclusion

This review brings together recent developments in malware detection by examining traditional,
heuristic, machine learning, and deep learning approaches, and comparing their respective strengths,
limitations, and operational characteristics. By systematically analyzing these methods, the review offers
a coherent perspective on how malware detection techniques have evolved and where current research
efforts are most actively directed. The synthesized insights provide researchers and practitioners with a
clearer understanding of the existing landscape and a solid foundation for further study and practical
implementation. Despite its breadth, the review recognizes several limitations. Malware continues to evolve
rapidly, and new variants or detection strategies may have emerged beyond the timeline of this study.
Additionally, meaningful comparison across existing research remains difficult due to inconsistencies in
datasets, evaluation metrics, and experimental setups. Although AI and deep learning-based models
receive considerable attention, challenges related to reproducibility, dataset imbalance, and the absence of
standardized benchmarks still hinder the generalization of reported results. Looking ahead, future work
should prioritize the development of unified evaluation frameworks and benchmark datasets to facilitate
more consistent and comparable assessments of detection methods. Further research is also warranted
in areas such as model explainability, real-time detection performance, adversarial robustness, and cross-
platform adaptability. Advancing hybrid detection architectures, reducing the computational demands of
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deep learning models, and integrating automated model optimization techniques such as AutoML and
evolutionary algorithms, represent promising directions. Strengthening these research avenues will support
the creation of more resilient, scalable, and adaptive malware defense mechanisms capable of keeping pace
with evolving cyber threats.
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