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ABSTRACT: Time series anomaly detection is critical in domains such as manufacturing, finance, and cybersecurity.
Recent generative AI models, particularly Transformer- and Autoencoder-based architectures, show strong accuracy
but their robustness under noisy conditions is less understood. This study evaluates three representative models—
AnomalyTransformer, TranAD, and USAD—on the Server Machine Dataset (SMD) and cross-domain benchmarks
including the Soil Moisture Active Passive (SMAP) dataset, the Mars Science Laboratory (MSL) dataset, and the Secure
Water Treatment (SWaT) testbed. Seven noise settings (five canonical, two mixed) at multiple intensities are tested
under fixed clean-data training, with variations in window, stride, and thresholding. Results reveal distinct robustness
profiles: AnomalyTransformer maintains recall but loses precision under abrupt noise, TranAD balances sensitivity yet
is vulnerable to structured anomalies, and USAD resists Gaussian perturbations but collapses under block anomalies.
Quantitatively, F1 drops 60%–70% on noisy SMD, with severe collapse in SWaT (F1 ≤ 0.10, Drop up to 84%) but relative
stability on SMAP/MSL (Drop within ±10%). Overall, generative models exhibit complementary robustness patterns,
highlighting noise-type dependent vulnerabilities and providing practical guidance for robust deployment.

KEYWORDS: Time series anomaly detection; robustness evaluation; generative AI models; AnomalyTransformer;
TranAD; USAD; noise injection; cross-domain datasets (SMD, SMAP, MSL, SWaT)

1 Introduction
Time series anomaly detection underpins safety-critical decisions in predictive maintenance, financial

risk control, cyber-physical security, and digital forensics [1]. In these settings, anomalies often correspond
to incipient faults, attacks, or distributional shifts; thus detection quality must jointly consider accuracy,
latency, and robustness to nuisance perturbations. As sensing and logging infrastructures scale, noisy and
heterogeneous conditions are the norm rather than the exception, complicating model deployment beyond
clean-benchmark performance [2].

Recent generative approaches—notably Transformer-based and Autoencoder-based models—have
achieved strong results by modeling normality via sequence reconstruction or predictive consistency [3–5].
However, reports on clean datasets do not directly translate to practice: real signals exhibit multi-scale
temporal dependencies and frequent perturbations (sensor spikes, dropouts, drifts), often in combination.
Robustness, therefore, depends not only on a model’s nominal capacity but also on its inductive bias (e.g.,
attention vs. recurrence vs. convolution) and on design choices such as windowing, stride, and thresholding
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under distribution shift. A comparative, noise-aware evaluation that links architectural mechanisms to failure
modes is needed to inform reliable deployment.

We systematically study robustness and detection performance of three representative generative
models—AnomalyTransformer, TranAD, and USAD—against seven perturbation regimes: Gaussian, Spike,
Missing blocks, Stuck-at-Constant, Scaling drift, and two composite settings Mixed-sum and Mixed-block.
Each perturbation is evaluated at low, medium, and high intensities to emulate common degradation patterns
such as stochastic noise, bursty outliers, partial outages, sensor freezes, slow drifts, and overlapping effects.
This spectrum balances coverage (single vs. mixed) and controllability (intensity sweeps), enabling stress
tests that are interpretable and reproducible.

To isolate robustness under domain shift, we train all models on SMD only (a widely used large-scale
industrial benchmark [6]) and evaluate both in-domain and cross-domain on SMAP, MSL [7], and SWaT
(industrial control testbed). This design reflects realistic deployment, where training data are often abundant
for one plant or fleet but scarce elsewhere; robustness is then measured by performance retention under
dataset shift rather than by re-training per domain. To contextualize generative models, we additionally
include three baselines with distinct inductive biases—LSTM-AE (recurrent), TimesNet (period-aware
convolution), and EWMA-Residual (statistical filtering)—so that sensitivity patterns can be compared across
model families. For concise reporting, we identify top-2 baselines per dataset after benchmarking, while
keeping all generative models throughout (details in Section 3).

Windowing, stride, and thresholding materially affect both latency and false alarms. Shorter windows
reduce detection delay for transient anomalies but can miss long-horizon drifts; longer windows improve
integration of slow trends at the cost of higher latency and memory/compute. We therefore adopt a baseline
window of 50 (typical for short-latency monitoring) and vary to 100 and 200 to probe drift sensitivity.
Stride 1 minimizes delay in baseline, while 5 offers a compute-efficient alternative for throughput-constrained
deployments. Thresholds are compared across three regimes: Adaptive, which is re-estimated per test
condition to reflect operational tuning; Clean-fixed, which is carried over from clean validation to quantify
distribution-shift tolerance; and Unsupervised Adaptive, which is estimated from test data alone to emulate
label-scarce settings [8]. This factorial variation aligns with how practitioners trade sensitivity vs. stability
under resource and label constraints.

Beyond point-wise accuracy (F1, AUC), real operations care about when and how reliably alarms
fire. We therefore report Core-5 metrics: F1, AUC, Range-F1 (segment-aware detection quality), mean
DetectionDelay, and RobustnessDrop% (percentage performance loss from clean to noisy). To explain
robustness patterns, we introduce architecture-level indicators: Residual High-Frequency Ratio (HFR),
capturing the model’s tendency to amplify spurious high-frequency content under noise, and Representation
Stability, quantifying the invariance of latent embeddings across clean vs. perturbed inputs [9,10]. These
indicators connect outcome metrics to design choices such as attention concentration, adversarial training,
and frequency selectivity, offering actionable insights rather than aggregate scores alone.

This work makes four contributions. First, we provide a comprehensive robustness evaluation of three
generative and three baseline models under seven noise settings, including two mixed noise regimes with
intensity sweeps. Second, we assess cross-domain generalization by training all models on SMD and then
evaluating both in-domain (SMD) and cross-domain (SMAP, MSL, SWaT), thereby isolating robustness
to dataset shift without re-training. Third, we analyze operational design trade-offs by varying window,
stride, and thresholding in configurations that mirror latency and compute constraints in practice. Fourth,
we augment standard accuracy metrics with robustness and architectural indicators (Core-5 plus HFR and
Representation Stability), enabling diagnosis of model brittleness and architecture-specific failure modes.
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Together, these design choices aim to bridge the gap between clean-benchmark performance and deployable
robustness in real-world time series environments.

2 Related Work

2.1 Generative AI-Based Time Series Anomaly Detection
Recent advances in deep learning have introduced generative AI models—primarily Transformer-based

and Autoencoder-based approaches—that frequently surpass traditional statistical and classical machine
learning methods in time series anomaly detection [11].

Among these, the AnomalyTransformer [3] extends the Transformer framework with an association
discrepancy mechanism to better capture long-range temporal dependencies, thereby improving both
detection and localization of anomalies. TranAD [4] combines Transformer layers with an adversarial
Autoencoder framework, enhancing reconstruction fidelity and temporal feature learning in multivariate
data. USAD [5] applies a GAN-inspired dual Autoencoder design that reinforces the modeling of normal
patterns while suppressing anomalous signals.

Complementary to these architectures, Wang et al. introduce a cross-dimension attentive feature fusion
network that integrates time- and frequency-domain representations for unsupervised time-series anomaly
detection, improving multivariate representation quality [12].

These architectures demonstrate the strength of generative models in capturing complex tempo-
ral and inter-feature relationships. While large-scale evaluations confirm their effectiveness under clean
conditions [1,2], their robustness against noisy or perturbed inputs has not been systematically examined.

2.2 Deep Learning and Statistical Benchmark Models
Beyond generative AI, a wide range of deep learning and statistical baselines have been proposed.

LSTM-based Autoencoders and their variants remain widely used due to their ability to capture temporal
dependencies through recurrent structures [7,13]. More recently, convolutional architectures such as Times-
Net [14] and temporal decomposition models like Autoformer [15] extend the modeling capacity to capture
both frequency-domain and long-horizon patterns. The Non-stationary Transformer further advances
temporal modeling by explicitly addressing distribution shifts, providing additional robustness to evolving
data distributions [16]. On the statistical side, residual-based detectors such as EWMA-Residual provide
lightweight alternatives that remain competitive in scenarios with limited computational budgets [17]. These
benchmark models serve as essential baselines for understanding the relative advantages of generative
approaches and for identifying architecture-specific robustness trade-offs.

2.3 Robustness Evaluation under Noisy Conditions
Noise in time series data commonly arises from sensor malfunctions, communication disruptions, or

environmental fluctuations. To reproduce such effects, synthetic noise models are widely adopted, including
Gaussian noise (measurement variability), spike noise (abrupt sensor failures), missing blocks (commu-
nication losses), stuck-at-constant noise (frozen sensor readings), and scaling drift (gradual calibration
errors) [8,18–20].

Beyond these individual noise types, real-world disturbances often occur in combination. To reflect
this, composite perturbations such as Mixed-sum (additive overlap of Gaussian and spikes) and Mixed-block
(simultaneous missing blocks with spikes or drifts) have been introduced in recent studies [20], providing
more realistic stress tests. Noise intensity is typically parameterized into low, medium, and high levels,
defined by statistical variance, spike ratio, or missing rate. This gradation enables reproducible sweeps of
robustness sensitivity rather than binary “noisy vs. clean” comparisons.
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Although several works propose robustness-oriented anomaly detection frameworks [21,22], most
evaluations remain confined to individual models or restricted noise conditions. Large-scale benchmarks
such as ADBench and TimeSeriesBench [23–25] emphasize algorithmic diversity and scalability, but they
provide limited insight into robustness under structured noise. Furthermore, the interaction between
model design factors—such as architectural inductive bias, window and stride settings, or thresholding
strategies—and robustness remains underexplored [9,26]. Prior findings suggest that attention-based models
may amplify high-frequency perturbations due to sensitivity to local misalignments, while Autoencoder-
based models are often more vulnerable to block missingness or drift due to reliance on reconstruction
continuity [8]. Yet, a systematic comparative analysis is lacking.

2.4 Adversarial and Attack-Oriented Perspectives
Complementary to random noise robustness, a growing body of research investigates adversarial

attacks on time series anomaly detection models. Attack strategies such as gradient-based perturbations
and adversarial patching have revealed vulnerabilities of anomaly detection models [27]. Generative attack
networks (e.g., KAGAN) further expose weaknesses of both deep and generative architectures [28–30]. These
works highlight that models trained under clean conditions may fail catastrophically under even small,
targeted perturbations. While certified-robustness frameworks tailored to time-series models have begun to
emerge [31], their integration into anomaly detection remains nascent and underexplored.

2.5 Summary of Research Gap
In summary, prior work establishes that generative AI models achieve state-of-the-art anomaly detec-

tion accuracy under clean conditions, while deep learning and statistical baselines continue to provide
valuable points of comparison. However, comprehensive evaluations of robustness in noisy or adversarial
environments are scarce. Specifically, there is limited evidence on how different generative architectures
respond to varying noise types and intensities, how configuration choices such as window size, stride,
and thresholding strategies affect robustness [32], and how robustness generalizes across domains such as
SMD, SMAP, MSL, and SWaT [33]. Addressing this gap, the present study conducts a systematic robustness
evaluation of three representative generative models—AnomalyTransformer, TranAD, and USAD—together
with three baseline families, under seven noise types (including mixed perturbations), three intensity levels,
and multiple experimental configurations.

3 Materials and Methods

3.1 Dataset Description
The datasets used in this study are summarized in Table 1. The baseline dataset is the Server Machine

Dataset (SMD) [6], which contains multivariate server log time series collected from three server instances
(machine-1-1, machine-1-2, machine-1-3). Each sequence comprises 38 sensor measurements, with anomalies
introduced by diverse failure modes in real operations. Recent benchmarking studies report that SMD
contains a total of 708,405 training and 708,420 testing sequences, with an anomaly rate of about 4.16% [34].
From a practical standpoint, server logs are representative of IT infrastructure monitoring, where anomaly
detection is directly tied to service reliability and downtime prevention.

To broaden the evaluation scope and test cross-domain robustness, three additional benchmarks are
included: SMAP and MSL from NASA spacecraft telemetry [7], and the Secure Water Treatment (SWaT)
dataset from an industrial-scale cyber-physical system [33]. The SMAP dataset comprises 25 telemetry
channels with 140,825 training and 444,035 testing sequences, while the MSL dataset includes 55 channels
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with 58,317 training and 73,729 testing sequences; their anomaly rates are approximately 12.83% and 10.48%,
respectively [34]. Both represent safety-critical aerospace domains, where faults can cascade into mission
failures. The SWaT dataset consists of 51 sensor and actuator variables collected from a real-world water
treatment plant, with 495,000 training and 449,919 testing sequences, and an anomaly (attack) rate of
12.14% [35]. SWaT explicitly incorporates cyber-attacks, mirroring realistic industrial control system threats
that anomaly detection must guard against. Together, these datasets span IT, aerospace, and industrial control
scenarios, covering a spectrum of domains where robust anomaly detection is operationally critical.

Table 1: Overview of datasets used in this study

Dataset Domain Features Train Test Labels Reference
SMD (1-1/1-2/1-3) Server logs 38 75,826 75,827 Binary [6]

SMAP Spacecraft telemetry 25 67,567 67,567 Binary [7]
MSL Spacecraft telemetry 55 16,150 16,150 Binary [7]
SWaT Industrial CPS 51 50,000 50,000 Attack labels [33]

For consistency across datasets, all time series are normalized and segmented into overlapping windows
of length 50 time steps with stride 1. A window is labeled as anomalous if it contains at least one anomalous
timestamp, a rule commonly used in prior studies to ensure early coverage of anomaly onset and to avoid
discarding rare events. This baseline configuration reflects the need to balance timely detection (short
windows for fast anomalies) and stable reconstruction (longer contexts for model training). A window
length of 50 has become a common benchmark in prior studies [3,4]. To test robustness against long-term
disturbances such as sensor drift, we extend the evaluation to windows of 100 and 200 steps. Stride 1 is adopted
in the baseline to minimize Detection Delay, which is crucial in safety-critical applications, while stride 5 is
additionally tested to simulate throughput-constrained scenarios common in industrial deployment.

To control experimental scale while retaining anomaly coverage, sub-sampling is applied to reduce
redundancy. A proportional sampling rule is followed to preserve the original anomaly ratio, and a segment-
based rule ensures that every anomaly event is retained at least once. This reflects real-world practices where
rare faults must not be discarded but excessive normal sequences can be reduced without diagnostic loss. It is
important to note that all datasets exhibit substantial class imbalance (e.g., anomaly rates typically 4%−13%).
This imbalance affects metrics such as precision and recall, highlighting the necessity of evaluating multiple
complementary measures.

Since datasets differ in feature dimensionality, a unified input space is required for cross-domain
evaluation. We fix the input dimensionality to the 38-channel layout of the SMD dataset, since model
architectures are trained under this configuration. Aligning other datasets to this target space avoids
confounding effects of architectural re-design and ensures that robustness is evaluated under consistent
model capacity. For datasets with fewer channels, we apply zero-padding (or repetition in the univariate
case), which mirrors realistic missing-modality deployment scenarios [36,37]. For datasets with higher
dimensionality, redundant sensors are truncated to enforce a fair comparison under the fixed model size,
recognizing that more sophisticated alignment or feature-modelling methods exist [38,39]. This design
reflects industrial practice: anomaly detection pipelines are often trained on one system and subsequently
reused across heterogeneous environments with mismatched sensor layouts, where feature alignment is
unavoidable [40]. Example segments from each dataset are illustrated in Fig. 1. For visualization, one
representative univariate channel is selected per dataset, and anomalous intervals are highlighted in orange
while normal regions are shown in blue. These plots are intended to illustrate dataset structure rather than
replicate the exact experimental sampling protocol.
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Figure 1: Example time series segments from four datasets

3.2 Experimental Settings
The baseline configuration trains all models on the SMD dataset using three server instances (machine-

1-1, machine-1-2, machine-1-3). Time series are segmented into windows of length 50 with stride 1. A window
length of 50 has been widely adopted in prior anomaly detection research [3,4], balancing the need to capture
fast anomalies with the ability to learn stable temporal dependencies. Stride 1 is selected as the baseline to
minimize Detection Delay, which is crucial in real-time IT monitoring and industrial process control, where
missed detections of even a few seconds can lead to significant losses. Anomaly scores are binarized with an
adaptive thresholding scheme [8], reflecting practical deployment where thresholds are adjusted dynamically
to balance false alarms and missed detections.

For robustness evaluation, medium-intensity noise is injected, covering seven representative types:
Gaussian, spike, missing blocks, stuck-at-constant, scaling drift, and two composite variants (Mixed-
sum and Mixed-block). This design reflects realistic conditions in which measurement variability, sensor
outages, calibration drifts, and overlapping disturbances may co-occur. All models are trained for 20
epochs under consistent settings for comparability. Transformer-based models use dmodel = 32, nhead = 2,
and two encoder/decoder layers, while USAD employs a latent dimension of 32. Training is performed
exclusively on SMD, while evaluation is extended to SMAP, MSL, and SWaT datasets, enabling cross-domain
validation. This setting reflects real-world scenarios in which annotated training data are abundant in one
environment but models must generalize to others with different feature layouts and anomaly dynamics.
Evaluation metrics include the Core-5 set (F1, AUC, Range-F1, Detection Delay, Robustness Drop%) and two
architecture-level indicators (Residual High-Frequency Ratio and Representation Stability).

Variation experiments assess robustness under diverse conditions. Noise intensity is varied across low,
medium, and high levels, corresponding to realistic environments ranging from minor calibration errors
to severe sensor malfunctions, consistent with prior robustness evaluation practices in noise-contaminated
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time series anomaly detection [10,19]. Window sizes of 50, 100, and 200 are examined: shorter windows enable
rapid detection in IT log monitoring, whereas longer windows capture gradual anomalies such as drift in
industrial sensors. Stride values of 1 and 5 are tested: stride 1 ensures immediate responsiveness, while stride
5 simulates deployment in bandwidth- or compute-constrained systems, where subsampling is necessary for
throughput [2]. Threshold strategies are compared across three regimes: adaptive thresholds re-estimated
per test condition to reflect operational tuning, fixed thresholds derived from clean validation data to
quantify distribution-shift tolerance, and unsupervised adaptive thresholding estimated from test data alone
to emulate label-scarce environments [9]. Dataset composition is also varied. Within SMD, three settings
are tested: combined use of the three baseline servers, sensor-removed subsets (for example, machine-1-
1 and machine-1-3) to simulate partial observability due to sensor failures, and a different server group
(machine-2-1, machine-2-2, machine-2-3) to test generalization to related but distinct machines. Cross-
domain evaluation further includes SMAP, MSL, and SWaT, ensuring robustness is tested across aerospace
telemetry and industrial CPS data. This comprehensive variation design mirrors deployment conditions in
which models must remain reliable across heterogeneous domains, incomplete sensor coverage, and a range
of noise severities, as summarized in Table 2.

Table 2: Variation design for robustness evaluation

Factor Levels/Setting
Window size 50, 100, 200

Stride 1, 5
Threshold strategy Adaptive (baseline), Fixed (from Clean), Unsupervised Adaptive

Noise type Gaussian, Spike, Missing blocks, Stuck-at-Constant, Scaling drift,
Mixed-sum, Mixed-block

Noise intensity Low, Middle (baseline), High
Dataset composition SMD: (Combined, Sensor-removed, Different group);

Cross-domain: SMAP, MSL, SWaT

The training and evaluation regime follows the principle of training once on clean SMD data and
then directly evaluating under all variation conditions without retraining. This design isolates the effect of
perturbations and temporal granularity from the confounding influence of model re-optimization. When
the evaluation window size differs from the training configuration, input sequences are adjusted by simple
truncation (if longer) or zero-padding (if shorter), mirroring practical deployment where window mismatch
is handled with minimal preprocessing. Feature dimensionality is aligned by repetition, truncation, or
padding as described in Section 3.1. The hyperparameter settings are kept consistent across models unless
otherwise noted, as listed in Table 3.

Table 3: Training hyperparameters for reproducibility

Parameter Value Notes
Optimizer Adam β1 =0.9, β2 =0.999

Learning rate 1 × 10−3 Fixed across models
Batch size 128 Adjusted if memory-limited

Epochs 20 Early stopping not applied
dmodel 32 Transformer-based models only

(Continued)
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Table 3 (continued)

Parameter Value Notes
nhead 2 Transformer-based models only

Encoder/decoder layers 2 AnomalyTransformer, TranAD
Latent dimension 32 USAD

Loss function MSE Across all models

3.3 Noise Injection Methodology
To emulate disturbances commonly observed in cyber-physical and industrial monitoring environ-

ments, seven representative noise types are injected into the test data. These include five single-source
perturbations (Gaussian, spike, missing blocks, stuck-at-constant, scaling drift) and two mixed variants
(Mixed-sum and Mixed-block). The parameterization follows prior robustness-oriented studies in anomaly
detection [18–20], and additional justification is provided in line with realistic sensor failure modes [8,41].
For example, Gaussian noise is zero-mean with variance scaled to signal magnitude, ranging from σ = 0.01
(minor calibration offsets) to σ = 0.10 (severe instability). Spike noise is injected as short-duration, high-
amplitude transients, with both number and amplitude increasing by intensity level. Missing blocks emulate
communication dropouts with block lengths of 5, 15, and 30 steps. Stuck-at-Constant noise simulates frozen
sensors where values remain clamped for 10, 30, or 60 steps. Scaling drift gradually applies a multiplicative
factor step by step, from 0.001 per step (slow drift) to 0.01 per step (rapid compounding bias). Mixed-sum
combines two or three of these perturbations simultaneously, while Mixed-block partitions a sequence so
that different segments are distorted by different noise types.

Each noise type is evaluated under three intensity levels (low, middle, high), as summarized in Table 4.
Parameter values are selected to reflect practical ranges documented in sensor reliability studies [1,11,41].
Low intensity corresponds to minor distortions that preserve temporal structure, middle intensity introduces
partial ambiguity, and high intensity produces severe disruptions that challenge model stability. All intensity
levels are consistently applied across window sizes (50, 100, 200) and stride settings (1, 5), ensuring
reproducibility and comparability of results. For stochastic processes such as spike locations or missing blocks
positions, a fixed random seed is used to guarantee experiment reproducibility. Fig. 2 provides illustrative
examples, showing clean signals in blue and perturbed signals in orange.

Table 4: Noise types and intensity levels used in robustness experiments

Type Level Numeric range/setting Notes

Gaussian Low/Mid/High σ ∈ {0.01, 0.05, 0.10} Zero-mean perturbations scaled
to signal magnitude

Spike Low/Mid/High nspikes ∈ {2, 5, 10};
Aspike ∈ {1, 3, 7}

Random short, high-amplitude
transients per window

Missing blocks Low/Mid/High Block length ∈ {5, 15, 30} Consecutive missing segments;
random start per window

Stuck-at-
Constant

Low/Mid/High Duration ∈ {10, 30, 60} Value clamped to last valid
observation

Scaling drift Low/Mid/High Per-step factor
∈ {0.001, 0.005, 0.01}

Multiplicative drift
(compounded)

(Continued)
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Table 4 (continued)

Type Level Numeric range/setting Notes

Mixed-sum Low/Mid/High 2–3 types @ middle-level
params

Simultaneous overlapping
disturbances

Mixed-block Low/Mid/High 2–3 segments, each with a
different type

Temporally shifting
disturbances within a window

Figure 2: (Continued)
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Figure 2: Illustration of seven representative noise types

3.4 Window and Stride Variation
To systematically assess how temporal granularity affects robustness, we vary the sliding window size

and stride beyond the baseline configuration of 50 time steps with stride 1. This choice follows prior
anomaly detection benchmarks such as AnomalyTransformer [3] and TranAD [4], where a window of 50 has
become a standard reference for evaluating both point-level and contextual anomalies. In our experiments,
larger windows of 100 and 200 steps are additionally examined to capture long-term dependencies and
gradual distortions.

The variation in window size highlights an important trade-off. Short windows, such as 50 steps,
provide rapid responsiveness and are well suited to domains such as server monitoring (SMD) and critical
infrastructure (SWaT), where anomalies may manifest as transient spikes, short-lived failures, or abrupt
attacks. Larger windows of 100 to 200 steps extend the receptive field, enabling models to capture seasonal
effects and drift patterns that characterize telemetry from aerospace domains (SMAP, MSL) and industrial
processes. While short windows minimize Detection Delay, longer windows improve stability under slowly
evolving disturbances such as sensor calibration drift [14,42]. From an industrial perspective, selecting an
appropriate window size mirrors operational choices: real-time intrusion detection favors shorter contexts,
whereas predictive maintenance and trend analysis benefit from longer horizons.

The variation in stride is examined through two settings, 1 and 5, to reflect the balance between detection
timeliness and computational efficiency. A stride of 1 minimizes Detection Delay, which is essential in safety-
critical environments such as water treatment control loops in SWaT or server downtime prevention in SMD.
In contrast, a stride of 5 reduces redundant computations by sampling fewer overlapping windows, which
is acceptable in slower-evolving domains such as SMAP and MSL where anomalies unfold gradually [24].
Very large strides, such as 10 or more, are excluded, as they risk overlooking short-lived but operationally
significant events, consistent with prior evaluations [8,26].

The labeling rule ensures that any window containing at least one anomalous timestamp is labeled as
anomalous. This approach preserves even rare but critical deviations in evaluation, mirroring real-world
monitoring practices where a single fault within a short interval may trigger an alarm.

Experimental consistency is maintained by applying all noise types and intensity levels uniformly across
window sizes (50, 100, 200) and stride settings (1, 5). This guarantees fair comparison and isolates the effect
of temporal granularity from other confounding factors. The design thus provides a balanced view of how
anomaly detectors trade off sensitivity, robustness, and efficiency across different application scenarios.

3.5 Model Architectures
This study focuses on three representative generative AI-based anomaly detection models—

AnomalyTransformer, TranAD, and USAD—that capture different inductive biases and architectural
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designs. To contextualize their performance, three benchmark baselines (LSTM-AE, TimesNet, and EWMA-
Residual) are included, covering recurrent, convolutional, and statistical paradigms. These baselines are not
the primary research targets but serve as essential comparison points, with the stronger ones highlighted
in cross-domain analysis. The selection of models balances depth, by comparing generative AI designs,
with breadth, by contrasting against established baselines. An overview of these architectures is illustrated
in Fig. 3.

• AnomalyTransformer [3]: A Transformer encoder—decoder with an association discrepancy mecha-
nism, designed to capture both long-range temporal dependencies and local–global correlations. This
architecture is suited to domains such as data center monitoring or industrial IoT, where anomalies may
arise from gradual drifts or distributed failures that require context-aware modeling.

• TranAD [4]: An adversarial Autoencoder framework enhanced with Transformer layers. By integrating
adversarial reconstruction loss, TranAD improves robustness against distributional shifts in multivariate
signals, making it particularly relevant for manufacturing and IoT scenarios with complex correlations
across sensors.

• USAD [5]: A dual-decoder GAN-inspired Autoencoder that reconstructs normal sequences while
penalizing deviations. This design directly targets the modeling of normality, making it effective for
detecting distorted or frozen sensor signals often observed in industrial equipment.

Figure 3: Overview of model architectures

For benchmarking, we additionally include the following baselines:

• LSTM-AE [7,13]: A recurrent encoder—decoder baseline that captures sequential dependencies. It
remains widely used in practice due to its simplicity and interpretability, making it useful for industrial
fault detection where legacy RNN models are often deployed.

• TimesNet [14]: A convolutional architecture that models temporal 2D variations through multi-period
filters. It provides strong general-purpose performance and is particularly relevant for telemetry or
financial series where periodic patterns dominate.

• EWMA-Residual [17]: A statistical moving-average method applied to residual signals. While
lightweight, it offers practical utility in real-time monitoring with limited compute budgets, such as
network traffic or embedded industrial systems.

The training configuration is standardized to ensure fair comparison. All models are implemented in
PyTorch and trained under comparable settings using the Adam optimizer with a learning rate of 1 × 10−3,
batch size 128, and mean squared error loss. Training is conducted for 20 epochs on GPUs with early stopping
disabled to preserve consistency across models. For Transformer-based models, the hidden dimension
is set to dmodel = 32, with nhead = 2, feedforward dimension 128, and two encoder/decoder layers. USAD
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employs a latent dimension of 32 with two parallel decoders. These configurations follow prior anomaly
detection benchmarks and strike a balance between stability and computational feasibility in industrial
deployment [8,23].

The baseline selection process screened multiple candidates, including LSTM-AE, TimesNet, EWMA-
Residual, Z-Score, VAE, and Isolation Forest. Among these, only LSTM-AE and EWMA-Residual were
consistently ranked as the top-2 performers across both clean and noisy conditions (Appendix A). These
two are therefore retained for cross-domain comparisons, ensuring both methodological diversity and
empirical strength.

3.6 Evaluation Protocol
All models are trained once on clean data from the baseline SMD composition and then evaluated

across all variation conditions, including noise type and intensity, window and stride settings, and cross-
domain datasets. This design reflects realistic industrial constraints: anomaly detectors are typically trained
on historical clean logs, while deployment environments often involve unforeseen noise or domain shifts. By
fixing the training condition, robustness degradation can be explicitly quantified without conflating it with
retraining or domain adaptation effects.

A crucial consideration lies in how robustness is quantified. Recent benchmarking initiatives in time
series anomaly detection, such as RobustAD, TSB-UAD, and more recent efforts like TimeSeriesBench
and TAB, have shifted away from reliance on a single detection score toward multi-metric evaluation
protocols [8,24,26,43]. This transition reflects a growing consensus that no single metric can adequately
capture the multi-faceted requirements of anomaly detection systems [9,44]. In this context, the Core-5
suite has emerged as a representative and increasingly adopted basis for robustness studies. It consolidates
complementary perspectives into a cohesive evaluation framework: detection accuracy (F1, AUC), segment-
level coverage (Range-F1), temporal responsiveness (Detection Delay), and robustness under perturbations
(Robustness Drop%, defined as the relative change in F1 between clean and noisy conditions). Together, these
metrics span the three dimensions most critical to deployment—performance, latency, and robustness—
offering a principled alternative to narrow, single-metric reporting.

From a practical standpoint, Core-5 also aligns with operational priorities in industrial monitoring:
knowing not only how many anomalies are detected, but also when alarms are raised and how sensitive
performance is under noise. These aspects are often more consequential than marginal improvements
in aggregate accuracy [45]. To further contextualize robustness at the architectural level, we additionally
introduce two architecture metrics: Residual High-Frequency Ratio (HFR) and Representation Stability (RS).
While Core-5 evaluates external performance outcomes, these metrics diagnose internal model behavior
under perturbations, shedding light on how inductive biases influence robustness. This combined protocol
ensures both comprehensive benchmarking and interpretability of robustness differences across models. The
end-to-end evaluation workflow is summarized in Fig. 4.

• Thresholding strategies. Three strategies are compared, each corresponding to a distinct deployment
scenario:
1. Clean-Fixed Threshold: Determined once from clean validation data and applied unchanged across

all conditions. This reflects environments where threshold re-tuning is infeasible due to limited
domain expertise or strict operational constraints.

2. Adaptive Threshold: Re-estimated independently for each test condition. This represents an upper
bound on achievable performance when recalibration is feasible, such as laboratory settings or
expert-assisted monitoring.
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3. Unsupervised Adaptive Threshold: Estimated directly from the test distribution without reference
to clean validation, using heuristics such as statistical percentiles or POT methods. This enables fully
unsupervised deployment in settings where labeled data are unavailable.

• Evaluation metrics. Two complementary groups of metrics are employed:
1. Core-5: (F1 , AUC, Range-F1, Detection Delay, Robustness Drop%). This suite jointly captures

detection accuracy, temporal responsiveness, and robustness under distributional shifts. Prior studies
have emphasized that relying only on F1 or AUC is insufficient for robustness evaluation [8,9],
motivating the adoption of this multi-faceted set as a more principled basis for comparison.
– F1: Harmonic mean of Precision and Recall at the chosen threshold.
– AUC: Area under the ROC curve, threshold-independent measure of separability.
– Range-F1: Segment-level F1, counting each contiguous anomaly interval as one unit to avoid

over-penalizing Detection Delay values.
– Detection Delay: Average number of time steps between the start of an anomaly and the first

correct detection within that interval.
– Robustness Drop%: Relative performance degradation between clean and noisy test conditions,

ΔF1/Fclean
1 × 100%.

2. Architecture metrics: Residual High-Frequency Ratio (HFR) and Representation Stability (RS).
These provide structural insights into how models behave under noise or domain shifts, revealing
brittleness in latent representations that may not be visible from detection metrics alone.
– HFR: Ratio of high-frequency energy in residual (error) signals, quantifying sensitivity to

spurious fluctuations.
– RS: Cosine similarity of latent representations across clean vs. perturbed inputs, measuring

invariance of embeddings under noise.

Figure 4: Evaluation protocol

4 Results

4.1 Overall Performance in Clean and Noisy Conditions
Table 5 summarizes the baseline Core-5 results for six representative models across the four datasets.

Clean values (F1, AUC, Range-F1, mean Detection Delay) are reported alongside the mean Robustness
Drop% across all single-noise perturbations. For readability in Table 5, we abbreviate Detection Delay as
Delay and Robustness Drop% as Drop%. While these averages provide a compact view of robustness, it
should be noted that mixed noise settings (Mixed-sum, Mixed-block) cause even larger degradations, as
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further discussed in Section 4.3. Within each dataset block of Table 5, we bold the best value per column
(F1/AUC/Range-F1: higher is better; Delay: lower is better; Drop%: the smallest non-negative value is
considered best; negative values are reported but not treated as improvements).

Table 5: Core-5 results for six models across four datasets under clean and noisy conditions

Dataset Model F1 AUC Range-F1 Delay (mean) Drop% (mean)

SMD

AnomalyTransformer 0.240 0.891 0.234 7.97 68.6
TranAD 0.241 0.889 0.221 5.37 63.1
USAD 0.243 0.883 0.254 3.27 72.0

LSTM-AE 0.250 0.909 0.123 2.17 31.0
TimesNet 0.249 0.916 0.182 2.80 53.3

EWMA-Residual 0.236 0.788 0.156 2.87 33.6

SMAP

AnomalyTransformer 0.440 0.434 0.451 377.3 −5.9
TranAD 0.439 0.438 0.453 378.0 −5.1
USAD 0.420 0.424 0.516 458.6 31.2

LSTM-AE 0.441 0.427 0.472 379.9 0.4
TimesNet 0.441 0.430 0.453 377.3 −2.2

EWMA-Residual 0.414 0.425 0.517 154.5 12.1

MSL

AnomalyTransformer 0.363 0.528 0.407 156.5 5.1
TranAD 0.364 0.532 0.375 155.8 1.6
USAD 0.368 0.535 0.554 178.3 11.7

LSTM-AE 0.347 0.526 0.400 10.8 13.8
TimesNet 0.367 0.540 0.424 157.2 12.0

EWMA-Residual 0.433 0.537 0.507 15.6 0.5

SWaT

AnomalyTransformer 0.097 0.308 0.190 6.74 47.0
TranAD 0.089 0.275 0.189 12.4 43.5
USAD 0.069 0.198 0.149 10.1 38.0

LSTM-AE 0.074 0.190 0.220 12.7 33.6
TimesNet 0.065 0.265 0.203 20.1 35.1

EWMA-Residual 0.125 0.280 0.128 0.71 −30.0

Note: Bold indicates the best performance for each evaluation metric.

Clean performance shows that the three generative models exhibit comparable F1 scores on SMD (0.23–
0.25) and moderate performance on MSL and SMAP (0.36–0.44), but all struggle on SWaT (F1 < 0.12).
AnomalyTransformer and TranAD achieve strong AUC values on SMD (0.85–0.92), while USAD reaches its
best F1 on MSL (0.368). Range-F1, however, diverges across models: USAD attains the highest Range-F1 on
MSL (0.554), indicating superior segment-level detection coverage, whereas AnomalyTransformer remains
relatively low (0.234 on SMD). Baselines show heterogeneous patterns: TimesNet offers slightly higher clean
AUC (for example, 0.916 on SMD), while LSTM-AE and EWMA-Residual provide shorter delays (under 3
timesteps), which is industrially relevant since faster anomaly signaling directly reduces downtime costs.

Robustness under noise reveals substantial differences among generative models. AnomalyTransformer
suffers steep degradation on SMD (Robustness Drop% = 68.6), reflecting high sensitivity to block and drift
perturbations. TranAD demonstrates resilience, particularly on MSL (Robustness Drop% = 1.6), where its
adversarial regularization stabilizes decision boundaries. USAD, despite competitive clean accuracy, shows
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the largest average Robustness Drop% (72.0 on SMD), and is especially vulnerable to structured and mixed
noise. These Robustness Drop% values highlight real-world consequences: higher degradation implies more
frequent retraining and higher operational maintenance costs. Baselines occasionally surpass generative
models: LSTM-AE maintains moderate stability on SMD (Robustness Drop%= 31.0), while EWMA-Residual
improves under SWaT (Robustness Drop% = −30.0), suggesting that lightweight residual filtering can adapt
more effectively to unstable telemetry domains. Negative values of Robustness Drop% indicate rare cases
where noisy conditions yield slightly higher scores than clean, often due to thresholding effects or the
smoothing of unstable signals (as observed on SMAP and SWaT). Such effects should be interpreted as
dataset—model interactions rather than genuine robustness improvements [9].

Cross-domain generalization highlights further challenges. When trained on SMD and tested on
other domains, generative models generalize poorly to SWaT (all F1 < 0.10), underscoring sensitivity to
domain shift. EWMA-Residual and LSTM-AE, although weaker in clean accuracy, maintain relatively lower
Robustness Drop% values, offering stability advantages. On SMAP, performance fluctuations are amplified
due to lower representation stability, yet TranAD sustains competitive results (AUC 0.438, Robustness
Drop% = −5.1), reflecting its stronger transferability.

Connection to architecture metrics shows that patterns in Core-5 align with structural indicators.
For example, AnomalyTransformer’s high Robustness Drop% on SMD corresponds to elevated residual
high-frequency ratios (HFR), while USAD’s instability on SMAP coincides with low representation stability
(RS below 0.4). These observations suggest that robustness degradation often originates from unstable
latent features, reinforcing the importance of combining Core-5 with architecture-level diagnostics. Detailed
interpretations are provided in Section 5.3.

In summary:

• AnomalyTransformer: strong clean accuracy but sharp robustness degradation (Robustness Drop% up
to 68), highlighting its sensitivity to structured noise.

• TranAD: most robust overall, especially on MSL (Robustness Drop% ≈ 1.6), with adversarial training
reducing degradation.

• USAD: competitive clean accuracy but the most vulnerable to structured and mixed perturbations,
showing the largest Robustness Drop%.

• Baselines: TimesNet balances high clean AUC with moderate robustness, LSTM-AE demonstrates
partial stability, and EWMA-Residual adapts unexpectedly well in SWaT, offering lightweight robustness
in volatile domains.

4.2 Impact of Dataset Composition
Dataset composition substantially shapes both clean performance and noise robustness. Under a

unified baseline configuration, we compare SMD in-domain cases (baseline, SMD with sensor removal, and
SMD with server group variation) against cross-domain shifts to SMAP, MSL, and SWaT. A consolidated
comparison is presented in Fig. 5.

In the SMD in-domain setting, generative and deep models exhibit large robustness degradation
on average: AnomalyTransformer and TranAD show mean Robustness Drop% values of around 59 and
56, USAD around 66, and TimesNet around 55, while LSTM-AE is lower but still sizable at about 35.
EWMA-Residual is relatively more stable at about 28. Sensor removal generally worsens performance
for representation-heavy models, with AnomalyTransformer, TranAD, USAD, and TimesNet all above 52,
whereas EWMA-Residual remains stable. By contrast, server group variation mitigates degradation some-
what for AnomalyTransformer and TranAD, with mean Robustness Drop% values of about 35 and 42, though
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TimesNet remains highly sensitive at about 56. These results show that even within the same dataset family,
changes in feature composition substantially affect model stability. Detection Delay values also diverge:
residual baselines sustain short delays under three timesteps, while Transformer-based models incur longer
latencies, highlighting a potential trade-off between representation power and operational responsiveness.

Figure 5: Robustness across dataset compositions

On SMAP, several models show small or even negative mean Robustness Drop% values, with Anom-
alyTransformer at about −5.7, TranAD at −6.8, TimesNet at −2.8, and LSTM-AE at −0.5, while USAD
and EWMA-Residual deteriorate with means of +23.1 and +14.0. On MSL, EWMA-Residual again remains
strong with about −9.0, TranAD is mildly robust with −4.3, and the others degrade moderately, with
AnomalyTransformer, USAD, TimesNet, and LSTM-AE all around 5 to 12. These negative values do not
imply true robustness improvements; rather, they reflect thresholding effects or the smoothing of unstable
telemetry signals under noise. Range-F1 trends further confirm that segment-level detection coverage is
inconsistent across architectures, with USAD showing higher coverage but at the cost of larger Robustness
Drop% values, while simpler baselines provide narrower but more stable coverage. This suggests that in
smaller-variable, higher-anomaly-rate telemetry, lighter models or residual baselines can match or surpass
complex architectures in robustness.

On SWaT, the ranking shifts. Transformer or reconstruction models incur large Robustness Drop%
values, with AnomalyTransformer at about 41.9, TranAD at 38.6, USAD at 33.5, LSTM-AE at 28.4, and
TimesNet at 22.0, while EWMA-Residual is exceptionally stable with a strongly negative mean Robustness
Drop% of about−46.5. Attack-driven anomalies coupled with control dynamics appear to favor residual-style
detectors under noise, while complex models remain sensitive to thresholding around perturbed residuals.
From an industrial perspective, this highlights that models tuned for IT infrastructure monitoring (SMD)
or space telemetry (SMAP and MSL) do not directly transfer to cyber-physical control systems like SWaT,
where fast detection and stable filtering are more valuable than high clean accuracy.

In summary:

• In-domain feature composition (sensor removal, server group) penalizes representation-heavy models
but leaves residual baselines stable, while also increasing Detection Delay for Transformer-based
methods.

• Cross-domain shifts interact with dataset scale and anomaly density: telemetry datasets (SMAP/MSL)
favor lighter models, while attack-driven SWaT favors residual detectors.



Comput Model Eng Sci. 2025;145(3) 3929

• Negative values of Robustness Drop%, observed mainly in SMAP and MSL, arise from threshold
adaptation or noise smoothing effects and should not be interpreted as genuine robustness gains.

4.3 Impact of Noise Type and Intensity
Figs. 6 and 7 compare the three main models under representative noise settings with varying inten-

sity levels. Spike noise is chosen as the most disruptive case, while Mixed-sum represents composite
perturbations. Additional figures for the remaining noise types are reported in Appendix B.

Figure 6: Model performance under Spike noise across intensity levels

Figure 7: Model performance under Mixed-sum noise across intensity levels

Under Gaussian and Scaling drift perturbations, all models exhibit relatively mild sensitivity to intensity.
Even at high levels, F1 remains around 0.21–0.25 and AUC above 0.85, suggesting that smooth or gradual
distortions exert limited disruption. Missing blocks cause stronger degradation at higher intensity, mainly by
reducing precision (down to 0.219–0.228 for AnomalyTransformer and TranAD), whereas stuck-at-constant
perturbations show minimal dependence on intensity.
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Spike noise, in contrast, produces the steepest intensity-driven collapse. Fig. 6 shows that as intensity
increases, AnomalyTransformer and TranAD both deteriorate sharply, with F1 falling below 0.10 and AUC
approaching 0.55 at high intensity. USAD also declines, but maintains comparatively higher robustness (F1 ≈
0.210, AUC ≈ 0.801), underscoring its relative resilience. Mixed-sum perturbations (Fig. 7) show similar
patterns: both Transformer-based models suffer strong declines, while USAD degrades more gradually,
retaining a relative advantage.

In summary:

• Gaussian and Scaling drift are relatively benign even at high intensity.
• Missing blocks primarily harm precision at higher levels.
• Spike and Mixed perturbations are most detrimental, producing steep intensity-driven deterioration.
• USAD demonstrates the strongest robustness across intensities, particularly under challenging Spike

and Mixed conditions.

4.4 Impact of Window Size and Stride Variation
Figs. 8 and 9 summarize the influence of window size and stride on robustness across all datasets,

evaluated with noise-averaged Core-5 metrics.
For window size, Fig. 8 reports the mean Robustness Drop% for AnomalyTransformer, TranAD, and

USAD under stride = 1. The effect of window length is clearly non-linear. Moderate windows (50–100)
generally achieve the lowest degradation, while very large windows (200) tend to increase drop rates,
especially for AnomalyTransformer. For example, on SMD the drop for AnomalyTransformer rises from
∼69% at w = 50 to over 75% at w = 200, indicating that excessive context dilutes anomaly sensitivity. TranAD
follows a similar trend with smaller magnitude, whereas USAD remains relatively flat but never reaches the
best robustness levels. These results highlight that enlarging temporal context beyond a certain point does
not guarantee improved robustness and may instead amplify noise sensitivity.

Figure 8: Effect of window size on robustness (mean Robustness Drop%)
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Figure 9: Impact of stride on Range-F1 and detection delay

For stride, Fig. 9 compares stride = 1 and = 5 at fixed w = 50, using paired slope plots of Range-F1 and
Detection Delay. The impact is modest overall: Range-F1 decreases only slightly when moving to stride = 5,
while delay tends to increase marginally (e.g., ∼+0.3 steps on average for SMD). This indicates that temporal
down-sampling does not dramatically alter robustness but can trade a small loss in detection accuracy for
computational savings. Model-wise, AnomalyTransformer is more sensitive to stride increases in Range-F1,
while TranAD maintains stable values and USAD shows consistently longer delays.

In summary:

• Window size is the dominant factor: mid-range (50–100) yields the best robustness, while very large
windows (200) amplify noise sensitivity.

• Stride has minor influence: increasing stride modestly reduces Range-F1 and slightly increases delay,
but overall robustness remains stable.

4.5 Impact of Thresholding Strategies
Table 6 summarizes the performance of three thresholding strategies—Clean-fixed, simple Adaptive,

and Unsupervised Adaptive—across models and datasets. Reported are F1-score, AUC, and Range-F1 under
both clean and noise-averaged conditions. Boldface highlights the best-performing threshold within each
model—dataset–condition block.

The Clean-fixed approach provides limited point-level detection. Across datasets, F1 values remain
very low (often close to zero in cross-domain SMAP and MSL), although AUC scores remain stable. In
SMD, Clean-fixed achieves relatively higher F1 and Range-F1 than in other datasets, but this comes largely
from its in-domain advantage rather than thresholding effectiveness. Thus, Clean-fixed thresholds maximize
coverage but severely limit usable precision, consistent with prior findings [8,9].

The Adaptive strategy produces more balanced outcomes. In SMD, F1 remains comparable to Clean-
fixed (AnomalyTransformer: 0.160→ 0.106 under Clean), but Range-F1 increases substantially (up to 0.625).
In cross-domain datasets, Adaptive consistently yields the highest Range-F1 values (e.g., SMAP ≈ 0.5, SWaT
≈ 0.35 in Noise-avg), indicating that adaptive thresholds enhance temporal coverage even when point-level
accuracy remains weak.
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Table 6: Thresholding strategy comparison across models and datasets. Each cell reports three metrics in the order
F1/AUC/Range-F1

Model Dataset Condition Clean-fixed Adaptive Unsupervised

Anomaly
Transformer

SMD Clean 0.160/0.891/0.410 0.106/0.891/0.625 0.325/0.891/0.370
Noise-avg 0.135/0.773/0.371 0.060/0.798/0.295 0.220/0.778/0.195

SMAP Clean 0.000/0.434/0.000 0.009/0.434/0.491 0.208/0.434/0.622
Noise-avg 0.000/0.435/0.000 0.010/0.439/0.543 0.160/0.436/0.592

MSL Clean 0.000/0.528/0.000 0.006/0.528/0.105 0.000/0.528/0.000
Noise-avg 0.000/0.534/0.022 0.006/0.537/0.311 0.001/0.535/0.140

SWaT Clean 0.007/0.308/0.056 0.008/0.308/0.257 0.071/0.308 /0.134
Noise-avg 0.006/0.308/0.202 0.015/0.276/0.345 0.052/0.301/0.141

TranAD

SMD Clean 0.117/0.889/0.286 0.106/0.889/0.600 0.292/0.889/0.348
Noise-avg 0.099/0.783/0.351 0.060/0.779/0.286 0.227/0.773/0.168

SMAP Clean 0.000/0.438/0.000 0.009/0.438/0.508 0.234/0.438/0.596
Noise-avg 0.000/0.439/0.000 0.009/0.441/0.552 0.164/0.440/0.608

MSL Clean 0.000/0.532/0.000 0.004/0.532/0.111 0.000/0.532/0.000
Noise-avg 0.000/0.534/0.029 0.004/0.535/0.390 0.001/0.535/0.156

SWaT Clean 0.000/0.275/0.000 0.020/0.275/0.161 0.066/0.275/0.127
Noise-avg 0.000/0.274/0.019 0.017/0.274/0.413 0.058/0.274/0.126

USAD

SMD Clean 0.057/0.883/0.235 0.104/0.883/0.590 0.329/0.883/0.232
Noise-avg 0.062/0.870/0.318 0.055/0.869/0.263 0.240/0.871/0.173

SMAP Clean 0.000/0.424/0.000 0.011/0.424/0.577 0.188/0.424/0.585
Noise-avg 0.000/0.425/0.000 0.011/0.426/0.684 0.183/0.425/0.607

MSL Clean 0.000/0.535/0.000 0.009/0.535/0.100 0.009/0.535/0.087
Noise-avg 0.000/0.536/0.000 0.009/0.536/0.271 0.013/0.536/0.228

SWaT Clean 0.000/0.198/0.000 0.021/0.198/0.371 0.042/0.198/0.090
Noise-avg 0.000/0.197/0.000 0.026/0.198/0.611 0.043/0.198 /0.101

Note: Bold indicates the best performance for each evaluation metric.

The Unsupervised Adaptive strategy yields the strongest improvements in F1, especially under clean
conditions. For instance, in SMD Clean, all three generative models see large F1 gains (AnomalyTransformer:
0.325, TranAD: 0.292, USAD: 0.329). Even in cross-domain SMAP and SWaT, Unsupervised thresholds
recover non-trivial F1 where Clean-fixed completely collapses (e.g., SMAP-AnomalyTransformer: 0.208,
TranAD: 0.234, USAD: 0.188). However, Range-F1 under Unsupervised is generally lower than Adaptive,
suggesting a trade-off between precision-oriented detection and segment-level coverage.

Across models, AnomalyTransformer and TranAD show the clearest gains from Unsupervised thresh-
olding in terms of F1, while USAD exhibits steadier but smaller improvements, reflecting relative insensitivity
to threshold choice. These results confirm that thresholding is not a neutral post-processing step: depending
on the strategy, the apparent robustness ranking of models can shift across both in-domain and cross-
domain settings.

In summary:

• Clean-fixed: stable but poor precision; F1 often ≈ 0 in cross-domain datasets.
• Adaptive: consistently maximizes Range-F1 (segment coverage), even in cross-domain settings.
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• Unsupervised adaptive: best for boosting F1, especially in SMD and partially in SMAP/SWaT, but often
at the cost of lower Range-F1.

Additional results for baseline models (LSTM-AE, TimesNet, EWMA-Residual) are reported
in Appendix C. These baselines confirm broadly similar trade-offs, with generally smaller absolute gains from
Unsupervised thresholding.

4.6 Summary of Robustness Patterns
Across Sections 4.1–4.5, several robustness patterns emerge that cut across datasets, noise types, design

choices, and thresholding strategies.
First, model choice plays the most decisive role. AnomalyTransformer provides strong clean accuracy

but deteriorates sharply under noise, TranAD maintains the most consistent robustness across domains, and
USAD shows competitive clean performance yet suffers steep drops under structured perturbations. Among
baselines, TimesNet balances accuracy and stability, LSTM-AE achieves moderate robustness with relatively
low complexity, and EWMA-Residual often surpasses deep models in unstable domains, highlighting the
enduring relevance of lightweight statistical baselines.

Second, dataset composition strongly modulates robustness. Within SMD, removing sensors dis-
proportionately penalizes representation-heavy models, while server-group shifts occasionally mitigate
degradation. Cross-domain transfers reveal divergent behaviors: in telemetry datasets (SMAP/MSL), lighter
models and residual baselines often outperform complex architectures, whereas in attack-driven SWaT,
residual detectors achieve exceptional stability.

Third, noise type and intensity dictate degradation profiles. Gaussian and Scaling drift perturbations
remain relatively benign, while missing blocks degrade precision at high intensity. Spike and Mixed
perturbations induce the steepest collapses, underscoring the need for resilience against abrupt, localized
disruptions. USAD demonstrates relatively higher robustness under these challenging settings, though no
model is universally resistant.

Fourth, architectural design choices such as window size and stride affect robustness asymmetrically.
Mid-range window sizes (50–100) provide the most favorable trade-off, while very large windows (200)
amplify noise sensitivity, especially for AnomalyTransformer. Stride variation exerts only minor influence,
modestly increasing Detection Delay with minimal impact on robustness.

Finally, thresholding strategies significantly alter apparent robustness. Clean-fixed thresholds ensure
coverage but collapse precision, Adaptive thresholds maximize segment-level Range-F1, and Unsupervised
Adaptive thresholds boost F1 scores but trade off coverage. These shifts highlight that robustness is not an
intrinsic model property alone but also a function of post-processing.

In summary:

• Model dependence: TranAD is most consistently robust, while AnomalyTransformer and USAD are
highly noise-sensitive in different ways; residual baselines remain surprisingly competitive.

• Dataset effects: Feature composition and domain type shape robustness, with telemetry and attack-
driven datasets favoring lighter or residual models.

• Noise influence: Benign distortions contrast with disruptive spikes and mixed perturbations, where
degradation is most severe.

• Design choices: Window size dominates robustness outcomes, whereas stride plays only a minor role.
• Thresholding impact: Post-processing strategies can reshape robustness rankings, underscoring their

non-trivial role in evaluation.
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These findings provide a consolidated view of robustness behavior and set the stage for deeper
interpretation in Section 5.

5 Discussion
This section interprets the empirical results presented in Section 4, focusing on model-specific robust-

ness patterns, trade-offs between sensitivity and stability, architectural insights, adversarial robustness, and
practical deployment implications. It also situates the findings in the context of reviewer concerns regarding
model scope, efficiency, and evaluation completeness.

5.1 Model-Specific Robustness Patterns
Generative AI models exhibit distinct robustness behaviors. AnomalyTransformer provides strong clean

accuracy but collapses under noisy conditions, with degradation exceeding 65% in SMD. TranAD emerges
as the most robust model overall, maintaining stability in both in-domain and cross-domain settings,
particularly on MSL. USAD achieves competitive Range-F1 in clean telemetry but deteriorates sharply under
structured perturbations such as missing blocks or mixed noise. These results echo prior findings that
reconstruction-based models amplify noise sensitivity [1,2].

Among the baselines, TimesNet balances accuracy and stability [14], LSTM-AE shows moderate
robustness with lower complexity, and EWMA-Residual occasionally outperforms deep models in unstable
domains such as SWaT, supporting the argument that lightweight baselines remain competitive in noisy
real-world conditions [46,47]. Other recent architectures, such as Autoformer [15] and the Non-stationary
Transformer [16], were not included in the present evaluation but are expected to exhibit distinct robustness
profiles; incorporating them remains a key direction for future benchmarking.

5.2 Trade-Offs between Sensitivity and Robustness
The results highlight a fundamental trade-off between sensitivity and robustness. Models such as

AnomalyTransformer and USAD achieve strong clean detection but tend to over-react under noisy pertur-
bations, leading to unstable performance. Conversely, models emphasizing stability, such as TranAD and
EWMA-Residual, sometimes miss anomalies but maintain more consistent robustness across conditions.
This sensitivity–robustness spectrum aligns with prior findings that anomaly detectors face an inherent
trade-off under domain shift [23,48].

Beyond accuracy trade-offs, runtime and memory overheads also play a decisive role in deployability.
Our profiling shows that lightweight models such as USAD and LSTM-AE achieve markedly shorter
training times (∼167–191 s) and smaller GPU footprints (<130 MB), while Transformer-based models
(AnomalyTransformer, TranAD) require nearly three times longer training (∼480 s) with higher memory
demand (>150 MB). This implies that the robustness advantages of heavier architectures may be offset by
efficiency constraints in latency- or resource-sensitive environments. Future evaluations should therefore
jointly quantify detection delay, false alarm rate, and resource consumption to ensure actionable conclusions
for real-world deployment [8]. Detailed runtime and memory profiling results are provided in Appendix D.

5.3 Architectural Insights from AD-Metrics
Architecture-level diagnostics clarify where robustness breaks down. First, in terms of frequency

sensitivity, the Residual High-Frequency Ratio (HFR) should be interpreted such that lower values are
more desirable, as high HFR denotes excessive sensitivity to spurious fluctuations. Across SMAP, MSL,
and SWaT, the row-wise maxima in Tables A5–A11 consistently highlight EWMA-Residual as the most
sensitive model, with TimesNet frequently peaking on SMD. AnomalyTransformer and TranAD exhibit
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mid-tier HFR overall, though they still show noticeable increases under disruptive perturbations (e.g., Spike,
Mixed-sum/Mixed-block).

Second, representation stability (RS) should be read in the opposite direction: higher values are more
desirable, as low RS indicates unstable latent spaces. USAD persistently records the row-wise minima on
cross-domain datasets (SMAP, MSL, SWaT), indicating strong representational instability under distribution
shift. By contrast, AnomalyTransformer, TranAD, and TimesNet retain comparatively higher RS.

Taken together, robustness degradation stems from two distinct architectural weaknesses. Classi-
cal residual baselines (and, on SMD, convolutional TimesNet) are most prone to frequency-domain
over-sensitivity (high HFR), leading to sharp robustness drops under noisy conditions. In contrast,
adversarially-trained Autoencoders (USAD) suffer from unstable latent representations (low RS), which
explains their collapse under cross-domain evaluation. These diagnostics not only align with the Core-4
performance results but also motivate architecture-aware mitigation, such as frequency-robust filtering for
residual baselines and stability-regularized training for latent Autoencoders.

5.4 Adversarial Perspective (KAGAN & ε-Sweep)
Beyond synthetic and mixed noise, robustness must also be assessed under adversarial threat models.

GAN-based adversarial frameworks (e.g., KAGAN-style attacks) simulate structured perturbations aligned
with model sensitivities [27–29]. Models that rely heavily on reconstruction discrepancies (e.g., Anomaly-
Transformer, USAD) may be more susceptible, whereas architectures with discriminative training signals
such as TranAD are expected to exhibit relatively higher resilience.

To mitigate such vulnerabilities, adversarial training with an ε-curriculum—gradually increasing per-
turbation magnitude—has proven effective in stabilizing both image and time-series models [49,50]. An
ε-sweep, where perturbation budgets are systematically varied, can further quantify adversarial margins.

5.5 Practical Recommendations for Model Selection
From a deployment perspective, model choice should reflect operational constraints. In stable indus-

trial environments, AnomalyTransformer may be attractive due to its high clean accuracy, provided that
noise robustness is not critical. For domains with unpredictable noise or cross-system transfer (e.g.,
spacecraft telemetry), TranAD offers the best trade-off between robustness and sensitivity. In security-
critical infrastructures such as SWaT, lightweight residual detectors (e.g., EWMA-Residual) may outperform
deep models by maintaining stability under adversarial-like perturbations. Practitioners should therefore
prioritize robustness over marginal accuracy gains when anomalies carry high operational risk, consistent
with guidelines for real-world anomaly detection deployment [46,48].

5.6 Limitations and Future Work
This study has several limitations. First, robustness evaluation focused on synthetic and mixed noise but

did not yet include full-scale adversarial attacks such as KAGAN. Second, model training followed a uniform
configuration, whereas domain-specific hyperparameter tuning could alter robustness outcomes. Third,
evaluation was limited to SMD, SMAP, MSL, and SWaT; expanding to other industrial and medical datasets
would broaden generalizability. Future work will address these gaps by integrating adversarial robustness
experiments, exploring adaptive training curricula, and extending benchmarks to diverse architectures
including Autoformer and Non-stationary Transformer. In addition, runtime and memory efficiency will
be explicitly analyzed alongside accuracy. These directions will strengthen understanding of how generative
and deep anomaly detectors operate under realistic, noisy, and adversarial conditions.



3936 Comput Model Eng Sci. 2025;145(3)

6 Conclusion
This study systematically evaluated the robustness of three representative generative time-series

anomaly detectors—AnomalyTransformer, TranAD, and USAD—alongside baselines (LSTM-AE, EWMA-
Residual) and a recent architecture (TimesNet). Evaluations were conducted under diverse noise types and
intensities across SMD, SMAP, MSL, and SWaT, with further variations in window/stride, thresholding
strategies, and architecture-level diagnostics. The objective was to quantify robustness degradation under
realistic perturbations, provide fair model comparisons across domains, and extract actionable guidance
for deployment.

The results highlight several important findings. TranAD consistently demonstrated the most stable
performance across datasets and perturbations, whereas AnomalyTransformer achieved strong clean-set
AUC but exhibited high sensitivity to noise. USAD remained competitive in clean telemetry but degraded
substantially under structured perturbations, though it retained relative resilience under spike and mixed
conditions. Lightweight residual-style baselines rivaled deep generative models in unstable or attack-
driven domains such as SWaT. Noise type and intensity proved critical: Gaussian and Scaling drift were
comparatively benign, Missing degraded precision at high intensity, and Spike/Mixed caused the steepest
drops. Design choices also influenced robustness: mid-range windows (50–100) balanced localization and
resilience, while very large windows (200) amplified noise sensitivity; stride had only marginal effects.
Thresholding strategies were far from neutral: Clean-fixed often collapsed precision, Adaptive maximized
segment coverage, and Unsupervised Adaptive yielded the strongest F1 gains. Finally, architecture-level diag-
nostics revealed that elevated Residual HFR coincided with robustness losses, and reduced Representation
Stability explained failures in SMAP and parts of SWaT.

These findings carry several implications. For deployment, a robustness-first profile recommends
TranAD as the default detector for cross-domain environments, with window sizes of 50–100 and stride
between 1 and 5, and with Unsupervised Adaptive thresholding when point-level detection is paramount.
Online monitoring of Residual HFR and Representation Stability can serve as early indicators of brittleness
and guide adaptive recalibration. For evaluation standards, reporting both point- and segment-level metrics
(F1, AUC, Range-F1, Delay, Drop%, and FAR) under clean and noise-averaged conditions is essential,
together with a clear specification of noise taxonomy, intensity, window/stride, and thresholding strategy. For
security-sensitive contexts, robustness-by-design measures such as adversarial curricula and periodic attack
audits (e.g., KAGAN-style perturbations) are needed to ensure resilience under malicious manipulation.

Several limitations should be acknowledged. The present study emphasized naturalistic and mixed noise
but did not include full adversarial evaluations; future work will incorporate systematic adversarial testing.
Uniform training configurations ensured fairness but may not reflect domain-optimized performance,
and structured ablations on hyperparameters remain necessary. Dataset coverage, while spanning four
representative domains, should be extended to medical, IoT, and mobile sensing scenarios. Threshold-
ing methods were limited to three strategies; distributionally robust and uncertainty-aware techniques
(e.g., conformal prediction, score calibration) deserve further exploration. Runtime and memory profiling
revealed notable efficiency gaps between lightweight autoencoder-style models and Transformer-based
approaches, underscoring the need for efficiency-aware robustness benchmarks. Model scope should also
expand to include Autoformer and the Non-stationary Transformer. Promising directions include frequency-
or trend-aware attention, representation stabilization through contrastive or denoising objectives, test-time
augmentation with ensembling, and adaptive windowing strategies responsive to dynamic noise regimes.

In closing, this work establishes a reproducible robustness benchmark for generative time-series
anomaly detection and distills practical recommendations for real-world deployment. Beyond empirical
reporting, the study advances the field methodologically by introducing a unified robustness protocol that
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integrates multi-metric evaluation with architecture-level diagnostics, analytically by demonstrating how
noise types, design parameters, and thresholding strategies can reshape model rankings and quantifying the
associated trade-offs, and practically by providing concrete guidelines for model selection, thresholding, and
monitoring in noisy industrial deployments. Taken together, these findings underscore that while lightweight
baselines can occasionally rival deep methods, the systematic comparison of the three generative AI
models—AnomalyTransformer, TranAD, and USAD—remains the core contribution of this study, providing
a robustness-centered benchmark of their relative strengths and weaknesses under noisy conditions. These
contributions move the field beyond isolated accuracy benchmarks toward a principled understanding of
robustness, offering both a foundation for reproducible research and a pathway to resilient, trustworthy
anomaly detection in diverse cyber-physical systems.

Acknowledgement: The authors would like to thank SKKU SoftWare Lab for providing computing resources.

Funding Statement: This research was supported by the “Regional Innovation System & Education (RISE)” through
the Seoul RISE Center, funded by the Ministry of Education (MOE) and the Seoul Metropolitan Government (2025-
RISE-01-018-04). This research was also supported by the Korea Digital Forensic Center.

Author Contributions: The authors confirm contribution to the paper as follows: Conceptualization, Jeongsu Park
and Moohong Min; methodology, Jeongsu Park; software, Jeongsu Park; validation, Jeongsu Park; formal analysis,
Jeongsu Park; investigation, Jeongsu Park; resources, Jeongsu Park; data curation, Jeongsu Park; writing—original draft
preparation, Jeongsu Park; writing—review and editing, Jeongsu Park and Moohong Min; visualization, Jeongsu Park;
supervision, Moohong Min; project administration, Moohong Min. All authors reviewed the results and approved the
final version of the manuscript.

Availability of Data and Materials: The data that support the findings of this study are openly available. The Server
Machine Dataset (SMD) used in this research is publicly accessible at the official repository: https://github.com/
NetManAIOps/OmniAnomaly (accessed on 12 October 2025). The NASA spacecraft telemetry datasets, SMAP and
MSL, are publicly available at the Telemanom repository: https://github.com/khundman/telemanom (accessed on
12 October 2025). The Secure Water Treatment (SWaT) dataset is provided by the iTrust Centre for Research in
Cyber Security, Singapore University of Technology and Design (SUTD): https://itrust.sutd.edu.sg/itrust-labs_datasets/
(accessed on 12 October 2025).

Ethics Approval: Not applicable.

Conflicts of Interest: The authors declare no conflicts of interest to report regarding the present study.

Appendix A Additional Results on Baseline Selection
This appendix provides the detailed results of baseline screening experiments, which motivated the

choice of LSTM-AE and EWMA-Residual as the two retained baselines. As described in Section 3.5, several
classical baselines (LSTM-AE, TimesNet, EWMA-Residual, Z-Score, VAE, Isolation Forest) were initially
included to ensure methodological diversity. To systematically compare them, we conducted evaluation
under multiple representative conditions: Clean, Gaussian-middle, and Spike-middle on the concatenated
SMD (1-1/1-2/1-3) dataset with window size 50 and stride 1.

Table A1 reports F1, AUC, and NAB metrics. Across all conditions, LSTM-AE and EWMA-Residual
consistently ranked within the top-2, while other baselines such as VAE or Z-Score occasionally performed
well in individual metrics but lacked stability across scenarios. In particular, EWMA-Residual showed robust
average performance, while LSTM-AE remained competitive even under noise (e.g., Gaussian-middle, Spike-
middle). Therefore, these two baselines were carried forward for the main experiments in Section 4, ensuring
both empirical competitiveness and methodological complementarity.

https://github.com/NetManAIOps/OmniAnomaly
https://github.com/khundman/telemanom
https://itrust.sutd.edu.sg/itrust-labs_datasets/
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Table A1: Baseline screening results under representative conditions

Model F1 AUC Range-F1 NAB
Clean condition

LSTM-AE 0.312 0.924 0.593 0.918
EWMA-Residual 0.535 0.915 0.571 0.739

VAE 0.334 0.944 0.516 0.863
Z-Score 0.362 0.876 0.417 0.890

Isolation Forest 0.343 0.675 0.417 0.890

Gaussian (middle intensity)

LSTM-AE 0.376 0.923 0.762 0.973
EWMA-Residual 0.535 0.916 0.571 0.739

VAE 0.324 0.932 0.571 0.904
Z-Score 0.362 0.876 0.417 0.890

Isolation Forest 0.345 0.674 0.417 0.890

Spike (middle intensity)

LSTM-AE 0.173 0.918 1.000 −0.750
EWMA-Residual 0.524 0.915 0.471 0.684

VAE 0.293 0.939 0.400 0.753
Z-Score 0.373 0.876 0.417 0.876

Isolation Forest 0.344 0.675 0.417 0.890

Note: Bold indicates the best performance for each evalua-
tion metric.

To further validate consistency, Table A2 summarizes the average ranking of each baseline across all
conditions. LSTM-AE and EWMA-Residual maintain the lowest (best) average ranks, confirming their
stability and justifying their retention as the top-2 baselines.

Table A2: Average baseline ranking across conditions

Model Avg. Rank
LSTM-AE 0.00

EWMA-Residual 1.00
Z-Score 2.50

VAE 3.00
Isolation Forest 3.50

Note: Bold indicates the top 2 ranking.

Appendix B Additional Results on Noise Intensity
This appendix reports the full set of noise—intensity plots for completeness. Figs. A1–A5 complement

the main text (Section 4.3), which only highlighted Spike (Fig. 6) and Mixed-sum (Fig. 7) as representa-
tive cases.
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Figure A1: Gaussian noise across three intensity levels

Figure A2: Scaling drift noise across three intensity levels

Figure A3: Missing blocks noise across three intensity levels
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Figure A4: Stuck-at-Constant noise across three intensity levels

Figure A5: Mixed-block noise across three intensity levels

Appendix C Additional Results on Thresholding Strategies
This appendix provides the extended comparison of thresholding strategies across all models and

datasets. Table A3 complements the main text (Section 4.5), where only the three representative generative
models (AnomalyTransformer, TranAD, USAD) were highlighted in Table 6. The additional results for the
baseline models (LSTM-AE, TimesNet, EWMA-Residual) are reported here for completeness.

Table A3: Extended thresholding strategy results for baseline models. Each cell reports three metrics in the order
F1/AUC/Range-F1

Model Dataset Condition Clean-fixed Adaptive Unsupervised
LSTM-AE SMD Clean 0.000/0.909/0.000 0.092/0.909/0.528 0.321/0.909/0.240

Noise-avg 0.000/0.868/0.000 0.052/0.865/0.290 0.332/0.866/0.176
SMAP Clean 0.000/0.427/0.000 0.011/0.427/0.531 0.212/0.427/0.590

(Continued)
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Table A3 (continued)

Model Dataset Condition Clean-fixed Adaptive Unsupervised
Noise-avg 0.000/0.432/0.000 0.011/0.432/0.546 0.155/0.432/0.584

MSL Clean 0.000/0.526/0.000 0.008/0.526/0.105 0.000/0.526/0.000
Noise-avg 0.000/0.528/0.000 0.008/0.529/0.266 0.004/0.528/0.251

SWaT Clean 0.006/0.190/0.136 0.020/0.190/0.235 0.047/0.190/0.091
Noise-avg 0.001/0.191/0.052 0.022/0.190/0.472 0.042/0.190/0.098

TimesNet SMD Clean 0.139/0.916/0.378 0.103/0.916/0.625 0.338/0.916/0.318
Noise-avg 0.122/0.863/0.270 0.066/0.863/0.327 0.217/0.863/0.193

SMAP Clean 0.000/0.430/0.000 0.010/0.430/0.500 0.225/0.430/0.587
Noise-avg 0.000/0.437/0.000 0.010/0.437/0.543 0.152/0.437/0.619

MSL Clean 0.000/0.540/0.000 0.008/0.540/0.095 0.000/0.540/0.000
Noise-avg 0.000/0.538/0.034 0.008/0.538/0.424 0.004/0.538/0.304

SWaT Clean 0.015/0.265/0.061 0.018/0.265/0.277 0.050/0.265/0.129
Noise-avg 0.010/0.265/0.119 0.018/0.265/0.531 0.046/0.265/0.102

EWMA- SMD Clean 0.236/0.788/0.156 0.236/0.788/0.156 0.236/0.788/0.156
Residual Noise-avg 0.221/0.752/0.115 0.227/0.757/0.115 0.222/0.758/0.111

SMAP Clean 0.414/0.425/0.517 0.414/0.425/0.517 0.414/0.425/0.517
Noise-avg 0.413/0.426/0.466 0.414/0.426/0.468 0.413/0.426/0.453

MSL Clean 0.433/0.537/0.507 0.433/0.537/0.507 0.433/0.537/0.507
Noise-avg 0.408/0.538/0.523 0.420/0.538/0.526 0.411/0.538/0.509

SWaT Clean 0.125/0.280/0.128 0.125/0.280/0.128 0.125/0.280/0.128
Noise-avg 0.146/0.387/0.207 0.158/0.390/0.215 0.149/0.389/0.201

Note: Bold indicates the best performance for each evaluation metric.

Appendix D Additional Results on Runtime and Efficiency Metrics
This appendix complements Sections 5.3 and 4.4 by reporting full quantitative results on runtime and

memory efficiency. Whereas the main text discussed robustness and architectural diagnostics qualitatively,
here we provide a detailed comparison of training cost, inference efficiency, and GPU memory usage across
all baseline models. These measurements were obtained on identical hardware under consistent training
settings (20 epochs, batch size = 128).

Table A4 summarizes parameter counts, parameter size, wall-clock training time, peak GPU memory
usage, FLOPs per forward pass, and inference efficiency (latency for a single window at batch size = 1, and
throughput for batch size = 32).

Table A4: Runtime and efficiency results for baseline models

Model #Params
Param

size
(MB)

Train
time (s)

Peak
VRAM
(MB)

FLOPs/
forward

Latency
@bs1
(ms)

Throughput
@bs32
(sps)

Anomaly
Transformer 53,318 0.203 483.1 149.7 3,097,600 3.20 11,947.1

(Continued)
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Table A4 (continued)

Model #Params
Param

size
(MB)

Train
time (s)

Peak
VRAM
(MB)

FLOPs/
forward

Latency
@bs1
(ms)

Throughput
@bs32
(sps)

TranAD 53,318 0.203 480.0 153.6 3,097,600 3.68 9348.8
LSTM-AE 56,262 0.215 191.0 127.6 2,860,800 0.70 36,056.6
TimesNet 92,952 0.355 344.8 94.1 1,502,900 2.89 11,066.9

USAD 189,400 0.723 167.0 60.9 185,472 0.53 57,497.8

Note: Bold indicates the best performance for each evaluation metric.

Several key observations emerge:

• Transformer-based models (AnomalyTransformer, TranAD) are the most resource-intensive, requiring
nearly 480 s training time and >150 MB VRAM, confirming that robustness advantages may come at the
cost of efficiency.

• Lightweight baselines such as USAD and LSTM-AE complete training substantially faster (∼167–191 s)
and with smaller memory footprints (<130 MB), while achieving very high throughput (e.g., >36,000
samples/sec for LSTM-AE).

• TimesNet sits in between: it is more efficient than Transformers in both VRAM and training time, but
still heavier than USAD or LSTM-AE.

These results illustrate that runtime and memory overheads form a second trade-off axis that must
be considered alongside robustness and sensitivity (Section 5). While heavy Transformer architectures
may offer robustness benefits, lighter models remain attractive in latency-sensitive or resource-
constrained deployments.

Appendix E Additional Results on Architectural Metrics
This appendix reports the full architecture-level metrics that complement the main discussion

in Section 5.3. While the main text focused on qualitative patterns of Residual High-Frequency Ratio (HFR)
and Representation Stability (RS), here we provide the complete quantitative results across all models
(AnomalyTransformer, TranAD, USAD, LSTM-AE, TimesNet, EWMA-Residual), datasets (SMD, SMAP,
MSL, SWaT), and noise conditions (Clean, Gaussian, Spike, Missing blocks, Stuck-at-Constant, Scaling drift,
Mixed-sum, Mixed-block).

Tables A5–A11 summarize the HFR values, where higher ratios indicate stronger sensitivity to spurious
fluctuations. For each noise type, the maximum HFR within a row is boldfaced to highlight the most
sensitive model.

Tables A6–A12 report the RS values, where numbers closer to 1.0 denote stable latent representations.
The minimum RS within each row is boldfaced to identify the least stable model under the given noise
perturbation. For EWMA-Residual, RS values are not defined and thus omitted (denoted as “–”).
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Table A5: HFR on SMD

Noise Anomaly
transformer TranAD USAD LSTM-AE TimesNet EWMA-

Residual
Clean 0.254 0.335 0.431 0.300 0.287 0.462

Gaussian 0.478 0.475 0.466 0.443 0.495 0.491
Spike 0.481 0.490 0.485 0.461 0.514 0.513

Missing blocks 0.252 0.324 0.423 0.294 0.291 0.454
Stuck-at-constant 0.255 0.335 0.431 0.299 0.287 0.462

Scaling drift 0.244 0.324 0.429 0.290 0.286 0.453
Mixed-sum 0.489 0.487 0.475 0.443 0.508 0.501

Mixed-block 0.465 0.479 0.440 0.454 0.491 0.478

Note: Bold indicates the best performing model for each noise type.

Table A6: RS on SMD

Noise Anomaly
transformer TranAD USAD LSTM-AE TimesNet EWMA-Residual

Clean 0.999 0.999 0.994 0.998 0.999 –
Gaussian 0.999 0.998 0.993 0.997 0.998 –

Spike 0.995 0.995 0.986 0.992 0.994 –
Missing blocks 0.999 0.999 0.994 0.998 0.999 –

Stuck-at-Constant 0.999 0.999 0.994 0.998 0.999 –
Scaling drift 0.999 0.999 0.994 0.998 0.999 –
Mixed-sum 0.998 0.998 0.991 0.996 0.997 –

Mixed-block 0.994 0.995 0.986 0.991 0.994 –

Note: Bold indicates the best performing model for each noise type.

Table A7: HFR on SMAP

Noise Anomaly
transformer TranAD USAD LSTM-AE TimesNet EWMA-Residual

Clean 0.437 0.451 0.447 0.485 0.472 0.487
Gaussian 0.443 0.455 0.450 0.485 0.474 0.489

Spike 0.446 0.458 0.460 0.483 0.476 0.493
Missing blocks 0.438 0.452 0.447 0.486 0.472 0.487

Stuck-at-Constant 0.438 0.452 0.447 0.485 0.472 0.487
Scaling drift 0.441 0.455 0.449 0.487 0.474 0.489
Mixed-sum 0.444 0.457 0.454 0.484 0.475 0.491

Mixed-block 0.446 0.458 0.455 0.484 0.476 0.491

Note: Bold indicates the best performing model for each noise type.
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Table A8: RS on SMAP

Noise Anomaly
Transformer TranAD USAD LSTM-AE TimesNet EWMA-Residual

Clean 0.233 0.369 0.018 0.141 0.199 –
Gaussian 0.230 0.357 0.018 0.134 0.193 –

Spike 0.263 0.349 0.092 0.176 0.236 –
Missing blocks 0.233 0.368 0.018 0.141 0.199 –

Stuck-at-Constant 0.235 0.369 0.018 0.144 0.203 –
Scaling drift 0.232 0.367 0.017 0.139 0.197 –
Mixed-sum 0.239 0.350 0.046 0.137 0.204 –

Mixed-block 0.261 0.349 0.095 0.177 0.241 –

Note: Bold indicates the best performing model for each noise type.

Table A9: HFR on MSL

Noise Anomaly
Transformer TranAD USAD LSTM-AE TimesNet EWMA-Residual

Clean 0.457 0.467 0.478 0.500 0.483 0.499
Gaussian 0.479 0.491 0.491 0.507 0.505 0.532

Spike 0.484 0.495 0.504 0.510 0.509 0.532
Missing blocks 0.457 0.467 0.478 0.500 0.483 0.499

Stuck-at-Constant 0.457 0.467 0.477 0.500 0.483 0.499
Scaling drift 0.458 0.467 0.478 0.500 0.483 0.499
Mixed-sum 0.482 0.493 0.498 0.507 0.506 0.533

Mixed-block 0.483 0.494 0.498 0.511 0.509 0.530

Note: Bold indicates the best performing model for each noise type.

Table A10: RS on MSL

Noise Anomaly
transformer TranAD USAD LSTM-AE TimesNet EWMA-Residual

Clean 0.125 0.243 0.003 0.052 0.065 –
Gaussian 0.149 0.247 0.005 0.065 0.103 –

Spike 0.312 0.341 0.121 0.250 0.302 –
Missing blocks 0.125 0.243 0.002 0.051 0.065 –

Stuck-at-Constant 0.126 0.244 0.002 0.053 0.071 –
Scaling drift 0.148 0.254 0.014 0.085 0.104 –
Mixed-sum 0.225 0.294 0.052 0.141 0.191 –

Mixed-block 0.304 0.340 0.126 0.247 0.304 –

Note: Bold indicates the best performing model for each noise type.
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Table A11: HFR on SWaT

Noise Anomaly
Transformer TranAD USAD LSTM-AE TimesNet EWMA-Residual

Clean 0.024 0.020 0.161 0.103 0.022 0.162
Gaussian 0.124 0.127 0.178 0.127 0.078 0.491

Spike 0.255 0.269 0.247 0.217 0.190 0.515
Missing blocks 0.033 0.033 0.160 0.103 0.026 0.246

Stuck-at-Constant 0.024 0.020 0.161 0.103 0.022 0.163
Scaling drift 0.056 0.060 0.153 0.077 0.037 0.125
Mixed-sum 0.186 0.193 0.195 0.155 0.124 0.479

Mixed-block 0.240 0.254 0.245 0.210 0.180 0.463

Note: Bold indicates the best performing model for each noise type.

Table A12: RS on SWaT

Noise Anomaly
Transformer TranAD USAD LSTM-AE TimesNet EWMA-Residual

Clean 0.863 0.856 0.643 0.746 0.865 –
Gaussian 0.863 0.856 0.643 0.746 0.864 –

Spike 0.863 0.857 0.646 0.749 0.865 –
Missing blocks 0.863 0.855 0.643 0.746 0.865 –

Stuck-at-Constant 0.863 0.856 0.643 0.746 0.865 –
Scaling drift 0.863 0.856 0.643 0.747 0.865 –
Mixed-sum 0.864 0.856 0.644 0.748 0.865 –

Mixed-block 0.863 0.857 0.647 0.749 0.865 –

Note: Bold indicates the best performing model for each noise type.

Together, these extended results provide detailed evidence for the architectural robustness analysis,
supporting the observations in Section 5.3 that (i) Transformer-based models tend to exhibit inflated
HFR under noise, reflecting heightened sensitivity to high-frequency perturbations, and (ii) cross-domain
telemetry datasets such as SMAP and MSL reveal substantial instability in representation space.
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