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ABSTRACT: The envisioned 6G wireless networks demand advanced Multiple Access (MA) schemes capable of
supporting ultra-low latency, massive connectivity, high spectral efficiency, and energy efficiency (EE), especially as the
current 5G networks have not achieved the promised 5G goals, including the projected 2000 times EE improvement
over the legacy 4G Long Term Evolution (LTE) networks. This paper provides a comprehensive survey of Artificial
Intelligence (AI)-enabled MA techniques, emphasizing their roles in Spectrum Sensing (SS), Dynamic Resource
Allocation (DRA), user scheduling, interference mitigation, and protocol adaptation. In particular, we systematically
analyze the progression of traditional and modern MA schemes, from Orthogonal Multiple Access (OMA)-based
approaches like Time Division Multiple Access (TDMA) and Frequency Division Multiple Access (FDMA) to advanced
Non-Orthogonal Multiple Access (NOMA) methods, including power domain-NOMA, Sparse Code Multiple Access
(SCMA), and Rate Splitting Multiple Access (RSMA). The study further categorizes AI techniques—such as Machine
Learning (ML), Deep Learning (DL), Reinforcement Learning (RL), Federated Learning (FL), and Explainable AI
(XAI)—and maps them to practical challenges in Dynamic Spectrum Management (DSM), protocol optimization,
and real-time distributed decision-making. Optimization strategies, including metaheuristics and multi-agent learning
frameworks, are reviewed to illustrate the potential of AI in enhancing energy efficiency, system responsiveness, and
cross-layer RA. Additionally, the review addresses security, privacy, and trust concerns, highlighting solutions like
privacy-preserving ML, FL, and XAI in 6G and beyond. By identifying research gaps, challenges, and future directions,
this work offers a structured resource for researchers and practitioners aiming to integrate AI into 6G MA systems for
intelligent, scalable, and secure wireless communications.

KEYWORDS: Sixth Generation (6G); Artificial Intelligence (AI); Multiple Access (MA); Machine Learning (ML); Non-
Orthogonal Multiple Access (NOMA); Reconfigurable Intelligent Surfaces (RIS); semantic communications; Integrated
Sensing and Communication (ISAC); spectrum management; optimization techniques; security and privacy

1 Introduction
The sixth generation (6G) wireless communication systems represent a transformative leap beyond 5G,

aiming to deliver ultra-high data rates (up to 1 Terabit-per-second (Tbps)), massive device connectivity (up
to 107 devices/km2), ultra-low latency (10–100 μs), and support for high mobility (up to 1000 km/h) [1].
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These capabilities are designed to support advanced applications, including immersive Extended Reality (XR)
and tactile internet, autonomous systems, and even space tourism [2]. A defining feature of 6G is its native
integration with Artificial Intelligence (AI), enabling intelligent, autonomous, and adaptive networking.
Technologies such as Machine Learning (ML), Deep Learning (DL), and Natural Language Processing (NLP)
will enhance real-time decision-making, predictive maintenance, and DRA [3]. To support this, 6G will
utilize a broad-spectrum range—from sub-6 GHz and mmWave (28/39/60 GHz) to THz bands (above 100
GHz)—as well as non-Radio Frequency (RF) domains, such as Visible Light Communication (VLC) and
quantum channels. However, efficient spectrum utilization remains a significant challenge [4]. Cloud-native
and edge computing architectures will play a central role in 6G by reducing hardware dependency and
enabling distributed real-time processing and network function virtualization. AI-driven functions, such as
intelligent network slicing, will facilitate support for diverse and heterogeneous applications, including smart
cities, Industry 4.0, and Internet of Things (IoT) ecosystems [5].

With the growing complexity and scale of 6G, security and privacy have become critical. AI-based
Intrusion Detection System (IDS), Anomaly Detection (AD), and blockchain-enabled, decentralized solu-
tions are being developed to address emerging threats posed by expanded device ecosystems and dynamic
architectures [6]. Still, these solutions present challenges, including ethical data handling, computational
costs, and uncertainty in AI. Federated Learning (FL) and quantum AI are gaining traction to address
scalability, privacy, and adaptability issues in distributed AI systems [7]. The convergence of AI and 6G is
expected to redefine connectivity and enable novel digital-physical experiences that align with the goals of
2030–2040 [8].

The telecommunications industry is undergoing rapid decentralization, driven by the need for
intelligent, high-speed networks capable of supporting massive machine-type communication (mMTC).
Technologies such as Software-Defined Networking (SDN), virtualization, and heterogeneous architectures
are being adopted, although they introduce new challenges in integration and standardization [9]. 6G is
seen as the next significant advancement, leveraging Edge AI to manage intelligent systems and enable
next-generation applications such as Autonomous Vehicles (AVs), smart environments, and the Internet of
Everything [10].

A significant hurdle for 6G is spectrum management. Traditional static allocation methods, regulated
by agencies such as the FCC (U.S.) and the National Radio Administration (China), have led to severe
underutilization. In some high-demand bands (hundreds of MHz to 3 GHz), utilization is reportedly as
low as 5% across time and location [11]. To address this inefficiency, Dynamic Spectrum Access (DSA) and
intelligent sharing models are essential. One promising approach is Cognitive Radio (CR), introduced by
Joseph Mitola in 1999, which enables devices to sense, analyze, and adapt to their spectral environment [12].
The CR process comprises four stages: SS, analysis, decision-making, and reconstruction, with SS being
the most critical for identifying unused frequencies in real-time. CR is widely used in communications,
Unmanned Aerial Vehicles (UAVs), radar, and transportation systems for tasks such as anti-jamming
and obstacle avoidance. AI-enhanced SS has emerged as a key development. ML, DL, game theory, and
optimization algorithms have been used to enhance sensing performance in dynamic environments [13].

Deep learning techniques, particularly Convolutional Neural Networks (CNNs) and Long Short-Term
Memory (LSTM) networks, are highly effective in modeling nonlinear spectral characteristics and enhancing
detection accuracy and speed. However, most existing DL-based SS systems are non-cooperative, making
them vulnerable to limited data and lower robustness. Cooperative SS, in which multiple devices collaborate,
has shown promise in improving accuracy and real-time adaptability. For example, Ref. [14] compared CNN
architectures, such as LeNet, AlexNet, and VGG-16, on 2D signal data under various fusion rules. The
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research [15] implemented federated learning in cooperative SS, achieving a 98.78% detection rate at a −15
dB Signal-to-Noise Ratio (SNR) with only 1% false positives.

Simultaneously, Multiple Access (MA) techniques face growing limitations. Conventional schemes—
such as Orthogonal Multiple Access (OMA), Space Division Multiple Access (SDMA), Nonorthogonal
Multiple Access (NOMA), and Distributed Coordination Function (DCF)-based access struggle to meet
6G’s extreme requirements for latency, reliability, connectivity, and Energy Efficiency (EE). OMA suffers
from low spectral efficiency; SDMA is impractical in dense urban or indoor environments due to high
antenna complexity; NOMA increases system overhead; and random-access schemes like DCF are prone to
collisions [16]. As billions of smart and bandwidth-intensive devices connect to 6G networks, emerging use
cases such as smart cities, XR, AVs, and Industry 4.0 are placing immense demands on spectrum, power, and
latency. To meet these, AI-driven MA techniques are being developed. AI-empowered next-generation MA
solutions enable real-time learning and decision-making, addressing limitations of conventional MA while
improving Quality of Service (QoS) for latency-sensitive and bandwidth-intensive applications.

This review aims to gain a deeper understanding of the approach to systematically incorporating the
concept of AI in formulating and optimizing MA schemes for 6G and beyond wireless networks. This review
outlines the motivations for adopting AI-based solutions, categorizes ongoing research trends, and assesses
the effectiveness of specific approaches across various performance indicators to achieve the envisioned goals
of 6G and future wireless networks. To be more precise, our interest lies in how AI will enable SS, DRA, user
scheduling and management, interference mitigation, and protocol adaptation. The key contributions of the
paper are outlined as follows:

• This paper provides a thorough and structured survey of AI-enabled MA techniques aimed at advancing
6G wireless networks. Specifically, the paper emphasizes critical elements of this evolution, including SS,
intelligent protocol design, and optimization frameworks, which are essential for meeting the stringent
requirements of 6G, such as ultra-low latency, massive device connectivity, and high spectral efficiency.
The review begins by examining both fundamental and modern MA schemes, starting from OMA,
including Time Division Multiple Access (TDMA) and Frequency Division Multiple Access (FDMA),
to more sophisticated NOMA techniques such as power domain-NOMA, Sparse Code Multiple Access
(SCMA), and Rate Splitting Multiple Access (RSMA). By analyzing their progression, strengths, and lim-
itations, the paper offers valuable insights into how MA schemes must evolve to support next-generation
wireless services and systems.

• The paper covers a broad description of different types of learning in AI categorization, including
Supervised Learning (SL), Unsupervised Learning (USL), and Reinforcement Learning (RL), which can
be applied in MA for enabling future 6G wireless networks. Moreover, the newly established studies
focusing on AI-based SS and MA protocol design have been thoroughly examined, highlighting critical
deficiencies and research gaps in existing work.

• One of its significant contributions is the application of a broad range of AI methods (such as ML, DL,
RL, FL, and Explainable AI (XAI)) to a set of practical problems in DSM and smart-protocol design. The
paper focuses on core optimization approaches using metaheuristic and multi-objective frameworks,
providing insights into how AI can enhance real-time, adaptive, and distributed decision-making in
future wireless systems. Specifically, one of the key contributions of this work lies in its detailed mapping
of AI techniques—including ML, DL, RL, FL, and XAI—to practical challenges in DSM and adaptive
protocol development. This structured classification is particularly novel for its connection of specific
AI models to roles in prediction, allocation, control, and optimization within complex, evolving 6G
environments. Additionally, the paper offers a layered understanding of how these techniques can be
integrated into spectrum-aware access mechanisms to make them more flexible, intelligent, and scalable.
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• The survey further delves into AI-based optimization strategies, highlighting metaheuristic methods
like Genetic Algorithms (GA), Particle Swarm Optimization (PSO), and Ant Colony Optimization,
alongside Deep Reinforcement Learning (DRL) and Multi-Agent Reinforcement Learning (MARL).
These approaches are explored in the context of real-time, distributed decision-making, showcasing how
AI can enhance cross-layer Resource Allocation (RA), energy efficiency, and system responsiveness. By
presenting this comprehensive view, the paper provides a foundation for designing adaptive, low-latency,
and resource-optimized 6G MA frameworks. Additionally, we mapped the enabling technologies with
the most appropriate computational models and application scenarios in 6G networks.

• Another critical and often overlooked aspect addressed in this work is the role of AI in enhancing
security, privacy, and trust in access control. This survey identifies potential vulnerabilities, including
adversarial attacks and opaque AI decision-making. It presents possible solutions like privacy-preserving
ML, FL, and XAI to ensure trustworthy and transparent systems. The paper also outlines open research
challenges, including the lack of empirical validation, data scarcity, hardware constraints, and the need
for standardized and ethical deployment of AI in wireless communication systems. Overall, the present
work can serve as a baseline resource for both researchers and practitioners who need to leverage AI to
deliver the Next Generation (XG) of wireless networks with MA, securely, intelligently, and at large scale.

The rest of the paper is outlined as follows. Section 2 provides a general description of various
access technologies and their development in 6G. Section 3 describes the research methodology (PRISMA-
Consistent Format). Section 4 introduces the fundamental concepts of 6G and MA technologies, including
both traditional and modern schemes, and discusses their limitations in the 6G context. Section 5 presents
a detailed survey of AI techniques—ML, DL, RL, and FL—relevant to wireless communication. Section 6
explores the application of AI in SS, including prediction models, sensing strategies, and DSA. Section 7
focuses on AI-driven protocol design, addressing intelligent Medium Access Control (MAC) scheduling,
Resource Management (RM), and beamforming strategies. Additionally, Section 8 reviews AI-powered
optimization techniques, including metaheuristics and multi-objective frameworks. Section 9 discusses
emerging security and privacy challenges in AI-empowered MA systems. Section 10 identifies open research
challenges and future directions, while summarizing key lessons learned and recent trends. Finally, Section 11
concludes the paper with a reflection on the transformative role of AI in shaping 6G MA systems.

2 Background and Related Work
The vision for 6G connectivity extends far beyond conventional communication paradigms, aiming

to seamlessly integrate the digital, physical, and biological realms [17]. In the future network, end devices
will no longer act as isolated units but will function as coordinated clusters that serve as man–machine
interfaces. This transformation will enable ubiquitous computing across both edge and cloud infrastructures,
facilitate knowledge systems that convert raw data into actionable intelligence, and incorporate advanced
sensing and actuation capabilities to interact with and control the physical world. A key challenge in realizing
this vision is efficiently placing services in Mobile Edge Computing (MEC) systems. Several studies have
addressed this issue by optimizing various aspects of MEC operations. For example, the study [18] proposed
a joint optimization model for service placement and edge server deployment, aiming to maximize the
cumulative profit of edge servers while accounting for storage and computational constraints. Similarly, the
work [19] applied Q-learning, an RL technique, to jointly manage task offloading and RA in environments
characterized by uncertain computational demands and strict delay constraints.

Further innovations include an offloading framework proposed in [20], which reduces task delay
while balancing load across servers, thereby enabling collaborative task execution between user devices and
edge nodes. In addition, the work [21] focused on minimizing global energy consumption by optimizing
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offloading ratios and computing RA under strict delay constraints. However, many of these approaches
assume that necessary services are pre-deployed on edge servers. This assumption is increasingly unrealistic
in AI-driven systems, where models must adapt dynamically to changing data distributions. To address this,
the authors [22] proposed a strategy for broadcasting updated AI models to user devices, optimizing both
service placement and RA to minimize energy and computation time. Complementing this, the study [23]
developed a collaborative AI training framework in which multiple end users, coordinated by an edge
server, work together to reduce latency and energy consumption. While these solutions focus on delay
and EE, inference accuracy remains a critical and often overlooked metric. The current body of research
begins to address this by proposing AI service placement strategies that balance inference quality with
system performance.

Incentive mechanisms have also become vital for promoting data offloading in edge systems. For
example, Ref. [24] introduced a reward-based scheme using learning algorithms to manage resources and
encourage node participation. However, these approaches often lack formal guarantees. To overcome this,
the current study adopts an alternating direction method of multipliers-based optimization strategy, offering
scalability and theoretical robustness for large-scale MEC environments. Future 6G networks must support
multifunctionality and intelligence to realize their full potential, facilitating the connection of trillions of
devices that sense, compute, connect, and analyze data ubiquitously [25]. Unlike previous generations (1G–
5G), where users were primarily communication endpoints, users in 6G will also serve as sensing targets,
energy receivers, AI nodes, and service consumers. Central to this paradigm shift is the design of advanced
MA techniques that efficiently allocate resources across a heterogeneous user base.

While SDMA and Orthogonal Frequency Division Multiplexing (OFDM) access have dominated past
generations, growing interest is now directed toward NOMA schemes [26]. However, the traditional OMA vs.
NOMA distinction is increasingly seen as insufficient for capturing the complexity of modern MA needs [27].
To address this, Ref. [28] proposed a new classification approach based on how multiuser interference is
managed, introducing Rate-Splitting Multiple Access (RSMA) as a unifying and flexible MA strategy. RSMA
seamlessly integrates OMA, power-domain NOMA, SDMA, and physical-layer multi-casting, offering
practical advantages for deployment in diverse 6G scenarios [29].

Several studies have examined the intersection of 6G and AI, focusing on network design and per-
formance optimization. For example, Ref. [30] presents an in-depth overview of the 6G communication
architecture and emphasizes the integration of AI across key areas such as TeraHertz (THz) communication,
satellite networks, holographic communication, and quantum communication. The paper also identifies
challenges like spectrum scarcity, EE, and ethical considerations, while underlining the importance of global
standardization and multi-stakeholder collaboration. Expanding on this, the work [31] outlines a three-stage
framework for AI integration in 6G networks: AI for network, which uses AI to enhance performance and
efficiency; network for AI, which supports AI functions with enabling infrastructure; and AI as a service,
where AI functionalities are embedded directly into the network. The study explores standardization efforts
in this emerging area.

Furthermore, Ref. [32] provides a historical and architectural analysis of wireless networks, positioning
6G as a transformative leap enabled by technologies such as THz communication, ultra-massive Multiple-
Input Multiple-Output (MIMO), quantum communication, and Reconfigurable Intelligent Surfaces (RIS).
The role of AI and ML is again highlighted as central to achieving intelligent, self-optimizing networks,
with applications ranging from smart cities and AVs to brain–computer interfaces. The study also addresses
challenges such as regulatory complexity, security, and spectrum limitations, concluding that 6G is a
foundational step toward even more advanced networks, such as 7G.
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Among the new MA techniques gaining attention for 6G is Fluid Antenna Multiple Access (FAMA). As
introduced in [33], FAMA uses fluid antennas to dynamically adjust antenna positions and maximize SNR
with a single RF chain. The paper presents a detailed taxonomy of FAMA, examining its system architecture,
channel modeling, diversity gain, and integration with other 6G technologies, including RIS, MIMO, THz
communication, and AI. FAMA leverages the natural fading characteristics of wireless channels to manage
interference, promising to be a valuable component of future 6G systems. Ref. [34] reviews the role of AI in
enhancing DSA in wireless networks, focusing on CR, SS, and RM using DL and RL. The paper highlights
the potential of generative AI for future 6G systems while addressing key challenges, including data privacy,
model complexity, scalability, and regulatory issues. The authors call for further research on AI reliability,
ethical deployment, and real-time implementation in edge environments to support intelligent and adaptive
wireless communication. Table 1 presents a comparative review of the current literature on the integration
of AI with 6G communication systems. It focuses on primary areas, including access technologies, DSA, AI-
driven network optimization, and network architecture innovation. The table provides a syntactic summary
of current innovations and remaining challenges in 6G and beyond, as well as in AI-powered wireless
communication. It also outlines prospective future directions, representing the main contributions of each
paper, their limitations, and further ideas.

Table 1: Overview of AI-driven research in 6G: focus, contributions, and future directions

Ref. Focus area Key technologies Contributions Limitations Future scope Analytical findings

[17]
AI–6G integration
architecture and

challenges

AI, DRL, Federated
Learning (FL), IRS,
MEC, UAVs, Large

Language Model
(LLM)

AI-6G stages
(AI4NET, AI as a

Cloud-Based
Service (AIaaS));
standardization

insights

Conceptual; lacks
empirical validation

Adaptive AI, green
networking, LLM,

cybersecurity

Lays groundwork for
AI–6G synergy but
lacks validation and

scalability proof

[18]
Edge server

deployment and
service placement

MEC, Clustering,
NLP

JSP2 for
clustering-based

profit
optimization

Limited clustering
features; static pricing

Richer clustering,
dynamic pricing

Demonstrates
economic potential

but lacks adaptability
to real-time
workloads

[19]
Energy-efficient
offloading and

allocation

MEC, DRL, Double
Deep Q-Network

(DDQN)

DDQN-based
offloading; 53%

energy reduction
No task partitioning

Fine-grained
offloading, complex

task modeling

Proves DRL
efficiency, but needs

multi-task and
heterogeneous

network adaptation

[20] Delay minimization
and load balancing MEC, Game Theory

Two-stage
offloading with

load billing

Deterministic task
arrival, single server

Multi-user
equipment-server

mapping; stochastic
modeling

Promising in
reducing delay, but
oversimplified for
realistic networks

[21]
Joint optimization:
offloading, caching,

resources

MEC, Deep
Deterministic Policy
Gradient (DDPG),

Mixed-integer
Nonlinear

Programming

DDPG-based
multi-objective

optimization

Ignores task
dependencies and

chaining

Sequential execution,
service-aware caching

Provides holistic
optimization; lacks

dependency
modeling

[22] Latency-aware
offloading

MEC, DRL, dynamic
spectrum

Joint offloading-
resource DRL

framework
Single-server focus

Multi-server
extension, user

association

Effective latency
reduction but limited

scalability

[23] Edge inference
resource allocation

Batching, early
exiting, tree search

Communication-
computation

co-optimization

No adaptive
offloading; task
diversity lacking

Split inference,
multi-server

MIMO/NOMA

Enables low-latency
inference; lacks

real-time adaptability

[24]

Incentive caching and
device-to-device
communication

offloading

DRL, Deep
Q-Network (DQN),

reverse Auction

Incentive-Based
DQN Model for

Caching

Single-layer caching,
limited behavior

modeling

Multi-layer caching,
privacy-aware

incentives

Good incentive
design, but weak in
behavioral diversity

(Continued)
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Table 1 (continued)

Ref. Focus area Key technologies Contributions Limitations Future scope Analytical findings

[25]

Wireless Power
Transfer (WPT)/

Wireless Information
and Power Transfer
(WIPT) foundations

and system design

WPT, WIPT,
simultaneous wireless

information and
power transfer,

MIMO, metasurfaces

Review of
RF-powered

systems;
beamforming

Limited experimental
validation

ML-based design,
mmWave WPT,
realistic models

Explores RF energy
systems but lacks

experimental depth

[26]

Deep Neural Network
(DNN)-based

multi-user detection
for NOMA

DNN, Knowledge
Distillation (KD),

Multi-label

End-to-end
Multi-User
Detection

(MUD) via KD
for uplink

NOMA

Poor performance
under high user

density

Bayesian neural
network, transfer

learning for scalability

Shows AI–NOMA
potential; scalability is

unresolved

[27]
NOMA in

multi-antenna
networks

NOMA, MU-MIMO,
RSMA

Showed RSMA
outperforms
NOMA in
complexity

NOMA inefficiency
in multi-antenna

Expand RSMA to
uplink, broader use

cases

Strong theoretical
insight but minimal

real testing

[28] RSMA for 6G access
RSMA, MIMO,

interference
management

RSMA improves
interference

handling and
unifies access

High complexity;
lacks deployment

Integration into real
systems, standards

RSMA unifies access
but increases

processing burden

[29] RSMA survey and
standardization

RSMA, successive
interference

cancellation, MIMO

Unifies OMA,
NOMA, and

SDMA; robust to
channel state

information at
the transmitter

errors

Non-standardized;
hardware complexity

RSMA for
physical/medium
access control, 6G

services

Clear 6G potential
but lacks a standard

framework

[30] 6G architecture and
AI integration

AI, THZ, Quantum,
Edge AI

Maps AI–6G
synergy for smart

apps

Energy, security, and
standardization gaps

Ethics, secure AI, and
sustainability

Visionary but lacks
practical validation

[31] AI–6G integration
stages and services

AI4NET, AIaaS,
NET4AI

3-stage model; AI
QoS;

standardization
focus

Real-time AI, privacy,
security

Scalable wireless AI,
human–AI co-design

Systematic framework
yet needs real-time

adaptability

[32] 6G enablers and AI
role

AI/ML, RIS, Slicing,
Ultra-Reliable
Low-Latency

Communication

Reviews enabling
techs, use cases

Scalability,
standardization, and

protocol limits

AI-based protocols,
secure slicing

Comprehensive
overview; lacks

integration modeling

[33] Fluid Antenna MA
for 6G

Fluid antenna system,
Fair Access to
Memory and

Arbitration (FAMA),
AI, IRS, THz

FAMA taxonomy
and integration

roadmap

Limited validation;
theory-heavy

IoT/AI integration,
prototype validation

Novel concept; yet to
prove practical

feasibility

[34] AI-based Dynamic
Spectrum Access

DL, Reinforcement
Learning (RL), FL,

GenAI

Survey of DSA
with

energy/performance
gains

Model opacity, energy
use, and adaptability

Interpretable,
real-time, scalable

AI-DSA

Energy-efficient, but
explainability remains

an issue

This
work

AI-empowered
multiple access for 6G

AI, ML/DL, RL/DRL,
FL, XAI, DSA,

NOMA, RSMA,
MIMO, MEC

Comprehensive
survey of
AI-driven
spectrum

sensing, protocol
design, and

optimization for
6G multiple

access

Review-based; lacks
real-world

implementation and
benchmarking

Integration with
quantum AI,

real-time deployment,
explainable, and

secure AI protocols

Provides a unified
analytical synthesis
across 6G AI-driven

MA systems.
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Fig. 1 gives a 3-tier hierarchical model that sketches the integration of intelligence and networking
capabilities, which is the core of the research. The high-technology MA Techniques of the core layer include
NOMA, RSMA, and Massive MIMO. Such physical-layer technologies control Spectral Efficiency (SE) and
significant connectivity but impose complex configuration issues (e.g., power allocation and beamforming
vectors). The Outer Layer, which serves as the intelligence engine, addresses these issues. The AI/ML tools
that apply DL, more specifically DRL, address the dynamic, non-linear optimization problems of the core
network. More importantly, Explainable AI is present in this layer to make these complex control decisions
trustworthy and transparent. The Middle Layer of 6G Enablers, which is based on MEC, FL, and DSA
links, connects these two layers. The indicated bi-directional flow is a symptom of a symbiotic relationship:
AI4NET (AI as an agent of DRL becomes a reality as the parameters of RSMA are dynamically optimized by
DRL agents running on MEC servers to match a variety of quality-of-service needs). On the other hand, the
network providing the low-latency data streams (i.e., MIMO) and the distributed computing infrastructure
(through FL/MEC) needed to constantly and continuously train and evolve the AI models ensures NETwork
for AI (NET4AI). Such an organized combination of integration allows the system to intelligently and
dynamically cope with a very complex communication environment.

Figure 1: Conceptual framework of AI-empowered multiple access for next-generation (6G) networks

3 Methodology
The study is based on a Systematic Literature Review (SLR) following the PRISMA 2020 guidelines

to transparently identify, evaluate, and synthesize research on AI-enabled MA-6G wireless networks. The
review will unify and segment the main trends in AI-based SS, resource dynamic assignment, protocol
design, and the optimization strategies that the 6G communication system must address. The initial
search yielded approximately 300 publications. After removing duplicates and applying inclusion/exclusion
filters, 153 papers were shortlisted. Following quality assessment and full-text screening, 30 highly rele-
vant studies were selected for detailed analysis, supplemented with benchmark works and standards to
ensure completeness.
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3.1 Research Question and Aims of the Review
The motivation for this review is the increasing use of AI in 6G wireless communication, where

conventional MA schemes are no longer applicable to meet strict performance criteria, such as ultra-low
latency, massive connectivity, and high spectral and energy efficiency. Although extensive literature exists
on AI in wireless communication, a structured, systematic review that explicitly examines AI-enabled
MA mechanisms, such as SS, DSA, resource optimization, and smart protocol construction, has not been
available. Consequently, this SLR has the following objectives:

1. Determine and categorize the state-of-the-art AI-based MA schemes for 6G networks.
2. Measure the performance of AI techniques (ML, DL, RL, FL, and XAI) to SS, interference management,

and protocol adaptation.
3. Emphasize optimization methods, security issues, and new research to steer future 6G developments.

3.2 Scope and Research Questions
This review will focus on studies published after 2023 that refer to AI-assisted MA schemes in 6G or

higher wireless networks. The review contains both theoretical and empirical publications on AI algorithms,
network architecture, optimization schemes, and implementation issues. To direct this study, the following
research questions (RQs) were developed:

RQ1: What are some of the most essential AI-based solutions in use in 6G multiple access design?
RQ2: What is the use of AI techniques (ML, DL, RL, FL, and XAI) in spectrum sensing, resource

allocation, and protocol optimization?
RQ3: What computational models and optimization techniques are applied to enhance efficiency,

scalability, and reliability in AI-enabled MA systems?
RQ4: What are the current research gaps, constraints, and outstanding challenges of implementing AI-

based MA frameworks for 6G?

3.3 Screening Criteria
The studies were included according to the following criteria: focusing on AI-based MA of the 5G, 6G,

or higher networks. Direct application of AI/ML/DL/RL/FL/XAI to SS, protocol design, optimization, or
RA. Journal articles, conference papers, and review studies with the publication date between 2020 and 2025.
These are studies that lead to performance enhancement, energy savings, security, or interference control in
MA designs.

The exclusion criteria were as follows: Literature was limited to physical-layer-based communication or
non-AI-based MA methods. Articles that talked about AI in wireless communication without mentioning
MA or RM. Non-peer-reviewed sources (e.g., case studies, theses, white papers). Articles that are not based
on experimentation, simulation, or theoretical rigor on AI-driven MA.

3.4 Information Retrieval Methodology
Reputable academic databases, such as IEEE Xplore, ScienceDirect, SpringerLink, Wiley Online Library,

Elsevier, and MDPI, were systematically searched, with a cross-check using Google Scholar. The search
strategy involved the combination of keywords with the Boolean operators to make sure that all the relevant
information was retrieved: (“AI” or “ML” or “DL” or “RL”) and (MA) and (NOMA) and (RSMA) and (SS and
(DSA) and (Protocol Design) and (Optimization) and (6G, beyond 5G, or Next Generation Networks).



1584 Comput Model Eng Sci. 2025;145(2)

3.5 Data Retrieval and Synthesis
Information was systematically extracted and organized into a structured table, covering the following

elements: publication year, research focus, AI method used, contributions, limitations, and future scope. The
review used qualitative content analysis to identify trends across four dimensions: spectrum sensing and
DSA based on AI; AI-assisted protocol design and scheduling; resource allocation and optimization through
AI-based schemes; and AI-empowered MA system security, privacy, and explainability. The taxonomy of
the reviewed literature is summarized in visual and tabular maps, as shown in Fig. 2, which illustrate the
interrelationships among AI techniques, computational models, and real-world application examples.

Figure 2: PRISMA-style flow diagram of the study selection process
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3.6 Novelty and Scope of the Survey
1. This study is methodologically rigorous, which guarantees reproducibility and academic validity. The

main contributions are: A systematic review of AI-based MA studies on 6G, demonstrating interdepen-
dences between the mechanisms of access and learning paradigms.

2. New mapping of enabling technologies (NOMA, RSMA, RIS, MEC, ISAC, etc.) to appropriate compu-
tational models and areas of application.

3. An extensive taxonomy of AI approaches to multiple access, the establishment of their comparative
advantages, constraints, and new roles in adaptive communication.

4. Critical research gaps and vision on how to construct secure, explainable, and real-time 6G AI-driven
MA frameworks are identified.

4 Fundamentals of 6G and Multiple Access Technologies
6G envisages a paradigm shift against what is currently being offered by 5G and is expected to provide

wireless communication abilities called THz communications, holographic beamforming, ultra-massive
connections, and sub-millisecond latency. These innovations should meet the demanding needs of future
applications, such as immersive XR, autonomous systems, and real-time digital twins. The key to meeting
these objectives is advancing MA technologies that govern how scarce spectrum is shared among various
users and devices. Although established OMA technologies, including TDMA, FDMA, and Code Division
Multiple Access (CDMA), among others, have been successfully used by previous generations, they have
severe limitations in the more dynamic, dense conditions expected in 6G. As a result, alternative multiple
access schemes have been proposed, with NOMA schemes prioritized (such as Power Domain NOMA,
SCMA, and multi-user shared access). In this section, some MA techniques for 6G will be discussed, along
with their development, key distinctions, and limitations for designing future connection requirements.

4.1 Key Features of 6G Technology
To meet the stringent performance requirements of sixth-generation (6G) networks—particularly

ultra-low latency, extreme data rates, and massive connectivity—recent research has focused on enhancing
electromagnetic wave (EW) propagation characteristics, including reflection, refraction, and diffraction. In
this context, Index Modulation (IM) techniques have gained significant attention for their ability to exploit
reconfigurable antenna structures to transmit additional information, thereby improving SE. The study
in [35] introduced a hybrid approach combining IM with Reconfigurable Intelligent Surfaces (RIS), where
RIS elements were deployed not only at the receiver but also along the transmission path to enhance signal
quality. Two novel modulation schemes—RIS-space shift keying (RIS-SSK) and RIS-spatial modulation (RIS-
SM)—were proposed, offering higher energy efficiency and greater structural simplicity than conventional
massive MIMO systems. Moreover, the authors designed greedy and maximum-likelihood (ML) detection
algorithms to further optimize detection performance.

Similarly, the work [36] proposed a non-orthogonal waveform (NOW) modulation technique based
on faster-than-Nyquist signaling for DFT-s-OFDM systems. This approach significantly improved SE and
reduced peak-to-average power ratio (PAPR) by 1.8–5.8 dB compared to traditional orthogonal waveforms,
making it suitable for 5G and 6G communication systems. Fig. 3 demonstrates a high-tech wireless com-
munication case involving an RIS to streamline the connection between an Access Point (AP) and several
User Equipment (UEs). The system is designed to overcome signal blockages and enhance spectral efficiency
when direct Line-of-Sight (LoS) links have been damaged. The intelligence core of the system is the RIS
Controller; it is not a passive relay but rather a dynamically calculated, actively varied set of phase shift
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and amplitude reflection coefficients (Φ) for the innumerable RIS elements. This is done by a special low-
rate control connection (usually wired or short-range wireless) to the RIS. The main objective is joint
optimization: the RIS’s passive beamforming is optimized to maximize the received signal at the targeted
UE while simultaneously avoiding nulls or reducing interference to other non-target UEs and any additional
interfering sources. This adaptive control can be based on channel state information (CSI) obtained through
uplink probing and following ML models applied on the RIS controller or a centralized server so that there
is a high level of transmission reliability and advanced interference management over the coverage region
without extra transmission power expenditure.

Reconfigurable Intelligent 
Surfaces (RIS)

UE1UE2

UEN

RIS-coordinator

Access Point (AP)

RIS to UEN 

channel
AP to UEN

channel

Signal
Interference

User Equipment (UE)

Figure 3: RIS-assisted signal enhancement for user connectivity

The millimeter-wave (mmWave) spectrum, initially introduced in 5G New Radio (NR), remains
a cornerstone for 6G communications owing to its capability to provide bandwidths up to 300 GHz,
significantly exceeding the capacity of sub-6 GHz technologies. According to Shannon’s theorem, this
expanded bandwidth directly enhances channel capacity, enabling ultra-high-speed data transmission.
Additionally, the shorter wavelengths of mmWave facilitate the integration of compact, high-gain antenna
arrays that support directional beamforming, beneficial for both secure communications and sensing
applications. However, mmWave systems face challenges such as high path loss, LoS dependency, and
mobility-induced fading, necessitating advanced beam management and mobility solutions [37,38]. As
data rates approach Tbps, the THz band (0.1–10 THz) has emerged as a promising solution for ultra-
high-speed wireless links, backhaul/fronthaul connectivity, and the Internet of Nano-Things (IoNT) [39].
Despite challenges such as severe propagation loss and limited transceiver power, recent advancements—
including distance-aware physical-layer designs, ultra-massive MIMO, and RIS-assisted THz links—have
demonstrated communication ranges exceeding 100 m under both LoS and NLoS conditions.

Looking ahead, 6G networks will integrate multiple enabling technologies—such as sub-THz and
visible-light communication (VLC), ultra-dense networks, and aerial platforms—to achieve data rates
ranging from 100 Gbps to several Tbps. Initial deployments are expected to rely on sub-THz frequencies
for short-range LoS communications, supported by multi-polarized high-gain antenna arrays. Nonetheless,
hardware complexity and energy efficiency remain significant design challenges [40]. Fig. 4 shows some of
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the applications of WLAN-based THz that exploit the vast amount of unlicensed bandwidth in the sub-
THz and THz (100 GHz–10 THz) bands. This extreme bandwidth is needed to enable Virtual/Augmented
Reality (VR/AR) and holographic communication, where peak data rates of over 100 Gbps are required
to deliver immersive, high-fidelity content with nearly zero latency. The figure shows short-range, high-
gain THz connections that employ the highly directional, pencil-beamforming antennas to overcome the
significant path loss and atmospheric absorption of the band. Moreover, the presence of two-hop THz links
highlights the need for multi-hop relaying and mesh networking topology to expand coverage and provide
strong connectivity, as THz signals have a limited communication range.

Access Point 
(THZ)

THz transmission 
link

THz transmission link 
(2-Hop)

Augmented Reality 
(AR)

Virtual Reality 
(VR)Holographic transmission

Figure 4: Emerging WLAN applications

Fig. 5 presents the principal architectural characteristics of THz-based 6G networks, focusing on the
incorporation of THz functionality at the network level. It requires deep integration with the architectures
of technologies such as SDN and Network function virtualization to control highly sporadic, bandwidth-
intensive THz traffic dynamically. To indicate the role of the IoT data center, the data centers are explicitly
mentioned to show how THz communication will be used to provide high-speed, high-density intra-data
center connections. This approach outgrows traditional fiber to support the high data transfer and processing
requirements of the vast amount of data generated by mMTC. Lastly, the figure underscores the importance
of THz in high-speed access-backhaul systems. In this role, THz links are used both as wireless fiber to
provide multi-gigabit-per-second connectivity to last-mile access (e.g., small-cell front-haul) and as high-
capacity backhaul links to connect macro Base Stations (BSs) to the core network, exploiting the low latency
and high throughput of the band.

Optical Wireless Communication (OWC) has also emerged as a strong complement to the THz
spectrum, offering interference-free, high-capacity, and ultra-low-latency wireless links. The optical domain
comprises infrared (IR) (760 nm–1 mm), visible light (360–760 nm), and ultraviolet (UV) (10–400 nm)
bands, each serving distinct application scenarios [41]. Among these, Visible Light Communication (VLC)
enables dual-purpose operation for both illumination and data transmission. Recent advancements in blue
laser-based lighting have achieved data rates up to 26 Gbps, allowing high-speed light-based IoT appli-
cations [42,43]. Meanwhile, UV communication supports non-line-of-sight (NLoS) transmission through
atmospheric scattering, though safety considerations remain crucial [44]. OWC technologies—including
LiFi, VLC, Optical Camera Communication (OCC), Light Detection and Ranging (LiDAR), and Free Space
Optics (FSO)—are enabling high-throughput connectivity across diverse domains, such as indoor, vehicular,
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underwater, and satellite systems. While OWC can provide up to 1000×more bandwidth than conventional
RF systems, its performance is constrained by the bandwidth of optoelectronic components. Recent innova-
tions in high-speed LEDs and silicon photomultipliers have achieved data rates exceeding 1 Gbps. To mitigate
orientation sensitivity, techniques such as adaptive spatial modulation and multi-directional transmitters are
being explored [45].

Core 
network

Internet

Mini-cell

Communication 
channel (THz)

Base Station 
(BS)

Mini-cell

Figure 5: THz-enabled 6G architecture with base stations, small cells, and relay links

In scenarios where fiber deployment is impractical or economically infeasible, Free Space Optics
(FSO) offers a robust backhaul/fronthaul alternative, achieving fiber-like data rates and seamless integration
with optical networks—particularly advantageous for micro-cellular and mobile backhaul systems [46].
Expanding beyond terrestrial systems, three-dimensional (3D) network architectures integrating terres-
trial, aerial (UAVs), and satellite communications are being developed to achieve global coverage and
ubiquitous connectivity. This unicellular network paradigm eliminates traditional cell boundaries, enabling
continuous handovers and user-centric communication across heterogeneous technologies [46]. Finally,
spectrum scarcity and underutilization remain major challenges in 6G systems. DSM and Cognitive Radio
(CR) techniques will play pivotal roles in enhancing SE through listen-before-talk and AI-driven adaptive
optimization [47,48]. Moreover, Symbiotic Radio (SR) extends the CR concept by combining it with ambient
backscatter communication (AmBC), enabling low-power passive IoT connectivity. Emerging frameworks
that integrate AI and blockchain are being explored to allow for secure, autonomous, and transparent
spectrum sharing, further reinforcing the intelligence and resilience of future wireless networks [49].

Finally, 6G vision goes vertical, with satellites and UAVs as BS, to offer unprecedented flexibility and
continuous global coverage, reaching even previously unreachable areas (oceans and mountainous regions)
via a decentralized design. In addition to spectral innovations and architectural changes, the transformative
power of 6G lies in the fact that central intelligent technologies connect the physical and digital worlds. The
push for ultra-low latency and enormous processing power creates a need to transition to Edge Computing.
This approach strategically distributes computational units across the User Equipment (UE) to keep delays
to a minimum, supporting applications that require real-time performance, such as self-driving automotive
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and industrial automation. This spread intelligence, which frequently employs Federated Learning, is vital
in privacy and hyper-responsiveness [50]. Moreover, Digital Twins (DTs), which are high-fidelity virtual
replications of the network, enable continuous simulation, fault prediction, and dynamic resource allocation.
This addresses the complexity of managing the network and improves the fidelity of the system and
performance in real-time [51]. Importantly, 6G is also built to serve as the base communication layer of
the Metaverse and the high-resolution Extended Reality (XR) applications. These applications require Tb/s
data rates and milliseconds latency to be effectively immersive and ubiquitous hologram experiences, which
will satisfy one of the fundamental design principles of 6G architecture. Last but not least, Blockchain is
incorporated to support the security of this hyper-connected ecosystem by offering a decentralized registry.
This establishes secure, transparent operational structures, such as dynamic spectrum sharing and identity
management, to enhance the reputation and reliability of the 6G network [52].

4.2 Analysis of Strengths and Limitations across 6G Technologies
To achieve the promises of 6G wireless communication, a wide range of cutting-edge technologies is

being developed and implemented. All these technologies, whether high-frequency communication schemes
such as mm-wave and THz bands, OWC, RIS, or DSM, offer distinct benefits and address specific 6G chal-
lenges within the ecosystem. But they largely depend on use-case scenarios and deployment environments,
with performance, applicability, and limitations varying accordingly. In this section, a comparative analysis
is conducted to evaluate the most significant enabling technologies of 6G on various key metrics, including
data rate, spectral efficiency, hardware complexity, coverage, and adaptability. This comparison is presented
in Table 2 to provide a clear understanding of how these innovations relate to one another and to the broader
context of future global, intelligent, and ultra-fast wireless networks.

Table 2: Comparison of key 6G technologies by purpose, benefits, challenges, and applications

Ref. Technology feature Purpose Advantages Challenges Frequency range Applications

[35] IM and RIS (RIS-SSK,
RIS-SM)

Enhance spectral
efficiency and energy

performance using
reconfigurable

antennas.

High spectral
efficiency,

energy-efficient,
simplified

architecture

Detection
complexity,

Integration with
RIS systems

Depends on the
carrier wave

Next-gen
modulation for

wireless systems,
especially with

RIS

[36] Non-Orthogonal
Waveform (NOW)

Improve Spectral
Efficiency (SE) and

reduce
Peak-to-Average

Power Ratio (PAPR)
in DFT-s-OFDM

systems.

High SE- Significant
PAPR reduction

(1.8–5.8 dB), better
than classical

waveforms

Implementation
complexity,

signal processing
demands

Varies with
waveform design

Advanced
modulation in

5G/6G

[37] Millimeter Wave
(mmWave)

Offer a large
bandwidth and

directional
transmission

Up to 300 GHz
bandwidth, compact
antennas, and high

data rates

High path loss,
LoS requirement,

mobility, and
interference

issues

30–300 GHz

Indoor networks,
secure links,
short-range

ultra-fast
communication

[40] Terahertz (THz)
Communication

Enable
ultra-high-speed links

and support future
use cases

Tbps data rates-
Sub-THz and THz

spectrum use-
Supports nano-IoT,

AR/VR

High attenuation,
Low transceiver

power, and
hardware

complexity

0.1–10 THz

VR/AR,
backhaul,
nano-IoT,

wireless LAN,
space

communication

(Continued)
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Table 2 (continued)

Ref. Technology feature Purpose Advantages Challenges Frequency range Applications

[41]
Optical Wireless
Communication

(OWC)

High-capacity,
interference-free data

transmission using
light

Ultra-low latency, no
EM interference,

abundant unlicensed
spectrum

Device
orientation
sensitivity,

environmental
susceptibility

IR (760 nm–1
mm), Visible

(360–760 nm),
UV (10–400 nm)

Indoor, vehicle,
underwater,

VLC, OCC, LiFi,
LiDAR

[46] Free Space Optics
(FSO)

Serve as a fiber, an
alternative for

backhaul/fronthaul
under challenging

terrains.

Fiber-like data rates,
seamless integration

with optical networks,
and cost-effective

LoS, dependence,
weather

sensitivity (fog,
rain)

Optical range

Remote back-
haul/fronthaul,
micro mobile

networks

[46]
3D Connectivity

(Aerial + Terrestrial +
Satellite)

Extend coverage into
vertical dimensions

Global coverage,
connecting

remote/harsh
environments,

supports
UAV/satellite
integration.

Synchronization,
complexity in
mobility, and
coordination

Multi-layer
(ground to orbit)

Remote access,
disaster recovery,

global 6G
network mesh

[46] Seamless
Connectivity

Provide
uninterrupted

network transitions
across diverse systems

Unicellular
architecture, no
reconfiguration

required, continuous
user experience

Complex
network

integration,
security, and

handover
reliability

Across all bands

Heterogeneous
network

environments,
user-centric
connectivity

[47] Dynamic Spectrum
Management (DSM)

Optimize the usage of
available spectrum

dynamically

Spectrum efficiency,
AI-driven

optimization,
supports

underutilized bands

Hardware
complexity, need

for context-
awareness

Full spectrum
(including ISM)

Smart spectrum
sharing, adaptive
wireless systems

[48] Cognitive Radio (CR)
Intelligent sensing
and adaptation to

spectrum availability

Adaptive and aware,
supports dynamic

spectrum use

Sensing
overhead-
Security
concerns

Licensed and
unlicensed bands

Vehicular
networks,
dynamic
topology
handling

[48] Symbiotic Radio (SR)

Combine CR with
ambient backscatter

for passive
communication

low energy usage,
passive IoT support,
efficient spectrum

reuse

Limited data rate,
range constraints

Depends on the
RF environment

Passive IoT,
energy-

constrained
environments

[49] Blockchain & AI for
Spectrum Sharing

Enhance automation,
transparency, and

security in spectrum
use

Secure access,
decentralized control,

and AI-enhanced
decision-making

Blockchain
overhead-
Scalability

All spectrum
domains

Autonomous
wireless systems,
spectrum trading

platforms

[50] Edge Computing

Strategically deploy
computational

resources near the UE
to minimize delays.

Ultra-low latency,
hyper-responsiveness,

supports real-time
applications

Resource
management
complexity,
hardware

integration costs,
and security

Computing
architecture

Autonomous
vehicles,

Industrial IoT,
real-time
gaming,

Federated
Learning

[51] Digital Twins (DTs)

Create high-fidelity
virtual replicas of the
network for proactive

management.

Continuous
simulation, proactive
fault prediction, and

dynamic resource
optimization

High
computational
cost, real-time

data
synchronization
challenges, and

data fidelity

Modeling/Simulation

Network
management,

predictive
maintenance,
system fidelity
enhancement

(Continued)
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Table 2 (continued)

Ref. Technology feature Purpose Advantages Challenges Frequency range Applications

[52] Metaverse/Extended
Reality (XR) Layer

Serve as the
foundational

communication layer
for immersive
applications

Supports data rates,
millisecond latency,

and holographic
experiences

Massive
bandwidth
demand,

stringent latency
requirements,
and processing

overhead

Ultra-wideband
(THz/VLC)

Holographic
communication,

immersive
telepresence,

remote surgery,
digital

interaction

[52] Blockchain for
Decentralization

Provide a
decentralized ledger

for securing and
managing operations

Enhanced security
and transparency,

decentralized identity
management, and
secure spectrum

sharing

High energy
consumption (for
some protocols),

throughput
limitations, and

complexity

Security/Trust
layer

Secure spectrum
access,

decentralized
identity,

trustworthy data
management in

6G

4.3 Overview of Traditional and Modern Multiple Access Techniques
Since the primary goal of 6G wireless networks is to achieve new heights in connectivity, capacity, and

intelligence, it is necessary to innovate at the PL. The future 6G systems have to facilitate ultra-high data
rate, massive connectivity of devices, improved spectral and EE, and management of signals in diverse and
dynamic circumstances. A diverse set of more sophisticated technologies is being considered to achieve
these lofty targets, including new modulation and coding strategies, NOMA, ultra-massive MIMO, and
intelligent surface technology. Innovations that complement spectrum utilization and system performance
are also being reviewed to optimize spectrum use, such as in-band full-duplex communication, orbital
angular momentum-based transmission, and Holographic Radio (HR). These technologies, when combined,
form the basis for a flexible, efficient, and intelligent PL that promises to lay the foundation for 6G’s
transformative capabilities.

Fig. 6 illustrates the paradigm of ubiquitous 6G-enabled connectivity, highlighting the seamless net-
working across multiple layers between terrestrial and non-terrestrial networks (NTNs) to enable global
data communication and sharing. The situation leverages the key characteristics of 6G—RIS, THz commu-
nication, and an integrated SDN Core—to connect highly diverse environments. The networks encompass
connectivity between space networks (such as Low-Earth Orbit (LEO) satellites to provide a backhaul),
airborne networks (UAVs and High-Altitude Platform Stations acting as aerial BSs), earth networks (dense
ground infrastructure), sea networks (maritime communication/sensing), and submarine networks (acous-
tics or special underwater RF/Optical links). Ease of integration is technically achieved through network
slicing and AI-based resource orchestration, which dynamically assign and control connectivity between
these incompatible areas. This architecture provides global coverage not only for simple data sharing but
also for real-time sensing, edge processing, and shared situational awareness, effectively making the world a
single, non-homogeneous, heterogeneous communications and computing platform.

As 6G aims to enable comprehensive applications, utilize the whole spectrum, ensure global connec-
tivity, support all sensory modalities, provide robust security, and drive complete digitalization, the demand
for diverse and sophisticated application environments becomes evident. Achieving ultra-high data rates
in the terabit-per-second range, supporting massive connectivity, expanding coverage, and ensuring secure
communication present various new challenges, particularly in waveform and modulation design. Waveform
design is a cornerstone of communication system performance and must be tailored to meet the specific
requirements of different 6G use cases. While 5G systems primarily relied on multi-carrier waveforms, such
as OFDM, for their high spectral efficiency, the unique demands of 6G call for more specialized waveform
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strategies. The use of higher-frequency bands, as expected in 6G, introduces challenges such as increased
path loss and the need for efficient broadband power amplification at these frequencies. To mitigate these
issues, research has examined low-PAPR single-carrier waveforms, as highlighted in recent studies.

6G networks in sea & undersea

6G networks in land

6G networks in space

6G networks in air

Functionalities of 6G networks

Figure 6: 6G application scenarios across space, air, land, sea, and underwater domains

In highly mobile environments, orthogonal time-frequency space (OTFS) and other transform-domain
waveforms offer advantages due to their effective handling of Doppler shifts and delay. In scenarios where
maximizing data throughput is critical, methods like overlapped multiplexing and SE-oriented frequency
multiplexing have been explored to enhance SE [53]. Additionally, integrating ISAC technologies requires
waveform designs that support both data transmission and environmental sensing. Modulation practices
also play a central part in determining the presentation and reliability of communication systems. While
Quadrature Amplitude Modulation (QAM) remains dominant in 5G New Radio (NR) and Long Term
Evolution (LTE), emerging alternatives have attracted attention due to their potential advantages. These
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include group interpolation, asymmetric QAM, multidimensional and specific QAM, and IM. These meth-
ods have demonstrated benefits, including lower PAPR, improved robustness, and enhanced performance
under diverse channel conditions.

Robust channel coding plays a crucial role in enhancing the trustworthiness, throughput, and per-
formance of contemporary communication systems. The evolution of Error-Correcting Codes (ECCs) has
transitioned from algebraic to probabilistic methods, significantly enhancing performance. Among the most
widely adopted ECCs are polar codes, Low Density Parity Check (LDPC), and Turbo codes, which are
standards for 4G and 5G communication and are used in the data and control channels, respectively. Despite
their differences in decoding techniques, these codes share a common Bayesian foundation. They are viewed
as strong contenders to meet the stringent demands of 6G, such as ultra-low latency and EE. All three are
linear block codes and can be decoded using Belief Propagation (BP) techniques. LDPC codes benefit from
sparse parity-check matrices, Turbo coding employs the Bahl, Cocke, Jelinek, and Raviv (BCJR) algorithm
over trellis structures, and Polar codes rely on Successive Cancellation (SC) decoding. For short block lengths,
where polarization weakens, advanced methods such as SC flip/list and BP flip/list decoding are necessary
to improve performance [54].

Although their decoding principles are related, improvements in encoding—such as optimized gener-
ator polynomials—have led to simpler factor graphs and more energy-efficient hardware implementations.
For instance, 4G LTE uses a partitioned Max-log-BCJR Turbo decoding scheme. However, 5G NR
employs LDPC decoding with adaptive min-sum belief propagation and Polar code decoding via node-
oriented successive cancellation. Moving toward a unified circuit-level ECC architecture is critical for
6G. With 6G’s requirements for ultra-reliability and minimal latency, shorter code lengths are expected,
reducing the efficiency of traditional decoding due to decreased polarization and randomness. Alterna-
tive solutions, such as near-maximum-likelihood decoding—including ordered-statistics decoding and
guessing-random-additive-noise decoding—offer improved consistency. Additionally, new coding strate-
gies, such as polarization-adjusted convolutional codes and 2D spatiotemporal coding for massive MIMO,
can deliver better reliability and throughput with low decoding delay, making them promising candidates
for next-generation systems [55].

The move from LTE employing OFDM access to the upgraded OFDM in 5G NR reflects the ongoing
reliance on Orthogonal Multiple Access (OMA) strategies. As 6G networks aim to accommodate far higher
connection densities than 5G, Non-Orthogonal Multiple Access (NOMA) is considered a promising solution
to address critical requirements, including ultra-low latency, cost-effectiveness, large-scale connectivity, and
robust reliability [56]. Initially introduced by Nippon Telegraph and Telephone, NOMA departs from the
outmoded OMA, which allows multiple user terminals to access the same radio resources by separating
them in time, code domains, or frequency. It introduces intentional intrusions during transmission and relies
on Successive Interference Cancellation (SIC) at the receiver to separate the signals of different users. This
approach improves SE and system capacity, reduces latency, and decreases dependency on CSI. Nevertheless,
this results in higher system complexity.

Various NOMA schemes include Power-based NOMA, Code-oriented NOMA (such as SCMA),
and Interleave-Based NOMA. Integrating NOMA with other emerging wireless technologies has shown
promising results—these include mmWave communications, Massive MIMO systems, VLC, EH, PL Security,
CR, collaborative communication, and Wireless Caching. For example, research explores combining NOMA
with Artificial Noise in Massive MIMO-NOMA to enhance secrecy and EE. Similarly, incorporating RIS
into NOMA frameworks improves passive beamforming and deployment efficiency. Studies also examine
NOMA-assisted AmBC as a means of enhancing both spectral and EE, while maintaining system reliability
and security. Despite significant academic and industrial interest in NOMA, its full implementation in 5G
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networks was hindered by technical limitations. For 6G systems, effectively leveraging NOMA will require
simplified yet robust multi-user interference suppression, robust security and reliability provisions, and the
formalization of a standardized NOMA framework [57].

Ultra-massive MIMO, building on the foundational work by Marzetta in 2009, extends the capabilities of
massive MIMO—a cornerstone of 5G known for its SE gains. As 6G evolves, ultra-massive MIMO envisions
deploying hundreds to thousands of antennas to further enhance EE, network flexibility, coverage, and
precise positioning, particularly across broader frequency bands [58]. This technology promises significant
improvements, such as advanced multiplexing, interference mitigation, energy savings, and expanded
support for NTNs. Its superior spatial resolution enables accurate 3D positioning, particularly in complex
environments. However, near-field and wideband effects, which introduce sparsity in the angle and delay
domains, pose new challenges. To address them, research is actively progressing in channel modeling,
beam management, codebook design, and beam training. As ultra-massive MIMO expands into high-
frequency bands, such as THz and mmWave, ongoing investigations include modulation schemes, channel
characteristics, and circuit design. An emerging trend is the integration of RIS, which offers passive
alternatives to active antennas, thereby improving coverage, capacity, and energy efficiency. Additionally,
distributed ultra-massive antenna systems—where antenna elements are spread across large areas—can
maintain high SE, reduce power consumption, and provide consistent service quality [59].

AI is increasingly being used to enhance ultra-massive MIMO operations, including beamforming,
channel estimation, and user identification. Despite its potential, real-time deployment and data scarcity
remain barriers. Looking ahead, ultra-massive MIMO is also being explored for its applicability in integrated
space-air-ground-sea networks, including skywave, underwater acoustic, and satellite communications,
broadening its impact beyond terrestrial wireless systems.

Coordinated Multi-Point (CoMP) is a communication strategy where multiple access points work
together to serve mobile users, effectively creating a network-layer MIMO system. This approach extends
spatial diversity beyond what is achievable with conventional physical-layer MIMO techniques. First
introduced in 3rd Generation Partnership Project (3GPP) Release 11 for LTE-Advanced, CoMP has become
increasingly crucial in 5G, especially for mitigating downlink inter-cell interference and supporting joint
uplink user detection [60]. In the context of 6G, with the expansion into high-frequency spectrum bands
above 10 GHz, the role of CoMP becomes even more critical due to challenges such as signal blockage.
By utilizing diversity at the BS level, CoMP complements antenna-level spatial techniques and enhances
system reliability.

CoMP also supports the evolution toward cell-free Radio Access Networks (RANs), where UE can
simultaneously connect to multiple BS within the same radio access technology. In this architecture [61], a
centralized processing unit manages coherent transmissions across many distributed, single-antenna APs.
Recent studies suggest that cell-free massive MIMO can outperform traditional cellular MIMO in terms
of fronthaul efficiency and overall system performance. However, despite its advantages, CoMP faces key
implementation challenges. Effective deployment depends on how BS are clustered, which remains an area of
active research. Additionally, ensuring tight synchronization among cooperating BSs is essential to prevent
inter-symbol and inter-carrier interference. Coherent channel estimation and equalization across multiple
BSs further increase the system’s computational demands.
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In-Band Full-Duplex (IBFD) is an emerging wireless communication technique that enables simultane-
ous transmission and reception on the same frequency band, offering a potential twofold increase in SE and
greater flexibility in network access compared to conventional Frequency-Division Duplex (FDD) and Time-
Division Duplex (TDD) systems. Although its foundational concept dates back to continuous-wave radar
systems, the practical application of IBFD has gained momentum only in recent years, thanks to advances
in interference cancellation.

Research [62] efforts now focus on a range of IBFD use cases, including relay communication, multi-
node full-duplex systems, and joint radar-communication platforms, which promise gains in throughput,
sensing, and simultaneous connectivity. However, a significant hurdle remains in effectively managing
self-interference that occurs when a device transmits and receives on the same channel. To address this,
scientists are developing SIC methods, both electronic and optical, particularly for sub-6 GHz applications.
As bandwidth increases, challenges become more complex, especially for THz and OWC bands—key targets
for 6G. Solutions under investigation include shared antenna structures, iterative interference suppression,
and theoretical modeling of full-duplex systems. Notably, Optical SIC shows promise in high-frequency
environments due to its broad bandwidth and precision. These developments mark IBFD as a transformative
technology for future wireless systems, with ongoing research aimed at overcoming the technical barriers to
real-world deployment.

Orbital Angular Momentum (OAM), a natural attribute of EW, introduces a novel dimension to wireless
communication by using spiral-phase wavefronts to carry information. Different orthogonal OAM modes
can be transmitted simultaneously over the same frequency band using distinct antennas, significantly
enhancing SE and channel capacity without additional bandwidth. Initially explored in optical systems, OAM
has expanded into the radio, acoustic, mmWave, and THz domains. Its potential is evident in applications
such as FSO, optical fiber links, and acoustic channels, where it supports high-data-rate transmissions.
Combining OAM with MIMO architecture further boosts communication capacity. The study [63] proposed
two OAM-based MIMO frameworks that achieve improved throughput across diverse scenarios. However,
practical deployment faces challenges such as beam divergence, alignment sensitivity, and limitations in
NLoS environments. Despite these obstacles, OAM has shown promise in emerging areas such as radar
systems and microwave sensing, positioning it as a promising enabler for 6G. To achieve real-world
adoption, ongoing work must focus on improving beam control, refining system models, and addressing
commercialization barriers.

As wireless communication evolves beyond 10 GHz to meet growing data demands, challenges such
as increased signal attenuation, reduced diffraction, and heightened interference emerge. While massive
MIMO with active beamforming in the mmWave spectrum offers a partial solution, it is power-intensive
and complex. Consequently, researchers are exploring alternative technologies, such as RIS. RIS consists
of programmable metasurfaces that passively manipulate EW by adjusting their reflective properties. By
deploying RIS on surfaces like walls and ceilings, wireless environments can be transformed into smart radio
environments, enabling enhanced signal strength with reduced energy consumption compared to active
massive MIMO systems. Unlike traditional massive MIMO arrays tailored to specific radio technologies, RIS
operates effectively across a broad range of frequencies, including both RF and optical bands, making it an
economical solution for ultra-wideband 6G networks.



1596 Comput Model Eng Sci. 2025;145(2)

Despite its advantages, RIS implementation faces hurdles, including accurately modeling near-field
channels and the complexity of integrating devices into third-party infrastructures not owned by mobile
network operators. Therefore, standardized frameworks, interface agreements, and communication proto-
cols are crucial for widespread deployment across public and private domains [64]. Additionally, RIS shows
promise in aerial network scenarios. UAVs, which are becoming integral to 6G networks due to their mobility
and coverage capabilities, often experience THz propagation issues due to motion and obstructions. Recent
studies have explored AI-driven solutions—specifically, attention-based models—for predicting 3D RIS
beam configurations in UAV-assisted networks. These AI models have demonstrated improved performance
over traditional LSTM and gated recurrent unit architectures.

HR introduces a novel approach to wireless communication by leveraging controlled interference from
EW to shape and reconstruct the EW environment dynamically. Using spatially continuous microwave aper-
tures enables fine-grained spatial multiplexing, achieving ultra-high spectral and EE, and supporting massive
traffic loads and high-capacity demands. Holographic MIMO, a realization of this concept, represents the
theoretical limit of multi-antenna systems confined to a finite surface. Rather than mitigating interference,
HR exploits it as a constructive tool, enabling applications such as high-precision localization, wireless energy
transfer, industrial automation, and Massive IoT (MIoT) connectivity. Additionally, it reduces the need for
conventional CSI by capturing RF spectral holograms of transmitters via holographic interference.

Two primary methods are being explored for practical deployment: reconfigurable holographic surfaces,
which use densely arranged subwavelength elements, and tightly integrated broadband antenna arrays
supported by high-power unitraveling-carrier photodetectors [65]. Both techniques aim to deliver high
performance while reducing power consumption and costs. Despite its promise, HR still faces notable
challenges. These include the absence of robust theoretical models, the need for accurate and reliable
channel modeling, and the difficulty of processing vast volumes of data with low latency and high reliability.
Addressing these hurdles is critical for realizing the full potential of HR in future 6G networks.

Physical-layer multicasting is a physical technique in which a single coded bit stream can be interpreted
as multiple unicast messages to different users. In contrast to conventional multicasting (such as radio or
television), physical-layer multicasting allows each user to receive only the part of the stream intended
for them (rather than everyone receiving or hearing the same message). The approach differs from OMA,
where individual messages are sent at different times, frequencies, or code-based resources. The gain with
this method of coding is achieved by jointly encoding multiple medium-sized packets into a single, longer
packet, offering the reliability benefit, one of its main advantages. This aspect is beneficial in NTNs, such as
geostationary satellite communications (e.g., DVB-S2X), which allows a single coded frame to be used by
multiple users in each spot beam, thereby implementing a physical-layer multigroup multicast scheme [66].

Low latency is another advantage, as users can decode their messages in parallel, rather than waiting
for TDD techniques. Additionally, this method enables interference-free connections by communicating
only one stream, thereby reducing inter-user interference and enhancing overall link quality. But physical-
layer multicasting is also compromised by some problems. The most attention-grabbing aspect is spectrum
inefficiency, driven by the need for the multicast stream to be readable by everyone regardless of channel
conditions. This limits weaker users to the edge, resulting in wasted spectral resources.

RSMA is a versatile and robust non-orthogonal transmission scheme designed for multi-antenna
wireless networks, effectively handling diverse network loads, user distributions, and imperfect channel
knowledge. RSMA works by splitting user messages into common and private parts, enabling flexible
interference management by partially decoding interference and treating the rest as noise. Variants such
as one-layer Rate splitting, Hierarchical RS (HRS), and Generalized RS (GRS) offer increasing flexibility
and performance, with GRS supporting layered message splitting and user grouping. RSMA unifies and
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outperforms traditional schemes such as OMA, SDMA, NOMA, and multicasting by dynamically adapting
to network conditions and offering superior spectral efficiency and EE [67]. It also enhances reliability,
fairness, security, coverage, and latency, especially under imperfect CSI. However, its challenges include
increased receiver complexity due to SIC, higher encoding and signaling overhead, and the need for complex
joint optimization. Despite this, RSMA remains a leading candidate for 6G access due to its performance
and adaptability.

Fig. 7 shows three advanced rate splitting schemes: 1-layer RS, HRS, and GRS, all of which are optimized
for MIMO systems. Essentially, these strategies differ in how they split and encode user messages at the
transmitter into common and private streams, enabling interference control. In the 1-layer RS (similar to
NOMA), a common preamble is transmitted to all users, while dedicated streams are used for private
transmission. Every user first uses SIC to decode and eliminate the common stream, then decodes the private
information. HRS adds more flexibility, typically through the introduction of intermediate common mes-
sages or user groupings, multi-stage SIC, and a finer-grained treatment compared to the active cancellation
of interference. GRS is the most comprehensive approach, dividing each user’s messages systematically into
common components (understood by a predetermined group of users) and a personal component. GRS
maximizes degrees of freedom by allowing complex multi-layer SIC protocols at the end-users, who are
responsible for defining the exact user grouping and decoding sequence. This considerably reduces inter-user
interference, thereby optimizing the overall spectrum efficiency and sum-rate performance.

4.4 Comparison of Multiple Access Techniques for 6G
As 6G continues to push the boundaries of connectivity, efficiency, and intelligence, MA schemes are

becoming increasingly central. To create a clear picture of how traditional and emerging MA strategies can
help meet the performance objectives of 6G, a comparison of these two approaches is provided. Table 3
summarizes the main features, advantages, and shortcomings of methods such as OMA, NOMA, PL
Multicasting, RSMA, and other complementary frameworks, including IBFD, ultra-massive MIMO, and
HR. The methods are analyzed in terms of SE, EE, implementation complexity, latency, robustness, and
suitability for dense, high-mobility, or heterogeneous networks. This comprehensive comparative analysis
not only demonstrates the merits of next-generation solutions, such as RSMA and OAM, but also highlights
the weaknesses of the legacy approach, considering the essential features of the comprehensive architecture
of 6G access technologies.
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Figure 7: Transmission frameworks for 1-layer RS, HRS, and GRS strategies in MIMO
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Table 3: Evaluation of traditional and modern access techniques in the context of 6G

Ref. Technology Purpose Key features Advantages Challenges Applications

[57]
Next-Gen

Modulation
Techniques

Enhance spectral
efficiency and adapt

to diverse 6G use
cases

OTFS, SEFDM, IM,
low-PAPR

single-carrier
waveforms

Supports
high-mobility and

broadband; integrated
sensing and

communication

High-frequency
hardware

complexity;
waveform

optimization
needed

Terabit/s data rates,
ISAC, mobile

scenarios

[58] Emerging Channel
Coding

Improve reliability,
reduce latency, and

energy use

LDPC, Polar, Turbo,
OSD, GRAND, PAC,
2D Spatiotemporal

codes

Strong error
correction, adaptable
to short block lengths,
unified architectures

Complexity in
decoding needs

efficient
hardware

implementation

URLLC, short packet
transmission, massive

MIMO

[59]
Non-Orthogonal
Multiple Access

(NOMA)

Increase user density,
spectral efficiency

Power-domain and
code-domain sharing;

uses SIC

Massive connectivity,
improved spectral
efficiency, and low

latency

High system
complexity, SIC

performance, and
security risks

mmWave, VLC, EH,
PLS, AmBC, RIS, CR

systems

[60] Ultra-Massive MIMO

Enhance spatial
multiplexing,

coverage, and energy
efficiency

Hundreds to
thousands of

antennas; supports
3D positioning

High capacity, better
EE, supports

non-terrestrial and
integrated

environments

Near-field
challenges, beam

management,
and data scarcity

THz/mmWave, NTN,
AI-assisted

beamforming,
space-air-ground-sea

networks

[61] Coordinated
Multi-Point (CoMP)

Improve edge
performance and

interference
management

Joint transmission
and reception from

multiple base stations

Higher reliability,
supports cell-free

RAN, good for
high-frequency bands

Synchronization
and channel

estimation; high
computation

Cell-free RAN,
high-mobility,

mmWave, cooperative
networks

[62] In-Band Full-Duplex
(IBFD)

Double spectral
efficiency

Simultaneous
transmit/receive on
the same band; SIC

essential

High throughput,
real-time

bidirectional links;
radar-communication

integration

Self-interference
cancellation,

complex antenna,
and circuit design

Sub-6GHz,
THz/OWC,

full-duplex radios,
radar-sensing

platforms

[63] Orbital Angular
Momentum (OAM)

Increase channel
capacity using vortex

EM waves

Orthogonal OAM
modes; spiral-phase

wavefronts

High spectral
efficiency;

multiplexing on the
same frequency band

Beam divergence,
alignment

sensitivity, NLoS
limitations

Optical/mmWave/THz
comms, radar, sensing

[64]
Reconfigurable

Intelligent Surface
(RIS)

Passive EM wave
control to optimize

propagation

Metasurfaces
reflect/control signal

direction

Energy-efficient,
cost-effective, broad
frequency support

Channel
modeling;

integration in
3rd-party

infrastructure

UAVs, indoor
mmWave, Smart

Radio Environments,
AI beamforming

[65] Holographic Radio

Create programmable
EM environments

with full spatial
multiplexing

EM wave interference
control; spatially

continuous apertures

High SE and EE;
supports localization
and sensing; reduced

CSI need

Lack of models,
real-time

processing, and
deployment cost

Industrial IoT,
holographic MIMO,

wireless energy, smart
environments

[66] Physical-Layer
Multicasting

Serve multiple users
with a single coded

stream

All users decode one
multicast stream with

individualized info

Coding gain, low
latency,

interference-free

Spectrum
efficiency is

limited by the
weakest user

Satellite comms,
DVB-S2X,

non-terrestrial
multicast

[67]
Rate-Splitting

Multiple Access
(RSMA)

Unified and flexible
MA strategy for

multi-user
environments

Splits messages into
standard/private

parts; One-layer RS,
HRS, GRS

High SE/EE; robust to
CSIT imperfections;

universal MA scheme

SIC burden,
encoding

complexity,
optimization

challenges

6G access, massive
MIMO,

unicast/multicast,
interference
management

5 AI Techniques in 6G Wireless Communication Systems
Future wireless networks are evolving into intelligent platforms that integrate communication, sens-

ing, computing, intelligence, and storage to deliver personalized, adaptive services. AI is central to this
transformation, offering powerful tools for managing massive, diverse data—expected to reach 491 exabytes
daily by 2025 [68]—and enabling real-time decision-making, predictive maintenance, and dynamic resource
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optimization. Unlike conventional systems with fixed rules, AI learns from data to adapt to changing
environments, improve reliability, and jointly optimize multiple network modules. It enhances performance
in both the RAN (e.g., AI-driven scheduling and energy-saving handoffs) and the core network (e.g.,
intelligent QoS, traffic management, and edge computing). Standardization efforts by the International
Telecommunication Union, 3GPP, and International Mobile Telecommunications (IMT)-2030 are advancing
AI integration, aiming to unlock its full potential in wireless communication infrastructure and services. Key
AI technologies include ML (SL, USL, and RL), DL, optimization, game theory, and meta-heuristics, with
ML and DL being the most widely applied in wireless networks.

Fig. 8 effectively illustrates the synergistic integration of three dimensions of AI in 6G networks,
highlighting a comprehensive and mutually dependent feedback loop of intelligence and infrastructure
essential for managing system complexity. The initial one, AI that Optimizes Network Functions (AI4NET),
involves implementing AI in the control plane using DRL agents for autonomous control functions such as
real-time resource orchestration, physical-layer parameter optimization (Massive MIMO beamforming, RIS
phase shifts), and dynamic network slicing to optimize spectral efficiency. The second dimension, Network
Infrastructure that Enables AI Operations (NET4AI), provides the necessary computational substrate based
on MEC to support low-latency inference and 6G. Its massive connectivity enables FL to train models
privately and in a decentralized manner. Lastly, the third dimension of AI, AI as a Cloud-Based Service
(AIaaS), leverages the 6G low-latency backbone to provide complex AI services on demand to industry
verticals (e.g., smart robotics, tactile health). This is made possible by abstracting AI algorithms through
network function virtualization and SDN, which implies the commercialization of AI. All of these create
fundamental functional interdependence: AI provides the data and compute through the infrastructure,
while also offering the sophisticated intelligence needed to control and commercialize the heterogeneous 6G
environment independently.

AI-Enabled Network
AI-centric nnetworks

Link

Storage Data

Processing

VR 
communication

Telehealth
Smart 

industrial robot

Smart 
transportation

AI on demand

Figure 8: 6G–AI integration

5.1 Machine Learning
ML is gaining widespread attention for its ability to learn patterns and system behavior through

mathematical models, enabling tasks such as classification, regression, and decision-making in dynamic
environments. The availability of advanced ML algorithms, vast datasets, and powerful computational
resources enhances these capabilities. Once trained, ML models can operate efficiently with minimal
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arithmetic operations and be deployed within flexible, high-performance network infrastructures to support
real-time data processing. Core ML types—SL, USL, and RL—are all applicable to 6G networks, enabling
the efficient handling of massive metadata with reduced resource consumption. The ability of ML to predict
and adapt to various constraints makes it essential for future communication systems, primarily as 6G
aims to create intelligent, resource-efficient ecosystems. Beyond communications, ML impacts numerous
areas of daily life and plays a key role in building a socially beneficial, AI-driven future. Moreover, business
intelligence tools powered by ML help organizations extract actionable insights by delivering timely, relevant
data. At the same time, 6G further enhances this process through autonomous, intelligent operations that
optimize decision-making and performance [69].

In SL, models are trained using labeled data, where inputs are paired with known outputs. The learning
process involves estimating key parameters—such as coefficients—based on previously collected data and
their corresponding expected results. This approach is most effective when the joint distribution of input and
output variables is well understood and can be derived from domain-specific knowledge [70]. For instance,
in tasks like precipitation prediction, SL relies on historical input-output data to learn predictive patterns.
In wireless communication, particularly at PL, SL can optimize power allocation and manage interference
by temporarily adjusting transmission parameters. Beyond the PL, SL also finds applications in the network,
transport, and application layers. As 6G evolves, it is expected to significantly enhance and influence the
application of SL across these multiple layers. SL algorithms, such as Support Vector Machines (SVMs)
and K-Nearest Neighbors (KNNs), leverage historical and real-time network data for tasks such as traffic
classification and demand prediction. SVMs are effective at identifying congestion states, while KNNs predict
upcoming high-demand periods based on past patterns. Ensemble methods like Random Forests (RF) and
Gradient Boosting Machines (GBM) further enhance performance on high-dimensional datasets [71].

In USL, models work without labeled data and instead identify patterns or groupings within the
input data independently. In 6G networks, USL is trained on input samples without predefined output
labels, enabling tasks such as clustering, feature extraction, feature classification, distribution modeling,
and generating samples from specific distributions. This approach [72] is particularly beneficial in complex
scenarios, such as vehicular communications, where the limited coherence time at the PL demands faster,
more adaptive decision-making. With the broad deployment of 6G, these learning methods will play a key
role in higher-layer tasks such as node clustering, pairing, and efficient RA. USL techniques such as K-Means,
Hierarchical Clustering, and density-based spatial clustering of applications with noise are effective for
detecting anomalies and identifying underutilized resources in real-time traffic monitoring. These methods
uncover hidden patterns without labeled data.

Semi-supervised learning, by contrast, operates with a small portion of labeled data combined with a
larger set of unlabeled data. Unlike purely USL, this method leverages the limited labeled data to improve
model performance while still utilizing the vast unlabeled dataset. In high-frequency communication envi-
ronments, such as 6G, semi-supervised learning can enhance channel equalization and system monitoring
by optimizing performance metrics while reducing computational complexity. Ultimately, 6G technologies
are expected to make USL and semi-supervised learning more adaptive and intelligent across network layers.
Semi-supervised learning combines a limited set of labeled data with a larger unlabeled dataset, making it a
practical solution when annotated 6G data is limited [73].

RL involves an agent interacting with its environment to learn optimal actions based on the feedback or
rewards it receives. In the context of 6G networks, RL enables more intelligent and adaptive decision-making,
where agents collaborate with network nodes to fine-tune parameters and enhance the quality of service.
This learning method bridges SL and USL approaches, using prior knowledge to guide learning while aiming
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to maximize long-term rewards. RL is well-suited for tasks such as RA and performance optimization in
wireless systems, with the DRL architecture being applied to various network challenges.

The effectiveness of ML models depends significantly on the quality and volume of training data.
Batch learning algorithms, which are suitable for offline processing of large, labeled datasets, often face
limitations due to restricted data availability [74]. To overcome these challenges, advanced ML techniques,
including Quantum ML, emerge as key enablers for 6G by leveraging cognitive intelligence and Edge AI to
deliver high-accuracy, real-time solutions. Technology positions itself as a transformative element in future
communication networks [75]. RL supports DRA and spectrum management in 6G by enabling adaptive
decision-making. Q-Learning uses reward-based updates to optimize actions, such as bandwidth or power
control, while Deep Q-Networks (DQN) handle complex environments using Neural Networks (NNs).
MARL allows distributed optimization through cooperative or competitive interactions among network
agents, such as BS.

5.2 Deep Learning
DL, a subset of ML within AI, plays a crucial role in processing both SL and USL data. It enables systems

to automatically learn complex patterns and relationships between inputs and outputs across multiple
abstraction levels, reducing the need for manually designed features [76]. With the advancement of 6G
communication technologies, DL is expected to impact all areas of intelligent networking by enabling real-
time data collection and processing. It has already demonstrated effectiveness in applications such as network
AD, fault diagnosis, intrusion prevention, and network configuration optimization.

An Artificial Neural Network (ANN) is a data-processing model inspired by the structure and function
of the human brain, designed to learn patterns and perform tasks from observed data. Recognized as one of
the core deep learning algorithms, an ANN uses a network of interconnected nodes—similar to biological
neurons—that efficiently process large volumes of data. These networks consist of multiple layers, commonly
referred to as multi-layer perceptrons, where each layer contributes to feature extraction and learning.
Neurons in each layer apply activation functions to handle nonlinear transformations, and the design of
these connections plays a crucial role in the overall performance of the network. By leveraging cognitive
intelligence, ANNs can handle complex tasks. Through extensive training on large datasets, they generalize
well to new, unseen inputs [77].

A DNN is an advanced form of ANNs designed for tasks like classification and generalization. It mimics
the structure of the human brain, where multiple layers of interconnected neurons process and interpret
complex information [78]. Just as the brain can distinguish between different images, a DNN can be trained
to recognize patterns and classify inputs, such as images, speech, or handwritten characters. These networks
use input vectors—often in matrix form—fed into layers of neurons, including input and hidden layers,
enabling the model to learn intricate, nonlinear relationships. Due to this multilayered structure, DNNs are
well-suited for handling high-level cognitive tasks that simpler linear models cannot manage. In the context
of 6G, DNNs are expected to enhance communication systems by enabling faster processing and improved
decision-making through more advanced and adaptable network architectures.

Federated Learning (FL) is a distributed ML paradigm in which many policies or organizations jointly
train a shared model while keeping local data private, thereby ensuring confidentiality. In this approach, each
client trains a model locally on its own data and transmits only parameter updates to a central server, which
then combines them to improve the global model. In contrast to conventional centralized learning, FL trains
directly on local devices, which is especially advantageous in privacy-sensitive domains such as healthcare
and edge computing. As 6G emerges, FL is increasingly important for enabling intelligent, self-learning
networks that can make real-time decisions with minimal latency. By reducing the need to transfer large
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datasets, FL improves training efficiency and scalability while minimizing data exposure risks. This learning
technique is expected to support cognitive networking by combining insights from distributed data sources,
thereby enhancing performance in scenarios such as real-time decision support, symptom identification,
and network optimization [79]. As 6G evolves toward intelligent and autonomous communication systems,
integrating FL with other AI approaches, such as predictive inference and DL techniques, will further
enhance network performance. This integration enables the network to adapt, learn, and respond effectively
without relying on centralized data storage. However, deploying FL requires careful design to maintain data
integrity and security, especially when handling sensitive information.

Black-box algorithms, often associated with DL models, are advanced ML techniques in which the
model’s internal workings remain hidden from the user or researcher [80]. In these models, only the
outputs are observed, while the internal decision-making process remains opaque. This approach becomes
especially relevant in 6G networks, where high specificity and complex architectures demand sophisticated
prediction tools. Typically, black-box models are deployed on devices like smartphones and computers
to make automated decisions or predictions without a clear understanding of how those outcomes are
generated. These models are widely used in applications such as financial forecasting, fraud detection, and
large-scale data mining, where transparency in decision-making is often secondary to performance. A black-
box classifier is trained on a dataset and then used to make predictions on new data, relying entirely on the
patterns it has learned during training. As 6G networks integrate advanced AI, the capabilities of black-box
models will be significantly enhanced, allowing for more accurate and responsive systems. However, the
interpretability challenge remains a key concern.

5.3 Comparison of AI Techniques in Wireless Networks
The needs of 6G networks, as they evolve into more intelligent and adaptive platforms, require

integrating diverse AI techniques and ML methods to address the growing complexity, scale, and dynamism
of wireless communication environments. Although each learning model—namely, SL, USL, RL, and DL—
has specific advantages, it is essential to understand their relative strengths, weaknesses, and potential
applications in the context of 6G systems. The subsection provides an in-depth comparison of the most
common AI/ML schemes for 6G, with particular emphasis on the types of learning, key algorithms,
strengths, and potential limitations. This comparative view is helpful to researchers and system architects in
determining the most applicable techniques in any networking situation. A tabular analysis of the key AI
and ML methods applicable to 6G communication networks is presented in Table 4. It defines the learning
for each technique, provides representative algorithms, and summarizes their typical areas of application,
primary advantages, and limitations. This tabular presentation provides a comprehensive understanding of
the role of various AI approaches in creating intelligent, efficient, and autonomous 6G infrastructures.

Table 4: Comparison of AI techniques in wireless networks

Technique Learning type Key algorithms Application in 6G Key benefits Challenges

Supervised
learning [70] Supervised

SVM, KNN,
Random Forest,

Gradient Boosting
Machines (GBM)

Traffic
classification,

congestion
detection, demand

prediction, and
interference control

High accuracy,
efficient with
labeled data,

supports regres-
sion/classification

Needs large labeled
datasets

(Continued)
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Table 4 (continued)

Technique Learning type Key algorithms Application in 6G Key benefits Challenges

Unsupervised
learning [72] Unsupervised

K-Means,
Hierarchical
Clustering,
DBSCAN

Anomaly detection,
clustering, feature

extraction, and
resource allocation

Identifies hidden
patterns in

unlabeled data,
suitable for
unknown

environments

Difficult to evaluate
and interpret

results

Semi-supervised
Learning [73] Hybrid

Self-Training, Label
Propagation,
Co-training

Channel
estimation, system
monitoring with

limited labeled data

Leverages minimal
labeled data with
large unlabeled

data for improved
performance

Complex
implementation
and sensitivity to

label quality

Reinforcement
learning [74] Reinforcement

Q-Learning, Deep
Q-Networks

(DQN),
Multi-Agent RL

(MARL)

Resource
allocation,
spectrum

management,
network

optimization

Enables adaptive,
reward-based

learning; suitable
for dynamic

environments

Requires long
training,

exploration-
exploitation

balance

Quantum machine
learning [75]

Advanced
Reinforcement

Quantum SVM,
Quantum Neural
Networks (QNN),

Quantum RL

High-accuracy
real-time

processing, edge
intelligence

Potential for
ultra-fast

computation and
reduced energy
consumption

Immature
technology,
hardware

dependency

Deep Learning
(DL) [76]

Supervised
/Unsupervised

CNN, RNN, LSTM,
Transformers

Fault detection,
anomaly detection,

intrusion
prevention, and

network
optimization

Learns from large,
unstructured data;
handles complex

tasks automatically

High
computational and

energy demands

Artificial Neural
Network

(ANN) [77]

Supervised
/Unsupervised

Multi-layer
Perceptron (MLP),
Feedforward NN

Pattern
recognition, fault

detection,
classification

Learning nonlinear
relationships can
generalize well to

unseen data

Needs large
training sets and
hyperparameter

tuning

Deep Neural
Network

(DNN) [78]

Supervised
/Unsupervised

Deep MLP, Deep
CNN, Deep RNN

Image/speech
recognition,

complex
decision-making

Handles
high-dimensional
data and cognitive

tasks effectively

Low
interpretability,
high resource

demand

Federated Learning
(FL) [79] Decentralized FedAvg, FedProx,

Scaffold

Edge computing,
privacy-preserving

collaborative
training

Enhances privacy,
reduces

communication
cost, and supports
decentralized AI

Synchronization
issues,

heterogeneous data
handling

Black-Box
Models [79]

Any (mostly
DL)

AutoML, Neural
Architecture
Search, Deep

Ensembles

Autonomous
prediction, fraud

detection,
behavioral analysis

High predictive
accuracy, used in

real-world
applications

Lacks transparency
and interpretability

6 Artificial Intelligence for Spectrum Sensing in 6G Multiple Access
Due to the growing need for enhanced spectral and EE at the MAC layer, researchers are increasingly

focusing on SS methods that enable more effective channel access. These techniques play a pivotal role
in MA performance. Recent developments demonstrate that incorporating artificial AI approaches—such
as DL, RL, and SL—has notably boosted both spectral and EE in areas like SS, sharing, and interference
control. Furthermore, integrating AI with advanced technologies like THz communication and RIS offers
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promising potential for DSM and efficient MA in future 6G systems. The 6G network innovation is based
on leading technological enablers, comprehensively represented in Fig. 9, which highlights the transition to
the ultra-reliable, intelligent, and high-capacity communication paradigm. This vision is achieved through a
strategic combination of core technologies: THz Communication, which offers access to massive unlicensed
bandwidth (0.1 to 10 THz), and geo-directional pencil-beamforming, which overcomes substantial path loss
to realize Tbps peak data rates for applications such as holographic communication. RISs are software-
controllable arrays of reflectors that are essential for dynamically adjusting phase shifts to overcome signal
blockage, inhibit interference, and achieve large passive beamforming gains to improve coverage and reduce
energy consumption. AI/ML is the fundamental intelligence layer that uses DRL to coordinate resources in
real time to optimize functions such as dynamic spectrum sharing and adaptive beam alignment. Moreover,
Blockchain provides a decentralized security layer and trust needed to control transactions within complex
heterogeneous networks, including securing FL model updates and transparent spectrum sharing. Lastly,
Quantum Technologies provides solutions to future security requirements in Quantum Cryptography/Key
Distribution and high-precision network state awareness in Quantum Sensing. Together, all of these enablers
provide the technical levers required for 6G to deliver unmatched performance across reliability, intelligence,
and throughput indicators: capacity (THz), channel control (RIS), automation (AI), trust (Blockchain), and
security (Quantum).

6G

6G foundations for smart 
cities

Blockchain
AR & VRTHz 

communication

UAV

Optical 
wireless

Seamless 
connectivity

AI

Mobile edge 
computing

Quantum 
communication

IRS & Massive
MIMO

Figure 9: Pillars of 6G innovation

6.1 AI-Driven Spectrum Monitoring Techniques
Accurate SS is fundamental for enabling efficient spectrum sharing and minimizing multi-user interfer-

ence in wireless communication. It underpins dynamic channel access and high-performance MA protocols,
but it poses challenges due to its sensitivity to the sensing period. Longer sensing durations, while improving
accuracy, can reduce transmission time and increase energy consumption, thereby lowering SE. To address
these issues, AI-driven SS and DSM have garnered attention, particularly in CR networks, to improve
spectrum utilization.

Recent studies have applied various AI techniques—such as SL, USL, DL, RL, and Q-learning (QL)—
to enhance SE in 6G networks. For instance, SL and USL methods, such as SVMs, K-means clustering,
and Gaussian mixture models, are used for cooperative SS [80]. DL methods, including KNN and LSTM-
based models, are leveraged for spectrum monitoring, modulation detection, and feature extraction in CR
networks. Moreover, multi-agent DRL is utilized for RA in device-to-device communications, enabling
efficient decision-making without direct signal exchange.
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AI techniques also show promise in THz and RIS-based spectrum management, addressing the
complexity of RA and intelligent automation in new frequency bands [81]. SVM-based SL is further applied
to cooperative SS in NOMA systems, achieving greater SE than traditional OMA by allowing multiple users
to share the same time-frequency resources. Despite these advancements, challenges persist in classifier
accuracy and managing interference as network density increases. Fig. 10 depicts an AI-enabled cooperative
SS system that leverages parallel processing and data fusion to enhance spectrum awareness and utilization.
The system’s input includes RF signals, which are synchronously acquired by various heterogeneous sensing
devices (Gadgets 1–5). These signals are usually in time-series I/Q data or transformed spectrogram feature
matrices, formatted and divided into two parallel streams (Stream A and Stream B). The system is based on a
typical DNN architecture for feature extraction and classification, running them completely in each stream.
All of the DNN Inference Engines run the trained model on their respective input data to produce “Sensing
results,” which are usually soft (e.g., probability vectors indicating the presence or absence of the primary
user) or intermediate feature vectors. The last one is the Sensor Data Integration module, which performs
decision (or possibly feature-level) fusion of the parallel results. This procedure goes beyond basic voting by
frequently using advanced algorithms, such as Weighted Majority Voting, the Dempster-Shafer theory, or
a Fusion DNN, to combine sensing outcomes that are occasionally contradictory or complementary. This
smart combination is essential for achieving a credible sense of decision (e.g., channel occupancy status
or primary user identification). It will enhance the reliability and robustness of spectrum awareness by
alleviating the impact of local fading and noise at individual sensors.

6.2 Intelligent Spectrum Access
Efficient spectrum management is crucial for 6G networks, which must support ultra-high data

rates, low latency, and massive device connectivity across a broad frequency spectrum, including mm-
wave and THz bands. Unlike previous generations, 6G demands intelligent and adaptive strategies for
spectrum allocation and interference control. AI plays a pivotal role in achieving this by enabling real-time
analysis, predictive modeling, and dynamic decision-making. AI-powered techniques significantly enhance
SS accuracy while reducing reliance on prior knowledge, making intelligent spectrum access a promising
approach to improving SE. This is achieved by minimizing interference and enabling flexible spectrum
sharing across time, frequency, and spatial domains [82].

Current research in intelligent spectrum access focuses on three main areas: spectrum sharing between
primary and secondary users in CR networks, sharing across licensed and unlicensed bands (such as
Wi-Fi and cellular networks), and sharing between active and passive users. Various AI models—such
as Convolutional Neural Networks (CNN), K-means, Gaussian Mixture Models, and KNN—have been
employed in CR networks to enhance resource optimization and classification performance [83]. Multi-
task learning approaches using real-world datasets have demonstrated notable performance gains. A typical
AI-assisted framework involves training DL models offline with historical RF data and applying them for
real-time predictions. When concept drift is detected, the models are fine-tuned or retrained online. While
DL delivers strong classification accuracy, it often entails high computational costs. Alternatively, SVM-based
methods employing user grouping can effectively reduce overhead and improve detection accuracy.
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Figure 10: AI-empowered spectrum sensing using DNNs

RL techniques have also shown promise in optimizing coexistence strategies. Q-learning, for instance,
is used to adjust LTE subframe allocation in carrier-sensing adaptive transmission and select carriers in
LTE license-assisted access systems for improved coexistence with Wi-Fi [84]. RL approaches are further
applied to strengthen fairness and alleviate congestion in scenarios involving spectrum sharing between
active and passive users. Collectively, these AI-driven methods lay the groundwork for intelligent and
efficient spectrum access in 6G networks. Fig. 9 shows an AI-enabled spectrum management infrastructure
for 6G-enabled MIoT, implemented using a DRL with an actor-critic architecture. The system interacts with
the environment by observing its states, choosing actions, receiving rewards, and using those experiences
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to update the actor and critic networks through a replay buffer. Fig. 11 presents an AI-enabled spectrum
management infrastructure for 6G-enabled MIoT that leverages a sophisticated DRL framework based on the
Actor-Critic architecture. This architecture models the spectrum allocation problem as a Markov Decision
Process, with the network acting as the agent. The DRL agent interacts directly with the MIoT environment,
characterized by a large number of devices and complex interference dynamics. The state vector observed
by the agent at time encapsulates critical spectrum awareness information, such as the instantaneous CSI,
primary user activity, current interference levels, and the QoS requirements of active MIoT devices. Based on
this state, the Actor network (policy network) generates a probability distribution over the available action
space. The actions typically involve resource orchestration decisions, such as dynamic channel assignment,
power control, transmission scheduling, or adaptive beamforming vector selection for a specific set of MIoT
devices. The Reward function quantifies the effectiveness of the chosen action. This reward is engineered
to be a composite metric, often maximizing SE or network throughput while simultaneously penalizing
interference and QoS violation penalties. This signal guides the learning process. The system utilizes an
experience replay buffer to store transitions, which are then sampled asynchronously to update the Actor
network (aimed at optimizing the policy) and the Critic network (aimed at estimating the value function).
This off-policy learning approach enhances data efficiency and stabilizes training, ultimately enabling the
DRL agent to converge on an optimal spectrum management policy that dynamically allocates resources to
support ultra-dense, low-power connectivity demands in 6G MIoT.
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Figure 11: AI-driven spectrum management in 6G massive IoT using a DRL actor–critic framework

6.3 Interference Management
Spectrum interference, also known as spectrum overlap, significantly affects sensing performance,

necessitating the effective Management of Spectrum Interference (SIM) within sensing pipelines to optimize
spectrum usage. Interference can arise from in-band or out-of-band emissions, producing transient bursts
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from impulse-like waveforms or narrowband/wideband interference, which may distort gain or frequency
response, obscure received signals, or cause subtle alterations near the noise threshold. SIM strategies use
time-, frequency-, or spatial-domain filtering to mitigate such effects. Recent research has explored DL and
RL methods for SIM. DL approaches utilize techniques such as CNNs, ANNs, LSTMs, and other models for
spectrum monitoring, signal representation, modulation classification, interference identification, and even
SIC [85].

DL techniques, such as CNNs and LSTM networks, have been explored for various SS tasks, including
spectrum monitoring, modulation classification, and signal detection in non-orthogonal systems, through
advanced interference cancellation methods [86]. A typical intelligent SIM method, as illustrated in Fig. 10,
leverages DL algorithms to predict the number of devices from overlapped In-phase/Quadrature data and
classify them, accordingly, thereby improving medium access efficiency; similar approaches have been
extended to RIS-assisted communications [87]. RL techniques, on the other hand, adapt to dynamic
environments by selecting frequency subbands based on current and past observations [88]. These methods,
including those employing double thresholds and weighted energy detection, have demonstrated improved
SIM compared to traditional cooperative SS and energy detection approaches. The spectrum interference
management system presented in Fig. 12 is a proactive system for spectrum utilization, built on a physical-
layer analysis of signal sources, such as Device 1 and Device 2. The system’s input depends on the uncoded
In-phase and Quadrature baseband sequences, which are important because they preserve the distinctive
RF fingerprints of a device’s hardware and modulation scheme. A Learning Algorithm (e.g., a CNN or
RNN) then processes this raw data to achieve two critical tasks: accurately classifying signals to detect
the source and type of modulation, and detecting and predicting interference. This leads to an Inference
Engine that not only identifies instantaneous spectrum collisions but also predicts future cases of interference
based on the patterns learned. The system allows instant collision management by enabling signal-level
analysis at high speed and granularity, so that intelligent mitigation of the situation, like dynamic power
control or frequency hopping, can be taken to ensure that there is a minimum separation of spectrum,
and substantially enhances the likelihood of communication links remaining operational in the face of
unexpected interference compared to conventional reactive mechanisms.

6.4 Intelligent Spectrum Utilization
Low-frequency bands will remain essential for providing wide-area coverage, primarily because of

their favorable propagation characteristics, especially in NLOS environments, compared to higher-frequency
bands. In the coming years, significant portions of the new spectrum are expected to be allocated to support
5G and its future iterations. This expansion is anticipated to nearly exhaust the available sub-6 GHz spectrum.
Consequently, by the time 6G networks emerge, more innovative and flexible spectrum utilization strategies
will be required—even within licensed bands—to enhance localized access and enable seamless coexistence
among diverse users.

Telecommunication operators may be compelled to engage in spectrum sharing, both among them-
selves and with private or enterprise networks. Furthermore, within the infrastructure of a single operator,
various generations of mobile technologies will likely coexist and share spectrum resources. The evolution
of radio technologies supporting multi-band operations, along with the integration of intelligent methods
such as DRL, can drive efficient, autonomous spectrum-sharing solutions. As advanced beamforming and
network densification gain traction, spectrum usage is becoming increasingly localized, enabling greater
reuse and promoting effective coexistence within CR and spectrum-sharing frameworks [89].
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Figure 12: AI-enabled spectrum management for interference detection and collision mitigation

6.5 Harnessing Emerging Spectrum Bands
To meet the growing demand for higher data rates and capacity, mobile networks are shifting toward

higher-frequency bands. 5G already utilizes 3–6 GHz and 24–50 GHz, with future extensions up to 114
GHz [90]. These high-bandwidth designs enable advanced PL designs but face challenges such as limited
propagation, high absorption, and high hardware costs. Solutions include massive antenna arrays and
narrow-beam technologies to enhance signal reach and power, though urban reflections can support
NLOS coverage [91]. 6G is expected to explore sub-THz bands (114–300 GHz) for backhaul, short-range
communications, and edge data center connectivity. Advances in mmWave tech—like RFICs, on-chip
antennas, hybrid beamforming, and AI-driven waveform designs—will support this shift [92]. Meanwhile,
the improved and lower-cost massive MIMO will expand the use of mmWave and sub-6 GHz (cmWave). As
6G evolves, current high bands may be reclassified as mid bands, while sub-GHz frequencies will remain key
for wide-area coverage. Due to the limited availability of low-band spectrum, dynamic AI-based spectrum
access across time, frequency, and space will become increasingly essential. VLC may serve niche roles, but
is unlikely to replace radio technologies.

6.6 Intelligent Traffic Control in 6G Wireless Networks
AI is essential for efficient traffic management in 6G networks, which must support diverse and data-

intensive applications such as AR, IoT, and autonomous systems. By leveraging ML, DL, and RL techniques,
AI enables predictive traffic analysis, dynamic load balancing, and real-time QoS optimization. Models such
as LSTM and Recurrent Neural Networks (RNNs) forecast traffic demand by analyzing historical and real-
time data, enabling proactive RA in high-demand areas [93]. RL algorithms, including Q-learning and DQN,
adaptively balance network loads and reroute traffic to prevent congestion [94]. AI also supports proactive
congestion control through models such as SVM and decision trees, which detect early signs of strain and
apply corrective actions [95]. DL and RL methods further enable traffic classification and prioritization based
on application needs, optimizing key QoS metrics such as latency and packet loss.
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In dense environments, multi-agent RL allows distributed coordination among BSs and edge nodes
for decentralized load balancing [96]. AI-driven traffic offloading strategies analyze user behavior and
network load to offload non-critical data to nearby edge resources, reducing latency and improving efficiency.
Additionally, energy-aware traffic management powered by NNs and GA helps minimize power consump-
tion during low-traffic periods [97]. In Open RAN-based 6G systems, integrated frameworks using LSTM,
heuristic flow control, and multi-agent DRL enable intelligent, layered traffic control, supported by real-time
and non-real-time radio intelligent controllers for closed-loop adaptation [98]. Overall, AI enhances traffic
prediction, congestion control, and resource efficiency, making it a foundational tool for sustaining high QoS
in dynamic 6G environments.

Table 5 provides a comprehensive overview of the role of AI in enhancing SS and managing 6G MA
systems. It defines essential AI technologies, with DL, RL, and SL among the most advanced, applied
to enhance spectrum monitoring, dynamic access, interference control, and traffic management. Each
application offers specific benefits, including enhanced SE, real-time decision-making, reduced latency,
and improved QoS. However, some issues that need to be addressed include computational complexity,
interference in densely populated networks, and the need for adaptive learning. The table relates these AI
solutions to the provisions of 6G technologies, such as CR, RIS, THz bands, and Open RAN. It establishes
deployment scenarios that can vary, including urban IoT clusters, AV networks, smart factories, and dynamic
spectrum-sharing environments. The relevance is demonstrated through practical use cases, such as LTE-
Wi-Fi coexistence, cooperative SS, AR/VR traffic control, and RIS-assisted communication. In general, the
table suggests that AI could serve as the basis for the intelligent, adaptive, and efficient use of spectrum in
6G networks.

Table 5: AI-based spectrum management techniques in 6G networks

Reference Focus area AI techniques Key benefits Challenges
/Considerations

6G technologies
involved

Deployment
scenarios

Example use
cases

[81]
Accurate detection
and sensing of the

spectrum

SL (SVM,
K-means), DL
(LSTM, KNN),
RL, Q-learning

Enhanced
spectrum
awareness,
real-time

sensing, and
interference

detection

Accuracy vs.
sensing time

trade-off;
interference in

dense CR
networks

Cognitive Radio,
RIS, D2D

Dynamic/shared
spectrum

environments

Cooperative
sensing in CRN,

real-time
spectrum

visualization

[84] Dynamic, adaptive
spectrum allocation

CNN, KNN,
SVM, Multitask

Learning, RL
(Q-learning)

Lower latency,
flexible access,
spectrum reuse

High training
costs; model

adaptability to
changing

spectrum laws

mmWave, THz,
CR, Multi-access

Licensed/unlicensed
spectrum sharing

LTE-WiFi
coexistence,

adaptive V2X
spectrum access

[86]

Spectrum
interference

prediction and
cancellation

DL (CNN,
LSTM, ANN), RL

Improved MA
performance,

accurate device
detection, and
SIC capability

Non-orthogonal
interference
complexity;

signal distortion

NOMA, RIS,
DL-assisted

sensing

Dense urban,
mission-critical
IoT networks

Smart factories,
IoT hubs,
RIS-aided

communications

[90] Efficient utilization of
available spectrum

DRL, Cognitive
Radio Learning

Frameworks

Enhanced
spectrum reuse,
cross-network
collaboration

Exhaustion of
sub-6 GHz;
multi-gen

coexistence

Cognitive Radio,
Network Slicing

Heterogeneous
and multi-band

networks

Inter-operator
spectrum

sharing, localized
access in dense

areas

[92]
Use of mmWave,

sub-THz, and
high-frequency bands

AI-optimized
waveform design,

RFIC, and
beamforming

High capacity,
directional

transmission,
NLOS support

Limited range,
hardware cost,
and complexity
of deployment

mmWave, THz,
MIMO, On-chip

Antennas

Edge/backhaul
links, dense
urban cores

Smart campus,
indoor mmWave
streaming, data
center backhaul

(Continued)
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Table 5 (continued)

Reference Focus area AI techniques Key benefits Challenges
/Considerations

6G technologies
involved

Deployment
scenarios

Example use
cases

[93]
Traffic prediction,

load balancing, and
congestion control

ML (SVM,
Decision Trees),

DL (LSTM,
RNN), RL

(Q-learning,
DQN), MADRL

QoS
optimization,

reduced latency,
energy-efficient

offloading

Edge-device
coordination,

maintaining low
delay

Open RAN, Edge
AI, LEO Satellite

Backhaul

AR/VR, smart
cities, vehicular

networks

Real-time traffic
rerouting, video

offloading,
energy-aware IoT

6.7 Practical Scenarios and Comparative Analysis
As 6G gains momentum, it is ushering in a new era of hyper-connected, intelligent systems that

span multiple fields. The power of 6G is transforming technologies like UAVs, autonomous transportation,
data science applications, and smart robotics. All of these spheres are characterized by the high potential
of AI and seamless 6G integration, which entails more intelligent decision-making, real-time responses,
and independent operation. Nevertheless, although 6G introduces impressive new improvements, every
industry is also associated with technical and operational challenges. To capture the disparities between
them, the subsequent comparison aims to highlight the major technological underpinnings, performance
enhancements, and persistent challenges of these 6G-powered solutions, and to identify how they can
influence the development of future-oriented digital infrastructure.

6.7.1 Unmanned Aerial Vehicles in the 6G Era
UAVs, including drones, balloons, and other aerial platforms, can operate autonomously or remotely for

diverse applications such as military operations, surveillance, search and rescue, and disaster management.
With the advent of 6G and AI, these UAVs are evolving into intelligent systems capable of detecting events
such as fires, traffic incidents, and security breaches in real time. This capability enables enhanced support
for public safety operations, including law enforcement and emergency response. Advanced UAVs, equipped
with Drone-to-Drone and Drone-to-Infrastructure communication interfaces, will leverage 6G to enable
high-speed, low-latency data sharing and collaboration. For instance, swarm drones may be deployed in
coordinated military operations or for border surveillance, utilizing ultra-high-definition video streaming.
6G’s non-cellular and AI-driven architecture will ensure seamless mobility, even as UAVs transition between
coverage zones.

Cloud-based intelligence will further empower drones with autonomous decision-making capabil-
ities. Classification of drones based on altitude and purpose—such as high-altitude and low-altitude
platforms—will benefit from the robust communication capabilities of 6G, enabling wide-area connectivity
and persistent coverage. The convergence of 6G with UAV systems also promises to enhance existing
technologies, such as closed-circuit television, by improving data interpretation and response accuracy. As
drone technology becomes more affordable and compact, its applications will expand into commercial areas,
including aerial photography, delivery, and real-time monitoring. Ultimately, UAVs, supported by 6G, are
set to become essential components of next-generation wireless networks and intelligent infrastructure [99].

6.7.2 6G-Enabled Autonomous Transportation
The development of autonomous and connected automated vehicles is being significantly influenced by

the advancement of 6G communication technologies. Today, the era is witnessing the increasing deployment
of self-driving cars, which are set to enhance fuel efficiency, optimize routes, and improve operational
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performance. These intelligent vehicles, supported by 6G, will offer real-time services and economic benefits
by leveraging AI and computer vision algorithms to ensure seamless connectivity and decision-making [100].
The future of these vehicles depends heavily on AI-driven DSA and on computational efficiency enabled
by 6G technology. Enhanced NNs will allow vehicles to interact and share data, resulting in safer, smarter
mobility. AVs are designed to operate without human input, relying on a suite of onboard sensors, including
radar, sonar, global positioning systems, and inertial measurement units. These systems enable the vehicle
to perceive its surroundings and navigate safely through advanced control algorithms. The primary goal of
AV development is to enhance safety, as human error is responsible for the majority of road accidents. At the
same time, only a small percentage are caused by mechanical failures or poor road conditions.

Connected AVs, on the other hand, not only operate independently but also communicate with other
vehicles and the surrounding infrastructure. They use technologies such as Vehicle-to-Vehicle and Vehicle-
to-Infrastructure communication to detect environmental features, such as intersections and road curves.
Modern connected AV systems employ radar, cameras, and light detection and ranging sensors to detect
nearby vehicles, traffic signals, and pedestrians. These inputs are processed by a central computer that
controls vehicle dynamics, such as steering, braking, and acceleration [101]. The convergence of these
technologies enables improved safety, increased travel time efficiency, and an overall enhanced driving
experience. A cloud-based system further enhances the capabilities of connected AVs by learning from past
events and adapting their behavior accordingly. With the aid of ANNs, ML, and DL, vehicles are becoming
increasingly autonomous and intelligent. The integration of 6G in vehicle communication infrastructure
is expected to transform the entire automotive ecosystem—from vehicle production to user experience,
enabling a future of fully connected, efficient, and intelligent transportation.

6.7.3 The Role of Data Science in 6G Networks
Data science is a fundamental component of AI, enabling the extraction of meaningful insights from

data and the prediction of future trends. With the advanced connectivity and low latency of 6G, AI-driven
end-to-end optimization across the entire data science lifecycle becomes feasible. Descriptive data analysis
involves summarizing and presenting past data to understand and communicate what has occurred, offering
accessible insights without making future predictions. Diagnostic analysis digs deeper by exploring the
origins of data and uncovering patterns through techniques such as data mining, correlation analysis, and
drill-down methods to determine the causes of observed trends. Prospective data analysis aims to bridge
historical and real-time data by leveraging AI within 6G networks to anticipate future conditions and support
timely, informed decisions. It helps organizations extract critical insights in real-time and build accurate
forecasting models. Predictive analysis, in particular, leverages historical and current data through AI and
ML to forecast outcomes with high accuracy [102]. These methods support informed decision-making across
industries by projecting behaviors and trends on timescales ranging from milliseconds to years. The data-
centric architecture of 6G networks will enhance data availability, support predictive modeling, and drive
cost-efficient, intelligent business models.

6.7.4 Artificial Robots Empowered by 6G Communication
The integration of 6G and AI is expected to transform robotics by enabling faster, smarter, and more

responsive systems. With powerful edge computing, Ultra-Reliable Low-Latency Communication (URLLC),
and support for high-density devices, 6G networks will be able to handle the real-time processing demands
of intelligent robots across various domains. Emerging technologies such as edge AI and quantum ML will
further enhance robot autonomy and efficiency in embedded systems [103]. As research progresses, 6G is set
to become the backbone of future robotic automation.
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Robots with Emotional Intelligence aim to replicate human-like interactions by learning from complex
data using DNNs. Socially interactive robots will rely on lightweight, user-friendly designs and AI-driven
interfaces to serve as caregivers, assistants, and companions. For realistic human–robot interaction, these
systems must be programmed with intuitive behaviors and socially adaptive responses. Industrial Robots
will significantly benefit from interconnected AI-driven networks that allow autonomous operation without
human intervention. Using ML, sensor data, and predictive analytics, robots will improve reliability, safety,
and maintenance planning in manufacturing environments. These systems can adapt in real-time, optimizing
performance and minimizing downtime. As automation advances, robots are expected to play key roles
in sectors such as logistics and healthcare. The latter is projected to reach a global market value of $1.7
trillion by 2025, while logistics is expected to exceed $1.2 trillion driven by growth in e-commerce and
retail. Robots in Healthcare will leverage 6G-powered systems, such as the Internet of Intelligent Medical
Things, to enable remote surgeries, intelligent mobile clinics, and wearable health monitoring devices [104].
AI will assist medical professionals in analyzing massive datasets to improve diagnosis, treatment plans,
and patient outcomes. From robotic surgery to diagnostic systems, healthcare robots will enhance service
delivery through ML and real-time analytics.

Robots in Smart Cities will support urban automation by monitoring logistics, enhancing public safety,
and managing city infrastructure through real-time data and AI. Industry 4.0 is driving the transition from
physical to digital industries, where mobile devices, machines, and robots are interconnected via 6G [105].
Robotics in smart cities will address challenges such as disaster response, food distribution, environmental
monitoring, and security, while enabling the creation of new job roles within digital ecosystems. Automated
guided vehicles will become part of the robotic framework in urban logistics. Despite high initial costs, AI-
powered robots are projected to become more affordable and capable, reducing error rates and enhancing
task precision. In summary, 6G will serve as a critical enabler of robotic intelligence across industries,
pushing economies toward full automation. Robots will increasingly take on tasks traditionally performed
by humans—efficiently, accurately, and with greater autonomy—addressing global challenges in healthcare,
industry, urban management, and beyond.

6.8 Comparison of Key 6G-Driven Technologies
Table 6 presents a comparative study of the main areas enhanced by 6G technologies, including UAVs,

AVs, and artificial intelligence. The three regions are evaluated based on their technological foundation,
performance, and ongoing challenges. With 6G non-cellular communications and real-time data sharing,
UAVs play a crucial role in security, surveillance, and disaster response; however, they also pose challenges
related to air traffic control and energy efficiency. AVs and connected AVs can utilize URLLC to make driving
safer and more efficient; however, issues related to infrastructure requirements and data privacy persist. In
data science, 6G enables fast and smart analytics, including both descriptive and predictive modeling. This
elevates decision-making and business intelligence while addressing challenges related to data availability
and complexity. Finally, 6G-reliant robotics, including emotional, industrial, healthcare, and smart city
robots, offer features such as real-time collaboration and self-governing operation but face unacceptably
high pricing and integration issues. All these areas emphasize the extent to which 6G and AI are radically
transforming digital infrastructure across various sectors.
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Table 6: 6G-enhanced technologies and their performance across domains

Domain Key technologies Primary
applications

Performance
benefits Challenges 6G features

leveraged

UAVs with 6G [99]

Drone-to-Drone,
UHD Streaming,

AI, Smart Sensing,
Cloud AI

Military,
Surveillance,

Disaster Response,
Crowd Control

Real-time event
detection,

autonomous
operations,
wide-area

connectivity, and
intelligent

coordination

Seamless
mobility,

regulatory and
safety

concerns, and
real-time data

processing

High bandwidth,
non-cellular

support, ultra-low
latency

Autonomous
Vehicles [100]

Onboard Sensors,
Neural Networks,
AI Vision, Cloud

Computing

Self-driving cars,
route optimization,
and smart mobility

Enhanced safety,
fuel efficiency,

reduced human
error, and
intelligent

decision-making

Sensor fusion,
environment

perception, and
traffic

coordination

URLLC, edge
computing,
AI-enabled

dynamic spectrum
access

Connected
Vehicles [101]

V2V, V2I,
Centralized AI,
Radar, LDRS,

Cameras

Traffic
management,

collision avoidance,
and environmental

sensing

Real-time vehicle
communication,
improved safety,

enhanced driving
experience

Data
processing

speed, network
reliability, and

integration
complexity

Ultra-reliable
cloud-based
networking,

adaptive
intelligence

Data Science in
6G [102]

Descriptive,
Diagnostic,

Predictive, and
Prospective

Analysis, ML, AI

Business
intelligence,

real-time
forecasting,

analytics

Accurate
predictions, faster
insights, and cost

efficiency

Handling big
data, model

optimization,
and real-time

integration

High connectivity,
AI optimization,
and latency-free

computation

Robots with
6G [103]

Edge AI, Quantum
ML, Deep

Learning, Sensor
Fusion

Industry
automation, smart
cities, healthcare,

logistics

Autonomous
decision-making,
higher accuracy,
efficient resource

use

High upfront
costs,

programming
complexity,
privacy, and

ethical
concerns

High device
density, massive

MIMO, real-time
intelligence

Robots with
EI [104]

Emotional
Intelligence,

Human-Robot
Interaction
Algorithms

Companionship,
caregiving, and

social robots

Intuitive
interactions,

natural
communication,

and user-centered
design

Social
acceptance,

training
complexity,
interaction

realism

AI-assisted natural
interfaces, URLLC,

and cognitive
adaptation

Industrial
Robots [104]

Smart Sensors, ML
Predictive

Maintenance, AI
Analytics

Manufacturing,
predictive

maintenance,
process

optimization

Downtime
reduction, energy

savings, and
autonomous

operation

Sensor
calibration,
industrial

integration,
and

cyber-physical
system

management

AI-driven
automation,

scalable
communication

networks

Healthcare
Robots [105]

IIoMT, Remote
Surgery, Mobile

Clinics, Wearables,
AI Diagnostics

Remote treatment,
diagnostics, and

patient monitoring

Increased access to
care, improved
diagnosis, and

emergency
response

Device
coordination,

latency
sensitivity, and
medical data

security

URLLC, edge AI,
data-intensive

communication

(Continued)
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Table 6 (continued)

Domain Key technologies Primary
applications

Performance
benefits Challenges 6G features

leveraged

Smart City
Robots [105]

AGVs, Disaster
Response AI,
Environment
Monitoring

Urban automation,
logistics, food

distribution, and
public safety

Efficient
infrastructure
management,

real-time
environmental

response

High setup
cost, system
integration,

and AI model
adaptability

Flexible
networking,

real-time sensing,
and autonomous

coordination

7 AI-Driven Protocol Design for 6G Multiple Access
The development of 6G networks will involve large-scale, multi-layered, and highly dynamic architec-

tures that must handle massive data, ensure seamless connectivity, and meet diverse QoS requirements across
a vast number of devices. To address these challenges, AI techniques—known for their advanced analysis,
learning, optimization, and decision-making capabilities—can be integrated into 6G to enable intelligent
performance optimization, knowledge discovery, and adaptive control. A proposed AI-enabled architecture
for 6G comprises four layers: intelligent sensing, data mining and analytics, intelligent control, and smart
applications. This bottom-up structure bridges the physical and social worlds, aligning physical devices and
environments with human needs and behaviors.

Fig. 13 presents a four-layer intelligent 6G network architecture developed using AI, providing a unified
structure for autonomous operation and service provisioning. It starts at the Sensing Layer, which collects
heterogeneous environmental and network-state data, including traffic matrices, CSI, QoS demands, and
smart-environment data (e.g., smart-city sensor readings and industrial telemetry). This multimodal stream
of data is sent to the Analytics Layer, where advanced, precise ML models, such as DNNs and FL schemes,
are used to perform complex inference and training to derive actionable intelligence and forecast network
behavior. The resulting intelligence is then fed into the Control Layer, which contains the inner optimization
and resource-coordination algorithms, often running on DRL agents. The DRL gents use the analyzed
insights to make real-time decisions in managing critical network operations, including setting up dynamic
resources, effectively scheduling tasks within the cloud and MEC, and adaptively distributing power. Lastly,
the Application Layer leverages the network’s optimized state to deliver high-reliability, low-latency services.
This effectively supports service provisioning across a wide variety of vertical applications, thereby justifying
the network’s overall functionality and scalability.

7.1 AI-Driven Sensing Layer
In 6G networks, sensing and detection form the foundational layer of operations. These networks are

designed to intelligently gather data from the physical world through a wide array of devices, including
sensors, cameras, drones, vehicles, smartphones, and even human participation. With the integration of
AI, the sensing process can efficiently handle vast amounts of dynamic, heterogeneous, and scalable data.
This includes key tasks such as monitoring environmental parameters, identifying RF usage, detecting
interference or intrusions, and performing SS.
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Figure 13: AI-enabled architecture of intelligent 6G networks

To support URLLC, hallmarks of 6G—high accuracy, robustness, and real-time responsiveness in
sensing—are essential. However, the dynamic nature of 6G networks introduces spectrum uncertainty,
making reliable and accurate sensing particularly difficult. AI techniques offer practical solutions to these
challenges. For instance, fuzzy SVMs and non-parallel hyperplane SVMs are known for their robustness
in uncertain environments. CNNs can enhance sensing accuracy with relatively low computational cost,
while combining K-means clustering with SVMs enables real-time sensing using low-dimensional training
samples. Additionally, Bayesian learning techniques help integrate heterogeneous data into large-scale sens-
ing scenarios. One critical example is SS, a vital method for improving spectrum utilization and mitigating
spectrum scarcity. In expansive 6G environments, where numerous devices simultaneously attempt to
sense the spectrum, this becomes a high-dimensional challenge. AI-based methods can analyze spectral
characteristics and generate adaptive training models that reflect current usage patterns. Specifically, models
such as SVMs and DNNs classify each input vector (representing spectral data) into predefined categories.

7.2 Intelligent Data Processing Layer
In 6G networks, vast volumes of heterogeneous and high-dimensional data are generated by numerous

connected devices. Efficiently processing and analyzing this data is critical for extracting meaningful insights
and enabling intelligent network behavior. This layer focuses on transforming raw data into valuable
knowledge through AI-based data mining and analytics techniques. To address the challenges of data storage,



1618 Comput Model Eng Sci. 2025;145(2)

transmission, and complexity, dimensionality reduction methods such as Principal Component Analysis
(PCA) and isometric mapping are employed. These techniques compress high-dimensional data—such
as traffic flows, channel information, or multimedia content—into a more manageable format, improving
computational efficiency and filtering out anomalies or irrelevant information. Beyond preprocessing, data
analytics plays a key role in uncovering patterns and valuable features across diverse data sources, including
the physical environment, cyber systems, and social networks. This enables a deeper understanding of 6G
network behaviors and supports applications such as RA, protocol optimization, signal processing, and
cloud-based services. For example, analytics-driven models like ISAGUN can learn UAV mobility patterns,
predict ground network behavior, and model satellite-to-ground communication channels effectively [106].

7.3 Intelligent Control Layer
The intelligent control layer in 6G networks plays a crucial role by integrating learning, optimization,

and decision-making capabilities. This layer enables a wide range of agents—such as devices and BSs—to
autonomously learn from data, optimize their operations, and select the most appropriate actions, including
power control, spectrum access, routing, and network association. These functions are driven by knowledge
extracted from the lower layers and are vital for supporting diverse and dynamic service demands across
large-scale, intelligent networks. Learning within this layer involves using or refining existing knowledge
to enhance the performance of devices and service nodes. It allows the network to adapt intelligently to
application requirements through techniques such as optimal network slicing, PL design, edge computing,
and RM. AI models, particularly those based on ML, enable the network to develop features such as self-
configuration, self-optimization, self-organization, and self-healing, thereby enhancing its adaptability and
efficiency. For example, in post-massive MIMO systems with numerous antennas deployed at mmWave or
THz frequencies, learning models such as RNNs can be used to model and mitigate nonlinearities in RF
components, thereby enabling energy-efficient beamforming.

Optimization in 6G networks involves adjusting network parameters to achieve global goals, including
QoS, user experience, coverage, and connectivity. Traditional optimization methods, which rely heavily on
complex mathematical formulations, may not be suitable for the highly dynamic and heterogeneous nature
of 6G networks. Instead, AI-based optimization techniques offer a more scalable and flexible approach. These
methods enable automatic training of models that can adapt network configurations in real time, optimizing
performance without extensive manual intervention. DL, in particular, can facilitate the transformation of
traditional architectures into intelligent, software-defined, and virtualized frameworks that support rapid
adaptation and efficient resource utilization. Decision-making is another critical component, enabling agents
within the network to reason, plan, and choose the best course of action in complex environments. This
involves striking a balance between exploration—gathering new information—and exploitation, utilizing
existing knowledge for informed decision-making. AI techniques, such as RL, are well-suited for these tasks,
helping agents make optimal decisions in scenarios like selecting precoding strategies in mmWave/THz
systems, managing routing in dynamic topologies, or implementing flexible spectrum allocation schemes.
Through these intelligent control mechanisms, 6G networks can become more agile, autonomous, and
capable of meeting the high-performance demands of future communication systems [107].

7.4 AI-Driven Application Layer
This layer is primarily responsible for delivering customized application-level services tailored to

users’ diverse needs, while also assessing service performance and feeding evaluation results back into the
intelligent control loop. Driven by AI, this layer enables the deployment and management of advanced, smart
applications across domains such as autonomous services, smart cities, healthcare, transportation, energy
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systems, and industry. It also oversees the global coordination of smart devices, terminals, and infrastructure
within 6G networks, enabling self-organizing network capabilities. An additional core function of this layer
is to evaluate the performance of the services provided. This involves assessing multiple quality metrics,
including QoS, quality of experience, the relevance and accuracy of collected data, and the reliability of
the insights derived. Furthermore, resource-related metrics—such as spectrum, computational, energy, and
storage efficiency—are considered to ensure cost-effective and optimized operations. These evaluations
support enhanced RA, enable automatic network slicing, and facilitate the delivery of intelligent, adaptive
services across a wide range of 6G applications.

7.5 Intelligent Edge Computing
MEC is a key enabler in 6G networks, offering localized computing, data management, and analytics

near end-user devices by integrating with RAN or Software-Defined Networking (SDN). However, due to the
dynamic, high-dimensional, and uncertain nature of edge environments, traditional optimization methods,
such as Lagrangian duality, may fall short. In contrast, AI offers robust solutions by enabling intelligent
data processing, decision-making, and prediction in MEC systems. At the edge level, where computational
resources are limited, lightweight AI models are deployed to support real-time applications such as smart
agriculture and transportation. RL, particularly in a model-free format, is effective for managing edge
resources by learning optimal decisions through interaction with dynamic environments. RL agents can
adaptively select actions related to energy use, task scheduling, or RA to maximize rewards like reduced
latency, improved reliability, or higher data throughput.

At the central cloud layer, with significantly more computational power, complex AI algorithms can
handle large-scale data from multiple edge nodes. DL and AI-based classification techniques are used for
tasks such as traffic analysis, behavior prediction, service recognition, and security monitoring. AI-driven
clustering methods also optimize MEC server associations, enhancing overall system efficiency. Additionally,
DRL is well-suited for high-dimensional, complex decision-making problems at scale, leveraging techniques
such as experience replay to improve learning accuracy and performance. Together, these AI-enabled
solutions ensure that MEC systems in 6G networks deliver intelligent, adaptive, and high-quality services to
edge devices. Fig. 14 shows the technical diagram of an AI-based MEC platform for 6G real-time, efficient
resource coordination. This framework has a hierarchical control structure that uses DRL. The information
provided by multiple edge applications (for example, smart transportation telemetry, agricultural sensor data,
smart device streams, etc.) is first aggregated. The system uses central cloud servers to execute the large-scale,
global DRL process, often employing a complex Actor-Critic or similar algorithm. This process consumes
large datasets to develop an optimal global policy for resource management. More importantly, this learning
policy can then be transferred to RL controllers that would run on edge computing servers. These localized
controllers enable real-time, low-latency decision-making through interaction with the local environment.
The edge controllers can effectively coordinate the activities of local resources such as dynamic RM (e.g.,
compute, bandwidth, power) and task scheduling to attain optimal performance measures, e.g., reducing the
latency and maximizing throughput of delay-sensitive applications at the network edges of the periphery by
using available local inference and local state knowledge.
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Figure 14: AI-enabled framework for intelligent and efficient mobile edge computing (MEC)

7.6 AI-Based Mobility and Handover Control
Mobility and handover management are among the most complex challenges in 6G networks, given

their highly dynamic, multi-layered, and large-scale nature. Frequent handovers, especially in high-mobility
scenarios, demand intelligent solutions to ensure seamless connectivity and low latency. AI techniques
are increasingly being integrated into these processes to enable real-time mobility prediction and optimal
handover strategies, for instance, with the integration of UAVs into 6G, their high-speed operation results in
frequent, unpredictable handovers. AI methods, such as DRL, combine the strengths of DL and RL to make
real-time decisions based on evolving mobility patterns. In such systems, UAVs function as learning agents,
observing environmental states—such as location, speed, and link quality—and selecting the most efficient
mobility or handover actions to maximize performance metrics like connectivity, capacity, and latency.

Beyond UAVs, vehicular communications in 6G also require robust mobility management to support
fast-moving users while maintaining service reliability and low delay. Predictive techniques using DL
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models such as RNNs, ANNs, and LSTMs can learn and forecast movement patterns. These models help
reduce handover frequency and failures by anticipating future mobility states. Similarly, fuzzy Q-learning is
employed to dynamically optimize handover parameters in response to varying conditions, thereby further
enhancing connectivity and service continuity. Together, these AI-enabled solutions enable 6G networks to
adapt and learn, handling complex mobility scenarios across UAV and vehicular applications and ensuring
stable, high-performance communication services.

7.7 AI-Enhanced Multiple Access Protocol Architectures
The integration of AI-driven SS significantly enhances the performance of MA protocols by improv-

ing key aspects, including reducing collisions, increasing throughput, and enhancing adaptability. These
improvements are achieved without compromising system reliability, particularly when AI is incorporated
into structure-based protocol designs. Furthermore, the combination of AI with technologies such as Hybrid
Beamforming (HBF), RIS, and massive MIMO is expected to play a crucial role in enabling intelligent and
pervasive 6G services. This section explores and summarizes the structural considerations for the MAC
layer, focusing specifically on three main design areas: frame structures, protocol strategies, and practical
implementation approaches.

7.7.1 Frame Architecture and Layout
In AI-enhanced MA systems, the design of the frame structure is critical for achieving efficient and

reliable communication. A well-designed frame structure supports ULLC processing and flexible bandwidth
usage, which are essential for 6G performance demands. Recent proposals have introduced dynamic frame
structures that enable flexible scheduling, such as combining FDD and TDD, or allowing variable frame sizes
to adapt to individual user needs. For instance, advanced models include hierarchical frame designs with
general frames, large frames, and superframes, which may follow fixed schedules or random intervals.

In these systems, each frame serves as a cyclical operational unit in which the chosen MA scheme—such
as TDMA, FDMA, CDMA, NOMA, or RA—is configured and executed. AI techniques play a key role in
dynamically selecting and adapting the MA strategy based on real-time network conditions. Furthermore,
access units and PL multiplexing schemes are determined in coordination with the selected MA protocol,
affecting the access pattern, capacity, and data exchange processes. These flexible and AI-driven frame
structures lay the foundation for the protocol and implementation strategies that enhance the performance
of next-generation MA systems [108]. Fig. 15 illustrates the general structure of an AI-powered MA scheme,
a foundational design for improving resource utilization and mitigating complexity in next-generation
networks. This architecture integrates a centralized or distributed AI engine—often implemented using
DR- or sophisticated DNNs—that serves as the core controller. This engine continuously learns from
network data, including parameters such as CSI, instantaneous traffic load, and individual QoS requirements.
Based on this learned policy, the AI dynamically performs joint optimization across multiple dimensions:
user access scheduling (determining which users transmit when), RA (optimizing sub-carrier, power, and
bandwidth assignment), and proactive interference management (e.g., adaptive precoding or null steering).
By replacing fixed or heuristic MA protocols with an adaptive, data-driven policy, the system ensures
that multiple users efficiently share communication resources, achieving superior spectral efficiency and
reliability compared to traditional orthogonal or static access methods.
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Figure 15: General structure of an AI-powered multi-access scheme

7.7.2 Protocol Scheme Architecture
AI has significantly influenced the design of MAC protocols in wireless networks, particularly as 6G

demands evolve. These AI-empowered MAC designs are generally categorized into centralized, distributed,
and hybrid approaches. In centralized schemes, an intelligent controller coordinates channel access using
AI methods such as DL and RL to minimize collisions and allocate resources efficiently. Traditional
multiple access techniques, such as TDMA, FDMA, CDMA, and NOMA, benefit from AI by enhancing
scheduling, reducing latency, and improving spectrum utilization. However, these centralized methods can
be less flexible and inefficient under low traffic conditions due to synchronization overhead and limited
adaptability [109]. Distributed schemes, on the other hand, enable devices to access channels autonomously
without a central controller. These protocols often use carrier-sensing mechanisms, as seen in Carrier Sense
Multiple Access (CSMA)-based systems. AI techniques, particularly RL, are applied to optimize internal
MAC parameters such as contention windows, backoff timers, frame lengths, and transmission rates. While
distributed designs perform well in low-density scenarios, their efficiency diminishes as network traffic
increases, leading to higher collisions and increased energy consumption.

To address the limitations of both approaches, hybrid schemes have emerged. These combine central-
ized control and distributed access, dynamically switching between the two based on real-time network
conditions. AI plays a pivotal role in enabling this switch, ensuring high adaptability without sacrificing
performance. Several studies have proposed intelligent hybrid MAC protocols that simultaneously optimize
scheduling and contention mechanisms. These protocols are beneficial in environments involving mixed
technologies, such as Wi-Fi, IoT, RIS, and NOMA, where they help balance traffic load, improve throughput,
and maintain low latency. Overall, AI-driven MAC protocol design is proving essential for building adaptive,
efficient, and intelligent communication systems in the 6G era. Fig. 14 shows three categories of AI-enabled
MA. Overall, centralized access follows the pattern of central stream control of resources and users. In
distributed access, users or edge nodes perform access independently without referring to a central entity.
Hybrid access combines the two methods, using centralized control to manage the network and decentralized
intelligence to make local decisions. Such an application is favorable due to its flexibility and efficiency in
developing dynamic networks. Fig. 16 illustrates how the architectural design of AI-enabled MA schemes
can be divided into three basic deployment paradigms: centralized, distributed, and hybrid access. These
paradigms are characterized by the location of the AI engine, the implementation of control signaling, and
the resulting latency-efficiency trade-off. The Centralized MA architecture includes a single, strong AI engine
(e.g., a high-dimensional DRL agent) located in the core network controller. This engine uses global CSI
to implement complex resource allocation policies, sacrificing spectral efficiency for high control overhead
and critical latency. In contrast, the Distributed MA scheme deploys simpler, local AI agents on individual
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UEs or Edge Nodes and makes local access decisions based on local CSI only, thus maximizing system
robustness (with minimal signaling latency). Still, it can result in suboptimal resource utilization. The Hybrid
MA scheme combines the advantages of both previous schemes, creating a hierarchical control structure
with centralized intelligence (large-scale, worldwide optimization over networks, such as network slicing)
and decentralized AI controllers (fast, real-time decision-making, such as power adjustment). This hybrid
model is highly desirable for dynamic networks because it provides the essential flexibility and efficiency
needed to balance optimal spectral efficiency with minimum latency overhead.
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Transmission

Central access Point Hybrid access PointFederated access Point
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Figure 16: Description of three types of MA schemes: centralized, distributed, and hybrid access architectures

Fig. 17 illustrates a closed-loop framework for the RL-based adaptive MA protocol design, centered
on a DRL agent to achieve dynamic network optimization. The system models the MA resource allocation
problem as a Markov Decision Process. The DRL agent receives its state vector from various MAC blocks
and the current network environment, including critical parameters such as instantaneous CSI, traffic load
(demand), and QoS priority levels. Utilizing these inputs, the DRL agent, acting as the policy network,
determines the optimal action set for protocol adaptation, which involves fine-grained resource orchestration
decisions such as dynamic assignment of time, frequency, power, and coding resources. The consequences of
these actions are quantitatively assessed by a Throughput Evaluation Module, which computes the resulting
performance metrics (e.g., SE or aggregate throughput). This metric is then fed back to the DRL agent as
a scalar reward, guiding the agent’s policy update via gradient-based methods. This continuous, closed-
loop learning system enables the MA protocol to dynamically respond to volatile network conditions
and iteratively optimize its resource allocation strategy, ensuring sustained performance improvement
and adaptation.

7.7.3 Deployment Architecture
The practical implementation of AI-driven MA protocols can be categorized into two main architec-

tures: centralized and distributed. In a centralized setup, a central controller—such as a BS or AP—manages
user access and RA through AI models. The operational frame is divided into three segments: pilot,
computation, and data transmission periods. Users send pilot signals to enable the controller to estimate
channel conditions, allocate resources, and configure access parameters. To manage the complexity of real-
time decision-making, DL models are pre-trained offline and then utilized during operation for efficient
inference, enabling intelligent scheduling across time, frequency, and power domains [110]. On the other
hand, the distributed framework allows each user device to manage its access decisions independently.
Users use RL techniques to sense channels, compute required resources, and determine MAC parameters
in real time. This decentralized approach combines CSMA and FDMA principles, following the IEEE 802.11
DCF protocol to dynamically adjust to varying network conditions. The distributed scheme is beneficial
in scenarios where centralized coordination is either infeasible or inefficient due to the network’s scale
or dynamics.
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Figure 17: RL-based adaptive multiple access protocol design for dynamic network optimization

7.8 Networks with Perceptive Intelligence
A fundamental requirement for industrial automation is high-precision localization, which is tra-

ditionally achieved through technologies such as real-time kinematic global navigation satellite systems.
However, these methods fall short in indoor environments where satellite visibility is limited. Current indoor
localization techniques, such as those leveraging ultra-wideband or Bluetooth Low Energy, require separate
infrastructure, resulting in increased installation and maintenance costs. As a response, 5G introduces
localization enhancements that enable both URLLC and accurate positioning within a single network
framework. Looking ahead, 6G is poised to transform communication systems into unified platforms
for both data transmission and environmental sensing. By integrating advanced localization with sub-
centimeter precision, even in NLoS indoor settings, 6G networks will significantly extend the sensing
coverage and accuracy. This evolution will be powered by AI/ML-driven channel charting, massive MIMO,
and multi-sensor data fusion, combining signals from RF, vision, and other modalities.

Beyond localization, 6G will enable passive object imaging by leveraging sensing-friendly waveforms,
such as chirps, beam-sweeping mechanisms, and coordinated transmission from large antenna arrays. The
shift to sub-THz and THz frequencies, with their wide bandwidth, will enable millimeter-level resolution,
opening new possibilities in fields such as industrial defect detection, medical diagnostics, and security
systems. Crucially, the fusion of multimodal sensing with cognitive intelligence will enable networks to infer
human behavior, preferences, and even emotional states. This convergence of communication and perception
is expected to give rise to what may be considered a sixth sense of net-work—an anticipatory system capable
of interacting with the physical world in a highly intuitive and context-aware manner.

7.9 Boundless 6G Connectivity
Emerging industrial IoT applications require ultra-low latency (as low as 1 ms) and extreme reliability

(up to 99.9999999%), capabilities currently supported in 5G through techniques such as mini-slots, grant-
free access, and redundant multi-connectivity. However, advanced industrial use cases, such as Sercos or
EtherCAT replacements, require even lower latencies (~100 μs) at gigabit data rates and heightened reliability
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to prevent equipment downtime from consecutive packet losses. 6G is envisioned to meet these stringent
requirements more efficiently. Contrary to previous assumptions, mmWave signal propagation proves viable
on factory floors, enabling ULLC and high-throughput communication using wide bandwidths. To enhance
reliability, 6G will incorporate multi-path transmissions via wireless relays and device-to-device (D2D)
links. AI-driven predictive beamforming will further reduce link instability. Additionally, 6G aims to push
networking toward ultra-sustainability with the concept of zero-energy IoT devices. These devices—akin to
passive RF identification systems—are envisioned to operate for decades without battery replacement, lever-
aging innovations such as ultra-low power consumption, EH from network signals, and durable embedded
energy storage. Applications may include long-term structural health monitoring of infrastructure, such as
bridges and tunnels, paving the way for truly autonomous, maintenance-free wireless systems.

7.10 Integrated 6G Architecture and Network Subdomain
Cellular network architecture in earlier generations was primarily developed to extend voice and

internet services to mobile endpoints. With 5G, the focus shifted to supporting industrial environments
through innovations such as time-sensitive networking bridge functionality. However, for 6G to become a
fully integrated solution capable of replacing wired communication systems in such settings, it must deliver
deterministic, wire-grade reliability across diverse connectivity scenarios. These scenarios range from static,
isolated devices to locally interacting systems and highly mobile entities, such as robot or drone swarms,
which must maintain communication both within the group and with the network when they are separated.
To address these needs, 6G is expected to introduce semi-autonomous sub-networks capable of maintaining
essential services even during disconnection from the broader network. This approach will require robust
multi-path connectivity, leveraging both infrastructure and opportunistic D2D communication, potentially
leading to an architecture that transcends traditional cellular boundaries. Integrating these sub-networks
into the broader 6G framework offers several benefits: ensuring consistent, high-speed, low-latency, and
resilient communication; enforcing comprehensive security and resilience policies at the device level; and
enabling dynamic allocation of service execution between edge cloud systems and local devices within the
sub-network. Furthermore, time-sensitive communications, initially facilitated in 5G through integration
with time-sensitive networking, will be natively supported in 6G. This enhancement will enable time-critical
applications to operate reliably over larger geographical areas, even in mobile scenarios.

7.11 Artificial Intelligence-Generated Content (AIGC)
Artificial Intelligence-Generated Content (AIGC) encompasses any digital content—such as text,

images, audio, or video—produced by AI models. These models are trained using extensive datasets, allowing
them to learn patterns, styles, and structures inherent in the data. With this understanding, the AI can then
create new, original content that mirrors the characteristics of the input data. AIGC serves a wide range
of fields, including media production, artistic design, education, and product development. It offers the
advantages of automating content generation, conserving time and effort, and exploring creative avenues
that may extend beyond human capabilities.

A notable development in this domain is the emergence of mobile AIGC, which brings generative
AI capabilities directly to mobile platforms. Thanks to improvements in mobile processors, memory
optimization, and on-device ML, it’s now possible to run Generative AI (GAI) models on smartphones and
similar devices. This enables real-time content creation and editing without relying heavily on cloud services
or internet connectivity, enhancing accessibility and responsiveness. Unlike traditional AIGC, which focuses
on large-scale content production, mobile AIGC prioritizes personalized, on-the-go applications, such as
real-time image/video editing and AR integration.
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GAI also enhances AIGC applications—like ChatGPT—within XG wireless networks. By placing AI
models at the edge of the network, rather than solely on centralized cloud infrastructure, both latency and
bandwidth consumption are significantly reduced. Moreover, GAI can generate synthetic training data while
safeguarding user privacy, enabling innovative and secure AIGC implementations in wireless environments.
This distributed approach to AI deployment could transform the integration of generative content into future
communication systems [111].

7.12 Integrated Sensing and Communications (ISAC)
One of the core visions of 6G is the seamless integration of communication and perception, enabling

intelligent, full-spectrum applications. This is driven by ISAC, which unifies sensing and data transmis-
sion into a single, resource-efficient framework. By combining these traditionally separate systems, ISAC
enhances the utilization of hardware, spectrum, and energy while providing improved environmental aware-
ness across networks, devices, and services. Historically, sensing and communication evolved independently.
However, recent advances—such as the shared use of high-frequency antennas and similar signal-processing
techniques—have brought them closer together. The roots of ISAC date back to the 1960s; however, current
developments have led to significant theoretical and practical innovations, including OFDM-based imple-
mentations and applications in vehicular communications. Despite its promise, ISAC faces technical hurdles:
precise channel modeling, optimal frequency selection, accurate measurements, and efficient waveform
design. Overcoming these requires a cohesive approach to system architecture and signal management.
Standardization efforts, such as IEEE 802.11bf and 3GPP initiatives, reflect the growing importance of ISAC.
In future networks, ISAC will turn infrastructure components like BSs, UEs, and reconfigurable surfaces into
active sensors. These elements can detect location, motion, and propagation conditions, enabling smarter
and more responsive networks. ISAC supports key 6G use cases—such as autonomous transport and smart
cities—by providing real-time, accurate environmental data, thereby improving both service quality and
energy efficiency.

Furthermore, integrating GAI with ISAC enhances its capabilities. GAI can predict environmental
shifts, fill in incomplete sensing data, and improve CSI, thereby enabling robust communication even
in dynamic or degraded conditions. This synergy promises smarter, adaptive, and more secure network
operations in the 6G era [112]. Fig. 18 shows the network architecture of an ISAC system that co-optimizes
RIS to co-optimize dual capabilities. The ISAC BS is the transceiver hub and is responsible for both
communication and sensing waveforms, sharing a single spectral and time resource. The communication
point of departure is the ISAC-BS, which serves many UEs, including User 1 and User K. More importantly,
the RIS is a passive, controllable reflector array that uses the dynamically adjusting phase and amplitude
reflection coefficients of the reflector elements to achieve passive beamforming. This intelligent reflection
boosts signal quality (e.g., the Signal-to-Interference-plus-Noise Ratio) and improves coverage for users,
especially those with NLoS. At the same time, the sensing link enables the ISAC-BS to monitor a target
(e.g., a drone) by analyzing the echoes of the transmitted signal. RIS also contributes to sensing by passively
managing the scattering environment to enhance the target radar cross section and improve the geometry for
better localization. This architecture demonstrates the synergistic nature of the RIS, which is smart enough
to leverage the propagation environment to enhance both communication and sensing functionalities in the
network simultaneously.
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Figure 18: ISAC-enabled network architecture integrating RIS into joint communication and sensing

7.13 Semantic Communications (SemCom)
Semantic Communication (SemCom) is an emerging paradigm that shifts the focus from transmitting

raw data bits to conveying the underlying meaning of information. This is particularly vital in 6G networks,
where efficient bandwidth utilization, low latency, and enhanced user experiences—especially for data-
intensive applications such as the metaverse and AI services—are paramount. SemCom leverages ML and
information theory to extract essential semantic content, significantly compressing data while retaining its
intent. It dynamically adapts transmission based on network conditions and user context, ensuring critical
information reaches the receiver reliably. At its core, SemCom involves semantic encoders and decoders that
use shared Knowledge Bases (KBs) to interpret and reconstruct messages meaningfully. These KBs enable
the system to account for context and user-specific background, facilitating effective communication even
among heterogeneous users. A significant challenge in SemCom is designing and training the encoder-
decoder pair, a task that is typically resource-intensive. However, GAI offers a promising solution by
enabling efficient semantic decoding without joint training. GAI also enhances message reconstruction, data
compression, and context-aware interpretation, making communication systems more resilient and efficient.

Historically rooted in Shannon’s classical information theory and inspired by Weaver’s call to address
semantic meaning, semantic communication has undergone significant evolution. Recent advancements
have applied SemCom to image, speech, and text transmission, addressing bottlenecks in conventional end-
to-end systems. Still, SemCom faces hurdles, including the precision of semantic models, the design of
error-tolerant mechanisms, and the implementation of lightweight, secure, and adaptable frameworks for
resource-constrained devices. Key concerns also include secure semantic sharing, tamper-resistance, and
user privacy protection. Despite these challenges, SemCom holds great promise for revolutionizing future
wireless communication networks [113]. Fig. 19 shows the technical structure of a SemCom system, which
uses a specialized encoder-decoder architecture to optimize communication among heterogeneous users
(e.g., drones, vehicles, human operators) by focusing on the meaning transmitted rather than the bits. It works
by taking multimodal input (e.g., raw images, text, sensor data) on the left and processing it in KBs, which are
typically represented as local knowledge graphs or pre-trained models. Its essence is to extract and compress
the latent knowledge/semantic representation of the input, select irrelevant syntactic information, and
discard it. This very compact semantic representation is subsequently sent over the bandwidth-constrained
communication channel. The Semantic Decoder on the receiving side deciphers the compressed semantic
symbols. It communicates with the respective collective or correlated KBs to restore the original meaning or
determine the intended action, rather than perfectly restoring the original data. The design capitalizes on the
contextual awareness offered by the KBs and the rich multimodal input, significantly reducing transmission
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overhead. It maintains communicative effectiveness, making the system durable and efficient in challenging
or bandwidth-limited conditions.

Figure 19: Architecture of a SemCom system with a semantic encoder–decoder

7.14 Integrating Blockchain in Future 6G Architectures
Blockchain technology, initially popularized by Bitcoin, has attracted considerable attention across

academic and industrial sectors. At its core, blockchain operates as a decentralized public ledger within a
peer-to-peer network, where each block in the chain is linked to a predecessor via cryptographic hashes.
Every block includes key elements such as a version number, timestamp, transaction data, and a Merkle root
that encapsulates all transaction hashes. New blocks are validated and added to the chain through consensus
mechanisms, such as Proof of Work, wherein miners solve complex computational problems and broadcast
validated blocks to the network. The inherent features of blockchain—such as decentralization, transparency,
immutability, and robust security—make it a reliable solution for ensuring data integrity and trust. However,
its scalability remains a notable limitation, particularly in terms of throughput, storage requirements, and
network overhead. In the context of 5G and emerging 6G systems, blockchain has demonstrated promising
applications in edge computing, network slicing, network function virtualization, and device-to-device
(D2D) communication. It also enhances services across various sectors, including smart cities, healthcare,
UAV operations, and intelligent transportation, by improving data management, resource sharing, security,
and privacy. Furthermore, mobile networks can support blockchain functionality by providing the necessary
computational and storage capabilities to enable tasks such as encryption, hashing, and consensus mecha-
nisms. The integration of blockchain in 6G networks is expected to significantly enhance the infrastructure
by providing greater flexibility, improved security, and operational efficiency [114].
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7.15 Sustainable Devices and Passive Communication for 6G
Energy-autonomous devices, often called passive or energy-neutral, derive power from their surround-

ings, primarily through ambient RF signals. These devices typically use capacitors charged by RF energy and
employ backscatter communication, in which the signal is reflected and modulated by varying the antenna’s
load impedance. This modulation enables data transmission without the need for active radio generation,
making communication highly energy efficient [115]. Such technology supports large-scale applications,
including asset tracking and environmental monitoring in industries such as healthcare, manufacturing, and
smart urban infrastructure. A major advantage is the elimination of batteries, which reduces maintenance
needs and addresses environmental concerns associated with battery disposal. Nonetheless, backscatter
communication has limitations, particularly in terms of signal strength and link budget efficiency, where
the received signal power diminishes with the square of the path gain factor (β2). Overcoming this requires
advanced antenna technologies, such as directional antennas or antenna arrays, to mitigate losses. The
integration of massive MIMO, a cornerstone of 5G and 6G networks, enhances communication with these
passive devices by offering array gains that scale with the number of antennas. Despite its potential, scalability
and deployment costs remain critical issues. Mass deployment of passive devices could entail significant costs,
necessitating affordable, efficient design strategies. Initiatives like H2020-REINDEER are actively addressing
these challenges by developing scalable solutions for energy-neutral communication systems [116].

7.16 Emerging Innovations Driving 6G Networks
Several forward-looking technologies are set to define the XG 6G wireless landscape. One such innova-

tion is wireless information and energy transfer, which allows the simultaneous transmission of energy and
data. This advancement can power battery-less devices—such as sensors and wearables—while maintaining
continuous communication, making it particularly valuable for applications like real-time physiological
monitoring. Another critical enabler for 6G is the integration of sensing with communication. This fusion is
vital for supporting intelligent, autonomous wireless systems by enabling the network to perceive and adapt
to its environment. Despite challenges such as managing large volumes of sensor data and dynamic resources,
this convergence enhances situational awareness and system responsiveness. Dynamic network slicing is also
expected to play a key role in 6G. Enabled by technologies such as SDN and network function virtualization,
it allows service providers to create virtual networks tailored to specific use cases. This flexibility enables
efficient management of diverse, large-scale network demands across various applications [117]. Lastly,
proactive caching addresses the growing downlink traffic demands by pre-storing popular content closer to
the users. Through intelligent caching strategies and efficient RA, this technique significantly enhances data
delivery speed and overall user experience, particularly in data-intensive environments.

7.17 Integrated Review of 6G Functional Layers and Innovations
To provide a holistic perspective on the diverse technologies shaping the 6G landscape, Table 7

offers a structured comparison across multiple dimensions. It highlights each feature’s core functionality,
associated benefits, enabling technologies, practical applications, existing limitations, and potential future
directions. This comparative analysis enables clearer insights into how various technological layers interact,
complement, and evolve within the 6G ecosystem. The goal is to aid researchers and network designers
in identifying key synergies, trade-offs, and research gaps across the integrated technological stack of XG
wireless communication systems.
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Table 7: Functional mapping and technological evolution across 6G enabling layers

Ref. Feature
/Layer

Core
functionality Benefits Enabling

technologies Key applications Limitations Future direction

[106] AI Integration
Intelligent control,

learning-based
network optimization

Enhanced
adaptability,

automation, and
network efficiency

Supervised,
unsupervised,

and
reinforcement

learning

RRM, traffic
prediction, MEC,

resource
allocation

High complexity,
data dependency

Explainable AI,
self-learning

networks, and AI
lifecycle

management

[106] Deep learning in
wireless

Advanced pattern
recognition and

prediction for signal
and system
parameters

Improved spectral
efficiency, intelligent

control

CNNs, RNNs,
GANs, DNNs

Massive MIMO,
RF design, fading

prediction

Large
data/training
requirements

Lightweight DL
models, real-time

training
frameworks

[107] Federated
learning

Decentralized model
training without raw

data sharing

Data privacy,
communication

efficiency

Local training,
global

aggregation

Smart healthcare,
industrial IoT,
personalized

services

Non-IID data,
device

heterogeneity

Optimized
aggregation,
cross-device

reliability

[107] Transfer learning Reuse of pre-trained
models for new tasks

Rapid deployment
with limited data

Pre-trained deep
models,

fine-tuning

Environment-
specific tasks, IoT
personalization

Domain shift
issues, model

overfitting

Cross-domain
adaptation,

meta-learning

[108] AI-as-a-Service
(Edge AI)

AI inference offered
from edge nodes

Low-latency,
enhanced user

experiences

Edge computing,
DNN

accelerators

AR/VR, smart
robots,

autonomous
vehicles

Hardware
limitations,

privacy issues

AI model
partitioning,

federated
inference

[108] Edge Intelligence
(EI)

Localized AI
processing with
real-time data

Reduced latency,
smart

decision-making

AI/ML at the
edge,

containerized
models

IoT, smart
devices, localized
decision systems

Data scarcity,
privacy concerns,

static models

Continual
learning, privacy-

preserving EI
architectures

[108]

NG-RAN and
NSSMF

Management via
EI

Automated
orchestration and
resource control

Network
self-management,

efficient virtual
resource use

ETSI ENI, AI
orchestration

RAN slicing,
VNF

management

Integration
complexity,

model
generalization

Hierarchical
orchestration,

adaptive EI
workflows

[111]

Artificial
Intelligence-
Generated

Content (AIGC)

Sensing-aware
communication

planning

Efficient spectrum
usage, improved

situational awareness

Joint waveform
processing,
AI-based
resource

optimization

Autonomous
driving, smart
infrastructure

Resource
management
complexity

Joint
sensing-comm

protocols,
collaborative

sensing

[113] Semantic
communication

Transmit meaning
rather than bits

Bandwidth reduction,
enhanced

interpretation

Semantic
encoders,

AI-based NLP,
and CV

ASR, image/text
transmission,

intent detection

Semantic
ambiguity, model

complexity

Shared semantic
models,

error-tolerant
semantics

[117]
Wireless

information and
energy transfer

Simultaneous
transmission of data

and energy

Battery-free
operations, long-term
device functionality

RF energy
harvesting,

SWIPT

Healthcare
sensors, IoT

implants,
wearables

Low power
transfer efficiency

Intelligent
beamforming,

optimal resource
allocation

[117] Dynamic
network slicing

Custom virtual
networks tailored for

services

Resource efficiency,
service-level isolation

SDN, Network
Function

Virtualization,
MANO

Smart factories,
remote surgery,
and automotive

Slice the
orchestration
complexity

AI-enabled slice
automation,
intent-based

slicing

[117] Proactive caching
Predictive content
placement at the

network edge

Latency reduction,
traffic offloading

Content
popularity

prediction, edge
storage

Video-on-
demand, AR

streaming, IoT
data distribution

Prediction
inaccuracy,
storage cost

Federated
caching,

content-aware
network

optimization

7.18 Mapping Enabling Technologies to Computational Models and Applications
Addressing a significant research gap in the literature, Table 8 offers a systematic view of how enabling

technologies are used with the most appropriate computational models and application scenarios in 6G
networks. Examples include blockchain, which excels at edge-computed, real-time spectrum sharing and
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traffic management, and cloud deployment, which can support scalable, secure data storage and auditing,
with hybrid models facilitating secure, scalable integration. IoT benefits from edge analytics for anomaly
detection, cloud resources for large-scale aggregation, and MEC for low-latency responsiveness in smart
cities, healthcare, and industrial automation. ML, DL, and RL represent AI methods that demonstrate
strengths in fast inference, cloud-based training, and hybrid architectures, such as federated learning, to
achieve privacy-preserving optimization in applications like SS and autonomous driving.

Table 8: Suitability of enabling technologies for different computational models and 6G applications

Technology Suitable computational
model(s) Application scenarios Key benefits Limitations

/Challenges

Blockchain

Edge/Fog (for
decentralized consensus),
Cloud (for large-scale data

storage)

Traffic management,
supply chain, spectrum

sharing

Trust, transparency,
tamper-proof records

High energy
consumption, scalability

issues

IoT

Edge (real-time data
collection), Cloud (big
data analytics), MEC

(local processing)

Smart cities, healthcare,
and industrial automation

Real-time sensing,
connectivity,

interoperability

Security vulnerabilities,
privacy risks

Artificial Intelligence
(AI/ML/DL)

Edge AI (low latency
inference), Cloud AI
(large-scale training),
Federated Learning
(privacy-preserving,

distributed)

Autonomous driving,
predictive maintenance,
and resource allocation

Adaptive
decision-making,

predictive intelligence

Data-hungry models, lack
of explainability

MEC (Multi-access Edge
Computing) Edge/Fog Computing

AR/VR, ultra-reliable
low-latency

communication (URLLC),
UAV control

Low-latency,
context-aware services

Limited edge resources,
orchestration complexity

RIS/IRS (Reconfigurable
Intelligent Surfaces)

Edge-assisted control with
cloud optimization

Coverage extension,
interference management

Energy-efficient, low-cost
deployment

Deployment scalability,
channel estimation

Quantum
Computing/Quantum AI

Cloud-based quantum
processors with edge

integration

Security, optimization,
and large-scale data

processing

Ultra-fast computation,
enhanced cryptography

Hardware immaturity,
high cost

Edge Intelligence (AI +
MEC)

Distributed edge/cloud
hybrid

Smart manufacturing,
connected vehicles

Combines low latency
with intelligence at the

edge

Model heterogeneity,
coordination overhead

MEC is necessary for processing data in real time near users, particularly for UAV control and AR/VR,
and must be coordinated with cloud resources to scale effectively. RIS enhances SE and coverage through
real-time edge reconfigurations, and AI-assisted joint optimization between the cloud and edge makes it even
more helpful. Quantum computing is too immature to be of interest at the edge, but it can help provide secure
key distribution, optimization, and AI acceleration in cloud/hybrid environments. Lastly, AI+MEC evolves
into edge intelligence—a powerful paradigm for real-time, situation-aware decision-making in connected
cars, intelligent manufacturing, and IIoT—albeit with challenges related to lightweight model engineering
and heterogeneity. Collectively, this mapping will help understand the best ways in which the edge, cloud,
and hybrid paradigms can support each enabling technology, identify synergies, and reveal the most vital
challenges to be addressed in the future.

8 Optimization Techniques with AI
Compared to conventional optimization methods, AI-based solutions offer superior efficiency in

reducing computational complexity and enhancing resource utilization, particularly in dynamic or uncertain
environments. When integrated with technologies like MEC or Wireless Power Transfer (WPT), AI further
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ensures timely data processing and improved energy efficiency in 6G systems. As 6G networks evolve, AI
plays a central role in optimizing communications by meeting the growing demands for high speed, extensive
connectivity, and real-time adaptability. Key areas where AI drives these improvements include network
slicing, spectrum allocation, and traffic management [118].

8.1 AI-Driven Network Slicing in 6G Wireless Networks
Network slicing is a critical capability in 6G networks, allowing the creation of multiple virtualized

networks—or slices—over a shared physical infrastructure, each tailored to specific services, applications,
or user demands. This approach supports efficient RA, performance optimization, and enhanced security.
However, managing these slices in real time amid fluctuating network demands introduces significant
complexity. AI addresses this challenge by enabling dynamic, intelligent, and automated slice management.
Leveraging techniques such as ML, DL, RL, and FL, AI transforms network slicing into an adaptive and self-
optimizing process [119]. AI-driven models can continuously monitor and analyze traffic patterns, enabling
dynamic slice configuration and allocation. For instance, ML algorithms predict traffic spikes and adjust
bandwidth, latency, and processing resources accordingly, ensuring that critical services, such as autonomous
driving or telemedicine, receive priority access. Predictive models, such as LSTM and RNNs, anticipate
user behavior and future demand, proactively adjusting slices to prevent congestion and enhance service
reliability [120]. AI also enhances QoS by continuously monitoring performance metrics, such as latency and
error rates. RL-based systems refine slice configurations by rewarding optimal performance and penalizing
inefficiencies, thus improving user experience.

In addition, AI enhances resource utilization and cost efficiency by analyzing usage trends to minimize
waste and allocate resources only where necessary. Metaheuristic approaches, including GA and Particle
Swarm Optimization (PSO), help identify optimal configurations, particularly during low-demand peri-
ods [121]. Security is another critical area where AI plays a significant role. Using ML-based IDS and AD
systems, AI can isolate compromised slices to prevent threats from spreading across the network, ensuring
robust protection for sensitive services like healthcare or financial transactions. AI also facilitates real-time
automation and self-optimization. RL and DQN allow slices to adapt to changing conditions autonomously,
minimizing human error and ensuring seamless performance [122]. Furthermore, FL supports distributed
slice management by allowing AI models to train locally across edge nodes without sharing sensitive
data. This approach enhances privacy, minimizes latency, and ensures localized adaptability across various
geographic or application-specific domains. Overall, AI plays an indispensable role in optimizing 6G network
slicing by enabling real-time decision-making, predictive RA, and enhanced QoS. As demonstrated in
recent studies, integrating LSTMs for traffic prediction and RL for strategy refinement enables networks to
efficiently manage resources while maintaining scalability and resilience across diverse scenarios [123]. This
intelligent slicing not only enhances user experience but also ensures that 6G networks meet the demanding
requirements of XG applications such as immersive VR, autonomous systems, and intelligent IoT.

8.2 AI for Resource Allocation in 6G Networks
Efficient RL is fundamental to the performance of 6G networks, which must support a wide range of

services, including massive IoT deployments, AVs, and immersive VR. These diverse applications impose
varied and stringent demands on bandwidth, power, and computational capacity. AI offers powerful tools
for intelligent DRA, enabling networks to adapt in real-time to changing traffic conditions, optimize energy
use, and meet strict QoS requirements. AI-based algorithms play a central role in RM by analyzing network
data and predicting future demands. ML techniques, including SL and USL, are used to detect traffic patterns
and anticipate congestion. Algorithms like SVM and KNN analyze historical and real-time data to forecast
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user behavior and allocate resources proactively [124]. DL models such as CNNs and LSTMs further enhance
these capabilities by processing high-dimensional traffic data to identify congestion hotspots and predict
future load trends. These models enhance bandwidth distribution, routing, and device management, thereby
improving efficiency and network stability.

In addition to ML and DL, heuristic and metaheuristic algorithms, including GA and PSO, are
also employed for complex RA problems. GA iteratively improves resource distribution by simulating
natural selection, while PSO uses cooperative behavior among agents to identify optimal solutions, such as
minimizing latency or balancing power consumption [125]. These algorithms are beneficial for solving multi-
objective optimization problems in dynamic environments. RL provides a framework for autonomous and
adaptive resource distribution. It models the problem as a Markov Decision Process, where the system learns
optimal actions—such as reallocating bandwidth or adjusting transmission power—by interacting with the
environment and receiving rewards based on performance improvements. Q-learning enables the system
to construct a table that maps actions to expected rewards, whereas DQNs use DNNs to generalize across
complex, large-scale network states. These approaches allow precise, scalable decision-making in real time.

MARL extends this capability by allowing multiple agents, such as BSs or edge routers, to learn
collaboratively. Each agent makes decisions based on local information while contributing to global resource
optimization tasks, such as spectrum sharing and load balancing. MARL is especially effective in dense,
heterogeneous network environments, where decentralized coordination is essential to maintain efficiency
and reduce interference. Overall, AI-powered RA techniques empower 6G networks to respond intelligently
to varying demands, deliver consistent performance, enhance scalability, and improve energy efficiency.
These adaptive, data-driven strategies are crucial to building a robust and responsive infrastructure for the
next generation of wireless communication.

8.3 AI for Energy Efficiency Optimization in 6G
As 6G networks expand in scale and device density, energy efficiency becomes critical. AI provides

intelligent solutions to optimize energy use while maintaining service quality. Energy-aware ML models,
such as NNs, can predict traffic patterns and adjust network parameters during low-demand periods to
reduce power consumption, enabling BSs to switch to low-power modes and lower operational costs.
Additionally, AI allows dynamic resource scaling by monitoring real-time traffic and adjusting resources,
such as power levels or processing assignments. RL agents can learn optimal scaling strategies to minimize
energy use without compromising performance, for instance, by adjusting transmission power during off-
peak times or reallocating tasks to more efficient nodes. To ensure the sustainable deployment of AI,
Green AI techniques—such as model pruning, quantization, and lightweight network use—are essential.
These methods reduce the computational load and energy consumption of AI models themselves, thereby
preserving the overall energy-saving benefits of AI-based optimization [126]. Together, these AI-driven
methods support sustainable 6G operations by balancing high-performance requirements with reduced
environmental impact.

8.4 GAI-Based Optimization
GAI is playing a transformative role in optimizing wireless communication systems, particularly across

XR, ISAC, SemCom, and metaverse applications. These models, including Generative Adversarial Networks
(GANs), Generative Flow Networks (GFlowNets), diffusion models, and Neuro-Symbolic AI (NeSy AI),
enhance system intelligence, adaptability, and efficiency by enabling predictive, context-aware decision-
making. In XR environments operating at THz frequencies, GAI is used to enhance the personal experience
while minimizing handover disruptions. A DL model, introduced in [127], imputes missing LoS and N-LoS
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sensing data using a non-autoregressive encoder-decoder transformer. This enriched, continuous sensing
data supports proactive user association and RIS configuration via a hysteretic deep recurrent Q-network,
effectively capturing long-term user behavior and environmental changes in highly dynamic scenarios.

In ISAC-enabled networks, GAI models optimize channel estimation and RIS configurations. GAN-
based architectures, such as GAN-channel behavior detection and RIS-GAN, enable non-blind denoising
and model-driven CSI estimation without prior knowledge of noise. These models enhance training stability
and scalability, especially in multi-user environments. GFlowNets [128] further support ISAC by learning
adaptive RIS configurations from low-dimensional channel charts that preserve spatial correlations between
users and the environment, ensuring robust performance in real-time communication.

SemCom benefits significantly from GAI through deeper message understanding and enhanced rea-
soning capabilities. NeSy AI integrates neural and symbolic reasoning to enable end devices to interpret,
select, and transmit semantically meaningful messages while minimizing distortion and accounting for KB
inconsistencies. Trained via GFlowNet, this approach also supports causal inference and decision-making
under uncertainty. The work in [129] introduces implicit, semantic-aware communication, in which receivers
extract hidden meanings through generative imitation learning. A GAI-powered interpreter generates rea-
soning paths by iteratively selecting and linking concepts, guided by feedback from a discriminator network
that evaluates semantic closeness without revealing sensitive information. Covert SemCom is explored,
where Generative Diffusion Model (GDM)-based models ensure undetectable transmission by maximizing
the detection error probability for potential eavesdroppers, while maintaining image quality and controlling
energy consumption. A two-stage optimization process, involving condition-aware scheme evaluation and
network generation, strikes a balance between semantic fidelity and covertness. For full-duplex D2D
communication among mixed-reality users, study [130] utilizes a denoising diffusion probabilistic model
and self-SL (SuperPoint and SuperGlue) to extract and match semantic interest points. A diffusion-based
contract mechanism incentivizes cooperative data exchange between semantic information producers and
receivers, optimizing power use and transmission quality. Additionally, study [131] presents a GDM and DRL-
based power control method for UAVs, allocating transmission power based on the semantic importance of
detected objects to maximize overall communication effectiveness.

In the context of metaverse applications, study [132] introduces an Integrated SemCom and AIGC
(ISGC) framework to unify communication, content generation, and rendering. The system addresses
bandwidth allocation challenges using a Markov Decision Process, where the state space includes parameters
such as semantic entropy, channel gains, power levels, and computational resources. A combination of
diffusion modeling and DRL refines control signals by injecting and removing noise, guiding bandwidth
allocation across semantic, inference, and rendering modules. This integrated approach enhances content
quality and responsiveness, addressing inefficiencies and low user engagement in metaverse environments.
Overall, GAI models—spanning GANs, GFlowNets, NeSy AI, and diffusion frameworks—enable robust,
intelligent, and semantically rich communication across diverse 6G scenarios. By learning from complex
environments, adapting to dynamic user contexts, and optimizing RA, GAI paves the way for resilient and
human-centric network architectures [133].

8.5 Self-Optimizing Transmitters and Receivers
Recent advancements in DL have shown that NNs can be trained to communicate over quasi-static

wireless links more efficiently than traditional model-based systems. Unlike conventional approaches that
require manual design of waveforms, constellations, and reference signals, DL models at both the transmitter
and receiver can jointly learn these parameters through end-to-end training. This concept eliminates the need
for explicit signal design by enabling the system to automatically discover the most effective communication
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strategies. Although this end-to-end learning approach may not yet be practical for highly dynamic or multi-
user scenarios, future 6G systems are expected to incorporate learning capabilities directly into the field.
This would allow communication parameters to be optimized based on real-time factors such as available
spectrum, environmental conditions, hardware configurations, and performance requirements.

A key evolution in XG networks will be the integration of hardware constraints into the design of
the air interface. Traditionally, the interface is developed based on general hardware assumptions, with
the expectation that all devices will meet those specifications. However, in 6G, the system will instead
adapt to each device’s specific capabilities. For instance, if a device has limited resolution in its analog-to-
digital or digital-to-analog converters, the learning-based communication framework can account for these
limitations to optimize signaling and overall performance accordingly [134].

Fig. 20 presents a highly technical end-to-end learning architecture designed for adaptive communi-
cation that explicitly accounts for both hardware impairments and the volatility of wireless channels. This
system departs from traditional model-based approaches by using NNs as the core functional blocks in both
the transmitter and receiver. The system is structured as a hardware-in-the-loop autoencoder. The input
information bits are processed by the transmitter NN, which learns a robust mapping (encoding) that inher-
ently incorporates dependencies on the local Analog Front-End and Digital-to-Analog Converter hardware.
The resultant analog signal is transmitted over the wireless channel, which introduces time-varying fading
and noise. At the receiver, the signal is affected by its own hardware elements, specifically the Analog-to-
Digital Converter and Analog Front-End. The perturbed signal is then processed by the receiver NN, which
learns the optimal decoding function to reconstruct the original bits. The NNs at both ends are jointly trained
to minimize the end-to-end loss function (e.g., Bit Error Rate or Mean Squared Error), thereby adapting
their parameters to maximize system performance. A key feature is the inclusion of a side channel, used for
bootstrapping or initial training, allowing the architecture to quickly learn the initial hardware impairment
and channel statistics upon initialization. Furthermore, a feedback channel dependency system is employed,
enabling the receiver to transmit crucial performance metrics (e.g., instantaneous loss gradient or error
signal) back to the transmitter. This closed-loop feedback facilitates continuous and online adaptation of both
the transmitter’s encoding policy and the receiver’s decoding policy, ensuring the system remains efficient
and effective despite continual changes in the wireless environment.
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Figure 20: End-to-end learning architecture for adaptive communication under hardware and channel dependencies

8.6 Optimized Resource Control
RM is a fundamental component of the MAC layer in 6G networks, aiming to enhance spectrum

and EE while suppressing intercell and intracell interference. Traditional approaches, which rely on convex
and non-convex optimization techniques, often fall short in dynamic, time-varying network environments
due to high computational demands and suboptimal performance. As a result, AI-driven methods are
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increasingly adopted for their ability to deliver fast, adaptive, and near-optimal solutions in real time. For
user association, AI techniques such as fuzzy Q-learning, RL, and DRL have been employed to optimize the
connections between users and APs, considering factors such as SNR, QoS requirements, and network load.
Various studies propose distributed and SL-based approaches that enable intelligent, autonomous user-AP
association, particularly in vehicular, UAV, and mmWave networks.

RA is another key area where AI plays a transformative role. DL, multitask learning, and transformer-
based architecture are employed to optimize resource block assignments for different MA schemes, including
OMA, NOMA, and RIS-assisted systems. RL models such as Q-learning, DQN, DDPG, and multi-agent
DRL are applied to dynamically allocate bandwidth, power, and time slots based on historical experiences.
Additionally, FL enables collaborative, privacy-preserving RM by allowing distributed agents to exchange
model parameters without sharing raw data, thus reducing communication overhead. Power control, crucial
for reducing interference and maximizing throughput, is also optimized using AI models. Decentralized
Q-learning, game-theoretic RL, and actor–critic algorithms help in managing transmission power in
heterogeneous and CR networks. DRL methods are instrumental in scenarios like RIS-NOMA and UAV-
aided systems, enabling real-time adjustments based on environmental feedback. Furthermore, stochastic
and USL models are explored to balance performance and computational efficiency, ensuring that power
control strategies meet the diverse requirements of 6G applications. Overall, AI-powered techniques are
proving vital in revolutionizing RM in the MAC layer, offering scalable, intelligent, and adaptive solutions
that align with the complexity and dynamism of future 6G wireless networks [135].

In Fig. 21, an architecture of the AI-based RM paradigm to optimize MA protocols at the interface of
the Physical Layer and the MAC Layer. The main component of the system is the MAC-RM module, which
controls device access to resources (frequency, time, power, and code) using either the OMA or NOMA
scheme. This module is functionally broken down into three dynamically regulated blocks, namely: user
association, RA, and power control. The blocks are controlled by the decision block that uses dynamic
AI algorithms (e.g., DRL). The AI’s outputs are driven by real-time information from the sensing block,
which gathers heterogeneous data, including control messages, network status information (e.g., CSI), and
benchmarking data (e.g., throughput or latency). This input data is strategically fed into a buffering process
that conditionally stores it to optimize the flow and timing of data processed during AI training and inference.
This novel closed-loop system, where smart choices are continuously adjusted by performance feedback,
enables the system to autonomously optimize protocol-level choices, significantly increasing the efficiency,
flexibility, and performance of MA systems in highly dynamic and complex networks.

8.7 Configuration Optimization
AI-driven techniques have become essential for optimizing medium access protocols in IEEE 802.11

networks by enabling the dynamic adjustment of key parameters, such as the Contention Window (CW),
frame size, and transmission rate. These adjustments help minimize collisions, reduce idle time, and improve
overall throughput and energy efficiency. To begin with, RL- and SL-based models have been widely applied
to optimize CW and backoff settings in standard and extended MAC protocols. These approaches aim to
strike a balance between collision avoidance and minimizing idle slots. For instance, algorithms such as
Q-learning, DRL, and federated RL can adapt CW values based on network conditions, ensuring fairness
and stability of throughput even in densely populated environments. Some models also incorporate traffic
priorities or network density to determine optimal backoff strategies, while others employ fuzzy logic or
SL to maintain fairness and meet QoS requirements. In terms of frame size configuration, AI solutions
help dynamically determine the most efficient aggregation level to enhance data transmission efficiency
and reduce overhead. ANN models, RF regression, and logistic regression algorithms are employed to
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predict optimal frame sizes by analyzing throughput patterns, frame error rate, and energy consumption.
Cooperative multi-agent RL techniques further refine time-slot selection policies to improve channel access
under varying conditions. These adaptive mechanisms enable flexible, efficient frame-size management that
aligns with real-time network demands.
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Figure 21: AI-based resource management for optimized MA protocol design

Lastly, selecting the transmission rate is crucial in optimizing link performance and throughput. AI
models, including stochastic learning automata, Q-learning, and DNNs, are utilized to identify the optimal
modulation and coding scheme levels based on feedback metrics such as SNR or acknowledgment rates.
These strategies enable real-time rate adaptation to accommodate user mobility and fluctuating channel
conditions. Federated RL and other DL models support faster convergence and scalable learning, making
them suitable for complex and dynamic communication environments. In summary, integrating AI into MA
protocol parameter tuning—covering CW/backoff control, frame size optimization, and transmission rate
adjustment—enhances the adaptability, fairness, and performance of modern wireless networks [136].

Fig. 22 illustrates an advanced architecture for AI-based MAC parameter adjustment to optimize MA
protocol performance at the interface between the Physical Layer and the MAC. The system dynamically
controls essential MAC-layer mechanisms, including backoff procedures, request-to-send handshake, data
transmission, acknowledgments, Network Allocation Vector, and fragmentation/aggregation. The core intel-
ligence resides in the decision block, which employs an AI algorithm (e.g., DRL) to guide the MAC Parameter
Adjustment module. This module uses the AI’s output to dynamically configure critical MAC parameters,
such as the CW/backoff exponent, frame size, and transmission rate. These fine-grained adjustments are
informed by a continuous feedback loop originating from sensing modules that capture and buffer real-time
network state, including control messages, network messages (e.g., CSI), and benchmarking information
(e.g., throughput, collision rates). By enabling intelligent, dynamic configuration of these parameters based
on live network conditions, the architecture significantly enhances the protocol’s efficiency, responsiveness,
and aggregate performance in MA systems across varied, dynamic communication scenarios.
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Figure 22: AI-based MAC parameter adjustment for optimized MA protocol performance

8.8 Access Path Optimization
AI-based techniques are increasingly used to enable intelligent switching between various MA

schemes—such as OMA, NOMA, and random access—based on dynamic network requirements and
QoS demands. Traditionally, numerical methods such as heuristic algorithms and analytical models have
been employed to alternate between schemes, including TDMA, FDMA, CDMA, and CSMA. While these
approaches addressed trade-offs in spectral and EE, they often involved high computational complexity and
limited adaptability to real-time conditions. To overcome these limitations, recent research has applied DL
and RL models for adaptive MA switching. These AI techniques can efficiently learn optimal access strategies
that adapt to network conditions and user behavior. For instance, research employed ML to distinguish
between competitive and non-competitive protocols, while another study proposed a NN-powered MAC
framework to manage contention and scheduling periods. Similarly, the study applied DL and RL to optimize
switching between reserved- and contention-based protocols in dynamic environments.

Other notable contributions include DNN-based solutions for switching between OFDMA and SCMA
in multi-user systems, showing superior detection performance. One contribution introduced parallel DNNs
to efficiently handle user association and MA selection, while a study developed a DDPG-based RL model for
resource orchestration in NOMA-based industrial IoT systems. These advancements demonstrate the poten-
tial of AI to enable real-time, efficient, and adaptive access switching in XG wireless networks [137]. Fig. 23
illustrates an AI-empowered MA protocol optimization system for switching the MAC scheme. On the left,
in the PL and MAC layers, the system considers three access schemes: OMA, NOMA, and RA. A Decision
module handles the selection and maintenance of these schemes. A DEMUX/MUX structure is used to pass
data through the traffic, spinning it in the correct direction according to the chosen scheme. On the right,
dynamic MAC scheme switching is provided by an AI-based decision engine. Input to the AI algorithms
includes control messages, network messages, and benchmarking data, which are stored in a buffer across
multiple sensing modules. According to this analysis, the AI selects the optimal access scheme—OMA,
NOMA, or RA—based on the current network conditions. The communication system uses an innovative,
highly adaptive switching system that optimizes performance by selecting the best access strategy in real
time, thereby enabling efficient resource use and robust connections.
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Figure 23: An AI-driven MAC scheme for adaptive multiple access protocol optimization

8.9 AI-Powered Optimization Techniques: Benefits, Challenges, and Outlook
The high-performance requirements of 6G networks have necessitated the use of AI as a crucial

means of refining essential communication layers and capabilities. In this comparative analysis, various
AI-based optimization techniques are described and applied across the network slice, resource, energy,
transmission-receiver, and medium access control domains. Table 9, provided below, summarizes the above-
discussed optimization methods by listing the AI techniques used, their advantages, current limitations, and
potential future developments. It provides an organized contrast that unveils the role that distinctive AI
models, including ML, DL, RL, and GAI, play in enhancing network performance, flexibility, and genius. By
comparing current approaches with AI solutions, the analysis highlights the adaptive and scalable nature of
intelligent 6G systems and points to emerging research opportunities in sustainable AI, edge-based training,
and resilient, explainable learning models.

Table 9: AI-based optimization in 6G: techniques, benefits, and future scope

Ref. Optimization
area

AI techniques
used Key goals Benefits Challenges

addressed Limitations Future scope

[119] Network slicing
ML, DL, RL, FL,

LSTM, RNN,
GA, PSO

Dynamic slice
creation and
QoS-aware

management

Adaptive slice
configuration,

real-time
decisions, better
scalability, and

reliability

Complex slice
orchestration

under dynamic
conditions

Model complexity,
data privacy, and slow

convergence in FL

Cross-domain
FL, zero-touch
orchestration,

cross-slice SLA
assurance

[124] Resource
allocation

ML (SVM,
KNN), DL

(CNN, LSTM),
GA, PSO, RL
(Q-learning,

DQN, MARL)

Bandwidth,
power, and

computation
distribution

Real-time
adaptive

allocation,
predictive
behavior
modeling

Congestion,
interference,

varying service
demands

Computational
overhead,

generalization to new
traffic types

Integration with
quantum

learning and
cross-layer
resource

optimization

[126] Energy efficiency
optimization

ML, RL, Green
AI (model
pruning,

lightweight
models)

Reducing energy
consumption

while
maintaining
performance

Dynamic
resource scaling,

low-power
operation, and

reduced
operational costs

High power
consumption in
dense networks

Limited scalability in
ultra-dense

environments

Green AI models
for multi-tier

networks,
AI-optimized

WPT

(Continued)
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Table 9 (continued)

Ref. Optimization
area

AI techniques
used Key goals Benefits Challenges

addressed Limitations Future scope

[127] Generative AI
optimization

GANs,
GFlowNets, NeSy
AI, DDPM, iSAC

XR, ISAC,
SemCom, and

metaverse
optimization

Semantic
reasoning,

context-aware
comms, covert
and intelligent
transmission

Real-time
adaptability,

semantic fidelity

High complexity,
training instability,

and lack of
generalization

Unified
semantic-AIGC

frameworks,
robust

multi-agent
reasoning models

[134] Self-optimizing
transceivers

End-to-end DL,
autoencoder-

based NN
models

Joint PHY/MAC
optimization,

waveform
learning

Adaptive
waveform,

constellation
learning,

hardware-aware
adaptability

Design-time
inefficiencies,

static
configurations

Limited in
high-mobility or

multi-user scenarios

Online adaptive
learning with

feedback,
neuromorphic

hardware
integration

[135] MAC resource
control

RL, DRL, FL,
transformers,

multitask
learning

Bandwidth, time
slot, power

control

Decentralized
learning, reduced
interference, fast

convergence

Spectrum/resource
conflicts,

interference

Partial observability,
high training cost

MARL for
ultra-dense MAC

environments,
transformer-RL

hybrids

[136] Configuration
optimization

SL, RL, DRL, FL,
ANN, RFR,

logistic
regression, fuzzy

logic

CW/backoff,
frame size, rate

selection

Increased
throughput,

reduced collision,
and idle time

Static parameter
inefficiency

Convergence delay,
overfitting to training

scenarios

Hierarchical
learning,

low-latency
online tuning

[137] Access path
optimization

ML, DL, RL
(DQN, HDRQN,
DDPG), DNNs,
diffusion models

MA switching:
OMA, NOMA,

RA

Real-time
scheme

switching,
optimized access

for diverse
services

Inefficient fixed
MA schemes

High overhead in
learning switching

policies

Unified AI
framework for

hybrid access and
resource

orchestration

9 Security and Privacy in AI-Empowered Multiple Access
The integration of AI into 6G networks introduces significant security and privacy challenges due to its

autonomous and complex nature. These networks become appealing targets for cyber threats, necessitating
advanced security solutions such as AI-powered IDS and strong encryption. The adoption of emerging
technologies, such as distributed ledger technology, PL security, and distributed AI/ML, further increases
the attack surface, requiring a thorough assessment of potential vulnerabilities. As highlighted by [138],
addressing risks associated with these technologies is critical to ensuring end-to-end security. Additionally,
the decentralized structure of 6G, combined with innovations such as THz communication and massive
MIMO, necessitates the development of adaptive, intelligent security frameworks to safeguard user data and
network integrity across all layers of the 6G architecture.

9.1 Enhanced Security Demands in 6G Networks
With the integration of the Internet of Everything into 6G, including applications in smart homes,

healthcare, transportation, and smart grids, security becomes a critical concern. The adoption of THz
communication and quantum technologies introduces new vulnerabilities, underscoring the need for high-
level security. 6G is expected to support flexible, context-aware security measures, including PL security and
quantum cryptography, to protect sensitive data such as financial and medical information. AI integration
in 6G will play a vital role in defending against adversarial attacks, while quantum communication enhances
confidentiality. As 6G evolves, it aims to strike a balance between user comfort and robust security by
addressing key performance indicators, enabling technologies, and system-level challenges. The widespread
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connectivity and low-latency requirements of smart grids and similar use cases highlight the need for
adaptive, intelligent security solutions. However, the growing autonomy of AI-powered devices also presents
new risks, especially if malicious entities exploit these capabilities, underscoring the importance of resilient
and proactive security frameworks in 6G networks [139].

9.2 AI-Based Security Optimization in 6G Networks
In 6G environments, AI-driven frameworks are being developed to optimize security configurations

by balancing trade-offs between security strength and energy consumption. These frameworks dynamically
adapt to various scenarios by considering device capabilities, energy sources (e.g., wired, wireless, renewable),
and the nature of potential cyber threats. For instance, devices with limited energy may use lighter encryption
to conserve power, while those with ample resources can implement more robust security measures. Two
case studies illustrate this adaptive approach: smartphones and BSs. Smartphones, with variable energy
levels, adjust encryption strength based on current power availability. In contrast, BSs—equipped with more
consistent energy sources, such as renewables—handle a broader range of security attributes, including
network conditions, user demands, and threat intelligence from nearby nodes. Due to the greater complexity
and volume of data at the BS level, advanced modeling techniques, such as function approximation and
Fourier basis functions, are employed to reduce dimensionality and improve real-time decision-making. This
iterative optimization ensures that both smartphones and BSs can respond intelligently to evolving threats
while maintaining operational efficiency [140].

9.3 Security Landscape of Future 6G Networks
The 6G network landscape is expected to connect a vast array of devices, including mobile phones, IoT

sensors, AVs, and healthcare monitors, significantly increasing the risk of cyber threats. One of the primary
concerns lies in the massive deployment of IoT devices, many of which lack sufficient security measures
due to hardware limitations and cost constraints. These devices often lack support for strong encryption
or authentication protocols, making them vulnerable to remote exploitation and large-scale Distributed
Denial of Service (DDoS) attacks that can overload network resources. Another primary concern is the
emergence of quantum computing, which threatens to compromise current encryption standards, such as
RSA and ECC, potentially jeopardizing the confidentiality and integrity of transmitted data. Transitioning to
quantum-resistant cryptographic methods, such as lattice-based or hash-based encryption, is essential but
also poses challenges related to computational load and latency, particularly in real-time 6G applications.
Additionally, the handling of vast amounts of personal and location-based data in applications such as
healthcare monitoring, autonomous driving, and immersive technologies raises serious privacy and data
integrity concerns. Unauthorized access or data manipulation could lead to identity theft, surveillance, or
dangerous malfunctions in sensitive systems. As the threat landscape becomes more complex, deploying
intelligent, AI-powered security frameworks will be essential to protect 6G networks from evolving cyber
vulnerabilities and ensure secure, reliable communications [141].

9.4 Role of AI in Intrusion Detection Systems (IDS) for 6G Networks
AI plays a vital role in enhancing IDS for 6G networks, overcoming the limitations of traditional rule-

based systems that often fail to detect new or complex cyber threats. ML techniques such as SVM and
Decision Trees are commonly used to classify network traffic by identifying patterns from historical data,
effectively distinguishing between regular and malicious activity. Ensemble models like RF and Gradient
Boosting further improve detection accuracy by combining multiple classifiers, reducing false positives, and
increasing reliability. DL methods offer even more advanced capabilities. CNNs can interpret network data
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as images to detect spatial anomalies. In contrast, RNNs, particularly LSTM networks, are adept at analyzing
time-dependent traffic patterns, making them ideal for identifying threats such as botnets and low-rate DDoS
attacks. Additionally, FL has emerged as a key solution for decentralized 6G environments where data privacy
is a major concern. This approach enables individual devices to train IDS models locally and share only
the model parameters with a central server, thereby preserving user privacy while facilitating collaborative
learning. As a result, FL enables the scaling of AI-driven IDS across diverse devices—ranging from mobile
phones to IoT sensors—without compromising security or data confidentiality [142].

9.5 AI-Based Anomaly Detection in 6G Networks
AD plays a crucial role in enhancing the security of 6G networks by identifying unusual patterns

or deviations from normal network behavior that may indicate cyber threats or system faults. AI-based
techniques offer powerful tools for this task. USL methods, such as K-means clustering and PCA, are effective
in analyzing large, unlabeled datasets. These models detect anomalies by grouping typical data behaviors and
flagging outliers, making them especially useful for identifying unknown or zero-day attacks. Autoencoders,
a type of NN, are also valuable in detecting anomalies within high-dimensional network data. They learn
standard patterns during training and produce high reconstruction errors when encountering abnormal
inputs, signaling potential threats. Additionally, hybrid models that combine multiple AI techniques—such
as unsupervised clustering with supervised classification—enhance accuracy and reduce false positives.
These models ensure reliable, real-time monitoring of 6G traffic, enabling proactive responses to potential
security incidents and supporting stable and secure network performance [143].

9.6 AI and Blockchain for Decentralized Security in 6G Networks
The integration of AI and blockchain offers a promising approach to building decentralized and resilient

security frameworks for 6G networks. Blockchain’s immutable and distributed ledger capabilities ensure
tamper-proof logging of network activities and secure authentication. At the same time, AI enhances
threat detection by analyzing access log patterns and identifying anomalies in real time. Smart contracts
further improve security by autonomously enforcing policies such as access control and anomaly-based
restrictions, thereby reducing the need for manual oversight. Additionally, federated blockchain architectures
enable secure collaboration across multiple domains without compromising data privacy, making them
ideal for sensitive applications such as healthcare, finance, and smart cities. Despite these advancements,
several challenges remain. AI systems themselves can be vulnerable to adversarial attacks, where small,
manipulated inputs are used to deceive detection models, potentially allowing sophisticated threats to bypass
security mechanisms.

Furthermore, the computational demands of real-time AI-based security, particularly in resource-
constrained edge environments, can strain processing capabilities and delay response times, especially in
latency-sensitive 6G applications like AVs and VR. To address these concerns, lightweight AI models,
efficient processing techniques, and hardware acceleration are essential. Ultimately, while the combination
of AI and blockchain enhances decentralization, issues of scalability, coordination, and privacy must be
carefully managed. FL helps maintain data privacy without centralization, but it also introduces challenges
in model synchronization and computational efficiency. A balanced, holistic approach is needed to ensure
that the deployment of AI in 6G networks enhances security without compromising performance or ethical
considerations [144].
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9.7 Security and Privacy Challenges in the Metaverse
The Metaverse—a digital extension of the physical world—collects sensitive user data, including biomet-

ric and personal information, raising serious security and privacy concerns. Experts predict that this virtual
space could become a significant target for cybercriminals due to the valuable data it handles. Users may
face risks such as identity theft, data breaches, and exposure to harmful content, including misinformation
and hate speech. Recent research has highlighted various dimensions of these challenges, categorizing risks
into areas such as virtual assets, communication patterns, user data, and cultural contexts. Blockchain,
Zero-Trust Architectures, and privacy-preserving frameworks have been proposed to mitigate these threats.
Key ethical concerns involve digital ownership, inclusivity, algorithmic bias, and virtual harassment. The
potential for virtual theft targeting digital currencies or assets mirrors real-world financial crimes. Social
engineering also poses a serious threat, where avatars and interactive environments can manipulate users
into revealing personal data. Additionally, malware attacks within the Metaverse could easily spread through
seemingly harmless interactions with virtual content. Data breaches remain a significant risk, with attackers
targeting personal and financial information. Lastly, while decentralization in the Metaverse offers users
more autonomy, it also reduces oversight and accountability, increasing the risk of harmful or unregulated
activity. Addressing these multifaceted challenges is essential to building a secure and ethical Metaverse
ecosystem [145].

9.8 Network Security Challenges
Security remains a critical concern in the evolution of 6G wireless networks, particularly as Spatiotem-

poral Intelligence (STIN) technologies are deployed. Unlike previous generations, 6G requires a broader
security approach that extends beyond traditional PL measures, necessitating comprehensive, integrated
solutions. As a result, there is a pressing need to explore innovative security strategies that are both efficient
and computationally lightweight. Some of the PL security mechanisms developed for 5G, such as LDPC-
based codes, secure massive MIMO, and mmWave technologies, have the potential to be adapted for 6G
applications. These techniques could be particularly valuable in emerging areas, such as ultra-massive MIMO
systems and communications in the THz spectrum. In addition to enhancing the PL, ensuring robust
network-level security requires a practical management framework for handling keys across various security
zones. A distributed key management system that supports both unicast and multicast communications has
been identified as a viable solution for secure STIN implementations. When effectively integrated, these
PL and network-layer approaches can create a holistic, reliable security framework capable of protecting
sensitive data in 6G environments [146].

9.9 Robust AI Defense Mechanisms for 6G
As 6G networks evolve, ensuring robust AI security becomes increasingly essential due to the persistent

vulnerabilities of earlier generations (2G–5G) and the limitations of traditional security frameworks. To
address these challenges, 6G requires an integrated, self-sustaining security system that leverages emerging
technologies, such as AI, cloud computing, and big data. A promising solution is trusted endogenous security,
a concept built on four foundational pillars: collaboration, intelligent proactive defense, trustworthiness,
and privacy protection. Firstly, ubiquitous collaboration enhances the AI layer’s adaptability and resilience
by promoting coordination across devices, layers, and network domains, allowing for more effective threat
detection. Secondly, intelligent active defense transforms network protection from a reactive approach
to a proactive one, enabling continuous learning and automated adaptation to evolving threats. Thirdly,
trustworthiness in 6G emphasizes a secure and reliable ecosystem that supports access control, identity
verification, and ensures system integrity, confidentiality, and resilience. Finally, privacy protection is critical



1644 Comput Model Eng Sci. 2025;145(2)

as AI in 6G handles vast amounts of sensitive data. Combining distributed ML with existing privacy-
preserving techniques helps reduce risks of data leakage and supports the development of a secure, intelligent
data infrastructure [147].

9.10 GAI in XG Communication Security
In XG networks, GAI, particularly GANs, is increasingly being applied to enhance cybersecurity.

GAN-based frameworks are employed for intelligent intrusion detection in IoT-supported edge com-
puting networks. These networks face challenges such as limited processing capacity, data imbalance,
and vulnerability to emerging attacks. Techniques such as fuzzy rough sets and convolutional GANs are
employed to extract relevant features and generate synthetic data, enabling IDS to be trained more effectively.
Autoencoders and Boundary Equilibrium GAN help manage data dimensionality and balance datasets,
improving detection accuracy. For UAV-assisted IoT networks, conditional GANs paired with LSTM
networks improve AD by generating realistic sequential data. A blockchain-enabled FL framework supports
privacy-preserving, decentralized model training, with trust scores guiding collaboration and aggregation
across UAVs. In Industrial Wireless Sensor Networks (IWSNs), trust management is crucial given the
environment’s dynamic nature. GANs, along with Interval Type-2 Fuzzy Logic, enable the accurate evalu-
ation, classification, and redemption of trust. The system classifies nodes based on historical trust patterns
and reconstructs trust vectors to detect malicious behavior, even correcting false positives through GAN-
based redemption mechanisms. The research collectively demonstrates that GAI-based models enhance
XG network security by improving IDS capabilities, managing trust in distributed systems, and supporting
privacy-preserving decentralized learning [148].

GAI enables a proactive approach to XG network security by simulating diverse cyberattack scenarios
using synthetic data. This allows IDS models to learn from a wide range of threats before real incidents
occur. Techniques such as Fuzzy Knowledge Distance facilitate the selection of relevant features, thereby
reducing computational overhead while maintaining detection accuracy. Autoencoders facilitate compressed
data representation, highlighting significant features and filtering noise, thereby enabling more effective AD.
LSTMs are adept at identifying temporal patterns in UAV data, crucial for uncovering complex threats.
FL ensures a collaborative model training process without exposing raw data, and blockchain enhances
transparency and trust within the system. Type-2 fuzzy logic further supports real-time trust assessment
in dynamic environments, such as IWSNs, helping to distinguish between faulty and malicious nodes.
Collectively, these GAI-driven solutions create a scalable, secure, and intelligent framework for future
wireless network protection [149].

9.11 Comparison of AI-Driven Security Mechanisms in 6G Networks
With the proliferation of intelligent and autonomous technologies in 6G/XG networks, securing the

infrastructure across diverse layers has become increasingly complex. Various AI and GAI-based solutions
have been proposed to address specific challenges, ranging from intrusion detection and trust management
to AD, secure data sharing, and decentralized access control. This subsection presents a comparative analysis
of state-of-the-art AI-enabled security frameworks across multiple domains, including mobile networks, IoT,
UAV-assisted systems, IWSNs, and Metaverse. Each method is evaluated based on its core security challenges,
the technologies applied, its limitations, and its potential for future research. The goal is to identify strengths
and gaps across different approaches to inform the design of more robust, adaptive, and scalable security
architectures for future 6G deployments. Table 10 summarizes the reviewed solutions, offering a side-by-
side comparison of how current AI-driven techniques address the multifaceted nature of cybersecurity in
XG networks.
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Table 10: Comparison of AI-based security mechanisms

Ref. Focus area Security challenges Proposed
solutions

Technologies
used Limitations Future work

[138] AI in multiple
access

Expanded attack
surface due to AI

complexity,
autonomous

decision-making

Intelligent IDS,
encryption, and
distributed AI

security policies

AI-based IDS,
DLT, and

physical layer
security

High system
complexity

Develop lightweight,
adaptive AI security

protocols; assess
AI-generated attack

surfaces
comprehensively.

[139] 6G Network
Expansion (IoE)

Integration of smart
devices,

THz/quantum
vulnerabilities

Context-aware
encryption,

quantum
cryptography,
and AI-based

defense

THz, quantum
tech, AI

Hardware
limitations,
inconsistent

policy
enforcement

Integrate AI with
quantum-safe
cryptographic

schemes; fine-tune
context-aware

frameworks for
latency-sensitive

applications

[140] Energy-Aware AI
Security

Trade-off between
encryption strength
and device energy

capacity

Dynamic security
tuning via
AI-driven

frameworks

Function
approximation,
Fourier basis,

dynamic
modeling

Complexity of
real-time

adaptation;
heterogeneity of

devices

Develop
energy-efficient

models for
resource-constrained
IoT; unify adaptive

policies across device
types

[141] IoT Device
Vulnerabilities

Weak encryp-
tion/authentication,
large DDoS surfaces

Lightweight
cryptography,

anomaly
detection,

federated IDS

FL, ML
classification
(SVM, DT),
RNN, CNN,

ensemble
learning

High false
positives; lack of

training data

Create large, shared
datasets for model
training; improve
federated learning
synchronization.

[142] AI-Enhanced
IDS

Inability of rule-based
systems to detect

novel attacks

ML/DL-based
anomaly

detection using
CNN, RNN,

LSTM, SVM, etc.

Ensemble
learning, deep
learning, and
autoencoders

Model
overfitting;

interpretability

Develop explainable
AI IDS models; fuse

ensemble and
unsupervised

learning for hybrid
resilience.

[143] Anomaly
detection

Unlabeled data,
unknown threats,
zero-day attacks

Autoencoders,
K-means, PCA

for pattern
discovery

Hybrid models
(unsupervised +

supervised)

Reconstruction
errors in high-
dimensional

data

Enhance hybrid
frameworks for
scalability and

investigate continual
learning models.

[144] AI & Blockchain
security

Real-time processing
cost, adversarial AI

attacks

Immutable
logging, smart

contracts,
federated

blockchain

AI + Blockchain,
smart contracts,

FL

Scalability,
latency

Explore lightweight
consensus algorithms;

integrate
zero-knowledge

proofs for privacy.

[145] Metaverse
security

Identity theft, data
leaks,

misinformation, and
digital asset theft

Zero-trust
architectures,
decentralized
identity, and

privacy
frameworks

Blockchain,
access control,

policy
enforcement

Decentralized
moderation

issues; lack of
oversight

Build interoperable
standards; enforce AI
fairness, inclusivity,
and digital ethics in
metaverse platforms

[146]
Spatiotemporal

Intelligence
(STIN)

Complex key
management,

multilayer
vulnerabilities

Distributed key
management,

LDPC-secured
UM-MIMO, THz

physical-layer
encryption

LDPC, secure
mmWave, STIN

Complexity of
cross-domain

synchronization

Design secure STIN
orchestration layers;
enhance key agility

for multicast
scenarios

(Continued)
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Table 10 (continued)

Ref. Focus area Security challenges Proposed
solutions

Technologies
used Limitations Future work

[147]
Endogenous AI

Security (Trusted
AI)

AI manipulation,
adversarial threats,

and model drift

Proactive
defense, trust

scoring,
collaboration,
and privacy
protection

Intelligent agents,
endogenous

defense,
distributed ML

Adversarial
robustness,
scalability

Standardize trusted
AI frameworks;

implement resilient
distributed learning

with trust
mechanisms.

[148]
GAI in

communication
security

Imbalanced datasets,
unknown threats, and

UAV coordination
issues

GANs for data
augmentation,

LSTM for pattern
detection,

blockchain + FL
for trustworthy
collaboration

GAN, cGAN,
LSTM, FL,

Blockchain, fuzzy
logic

GAN instability,
UAV data

variation, and
coordination

overhead

Refine GAN training
stability; deploy

online-learning FL
for real-time UAV

security coordination

[149]
Trust

management in
IWSNs

Node
misclassification,
limited trust data

Encoder-decoder
GAN, Type-2

fuzzy logic, trust
redemption via

GAN

GANs, fuzzy
inference systems

Risk of false
reintegration;

fuzziness
handling

complexity

Develop continuous
trust learning

systems; extend trust
recovery to

multi-domain IWSNs

10 Open Challenges, Lessons Learned, and Recent Trends
The rapid evolution of the wireless communication system, particularly the transition to 6G, has

revealed essential information and emerging trends that define the future of intelligent networks. Experiences
underpinning the deployment of AI-driven architecture, edge intelligence, FL, and advanced sensing systems
have starkly demonstrated the potential and inherent considerations involved in establishing an autonomous,
high-performing communication setting. Whether it is increasing spectrum efficiency or enabling real-
time decision-making and predictive analytics, AI-based 6G has proven transformative across industries.
At the same time, emerging trends indicate the growing popularity of privacy-oriented models, energy-
saving structures, and interdisciplinary approaches that unite communication, computing, and cognition.
The section draws the major conclusions and presents the most notable directions of the current and future
research and development in 6G.

10.1 Open Challenges and Future Research Directions
AI is poised to be a cornerstone of 6G network development, driving advancements in intelligence,

efficiency, sustainability, and user-centric services. While AI has demonstrated success in enhancing tradi-
tional MA techniques like OMA and SDMA, its application to more advanced methods, such as RSMA,
CDMA, Reconfigurable MA, and Universal MA, is still in its early stages. Universal MA, which integrates
multiple MA domains simultaneously, presents a complex but promising area for AI-driven optimization
due to its multidimensional structure. In FL, selecting the optimal MA scheme is challenging because pre-
implementation data, such as CSI and model gradients, are unavailable. Unified MA frameworks such as
RSMA and universal MA could ease this burden by enabling seamless integration with FL while minimizing
decision complexity.

Similarly, Over-the-Air Computation offers new directions for analog-based uplink communication,
demanding innovative MA strategies [150]. In ISAC, AI’s potential is being explored to resolve the inherent
conflicts between sensing and communication tasks, especially in large-scale MIMO networks. Coordinated
ISAC architectures, such as cell-free systems, require advanced methods for interference management and
synchronization maintenance. Although RSMA has shown benefits for ISAC, the possibilities of universal
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MA-assisted ISAC remain largely untapped. Likewise, AI-assisted localization presents opportunities, but
existing models often assume static users and neglect the impact of mobility and synchronization errors.
Future efforts must focus on achieving real-time accuracy through universal MA-based localization systems
that overcome the delays associated with traditional SIC techniques.

AI also plays a critical role in managing mMTC, which involves ultra-dense networks of IoT devices. AI
enables dynamic D2D communication, adaptive scheduling, spectrum optimization, fault detection, and EE
protocols. To realize these capabilities, challenges related to scalability, interference, latency, heterogeneity,
and energy consumption must be addressed. Techniques such as decentralized AI, DRL, multi-agent
systems, and lightweight models, along with FL and AD, are essential for secure and reliable mMTC
deployments. Digital twin technology, enhanced by AI, provides real-time virtual representations of physical
6G networks for planning, optimization, and predictive maintenance. Applications include network design,
failure prediction, real-time load balancing, stress testing, and IoT deployment planning. However, this
approach faces several challenges, including high computational demands, real-time data synchronization,
model accuracy, scalability, and cybersecurity concerns. Addressing these requirements requires advances
in distributed computing, edge-cloud integration, AI abstraction techniques, and the development of
standardized, modular frameworks to ensure secure, interoperable digital twin platforms.

Sustainability is another major priority for 6G. AI contributes to energy-aware solutions in data
centers, such as dynamic resource scaling, predictive power management, and adaptive cooling. Green AI
techniques—including model pruning, quantization, and EE training—help minimize the carbon footprint
of AI models. Future research must address the balance between performance and energy savings, integrate
renewable energy sources, and enable scalable, low-power AI operations that can run on diverse network
infrastructures, including legacy systems. Human-machine interaction and the Tactile Internet represent
groundbreaking use cases for 6G, enabled by AI-driven, ultra-low-latency, context-aware communication.
Applications such as remote surgery, immersive AR/VR, haptic feedback, and smart assistive technologies
require real-time responsiveness and environmental awareness. Key challenges include latency sensitivity,
privacy, energy limitations for wearable devices, and adaptability in dynamic environments. Edge AI,
multimodal learning, federated privacy-preserving methods, and URLLC are necessary to support these
systems effectively.

Despite notable progress, open issues persist in the design of AI-empowered MA protocols. Spectrum
and interference management, especially in high-frequency bands (mmWave and THz), demand advanced
AI-driven sensing and sharing techniques. MA protocols must also accommodate diverse traffic types, user
mobility, and device intelligence, all while maintaining low power consumption and high scalability. Security
and privacy concerns are heightened by AI integration and require robust protection at both PL and MAC
layers. Compatibility with evolving hardware, including satellites, UAVs, RIS, and LEO technologies, adds
additional layers of complexity to deployment and optimization. Power consumption remains a concern,
particularly in low-power terminals that require AI functionalities. Thus, future AI-enabled MA protocols
must be energy-efficient, lightweight, and scalable to dynamic environments.

Future research should explore integrating AI with enabling 6G technologies such as Satellite-Air-
Ground Integrated Networks (SAGIN), WPT, RIS, MEC, ISAC, HBF, and THz communications. These
integrations can help address challenges related to spectrum, complexity, power consumption, compatibility,
and security. Furthermore, emerging AI paradigms like GAI and LLMs offer scalable, adaptive, and
generalizable solutions for network optimization, security, and RM. The path forward calls for ongoing
innovation in AI models to improve transparency, security, and EE across 6G systems. Explainable AI
(XAI) will be crucial for establishing trust in critical sectors, such as healthcare and finance, which
necessitate lightweight, domain-specific, and privacy-preserving solutions. AI-driven security frameworks
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should detect and mitigate threats in real time, while privacy-focused methods like FL will protect user
data. Energy-efficient AI tailored for edge computing and real-time decision-making, along with techniques
for processing multi-sensory data, will enable immersive and intelligent user experiences. Together, these
research directions highlight AI’s transformative role in shaping the architecture, operation, and ethical
deployment of 6G networks, ensuring a secure, adaptive, and sustainable future for global connectivity.

10.2 Recent Trends
The evolution of 6G wireless communication is expected to follow the decade-long cycle of cellular

advancements, with widespread adoption projected for the 2030s. 6G will not only optimize and extend
the capabilities introduced in 5G—such as URLLC, mMTC, and industrial IoT—but also enable new,
transformative applications that are yet to be fully imagined. A prominent trend is the expansion of mobile
connectivity into more diverse verticals, with deeper integration across industrial, consumer, and public
sectors. In parallel, the rapid progress of AI and ML is driving a shift toward AI-native network designs, where
intelligent algorithms enhance system adaptability, operational efficiency, and user-centric experiences.

To meet the escalating demands for data throughput and real-time responsiveness, 6G is expected
to exploit higher-frequency bands—including sub-THz and THz bands—to unlock wider bandwidths
and enable more precise localization and sensing capabilities. This paves the way for networks that not
only transmit data but also perceive and interpret physical environments, enabling new forms of hu-
man-technology interaction. Recent research highlights several transformative trends that are likely to
define the 6G paradigm. These include AI/ML-based air interface design and optimization; expansion
into new spectrum regions coupled with cognitive spectrum sharing techniques; integration of sensing
and positioning within the network infrastructure; achievement of extreme performance targets in latency,
reliability, and capacity; and the adoption of novel network architectures such as RAN-core convergence and
sub-network frameworks.

Moreover, the growing complexity and heterogeneity of 6G use cases necessitate a rethinking of security
and privacy mechanisms. In response, robust, decentralized solutions are being investigated to safeguard
user data and maintain trust in intelligent, autonomous systems. Collectively, these advancements signal a
shift toward a more modular, flexible, and platform-based network architecture, where the decoupling of the
air interface from the core network enables scalable, efficient, and application-specific innovations.

10.3 Lesson Learned
The process of advancing to 6G networks has been a valuable experience, allowing me to learn both

technical applications and strategic research methods. The first lesson learned is that traditional rule-based
communication systems cannot meet the requirements of ultra-dense, low-latency future networks and
require a high degree of intelligence. Integrating AI, ML, and data-driven methods has been a key factor in
overcoming the challenges of dynamic spectrum management, RA, and real-time decision-making. Besides,
multidisciplinary cooperation between wireless communications, computing, robotics, and data science
has become a crucial source of innovation. Initial efforts at experimentation and deployment have also
highlighted the need to strike a balance between optimizing performance and respecting data privacy, energy
consumption, and system interpretability. The insights serve an essential role in developing 6G architectures
that are resilient, adaptive, and human-centric.

Lesson 1: Toward Intelligent and Secure 6G Networks
The integration of AI into 6G networks offers transformative potential but poses notable challenges. Key

issues include the need for massive, diverse datasets, which raise concerns about privacy and data security.
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FL and privacy-preserving techniques offer promising solutions but require further refinement for practical
deployment. Another concern is algorithmic bias, which can lead to unfair or discriminatory outcomes.
Addressing this requires transparent, fair, and continuously monitored AI systems. Explainability is also
critical—many AI models operate as black boxes, eroding trust and accountability, especially in safety-
critical applications such as healthcare and AVs. AI systems also impose high computational complexity,
demanding efficient processing and low-latency operations, particularly in edge computing environments.
Moreover, as AI increases automation, it introduces new security vulnerabilities at multiple layers of the
6G architecture, necessitating AI-powered security frameworks, encryption, and integration with secure
technologies such as blockchain. AI enables a wide range of innovative 6G applications, including smart
cities, UAV-based network management, autonomous transportation, and immersive remote healthcare.
However, these applications pose challenges in intelligence, EE, and privacy, especially in UAV swarms
and real-time operations. Ethically, the deployment of AI in 6G must consider transparency, fairness,
accountability, and the potential for job displacement. Strategies such as XAI, workforce retraining, and
privacy-focused design are crucial for mitigating negative impacts. Looking ahead, AI is expected to be
central in achieving 6G’s ambitious goals—ultra-high data rates, low latency, massive connectivity, and EE.
To fulfill this vision, sustainable, secure, scalable, and interpretable AI solutions must be prioritized in future
research [151].

Lesson 2: Key Lessons from AI-Driven Spectrum Management Research
This review highlights several key insights into the current state and future direction of AI-based SM

in advanced wireless networks. One of the main observations is the limited focus on applying AI to beam
alignment and tracking, which are crucial for maintaining reliable communication in high-frequency 6G
environments. Despite the potential of AI to improve precision and responsiveness, these areas remain
underexplored. Additionally, the widespread use of DL and RL methods in SM poses challenges due to
their high computational requirements, making real-time deployment difficult in resource-constrained and
latency-sensitive settings. To address this, future research should focus on developing lightweight models,
efficient training techniques, and distributed computing solutions, such as edge computing. FL is gaining
attention as a privacy-preserving approach for collaborative SM, but issues related to data variability,
communication costs, and secure model updates remain. Efforts toward standardizing these frameworks can
help ensure broader adoption. Another key issue is the lack of transparency in many AI models used for
decision-making.

The complexity of current methods often makes it difficult to understand how decisions are made,
hindering trust and accountability. The integration of XAI techniques is therefore essential for improving
interpretability and reliability. The potential use of LLMs in SM is also noted as a promising but under-
explored area. These models could enhance decision-making by interpreting complex data and managing
network resources more intelligently. However, as AI becomes increasingly integrated into network oper-
ations, concerns about security and privacy grow. There is a growing need for robust security frameworks
to protect data and ensure safe operation in dynamic network environments. Finally, the lack of standard
testbeds and benchmarks limits the ability to evaluate and compare different AI approaches fairly. Developing
standardized platforms and promoting transparent sharing of models and results would support more
consistent progress in the field. Overall, these lessons underscore the importance of ongoing innovation,
interdisciplinary collaboration, and practical solutions to ensure that AI can be effectively and safely deployed
in XG wireless networks [152].

Lesson 3: Overcoming Core Technical Hurdles in 6G Evolution
Realizing the full potential of 6G demands overcoming numerous technical hurdles spanning the PL

to network architecture. The use of THz frequencies offers unprecedented data rates but faces significant
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obstacles, including high propagation losses, atmospheric absorption, narrow coverage, and rapid signal
fluctuations. These issues necessitate new transceiver designs, adaptive beamforming, and regulatory frame-
works beyond 0.3 THz. Similarly, the expansion of carrier bandwidths introduces design complexity, as
managing wide GHz ranges challenges the linearity and power efficiency of RF front-end circuits, making
carrier aggregation and calibration more demanding. Power supply also poses a significant bottleneck,
especially for mobile devices and IoT systems, calling for innovations in EH, efficient precoding, and
low-power processing.

Additionally, 6G envisions the dynamic integration of heterogeneous networks, unlike the static
combinations in 5G, which require real-time, intelligent coordination across diverse communication stan-
dards. Tactile Internet applications—requiring ultra-low latency and real-time control—face open research
problems in coding, network slicing, and security. The evolving network introduces security vulnerabilities
spanning physical and network layers, underscoring the need for integrated, lightweight, and robust security
solutions. Moreover, with the rise of 3D networking, new challenges in mobility, routing, and interference
emerge, particularly in aerial and vertical domains. Device compatibility is another concern, as supporting
AI, XR, and time-bits-per-second throughput may outpace the capabilities of current devices, demanding
cost-effective upgrades and backward compatibility. Finally, SM remains critical due to interference risks
and spectrum scarcity, requiring advanced sharing, scheduling, and interference cancellation strategies.
In summary, bridging the 6G vision with its technical feasibility requires a coordinated research effort
across high-frequency design, EE architecture, spectrum policy, secure protocols, and intelligent network
orchestration. These lessons form a foundation for guiding innovation and standardization in future wireless
systems [153].

Lessons 4: Non-Technical Insights for a Sustainable and Inclusive 6G Future
The evolution of 6G requires more than just technological advancements—it must also consider

fundamental scientific, industrial, societal, and commercial aspects. Key lessons include the need for stronger
integration with basic sciences, such as mathematics and physics, as current communication theories may
not fully address emerging complexities. Additionally, technological progress must align with the capabilities
of upstream industries to ensure feasibility and deployment. A demand-driven roadmap involving end users
is vital for real-world applicability, while commercialization strategies—such as cost models and backward
compatibility—must be prioritized early. Public health, psychological acceptance, and concerns over EW
exposure and privacy also require attention to ensure societal trust. Finally, effective global connectivity will
depend on addressing digital divides, ensuring content relevance, and overcoming accessibility challenges
in underserved regions. These insights highlight the importance of a multidisciplinary, human-centric
approach in shaping a sustainable and inclusive 6G future.

Lesson 5: Integration of Generative AI in XG Wireless Networks
The integration of GAI into XG wireless networks offers promising opportunities to optimize perfor-

mance, enhance flexibility, and enable intelligent adaptation across diverse network scenarios. Models such
as GANs, GDMs, and GFlowNets are particularly effective in simulating complex wireless environments
and generating high-quality synthetic data. These capabilities enhance a variety of tasks, including RA,
CSI, and AD. When combined with RL, GAI further strengthens decision-making processes for managing
complex, high-dimensional optimization problems, such as those found in NTNs. Despite their potential, a
significant limitation of current GAI models is their limited ability to generalize beyond the training data,
hindering their effectiveness in unseen or dynamic network conditions. This challenge, known as Domain
Generalization (DG), becomes critical in real-world wireless environments where distributional shifts
between training and deployment domains are common. To overcome this, future research should focus
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on hybrid learning models that integrate both generative and discriminative approaches to extract domain-
invariant features. Additionally, applying regularization techniques, such as Invariant Risk Minimization
(IRM), can help ensure that models learn features that are stable across different environments. GAI models
can also be leveraged to generate synthetic data representing multiple domains. When combined with IRM,
they can be trained to identify features that generalize well, even under adversarial or unfamiliar conditions.
This integration improves both the robustness and adaptability of models in real-world deployments.
Ultimately, combining GAI with DG and IRM approaches enables the development of more scalable,
resilient, and intelligent XG wireless systems that maintain high performance across a wide range of dynamic,
heterogeneous conditions.

Lesson 6: THz Propagation to AI Integration in 6G Networks
The path toward realizing 6G wireless communication systems is marked by a variety of technical,

architectural, and economic challenges. One of the foremost issues is the propagation limitations of THz
frequencies. While they enable ultra-high data rates, these frequencies suffer from high path loss, limited
antenna gain, and atmospheric absorption, demanding advanced transceiver and antenna designs. Addition-
ally, the lack of standardized models for sub-mm-wave propagation complicates reliable channel modeling
under dynamic environmental conditions. Hardware heterogeneity presents another significant hurdle. The
diverse range of frequencies, architectures, and communication protocols expected in 6G—especially with
the inclusion of massive MIMO and AI-driven technologies—will require substantial upgrades to existing
infrastructure. Autonomous wireless systems, including AI-enabled Industry 4.0 environments, UAVs, and
CANs, require integrating multiple subsystems, which makes system design and interoperability complex.

Further complications arise from the need to manage massive backhaul capacities for geographically
dispersed IoT and access networks, requiring novel high-speed backhaul solutions. Efficient spectrum
utilization, interference management, and intelligent beam control in THz bands are also critical technical
demands. Moreover, PL security remains a pressing concern, especially for privacy-sensitive, human-centric
applications, necessitating new frameworks beyond those of 5G. On the economic front, the deployment
of 6G will entail significant infrastructure investment. However, with careful planning and the strategic
reuse of 5G resources—such as spectrum, hardware, and network infrastructure—cost-effective upgrades are
possible. Overall, these challenges highlight the importance of cross-disciplinary research and innovation
in advanced signal processing, AI integration, spectrum sharing, and economic planning for a successful
transition to 6G networks.

Lesson 7: Building the Foundations for a Trustworthy and Scalable Metaverse
The convergence of AI, beyond 5G/6G networks, and the Metaverse presents unprecedented opportu-

nities but introduces a multitude of complex challenges. From an AI perspective, integrating with emerging
technologies such as Industry 5.0, aerial-ground vehicles, and LLMs poses scalability, interoperability,
and EE concerns. Moreover, delivering unique, immersive experiences and ensuring democratization in
digital spaces demands bias-free AI systems, real-time emotion mapping, and secure content governance.
Intellectual property protection becomes increasingly challenging due to anonymity, ease of replication,
and decentralized environments, necessitating collaboration among AI, legal, and enforcement mechanisms.
On the beyond 5G/6G front, the Metaverse requires a shift toward URLLC and adaptive mobile networks.
Challenges include managing highly dynamic and complex environments, implementing zero-touch net-
work automation, and ensuring seamless connectivity across SAGIN. These networks must support high
data fidelity and uninterrupted, immersive services, which call for novel architectures and reliability metrics.
Applications such as avatar interaction, robotic surgery, and telepresence further underscore the need for
robust tactile Internet capabilities.
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When AI and 6G are integrated to support Metaverse applications, additional issues arise, including
data privacy in edge AI, computational load on resource-constrained devices, and the need for intelligent,
self-adaptive automation. Future directions include leveraging FL, self-SL AI, and distributed computing
across the edge-cloud continuum. Furthermore, EE becomes a critical key performance indicator, as both
AI execution and 6G infrastructure incur high energy demands. Solutions such as adaptive compression,
edge offloading, and EH are crucial to sustainable operation. Ultimately, for the Metaverse to be socially
and environmentally sustainable, concerns such as climate impact resulting from high energy consumption
(e.g., from blockchain and hyperscale data centers), the widening digital divide, mental health effects, and
complex privacy risks must be addressed. Achieving sustainability requires a governance framework that
ensures equitable access, monitors mental well-being, and safeguards data across dimensions. Collectively,
these lessons underscore the pressing need for interdisciplinary collaboration and innovation to ensure the
Metaverse evolves into a secure, inclusive, and sustainable digital frontier.

Lessons 8: Multiple Access for NTN-Assisted IoT in 6G
The integration of NTNs with IoT in 6G ecosystems presents a wide range of technical challenges

and emerging research opportunities. One key lesson is the need for standardized protocols and regula-
tions tailored to the unique requirements of NTN-enabled IoT systems. Managing highly heterogeneous
networks—spanning diverse device types, service demands, and communication standards—requires
advanced algorithms for efficient orchestration. EE remains a central concern, especially in battery-
constrained IoT devices operating within NTN environments. This highlights the need for innovative MA
schemes and lightweight communication protocols. Furthermore, improving the spectral and operational
efficiency of existing and emerging access techniques is essential to meet the performance expectations of 6G.
Security and privacy challenges are magnified in dense IoT networks that exchange massive amounts of data,
requiring robust and scalable security frameworks. Equally important is the support for ULLC, especially for
time-sensitive applications such as XR, autonomous systems, and telemedicine.

AI and ML will play a transformative role in enabling intelligent, autonomous network operations.
However, this integration introduces complexities that must be addressed through novel architecture
and adaptive learning strategies. Environmental sustainability is another critical consideration, prompting
research into green communication solutions and energy-aware protocol designs. Additionally, the role of
edge computing in enhancing the processing capabilities of NTN-enabled IoT devices cannot be overlooked.
Research into distributed computing models, efficient data offloading, and edge-access integration will be
key. Finally, cross-layer optimization that considers the PL, link, and network layers holistically will be
essential to achieve seamless performance across diverse application scenarios. Collectively, these insights
underscore the importance of interdisciplinary research and innovation in realizing secure, efficient, and
sustainable NTN-assisted IoT networks in the 6G era.

Lesson 9: Enabling Cognitive, Green, and Secure 6G Networks
A comprehensive examination of emerging research themes reveals that AI will be central to the success

of 6G networks; however, its integration presents significant technical and strategic challenges. Adaptive
learning mechanisms, such as DRL and transfer learning, are expected to form the backbone of intelligent
network management. These approaches must evolve to support heterogeneous devices, dynamic traffic
patterns, and real-time processing while ensuring scalability and resilience. Designing flexible, AI-native
network architectures that blend cloud and edge computing is also critical. FL emerges as a solution to address
data privacy and distributed intelligence. However, deploying AI at the edge introduces new challenges in
resource-constrained environments, demanding lightweight models and efficient data processing pipelines.
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Sustainability is a growing concern in 6G. Green AI solutions, including edge hardware and predictive
energy optimization algorithms, are essential for reducing environmental impact. AI can also facilitate the
integration of renewable energy sources and adaptive power management strategies, contributing to greener
network operations. ULLC, a hallmark of 6G, can be enhanced by real-time AI decision-making at the
network edge. However, designing AI systems that can function under uncertainty and incomplete data
remains a research gap. Additionally, effective orchestration of computational resources using AI-driven tools
is necessary to maintain latency guarantees. Cybersecurity is another key area where AI can provide real-
time threat detection, automated response mechanisms, and adaptive defense strategies. Future efforts must
address the evolving nature of cyber threats and create self-updating, context-aware AI security frameworks.
AI is also expected to drive innovations in emerging 6G technologies, including RIS, ISAC, Open RAN, and
NTNs. These areas benefit from AI-enhanced beamforming, RA, and environmental sensing, but require
tailored models that address constraints on latency, dynamic topologies, and high mobility.

The vision of ubiquitous computing in 6G relies on intelligent resource distribution across terrestrial
BSs, UAVs, and LEO satellites. This demands efficient, dynamic, and hierarchical RA strategies, where DRL
and other advanced algorithms will play a crucial role. Finally, integrating LLMs into 6G introduces a new
cognitive layer. LLMs will enable semantic communication, intent-driven automation, and cross-modal
optimization. However, key challenges remain in ensuring model efficiency, privacy-preserving training
(e.g., via FL), and robust real-time inference. Hybrid quantum-classical systems, sparsity-aware modeling,
and DT-based simulations may open new research frontiers. Collectively, these lessons emphasize the
importance of interdisciplinary research—encompassing AI, networking, hardware, and sustainability—to
develop scalable, secure, and intelligent 6G infrastructures that can support XG applications and services.

Lesson 10: AI-Powered 6G Multiple Access
The integration of AI into MA protocol design and optimization for 6G systems remains at a nascent

yet up-and-coming stage. Emerging use cases across various domains, including SAGIN, WPT, RIS, MEC,
ISAC, HBF, and THz technologies, illustrate AI’s potential to enhance performance and address critical
challenges. AI can facilitate power efficiency when combined with WPT or RIS, reduce system complexity
through MEC and ISAC integration, and manage spectrum and interference more effectively by synergizing
with HBF, THz, and ISAC technologies. Additionally, AI integration with WPT, SAGIN, RIS, and ISAC helps
address issues related to system compatibility, scalability, and adaptability. Meanwhile, combinations of HBF
and RIS can enhance network security and privacy. Moreover, the emergence of advanced AI paradigms—
such as GAI and LLMs—signals a paradigm shift in wireless communications. GAI excels in learning
complex data distributions for optimization and security, while LLMs enable continuous, knowledge-driven
management of dynamic networking tasks. The strength of these innovations lies in their scalability, accuracy,
and generalization capability, offering promising avenues for overcoming future MA challenges in 6G
systems. Collectively, these insights highlight the transformative impact of evolving AI techniques on shaping
intelligent, adaptive, and secure MA solutions for XG networks.

11 Conclusion and Future Directions
This paper presents a comprehensive overview of the transformative potential of 6G networks and the

pivotal role of AI in shaping their architecture, management, and performance. The study explored how AI-
empowered multiple access techniques, intelligent protocol design, and adaptive optimization strategies can
address the complex requirements of next-generation communication systems. These requirements range
from ultra-low-latency communications, energy efficiency, and spectrum management to enhanced security
and the enabling of immersive applications such as the Metaverse, digital twins, and remote surgeries. The
integration of key technologies such as THz communication, reconfigurable intelligent surfaces, quantum
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communication, and NTNs underscores 6G’s ambition to deliver ubiquitous, innovative, and sustainable
connectivity. AI has emerged not only as a tool for performance optimization but also as a foundational
enabler of self-organizing, context-aware, and resilient networks capable of supporting massive numbers of
IoT devices, the tactile internet, and immersive services. Despite significant advancements, key challenges
remain, including the need for standardized, unified multiple-access frameworks, scalable AI architecture,
secure protocol designs, and ethical considerations surrounding AI deployment. Future research should
focus on cross-layer optimization, federated learning, low-complexity AI models, and unified multiple-
access strategies to unlock the full potential of AI-driven 6G networks. Overall, the convergence of AI and
6G marks a paradigm shift toward human-centric, adaptive, and intelligent wireless ecosystems, laying the
groundwork for a seamless, efficient, and secure digital future.
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