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ABSTRACT: To reconstruct vehicle accidents, data from the time of the incident—such as pre-collision speed and
collision point—is essential. This data is collected and generated through various sensors installed in the vehicle.
However, it may contain sensitive information about the vehicle owner. Consequently, vehicle owners tend to be reluc-
tant to provide their vehicle data due to concerns about personal information exposure. Therefore, extensive research
has been conducted on secure vehicle data trading models. Existing models primarily utilize centralized approaches,
leading to issues such as single points of failure, data leakage, and manipulation. To address these problems, this paper
proposes ORTHRUS, a blockchain-based vehicle data trading marketplace that ensures transparency, traceability, and
decentralization. The proposed model accommodates two categories of output data: the original data and the computed
result from the function. Additionally, in the proposed model, data owners retain control over their data, enabling them
to directly choose which types of data to provide. By employing Multi-party computation (MPC) technique, MOZAIK
architecture, and the random leader selection technique, the proposed scheme, ORTHRUS, guarantees the input privacy
and resistance to pre-collusion attacks. Furthermore, the proposed model promotes fairness by identifying dishonest
behavior among participants by enforcing penalties and rewards through the implementation of smart contracts.
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1 Introduction
As digital technologies advance, the volume of data is experiencing exponential growth [1]. Conse-

quently, challenges associated with data collection, storage, and management have become increasingly
prominent. In response to these challenges, data sharing and trading have commenced through user
interactions. This phenomenon has given rise to the concept of “data space”. A data space is defined as a
distributed system that is governed by a framework ensuring trust and data sovereignty [2]. It is essential for
such a system to provide a wide variety of data types and formats, along with tools for searching, querying,
and managing all data contained within the data space. This paper presents a vehicle data space specifically
tailored for the Internet of Vehicles (IoV) environment, with a particular focus on vehicle data. The IoV
constitutes a dynamic network infrastructure that facilitates the connection of vehicles, users, and various
smart devices to the internet [3]. Within the IoV ecosystem, vehicles are capable of collecting and generating
diverse types of data, encompassing both vehicle-specific information and environmental data, through
interactions with onboard sensors and external factors. Each entity within the IoV ecosystem engages in
the sharing or trading of its collected and generated vehicle data, thereby creating new value and enhancing
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user services. However, current methodologies for data sharing and trading are predominantly centralized,
which presents several challenges, including a single point of failure, data leakage and manipulation, as well
as concerns regarding data confidentiality. To mitigate these challenges, research has been undertaken to
explore data sharing and trading within a blockchain framework. Blockchain technology enables reliable
data trading by providing several benefits, including transparency, traceability, decentralization, and non-
repudiation [4,5]. However, security vulnerabilities in the data storage process continue to exist, resulting in
challenges such as data leakage, tampering, and breaches of privacy. Furthermore, entities currently seeking
to trade vehicle data rely on the data trading marketplace they participate in. This means vehicle data owners
lack ownership, control, or management rights over their own data. Consequently, issues such as privacy
protection, data confidentiality, and data resale arise. Additionally, relying on a data trading marketplace
means adhering to the data provision methods supported by that model. This means that data owners cannot
trade their data in the manner they desire. If a data owner desires to trade data in a specific manner, they must
seek out a data trading marketplace that supports that method. This hinders user convenience. Furthermore,
users seeking diverse data computation results must participate in multiple data trading marketplace. This
necessitates providing their information to various marketplaces, thereby creating privacy-related concerns.
In this paper, we introduce ORTHRUS, a blockchain-based model for vehicle data trading that prioritizes
privacy protection. The proposed model accommodates two categories of output data: the original data and
the computed result from the function. Scenarios that necessitate these types of output data include:

• Original data: One of the most common forms of raw vehicle data is video data. For example, video data
recorded from dashcams can serve as objective evidence in legal proceedings for various cases, such as
actual traffic accidents and vehicle theft. In addition, actual traffic accident videos or image data recorded
by the dashcam can be used as training data for autonomous vehicle traffic accident detection models.
The dashcam video data that perform these functions must not be forged, altered, or modified, and must
remain original.

• The computed result from the function: The computed result from the function is a value obtained
from the aggregation of multiple vehicle data points, rather than relying on data from a single vehicle.
This is crucial for autonomous driving services, including motion planning, vehicle route prediction,
and driver behavior prediction, among others. For instance, to enhance driving security across diverse
traffic scenarios, autonomous vehicles employ predictive techniques and decision-making algorithms.
To support these algorithms, it is necessary to utilize and compute a variety of vehicle data, including
vehicle speed, brake pressure, and driver behavior.

1.1 Our Contributions
The contributions in this paper are as follows:

1. Ensure fairness: The proposed model promotes fairness by identifying dishonest behavior among
participants utilizing commitment and signature techniques. Additionally, it enforces penalties and
rewards through the implementation of smart contracts.

2. Protecting input privacy: Input privacy refers to the concealment of transaction data supplied by the
data owner from both the data requestor and the computation node responsible for executing the
computational process [6]. The proposed model limits the access and acquisition of the original data by
all participants, allowing only the computation result of a function to be disclosed as the final output.
Futhermore, access to the original data is granted to legitimate participants only when the provision of
the original data is permitted.



Comput Model Eng Sci. 2025;145(2) 2789

3. Preventing pre-collusion attacks: The proposed model mitigates the risk of pre-collusion attacks by
employing random leader selection techniques to randomly designate computation nodes for partici-
pation in the computation process. Specifically, it is probably very low to predict in advance that a given
node is selected as a computation node. Consequently, even if malicious nodes were to collude, the
likelihood of their selection for participation in the actual computation process remains exceedingly low.

4. Ensure data sovereignty: Data sovereignty pertains to the allocation of control over personal data to
the individual data owner [7]. In the proposed model, data owners retain authority over their data and
possess the ability to determine the method of data delivery.

This paper is structured as follows: Section 2 presents the cryptographic techniques utilized in the
proposed model, while Section 3 delineates the operational procedures of the model in a step-by-step
manner. Section 4 discusses the implementation of the proposed model, along with the results and analysis
derived from this implementation. Finally, Section 5 offers a conclusion to the paper.

1.2 Related Work
Khan et al. [8] introduced BELIEVE, a blockchain platform based on multi-party computation

(MPC) [9], which serves as a framework for efficient verification via location identification and encryption.
BELIEVE employs an adaptive strategy that empowers data sources to autonomously ascertain the timing
of verification and the specifics of their trajectories. Additionally, it utilizes smart contracts to facilitate
the verification of mobility data. The platform also guarantees privacy through an MPC-based consensus
mechanism among proximate mobile peers, thereby eliminating the need to share original data.

Li et al. [10] introduced a Blockchain-based Speed Advisory System (BSAS), which enhances the existing
Consensus-based Speed Advisory System (CSAS) by integrating blockchain technology. This integration
aims to establish a trustworthy framework that prioritizes user privacy. BSAS employs cryptographic
primitives to safeguard the confidentiality of the CO2 emission cost function, thereby offering a reliable
and fully decentralized vehicle speed recommendation system. Furthermore, it suggests an optimal speed
that minimizes emissions and implements a value-driven incentive mechanism to motivate vehicle users to
engage with the service.

Golob et al. [6] proposed a decentralized data marketplace that prioritizes input and output privacy
within a blockchain framework. This marketplace guarantees payment fairness by automatically compen-
sating data providers with cryptocurrency tokens. Additionally, it employs two privacy techniques—secure
multi-party computation (MPC) and robust differential privacy guarantees—to facilitate a privacy-centric
data exchange.

Yuan et al. [11] proposed TRUCON, a blockchain-based data sharing mechanism designed to facilitate
congestion control and data deduplication within Internet of Vehicles (IoV) environments. TRUCON
employs the Kademlia algorithm, enabling source vehicles to restrict the number of reference vehicles
involved in the transmission of traffic data. Additionally, it incorporates a Cuckoo Filter-based deduplication
technique to mitigate unnecessary data sharing. This approach enhances both the integrity and reliability of
data sharing, while simultaneously improving network efficiency.

Sadiq et al. [12] proposed a data trading model based on the Internet of Vehicles (IoV) that guarantees
secure data storage and the privacy of vehicles within a blockchain framework. The model employs a digital
signature scheme grounded in elliptic curve bilinearity to ensure the authenticity and integrity of the trading
data. Additionally, it utilizes smart contracts that are autonomously executed between trading parties to
address payment disputes and ensure the fulfillment of payment obligations.
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2 Preliminaries
This chapter provides an overview of Multi-Party Computation (MPC) [9] and the MOZAIK architec-

ture [13] as they pertain to ORTHRUS. Additionally, it outlines the fundamental cryptographic primitives
utilized in this context.

2.1 MPC
First introduced by Yao in the 1980s, secure multi-party computation (MPC) is a versatile cryptographic

technique that enables multiple distributed participants to collaboratively compute arbitrary functions
while maintaining the confidentiality of their private inputs and outputs [9]. This process ensures privacy,
as each participant remains unaware of the input data of the other participants, and the output of the
computation cannot be deduced from the input data of others. Additionally, consistency is assured in
that honest participants will obtain identical computational results. The ORTHRUS employs Multi-Party
Computation (MPC) grounded in the principles of Secret Sharing, facilitating participant interaction while
maintaining data confidentiality. Secret Sharing is a method that protects confidential input data within
various MPC frameworks, enabling the division of secret input data or multiple confidential inputs into
several shares [14]. This paper adopts the SPDZ protocol as a representative technique based on Secret
Sharing for the implementation of MPC.
SPDZ Protocol

In the SPDZ protocol, the values exchanged among all participants are shares produced through a
secret sharing technique, which are subsequently utilized for circuit evaluation [15]. The SPDZ framework
is comprised of three distinct phases: an offline phase, an online phase, and a phase dedicated to output and
verification.

• Offline phase: This phase, commonly referred to as the preprocessing stage, produces a set of shared
random numbers utilized for the purpose of masking confidential input data [15]. Additionally, it
executes a multiplication operation to create a predominant multiplication triple (< a >, < b >, < c >)
and a random mask value.

• Online phase: This phase entails the collaborative computation of arithmetic circuits utilizing secretly
shared input data, which encompasses operations such as addition, multiplication, and Message
Authentication Codes (MAC) [15].
1. Addition: Given secretly shared values x , y and a publicly known constant c, each party’s local

computation performs the following operations.
– < x > + < y > can be calcuated from (x1 + y1 , . . . , xn + yn)

– c⋅ < x > can be calculated from (c ⋅ x1 , . . . , c ⋅ xn)

– c+ < x > can be calculated from (c + x1 , x2, . . . , xn)

2. Multiplication: Given a value that is shared in secrecy, the objective is to compute the product of
these values, which includes the multiplication of triples. We define a multiplication triple as the
ordered set (< a >, < b >, < c >), where (< a >, < b >, < c >) represents the secret numbers that have
been preshared among the participants. Furthermore, it is assumed that the multiplication triples
are generated in advance during an offline phase.
– Compute <ε>=< x > − < a >, then reveal <ε>
– Compute < δ >=< y > − < b >, then reveal < δ >
– Finally, compute < x > ⋅ < y >=< c > + <ε> ⋅ < b > + < δ > ⋅ < a > + ε ⋅ δ

3. MAC: The SPDZ protocol employs the Message Authentication Code (MAC) technique to protect
messages from dishonest parties [15]. The MAC key is established as a global variable that remains
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unknown to the participants and is shared in a confidential manner. All secret data are encoded
in a manner that incorporates the MAC, rendering the resultant value challenging to alter without
the consensus of the other participants. Consequently, by verifying the MAC, it is possible to detect
dishonest behavior and ensure the integrity of the data.

• Output and Verification phase: This phase involves the verification of all published numerical data
and final output values through the use of Message Authentication Code (MAC). Verification can be
conducted in batches utilizing a randomized linear combination. In the event of a discrepancy during
the MAC verification phase, the protocol will be terminated.

2.2 MOZAIK Architecture
The primary algorithms of the MOZAIK architecture are developed utilizing secret sharing tech-

niques [13] and the AEAD (Symmetric Authenticated Encrypted with Associated Data) algorithm [16].
The secret sharing mechanism employed in the MOZAIK architecture is based on threshold-based

secret sharing. This method involves partitioning a single source of data into n shares, which are then
distributed among the participants. The original data can be reconstructed only when the number of gathered
shares exceeds a certain threshold. Two algorithms that facilitate this process are the partitioning algorithm
share(d) → [[d]]1 , . . . , [[d]]n and the reconstruction algorithm Recon([[d]]1 , . . . , [[d]]n) = d. Here, d are
the original data, while n denotes the number of participants.

The AEAD [16] is a cryptographic technique that combines encryption of the original data with the
generation of an authentication tag alongside the ciphertext. This authentication tag serves to verify both
the integrity and confidentiality of the data. The underlying algorithm is represented by the encryption
algorithm Enc(k, d) → (c, t) and the decryption algorithm DecAndVeri f y(k, Enc(k, d)) = d. Where k is
a symmetric key, c represents the ciphertext, and t signifies the authentication tag.

The main algorithms of the MOZAIK architecture based on this are the key generation algorithm
ke yGen(), the distributed decryption algorithm DistDec(), and the computation algorithm In f er().

• Ke yGen(): The algorithm uses the symmetric key k and the partitioning algorithm share() to generate
the appropriate share of keys k1 , . . . , kn for the number of compute nodes of MPC.

• DistDec(): We use the ciphertext c and the authentication tag t as a public input, and the key share ki
as a private input provided to each participant. The algorithm verifies the authentication tag t, decrypts
the ciphertext c, and returns the plaintext share d1 , . . . , dn . If verification of the authentication tag t fails,
it returns ⊥. This distributed decryption is implemented by running DecAndVeri f y(ki , c, t) → dn .

• In f er(): It analyzes data from share d1 , . . . , dn in the original data. Then, it performs some computation
based on the analyzed values to obtain the resulting values x1 , . . . , xn .

2.3 Cryptographic Primitives
The proposed model applies the following cryptographic primitives.

1. A cryptographically secure hash function H ∶ {0, 1}∗ → {0, 1}λ , where λ is the security parameter [17].
2. A semantically secure symmetric cipher consisting of (SymKGen, SymEnc, SynDec) [18].
3. An asymmetric cipher that is semantically secure against a chosen ciphertext attack consisting of
(AsymKGen, AsymEnc, AsymDec) [19,20].

4. An existential unforgeability under chosen message attack (EU-CMA) secure electronic signature
technique consisting of a polynomial-time algorithm (SignKGen, SignVeri f y) [21].
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3 ORTHRUS
In this chapter, we introduce ORTHRUS, a model for vehicle data transactions that preserves privacy

while accommodating two types of output data within a public blockchain framework. Fig. 1 shows an
overview of the model proposed in this paper.

Figure 1: Overview of the proposed model

The ORTHRUS framework comprises several key components, including the Data Owner (DO), Data
Requester (DR), Computation Node (CN), Smart Contract (SC) and the Interplanetary File System (IPFS).
The DO is a participant who deploys the smart contracts defined in the proposed model on the blockchain
and engages in trading their own data. Conversely, the DR refers to a participant who, within the blockchain
peer-to-peer network, acquires data from a DO holding the required information in exchange for a fair
price. The CNs are the entities actively engaged in computation, selected at random by the smart contract
to participate in the computational process. These nodes serve as actual computation participants and are
incentivized based on the correctness of their computations at the conclusion of the transaction. Each time a
transaction is initiated, these DO, DR, and CN generate key pairs for transactions and signatures, respectively,
utilizing a cryptographically secure public-key algorithm. The proposed model is designed based on a
blockchain. The blockchain used here supports SC. The SC is a stateful ideal functionality, allowing all
components, including attackers, to expose their internal state. Furthermore, the SC selects CN to participate
in the actual computation process by employing a randomized leader selection technique, such as that used
in Algorand [22]. Upon receiving a dispute resolution request from component of the proposed model, the
SC initiates a dispute resolution process to identify dishonest participants, who are then subject to penalties
such as deposit forfeiture and a reduction in their reputation score. The ORTHRUS uses IPFS, a scalable
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peer-to-peer data storage platform [8]. To mitigate storage costs, we store ciphertexts and encrypted secret
key shares within IPFS and subsequently publish the addresses returned by IPFS on the blockchain [12].

3.1 Assumptions and Threat Model
The ORTHRUS is built on top of a public blockchain, thereby inheriting security properties such

as integrity, tamper-resistance, and others from the underlying blockchain platform that hosts the smart
contracts. The system assumes a synchronous network model with authenticated peer-to-peer channels,
which limits the adversary’s ability to manipulate communication [23]. Specifically, while an adversary may
delay any message passed between honest parties by a known upper bound △, they cannot delete, reroute,
or modify the message. The threat model considered in this paper is defined as follows:

• The main components of ORTHRUS, DO, DR, and CN, do not trust each other and are assumed to act
in their own self-interest and act rationally accordingly.

• The CN, which performs the actual computation and validation in ORTHRUS, is not a fully
trusted entity.

• In order to use the randomized leader selection technique in ORTHRUS, it is assumed that the number
of nodes on the blockchain network that want to participate in the computation process is sufficient, and
the randomized leader selection technique is also assumed to be secure because it inherits the security
of the technique used.

• We consider only static corruption [24] and standalone [25] models, where an adversary can only
compromise any object before the protocol is executed, that is, an adversary can only compromise a
protocol participant before the protocol is executed.

• The cryptographic techniques mentioned in Section 2 are assumed to be secure against a Probabilistic
Polynomial Time (P.P.T.) attacker.

• The security of MPC technique applied to ORTHRUS is guaranteed in the presence of subthreshold
adversarials by relying on admissible Threshold Adversarial Structures to ensure the security of MPC.
This ensures output correctness and input privacy. Furthermore, the accuracy and verifiability of the
output results depend on the applied MPC technique. In the proposed model, the threshold or the
protocol’s computation process can change based on the attacker model considered by the applied
SPDZ protocol.

The ORTHRUS employs a reputation mechanism to enhance fairness and prevent Byzantine
behavior [26]. The following studies exist on reputation mechanisms. Zhang et al. [26] proposed a
blockchain-based Cyber Threat Intelligence (CTI) model combining consortium blockchains with dis-
tributed reputation management systems. This model prevents bribery attacks and offers faster performance
than existing Byzantine Fault Tolerance (BFT) models. Liu et al. [27] proposed BtRal, a blockchain and trust-
based reputation evaluation incentive mechanism. It introduced a multidimensional reputation evaluation
method. It prevents malicious or pre-collusive evaluation attacks using multifactor moderation. It also
designed and proposed rewards and penalties through reputation-based tokens. While reputation mecha-
nisms themselves are an important research topic actively studied in the field of data marketplaces to enhance
fairness and security, this paper focuses on secure and trustworthy data trading. Existing, well-established
reputation mechanisms can be utilized to implement the proposed model. However, the specific details of
the reputation mechanism itself are beyond the scope of this paper.

3.2 ORTHRUS Architecture
The ORTHRUS system begins with the deployment of the DO smart contract, followed by pre-

processing, matching, and the actual computation steps for data trading. Since ORTHRUS accommodates
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two types of output data, the internal behavior during the computation phase is contingent upon the output
data type requested by the DR. In this paper, the output data type refers to the specific data type requested
by the DR, which can be categorized into two types: original data ( f l agX X = 1) and the computation
result for the requested function ( f l agX X = 0). When a smart contract receives a request for dispute
resolution from a DO or a participant in the transaction process, such as DR or CN, it initiates a dispute
resolution step, and identifies the dishonest participant and penalizes them by confiscating their deposit
and reducing their reputation score. The detailed process for each step in the ORTHRUS is discussed
in Appendix A. Fig. 2 shows the processing flow of transactions and state variables handled by smart
contracts in the proposed model.

Figure 2: The processing flow of transactions and state variables handled by smart contracts in the proposed model
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3.2.1 Preprocessing Phase
The preprocessing phase consists of a data disclosure step, a compute node selection step, a data

encryption step, a commit value verification and distributed decryption step, and a data ad step. The detailed
algorithms for each step are described in Appendix A.

• Data disclosure step:
The DO defines the data it wishes to trade as the original data D and publishes a transaction

{O penTx} on the blockchain through the SC. This transaction includes the data provision method
f l agDO and information about D. In this context, f l agDO = 1 indicates that the DO provides both D
and the result of function computation as the final output of the proposed model, while f l agDO = 0
signifies that the DO provides only the result of function computation.

• Computation node selection step:
Among all the participating nodes BN j , j ∈ {1, . . . , M} in the blockchain, only those nodes that wish

to engage in the computation process generate their signatures based on {O penTx}. Then, BN j forwards
{SigTx} j with its signature to the SC. Here, M represents the total number of nodes participating in the
blockchain network. The SC receives this information and generates a hash value based on the signature.
It then calculates this as a probability value and compares it to the reference probability value P. The SC
selects the N nodes with the smallest values among those that are less than or equal to P as the computing
nodes. The SC then updates the information of the selected nodes to the list L of computing nodes.
Finally, the SC publishes {ListTx}, which contains L and various other information, to the blockchain
network. After this step, the nodes designated as computing nodes are denoted as CNi , i ∈ {1, . . . , N},
where N is the total number of selected computation nodes.

• Data encryption step:
The DO generates a secret key K using the Ke yGen() function, which is one of the key algorithms

in the MOZAIK Architecture. Based on this key, it creates secret key shares Ki for i ∈ {1, . . . , N}. Next,
the DO encrypts each secret key share Ki using a public key encryption algorithm to produce the
encrypted secret key share EKi , and it generates a commit value ComEKi for verification purposes. The
DO then creates a ciphertext ED using the AEAD encryption algorithm AEAD.Enc() and generates a
corresponding commit value ComE D . For each pair of EKi and ComEKi , the DO stores them in IPFS
and receives the storage location URIEK−Com . Subsequently, the DO stores ED and ComE D in IPFS,
obtaining the storage location URIE D−Com . Finally, the DO submits a transaction {StoreTx} to the SC,
which includes this information.

• Verification and distributed decryption of commit values:
The CNi obtains the values stored in IPFS based on what is published on the blockchain. Then,

the CNi generates the commit value Com′E D for ED and checks if it matches the value obtained via
URIE D−Com . If there is a mismatch, the CNi sends {FailEDTx}i , i ∈ {1, . . . , N} to the SC to resolve
the dispute, and if it matches, the CNi generates a commit value Com′EKi

for EKi and performs the
same process. Similarly, if there is a mismatch, the CNi requests the SC to resolve the dispute by sending
{FailEKTx}i . If they match, the CNi performs MOZAIK Architecture’s DistDec() on ED to obtain
Di/ ⊥← DistDec(Ki , ED). The CNi sends Success to {ReconTx}i , i ∈ {1, . . . , N}, if Di is obtained, and
Fail to the SC, if ⊥ is obtained.

• Data advertising step:
To sell its data, the DO sends an advertising transaction {AdvTx} containing information about

its data to the SC, which then publishes it on the blockchain.
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3.2.2 Matching Phase
First, the DR selects a tra nsaction that contains the data it wants and how it wants the data to be provided

from among the {AdvTx} posted on the blockchain and delivers a data request transaction {ReqTx} to the
SC. At this time, the DR′ request function, F, is included only if the DR wants data as a result of the function
calculation ( f l agDR = 0). Upon receiving this, SC checks whether the DR′s account balance is sufficient and
checks whether the data type provided by the DO matches the data type desired by the DR. If it does, it posts a
matching transaction {MatchTx} on the blockchain network. At this time, a parameter called f l ag defines
the behavior of the proposal model. Fl ag = 1 means that the final output of the proposal model will be the
original data, while f l ag = 0 means that the output of the function will be the result of the calculation.

3.2.3 Actual Computation Phase
The steps are described separately for the cases where the final result is the original data and for the

cases where the final result is the result of a function computation.

1. If the final result is original data ( f l ag = 1)
This means that when f l agDO = f l agDR = 1, the final output of the proposed model is the original

data type.
• Encryption and signature generation step:

CNi , i ∈ {1, . . . , N} performs public key encryption on Di to generate encrypted data EDi .
Then, it generates a signature SignE Di for it and publishes the transaction {DResul t}i containing
it on the blockchain.

• Verification step:
The DR obtains EDi and SigE Di through the published transaction {DResul t}i , i ∈ {1, . . . , N}.

Based on this, DR performs the signature verification algorithm Veri f y() to verify the signature. If
verification fails, DR identifies the CNi that caused the result, records the information in VCNl ist,
and delivers the verification failure transaction {DVeri f ySigTx} to SC. The receiving SC performs
the dispute resolution steps. If verification is successful, DR decrypts EDi and obtains D′i . The
DR then performs the reconstruction algorithm Recon() to obtain D

′

. The DR generates a hash
value H(D′) for the obtained D

′

and checks if it matches the H(D) contained in {AdvTx}. If
there is a mismatch, DR returns {DFailTx} to SC to resolve the dispute. If they match, DR passes
{DTrueTx} to SC.

2. If the final result is the result of a function computation ( f l ag = 0)This means that f l agDO = 1 or 0
and f l agDR = 0. The final output of the proposed model is of the type function computation Output.
• Function computation step:

CNi , i ∈ {1, . . . , N} generates a function computation result share Xi with Di as input to F.
The CNi creates a computation result share EXi encrypted with public key encryption on Xi . The
CNi generates a signature SigEKi for the generated value. The CNi then publishes a transaction
{FResul t}i containing this information on the blockchain.

• Verification and reconstruction step:
DR obtains EXi and SigE Xi from {FResul t}i , i ∈ {1, . . . , N} posted on the blockchain and

performs signature verification on them. If verification fails, DR identifies the CNi that caused
the result and forwards the transaction {FVeri f ySigTx} that contains it to SC. The receiving SC
performs the dispute resolution steps. If verification is successful, the DR decrypts EXi to obtain
Xi . The DR then aggregates Xi over a threshold to obtain X through the reconstruction algorithm
Recon(). The DR delivers {F f inalTx}, the transaction resulting from the reconstruction, to SC.
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Upon receiving it, SC distributes data payments and incentives from the DR′ account to each
participant, increases each participant’s reputation score, and terminates the transaction.

3.2.4 Dispute Resolution Phase
The dispute resolution phase is performed by participants requesting SC to resolve disputes in the event

that (1) ED′s commit value verification fails, (2) EKi
′s commit value verification fails, (3) EDi

′s signature
verification fails, (4) D′s hash value verification fails, or (5) EXi

′s signature verification fails. The detailed
dispute resolution process is discussed in Appendix B.

1. ED′s commit value verification fails
This step is the dispute resolution request phase triggered by CNi , where i ∈ {1, . . . , N}, due to

a failed verification of the ED′s commit value. At this point, CNi transmits {FailEDTx}i to the SC.
Upon receiving this, the SC verifies whether the transaction’s timestamp is within TStore and performs
verification for up to i ∈ {1, . . . , l} transactions that arrived within TStore and are below the threshold.
After verifying all l transactions, the SC changes the state variable Σ to ´Cancelled′ and terminates the
transaction only if a dishonest DO′s record exists or if the value of mCNi exceeds the threshold. If a
dishonest DO′s record exists, the SC confiscates that DO′s deposit and distributes it among the honest
participants. Then, the SC lowers the reputation score of that DO and terminates the trading.

2. EKi
′s commit value verification fails
This step is the dispute resolution request phase triggered by CNi , where i ∈ {1, . . . , N}, due to a

failed verification of the commit value EKi . The CNi transmits {FailEKTx}i to the SC. Upon receiving
this, the SC verifies whether the transaction’s timestamp is within TStore . The SC performs verification
on up to l transactions where i ∈ {1, . . . , l} and the transactions arrived within TStore . After verifying
all l transactions, the SC handles the situation identically to the ED′s commit value failure scenario.

3. EDi
′s signature verification fails
This step is the dispute resolution request phase triggered by DR′s signature verification failure for

EDi , where i ∈ {1, . . . , N}. The DR transmits {DVeri f ySigTx} to the SC. Upon receiving this, the SC
verifies the corresponding i ∈ {1, . . . , l} transactions by checking whether the transaction timestamp
is within TDResul t and whether the number of CNi included in VCNl ist is below the threshold. After
verifying all l transactions, the SC changes the state variable Σ to ´Cancelled′ and terminates the trading
only if there exists a record from a dishonest DR or if the value of mCNi is above the threshold. If a
record from a dishonest DR exists, the SC confiscates that DR′s deposit and distributes it to the honest
participants. Then, the SC lowers the reputation score of the DR in question and terminates the trading.

4. D′s hash value verification fails
This step is the dispute resolution request phase triggered by DR′s failure to verify D′s hash

value. The DR transmits {DFailTx} to SC. Upon receiving this, SC verifies whether the transaction’s
timestamp falls within Tf inish and performs validation for each transaction. If DR denies, SC confiscates
DR′s deposit and lowers their reputation score. Then, the SC changes Σ to ´Cancelled′ and terminates
the trading. If the DO denies, the SC performs the same process and then terminates the trading.

5. EXi
′s signature verification fails
This step is the dispute resolution request phase triggered by DR′s signature verification failure

for EXi where i ∈ {1, . . . , N}. DR transmits {FVeri f ySigTx} to SC. Upon receiving this, SC verifies
whether the transaction’s timestamp is within TData and whether the number of CNi included in
VCNl ist is below the threshold. Then, the SC performs verification for the transactions where
i ∈ {1, . . . , l}. After verifying all l transactions, the SC proceeds identically to the EDi

′s signature
verification fails step.
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4 Implementations and Analysis of ORTHRUS
In this chapter, we design the ORTHRUS based on the Ethereum blockchain network environment to

examine gas usage. We also describe security analysis, such as fairness and resistance to pre-collusion attacks.

4.1 Implementation
In this paper, we designed ORTHRUS based on the Ethereum blockchain network environment with

smart contracts. We utilized the Ganache test network to create accounts for participants and deploy smart
contracts in ORTHRUS. In ORTHRUS, smart contracts perform transaction validation, dispute resolution
steps, punishments, and rewards. We used the Solidity language to implement ORTHRUS’ smart contracts
that operate in an on-chain environment, and JavaScript for the rest.

The ORTHRUS implementation consists of an off-chain part that generates signatures, a main smart
contract part, and a smart contract part that performs dispute resolution steps. The smart contract part
that connects to the Ganache environment and performs the main operation is deployed first, followed by
the smart contract that performs the dispute resolution step. Various signature values used in the dispute
resolution process are generated through the off-chain part using the Elliptic Curve Digital Signature
Algorithm (ECDSA) method, and the smart contract uses them to perform verification. In addition, hash
values for signatures in the main smart contract part are generated using keccask256.

4.1.1 Analysis of ORTHRUS Implementation Result
In this paper, N computational nodes are randomly selected from the nodes participating in the

blockchain network, and the selected computational nodes perform cryptographic processing and compu-
tation of functions based on the MPC technique. To implement this, in the ORTHRUS implementation
program, the total number of nodes participating in the blockchain network is set to 15, and the number of
computing nodes to be selected, N, is set to 3 and 5 to compare the MPC computation efficiency and the
smart contract gas cost, respectively. The analysis is limited to on-chain efficiency.

First, the gas usage in the main smart contract part is 1,875,501 when the actual number of compute
nodes is 3. If we set the gas price at 20 gwei to calculate the total cost, 0.03751002 ETH is consumed. The
gas usage of the smart contract that performs the dispute resolution step is 2,029,864, and if we set the gas
price to the same value to calculate the total cost, 0.04059728 ETH is consumed. When the actual number of
computing nodes is 5, the gas usage of the main smart contract is 1,979,069, for a total cost of 0.03958138 ETH.
The gas consumption of the smart contract that performs the dispute resolution step is 2,586,162, totaling
0.05172324 ETH. From this we can see that as the number of computing nodes increases, the gas usage and
cost of deploying smart contracts increases. Figs. 3 and 4 show the results of gas usage as a function of the
number of compute nodes. Fig. 5 presents a quantitative comparison based on Figs. 3 and 4.

The main computational overhead off-chain is the distributed decryption process between peers, which
involves the computation of AEAD′s DecAndVeri f y() algorithm over MPC. Among the existing works
on this algorithm, reference [28] introduces various modes of distributed decryption. Among them, the
Jolteon-AES and Espeon-AES modes are introduced as the best performers. Based on the communication
between two participants in [28], we analyzed the offline and online execution times of distributed decryption
according to the message length, and found that the Jolteon mode has the best performance and practicality,
with an 8 bytes message taking about 2.5 s and a 128 bytes message taking about 6.5 s. In addition, the
time to decrypt a 128-byte message in Jolteon mode was measured to be about 0.07 s for 3 players and
0.11 s for 5 players. Based on this, if ORTHRUS also performs distributed decryption in Jolteon mode,
assumes a message length of 128 bytes, and sets the number of computational nodes as players to 3 and 5, the



Comput Model Eng Sci. 2025;145(2) 2799

decryption time is expected to be about 0.07 and 0.11 s, respectively, which is sufficiently feasible for a real
system environment.

Figure 3: When the number of computation nodes is 3, gas usage

Figure 4: When the number of computation nodes is 5, gas usage
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Figure 5: Comparison of gas usage based on the number of computation nodes

4.1.2 Anaylsis of ORTHRUS Storage Overhead
This section analyzes the storage overhead of ORTHRUS on the blockchain. The following data is stored

on-chain for each phase.
1. Pre-processing phase:

• Data Publishing Step: (O penTxID , IDDO , PKDO , sPKDO , TO pen , TAppl y , meta, f l agDO , P, N)
• Computation node selection step: (ListTxID , TList , L, O penTxID)

• Data Encryption Step: (StoreTxID , IDDO , TStore , URIE D−Com , URIEK−Com , O penTxID)

• Verification and distributed decryption of commit values: (ReconTxID , IDC Ni , Success/Fail ,
StoreTxID , O penTxID), (V DSucTxID , O penTxID , StoreTxID)

• Data advertising step: (AdvTxID , IDDO , TAdv , meta, rePDO , PerDO , PriceO , PriceF , DepositDO ,
f l agDO)

2. Matching phase: (ReqTxID , IDDR , PKDR , sPKDR , rePDR , PerDR , DepositDR , Inc, f l agDR , F,
AdvTxID), (MatchTxID , IDDO , IDDR , Tf inish , f l ag, AdvTxID , ReqTxID , StoreTxID)

3. Actual computation phase:
• The output result is the original data: (DResul tID , IDC Ni , EDi , SigE Di , TDResul t , MatchTxID),
(DTrueTxID , IDDR , MatchTxID)

• The output result is the result of a function computation: (FResul tID , IDC Ni , TFResul t , EXi , SigE Xi ,
MatchT XID), (F f inalTxID , IDDR)

Note that the values stored during the actual computation step are only those values that would be stored
if the verification result is successful.

To compute storage complexity, we assume that the proposed protocol has key lengths of cryptographic
primitives with 128-bit security; that is, we can choose bit lengths for 128-bit symmetric ciphers, 256-bit hash
functions, and 256-bit elliptic curve pairings. Accordingly, in the proposed protocol PK is 512 bits long and
SK is 256 bits long. The signature is generated with a length of 512 bits because it utilizes the ECDSA scheme.
The ID of the participant and the ID of the transaction are assumed to be 160 bits, the f l ag is 1 bit because
it is either 0 or 1, the probability is 32 bits and the price, various timestamps, and integer values are 64 bits.
In addition, the meta-data published in the data disclosure step contains the hash value H(D) of D, so we
define the hash function as 256 bits. In addition, the encrypted values have EDi and EXi , which are variable
depending on the length of D and which F is computed, so we exclude the values of EDi and EXi to compute
the total storage overhead.
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The storage overhead of the preprocessing step is 5026 bits, the matching step is 2786 bits, and the final
result is 1536 bits if the final result is the original data and 1376 bits if the final result is the result of a function
computation. Therefore, the on-chain storage overhead seems to be a bit high, as 9348 bits (about 1.14 KB) are
required when the final result is the original data, and 9188 bits (about 1.12 KB) are required when the final
result is the result of a function computation. However, storage overhead can be reduced by using off-chain
storage, that is, storing the actual data in off-chain storage while keeping its metadata on-chain. For example,
if the output result is the original data in the actual computation step, the storage overhead can be reduced by
storing only DResul tID , IDC Ni the location of the stored data (the address of the off-chain storage), and the
hash value of the stored data off-chain on the on-chain and storing the remaining values on the off-chain.

4.2 Security Analysis
This section describes the security of the ORTHRUS with the following lemmas and theorem.

Lemma 1. If all participants are honest, ORTHRUS satisfies completeness based on the assumptions and threat
model in Section 3.1.

Proof. The completeness of the ORTHRUS is guaranteed when DO, DR, and CN follow the protocol with
honesty.

• Case 1: If DR requests the original data as the final result and all the participants are honest, DR will
obtain D′i during the validation of the actual computation step of the proposed model. The DR collects
and reconstructs the obtained D′i above the threshold to obtain D

′

, and delivers {DTrueTx} to the SC
as a result of hash value verification. The DO receives PriceO for the data, and each CN receives a share
of Inc as a reward for computing the data correctly.

• Case 2: If DR requests the output of the function computation as the final output and all participants
are honest, then during the verification of the actual computation step of the proposed model, DR will
obtain X′i . The DR aggregates the obtained X′i over a threshold and reconstructs them to generate X, and
then delivers {F f inalTx} to SC. The DO receives the payment for the data PriceO or PriceF , and each
CN receives a share of the incentive Inc.

◻

Lemma 2. Assuming that the random leader selection technique applied in ORTHRUS is secure, based on the
assumptions in Section 3.1 and the threat model, ORTHRUS is secure against prior collusion attack between the
attacker and each participant.

Proof. In a proposal model, an attacker can only compromise a participant before executing the protocol
in that model. Therefore, in order to perform a pre-collusion attack, the attacker must select the blockchain
nodes to perform the collusion attack before the proposal protocol is executed. Furthermore, the selected
blockchain node must be selected as a CN participant in the actual computation of the proposed protocol.
However, based on the unpredictability of the output of the hash function and the signature technique applied
in the proposal protocol, it is computationally difficult for an attacker to predict which blockchain nodes will
be selected as CNs before the proposal protocol is executed. Furthermore, the collusion attack among CNs
during the execution of the proposal protocol is based on the security of Algorand [22], the random leader
selection technique used for the selection of CN. In other words, if the hash function, signature technique,
and Algorand [22] are secure, the probability of success of the attacker’s collusion attack with the blockchain
nodes in the proposed model is negligible. ORTHRUS also allows collusion between CNs and DOs and
collusion between CNs and DRs.

• Case 1. CNi , i ∈ {1, . . . , N} and DO colluding in advance.



2802 Comput Model Eng Sci. 2025;145(2)

During the validation of the commit value in the preprocessing phase, it can try to manipulate
the validation results of ComE D and ComEKi . However, CNi cannot decrypt EKi and ED during the
distributed decryption process, so a collusion attack is not possible.

• Case 2. CNi and DR colluding in advance.
The DR in the actual computation phase may attempt to manipulate the verification result while

verifying SigE Di or SigEKi . In this case, in order to manipulate the signature verification result, the DR
must colludes with CNi above the threshold. However, since the proposed model relies on the attacker
threshold structure, which is a fundamental characteristic of MPC, the probability that a DR collides
with a CNi above the threshold is negligible.

As such, the probability of such a pre-collusion attack succeeding against ORTHRUS is negligible if the
applied hash function, signature technique, and random leader selection technique Algorand [22] are secure.
◻

Lemma 3. ORTHRUS assumes that the cryptographic techniques underlying the proposed model are secure,
given the assumptions in Section 3.1 and the threat model. Thus, ORTHRUS satisfies fairness even if DO or DR
is compromised by a nonadaptive P.P.T. adversary.

Proof. Fairness satisfies both DR fairness and DO fairness.

• DR fairness: DR fairness means that even in the presence of dishonest DOs, honest DRs only pay for
validly acquired data. We assume that an attacker can compromise the DOs that provide data to the
honest DR and the CNs that help in the computation. The following are scenarios in which an attacker
compromises DO or CN.
1. To disrupt the normal flow of the protocol, an attacker may attempt to corrupt CNi , i ∈ {1, . . . , N}

to intentionally send dispute resolution requests {FailEDTx}i or {FailEKTx}i . However, SC
that receives the dispute resolution request can determine that the dispute resolution request was
intentionally sent by CNi by generating and comparing the commit values. Therefore, fairness is
ensured by SC penalizing CNi .

2. An attacker could attempt to compromise DO so that an invalid ComE D or ComEK is stored in
IPFS. In this case, the validation process of CN ′i s commit value will result in a dispute resolution
request, and SC can perform the dispute resolution process to determine whether DO has stored
the wrong values. Thus, fairness is ensured by allowing SC to punish DO who performed the
malicious behavior.

3. An attacker could compromise DO, causing it to store an invalid EKi in URIEK−Com or not disclose
the correct location where EKi is stored. As a result, a DistDec() on CNi , i ∈ {1, . . . , N}will result
in ⊥, which will pass {ReconTx}i with “Fail” to the SC. Upon receiving it, SC determines that DO
is malicious and punishes the DO to ensure fairness.

4. An attacker can compromise DO, causing DO to release an incorrect H(D) to the blockchain. In
response, DR will send {DFailTx} to SC as a sign of verification failure during the verification
process of the actual computation phase, and SC will carry out the dispute resolution phase.
Through the dispute resolution process, SC determines that DO has posted an incorrect H(D) and
determines that DO is a malicious actor. This ensures fairness by penalizing the malicious DO.

• DO fairness: DO fairness means that DO who act honestly receives a fair amount of money for the valid
data they provide to the DR. In response, an attacker can compromise the fairness of the honest DO by
allowing DR and CN, who did not pay the legitimate payment, to obtain the data provided by DO in the
process of trading.
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1. The attacker can attempt to compromise the CN and obtain the original data D. CNi , i ∈ {1, . . . , N}
decrypts EKi using his private key SKC Ni to obtain Ki . Since K is required to decrypt ED, CNi
may attempt to share their acquired Ki and reconstruct K. However, the proposed model is secure
against collusion attacks among CNi due to the security property described in Lemma 2. Therefore,
a sub-threshold malicious CNi cannot restore K and thus cannot obtain D provided by the honest
DO.

2. An attacker can compromise the CN and attempt to reconstruct D by gathering Di above a
threshold. When CNi , i ∈ {1, . . . , N} decrypts the ED with Ki , it obtains Di , and CNi may want to
share its Di with other CNi to collect more than a threshold number of Di and obtain D. However,
a malicious CNi below the threshold cannot recover D because Lemma 2 prevents collusion attacks
between CNi .

3. By compromising the DR, an attacker can attempt to obtain D provided by an honest DO without
paying a fair price. The DR can obtain the D provided by the honest DO through verification in the
actual computation phase. The DR may attempt to avoid paying fairly by not sending a {DTrueTx}
or a {DFailTx} to the SC as a result of the verification of D. In this case, the SC verifies that the
transaction has not arrived within the transaction end time Tf inish defined by itself, and determines
that DR has not intentionally sent the transaction to SC. The SC can decide the DR to be a dishonest
participant and enforce punishment to ensure fairness.
As long as the cryptographic primitives applied in the proposed protocol, such as secure hash

functions, public key ciphers, etc. cannot be compromised by an attacker, the fairness of the DO
is guaranteed.

◻

Lemma 4. ORTHRUS satisfies confidentiality for non-adaptive P.P.T. adversaries based on the assumptions and
threat model in Section 3.1.

Proof. The secret key share Ki is stored in IPFS in encrypted form EKi , and the stored location URIEK−Com
is included in the transaction and published on the blockchain. An attacker can obtain EKi via URIEK−Com
and attempt to decrypt it. However, the attacker does not know the private key of CNi , which is required
to decrypt EKi , that is, in order for P.P.T attackers to compromise the confidentiality of D, they must
compromise the public-key cryptographic algorithm applied to the proposal model. Therefore, if the
cryptographic mechanism applied to the proposal model is secure, the confidentiality of the proposal model
is guaranteed. In another case, an adversary can attempt to obtain D by compromising CNi above a threshold.
However, since the proposal model inherits the fundamental property of MPC that the presence of malicious
participants does not affect the protocol, the attacker cannot obtain D from an honest DO in the proposal
model. ◻

Lemma 5. Based on the assumptions and the threat model in Section 3.1, if the proposal protocol operates in the
case where ORTHRUS output data is the result of a function computation, the original data provided by DO is
not disclosed to any participants, that is, the proposal model guarantees input privacy.

Proof: In the trading process of the proposed protocol when the output data is the result of the function
computation, an attacker may try to obtain D, from participants without paying the rightful price.

1. If the attacker wants to obtain D via ED and EKi , i ∈ {1, . . . , N}: The attacker can obtain ED and EKi
through URIE D−Com and URIEK−Com , but cannot decrypt EKi because he cannot obtain the private key
CNi

′ SKC Ni , which is needed to decrypt EKi . Even if the adversary wants to compromise CNi to obtain
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meaningful data, the proposed model inherits the basic characteristics of MPC, making it difficult to
compromise CNi above a threshold, so the adversary cannot obtain meaningful data D.

2. DR and CNi want to obtain D maliciously: If the final output of the proposed protocol is a function
computation output, DR decrypts EXi provided by CNi in the actual computation phase to obtain
the function computation output share Xi . This can be collected and reconstructed on a threshold to
obtain the function computation result X. However, D provided by DO cannot be obtained due to the
characteristics of the function requested by DR.

3. Each CNi colludes to obtain D: CNi may attempt to reconstruct K by colluding with other CNis except
itself in order to restore K, which is necessary for decrypting ED. However, CNi can’t obtain D because,
according to Lemma 2, pre-collusion attacks are difficult.

As such, if the cryptographic mechanisms and MPC techniques applied in the proposed model are
secure, the likelihood of an attacker compromising input privacy is negligible. ◻

Lemma 6. Based on the assumptions and threat model in Section 3.1, the ORTHRUS satisfies Timeliness if either
DO or DR is honest and the SC is secure.

Proof: Timeliness means that an honest component can always reach a point in the protocol where it can
stop in a finite amount of time with guaranteed fairness. For a proposal model with an SC and at least one
honest participant, the following termination cases exist:

• No abort: The proposal model ends when {DFailTx} or {DTrueTx} is received if all parties are honest
and the final output of the proposal model is the original data, or when {F f inalTx} is received if the
final output of the proposal model is the result of a function computation, or when Tf inish expires. In this
case, DO and DR are guaranteed to have obtained what they want, and the proposal model is terminated.

• Cancellation at the computation node selection stage: In the computation node selection stage, TAppl y
means the deadline to apply to participate in the computation node specified by DO, that is, only
applications that arrive within TAppl y are recognized as valid. If it does not arrive within TAppl y , the
blockchain node that sent the intention to participate will not be able to participate in the proposed
protocol. In addition, DO has not yet provided its data.

• Cancel in the data storage stage: At the stage of storing encrypted values in IPFS, TO pen means the data
sale validity period defined by DO, that is, if TO pen has expired, it means that DO has not provided a
{StoreTx}, in which case DO cannot participate in the proposal model. In this case, the DO has not
provided their data, and the CN hasn’t performed any calculations, so they don’t receive any incentives.

• Revocation in the verification phase of CNi , i ∈ {1, . . . , N}: In the phase where CNi verifies the commit
values of ED and EKi , TStore means the deadline to receive the commit value verification result of CNi
defined by DO. If TStore has expired, this means that CNi has not provided the commit verification
results. In this case, SC cancels the transaction process.

• Cancel at the data request stage: At the stage where DR publishes a data request to the blockchain
network, including the data type he wants, TAdv means the validity time of the DO′ data advertisement
defined by DO. If TAdv expires, it means that DR has not provided {ReqTx}, in which case SC cancels
the transaction. At this time, the fairness of DO is guaranteed because DO has not provided data to DR,
and the fairness of DR is guaranteed because DR has not paid.

• Cancellation in the encryption phase of CNi , i ∈ {1, . . . , N}: In the phase where CNi encrypts the value
it has obtained and delivers it, including a signature for the encrypted value, TDResul t or TFResul t means
the time at which the signature generated by CNi is valid. If TDResul t or TFResul t has expired, it means
that CNi has not provided {DResul t}i or {FResul t}i , in which case SC cancels the transaction.

◻
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Theorem 1: If the cryptographic primitives underlying ORTHRUS are secure and the blockchain and smart
contracts are secure, then ORTHRUS satisfies completeness, resistance to pre-collusion attacks, fairness,
confidentiality, input privacy, and timeliness.

Proof: Guaranteed by Lemma 1, 2, 3, 4, 5, and 6. ◻
The ORTHRUS is secure against second-resell attacks. A second reselling attack occurs when a

malicious buyer purchases data from the blockchain and then resells the same data for their own profit. If
duplicate data are found, the seller is verified to be the owner of the original data and the seller is verified to
be the buyer in the previous transaction. If the current seller was the buyer in the previous transaction, the
resale transaction can be invalidated. In ORTHRUS, DO′s activities are recorded on the blockchain using
transactions. In addition, commitment techniques, signature techniques, hash functions, etc. are applied
to verify the values shared between each participant in the ORTHRUS transaction process. Based on the
techniques applied, ORTHRUS prevents secondary resale within the platform. However, it does not prevent
the resale of the data in other ways or on other platforms for personal gain.

4.3 Comparative Analysis with Existing Research
In this section, we compare three of the existing studies mentioned in Section 1 with the ORTHRUS

based on the security analysis criteria.
Li et al. [10] proposed a BSAS to recommend a consensus speed for a group of vehicles based on a

blockchain. The BSAS computes a polynomial to obtain the optimal rate, where each user’s secret value is
unknown to the others. BSAS randomly selects operators, but it does not guarantee against collusion attacks
among other users. Therefore, if collusion among users is successful, the secret value used to compute the
polynomial can be known. In other words, if the trustworthiness of the polynomial or the trustworthiness
of the computation participants is not guaranteed, the security of the secret value is not guaranteed. Yuan
et al. [11] proposed TRUCON, a blockchain-based data sharing mechanism with congestion control in IoV
environments. TRUCON has a trust factor and there is no punishment or reward process. In addition,
message forwarding is done between vehicles and RSUs, but it does not consider detailed privacy issues and
malicious behavior of dishonest participants. Sadiq et al. [12] proposed a vehicle data transaction model
based on a consortium blockchain with trusted authorities. It stores unencrypted original data in IPFS and
utilizes the same unencrypted original data for data transactions. It does not take into account the existence
of dishonest participants, and there is no mechanism for punishment and reward.

In contrast, ORTHRUS is designed on a public blockchain with no trust factor, ensuring full decen-
tralization. In addition, the nodes that participate in the actual computation process are selected using
a randomized leader selection technique, making it difficult to predict the probability that a node that
has colluded in malicious behavior in advance will participate in the computation process. This prevents
collusion attacks. Since ORTHRUS inherits the security of the applied cryptographic techniques, if the final
output is the original data, participants other than DR who have paid a reasonable amount of money are
not permitted to access D. If the final result is the result of a function computation, then all participants
cannot access and obtain the original data D. The ORTHRUS enforces punishments such as deposit forfeiture
and reputation score reduction through smart contracts to participants who engage in malicious behavior.
Conversely, if the transaction is terminated legitimately, they receive a share of the data payment and
incentives, and their reputation score increases. Finally, the ORTHRUS supports both original data and
function computation result as final outputs, overcoming the problem of existing vehicle data trading
methods that depend on the type and delivery method of final outputs supported by the registered trading
platform. The ORTHRUS allows data owners to provide their own data in the type and manner they want. At
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the same time, when the data transaction process begins, the rights to the data provided by the data owner are
not transferred, and the data owner retains control over the original data. In other words, the data owner sets
the type of data provision and the transaction method, ensuring data sovereignty. In this way, ORTHRUS,
which supports two types of data as the end result and guarantees data sovereignty, presents a revolutionary
way to trade vehicle data, enabling users to obtain all desired data types within a single platform, instead of
using multiple platforms to obtain the desired data types. Table 1 below shows a comparison of features with
existing studies.

Table 1: Comparison of features between ORTHRUS and existing models

Data
sovereignty Fairness Input

privacy Decentralized Preventing
pre-collusion

Li et al. [10] X O △ O △

Yuan et al. [11] X △ X X X
Sadiq et al. [12] X X X X X

ORTHRUS O O O O O

Note: O: satisfied, X: not satisfied,△: partially satisfied.

5 Conclusion
In an IoV environment, vehicles collect and generate data through interactions with various sensors

and peripherals. This data is then utilized for user convenience systems or transportation systems. However,
existing vehicle data sharing and transaction models are designed in a centralized way due to the trust factor,
leading to various problems such as single point of failure, data leakage, and privacy protection. To solve
these problems, blockchain-based models have emerged, but vehicle owners’ sensitive information contained
in vehicle data is still not protected, and data owners are not guaranteed data sovereignty due to the reliance
on participatory data transaction models.

In this paper, we proposed ORTHRUS, a blockchain-based model for vehicle data trading that prioritizes
privacy protection. The ORTHRUS guarantees data sovereignty by allowing data owners to trade data in the
way they want. In addition, unlike previous studies, ORTHRUS supports two types of outputs: original data
and function computation results. By employing MPC technique, MOZAIK architecture, and the random
leader selection technique, the proposed scheme, ORTHRUS, guarantees the input privacy and resistance to
pre-collusion attacks. Furthermore, the proposed model promotes fairness by identifying dishonest behavior
among participants by enforcing penalties and rewards through the implementation of smart contracts.
Finally, the distributed decryption performance of the proposed model depends on the performance of the
applied MPC technique. Currently, one of the most important and challenging issues in MPC is performance
optimization, and for MPC to be deployed in commercial services, its performance problems must be
resolved. Even in existing services applying MPC techniques, the number of computational servers used
ranges from a minimum of two to a maximum of five. The ORTHRUS system proposed in this paper also
conducted performance analyses using only three and five computational nodes, similar to these services.
Therefore, limitations exist regarding computational efficiency and service scalability. Consequently, future
research will focus on optimizing MPC performance in ORTHRUS implementations involving a larger
number of computational nodes. This future research is expected to further enhance the practicality of the
proposed ORTHRUS model and contribute to the advancement of privacy-preserving computing technology
in distributed environments.
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Appendix A ORTHRUS’s Pseudo-code

The ORTHRUS consists of a preprocessing phase, a matching phase, and an actual computation phase.
Appendix A presents each stage of the ORTHRUS in pseudo-code. Additionally, Table A1 explains the
symbols used in the algorithm.

Table A1: Notation and meanings used in the proposed model

Notation Meaning Notation Meaning
IDX X ID of XX SKX X Private key of XX
PKX X Public key of XX sSKX X Signature verification key of XX
sPKX X Signing key of XX D Data provided by DO
meta Description of data D f l agDO Data type provided by DO

f l agDR Data type desired by DR P
Base probability value to be
used in the random leader

selection technique

N Total number of
computation nodes URI Location of data stored on IPFS

F DR′s computation request
function DepositX X Deposit of the XX

rePX X XX′s reputation score PerX X
XX′s desired opponent′s

reputation score
Inc Incentive PriceO If f l agDO = 1, data fee

PriceF If f l agDO = 0, data fee VCNl ist
A list of information about CNi

instances whose submitted
values led to verification failure

L
A list containing

information about the
selected computation nodes

TO pen Data sales period defined by DO

TAppl y

Deadline for application for
participation in the

computation node defined
by DO

TCom pt

Time period during which a
component that has submitted a
computation node participation

request remains online

(Continued)
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Table A1 (continued)

Notation Meaning Notation Meaning

TStore
Deadline for DO to receive
{TrueTx}i from CNi

TAdv
Validity period of advertising

transactions distributed by DO

TDResul t

Validity period of the
signature generated by CNi

(if the output is original
data)

TFResul t

Validity period of the signature
generated by CNi (if the output
is function computation result)

Tl ist

Time period during which
the computation node must
remain online, as defined by

the SC

Tf inish Trading end time defined by SC

Appendix A.1 Preprocessing Phase
• Data publish step:

Upon receiving {O penTx} from DO, SC operates as described in Algorithm A1.

• Computation node selection step:
Blockchain participating nodes generate their signatures based on {O penTx}. They transmit

{SigTx} j , j ∈ {1, . . . , M}, including this signature, to the SC. The receiving SC operates as described in
Algorithm A2. Here, M denotes the total number of nodes participating in the blockchain network.

• Data encryption step:
The DO transmits {StoreTx} to SC. Upon receiving it, the SC verifies the transaction using

Algorithm A3.

• Verification and distributed decryption of commit values:
Algorithm A4 shows the process where CNi performs distributed decryption and the SC receives

the results.

• Data advertising step: Algorithm A5 is the process by which DO distributes transactions to the
blockchain network for data sales.

Algorithm A1: Data publish step
1: // Performed by SC
2: Input: {O penTx} ∶= {O penTxID , IDDO , PKDO , sPKDO , TO pen , TAppl y , meta, f l agDO , P, N} from DO
3: if TO pen ≥ Tnow and TO pen ≥ TAppl y ≥ Tnow then
4: Set status variable Σ = Publish

5: Broadcast {O penTx} to all nodes
6: end if

Algorithm A2: Computation node selection step
1: // Performed by SC
2: Input: {SigTx} j ∶= {SigTxID , IDBN j , PKBN j , sPKBN j , SIG j({O penTx}), DepositBN j , TCompt,

O penTxID} from BNj
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3: for each j ∈ {1, . . . , M} do
4: if Timestamp ≤ TAppl y then
5: if TCom pt ≥ TO pen , Tnow then
6: if status variable Σ = Publish then
7: for each valid transaction j ∈ {1, . . . , l} do
8: Generate H(SIG j)

9: Compute probability .H(SIG j)

10: Select N nodes with value matching P ≥ .H(SIG j)

11: Update computation node list L
12: end for
13: Set status variable Σ = CNSelected

14: Broadcast {ListTx} including L to all nodes
15: end if
16: end if
17: end if
18: end for

Algorithm A3: Data encryption step
1: // Performed by DO
2: K , Ki ← Ke yGen() ▷ i ∈ {1, . . . , N}
3: ED ← AEAD.Enc(K , D)
4: rC ← H(TAppl y ∣∣PKDO ∣∣PKC Ni) and ComE D ← Comm(ED, rC)

5: EKi ← PK .Enc(PKC Ni , Ki)

6: rEKi ← H(TO pen ∣∣PKDO ∣∣PKC Ni) and ComEKi ← Comm(EKi , rEKi)

7: for each i ∈ {1, . . . , N} do
8: Generate pair (EKi , ComEKi)

9: Store (EKi , ComEKi) on IPFS
10: Receive storage location (URIEK−Com)i
11: end for
12: Store ED, ComED on IPFS
13: Receive storage location URIE D−Com
14: Sends {StoreTx} ∶= {StoreTxID , IDDO , TStore , URIE D−Com , (URIEK−Com)i , O penTxID} to SC
15:
16: // Performed by SC
17: Input: {StoreTx} from DO
18: if Timestamp ≤ TO pen then
19: if status variable Σ = CNSelected then
20: Set status variable Σ = Stored

21: Broadcast {StoreTx} to all nodes
22: end if
23: end if
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Algorithm A4: Verification of the commit value and distributed decryption step
1: // Performed by CNi
2: Input: URIE D−Com , (URIEK−Com)i from {StoreTx}
3: Obtains ED and ComED via URIE D−Com
4: Obtains the key pair (EKi , ComEKi) via URLEK−Com j

5: r′C ← H(TAppl y ∣∣PKDO ∣∣PKC Ni) and Com′E D ← Comm(ED, r′C)
6: if Com′E D /= ComE D then
7: Sends {FailEDTx} to SC
8: else
9: r′EKi

← H(TO pen ∣∣PKDO ∣∣PKC Ni) and Com′EKi
← Comm(EKi , r′EKi

)

10: if Com′EKi
/= ComEKi then

11: Sends {FailEKTx}i to SC
12: end if
13: Sends {TrueTx} to SC
14: end if
15: K′i ← PK .Dec(SKC Ni , EKi)

16: Di/ ⊥← DistDec(ED, Ki)

17: Sends {ReconTx}i ∶= {ReconTxID , IDC Ni , "Success/Fail", StoreTxID, OpenTxID\} to SC
18:
19: // Performed by SC
20: Input: {ReconTx}i from CNi
21: for each i ∈ {1, . . . , N} do
22: if status variable Σ = Stored then
23: if Timestamp ≤ TStore then
24: mCount = mCount + 1
25: end if
26: end if
27: end for
28: if “Fail” in {ReconTx}i and mCount ≥ threshold then
29: Perform the punishment procedure against the DO
30: end if
31: Set status variable Σ = Verified

32: Broadcast {V DSucTx} ∶= {V DSucTxID , OpenTxID, StoreTxID} to all nodes

Algorithm A5: Data advertising step
1: // Performed by SC
2: Input: {AdvTx} ∶= {AdvTxID , IDDO, TAdv, meta, rePDO, PerDO, PriceO, PriceF , DepositDO, f l agDO}

from DO
3: if TAdv ≤ TO pen then
4: if status variable Σ = Verified then
5: if the DO’s account balance is sufficient then
6: Set status variable Σ = Advertised

(Continued)
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Algorithm A5 (continued)
7: end if
8: end if
9: end if
10: Broadcast {AdvTx} to all nodes

Appendix A.2 Matching Phase
Algorithm A6 shows the process where SC matches DR and DO. Here, if f l ag = 1, the final result value

of the proposed model is the original data. If f l ag = 0, it is the result value of the function computation.

Algorithm A6: Matching phase
1: // Performed by SC
2: Input: {ReqTx} ∶= {ReqTxID , IDDR, PKDR, sPKDR, rePDR, PerDR, DepositDR, Inc, flagDR, (F), AdvTxID}

from DR
3: if Timestamp ≤ TAdv then
4: if status variable Σ = Advertised then
5: if the DR′s account balance is sufficient then
6: if f l agDO == f l agDR then
7: Set status variable Σ =Matched

8: end if
9: end if
10: end if
11: end if
12: Broadcast {MatchTx} ∶= {MatchTxID , IDDO, IDDR, Tfinish, flag, AdvTxID, ReqTxID, StoreTxID} to

all nodes

Appendix A.3 Actual Computation Phase
This process executes differently depending on the f l ag value.

• If the final result is original data ( f l ag = 1):
This proceeds in two stages: (1) the encryption and signature generation step and (2) the verification

step.
1. The encryption and signature generation step: The CNi transmits {DResul t}i , which includes the

encrypted value of Di , to SC. Upon receiving this, SC verifies it as described in Algorithm A7.
2. The verification step: The DR generates a hash value H(D′) for D. It then transmits the result of

comparing this with H(D) stored by DO to SC. The SC receives this and verifies it using Algorithm
A8.

• If the final result is the result of a function computation ( f l ag = 0):
This process consists of (1) the function computation step and (2) the verification and reconstruc-

tion step.
1. The function computation step: The CNi computes the function F requested by DR and transmits

it to SC. The detailed process is as described in Algorithm A9.
2. The verification and reconstruction step: The DR performs verification on EXi and SigE Xi , and

transmits the results to SC. The detailed process is as described in Algorithm A10.
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Algorithm A7: Encryption and signature generation step
1: // Performed by CNi
2: for each i ∈ {1, . . . , N} do
3: EDi ← PK .Enc(PKDR , Di)

4: SigE Di ← Sign(sSKC Ni , EDi)

5: Sends {DResul t}i ∶= {DResul tID , IDC Ni , EDi, SigE Di , TDResult , MatchTxID} to SC
6: end for
7:
8: // Performed by SC
9: Input: {DResul t}i from CNi
10: if status variable Σ =Matched then
11: for i ∈ {1, . . . , N} do
12: if TDResul t ≤ TAdv then
13: mCount ← mCount + 1
14: end if
15: end for
16: if mCount ≥ threshold then
17: Set status variable Σ = Resulted

18: Broadcast {DResul t}i to all nodes
19: else
20: Set status variable Σ = Cancelled

21: Perform the punishment procedure against the CNi
22: end if
23: end if

Algorithm A8: Verification step
1: // Performed by DR
2: Obtain EDi and SigE Di via {DResul t}i ▷ i ∈ {1, . . . , N}
3: 1/0← Veri f y(sPKC Ni , SigE Di , EDi
4: if Verify result =1 then
5: Identify CNi
6: Record in VCNlist
7: Broadcast {DVeri f ySigTx} ∶= {DVeri f ySigTxID , IDDR, VCNlist, TDVerifySig , MatchTxID} to

all nodes
8: else
9: D′i ← PK .Dec(SKDR , EDi)

10: D′ ← Recon(D′i) ⊳ Number of D′i ≥ threshold
11: Generate H(D’)
12: Obtain H(D) via {AdvTx}
13: if H(D′) == H(D) then
14: Send {DFailTx} ∶= {DFailTxID , IDDR , SKDR , H(D′), MatchTxID}

15: else
16: Send {DTrueTx} ∶= {DTrueTxID , IDDR , MatchTxID} to the SC
17: end if

(Continued)
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Algorithm A8 (continued)
18: end if
19:
20: // Performed by SC
21: Input: {DTrueTx} ∶= {DTrueTxID , IDDR, MatchTxID} from DR
22: if status variable Σ = Resulted then
23: if Timestamp ≤ Tf inish then
24: Trading ends normally
25: else
26: Punishment for DR
27: Set status variable Σ = Cancelled

28: The trading is terminated
29: end if
30: end if

Algorithm A9: Function computation step
1: // Performed by CNi, i ∈ {1, . . . , N}
2: Xi ← F(Di)

3: EXi ← PK .Enc(PKDR , Xi)

4: SigE Xi ← Sign(sSKC Ni , EXi)

5: Send {FResul t}i ∶= {FResul tID , IDC Ni , TFResul t , EXi , SigE Xi , MatchTxID} to SC
6:
7: // Performed by SC
8: Input: {FResul t}i from CNi
9: if status variable Σ =Matched then
10: for i ∈ {1, . . . , N} do
11: if Timestamp ≤ TAdv then
12: if TFResul t ≤ TAdv then
13: mCount ← mCount + 1
14: end if
15: end if
16: end for
17: if mCount ≥ threshold then
18: Set status variable Σ = Resulted

19: Broadcast {FResul t}i to all nodes
20: else
21: Set status variable Σ = Cancelled

22: Perform the punishment procedure against the CNi
23: The trading is terminated
24: end if
25: end if
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Algorithm A10: Verification and reconstruction step
1: // Performed by DR
2: Obtains EXi and SigE Xi from {FResul t}i
3: 1/0← Veri f y(sPKC Ni , SigE Xi , EXi)

4: if Verify result = 1 then
5: Identify CNi
6: Record in VCNlist
7: Broadcast {FVeri f ySigTx} ∶= {FVeri f ySigTxID , IDDR, VCNlist, TFVerifySig , MatchTxID} to SC
8: else
9: X′i ← PK .Dec(SKDR , EXi)

10: X ← Recon(X′i)
11: Broadcast {F f inalTx} ∶= {F f inalTxID , IDDR} to SC
12: end if
13:
14: // Performed by SC
15: Input: {F f inalTx} from DR
16: if status variable Σ = Resulted then
17: if Timestamp ≤ Tf inish then
18: The trading ends normally
19: else
20: Punishment for DR
21: Set status variable Σ = Cancelled

22: The trading is terminated
23: end if
24: end if

Appendix B Pseudo-Code of the Dispute Resolution Phase

The dispute resolution phase proceeds when the SC receives a dispute resolution request from other
participants under the following conditions: (1) ED′s commit value verification fails, (2) EKi

′s commit value
verification fails, (3) EDi

′s signature verification fails, (4) D′s hash value verification fails, or (5) EXi
′s

signature verification fails. (3) and (4) are dispute resolution phase that occur when ORTHRUS provides the
original data as the final result. (5) is a dispute resolution phase that occurs when ORTHRUS provides the
function computation result as the final result.

Appendix B.1 Verification Failure of ED′s Commit Value
This process occurs when CNi , where i ∈ {1, . . . , N}, fails to verify the commit value for ED and sends

{FailEDTx}i to SC as a dispute resolution request. Algorithm A11 details this process.

Algorithm A11: Verification failure of ED′s commit value
1: // Performed by SC
2: Input: {{FailEDTx}i} from CNi, i ∈ {1, . . . , N}
3: if Timestamp ≤ TStore then

(Continued)
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Algorithm A11 (continued)
4: for i ∈ {1, . . . , l} do
5: Obtain ED and ComED via URIE D−Com from {StoreTx}
6: r′′C ← H(TAppl y ∣∣PKDO ∣∣PKC Ni)

7: Com′′E D ← Comm(ED, r′′C)
8: Obtain Com′E D via {{FailEDTx}i}

9: Compare Com′′E D , ComED, and Com′E D with each other
10: if Com′′E D == ComE D then
11: Identify CNi
12: Punishment for CNi
13: mCNi ← mCNi + 1
14: else
15: if Com′′E D /= ComE D&Com′′E D == Com′E D then
16: Record DO information
17: end if
18: end if
19: end for
20: if DO information is recorded then
21: Punishment for DO
22: Set status variable Σ = Cancelled

23: The trading is terminated
24: else
25: if mCNi ≥ threshold then
26: Set status variable Σ = Cancelled

27: The trading is terminated
28: end if
29: end if
30: end if

Appendix B.2 Verification Failure of EKi
′s Commit Value

This process occurs when CNi , where i ∈ {1, . . . , N}, fails to verify the commit value for EKi and sends
{FailEKTx}i to SC as a dispute resolution request. Algorithm A12 details this process.

Algorithm A12: Verification failure of EKi
′s commit value

1: // Performed by SC
2: Input: {{FailEKTx}i} from CNi, i ∈ {1, . . . , N}
3: if Timestamp ≤ TStore then
4: for i ∈ {1, . . . , l} do
5: Obtain EKi, ComEKi via URIEK−Com from {StoreTx}
6: r′′EKi

← H(TO pen ∣∣PKDO ∣∣PKC Ni)

7: Com′′EKi
← Comm(EKi , r′′EKi

)

8: Obtain Com′EKi
via {FailEKTx}i

9: Compare Com′′E ki
, ComE ki and Com′EKi

with each other
10: if Com′′EKi

== ComEKi then
(Continued)
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Algorithm A12 (continued)
11: Identify CNi
12: Punishment for CNi
13: mCNi ← mCNi + 1
14: else
15: if Com′′EKi

/= ComEKi &Com′′EKi
== Com′EKi

then
16: Record DO information
17: end if
18: end if
19: end for
20: if DO information is recorded then
21: Punishment for DO
22: Set status variable Σ = Cancelled

23: The trading is terminated
24: else
25: if mCNi ≥ threshold then
26: Set status variable Σ = Cancelled

27: The trading is terminated
28: end if
29: end if
30: end if

Appendix B.3 Verification Failure of EDi
′s Signature

This process occurs when DR, fails to verify the signature for EDi , where i ∈ {1, . . . , N} and sends
{DVeri f ySigTx} to SC as a dispute resolution request. Algorithm A13 details this process.

Algorithm A13: Verification failure of EDi’s signature
1: // Performed by SC
2: Input: {{DVeri f ySigTx} from DR}
3: if Timestamp ≤ TDResul t then
4: if number of CNi in VCNl ist ∈ threshold then
5: for i ∈ {1, . . . , l} do
6: Obtain EDi and SigE Di from CNi in VCNlist
7: 1/0← Veri f y(sPKC Ni , SigE Di , EDi)

8: if Verification result = 1 then
9: Identify DR and record DR information
10: else
11: Identify CNi
12: Punishment for CNi
13: mCNi ← mCNi + 1
14: end if
15: end for
16: if DR information is recorded then
17: Punishment for DR
18: Set status variable Σ = Cancelled

(Continued)
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Algorithm A13 (continued)
19: The trading is terminated
20: else
21: if mCNi ≥ threshold then
22: Set status variable Σ = Cancelled

23: The trading is terminated
24: end if
25: end if
26: end if
27: end if

Appendix B.4 Verification Failure of D′s Hash Value
This process occurs when DR, fails to verify the hash value for D and sends {DFailTx} to SC as a

dispute resolution request. Algorithm A14 details this process.

Algorithm A14: Verification failure of D′s hash value
1: // Performed by SC
2: Input: {{DFailTx} from DR}
3: if Timestamp ≤ Tf inish then
4: Obtain EDi from {DResul t}i and Obtain SKDR from {DFailTx}
5: D′′i ← PK .Dec(SKDR , EDi)

6: D′′ ← Recon(D′′i )
7: Generate H(D”)
8: Obtain H(D’) via {DFailTx} and H(D) via {AdvTx}
9: Compare H(D”), H(D’) and H(D)
10: if H(D′′) == H(D) then
11: Identify DR and punishment for DR
12: Set status variable Σ = Cancelled

13: The trading is terminated
14: else
15: if H(D′′) /= H(D) & H(D′′) == H(D′) then
16: Identify DO and punishment for DO
17: Set status variable Σ = Canclled

18: The trading is terminated
19: end if
20: end if
21: end if

Appendix B.5 Verification Failure of EXi
′s Signature

This process occurs when DR, fails to verify the signature for EXi and sends {FVeri f ySigTx} to SC
as a dispute resolution request. Algorithm A15 details this process.
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Algorithm A15: Verification failure of EXi’s signature
1: // Performed by SC
2: Input: {{FVeri f ySigTx} from DR}
3: if Timestamp ≤ TData then
4: if number of CNi in VCNl ist ≤ threshold then
5: for i ∈ {1, . . . , l} do
6: Obtain EXi and SigE Xi from CNi in VCNlist
7: 1/0← Veri f t(sPKC Ni , SigE Xi , EXi)

8: if Verification result = 1 then
9: Identify DR and Record DR information
10: else
11: Identify CNi and punishment for CNi
12: mCNi ← mCNi + 1
13: end if
14: end for
15: if DR information is recorded then
16: Punishment for DR
17: Set status variable Σ = Cancelled

18: The trading is terminated
19: else
20: if mCNi ≥ threshold then
21: Set status variable Σ = Cancelled

22: The trading is terminated
23: end if
24: end if
25: end if
26: end if
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