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ABSTRACT: The Industrial Internet of Things (IIoT), combined with the Cyber-Physical Systems (CPS), is trans-
forming industrial automation but also poses great cybersecurity threats because of the complexity and connectivity
of the systems. There is a lack of explainability, challenges with imbalanced attack classes, and limited consideration
of practical edge-cloud deployment strategies in prior works. In the proposed study, we suggest an Impact-Aware
Taxonomy-Driven Machine Learning Framework with Edge Deployment and SHapley Additive exPlanations (SHAP)-
based Explainable AI (XAI) to attack detection and classification in IIoT-CPS settings. It includes not only unsupervised
clustering (K-Means and DBSCAN) to extract latent traffic patterns but also supervised classification based on
taxonomy to classify 33 different kinds of attacks into seven high-level categories: Flood Attacks, Botnet/Mirai,
Reconnaissance, Spoofing/Man-In-The-Middle (MITM), Injection Attacks, Backdoors/Exploits, and Benign. The three
machine learning algorithms, Random Forest, XGBoost, and Multi-Layer Perceptron (MLP), were trained on a real-
world dataset of more than 1 million network traffic records, with overall accuracy of 99.4% (RF), 99.5% (XGBoost), and
99.1% (MLP). Rare types of attacks, such as injection attacks and backdoors, were examined even in the case of extreme
imbalance between the classes. SHAP-based X Al was performed on every model to help gain transparency and trust in
the model and identify important features that drive the classification decisions, such as inter-arrival time, TCP flags,
and protocol type. A workable edge-computing implementation strategy is proposed, whereby lightweight computing is
performed at the edge devices and heavy, computation-intensive analytics is performed at the cloud. This framework is
highly accurate, interpretable, and has real-time application, hence a robust and scalable solution to securing IIoT-CPS
infrastructure against dynamic cyber-attacks.
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1 Introduction

The Industrial Internet of Things (IIoT) is a disruptive paradigm that integrates the technologies of
advanced sensing, data analytics, and connectivity to industrial systems [1-3]. It brings the essential concepts
of the general Internet of Things (IoT) to the industrial sectors of manufacturing, energy, transportation, oil
and gas, and utilities. IToT is based on a system of intelligent sensors, actuators, and edge devices installed
in the machinery and infrastructure to collect huge volumes of real-time data [4-7]. This information
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is therefore transmitted and processed in order to improve decision-making, automate the processes,
and enhance efficiency in operations. IIoT is mission-sensitive and focuses on reliability, safety, and high
availability [8-11]. Some of its most important applications include real-time monitoring and predictive
maintenance, where an organization can detect problems before they translate into costly breakdowns. With
cloud services and edge computing, IIoT systems enable distributed and heterogeneous environments to
connect seamlessly and be smart [12,13]. IIoT is the foundation of smart factories and Industry 4.0 programs
because industries are becoming more data-driven [14-16].

Cyber Physical Systems (CPS) involve a combination of computation and networking with physical
processes [17]. Embedded computers and networks in CPS monitor and control physical processes, and
frequently physical processes have feedback loops in which these physical processes influence computations.
CPS has been a gateway to automation in contemporary industry and facilitates not just reactive systems
but also predictive and responsive systems. Autonomous cars, smart grids, industrial robots, and medical
surveys are examples of CPS [18,19]. CPS enables intelligent interaction between machines and digital
platforms within an industrial environment to qualify intelligent control, automation, and optimization.
These systems are characterized by strict timing, safety-critical results of the operations, and the need
to coordinate the single work of the physical resources and the cyber ones. As industries become more
connected and automated, CPS acts as the system that connects IIoT devices and smart software to enable
real-time decision-making and independent operations in complicated environments [20-23].

With IIoT and CPS being more and more a part of industrial infrastructure, cybersecurity cannot be
overestimated [17,24]. With the integration of operational technology (OT) and information technology (IT)
that IIoT and CPS bring, the integration has brought about new vulnerabilities that the current security
models might not be sufficient. What was once a closed and privately controlled industrial system is now
open to public and corporate networks and can be attacked, hacked, and otherwise messed with by cyber-
criminals [25-27]. The effects of cyber threats in the [IoT-CPS environment may be disastrous and result in
physical destruction of property, destruction of essential services, loss of money, and even harm to human
beings [28-30]. Real-world implications of insecure industrial systems have been experienced through
attacks like Stuxnet, Triton, and ransomware attacks in manufacturing plants [31,32]. Thus, cybersecurity in
ITIoT-CPS is not only a technical issue but an essential prerequisite of trust, resilience, and safe working in
the contemporary industry [33,34]. Protecting IIoT-CPS environments should be done in a multi-layered
manner that includes secure communication protocols, identity and access management, anomaly detection,
and real-time threat mitigation [35-37]. These systems are complex and dynamic; hence, rule-based security
solutions may prove inadequate, and more intelligent, adaptive, and explainable approaches must be given
attention [38-40]. In order to meet the dynamically changing nature of cyber threats in IIoT and CPS,
the incorporation of state-of-the-art technologies has been essential. These include machine learning (ML),
clustering methods, taxonomy-based methods, and XAI, which provide a complete set of tools for creating
powerful and smart cybersecurity systems [41,42]. ML algorithms have the potential to analyze and learn on
high volumes of IIoT data to identify patterns and detect anomalies, and predict cyberattacks, even those that
have never been seen before (zero-day attacks) that are otherwise missed by traditional rule- or signature-
based systems [43,44]. Moreover, clustering methods make unsupervised learning possible, enabling the
system to segment similar data elements and reveal hidden attack patterns without preceding annotation,
which is particularly necessary in dynamic and unlabeled IIoT conditions [2,45]. Behind the strength of ML,
there is one main issue: the need to comprehend and trust decisions made by it. This is why XAl especially
such frameworks as SHAP (SHapley Additive exPlanations), is such an important factor here. XAI renders
ML decisions clear by explaining how each feature contributes to the output of the model. This interpretability
is essential to the operators and cybersecurity analysts in the safety-critical IIoT-CPS systems to confirm the
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alerts, hold people accountable, and make informed decisions in real time. Cumulatively, the technologies
provide a comprehensive approach to increasing cybersecurity in IIoT-CPS settings. Organizations can
implement resilient, proactive, and explainable defense systems by combining taxonomy-driven models,
pattern discovery clustering, ML predictive intelligence, and XAl interpretability. Besides, edge deployment
of such capabilities improves responsiveness to low latency, local decision-making, and resistance to new
threats in distributed industrial environments. The main contributions of the research work are as follows:

« We proposed a Taxonomy-Driven ML Framework for improving the cybersecurity of IIoT-CPS,
integrating edge computing and SHAP-based XAI.

o We designed and defined a taxonomy-driven approach for attack classification, incorporating impact
levels to better understand and prioritize cyber threats.

«  We applied and compared multiple clustering techniques, including K-Means with Elbow Curve for
optimal cluster selection, K-Means with Principal Component Analysis (PCA) for dimensionality
reduction and visualization, and DBSCAN with PCA for identifying dense attack clusters and handling
noise in the dataset.

« We implemented and evaluated three ML models, i.e., Random Forest, XGBoost, and Multi-Layer
Perceptron (MLP), for attack detection and classification, and conducted a comprehensive perfor-
mance comparison.

o Weapplied SHAP-based Explainable Al to each ML model to provide transparent, interpretable insights
into the model decisions and feature contributions.

o We presented a practical mechanism for integrating edge computing into the proposed framework,
enabling real-time, low-latency threat detection suitable for deployment in resource-constrained
IIoT environments.

We organized the remaining part of the paper as follows: Section 2 describes the related work. Section 3
employs a system design and model. Section 4 presents a performance evaluation, and, finally, Section 5
concludes the article with several future directions.

2 Related Work

We reviewed the literature review with respect to industrial IoT, CPS, and taxonomy approaches for
cybersecurity. The article in [8] investigates the process of integrating real-time communication technology
in the Industrial Internet of Things (IIoT) networks regarding the growing requirements of flexibility,
reliability, and mixed-criticality data transmission in the present industrial systems. The authors examine
the use cases of IIoT and compare the real-time needs through evaluation of peer-reviewed publications
and existing networking tools, specifically the embedded systems and controllers. Their results emphasize
that although real-time is essential to IIoT applications, especially with the merging of OT and IT, the
discipline does not have standard and widely accepted communication protocols, especially in wireless
contexts. The paper [2] provides a detailed survey of the approaches to IIoT reference architecture, comparing
conceptual models and experimental ones to state the most important architectural requirements, such
as scalability, interoperability, security, privacy, reliability, and low latency. To support these needs in IIoT
systems, the authors reveal the application of new technologies such as edge/fog computing, ML, blockchain,
Software-Defined Networking (SDN), 5G, and wireless sensor networks. They dwell on the complexity of the
architecture and the need to possess integrated and layered solutions to support the evolution of industrial
processes. Our study is consistent with this one, as the authors in this study identify ML and edge computing
as key to the construction of secure and scalable IIoT frameworks.

The authors in [17] critically assess the cybersecurity threat of the emergence of interconnectivity in
Industrial CPS. They reference the growing attack surface and the existence of vulnerabilities as a result of
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weak boundary protections and lax security policy. Unlike the earlier literature, which focused on Intrusion
Detection System or anomaly detection, this article suggests a multi-dimensional adaptive taxonomy of
attacks to measure real-world cyber attacks in Industrial Cyber-Physical Systems (ICPSs), consequently
bridging a major gap between empirical reports on vulnerabilities and theoretical research. The article in [46]
addresses the detection of Advanced Persistent Threats (APTs) in CPS systems that are also linked to the IIoT
and outlines the fact that conventional ML fails to detect covert and highly intelligent attacks. To overcome
these barriers, the authors propose a model that is grounded on the Graph Attention Network (GAN) capable
oflearning the sophisticated behavioral patterns in the shape of masked self-attentional layers, which is better
than deep learning that operates based on convolution. Their model has impressive detection rates of 96.97
and 95.97 percent on two benchmark datasets, and its inference time is also competitive. It is obvious, because
of this aspect that adaptive, context-aware ML must be applied in IIoT-CPS security.

The authors of [47] suggest the use of ICS-ADD, a large open-source dataset that is specifically aimed
at Industrial Control Systems (ICS) anomaly detection to enable developing and benchmarking new and
advanced cybersecurity mechanisms. The data will include raw network traffic information within various
simulated cyberattacks, such as DoS, MITM, and malware incidence, and the results of the OSSIM (Open
Source Security Information Management) and Suricata detection. The two-layered approach offers a strong
foundation on which to evaluate the reliability of the existing security equipment and identify the security
breach gaps. The work highlights the heterogeneity and complexity of contemporary industrial cyber threats
and the significance of such high-fidelity, realistic datasets as ICS-ADD toward security research. In the article
discussed in [48], the authors focus on the changing nature of the deployment of ICPSs within the paradigm
of cloud-fog-edge computing and the increasing use of edge-based analytics as an attempt to overcome
the drawbacks of bandwidth and latency associated with cloud-based computing. The authors present a
vulnerability-aware microservice orchestration framework, which improves security in edge computing
systems, especially in heterogeneous industrial environments and their specific challenges. Their work
combines a trust model to identify behavioral anomalies in microservices, thus enhancing resilience and
adaptive security in the decentralized systems.

Table 1 provides a comparative summary of key recent studies on IIoT, CPS, and taxonomy-based
cybersecurity approaches. There are some important research gaps in the area of security in the IIoT and
CPS. Although some of the available literature offers valuable architectural knowledge or addresses how to
deploy new technologies such as edge computing, fog computing, and microservices, they do not necessarily
present a complete end-to-end cybersecurity framework that may present real-time threat identification and
explainable decision-making. The other major gap includes the low application of integrated taxonomies
that consider the influence and activity of attacks. Whereas taxonomic classifications or anomaly detection
have been proposed in some work, not many combine this with supervised ML to simultaneously detect
an attack and classify the impact. Moreover, current solutions to ML problems are usually based on high
accuracy without considering interpretability, which is essential in the industrial context where actionable
insights and a clear understanding of the model are essential. XAI is very sparsely studied in combination
with taxonomy-aware frameworks, especially SHAP-based interpretations. Finally, even in the works that
explore edge-based security, they usually do not consider the practical aspect of distributing the workload
between edge and cloud tiers in order to achieve scalable, low-latency detection of attacks in IIoT systems.
Such gaps point to the necessity of a comprehensive, interpretable, and results-oriented security system that
makes use of the edge integration in IIoT-CPS environments as well as explainable ML.
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Table 1: Summary of key literature on ITIoT, CPS, and taxonomy-based cybersecurity approaches

Ref. Year Focus area Key contribution Limitations/Gaps
(2] 2022 IToT architectures Survey of reference No integrated framework;
architectures, identifies limited taxonomy and
requirements (scalability, explainability.
security, low latency).
(8] 2024 IIoT real-time Reviews IIoT communication  Interoperability gaps.
communication technologies.
[17] 2022 ICPS cybersecurity Proposes a multi-dimensional = Limited ML integration,
adaptive taxonomy bridging lacks XAL
theory and real-world incidents.
[46] 2023 Advanced Persistent Graph Attention Network Focused only on
Threat (APT) detection (GAN)-based model for stealthy accuracy.
in IIoT-CPS APT detection.
[47] 2024 Industrial Control Introduces ICS-Anomaly Dataset-specific, no
Systems (ICS) anomaly  Detection Dataset (ICS-ADD)  integrated taxonomy or
detection dataset covering denial of service framework.

(DoS), MITM, and malware
attacks; supports

benchmarking.
[48] 2025 Secure ICPS edge Proposes vulnerability-aware ~ Lacks taxonomy-based
deployment microservice orchestration with XAT or hybrid
trust models. cloud-edge strategies.

In contrast to prior studies that have primarily focused on flat attack classification, single-model
explainability, or cloud-only deployments, our work advances the state of the art through several distinctive
contributions. We introduce an impact-conscious taxonomy-based framework, according to which we
classify 33 fine-grained attack types in seven high-level categories and indicate their severity in IIoT-CPS
applications. Unlike studies limited to supervised learning, we combine clustering with taxonomy-based
classification, which allows the identification of hidden traffic patterns and resistance to new attacks. We per-
form the full SHAP-based explainability of several models (RE, XGBoost, and MLP) to achieve transparency
and validate the model-agnostic features. To make it more realistic, we propose an effective edge-cloud
hybrid deployment plan, which compromises between lightweight edge inference and cloud-based analytics
to detect real-time using resources. We directly deal with uncommon and skewed classes of attacks, including
injection and backdoor attacks, and thus, are robust in highly heterogeneous industrial environments.

3 System Design and Model

We present a Taxonomy-Driven ML Framework for enhancing the cybersecurity of IIoT-CPS, incorpo-
rating edge computing and SHAP-based XAl as illustrated in Fig. 1. The framework is designed to provide a
comprehensive, intelligent, and interpretable solution for detecting and classifying cyber-attacks in complex
industrial environments.
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Figure 1: Taxonomy-driven ML framework for IIoT-CPS cybersecurity

The center of the framework is the CPS environment as part of IIoT that is naturally exposed to a variety
of cyber risks because it is interconnected and heterogeneous. The data related to sensors and the operational
measures are constantly gathered about units of the CPS and are undergoing data preprocessing operations
such as normalization, cleaning, and transformation in order to make the data ready to be processed. After
preprocessing, the framework carries out clustering-based analysis to investigate the latent structure of the
data and possible groupings of attack patterns. To identify natural clusters and separate anomalies in an
unsupervised way, techniques like K-Means (with Elbow Curve), K-Means with PCA, and DBSCAN with
PCA have been used. The key component of the system is a taxonomy-based approach, in which a taxonomy
map of cyberattacks is created. This classification system groups the attacks according to their characteristics,
which include type, behavior, and impact. The taxonomy supports and improves the work of the ML models,
i.e., Random Forest, XGBoost, and MLP, that are involved in the classification and detection of the attacks.
The framework uses SHAP-based X AI to provide interpretability and trust in the decision-making process.
This module also offers a clear interpretation of model prediction by measuring the proportion of each feature
to the classification output so that the operators and analysts can interpret and verify the reactions of the
system. In addition, the proposed framework presents a realistic idea of the integration of edge computing.
The data preprocessing, initial anomaly detection, and other lightweight operations are performed on edge
devices, thus providing a low-latency response and minimizing bandwidth requirements. In the meantime,
computationally intensive tasks such as training models and SHAP analysis are outsourced to cloud data
centers, with the scalability and efficiency that such a solution provides.

Algorithm for the Proposed Framework

The suggested algorithm (Algorithm 1) proposes a Taxonomy-Driven ML Framework that helps to
improve the cybersecurity of IIoT-CPS by integrating clustering algorithms, ML models, XAI using SHAP,
and edge computing implementation. The framework begins by taking real-time sensor and system data from
CPS components. This data, referred to as D (Data), is preprocessed through cleaning and normalization to
ensure quality and consistency. Cluster methods such as K-Means and Elbow Curve, K-Means and DBSCAN
with PCA are utilized in order to identify underlying attack patterns and cluster similar data points. They are
useful in the discovery of known and unknown threats in a non-supervised fashion.
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After clustering, a taxonomy-based approach is adopted to organize and categorize cyberattacks
according to the established semantic classes and the level of impact. This taxonomy talks about training
various ML models, such as Random Forest, XGBoost, and Multi-Layer Perceptron (MLP), on the labeled
data to do the attack detection and classification. All models are tested on the usual performance measures
to determine the best classifier.

The chosen model is combined with SHAP (SHapley Additive exPlanations) to improve interpretability,
as this tool can explain each prediction on a feature level. This enables operators to know the logic of decisions
made on models, which enhances their trust and allows them to respond to threats intelligently. Lastly,
the algorithm takes into account a feasible edge-cloud computing plan in which the computational tasks
are examined and dynamically distributed according to the resource requirements. Tasks that require less
compute, like preprocessing and preliminary anomaly detection, can be performed on the edge devices
to reduce latency, whereas more compute-intensive tasks, like model training and SHAP calculations, can
be offloaded to data centers in the cloud, making them efficient and scalable across industrial settings.
More specifically, the distributed task computing is carried out at the edge layer instead of depending on
centralized cloud servers alone, which distributes the computation over multiple edge devices, including
routers, gateways, and fog nodes. There are several intermediate processing edge nodes, which analyze and
execute the tasks to the data source and, thus, reduce the latency and response time for security threats.

Algorithm 1: Taxonomy-driven ML framework for IIoT-CPS cybersecurity

1.  Begin
2. Input:

o RawIIoT CPS Data: D = {x;, X2, ..., %X, }

o Taxonomy T:Set of attack classes with semantic and impact — based labels
 Clustering models: C = {K — Means, DBSCAN'}

o Classifiers: M = {RF, XGBoost, MLP}

« SHAP Explainer: §

3. Output:

o Predicted attack class: y e T

o SHAP-based explanation ¢(x)

« Execution mapping: E(T) for edge/cloud allocation
« Taxonomy Driven Decision-Making: A

4. Procedure: Taxonomy-Driven ML Framework for IIoT-CPS Cybersecurity
5.  Data Acquisition and Preprocessing:

o Collect raw data:
D < Collect (IToTSensors)

6.  Data Preprocessing:

«  Apply preprocessing:

D' = Preprocess (D) = Normalize (Clean (D))

(Continued)
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Algorithm 1 (continued)

7. Clustering Analysis for Pattern Discovery:

«  Apply clustering:
ClustersK < C(D")

e For K-Means:
S 2
arg!"™ > 3" |lxj - uill
i=1x;eC;

where, y; is the centroid of cluster, C; and C; represent the set of points in cluster i
» Use PCA for dimensionality reduction:

Dpes < PCA(D')

8.  Impact-Aware Taxonomy Mapping:

» Define attack categories with a three-level taxonomy:
T = {Tiow> Thtoderate> Thigh}
T ={ti, ty,..., tx}

+ Define Mapping Function:
tx; >tjeT

9.  Models Training and Classification:

»  For each classifier M; € M, train model:
M; < Train (D', Y)

e Predict:
Vi =M;j(xi)
« Evaluate using metrics: Accuracy (A), Precision (P), Recall (R), and F1-Score:
B TP+ TN
" TP+TN+FP+FN

TP
P=———
TP+ FP
TP
R=———
TP +FN
2(PxR
Fl—Score:g
P+R

(Continued)
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Algorithm 1 (continued)
10. Explainable AI with SHAP
+  For each model M; € M:

¢ (xi) < S (M, x;)

11. Edge-Cloud Task Allocation:

o Definetasks T ={T}, T5,..., Ty}
«  Map tasks using resource-aware function:

Edge,if Cost(T;) <e

Cloud, otherwise

E(T,-):{

where, Cost (T;) is computation and memory demand, and e is edge threshold
12. Taxonomy Driven Decision-Making:

« Let A represent the set of actions triggered in response to detected attacks

Alert ifyeT],,
A =1Isolate Device ifye {TIIVIodemte’ T;th}
Normal Operation Otherwise

13. end

4 Performance Evaluation

We conduct simulations and evaluate the performance of the proposed framework to assess its
effectiveness in detecting and classifying cyber-attacks in industrial environments.

4.1 Evaluation Metrics

We evaluated the performance of the methods and models implemented in the proposed framework
using the silhouette score, accuracy, precision, recall, and F1 score [11,49,50]. We calculated accuracy,
precision, recall, and F1 score based on the following terms:

o True Positives (TP): The number of correctly identified positive instances.

o True Negatives (TN): The number of correctly identified negative instances.

« False Positives (FP): The number of incorrectly identified positive instances.

« False Negatives (FN): The number of incorrectly identified negative instances.

4.2 Dataset

We have utilized the dataset called “IoT Intrusion Detection” [51,52], which is publicly available on
the Kaggle platform. The data has high volumes of network traffic, as represented by 47 features. Such
attributes encompass a large set of packet-/flow-level features, such as source and destination Internet
Protocol addresses/ports, protocol types, packet sizes, flow time, statistical indicators (e.g., mean packet size,
inter-arrival time), and diverse flags. This makes them a good source of information to discover cyber-attacks
in industrial IoT settings. The data set has both benign and various types of attacks, and thus it is good
to be used in supervised classification. Since it is large and diverse in features, it provides solid training
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and validation of the clustering algorithms, ML models, and explainable AI techniques such as SHAP. Also,
a high-dimensional feature set allows doing dimensionality reduction (e.g., PCA) and feature importance
analysis, which is essential to clustering accuracy and interpretability. In the preprocessing stage, the raw
features are cleaned up, normalized, and encoded so that they match, and anomalies are eliminated. The
labels are then further subdivided based on the proposed impact-aware taxonomy, where each instance is
labeled as low, moderate, or high impact depending on the nature and severity of the underlying attack.

4.3 Experimental Design

The experiments were performed by implementing two clustering methods, K-Means [53,54] and
DBSCAN [55] and three ML models, Random Forest [39,56,57], XGBoost [50,58,59] and MLP [60,61].
All experiments are implemented in Python in a GPU-based environment. Predefined ML packages and
libraries, including Pandas, Numerical Python (Numpy), Seaborn, Sklearn, LabelEncoder, OneHoTencoding
and Matplotlib have been used.

4.4 Dataset Preprocessing

The IoT Intrusion dataset, which comprises 1,048,575 records and 47 characteristics, was loaded in
Pandas to perform pre-processing and exploration data analysis. The data has a broad set of flow-level and
statistical network characteristics that are of interest in intrusion detection in IIoT scenarios. The most
important libraries in Python were imported, including NumPy, Scikit-learn, XGBoost (Extreme Gradient
Boosting), Light Gradient Boosting Machine, and SHAP, in order to preprocess the data, scale the features,
cluster, train the models, and explain the results.

Preliminary analysis revealed the presence of high-dimensional data that can be used in supervised
and unsupervised ML. In order to obtain an initial impression of the distribution of classes in the dataset,
we studied the frequency of every kind of attack with the help of a bar plot. The column denoting the type
of network activity (benign or the classes of attack) was the label column, and a count of values in each
category was generated. The resulting distribution is shown in Fig. 2, which indicates a large degree of class
imbalance, as is typical with intrusion detection datasets. Several attack types are vastly more common than
others and may be used to bias model training and degrade the effectiveness of classifiers unless addressed
properly. Hence, this knowledge was used to guide subsequent preprocessing procedures like resampling or
taxonomy-based categorization to even the score.

4.5 Categorization of Attacks for Impact-Aware Taxonomy

In order to suit the proposed impact-aware taxonomy, labels of all attacks in the IoT Intrusion dataset
were divided into three separate impact levels: high, moderate, and low, as demonstrated in Fig. 3. This
categorization was informed by prior studies discussed in Sections | and 2, which analyze the nature and
severity of different attack types. This classification indicates the possible threat and operational risk of each
type of attack in the IIoT-CPS.

The classification facilitates focused analysis and training of models, as it is possible to examine threats
in order of their criticality.

« High-impact attacks encompass different denial-of-service (DoS) and distributed denial-of-service
(DDoS) attacks, including but not limited to DDoS- User Datagram Protocol (UDP)_Flood, DDoS-
synchronize (SYN)_Flood, and Mirai-greeth_flood, which have the potential to significantly impair
system availability or functionality. These were the most common attacks in the dataset and present a
serious threat to IIoT-CPS settings.

o Moderate impact attacks include such threats as MITM-Address Resolution Protocol Spoofing (Arp-
Spoofing), Domain Name System (DNS)_Spoofing, Structured Query Language Injection (SQL
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Injection), and Backdoor_Malware, which may violate data integrity or confidentiality. These attacks
do not necessarily result in failure of the system immediately, but they have the potential of causing
long-term effects when they are not detected.

« Low-impact attacks, i.e., recon-port scan, recon-host discovery, and uploading attacks, are majorly
reconnaissance-based operations. Although they are possible precursors to more serious intrusions, they
have a direct, limited effect.
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Figure 2: Distribution of attack types in the dataset

4.6 K-Means Clustering (k = 10) Interpretation with Elbow Curve

In order to use the dataset with unsupervised clustering, the column with the target label (label) was
dropped so that the process of clustering can be based only on the input features. A check was done to ensure
that the rest of the features were numeric. The StandardScaler tool was then used to normalize the feature set
so as to reduce all features to the same scale. This standardization is necessary in achieving fair performance
of clustering algorithms that are prone to feature magnitude variations.

We used the Elbow Method to identify the optimum number of clusters in k-Means in an effort to
measure the performance of various clusters with different cluster values of k = 2 to k = 14. The inertia (i.e.,
the within-cluster sum of squared distances) of the model (at each k) was computed and plotted. The plot
also allows determining what is called the elbow point, i.e., the point at which the rate of decrease in inertia
subsides significantly, indicating that there is likely to be a reasonable balance between risking underfitting
and overfitting (Fig. 4). Final clustering is then conducted by using this optimum k value. The Elbow Method
can assist in determining the optimal number of clusters; this is determined by noticing when the within-
cluster sum of squares (inertia) starts to flatten out, which means that there are diminishing returns on the
clustering performance. The elbow occurs at k = 6 or k = 7, in our case, the rate of decrease in inertia slows
dramatically. After k = 7, any additional gain in cluster number creates only minimal decreases in inertia,
indicating possible overfitting or granularity that is too fine. Thus, we chose K-Means optimal number of
clusters k = 7, since it is a sufficiently practical compromise between the resolution of clustering, the cost of
operations, and the generalization of the model.
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Figure 3: A three-level impact-aware taxonomy of cyberattacks targeting industrial IoT CPS

4.7 K-Means Clustering (k = 7) Visualization with PCA

Having determined that the smallest number of clusters is k = 7 by applying the Elbow Method, we went
ahead and clustered the scaled data by implementing K-Means. The cluster names that were obtained were
added to the dataset to be used in an analysis that follows. In order to have a visual representation of the
clustering structure, we reduced the high-dimensional feature space to two principal components.

As depicted in Fig. 5, the individual data points are presented on the reduced 2D space and colored
depending on the allocated cluster. This visualization gives a simple visual understanding of the way the
clustering algorithm has separated the data, which can clearly show groupings and intersections. Although
PCA is not able to record all variance in 2 dimensions, the 2D plot can provide a good insight into the
distribution, separation, and tightness of the formed clusters. The K-means clustering model usage, which
can be visualized with the help of PCA, demonstrates that the data is naturally split into seven behavioral
clusters, without any predetermined labels whatsoever. Every cluster (numbered 0 to 6) has distinct structural
properties in the lower-dimensional feature space.
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Figure 4: Elbow curve for determining optimal number of clusters in K-Means

K-Means Clustering (k=7) Visualized with PCA
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Figure 5: PCA-based visualization of K-Means clustering results (k = 7)

Visually, clusters (4, 5) are long and broad, which means that they have an increased intra-cluster
variance and can be complex in their behavioral patterns that the traffic represented by those clusters follows.
On the contrary, clusters 3 and 6 have a higher level of vertical stretching or horizontal stretching that
can be an indication of outliers or exotic behavior of attacks. These clusters provide an easy-to-understand
separation among the large traffic types, e.g., DDoS floods vs. DoS attacks or normal vs. anomalous traffic.
Low and less frequent clusters (e.g., 3 or 6) probably represent non-frequent but highly effective attacks,
such as Cross-Site Scripting (XSS), SQL injection, or malware that are usually underrepresented but very
effective. This early clustering forms a good base to map the cluster groups to classes of the taxonomy
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(e.g., flood attacks, reconnaissance, exploits, malware) and assist in building a taxonomy-based intrusion
detection framework.

4.8 Map Cluster Identifiers to Attack Types

To explain the behavioral composition of every cluster, we reviewed the most common types of attacks
in each of the 7 clusters produced by K-Means. This action links the unlabeled clusters with the known threats
and provides a semantic context and ground on which to align taxonomies.

The most prevailing trends are noted as follows:

o  Cluster 0 is a mixed cluster in which Benign Traffic is dominant, followed by MITM-ArpSpoofing, DNS
Spoofing, and Reconnaissance. This is an implication that Cluster 0 might be low- to moderate-impact
behavior, such as normal and stealthy threats.

o  Cluster 1 consists largely of high-volume DDoS flood attacks, such as Internet Control Message Protocol
(ICMP), TCP, PSH-Push + ACK-Acknowledge (PSHACK), and SynonymousIP floods (a DDoS attack
pattern involving spoofed or repeated IP addresses to evade detection), and, thus, is a solid representative
of high-impact DDoS behavior.

«  Cluster 2 is mostly composed of Mirai-based attacks like Generic Routing Encapsulation (GRE) flood,
UDP-based flood, and fragmentation-based DDoS, which shows a specific botnet-related cluster.

o  Cluster 3 indicates a combination of DDoS-UDP floods and DoS-UDP floods, with a slight proportion
of benign and spoofing traffic, which means a combination of volumetric UDP attacks.

o Cluster 4 is similar to Cluster 0 in that these segments are dominated by Benign Traffic and reconnais-
sance/MITM attacks, implying another group of low-to-moderate threat behavior, possibly recorded
under different feature space attributes.

o Cluster 5 is dominated by DDoS-RST + FINinish Flood (RSTFINFlood), to the extent of 99 per-
cent, and also DoS- HyperText Transfer Protocol (HTTP) Floods, another high-impact cluster of
volumetric attacks.

o  Cluster 6 is highly sparse and contains small numbers of Benign Traffic, DNS Spoofing, and Reconnais-
sance Ping Sweep, presumably containing outliers or low-volume rare attacks.

The clustering outcomes indicate a significant and clear distinction between various kinds of network
behaviors in the data, which is in line with the attack styles and mechanics. In particular, active flood attacks
(including different types of DDoS and DoS traffic) prevail in clusters 1, 3, and 5, and these are high-volume,
high-impact threat groups. Conversely, clusters 0, 4, and 6 predominantly include passive or stealthy actions,
such as recon, spoof, and benign traffic, which are generally less voluminous but essential when trying to
intrude at an earlier phase. Cluster 2 is specifically unique, with almost all of the Mirai-based botnet attacks
demonstrating activity trends that are particular to IoT-focused malware. Such a distinct separation between
clusters can prove the efficiency of unsupervised learning to differentiate behavioral patterns in IIoT-CPS
settings and represent a reliable basis of impact-aware taxonomy-based classification.

4.9 DBSCAN Clustering with PCA

In order to assess the clustering behavior with a density-based method, we used DBSCAN on a subset
of 100 k records of the standardized dataset to improve run-time. As DBSCAN works best when the
dimensionality is lowered, we used PCA to preserve 15 principal components with the largest share of
variance and the fewest number of noises. The clusters thus obtained were visualized as projected onto
two principal components. As Fig. 6 indicates, DBSCAN has the advantage of being able to identify dense
clusters of similar behavior and assigning sparse regions or outliers to —1. The technique has complementary
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views with K-means, such as detecting non-globular groups and raising the warning of anomalies that might
not conform to regular traffic patterns. There are 17 clusters that were formed by the DBSCAN clustering
method with label range 0-16, and there is a label -1 representing outliers or noise. Label -1is present in large
quantities, and it takes up many of the data points, which is an anticipated result in density-based clustering,
more so in high-variance network traffic data. The rest of the clusters seem to be fairly small and distinct, and
this is one of the strengths of the DBSCAN since it is capable of detecting dense areas as well as effectively
isolating sparse or anomalous patterns that do not belong to any cluster.

DBSCAN Clustering (Sampled + PCA-Reduced)
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Figure 6: Visualization of DBSCAN clustering on PCA-reduced sampled data

To investigate how well K-Means and DBSCAN clustering algorithms perform on a large-scale IoT
intrusion detection dataset with 1,048,575 records and 46 numerical characteristics, we used the two
algorithms to cluster it. The aim was to discover the latent behavior patterns in network traffic through
clustering of similar instances, which could be used to explore taxonomy-based classification and anomaly
detection. In spite of the efficiency of these methods, a number of problems exist in the dataset. It is worth
noting that its dimensionality is quite high, and thus the clusters based on distance lack cohesiveness, and
the huge class imbalance, where the most common types of attacks, e.g., DDoS-ICMP_Flood, have over
100,000 samples, whereas the rarest, e.g., XSS or Uploading_Attack, have fewer than 100, makes uniform
clustering difficult. Furthermore, the similarity of feature distributions of benign and attack traffic, the noise
of data because of spoofing, fragmented packets, and Mirai-like behavioral patterns make the clustering
more complex. To measure the quality of clustering, we took the Silhouette Score as a performance measure.
K-means clustering of k = 7 gave a silhouette score of 0.3519, whereas DBSCAN gave a score of 0.3088
using an epsilon of 2.5 and min_samples = 10. Both clustering algorithms yielded semantically meaningful
and practically effective groupings. Particularly, K-Means demonstrated that it is possible to cluster and,
therefore, increase the interpretability and security insights of IIoT-CPS environments by offering clear and
distinct clusters with flood attacks, Mirai-based botnet activity, and reconnaissance behavior.

4.10 Taxonomy Driven Detection and Classification with ML

After the clustering-based analysis, we move forward to taxonomy-based attack detection and classifica-
tion, followed by supervised ML models. This step is going to use the labeled data and the created taxonomy to
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correctly identify and classify various kinds of cyberattacks in the IIoT-CPS environment. The three models
that we use are common and have proven to be effective and are Random Forest, XGBoost, and Multi-
Layer Perceptron (MLP). The models are selected based on their capacity to deal with high-dimensional
information, deal with the imbalances of the classes, and their capacity to identify intricate associations
between features and types of attacks. The labeled dataset is used to train each of the models using the features
extracted from the IoT traffic, and the performance of each model is evaluated by detecting frequent as well
as rare attacks as defined in the impact-aware taxonomy. To make the interpretability higher and align attack
prediction with cyber threat intelligence, we suggested a taxonomy-based approach to attack classification.
In order to enhance semantic knowledge and decision-making, we designed a taxonomy map where all 33
types of attacks were categorized into 7 broad categories:

« Flood Attacks

« Botnet/Mirai Attacks
» Reconnaissance

« Spoofing/MITM

o Injection Attacks

« Backdoors & Exploits
o Benign

This mapping was considered directly on the labeled dataset to create a new column, taxonomy_label, so
that supervised classifiers can forecast not only on the exact type of attack but also on the higher classification
of impact. As anticipated, flood attacks occupied the majority of the dataset (more than 920,000 cases),
and botnet/Mirai and benign traffic were in the second and third places, respectively. More important but
rarer classes, such as Injection Attacks and Backdoors & Exploits were also retained to test the performance
on the classes that are imbalanced but high-risk. Under the proposed environment, the classification of
attacks into three levels is based on their impact, i.e., high, moderate, and low. The most dangerous threat
is high-impact attacks like flood attacks or botnet/Mirai-based intrusions that target the availability of the
system and may lead to massive service interruption, data loss, or industrial production stoppages. Medium-
level attacks such as spoofing, MITM, and reconnaissance attacks usually pave the way for further serious
attacks by collecting intelligence information or interfering with communications, thereby damaging any
confidentiality and trust of the systems. Low-impact attacks are inside the group of injection-based attacks
(e.g., SQL Injection, XSS), backdoors, and exploit attacks, which, although critical in nature, are less likely to
happen and may require extra phases to increase their threat level. Such an impact-sensitive categorization
informs defense mechanism prioritization and resource distribution to achieve resilient cybersecurity within
IIoT-CPS environments.

We compare the three models, Random Forest (RF), XGBoost, and MLP, to test the effectiveness of
our taxonomy-driven ML classification method. To analyze the evaluation, four major metrics, including
precision, recall, Fl-score, and overall accuracy, are used on all seven specified taxonomy classes, which
are flood attacks, botnet/Mirai attacks, reconnaissance, spoofing/MITM, injection attacks, backdoors &
exploits, and benign. The models performed extremely well on the majority of classes, including flood attacks,
botnet/Mirai attacks, and benign traffic, as Table 2 reveals. In these high-frequency classes, precision, recall,
and Fl-scores were close to perfect in all models. As an example, Random Forest and XGBoost managed to
score an F1 score of 1.000 on flood attacks and more than 0.99 on botnet/Mirai classes. The performance of
the Benign class was also steady and significant, with Fl-scores of the models varying between 0.87 and 0.93.
These findings correspond to the fact that the models generalize well when they have enough data to train.



Comput Model Eng Sci. 2025;145(2) 2589

Table 2: Performance metrics of taxonomy-based attack classification using ML models

Precision Recall F1-Score Accuracy

Class
RF XGBoost MLP RF XGBoost MLP RF XGBoost MLP RF XGBoost MLP

Backdoors & 10000  0.6364 1.0000 01786  0.1875  0.1250 0.3030 0.2897  0.2222

Exploits

Benign 0.8898  0.9088 0.8043 09783 0.9626  0.9557 0.9320 0.9349  0.8735
Botnet/Mirai 0.9997 10000 0.9990 0.9952 0.9999 0.9949 0.9975 1.0000 0.9969

Attacks

Flood attacks 0.9997  1.0000  0.9997 0.9998 10000 0.9999 0.9998 10000 0.9998 0.9948 0.9951  0.9915
Injection attacks  0.9333  0.4286 1.0000  0.2333  0.1000 0.0500 0.3733  0.1622  0.0952
Reconnaissance  0.8495  0.8342  0.8081 0.7631 0.7968  0.5753  0.8040  0.8151  0.6721
Spoofing/MITM  0.8891  0.8651 0.8176  0.8195 0.8268 0.6893  0.8529  0.8455  0.7480
Macro Avg. 0.9373  0.8104 09184 0.7097 0.6962 0.6271 0.7518  0.7210  0.6583
Weighted Avg.  0.9948 09948 0.9917 0.9948 0.9951  0.9915 0.9945 0.9948 0.9909

The minority classes, e.g., injection attacks and backdoors & exploits, were performing worse, especially
in recall. As an example, Random Forest and MLP showed precision of 1.000 and 1.000 in Backdoors &
Exploits, respectively, whereas the recall decreased to 0.1786 and 0.1250, respectively. Such a difference
between precision and recall shows that the models have been very precise when they do make predictions
on these low-frequency classes, but miss out on a lot of true predictions, an effect that can be explained by the
extreme imbalance in the classes in the data set. The two classes contained fewer than 600 samples compared
to flood attacks that contained more than 920,000 records. On the same note, injection attacks had poor
recall scores, although the precision was moderate to high. In all classes, the macro-averaged results were
smaller than the weighted averages, which gives an advantage to the majority classes. This gap showcases the
inability of the models to capture minority patterns, even though they perform well on the major ones. The
random forest model performed better among the three so well that it balanced high- and low-frequency
classes. Its improved macro-averaged recall and Fl-score imply that it is more appropriate in imbalanced
classification tasks in complex and real-world datasets in cybersecurity.

Fig. 7 (Random Forest), Fig. 8 (XGBoost), and Fig. 9 (MLP) provide the confusion matrices allow
getting a better understanding of how each of the models is capable of differentiating between the taxonomy-
based classes of attacks within the IIoT-CPS dataset.
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Figure 7: Confusion matrix-random forest
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Figure 9: Confusion matrix-MLP

The random forest model shows good results in terms of classification, especially in the cases of flood
attacks and botnet/Mirai attacks. As an example, 184,253/184,286 flood attack samples are rightly categorized,
and there is very little confusion with other classes. In the same regard, benign traffic is mostly well
detected, with a total of 4789 correct predictions. Nevertheless, in spoofing/MITM and reconnaissance, some
misclassifications can be observed when a considerable number of samples (e.g., 300 and 222, respectively)
are mistaken for benign. The Backdoors & Exploits and Injection Attacks categories are still difficult to
quantify because of their rarity, which is manifested as low diagonal numbers, as well as substantial dispersion
into the wrong classes.

The Flood Attacks (184,284 correct) and Botnet/Mirai Attacks (11,846 correct) belong to the key
categories that are perfectly detected by XGBoost. Benign samples are also processed well, but a little bit
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more are misclassified than with Random Forest. Among the positive changes, it is possible to note a more
distinct difference between flood attacks and spoofing/MITM, with fewer false positives and false negatives
in these two categories. Nonetheless, injection attacks and backdoors & exploits are still struggling—this can
be seen by low true positive numbers and more predictions scattered into benign and other majority classes.
However, XGBoost demonstrates a slightly better accuracy in a number of minority groups than RE

The MLP model proves to have generally satisfactory performance, with flood attacks being once
again well supported (184,267 correct classifications) but confused slightly more at neighboring categories
(Botnet/Mirai and Benign). Benign traffic is not forecasted easily, and this is proven by 85 and 132 incorrectly
classified samples into reconnaissance and spoofing/MITM, respectively. Backdoors & Exploits and Injection
Attacks fared worst on the model, and this was probably because these two categories are either confused with
Reconnaissance or Spoofing/MITM, perhaps because of similar traffic patterns or perhaps because there were
insufficient training examples. The same is true of Reconnaissance and Spoofing/MITM, with both displaying
worse misclassification than RF and XGBoost, showing MLP does not isolate low-frequency attacks as well.

4.11 Explainable AI with SHAP for Model Interpretation

In order to gain insight into the internal decision-making process of the RandomForest model utilized to
classify taxonomy-driven attacks in IIoT-CPS, we used SHAP as a method of local and global interpretability.
SHAP-based explanations play an important role in assisting operators with real-time decision-making. By
highlighting the features that most strongly influence the prediction of the model, operators gain actionable
insights into why a given flow is flagged as malicious. This transparency increases trust in the automated
system as well as enables faster incident triage. In real-time scenarios, such interpretability ensures that
operators can respond promptly and confidently. The SHAP summary plot shown in Fig. 10 gives a visual
representation of the contribution of each feature to the model output, summarized over a sample of 1000
instances of the test set. Every point of the plot is a Shapley value of a feature in a single prediction and plotted
in a range of colors (blue to red) by the value of that feature.

On the list of feature importance, magnitude is positioned in the first place as the total volume of
the information transferred during a session or flow. This is especially effective in differentiating flood
attacks and botnet/Mirai activities, which are typified by large quantities of traffic. The model has been
trained to correlate such volumetric characteristics with high-impact cyber threats, which makes magnitude
a prevailing decision-making characteristic. Right behind these are Max and AVG, which are the maximum
and average of traffic flows. These characteristics assist in distinguishing between aggressive, bursty behaviors
that are characteristic of denial-of-service attacks and more steady patterns that exist with benign or
reconnaissance traffic. The fact that they occupy the leading positions implies that the RandomForest model
can be effectively used to identify the behavioral anomalies by using statistical profiling. TCP RST (Reset)
packet counts (rst count), total size, and variance also assist the detection abilities of the model at the
TCP/session level. Large numbers in such features usually indicate abnormal termination of sessions or
payload discrepancies that occur in spoofing, fragmentation, or malformed packet attacks. The time-based
metric Inter-Arrival Time (IAT), which refers to the intervals between subsequent packets, also makes it
among the highest features. IAT is important, though not as crucial as in other models, such as XGBoost, in
providing the means of detecting time-based anomalies like slow-rate DDoS or stealthy botnets.
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Figure 10: SHAP summary plot for RandomForest-Taxonomy-based classification

Protocol-specific features such as Protocol_Type, Header_Length, and Number provide critical insight
into how different layers of the network stack are utilized or abused in attacks. These features help differentiate
between TCP, UDP, and ICMP-based attack strategies and reflect structural variances in how packets are
constructed. While not in the topmost ranks, features such as syn_count, psh_flag_number, and fin_count
still contribute meaningfully, particularly when identifying rare or subtle attack classes like Backdoors,
MITM, or Injection Attacks. The SHAP analysis reveals that the RandomForest model employs a broad
spectrum of feature types, including:

o  Statistical attributes (Magnitude, AVG, Max, Variance),
o Behavioral indicators (rst_count, IAT),
«  Protocol-level characteristics (Protocol_Type, Header_Length, TCP flags).

This well-distributed reliance across diverse feature domains makes the RandomForest model robust
and adaptable to various attack vectors. It does not overly depend on a narrow set of features, which can be
advantageous in environments with high variability and evolving threat patterns, such as IIoT-CPS.
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In order to further explain the choice made by the XGBoost classifier that was used in the taxonomy-
driven detection framework, we leveraged SHAP (SHapley Additive exPlanations). Fig. 11 shows the SHAP
summary plot of a sample of 1000 test instances, in which the contribution of the different input features to
the predictions of the different attack categories is shown. SHAP analysis on XGBoost shows a very steep
distribution of feature influence. The XGBoost model contrasts with the RandomForest model because it
concentrates on a small set of key features that overpower its predictive abilities. By far the most significant of
the features is Number, which probably refers to the number of packets in a flow or equivalent session-level
measure. Its high SHAP value in all samples indicates that the model was highly dependent on the volume
of the flows to identify high-traffic-based attacks such as flood attacks and botnet/Mirai intrusions. Inter-
Arrival Time (IAT) has also been another feature that is of utmost importance, as it takes into account the
time gaps between packets. Flooding attacks or stealthy probing are common to have high or irregular IAT,
and XGBoost leverages this characteristic as a major indicator to separate good and bad bursts.
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Figure 11: SHAP summary plot for XGBoost-Taxonomy-based classification

Such statistical properties as Min, AVG, and Variance are also significant. These assist the model in
identifying irregular or inconsistent flows that are frequent in DoS/DDoS and backdoor/malware activities.
There is definite variation in these metrics displayed in SHAP values, demonstrating that they have the
potential to reflect dynamic behaviors across taxonomy classes. Protocol_Type is categorical and is used to
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identify the type of traffic by the protocol family it belongs to—TCP, UDP, or ICMP. This helps in separating
attacks like DDoS-ICMP floods from TCP floods or spoofing attacks. In the same way, flow_duration and
Header_Length play a further semantic role by characterizing the life and structure of traffic sessions. The
TCP flags and session-level behaviors are linked to lower-ranked features, which are urg_count, ack_count,
and syn_count.

The SHAP-based summary plot in Fig. 12 provides a window into how the MLP model internally
makes decisions when classifying network traffic into impact-aware taxonomy categories. Unlike traditional
tree-based models, the MLP captures nonlinear and deeper interactions between features, and the SHAP
plot reveals which of those it prioritizes. The MLP model exhibits a strong preference for TCP flag-based
features, particularly:

o psh_flag number
o fin_flag number
o ack_flag number

psh_flag_number
syn_flag_number
ack_flag_number
syn_count

ICMP

Variance

UDP

Protocol Type
fin_flag_number

rst_flag_number

TCP
Weight
Number
Tot size
Magnitue
AVG
B Class 4
fin_count m Class 0
mmm Class 1
ack_count
- B Class 5
Min B Class 6
Tot sum mmm Class 2
B Class 3
0 10 20 30 40 50

mean(|SHAP value|) (average impact on model output magnitude)

Figure 12: SHAP summary plot for MLP-Taxonomy-based classification
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These flags form the focus of TCP session management and are usually tampered with in spoofing,
scanning, or handshake-based assaults. The large SHAP scores of most of the classes demonstrate that
the MLP has learned that such flag patterns are relevant pointers to malicious actions, particularly where
spoofing, MITM, or backdoors may be involved. Next in line are the identifiers of the protocols: ICMP, TCP,
and UDP. Their impact highlights the ability of the MLP to differentiate between the protocol-specific attack
types—ICMP floods, UDP-based denial of service, and TCP handshake abuse. Such categorical protocol
inputs are necessary in categorizing traffic patterns within taxonomy labels. Interestingly, there is a stable
impact of such characteristics as variance, protocol type, and syn_count, which indicates the model’s focus
on the variability and structural abnormalities at the level of sessions. These characteristics facilitate the
detection of bursty behaviors or irregular session formations that many times preface an attack, such as
botnet commands or reconnaissance scans. In contrast to the tree-based models (such as RandomForest
or XGBoost), the MLP does not focus on high-level volume indicators: magnitude, AVG, or number. It is,
instead, biased toward lower-level, protocol-specific signals and so suggests a more precise understanding of
session dynamics and flag behaviors, as opposed to the aggregate traffic characteristics.

In a nutshell, this study presents an end-to-end, impact-aware cybersecurity framework with Industrial
Internet of Things-Cyber Physical Systems (IIoT-CPS) in context. Since such interconnected industrial
environments are complex and vulnerable, our aim was to create an intelligent and sensible solution that
is interpretable and would identify and classify cyberattacks on the basis of behavior and effect. We started
with the analysis of a real-world intrusion detection dataset that is large-scale and contains more than one
million records of network traffic with 33 different types of attacks. To learn the underlying structure of
natural groupings and latent groupings of the data, we used unsupervised learning techniques defined as
unsupervised clustering, such as K-Means (with PCA and the elbow method) and DBSCAN, which allowed
us to identify the intrinsic traffic patterns and provided the basis of semantic grouping of attacks. Continuing
this, we have presented a taxonomy-based approach, where the 33 different types of attacks are classified
into seven broad categories: flood attacks, botnet/Mirai attacks, reconnaissance, spoofing/MITM, injection
attacks, backdoors & exploits, and benign. We used supervised ML models, Random Forest, XGBoost,
and Multi-Layer Perceptron (MLP), to classify attacks based on taxonomy. These models were tested with
standard performance measures, and their performance showed high precision, especially for dominant
types of attacks. We considered that the performance of underrepresented classes would be degraded by
imbalance, but kept them complete and covered critical risks. We incorporated XAI using SHAP in order
to have transparency and interpretability. SHAP analysis helped us to visualize and interpret the model’s
decision-making. As we have noticed, XGBoost depends on the statistics of the traffic volume and timing.
Random Forest had more dispersion in structural and statistical characteristics. MLP also concentrated on
protocol-level flags and session behavior and was therefore more sensitive to the subtle and stealthy attacks.

5 Conclusion

The study proposes a new ML framework based on taxonomies where the taxonomies are impact-
aware, with the aim of achieving a cybersecurity boost to the Industrial IIoT-CPS. Since we are aware of the
growing maturity and complexity of cyber threats in industrial settings, our framework incorporates several
state-of-the-art components such as unsupervised clustering, taxonomy-based classification, supervised ML,
SHAP-based XAI, and edge computing deployment. We started with the analysis of the attack behavior
based on clustering methods such as the K-Means and DBSCAN in order to find natural groups in network
traffic. On the basis of this analysis, we have created a taxonomy that classifies 33 attack types into seven
comprehensible classes based on behavior and impact. The taxonomy forms the foundation of another
classification system that is more interpretable and more structured. In order to identify and label these
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attacks, we used and compared the functionality of Random Forest, XGBoost, and Multi-Layer Perceptron
(MLP) classifiers. Both had high accuracy, particularly on the dominant classes, and fairly good performance
on the less represented and risky attack types. SHAP enabled us to explain the decisions of the models, to
see which features had the most effect on the predictions, and therefore enhance trust and responsibility in
high-stakes industrial use cases. Lastly, we discussed real-life deployment issues by including a feasible edge
computing strategy, making our solution not only precise and explainable but also scalable and adaptive in
dynamic IToT settings.

In the future, we aim to combine continual learning with adaptive models that guarantee the system
grows with new attack patterns, zero-day exploits, and network behavior changes without a complete
retraining of the system. Although the dataset is rich and diverse, it is still captured in controlled conditions
and may not fully reflect the dynamic heterogeneity of traffic in real industrial environments. Thus, we plan
to validate the framework on additional benchmark datasets and, where possible, on real IIoT testbed traffic
to further strengthen its generalizability and industrial applicability. Also, multi-modal data sources, e.g.,
logs, sensor anomalies, and device telemetry, will be used to provide better context to attacks and to detect
multi-stage complex intrusions.
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