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ABSTRACT: Biometric authentication provides a reliable, user-specific approach for identity verification, signifi-
cantly enhancing access control and security against unauthorized intrusions in cybersecurity. Unimodal biometric
systems that rely on either face or voice recognition encounter several challenges, including inconsistent data quality,
environmental noise, and susceptibility to spoofing attacks. To address these limitations, this research introduces a
robust multi-modal biometric recognition framework, namely Quantum-Enhanced Biometric Fusion Network. The
proposed model strengthens security and boosts recognition accuracy through the fusion of facial and voice features.
Furthermore, the model employs advanced pre-processing techniques to generate high-quality facial images and voice
recordings, enabling more eflicient face and voice recognition. Augmentation techniques are deployed to enhance
model performance by enriching the training dataset with diverse and representative samples. The local features
are extracted using advanced neural methods, while the voice features are extracted using a Pyramid-1D Wavelet
Convolutional Bidirectional Network, which effectively captures speech dynamics. The Quantum Residual Network
encodes facial features into quantum states, enabling powerful quantum-enhanced representations. These normalized
feature sets are fused using an early fusion strategy that preserves complementary spatial-temporal characteristics.
The experimental validation is conducted using a biometric audio and video dataset, with comprehensive evaluations
including ablation and statistical analyses. The experimental analyses ensure that the proposed model attains superior
performance, outperforming existing biometric methods with an average accuracy of 98.99%. The proposed model
improves recognition robustness, making it an efficient multimodal solution for cybersecurity applications.

KEYWORDS: Biometric system; multi-modal biometric system; machine learning; deep learning; residual network;
quantum networks

1 Introduction

The Internet is the fundamental factor that connects computer systems, facilitates global connectivity
and data exchange. Cybersecurity is crucial for securing data, businesses, and individuals from cyber threats
across all sectors [1]. It involves protecting data, servers, programs, and network infrastructures from
unauthorized access by enabling cyber protective measures and policies. At its core, cybersecurity ensures
that sensitive systems and data are accessible only to authorized users [2]. This highlights the requirement of
an authentication step to ensure digital trust and security. Reliable user authentication ensures compliance
with regulations, maintains user privacy, and safeguards sensitive data. Authentication is the foundational
step in cybersecurity, ensuring that only authorized users can access systems and resources [3]. Unauthorized
access due to unreliable authentication leads to productivity impacts, reputational damage, and financial
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losses. In server communication, reliable authentication ensures that the client can access the data only after
proper verification [4]. Username and password are the essential authentication elements used to verify a
user’s identity and grant access to protected resources. In this context, Biometric authentication, including
voice, face, and fingerprint recognition, delivers improved security based on unique biological traits that are
far more difficult to replicate compared to conventional passwords or tokens [5]. Biometric technologies ofter
a secure means of authentication and verification by utilizing human characteristics such as fingerprints,
facial recognition, and voice or speaker identification. Also, it is a strong verification model that streamlines
the current multi-factor verification model and replaces passwords [6].

A unimodal biometric authentication system functions by relying on a single biological or behavioral
characteristic of the user, identifying and verifying individuals based solely on one biometric trait [7].
Although unimodal biometric authentication systems offer several advantages for identity recognition, they
still have issues in terms of privacy, accuracy, scalability, and security [8]. The integration of both voice and
face modalities enhances the accuracy and robustness against spoofing and adversarial attacks. Multimodal
biometric systems are promising solutions for real-world applications, improving accuracy and security
using multiple biometric traits [9]. Recently, the integration of Deep Learning (DL) has improved advanced
biometric systems by enabling the extraction and fusion of high-quality features from voice and face [10].

1.1 Motivation

In an era where cyber threats are growing increasingly sophisticated, traditional authentication methods
are proving insufficient to ensure secure and foolproof identity verification. These approaches are often
vulnerable to environmental distortions, spoofing attacks, and adversarial manipulations. While DL has
advanced feature extraction, the limitations in feature richness and model generalization persist. Moreover,
classical systems struggle to efficiently represent the complex spatial-temporal correlations. To address these
gaps, it is necessary to provide a more resilient, intelligent, and secure identity recognition framework.
The motivation of this research lies in bridging this gap by harnessing the power of quantum computing
to improve the representational depth and robustness of facial recognition. In addition to this, this model
simultaneously leverages temporal modeling techniques to extract fine-grained speech dynamics. By fusing
these modalities in a unified system, the proposed work aims to deliver a novel biometric authentication
framework that is accurate, secure, scalable, and adaptable to real-world conditions.

1.2 Novelty
The novelty of the research work is outlined as follows:

Hybrid Quantum-Classical Model: The proposed model incorporates a Quantum Residual Network
(QResNet) to enhance representational capacity and learning depth beyond traditional Convolutional Neural
Networks (CNNs). It leverages quantum-enhanced processing by encoding classical facial features into
quantum state representations.

Pyramid-Attentive Temporal Voice Modeling: The proposed work uses a Pyramid-1D Wavelet Con-
volutional Bidirectional Network (P-IDWCBiNet) that integrates the pyramid wavelet convolutions and
bidirectional Gated Recurrent Units (BiGRU) for voice-based identity recognition. Thereby, the model
effectively captures the fine-grained speech patterns and long-range dependencies important for robust
voice-based identity recognition.

Biometric Fusion Using Early Concatenation: The biometric fusion strategy fuses the normalized

voice and face embeddings. This strategy preserves complementary modality-specific features, resulting in a
unified and highly discriminative identity representation.
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Improved Cybersecurity via Dual-Biometric Verification: The proposed model significantly enhances
resistance to spoofing and impersonation attacks by verifying both facial and vocal biometrics.

1.3 Contribution
The major contributions are stated below.

Dual-Modality Biometric Model for Cybersecurity: To improve identity verification in cybersecurity,
the proposed QBioFusionNet model integrates both voice and face features. The developed mode is more
effective compared to the unimodal systems by reducing spoofing susceptibility and enhancing reliability.

Improved Temporal Voice Modeling: The P-IDWCBiNet model that combines the multi-scale wavelet
convolution and BiGRU structure enables the effective extraction of hierarchical temporal voice features that
are important for reliable speech-based identity recognition.

Enhanced Facial Feature Representation: The QResNet model converts the classical facial image
features into quantum state representations, improving the representation power and learning ability of the
model for enhanced recognition accuracy.

Unified Identity Embedding: A unified representation is generated by using an early fusion mechanism
that fuses the voice and face feature vectors. This strategy assists in capturing the complementary nature of
both modalities, enhancing the robustness of the identity verification process.

Superiority Performance: The proposed model’s performance is evaluated using standard evalua-
tion parameters, demonstrating that it gains high recognition performance compared to other biometric
methods.

The other parts of the research work are provided as follows: related works are discussed in Section 2, the
problem statement and objective function are provided in Section 3, a detailed explanation of the proposed
methodology is presented in Section 4, the comprehensive experimental analysis is conducted in Section 5,
and the conclusion and future works are provided in Section 6.

2 Related Work

Abdelfatah et al. [11] presented a three-factor biometric quantum identity authentication approach that
integrates passwords, client image, and voice to enhance cybersecurity. This approach was divided into two
important phases, namely client enrollment and authentication. The first phase ensured that the client’s voice
signal was encrypted by quantum encryption with low layers incorporating quantum circuits. In the second
phase, quantum secure direct communication was integrated with quantum voice encryption to provide
enhanced, double-layer security. The overall experimental results demonstrated that the model gained better
performance rates.

Al-Abboodi et al. [12] developed a DL-based face recognition system within an IoT environment.
Spatial-Temporal Interest Point (STIP) was deployed for the feature extraction, focusing on capturing
features related to facial activities. A statistical method has selected the important features that contribute to
facial recognition. Facial detection was performed using a CNN, and its parameters were tuned by Galactic
Swarm Optimization (GSO). Experimental analyses ensured that the model attained high effectiveness on
the face image dataset.

He et al. [13] presented an Audio-Visual Speech Recognition using Multimodal Generative Adversarial
Network (AVSR-GAN). The AVSR-GAN model incorporates two-stream networks designed to process
visual and audio stream information, where the generator and discriminator work together to improve
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performance. To ensure privacy and security, this work incorporated an authentication model with fed-
erated learning approach (FL). Evaluations on Lip Reading Sentence 2 and 3 datasets confirmed the
model’s robustness.

Suneetha and Anitha [14] developed a speech-based emotion recognition model using an Improved and
Faster Region-based CNN (IFR-CNN). The IFR-CNN approach stood out by learning and storing affective
states while monitoring and recovering speech properties. For effective speech-based emotion recognition,
spectral characteristics and temporal features were extracted. The IFR-CNN model’s efficiency was better on
the speech datasets.

Talaat [15] developed a lie detection model by using an explainable enhanced recurrent neural network
(ERNN) with a fuzzy logic system. This work has employed a Long Short-Term Memory architecture (LSTM)
trained on the audio recordings dataset. The ERNN model demonstrated high performance with reduced
training time, highlighting its efficiency and effectiveness.

Gokulakrishnan et al. [16] presented an optimized facial recognition approach that detects criminal
activities by applying DL. This work employed a Strawberry-CNN (SbCNN), which demonstrated effective
face verification and criminal face detection with an optimization fitness function. The experimental results
on the face expression database confirmed that the SbCNN model delivered efficient performance.

Alsafyani et al. [17] developed an effective model integrating DL and picture optimization with
cryptography. A 5D conservative chaotic model with an optical chaotic Map (OChaMap) was deployed to
enhance the security of the key. Encrypted facial images by applying Crypto General Adversarial Neural
Network with OChaMap were employed to extract the involved items. The experimental analyses showed
that the Cry_ GANN_OChaMap model reached better effectiveness rates.

Lin et al. [18] developed an optimized face recognition access control system with Principal Component
Analysis (PCA) to ensure effective facial recognition. Facial recognition was carried out by using an
aggregating spatial embedding algorithm. Beta prior and full probability Bayesian method were integrated
to optimize the PCA model. Moreover, the efficiency of the face recognition was improved by integrating the
K-means Clustering Algorithm. The overall experimental outcomes demonstrated that the system attained
greater performance while maintaining lower training time.

Ragab et al. [19] presented a Hunter-Prey Optimizer with DL-enabled Biometric Verification to
enhance cybersecurity (HPODL-BVCS). The biometric images were gathered from the biometric dataset
and then pre-processed utilizing Bilateral Filtering (BF). The critical features were extracted by applying
the ShuffleNetv2.3 model. Here, a convolutional autoencoder (CAE) model offered an effective classi-
fication. The results analysis demonstrated that the model achieved superior accuracy, contributing to
enhanced cybersecurity.

Alyetal. [20] developed a DL-based approach that enhances facial expression recognition in the online
learning context. This facial expression recognition system has involved refinement of the ResNet Deep CNN,
leading to improved precision in expression recognition. The model ensured effective classification using a
convolutional block attention mechanism (CBAM) that attends to important spatial and channel features.
This demonstrated that the model delivered higher performance and lower execution time.

For the human-computer interface, Alrowais et al. [21] developed a Modified Earthworm Optimization
with DL Assisted Emotion Recognition (MEWODL-ER). The feature extraction step generated important
feature vectors using the GoogleNet architecture. In the classification phase, the Quantum Autoencoder
(QAE) model effectively classified the emotions associated with human-computer interface applications. The
model delivered high recognition performance in experimental evaluations.
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Gona et al. [22] developed a Transfer Learning Convolutional Neural Network (TL-CNN) for the
biometric system. The gathered images from the different biometric datasets were improved, and the pattern-
specific features were extracted using a Convolutional Residual Network (CRN). This work has demonstrated
that the TL-CNN attained greater performance across multiple biometric datasets.

Sun et al. [23] evaluated the anti-spoofing performance of the Vector Tracking Loop (VTL) in complex
environments, such as high-interference or signal degradation scenarios. Their findings demonstrated that
the VTL method maintained robust tracking and spoof detection accuracy.

Radad et al. [24] developed a novel encoder-based CNN architecture that incorporated grayscale
structural information, which enhanced the detection of spoofing attacks. This approach leveraged texture
analysis and achieved high classification performance by distinguishing real and fake face inputs.

Ma et al. [25] proposed a face anti-spoofing algorithm based on pseudo-negative feature generation.
This method generated artificial negative samples to enhance model generalization and reduce the risk of
overfitting. From experimental computation, this model significantly improved detection performance on
unseen spoofing patterns.

Limitations and Research Gaps

Although existing methods have achieved significant advancements in identity identification, they still
encounter some limitations that affect their overall performance. The limitations need to be resolved to enable
more accurate and secure voice and face recognition. The following points represent the key limitations of
the existing methods.

Vulnerability to Spoofing and Impersonation: Existing unimodal biometric systems are vulnerable to
spoofing attacks utilizing videos, photos, or synthetic voices. The proposed model utilizes complementary
information from both spatial and quantum facial features and temporal voice dynamics. This dual-modality
integration improves resistance to impersonation and spoofing attempts.

Limited Representation in Unimodal Systems: Existing unimodal systems that rely on either voice or
text lack sufficient discriminatory power to ensure robust identity recognition. The proposed QbioFusionNet
combined both modalities (voice and face) using a novel multimodal fusion mechanism. This demonstrates
that the proposed system remains accurate and reliable for identity recognition.

Redundant Feature Extraction: The traditional biometric methods utilize handcrafted features or
CNNs, ensuring that the high-level discriminative quantum information has not been captured. In the
proposed system, classical images are encoded into quantum states using QResNet, providing an enriched
feature representation. Meanwhile, P-1IDWCBiNet effectively extracts the deep temporal features from voice
data to improve the overall representation quality.

3 Problem Statement

In critical applications, such as financial transactions, surveillance, and secure access control, highly
reliable user identity verification is essential. However, traditional unimodal biometric systems that utilize a
single trait encounter challenges due to inherent limitations:

« Face recognition is vulnerable to changes in lighting, pose, and spoofing attacks utilizing photos
or videos.
»  Voice recognition has poor performance due to mimicry, throat infections, and noise.

Traditional biometric systems suffer from inter-class similarity and intra-class variability, resulting in
High False Acceptance (HFA) and High False Rejection Rates (FRR). To address these limitations, this
work develops a DL-based effective multimodal biometric authentication that combines the face and voice
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modalities. The primary objective is to develop an effective system capable of learning discriminative,
complementary, and invariant features from both modalities.

Objective Function

The objective of the proposed system is to minimize total authentication error by learning feature
representations and using a fusion mechanism. The fusion mechanism increases the similarity between
genuine user pairs and maximizes the dissimilarity for imposter pairs, thereby improving verification
accuracy. Let’s consider be the feature extractor for voice modality with parameters and as a feature extractor
for face modality with parameters 6. F = ¢ ( fosfr30pv g) is the fusion function with fusion parameters
0 f.g. D (Fy, F,) specifies the distance function and x € {0,1} indicates the binary label. To efficiently train
the proposed multimodal biometric authentication framework, the learning objective is formulated as the
minimization of the contrastive loss function L.,,trastive:

O (m-n) (1)

In the above equation, n indicates the margin that separates genuine and imposter pairs. This encourages
small distances for genuine pairs and large distances.

4 Proposed Methodology

Fig. 1 illustrates the steps of the proposed model for identity recognition. In the data collection step,
the VidTIMIT dataset is employed, offering raw video frames and audio recordings that serve as input for
further processing. The raw video frames were pre-processed by performing face detection and cropping
to isolate the facial region from the image background. Subsequently, the cropped face images underwent
resizing, normalization, and gray-scale conversion. The local Binary Pattern (LBP) ensures that the local
texture information is extracted effectively. For the audio recordings, voice activity detection is deployed
to identify and segment speech regions. The noise reduction step removes the unwanted background noise
from the audio recordings. The framing and windowing step divides the audio signal into short frames
and minimizes edge effects. Log Compression and Mel-Frequency Cepstral Coefficients Extraction (MFCC)
ensure effective audio extraction. To improve model robustness, augmentation steps are employed for both
modalities, offering diverse variations of the original data. The proposed model performs feature extraction
using P-IDWCBiNet for voice and QResNet for facial images. The extracted features were fused to create
a unified and discriminative biometric signature, enhancing identity verification accuracy. The proposed
model represents a cutting-edge approach that strengthens authentication reliability and resilience against
spoofing and cyber threats.

4.1 Data Collection

Data collection is the fundamental step that captures the required data using various data sources to
train the proposed system. In the proposed biometric system, the VidTIMIT audio-video dataset is deployed
to gather the data. The details of the VidTIMIT audio-video are as follows:

VidTIMIT audio-video Dataset: The VidTIMIT dataset encompasses video and audio recordings from
43 individuals, each representing a set of short sentences (https://conradsanderson.id.au/vidtimit/, accessed
on 18 September 2025). In this dataset, the digital video camera is employed for the audio and video
recordings. This dataset is recorded in 3 sessions, including session 1, session 2, and session 3. Here, 10
sentences are assigned to each person. There are six sentences for Session 1, two sentences for Session 2, and
the last two sentences for Session 3. The video data is presented as a sequentially numbered series of JPEG
images, each with 512 x 384 pixels.
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Figure 1: Proposed QbioFusionNet model
4.2 Pre-Processing

Pre-processing the collected data is a prominent step that significantly determines the overall efficiency
and performance of the proposed system. In the proposed work, distinct pre-processing steps are employed
for both audio and face modalities.

4.2.1 Face Modality Pre-Processing

Face Detection and Cropping: In the pre-processing stage, the detection of the face in each video
frame is the primary task, ensuring accurate localization of the facial regions. Let’s consider the actual image
frame as I = R?T*W>*3 where the third dimension is related to the Red, Green, and Blue (RGB) channels, the
image’s height and width are indicated as H and W. This step generates a bounding box B = (y, x, wt, hg),
where represents the width of the detected face region, indicates the height of the detected face region, and
specifies the top-left corner. Following this, the face image is cropped as, Icrop = I[x : x + hg, y : y + wt] and
it considers only the face area for the following steps.
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Face Alignment: Face alignment is the next step following face detection. It standardizes orientation

while minimizing pose-related discrepancies. The facial features, such as the nose tip and eye centers, are
m

detected. These features are indicated as a set of points P = {( Vi X j) }j: - In this step, the affine transforma-

m
tion matrix M € R¥* is utilized to align these features to a canonical configuration P’ = {( Vi x;)} " This
J:

matrix reduces the distance between P and P’ and this transformation generates the aligned face image.
Ialigned =M (Icrop) (2)

Image Resizing: Resizing the aligned face images was essential to ensure consistent input for the
proposed model. The aligned face images are resized to 224 x 224.

Lesized = Resize (Latigned, 224, 224) (3)

Normalization: The image normalization step is employed to reduce variations and pixel intensity.
Therefore, each pixel value of the images is scaled to the range of [0, 1] utilizing the following equation:

Iresized
Tnorm = —2z¢d 4
norm 255 ( )

Grayscale Conversion: Grayscale conversion is an important step in face detection, used for trans-
forming the original images to grayscale, making it effective for the proposed model to identify facial
features. The proposed system minimizes the dimensionality of input data and preserves important details
that are essential for face recognition by removing color information. The grayscale images are utilized as
a uniform input format for the following step, demonstrating that the proposed model concentrates on
intensity-based patterns.

Local Binary Pattern Extraction: An LBP that captures local texture information from the grayscale
images is employed to extract the features [23]. The face image is specified as I(y,x) RF*™ A 3x3
neighborhood is assumed for every (y, x). The following equation provides the intensity of the center pixel
ja = I(y,x) with its 8 neighboring pixels.

. . _ 1 1f]m Zjd
S(]m_]d)—(o ifjm<jd (5)

The following equation calculates the LBP for each pixel, generating an LBP code for the pixel.
7
LBPy = > S (jm—ja)-2" (6)
m=0

Following the calculation of LBP, the LBP-coded image is acquired from the entire face image with
its calculated LBP values. This involves dividing the LBP-coded image into small non-overlapping regions.
Then, LBP values are calculated for each region. Consider R; (1) as the frequency of the LBP code in block.
The final face feature vector is generated by integrating each histogram.

Tface = [Rl,RZ,---,RM] e R¢ )

In the above equation, 7, indicates the texture-based identity features of the face, c indicates the total
number of histogram bins, and M specifies the number of blocks.



Comput Model Eng Sci. 2025;145(1) 927

4.2.2 Voice Modality Pre-Processing

Voice Activity Detection: Raw audio recordings from the datasets cannot be provided to the proposed
system as they contain unwanted silence and background noise, which capture all sounds present in the
environment. Consider raw waveform be y (e), e represents the time index. A Voice Activity Detection
(VAD) algorithm outputs a binary mask # (e) € {0,1} that detects the speech regions. The following equation
represents the filtered signal that retains only speech.

Yvad = (€) =y (e) .n(e) (8)

Noise Reduction: Background noise is removed to ensure the clarity of the voice recordings. The
following equation represents the clean speech signal for the estimated noise signal 1 (e).

Framing and Windowing: From the clean audio, overlapping frames with length L and stride S are
multiplied by the Hamming window w [m ], reducing discontinuities at the edges.

ywlm] = y[m].w[m] ©)

Log Compression and Mel-Frequency Cepstral Coefficients Extraction: Logarithmic compression is
used for Mel energies. The log-Mel energies are decorrelated, and cepstral coefficients are extracted by

applying the Discrete Cosine Transform (DCT). This generates MFCCs, providing a matrix D € R4*¢, where

¢ indicates the number of coefficients for each frame and A represents the number of frames.

Siog [1] = log (S [n]) (10)
N-1

d[m] =" Siog [n]cos [% (n+ 0.5)] (11)
n=0

4.3 Data Augmentation via Lighting and Rotation

The data augmentation step is initially performed on the original data to augment the size and diversity
of the datasets using a variety of transformations. The augmentation steps enhance the robustness and
generalization ability of the biometric authentication approach. In this work, suitable data augmentation
steps are applied to both modalities (face and voice). For face images, augmentation steps, such as lighting,
random rotations, flipping, scaling, and cropping are deployed. These allow the model to recognize the same
individual under different visual conditions, simulating real-world variations, such as viewpoint shifts, head
pose differences, and illumination changes.

Lighting Adjustment: This step includes the modification and contrast of an image. The following
equation shows how each pixel’s intensity is modified. In the equation below, I (y, x) is the actual image, 8
denotes the brightness offset, and & indicates the contrast factor.

Toug (y,x) =aI(y,x) +f (12)

Rotation: The rotation process rotates the image around a center point. In the following equation,
(¥',x") denotes the rotated pixel coordinates, (y4,x4) represents the image center, and 6 is the rotation
angle.

Y| |cosO —sinO||y-yq Vd
[x’] B [sin 0 cosH ] [x - xd] " [xd] (13)
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Horizontal Flip: This transformation mirrors the image with a vertical axis. The below equation
computes the new horizontal position of all pixels, flipping the image horizontally.

Ittip (3,%) =1(W -1-y,x) (14)

Scaling and Cropping: This step is employed to resize and crop an image. In Eq. (15), s is the scaling
factor.

Iicare = Crop (Resize (J,sH,sW)) (15)

The augmentation techniques are applied to the audio signals, which include noise to mimic background
sounds, time stretching to vary speaking speed, and pitch shifting to alter vocal tone, volume perturbation,
and spectrogram masking (SpecAugment). The utilization of these steps assists the system in maintaining
variability in speaker characteristics and acoustic environments. The augmentation steps are detailed
as follows:

Additive Noise: This step adds random noise to the actual audio signal. The following equation indicates
the augmented audio, where y (t) represents the original audio, m (g) denotes the noise, and y.

Yaug (§) =y (g) +y-m(g) (16)

Time Stretching: This technique changes the speed of the audio without changing the pitch. In the below
equation, « is the time-scale factor:

1
)’aug(g):y(_) 17)
o
Volume Perturbation: This step is employed to change the pitch of the audio with no speed alteration.
From Eq. (18), § is the amplitude gain factor.

Yaug (8) = 8.y (g) (18)

SpaceAugment: This technique utilizes masks for the spectrogram of the audio. The following equation
represents the frequency mask and time mask on the spectrogram O.

forfo+ fu (19)

ep =€yt ey (20)

In the above equations, O € RF*T is the spectrogram, f,,, e, denote the mask widths, fy and e, are
the random start. With the utilization of these mechanisms, the proposed model learns the invariant and
discriminative features from the two modalities. This reduces the likelihood of the overfitting issue and
improves the accuracy and robustness in real-world scenarios.

4.4 Quantum-Enhanced Biometric Fusion Network

QBioFusionNet is a multimodal biometric recognition approach combining DL with quantum-
enhanced modeling to ensure robust and effective human identification. It combines the information from
both sources voice signals and facial images. Voice signals are processed via P-IDWCBiNet, and facial images
are processed via QResNet. These two branches are designed according to their data modality and utilize
temporal modeling and attention mechanisms for voice features, and Quantum state encoding and entangled
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feature learning for facial features. Following independent feature extraction, a fusion module integrates the
learned embeddings into a shared representation for identity classification. The QBioFusionNet improves
the generalization and performance in real-world biometric applications.

4.4.1 Voice Recognition with Pyramid-Aware 1D Wide Convolutional Bidirectional Network

The P-IDWCBiNet model is the combination of the Pyramid Attention Mechanism (PAM) and a deep
neural architecture, which improves speaker recognition performance utilizing voice signals. The deep neural
architecture incorporates kernel convolutions, BiGRU, and a global average pooling (GAP) classifier. The
PAM allows the proposed model to pay attention to salient temporal segments across multiple resolution
scales [26]. The layer architecture of P-IDWCBiNet is illustrated in Fig. 2.
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Figure 2: P-IDWCBiNet model

Input Representation

The preprocessed audio signals are transformed into a standardized 1D representation. Consider
y(e) e RT as the time-domain speech waveform of length T. This signal is directly provided to the one-
dimensional convolutional bidirectional gated recurrent unit (ID-WCBGRU) model without the MFCC
feature extraction, leading to end-to-end learning.

Wide Kernel Convolutional Block
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A wide 1D convolutional kernel is employed to convolve the input waveform for the local feature
extraction from the speech. The large kernel assists in capturing low-frequency components and long-range
temporal dependencies.

hi(e) =ReLU (WE, * y(e) + b)), WE; e R®® (21)

From the above equation, b; is the bias term, WE; indicates the wide convolutional filter of size
256, and * represents the 1D convolution operation. The addition of the max pooling layer minimizes the
dimensionality and improves translational invariance.

hFeol = max Pool (hy (e)) (22)
High-resolution features are refined by using a second convolutional layer that has a smaller kernel size.

ha (€) =ReLU (WE, % h*”' + b)), WE, ¢ R? (23)

The layer normalization is utilized in order to stabilize and normalize intermediate activations.
hy (e) = LayerNorm (h, (e)) (24)

Pyramid Attention Mechanism

The PAM is introduced to improve the model’s capability to attend to salient speech features across
different temporal scales. It models the contextual information at multiple temporal resolutions, improving
feature representation to enable advanced voice recognition. The output of the convolutional block is denoted
as F e RT*¢, where d represents the feature dimensionality and T denotes the temporal length of the feature
sequence. PAM initially aggregates the local context using average pooling at multiple temporal scales s €
{1,2,4}. A down-sampled representation is acquired for each scale s.

F; = AvgPool; (F) (25)

The pooled features F; are up-sampled back to the original length T, ensuring compatibility with the
original temporal resolution.

E; = Upsample; (F;) (26)

After multi-scale context extraction, PAM utilizes a linear transformation to calculate the attention
weights for every scale.

Bidirectional Gated Recurrent Units

BIGRU is deployed to model long-term dependencies in speech, especially in speaker traits that manifest
over time. The forward and backward GRU operations with normalized convolutional output are presented
in the following equation.

e = GRU i (i (€)) e = GRUpya (s (1)) @7)

The following equation indicates the combined hidden representations:

RBIGRU _ [Ze;ze] (28)
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Global Average Pooling

A GAP layer is employed to map the sequence of hidden states to a fixed-length vector. The addition of
the GAP demonstrates that the model has the ability to accept variable-length inputs and generate consistent
speaker embeddings.

1&g
fvoice == Z hszRU (29)
T e=1

Output Layer and Classification

The output layer enables the fully connected layer (FC) to process a fixed-length vector f,,;c. € R¢ for
effective speaker identity classification.

X = Softmax (ch-fvoice + bfc) (30)

In the above equation, Wy, € R“*¢, C represents the number of speaker classes and & € R represents
the predicted probability distribution over classes.

4.4.2 Quantum Residual Network for Face Recognition

The QResNet initially encodes the facial features that are extracted from the input images into quantum
state representation. Fig. 3 illustrates the QResNet-Face model. Assume I € R*W*C where the number of
color channels is denoted as C. Local features F € RS*? are extracted by Multilayer Backpropagation (MBP),
where S represents the spatial feature locations and d denotes the dimension of the local feature vector,
therefore N = S x d, representing a total number of features.

Quantum Residual Block (QResBlock) Mapping Netv‘vork
z parameters ¢ {bnsis.[‘(j‘y/]-]
N
0)| Ry —o
Facial
(O)E - Expression
! > — — | Prediction
O)| R
[®y] >
Pre-processed Quantum # parameters Oj
facial images Encoding Mapping >:h Residual block for

F(a ”9(‘,))”.—1 facial recognition
(-

Figure 3: QResNet-Face model

A quantum registers of N = [log2 N ] qubits is constructed for encoding these features into a quantum

state, generating a 2M. The face features are encoded by the quantum state |v) € C2", such that the squared
amplitudes p; = |(j y)|* for basis states |j), j=0,1,...,2M — 1. This represents the probabilities ranging
between [0, 1] associated with feature parameters. These probabilities need to be mapped again to classical
neural network parameters 6; € R. This is completed by a classical parameter mapping network L7 with

;/). It utilizes y; = [bi n(j),p j] as a input vector and outputs the parameter 6; = L; ( y j), where the binary
representation of the index j is represented as bin(j). The parameterized rotation gates Ry(u) acting on every
qubit are employed to construct the quantum circuit. Eq. (31) defines a quantum rotation gate, specifically
a rotation around the Y-axis of the Bloch sphere. This gate is applied to each qubit in the quantum circuit
to encode classical information (such as facial features) into quantum states. The degree of rotation was
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controlled by a trainable parameter, determining the extent of change in the quantum state. These rotations
served as the fundamental components of the quantum encoding layer, enabling the model to convert
classical input data into a quantum representation that could be further processed and entangled using
additional quantum operations.

cos (u/2) ~sin (/2)

sin (4/2)  cos (4/2) GV

Ry (u) =

From the above equation, y is the trainable angle parameter. Controlled-NOT (CNOT) gates that are
arranged in a linear chain introduce entanglement between qubits. This improves the expressiveness of the
quantum state and maintains parameter scalability on the order of O (polylog (N)). A full quantum residual

block encompasses multiple layers, each layer parameterized by a vector ¢. The residual learning framework
is employed to update the classical features F(*):

~(a)
F*=p (F(‘H), 6 ) +FlaD) (32)

—(a)
In the above equation, p indicates the quantum-enhanced transformation function and 6  represents

the classical parameter that is derived from the quantum measurement probabilities at the layer a. The
residual connection assists gradient flow in the training process and resolves the vanishing gradient issues in
Deep Networks. The training of the QResNet model covers the reduction of the cross-entropy loss for facial
expression classification over classes.

1 &
Leg=—— Y. Y xmclogfmc (33)
M, m=1 c=1

From Eq. (33), M, represents the number of training samples, x,, ¢, and X,, ¢ denotes the true and
predicted one-hot labels, respectively. The gradients for the quantum parameters ¢ are acquired by the
parameter-shift rule. Gradients for the classical parameters are computed via backpropagation.

9(0) 1

36 =3 1(Opss ~(Ody, ] (34)

From the above equation, represents the expectation of the measurement observable dependent on the
parameter ¢y.

4.4.3 Fusion Strategy in QBioFusionNet

The QBioFusionNet combines the biometric features extracted from voice and facial images using a
sophisticated fusion strategy. The voice features v € R% are generated by the P-IDWCBiNet branch, and

facial features f € R are produced by QResNet. A unified representation for classification is generated by

normalizing these two features, providing v and f. The concatenation-based early fusion is used for the
feature fusion:

w = [?; f] e R+ (35)
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This process stacks the two normalized vectors into a single vector and ensures that the unique
characteristics of the two modalities are preserved. The concatenated feature is passed through an FC layer
for mapping it into a common latent space suitable for learning. In the equation below, o (.) represents the

element-wise activation function, b rE R4, and w isa compressed and fused representation that encodes
both voice and facial information.

w =0 (zfiv " bf) e R% (36)

In the above equation, o (.) is the element-wise activation, b € R? denotes the bias vector, and the

Zge R (dxds) jg the weight matrix. The output w isa fused representation encoding two modalities (voice
and face). Based on this vector, the softmax classifier outputs identity predictions.

x= softmax(ZﬂT/ + ZC) (37)

This fusion strategy enables the network to utilize complementary strengths, i.e., temporal audio
dynamics from voice and spatial-quantum features from facial images. This offers a robust and discrimi-
native representation for biometric recognition tasks. Fig. 4 illustrates the structural representation of the
QBioFusionNet approach.

Feature
Vector v

ol =D> | | P-IDWCBiNet
Nt e

Voice Input v
Identity
Prediction
layer

|
Face Image i ResNet +
\

( Feature

QResNet [\ vector f

Feature fusion Module
FC+ReLU

sy

Figure 4: Structural representation of the QBioFusionNet

4.5 Cybersecurity-Aware Decision Module in QBioFusionNet

After the early fusion of normalized voice v and f, the combined representation is defined as follows:
w =[5 f] (38)
This fused vector is fed to the FC layer to output a latent representation h € R¥.
h=¢(Z,+Db) (39)

From the above equation, ¢ (.) indicates the non-linear activation function (ReLU), Z € R¥*? is the
weight matrix, and b € R¥.

Speed Detection Module
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The binary cross-entropy loss is employed to train the parallel binary classification for the detection of
adversarial or spoofed inputs.

SZO'(Zs,h-i-bs) (40)

From the above equation, o (.) denotes the sigmoid function and Zs e R™¥ indicates the spoof
probability score. The following equation indicates the spoof detection loss Lgpo,:

Lspoos = = [xs10g (S) + (1-x5)log (1-5)] (41)

From the above equation, xs € {0,1} specifies the ground truth label.
Trust Score Computation (Anomaly Detection)

Anomaly Detection is combined by applying a reconstruction-based scoring function. Let’s assume the
autoencoder U (.) learn to reconstruct genuine feature representations. The following equation denotes the
reconstruction loss.

Ly =|w-U(w)l; (42)
This loss is normalized to compute the trust score T € [0, 1]:

T =exp (-a.Lg) (43)

From the above equation, o denotes the tunable sensitivity parameter. A greater trust score represents
input consistency with genuine biometric patterns.

Final Detection Logic

Consider p € R€ is the identity prediction vector from the softmax output Z.h + b, with the number of
classes C. The following equation represents the final authentication decision F € {0,1}:

(44)

1 ifmax(p)>T,AS<TsAT>Ty
F= .
0 Otherwise

From the above equation, Tt indicates the minimum trust score, Ts denotes the spoof detection
threshold (0.5), and Tp represents the confidence threshold.

5 Experimental Analysis

This section provides a comprehensive evaluation of the proposed model’s performance, employing
standard metrics to assess its effectiveness in advanced voice and face recognition.

5.1 Experimental Setup

The experimental setup used a machine configured with an Intel Core i7 CPU, 32 GB of RAM, and
an NVIDIA RTX 3090 GPU. Model development and execution are conducted using Python 3.10 and the
TensorFlow library on an Ubuntu 20.04 platform.

5.2 Parameter Settings

The parameter setting phase involved configuring the model parameters to optimize overall perfor-
mance. Table 1 presents the parameters along with their corresponding values.
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Table 1: Parameter setting

Methods Parameters Values
LayerNorm 64
Convld_1 Activation function = ReLU, Kernel size = 256, Filters = 32, stride = 1,
MaxPoolld_1 Kernel size = 2
Convld_2 Activation function = ReLU, Filters = 64, stride = 1, kernel size = 2,
P-IDWCBiNet MaxPoolls_2 Kernel size = 2
Pyramid Attention Scales s = {1, 2,4}
BiGRU Input size = 64, hidden size = 32, bidirectional = true
GAP Output size =1
FC In feature = 64, out-features = 6, activation function = softmax
Fusion Layer Concatenation + Dense + ReLU
Classifier Dense
QResNet Optimizer Adam
Epochs 100
Batch Size 64

5.3 Evaluation Parameters

Evaluation metrics are quantifiable measures that are employed to estimate the model’s effectiveness.
The different evaluation metrics are deployed, which are defined as follows:

F1-score: The F-score is an important metric used for classification tasks, combining precision and recall
to accurately identify positive cases.

Recall: Using the recall metric, the actual positive classes in a dataset are measured.

Precision: Precision metric is employed to measure how many of the instances are correctly predicted
as positive by the proposed model.

Accuracy: Accuracy reflects the overall correctness of the proposed model’s classification.
Specificity: True negatives of the model are measured by using specificity.

Equal Error Rate: Equal Error Rate (EER) plays an important role in evaluating the trade-off
between security.

Mean Average Precision: Mean Average Precision (mAP) is calculated based on the average precision
across each class.

Matthews Correlation Coefficient: The Matthews Correlation Coefficient (MCC) is measured based
on the four important elements.

5.4 Performance Analysis

The proposed model confirms its capability for voice and face recognition using several evaluation
measures. Table 2 provides the visual representation of the pre-processed face images. The raw input images
are gathered from the dataset and undergoes the pre-processing step. In the face detection and cropping
stage, the facial images are detected, and the background areas are eliminated. The next step (face alignment)
aligns the key landmarks of each face image. The resizing step provides the resized images, optimizing model
compatibility. Ultimately, the normalization step ensures that uniform input data is generated for further
steps. Table 3 shows the grayscale conversion and LBP transformation with a histogram employed for feature
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extraction. The grayscale image is the simplified input representation by eliminating color information. The
LBP-converted image highlights that relationships between a pixel and its neighboring pixels are encoded.
LBP histogram is the discrimination feature vector utilized for face recognition.

Table 2: Visual representation of the pre-processed face images

Input images Pre-processed images

Face detection and cropping Face alignment Resizing Normalization
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Table 3: Visual representation of faces after applying grayscale conversion and LBP

Grayscale image LBP converted image LBP histogram
LBP histogram
2000 4
60C0 1
2000
g 4000
{ ]
2000 1
Ll f
0 30 lOOKB’ v.‘;.ﬂ 200 230
LBP histogram
000
6000
5000
z‘ 4000
3000
2000
ol
) f
0 30 100 - va‘;/.) 200 230
LBP histogram
8000
6000
3 4000
<
2000 4 ’
. MM‘MMJJJLM#
o 30 lw‘p m;',o 200 230
LBP histogram
8000
000
6000
_ 5000
i 400
= 200
2000 ’
i
° W L»..»ka 4‘
0 30 100 130 200 2

30
LBP valoe




938 Comput Model Eng Sci. 2025;145(1)

The Area Under the Receiver Operating Characteristic curve (AUC-ROC) and the Area Under the
Precision-Recall curve (AUC-PR) analyses between the voice, face, and fusion models are illustrated
in Fig. 5a,b. As shown in the graphs, the fusion strategy (QBioFusionNet) attains the highest AUC rate of
0.988 compared to the voice and face models. This ensures its superior ability to distinguish between different
classes. The fusion model provides the best AUC-PR value of 0.975, which is higher than the face and voice
models. This confirms the model’s robustness in handling imbalanced data and attaining superior precision
and recall.
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Figure 5: Performance analysis based on (a) AUC-ROC, (b) AUC-PR

The comparative performance across each modality and fusion method is represented in Table 4. As
shown in the table, the performance of the voice (P-IDWCBiNet) and face (QResNet) is lower than the
QBioFusionNet. It demonstrates higher recall, accuracy, precision, specificity, and Fl-score, highlighting its
strong capability for face and voice recognition. Its EER is lower than the voice and face models, indicating
reliability in verification tasks. The AUC-ROC rate of the proposed method ensures high performance than
the voice and face modalities.

Table 4: Performance analysis for voice, face, and fusion methods

Measures Voice only (P-IDWCBiNet) Face only (QResNet) QBioFusionNet

Accuracy 97.90% 97.2% 98.99%
Precision 96.89% 96.17% 97.54%
Recall 95.67% 96.78% 97.32%
Specificity 95.10% 95.12% 96.78%
F1-score 96.28% 96.47% 97.43%
EER 5.5% 6.0 1.0%
AUC-ROC 0.978 0.972 0.988

5.5 Comparative Analysis

The comparative analysis ensures that the proposed model is a superior method compared to the
existing methods that attain poor performance. Table 5 presents the evaluation of the proposed approach
across various performance parameters. The proposed model delivers superior performance in Fl-score,
recall, specificity, accuracy, and precision than the AVSR-GAN [13], IFR-CNN [14], ERNN [15], SbCNN [16],
HPODL-BVCS [19],and MEWODL-ER [21]. The proposed approach attains a higher Fl-score and accuracy.
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The higher Fl-score specifies that it maintains a balanced trade-off between precision and recall, which is
useful for biometric systems. The higher accuracy of the proposed model demonstrates robust recognition
performance. The enhanced specificity confirms that the proposed model accurately identifies individuals,
while the superior recall ensures it effectively captures all true positive identities.

Table 5: Performance comparison of the proposed method with related approaches

Methods Precision Specificity F1-Score Accuracy Recall

Proposed 97.54% 96.78% 97.43% 98.99%  97.32%
AVSR-GAN 92.13% 90.43% 91.84% 93.76%  91.56%
IFR-CNN 93.81% 91.26% 93.36% 94.61% 92.91%
ERNN 93.60% 91.10% 93.12% 93.45%  92.65%
SbCNN 94.34% 92.53% 93.87% 95.60%  93.41%

HPODL-BVCS  93.40% 93.40% 93.09% 94.34%  92.79%
MEWODL-ER  94.92% 92.39% 94.03% 95.11% 93.15%

Comparative analysis of EER, mAP, and MCC are illustrated in Fig. 6. Existing methods deliver lower
performance in EER, mAP, and MCC than the proposed model. It ensures a sufficient MCC of 0.97%,
indicating that the developed approach is effective in identifying positive and negative instances. The superior
mARP attained by the proposed model is 0.976, specifying that it effectively recognizes the correct speaker
and verifies correct face images. The proposed model exhibits a lower EER compared to existing methods,
indicating that it is more reliable and less prone to errors.
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Figure 6: Comparative Estimation in terms of three standard indicators (a) MCC, (b) mAP, (c) EER
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Table 6 presents the security analysis using several security measures. As shown in table, the proposed
model demonstrates efficient performance compared to the existing methods. This highlights that the
proposed model is more reliable and improves the security and trustworthiness of the biometric systems.

Table 6: Security analysis

Methods  Spoof attack False False Data Model  Authentication
detection acceptance rejection privacy  robustness  time (ms)
(%) rate (FAR) rate (FRR) leakagerate score (%)
(%) (%) (%)

Proposed 98.7 1.2 15 0.8 973 120
AVSR-GAN 93.8 3.5 3.7 2.6 91.7 140
IFR-CNN 92.2 2.6 35 35 90.4 136
ERNN 91.7 4.1 5.7 4.7 91.4 150
SbCNN 90.4 5.7 2.6 3.2 93.8 135
HPODL-BVCS 91.4 6.1 73 5.7 91.8 145
MEWODL-ER 93.7 3.7 3.8 6.1 92.4 153

5.6 Ablation Study

Through an ablation study, this subsection illustrates that the proposed model performs more effectively
when each individual component contributing to face and voice recognition is included. Table 7 shows
the ablation study based on the standard evaluation parameters. The voice and face models attain poor
performance across all parameters when compared to the proposed QBioFusionNet. As shown in the table,
the fusion model significantly impacts performance when removing the quantum block. The proposed
QBioFusionNet model gains superior performance, indicating that each component improves the model’s
performance for secure biometric authentication.

Table 7: Ablation study analysis

Model variant Precision Specificity F1-Score EER Accuracy Recall

Voice only (P-1DWCBiNet) 94.65% 92.53% 94.03% 35%  95.50%  93.42%
Face only (QResNet) 95.51% 93.21% 95.12%  4.0%  9770%  94.73%
Fusion without quantum block  93.40% 93.40% 93.09% 4.5%  94.34%  92.79%
Proposed QBioFusionNet 97.54% 96.78% 9743% 10%  98.99%  97.32%

5.7 Sensitivity Analysis

The robustness and adaptability of the developed system across six different real-world scenarios are
evaluated in Table 8. Under Case 1, the proposed model ensures superior performance for effective voice and
face recognition. Although cases 2 and 6 demonstrate stable detection and acceptable to reliable predictions,
case 2 exhibits slightly lower performance. Case 3 shows less stable predictions, and case 4 demonstrates
strong adaptability. However, case 5 faces challenges that impact the performance and are highly sensitive
to facial obstructions. Overall, these outcomes ensure the strength of the proposed model under typical and
slightly adverse conditions.
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Table 8: Sensitivity analysis

941

Evaluation case Overall Correct match  Detection  Consistency of Rejection vs.
identification rate capability predictions Acceptance
performance balance

Case 1 (Proposed Excellent Very high High effective ~ Strong and Extremely
model) consistent balanced
Case 2 (moderate Good Moderately Stable Acceptable Slightly
distortion) high degraded
Case 3 (Increased Fair Above average =~ Weakened Less stable Noticeable
noise) imbalance
Case 4 (Low light Very good High Robust Quite stable Well-
condition) controlled
Case 5 (Partial Moderate Moderate Affected Inconsistent Higher
occlusion) deviation
Case 6 (Language Good Relatively high Effective Reliable Balanced

variation in voice)

Table 9 compares classical biometric models with the quantum-enhanced QBioFusionNet, highlighting
modest performance gains in accuracy and EER due to quantum integration.

Table 9: Comparative analysis based on classical versus quantum-enhanced components in QbioFusionNet

Aspect Classical (Face + Quantum- Analysis/Observation
Voice) Enhanced
(QBioFusionNet)
Voice 0.978 - High performance achieved with
AUC-ROC classical audio processing.
Face 0.972 - The classical face model performs
AUC-ROC slightly lower than the voice.
Fusion - 0.988 Quantum-enhanced fusion
AUC-ROC improves AUC by ~1%.
Accuracy 97.90% 98.99% Fusion provides ~1-2% gain, but it
(Table 4) (Voice)/97.2% is marginal.
(Face)
EER (Equal 5.5% (Voice)/6.0% 1.0% Notable drop in EER is valuable for
Error Rate) (Face) security applications.
Computational Low High (quantum Quantum component increases
Overhead simulation) complexity.
Hardware Standard Quantum Limits real-world deployment
Dependency (CPU/GPU) simulator feasibility.
Theoretical Well-established Experimental QResNet serves as a
Value

forward-looking research
exploration.
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5.8 Complexity Analysis

Comput Model Eng Sci. 2025;145(1)

Table 10 presents the computational complexity of each major component within the proposed QBio-
FusionNet model and expands all notations used in the analysis.

o The QResNet was implemented using a quantum simulator to explore the feasibility of quantum-
enhanced facial feature encoding.

o The model maps classical facial descriptors to quantum states using parameterized rotation gates and
simulates entanglement through controlled quantum operations such as CNOT gates.

o  While the model contributes to improved performance metrics, such as an AUC-ROC of 0.988 and an
EER of 1.0% these results were obtained under simulated conditions.

Table 10: Component-wise complexity analysis

Component

Complexity

Remarks

Wide 1D Conv layers

O(K-T-F)

K: kernel size of the convolution
T: number of time steps (input
sequence length)

F: number of filters used in the
convolution layers

Large kernels increase computation

BiGRU

@) (n - h? )
n:sequence length (number of frames)
h: size of the hidden state in the
BiGRU

Sequential operations are
less parallelizable.

Pyramid attention

O(s-T)
s: number of scales in the pyramid
attention module
T: temporal length of the input feature
map

Multiple
downsampling/upsampling
layers

Quantum state
encoding

O(q-4d)
q: number of qubits used in the
quantum circuit
d: dimensionality of local facial feature

Per feature vector

vectors
Quantum simulation 0 (29) Significant overhead on classical
hardware
O(m-n)

Fusion + FC

m: length of voice feature vector
n: length of face feature vector

Relatively lightweight

5.9 Statistical Analysis

The Friedman test is conducted to statistically validate the performance differences between the existing
methods based on standard evaluation parameters. Friedman test analysis is shown in Table 11. This com-
parison highlights the performance of the proposed biometric system relative to other biometric methods.
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The table shows that the performance differences between the developed approach and existing methods

are statistically significant. The proposed model consistently outperforms the alternatives, enhancing the

robustness and reliability of biometric recognition tasks.

Table 11: Friedman test analysis

Methods

Accuracy Precision Recall

Specificity F1-Score

Proposed 1
AVSR-GAN
IFR-CNN
ERNN
SbCNN
HPODL-BVCS
MEWODL-ER

(SSRGS R )

1

D Ul W U N

1

W U1 N NN

1

= W N Ul N

N Y W U RN -

In terms of the estimation indicators, mean rank, and different methods, the value of the chi-
square value (Xi) is computed. The Friedman results for the significance threshold o = 0.05 are presented
in Table 12. The critical value is 12.592 for the degree of freedom 6(7-1). If the P, < 0.05, rejection of the null
hypothesis is observed.

Table 12: Statistical findings of the Friedman results with threshold ¢ = 0.05

Methods

Chi-square (X)z,) P, value

QBioFusionNet vs. AVSR-GAN
QBioFusionNet vs. IFR-CNN

QBioFusionNet vs. ERNN
QBioFusionNet vs. SbOCNN

QBioFusionNet vs. HPODL-BVCS
QBioFusionNet vs. MEWODL-ER

14.955
15.987
15.456
17.653
14.255
20.891

0.0043
0.0052
0.0061
0.0071
0.0082
0.0053

5.10 Development Considerations

1. Model Latency

The proposed QBioFusionNet architecture includes computationally intensive components such as wide

1D convolutional layers, BiGRU networks, and a simulated quantum residual network.

In latency-sensitive applications such as real-time authentication or surveillance, this could impact

system responsiveness and user experience.
Benchmarking latency under realistic conditions will be essential for assessing real-world suitability.

2. Hardware Compatibility

The QResNet is implemented via simulation on classical hardware, which introduces significant over-

head.

Current quantum hardware is still limited in qubit count, gate fidelity, and accessibility.
As a result, the model cannot yet be deployed as-is on quantum machines.

Moreover, the combined model size and memory demands may exceed the capabilities of edge devices,
posing challenges for embedded or mobile applications.
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3. Deployment Challenges

« Beyond computational complexity, integrating the full QBioFusionNet pipeline in operational systems
would require seamless coordination between audio and video streams.

o These engineering and system integration challenges remain unaddressed in the current scope of
this research.

4. User Acceptability

o User-facing biometric systems must balance accuracy with usability.

o  While QBioFusionNet shows strong recognition performance, no assessment was conducted regarding
user response time or tolerance to partial occlusion.

o Acceptability studies, including response latency thresholds and demographic fairness, will be necessary
before large-scale deployment.

6 Conclusion and Future Directions

This work presents an effective multi-model system that facilitates voice and face recognition, namely
QbioFusionNet. The data collection is the main phase of the face recognition systems to acquire the required
data (face images and voice recordings) using the VidTIMIT dataset. The collected data undergo the pre-
processing steps, where suitable pre-processing steps are applied to each data point, which includes face
and audio recordings. Advanced feature extraction strategies are deployed on the pre-processed voice and
face modalities. Augmentation steps generate face and audio samples by creating variations in existing face
images and voice recordings. Then, voice and face recognition are performed using robust methods, such as
P-IDWCBiNet and QResNet. The P-IDWCBiNet method is used to process the audio recordings to extract
the facial features, and the QResNet model enables the encoding of the facial features, capturing complex
spatial patterns using quantum state representations. The proposed fusion mechanism integrates these multi-
model features, improving the accuracy performance. The detailed experimental results are performed using
different evaluation parameters, such as precision, accuracy, Fl-score, recall, specificity, mAP, EER, and MCC.
The comparative analysis demonstrates that the QBioFusionNet strategy gains greater efficiency compared
to other biometric methods. Moreover, sensitivity analysis is conducted to evaluate the robustness of the
QBioFusionNet mechanism across varying input conditions. This demonstrates its stability and reliability in
real-world biometric recognition scenarios.

Despite the proposed model providing significant advancements for identity recognition, it has the
following limitations that need to be solved in future works:

«  Quantum Simulator Constraints: Instead of using real quantum hardware, the face model (QResNet)
is evaluated utilizing a simulated backend.

« Limited Demographic Diversity in Dataset: The VidTIMIT dataset lacks explicit diversity in age,
ethnicity, and accent, which may limit the model’s generalizability. Despite achieving 98.99% accuracy,
the small performance gap between unimodal and fusion models suggests possible overfitting to the
training distribution, raising concerns about real-world demographic performance.

o Limited Resistance to Advanced Spoofing Techniques: While QBioFusionNet incorporates a spoof
detection module and achieves alow EER of 1.0%, the framework does not explicitly address increasingly
sophisticated attack vectors such as deepfake facial videos or Al-synthesized voice clones. These
advanced spoofing methods could pose challenges to the system in high-security environments where
zero tolerance to identity fraud is essential.
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Future Works

o Integration with Real Quantum Hardware: The proposed model will be implemented and tested on
real quantum computing hardware to explore the true quantum advantages and estimate the real-world
feasibility under hardware constraints.

o Defense against Deepfake and Synthetic Attacks: Extend the current spoof detection module to
incorporate deepfake detection algorithms, adversarial training strategies, and liveness analysis, making
the system resistant to advanced generative attacks targeting voice and facial biometrics.

« Broader Dataset Evaluation: Future work will evaluate the model on larger, demographically diverse
datasets to assess fairness and robustness across varied populations and reduce potential bias in
biometric recognition.
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