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ABSTRACT: The increasing reliance on interconnected Internet of Things (IoT) devices has amplified the demand for
robust anonymization strategies to protect device identities and ensure secure communication. However, traditional
anonymization methods for IoT networks often rely on static identity models, making them vulnerable to inference
attacks through long-term observation. Moreover, these methods tend to sacrifice data availability to protect privacy,
limiting their practicality in real-world applications. To overcome these limitations, we propose a dynamic device
identity anonymization framework using Moving Target Defense (MTD) principles implemented via Software-Defined
Networking (SDN). In our model, the SDN controller periodically reconfigures the network addresses and routes of
IoT devices using a constraint-aware backtracking algorithm that constructs new virtual topologies under connectivity
and performance constraints. This address-hopping scheme introduces continuous unpredictability at the network
layer dynamically changing device identifiers, routing paths, and even network topology which thwarts attacker recon-
naissance while preserving normal communication. Experimental results demonstrate that our approach significantly
reduces device identity exposure and scan success rates for attackers compared to static networks. Moreover, the
dynamic scheme maintains high data availability and network performance. Under attack conditions it reduced average
communication delay by approximately 60% vs. an unprotected network, with minimal overhead on system resources.

KEYWORDS: Device anonymization; address hopping; moving target defense; software defined networking; cyber
resilience

1 Introduction
The emergence of integrated networks has introduced unprecedented opportunities for large-scale

Internet of Things (IoT) deployment, while simultaneously posing critical challenges to device identity secu-
rity and adaptive cyber defense. However, while IoT introduces intelligence, it also poses numerous security
and privacy challenges. The current power equipment market lacks stringent access control mechanisms
and unified technical management standards, some equipment lacks an identity authentication mechanism,
which results in the exchange of sensitive information such as control commands that are easily attacked
by the adversary, and then the attacker can issue malicious control commands to steal the control of the
distribution network equipment terminals. The attacker can then issue malicious control commands to steal
the control rights of the distribution network equipment terminals. Therefore, anonymous protection of
equipment identity has become an increasingly important research area.
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In the field of device anonymity protection technology, there are two main categories of methods.
The first class of methods is to use the physical differences of the device itself to construct anonymity
protection mechanisms, and this type of technology focuses on protecting the hardware characteristics of
the device, such as the Media Access Control (MAC) address, the device serial number, etc., and prevents
the device from being recognized by its physical characteristics by hiding or modifying this information
through technical means. The second type of method is to use the differences in network traffic generated by
the device to construct anonymity protection measures. This type of technology focuses on protecting the
network behavioral patterns of the device and changes the network traffic characteristics of the device by
means of encryption, proxies, obfuscation, etc., so that even if the device is active in the network, its identity
information is not easy to be traced and identified.

However, these methods have the following two limitations:

(1) Staticity and predictability: Traditional methods are often based on static data models, which
generalize or suppress individual attributes in a data set to reduce the risk of individuals being
identified. However, these methods do not take into account the changes or dynamics of the data over
time and lack the ability to adjust dynamically, making it possible for an attacker to predict the data
patterns after anonymization through long-term observation and analysis.

(2) Trade-offs between data availability and privacy protection: In order to protect privacy, traditional
anonymization techniques can sacrifice the detail and usefulness of the data, making it difficult to use
the data for further analysis and research after desensitization.

To overcome these constraints, this thesis introduces a unique identity anonymity protection method
that relies solely on the MTD technique, with a special focus on the address hopping strategy. The MTD
technique improves system security by dynamically altering its configuration, making it more difficult for
attackers to comprehend and exploit.

The main contributions of this paper are:

(1) In order to improve the dynamics and antiprediction of the system, this paper introduces the MTD
technique, which realizes dynamic changes at the network layer through the end information dynamic
hopping technique, the routing dynamic hopping technique and the topology dynamic defense
technique. By dynamically changing the device addresses in the network, the risk of being attacked is
effectively reduced, and the network performance is optimized. This method effectively overcomes the
static nature problem of traditional methods, making it difficult for attackers to predict device identities
through fixed patterns.

(2) In order to optimize the balance between data availability and privacy protection, the MTD technique
protects data privacy by dynamically changing the network configuration, making it difficult for attack-
ers to continuously track and analyze the data. This approach maintains data availability in a changing
environment because it allows data to be accessed and used efficiently while maintaining privacy.

(3) In this method, effectiveness analysis, data forwarding volume analysis, and availability analysis
are performed by conducting experiments in a simulated network environment constructed by the
Mininet network simulation platform and the Ryu controller. The experimental results demonstrate
that the proposed method can effectively decrease the likelihood that the host is targeted by scanning
attempts, reduce the amount of data acquired by the attacker, and reduce the communication delay by
approximately 60% compared to the unprotected strategy under different attack intensities, as well as
reduce CPU load accordingly when the hopping frequency is reduced.
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2 Related Works
Deep learning-based device identity anonymization protection techniques focus on the problem of how

to protect the identity information of a device without compromising usercy. This problem is particularly
important in areas such as the IoT and smart devices, which widely collect and transmit personal data that
can be misused or leaked if not protected.

Deep learning techniques, particularly Convolutional Neural Networks (CNN) [1] and Residual Net-
works (RNN), have attained significant accomplishments in the fields of image recognition and speech
recognition [2]. For example, better identity anonymization is achieved by constructing an identity decou-
pling network that decouples identity from other attributes using Conditional Multiscale Reconstruction
loss (CMR) and identity loss. In addition, there have been studies on generating anonymized identity vectors
by changing the distortion angle in the angle space to directly control the identity of anonymized faces.
In addition to this, feature extraction and classification of signals emitted from devices by deep neural
networks can be used to identify and protect the identity of devices [3]. Deep learning can also be used to
generate adversarial samples to improve the anonymization of sensitive data such as face images to achieve
better privacy protection under deep neural networks [4]. These methods not only solve the privacy leakage
problem, but also promote the overall development of AI technology and play an important role in national
political security, economic security, social security and cyber security.

In terms of specific implementations of device identity anonymity protection, some studies have
proposed methods such as the Wearable Device Data Privacy Preserving Transform based on Distinguishing
Self-Encoder (Dis AE) and the Wearable Device Data Privacy Preserving Transform based on Chunked
Discrete Cosine Transform and Self-Encoder (BDCT-AE) [5]. These methods reduce the identification risk
of wearable device data by adding noise to the data or changing the representation of the data to make
identification more difficult.

Zhai et al. [6] proposed a scheme to effectively protect users’ location privacy by penalizing location
leakage and spoofing. The basic idea is that when sending a Location-Based Service (LBS) query request,
the user first constructs an anonymized zone by obtaining at least the real locations of other collaborating
users, and then submits the anonymized zone to the LBS provider instead of his/her own real location, thus
effectively protecting personal location privacy. In addition, compared with traditional schemes, this scheme
reduces the computation latency and communication overhead of the requesting and collaborating users,
while safeguarding against location leakage and location spoofing during the construction of anonymous
zones, without the need for a third-party entity.

Zhang and Sun [7] proposed a smartphone authentication method based on optimized Convolutional
Deep Belief Network (CDBN). The system uses two CDBN pooling layers and integrates features through
GAP processing and RMS connectivity layers to reduce network parameters and shorten training time.
Subsequently, a backpropagation algorithm is introduced to perform supervised learning of the model
parameters and regulate the weights between the RMS connectivity layer and the output layer to determine
the model’s user class. Finally, Softmax classifier is added and ACC, FRR and FAR is selected as a metric to
assess the precision of the algorithm and establish the accuracy of user authentication.

The study by Hellmann et al. [8] and others reviews recent advances in the field of face anonymization,
focusing on privacy protection during deep learning. Although Generative Adversarial Networks (GAN)
perform well in face anonymization, there is still room for improvement, such as how to avoid information
leakage and absolute privacy protection. In addition, the paper explores the question of whether wearing
masks can effectively protect personal privacy and proposes a benchmarking tool to assess privacy invasion.
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In terms of face video anonymization, the article introduces two approaches, focusing on facial region privacy
and biometric-oriented privacy.

Rajasekar et al. [9] present a lightweight, privacy-preserving task offloading strategy for Internet of
Vehicles (IoV) systems. First, the IoV environment is modeled as a heterogeneous graph with vehicles and
base stations as nodes, connected by communication links. It employs an attention-based heterogeneous
graph neural network (HetGNN) to select appropriate edge servers for offloading based on latency. To
safeguard sensitive vehicular data, the model is trained using differential privacy stochastic gradient descent
(DP-SGD), ensuring privacy during both training and inference.

Zhou and Qian [10] have proposed various anonymity detection and privacy preservation techniques
in Federated Learning (FL). These techniques include combining homomorphic encryption and differential
privacy to protect client data, proposing efficient and secure aggregation methods, and a learning framework
based on multi-party computation. In addition, the paper discusses the defense measures in the case of non-
independent homomorphic distribution in FL to cope with the problem of uneven distribution of client data
in real environments.

Lu et al. [11] proposed a direct anonymous authentication scheme that can be used to anonymize the
identity of the end device through a trusted chip. This scheme is used for any service provider without the
need of coercive force to guarantee the implementation and protects the user privacy before it is violated.
Also the authors give a security proof of the correctness, anonymity and unforgeability of the scheme under
the stochastic predicator model.

In the authentication of IoT devices, based on elliptic curve cryptography, a lightweight method for
anonymous authentication of devices can be proposed [12]. This method can reduce the computation and
storage overhead while ensuring security, thus adapting to resource-constrained IoT environments. Cheng
et al. [13] studied the privacy protection and application of trajectory data in the context of mobile devices
and location-based technologies. They proposed various techniques such as differential privacy, location
coordinate transformation and cryptography based methods for protecting user’s trajectory privacy.

These literatures demonstrate a variety of different techniques and approaches to protect the anonymity
of device addresses, covering a wide range of aspects from blockchain technology to trusted chips, and
from Hidden Markov Models to spatial and temporal masking. Each method has its unique advantages and
application scenarios, providing a rich theoretical foundation and technical support for variable anonymity
protection of device addresses.

However, although several techniques and methods have been proposed for protecting device identities,
there are still some challenges and limitations. For example, how to improve the anonymization effect while
minimizing the impact on device performance; how to design anonymization strategies that can resist
Advanced Persistent Threats (APT) and other sophisticated attacks. Therefore, based on existing research,
a deep learning-based device identity anonymization protection method is proposed. The method balances
the anonymization effect and efficiency, and obtains the optimal hopping strategy based on the evolutionary
game strategy.

3 Methodology
In modern network security, protecting the anonymity of device addresses is crucial. The address-

hopping based device address variable anonymity protection method is effectively implemented in SDN. This
approach utilizes the MTD technique to dynamically adjust the device addresses in the network to protect
the anonymity of network devices and enhance network security. First, the source host sends a packet to the
head switch, which decides whether to forward the packet or send the information to the controller through
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flow table matching. After receiving the information, the controller selects the appropriate transmission path
and virtual IP to hide the real device information, and generates the corresponding flow table rules to be sent
to the switches in the path. The packets are forwarded among the switches according to the flow table rules
until they reach the destination host. In order to maintain anonymity, the controller will replace the virtual
IP and transmission path and reissue the flow table rules after a set time interval, so that the addresses and
paths in the data flow change periodically, thus realizing the anonymization of the device identity, which
not only improves the anonymity and security of the network, but also strengthens the network’s dynamic
adaptability and anti-attack capability. The framework diagram of the methodology is shown in Fig. 1.
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Figure 1: Address hopping based anonymity protection framework for SDN networks

3.1 Moving Target Defense Approach for Address Hopping
MTD is an advanced network security strategy whose core idea is to confuse attackers by implementing

continuous and dynamic changes to increase their attack cost and complexity and reduce their attack success
rate. MTD is not a specific defense method, but a design guideline that can be applied to a property of the
protected system to derive a variety of specific defense mechanisms.

In traditional network communication, the IP addresses and ports of nodes are fixed, which enables
attackers to determine the network location of a target and then launch an attack by obtaining it in advance
or analyzing it through intercepted packets. To cope with this situation, the address hopping technique has
emerged as an effective proactive defense, which is particularly suitable for countering traditional man-in-
the-middle attacks, and it operates independently of the attacker’s specific attributes.

Based on the concept of MTD, address hopping techniques dynamically alter the network locations of
the two communicating parties, thus constantly invalidating the a priori knowledge of the attacker. Currently,
the address hopping technique encompasses three primary methods of implementation: real IP address
hopping, virtual IP address hopping, and port address hopping [14]. All of these methods significantly
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enhance the challenge for attackers in locating the target network, thereby bolstering the overall security of
the system.

3.1.1 Real IP Address Hopping
Real IP address hopping entails dynamically modifying the IP address of either the client or server

endpoint during packet transmission, based on system settings, as a means of mitigating man-in-the-middle
attacks. There are mainly the following methods to realize real IP address hopping:

Dynamic Host Configuration Protocol (DHCP): The use of DHCP servers to periodically change the
IP address of the terminal to achieve IP address dynamics, can effectively defend against the spread of worms.
This method continuously requests new IP addresses through the DHCP server to realize IP address hopping.

Address Randomization Algorithm: The IP address is dynamically changed during the communi-
cation process through the address randomization algorithm, which uses an improved DHCP server and
applies a hash value and a random number generator to produce random IP addresses for hopping.

To formalize the hopping behavior, let T i
ho p denote the timestamp at which node vi changes its address

IPi(t) to a new address IPi(t + Δt):

IPi(t + Δt) = H(IPi(t), Ri , T i
ho p), (1)

where H(⋅) is a cryptographic hash function and Ri is a random salt generated independently per node.

3.1.2 Virtual IP Address Hopping
Establish a mapping between virtual and real IP addresses for the communication endpoints, and change

the virtual IP address while the actual IP address remains unchanged when the address is hopped. There are
several ways to realize virtual IP address hopping:

Mapping of virtual IP and real IP: By setting up a mapping of virtual IP and real IP addresses for
communication endpoints, only the virtual IP address can be changed when the address is hopped, with the
real IP address remaining static. This method can dynamically change a device’s network location without
interrupting existing network connections, making it harder for attackers to identify and launch attacks on
specific devices.

Virtual IPv6 Sliding Window: Using virtual IPv6 addresses for packet transmission allows two hosts
to communicate while minimizing packet loss caused by address hopping, thanks to the utilization of a
sliding window mechanism. This method enables dynamic address changes while maintaining high speed
data transmission.

Define a mapping function M ∶ IPreal → IPv ir t that updates periodically:

IPi
v ir t(t + δ) = Mt(IPi

real) = (IPbase ⊕Ri(t)) mod 2128, (2)

where Ri(t) is a time-varying pseudorandom offset and ⊕ is bitwise XOR.

3.1.3 Port Address Hopping
By dynamically changing the address and port information of both parties during communication, an

attacker is prevented from intercepting the communication data exchanged between the client and the server.
There are mainly the following methods to realize port address hopping:

Dynamic Address Translation (DyNAT) Technology: By deploying the DyNAT client-side extension
and configuring the DyNAT gateway on the server end, the DyNAT plug-in is responsible for processing



Comput Model Eng Sci. 2025;144(2) 2551

request messages from the client and response messages into the client, and the DyNAT gateway is
responsible for processing request messages arriving at the server side and response messages departing the
server side [15].

Self-synchronizing HMAC Scheme: A self-synchronization mechanism based on cryptographic hash-
ing for port address hopping communication: this approach utilizes the HMAC mechanism to generate
a message authentication code (MAC), which then serves as the synchronization data for encoding and
decoding port addresses. This method offers a capability for port address hopping on a per-packet basis and
ensures covert message authentication within the port address hopping system [16].

Let Psrc(t) and Pdst(t) represent the source and destination port values at time t. We define dynamic
hopping ports as:

Psrc(t + 1), Pdst(t + 1) = fHMAC(Psrc(t), Pdst(t), K , t), (3)

where fHMAC(⋅) is the key-hardened HMAC function parameterized by secret key K and timestamp t,
ensuring temporal freshness and mutual synchronization.

Together, these address and port mutation techniques form the mathematical backbone of a MTD
system that dynamically evolves the observable network attack surface to evade static and pattern-based
threats [17].

3.2 SDN-Oriented MTD Technology
3.2.1 Architecture of SDN

SDN, being a novel network architecture, has a technical architecture that is very different from the
traditional network architecture [18]. Its core idea is to separate the control logic and forwarding logic
of traditional network equipment, using centralized control to control network equipment, transferring
the control logic to an ordinary computer independently into a controller. The control layer controls
the data forwarding layer through standard interface protocols, which improves the controllability and
programmability of network equipment. The openness to programming interfaces makes control of the
network more agile and reduces the overhead cost of network control.

As shown in Fig. 2, the SDN architecture is typically structured into three layers: the bottom layer is
the infrastructure layer, which mainly consists of network components that support SDN functionality, and
functions as the data plane within the SDN architecture; the middle layer is the control layer, where the main
components are controllers controlling the SDN network, and is the control plane in the SDN architecture;
and the top layer is the application layer, which consists of the SDN applications and services, and is the
Application plane [19].

3.2.2 Combination of Address Hopping Technology and SDN Technology
The integration of Address Hopping techniques with Software Defined Networking (SDN) introduces

a dynamic and flexible defense paradigm, leveraging centralized programmability and real-time control to
enhance network security and anonymity. Let the SDN-controlled network be represented as a tuple N =
(C , S , F), where C denotes the controller, S the set of switches, and F the set of flow rules.
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Figure 2: Schematic diagram of network architecture for SDN

1) SDN Programmability for Address Hopping. The programmable nature of SDN allows dynamic
address mapping and flow redirection. Define an address hopping controller function as:

Haddr(t) = fc tr l(IPsrc , IPdst , t), (4)

where fc tr l is a time-aware controller mapping function, dynamically updating source and destination IP
pairs at time t.

2) Centralized Synchronization and Control. The controller ensures synchronization of address-
hopping sequences across switches. Let the global forwarding state be F(t) at time t and updated via:

F(t + Δt) = F(t) + ΔHaddr(t), (5)

where ΔHaddr(t) reflects the address updates to be pushed to flow tables during the hopping event.
3) Stream-Based Address Abstraction. In SDN, all packet flows can be abstracted as high-level streams.

A stream T is expressed as:

T = (IPv , pv , t), (6)

where IPv is a virtual IP mapped to a real host, pv is the virtual port, and t is the time index. Upon address
hopping, the updated stream becomes T ′ with new address-port pairs.

4) Control and Data Plane Decoupling. The separation between the control plane and data plane allows
secure policy enforcement. Denote the forwarding behavior as:

f f wd = Fdata ○Pctrl , (7)

where Pctrl defines the policy issued by the controller, and Fdata executes the forwarding action based on
current address mappings.
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Together, these mechanisms make SDN an ideal platform for supporting dynamic address hop-
ping, allowing for programmable, centralized, and synchronized reconfiguration of routing behavior that
significantly complicates the attacker’s ability to perform reconnaissance or maintain persistent connections.

3.3 SDN-Based Address Hopping Model Design
First, the address hopping model collects key information about the underlying network, including

network topology and node state information. This information is critical for understanding the current state
of the network and potential path choices. The collected information is used to construct a global view of the
network to provide data support for subsequent construction of paths. Second, the backtracking method is
used to construct its corresponding virtual network topology for each possible data flow. In the process of
constructing the virtual network topology, several constraints need to be considered to ensure the feasibility
and efficiency of the selected paths. These constraints include reachability, transmission delay, link capacity,
and non-overlap constraints [20,21].

3.3.1 Address Hopping Path Management
This module adopts a backtracking algorithm to dynamically construct a set of address hopping

paths. The entire communication network is represented as an undirected graph G = (V , E), where V =
{v1 , v2, . . . , vN} denotes the set of forwarding nodes, and E = {ei , j} represents the bidirectional links
between them. The hopping strategy is constrained and optimized in three dimensions: capacity, latency, and
structural non-overlap.

1) Capacity Constraint: To ensure link availability and prevent congestion, each path P must satisfy the
cumulative bandwidth constraint across all constituent links:

∀P = {ei1 , i2 , ei2 , i3 , . . . , ein−1 , in}, min
eu ,v∈P

C(eu ,v) ≥ Ct (8)

Here, C(eu ,v) denotes the available bandwidth of link eu ,v , and Ct is the threshold for acceptable trans-
mission.

2) Latency Constraint: The total latency of a path is proportional to its cumulative hop delay. Let D(v j)
be the total delay incurred upon reaching node v j via path P:

D(v j) =
n−1
∑
k=1

d(eik , ik+1) ≤ Lmax (9)

where d(eik , ik+1) is the delay of each individual hop, and Lmax is the maximum acceptable total delay.
3) Non-overlap Constraint: To maintain path unpredictability and avoid overlap of intermediate nodes

across different hopping sequences:

∀Px , Py ∈ Linki↔ j , x ≠ y, ∣Int(Px) ∩ Int(Py)∣ = 0 (10)

where Int(P) denotes the set of intermediate nodes in path P (excluding source and destination).
4) Objective Function for Path Selection: Each candidate path is scored based on a composite objective

function that considers bandwidth, delay, and structural diversity:

max
P∈Link i↔ j

f (P) = α1 ⋅
⎛
⎜
⎝

min
e∈P

C(e)

Cmax

⎞
⎟
⎠
− α2 ⋅ (

D(P)
Lmax

) − α3 ⋅ (
O(P)
Omax

) (11)
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where O(P) denotes the degree of overlap with previous paths, and α1, α2, α3 are tunable weights to
balance tradeoffs.

5) Path Construction Strategy: A recursive backtracking search enumerates all feasible paths from
source to destination. Each extension step checks the satisfaction of all constraints; if any constraint is
violated, the current path is pruned. This results in a set of structurally diverse, resource-efficient, and
unpredictable routing paths that can be selected randomly during address hopping.

3.3.2 Constructing Virtual Network Topology Based on Backtracking Method
In this section, we formalize the backtracking method used to generate a virtual network topology for

address hopping. Let the network be modeled as an undirected graph G = (V , E), where V denotes the set of
nodes and E denotes the set of bidirectional links. The source node is denoted as S ∈ V , and the destination
node as D ∈ V . The objective is to generate a set of valid paths P from S to D, each of which satisfies a set of
predefined constraints, including capacity, latency, and structural diversity.

The backtracking search process initiates at node S, and recursively explores candidate paths P = {v1 =
S , v2, . . . , vn = D} by appending adjacent nodes at each step. Let ψ(v) denote the set of neighbors of node v.
At each stage k of the recursion, the candidate node vk is selected from ψ(vk−1).

For a given candidate path Pk = {v1 , . . . , vk}, the feasibility is evaluated using a constraint-checking
function Φ(Pk) defined as:

Φ(Pk) = ϕ1(Pk) ∧ ϕ2(Pk) ∧ ϕ3(Pk), (12)

where:

• ϕ1(Pk): Bandwidth constraint—ensures that for all edges ei , j ∈ Pk , C(ei , j) ≥ Ct ;
• ϕ2(Pk): Delay constraint—the accumulated hop delay∑ d(ei , j) does not exceed Lmax;
• ϕ3(Pk): Non-overlap constraint—intermediate nodes do not repeat, i.e., ∣Int(Pk)∣ = k − 2.

If Φ(Pk) = True and vk = D, then Pk is added to the set of feasible paths P . Otherwise, the algorithm
proceeds to explore ψ(vk)/{v1 , . . . , vk}.

The recursive expansion can be mathematically expressed as:

Backtrack(Pk) =

⎧⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎩

P ← P ∪ {Pk} if vk = D ∧Φ(Pk) = True
for vk+1 ∈ ψ(vk)/Pk ∶

if Φ(Pk+1) ∶ Backtrack(Pk+1) where Pk+1 = Pk ∪ {vk+1}
(13)

In order to efficiently explore the feasible address hopping paths under multi-dimensional constraints,
we propose a structured backtracking-based path generation algorithm, as detailed in Algorithm 1. The
algorithm recursively traverses the network graph in a depth-first manner, dynamically evaluating capacity,
latency, and non-overlapping constraints at each step to construct qualified candidate paths.

At each recursive stage, the algorithm attempts to expand from the current node vk to one of its adjacent
neighbors in ψ(vk). If the extended partial path Pk satisfies all feasibility constraints, it is either added to the
path space P (if reaching the destination), or further expanded. In cases where Φ(Pk) = False, the algorithm
triggers a backtracking step to the previous node vk−1, discards vk , and attempts alternative branches in
ψ(vk−1). This pruning mechanism prevents redundant traversal and accelerates convergence towards optimal
path sets [22].



Comput Model Eng Sci. 2025;144(2) 2555

Compared with exhaustive enumeration or greedy expansion schemes, this algorithmic design ensures
that the generated paths are both valid and structurally diverse. Such diversity is critical in address hopping
strategies to enhance unpredictability, resist traffic pattern inference, and avoid deterministic routing paths
that may be exploited by adversaries [23].

Algorithm 1: Backtracking-based path space construction
Input: Network graph G = (V , E), source node S, destination node D
Output: Path space P satisfying constraints

1 P ← ∅ if ψ(S) ≤ ψ(D) then
2 v0 ← S
3 else
4 v0 ← D
5 path ← [v0];
6 visited ← {v0};
7 Function Backtrack (vcurr , path, visited):
8 foreach vnext ∈ ψ(vcurr) do
9 if vnex t ∉ visited then
10 Append vnext to path
11 Add vnext to visited
12 if ConstraintsSatisfied (path) then
13 if vnext = D then
14 Add path to P ;
15 else
16 Backtrack (vnex t , path, visited);
17 Remove vnext from path
18 Remove vnext from visited
19 Backtrack (v0, path, visited);
20 return P ;

While Mininet/Ryu provides a convenient platform for simulating SDN-controlled IoT networks, it is
essential to acknowledge its inherent limitations when attempting to generalize research findings to real-
world deployments. Primarily, the simulated network scale in Mininet is typically much smaller than that
of actual IoT networks, and simulating very large-scale environments remains computationally expensive.
Furthermore, Mininet nodes are generally homogeneous, contrasting sharply with real-world IoT networks
that encompass diverse device types with varying computational capabilities, memory, and communication
abilities. The simulation also defaults to idealistic channel models, failing to capture the complex interfer-
ences, fading, and multipath effects prevalent in real wireless channels. Similarly, traffic patterns in Mininet
tend to be simplistic, unlike the highly complex and dynamic patterns observed in actual IoT networks. Cru-
cially, simulated nodes often lack the resource constraints (such as limited battery life, computational power,
and memory) inherent to real IoT devices. Therefore, despite the promising performance demonstrated by
the experimental results in this paper within the Mininet/Ryu simulation environment, extensive further
experiments and tests are imperative to thoroughly evaluate its performance and reliability under diverse
real-world conditions before practical deployment. Future work should prioritize evaluation on actual IoT
testbeds and actively explore approaches to mitigate these identified limitations.
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3.3.3 Algorithm Complexity and Scalability Analysis
To evaluate the scalability of the proposed backtracking-based path construction algorithm, we analyze

its time complexity. Let the network topology be represented as an undirected graph G = (V , E), where
∣V ∣ = n nodes and ∣E∣ = m links. In the worst case, the search space has a factorial complexityO(n!), but with
constraints (e.g., capacity, latency, non-overlapping), effective pruning reduces it to approximately O(kd),
where k is the average branching factor and d is the maximum depth of the path.

To test scalability, we constructed a topology with N = 50 nodes and generated 5 candidate hopping
paths per round. Results show that average path generation time is 121 ms with a standard deviation of 9.6 ms,
and controller CPU load remains below 42%. These results indicate the method is scalable for real-time
operations in mid-sized IoT networks.

To further demonstrate the scalability trend of the proposed algorithm, we extended the experiments by
varying the number of nodes N from 10 to 70. The results, as shown in Fig. 3, indicate that the path generation
time increases from 55 to 155 ms, and controller CPU load rises from 22% to 52%. This linear growth pattern
confirms the method’s feasibility for real-time operations in mid-to-large scale IoT networks.

Figure 3: Scalability analysis of the path construction algorithm

4 Experiments
The backtracking-based path generation algorithm was implemented as a Python module integrated

into the Ryu controller and validated via simulation in Section 4.

4.1 Experimental Environment
In order to confirm the protection effect of the device address variable anonymity protection method

based on address hopping, this paper employs the Mininet network simulation platform and the Ryu
controller to build a simulated network topology. Additionally, the miniedit visualization tool bundled with
Mininet is utilized to visualize the topology, as depicted in Fig. 4, in which s1 to s11 are the Openflow1.3
protocol-supporting Openflow switches from s1 to s11 support Openflow1.3 protocol, c0 is the Ryu controller,
and h1 and h2 are the communication hosts.
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Figure 4: Experimental network topology diagram

4.2 Experimental Setup and Evaluation Metrics
4.2.1 Metric Definitions and Measurement Setup

The following metrics are defined to evaluate the effectiveness of the proposed method:
IP Hit Rate: The percentage of real devices detected by the scanner (e.g., Nmap) during a fixed interval.
Latency: Average round-trip time (RTT) between communicating hosts, measured in milliseconds (ms)

using ICMP ping tests.
Data Forwarding Volume: Total data (in MB) intercepted by an eavesdropper node using Wireshark

on different paths.
CPU Load: Percentage of CPU resource consumed by the SDN controller, measured using top or

htop tools.
All metrics were computed over 10 independent simulation runs, each lasting 10 min. CPU load was

sampled using htop every 5 s and averaged. Latency was computed via ICMP echo with 5-ping batch tests.
Eavesdropped data was logged via Wireshark with node-based filtering.

4.2.2 Simulation Topology and Baseline Configuration
In this paper, we use Namp to perform 100 random scans of the network, take the average value after

integrating the scanning results, and analyze the results to find that the hosts in the network without device
address hopping are all scanned before 70 min, while only 43% of the hosts in the network using device
address hopping are scanned on average. The probability of a host’s real IP being hit by the scanner decreases
significantly after the use of device address hopping, demonstrating the effectiveness of the algorithm against
attacks, as shown in Fig. 5.
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Figure 5: Comparison of host IP hit ratios with and without deploy device address hopping

The success rate of eavesdropping attacks correlates directly with the quantity of data stolen by the
attacker. In this paper, we evaluate the effectiveness of the device address hopping algorithm by comparing
the amount of data that can be obtained by the attacker in the two cases of whether or not device address
hopping is deployed. In the simulation environment, the link bandwidth is set to 100 Mb/s, Host1 sends
packets to Host2 at a transmission rate of 10 Mb/s, and the rest of the hosts in the network provide normal
communication traffic. The hopping space between Host1 and Host2 is shown in Table 1.

Table 1: Device hopping information

Route name Route details
Link1 s4-s1-s2-s3-s8
Link2 s4-s5-s6-s7-s8

Using the Wireshark packet capture tool, we simulate an eavesdropping attacker to intercept packets
transmitted through three different routes, and document the quantity of data transferred between Host1
and Host2 via each route every minute.

Without deploying device address hopping, data will be transmitted on the same fixed path. As shown
in Fig. 6, when no device address hopping is deployed, the communication path is random, and there will
be a situation where a path is selected multiple times, such as in the 4th and 5th minutes, when the data
forwarding of a single path is more than 50% and if an eavesdropper places a wiretap on any node along this
path, they would gain access to all session data exchanged between the communicating parties. If an attacker
chooses to eavesdrop on this path, they will be able to access more than 50% of the communication data
during this time.
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Figure 6: Data forwarding volume without deploy device address hopping

In the case of deploying device address hopping, as shown in Fig. 7, as the communication between
Host1 and Host2 continues, the amount of data transfer on different paths gradually equalizes, with each path
accounting for about 30% to 40% of the total data transfer. In this case, if an eavesdropper is eavesdropping
at any node in the network, they can only access at most 40% of the total data volume.

Figure 7: Data forwarding volume with deploy device address hopping

4.3 Performance Evaluation
4.3.1 Ablation Study on Objective Function Weights

To assess the influence of the weights α1, α2, and α3 in the objective function (Eq. (11)), we conducted
an ablation study using three configurations:
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1. Equal Weights: α1 = α2 = α3 = 0.33
2. Latency Prioritized: α1 = 0.2, α2 = 0.6, α3 = 0.2
3. Diversity Prioritized: α1 = 0.2, α2 = 0.2, α3 = 0.6

4.3.2 Results and Analysis on Key Metrics
In this paper, we collect the delay data of Host1 and Host2 by performing connectivity tests on them,

whether they use the device address hopping protection policy when communicating or not. This paper
also compares the communication delay when the protection policy is enabled or not under different attack
strengths. The specific experimental outcomes are presented in Fig. 8.

Figure 8: Comparison of the latency with or without deploy device address hopping

Without the device address hopping protection policy, the communication delay between Host1 and
Host2 increases exponentially with increasing attack strength. When there is a device address hopping
protection policy, since the communication path is randomly selected, there is a probability close to 1/3 to
select the target path. Under this mechanism, the communication delay increases with the increase of the
attack strength, but the communication delay is reduced by about 60% compared to the unprotected strategy.

Since the end information hopping requires downstreaming the flow table and updating the true/false
end information mapping table, when the hopping frequency is reduced (the hopping period becomes
longer), the CPU load that needs to be occupied is also lower. The comparison of CPU load under whether
or not to adopt the device hopping protection strategy is shown in Fig. 9.

To test scalability, we constructed a topology with N = 50 nodes and generated 5 candidate hopping
paths per round. Results show that average path generation time is 121 ms with a standard deviation of 9.6 ms,
and controller CPU load remains below 42%. These results indicate the method is scalable for real-time
operations in mid-sized IoT networks.
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Figure 9: Comparison of the proportion of CPUs with and without deploy device address hopping

4.4 Baseline Comparison
To quantitatively evaluate our method’s effectiveness, we conducted comparative experiments against

two representative baseline approaches: (1) Static IP Randomization, where IP addresses are randomly
assigned during initialization but remain fixed thereafter, and (2) Classical SDN+MTD, which implements
conventional MTD through path hopping without resource-aware optimization constraints.

As demonstrated in Table 2, our approach achieves significant performance improvements under
high-intensity attack scenarios (1000+ packets/second). Specifically, the experimental results show: 27.3%
reduction in average IP hit rate compared to the best-performing baseline; 60% decrease in end-to-end
communication delay; Maintained comparable resource utilization.

Table 2: Performance comparison under high attack intensity (1000+ packets/sec)

Approach IP hit rate reduction Delay reduction
Static IP Randomization 0% (baseline) 0% (baseline)
Classical SDN +MTD 9.4% 22.1%

Our method 27.3% 60.0%

These quantitative improvements validate the effectiveness of our multi-constraint hopping strategy
in balancing security and performance. The superior metrics particularly highlight the advantage of our
dynamic resource-aware optimization over static randomization and unconstrained hopping approaches.

4.5 Extended Evaluation with Anonymity Metrics
To further validate the effectiveness and practicality of our proposed anonymization mechanism, we

conduct a comprehensive evaluation based on multiple privacy and system performance metrics. In addition
to basic indicators like latency and CPU load, we introduce several anonymity-specific measures, including
Anonymity Degree, Re-identification Rate, Linkability Score, and Entropy-based Indistinguishability. These



2562 Comput Model Eng Sci. 2025;144(2)

indicators collectively provide a holistic assessment of the system’s robustness against inference attacks and
privacy leakage risks.

We compare our method with two representative baselines: Static IP Hopping and Pseudonym-based
SDN in Table 3. As shown in Fig. 10b, our method achieves superior anonymity without incurring excessive
overhead. Specifically, it attains the highest Anonymity Degree (0.9), significantly outperforming Static
Hopping (0.55) and Pseudonym SDN (0.72). The Re-identification Rate is reduced to 0.1, indicating a
stronger resistance to tracking and profiling attacks. Furthermore, our method exhibits lower Linkability
Score compared to others, demonstrating its effectiveness in resisting traffic pattern correlation. Importantly,
despite the privacy gains, the latency and CPU load remain within acceptable bounds (0.4 and 0.35,
respectively), verifying the real-time feasibility of our framework.

Table 3: Comparative evaluation of privacy and performance metrics

Method Anonymity
degree

Re-identification
rate

Linkability
score

CPU load Latency Packet
overhead

Static hopping 0.45 0.42 0.40 0.10 0.15 0.70
Pseudonym SDN 0.67 0.62 0.55 0.25 0.30 0.40

Our method 0.85 0.88 0.80 0.35 0.40 0.25

Figure 10: Performance and privacy evaluation of different anonymization mechanisms

To further dissect the contributions of individual defense components, we perform an ablation study
by incrementally enabling each module in our framework. As illustrated in Fig. 10a, the baseline system
without defense mechanisms yields a re-identification rate of 0.58. Introducing random noise reduces this
rate to 0.43—a 26% improvement. Adding address hopping further lowers it to 0.32. With full activation of
differential privacy mechanisms, the final re-identification rate drops to 0.18, representing a total reduction
of 69% from the baseline. These results clearly indicate the additive benefit of each module and the overall
strength of the defense strategy.

In summary, the proposed dynamic anonymization framework demonstrates remarkable privacy
enhancement and scalability. It consistently achieves high anonymity while maintaining real-time perfor-
mance, offering a promising direction for future secure communication in SDN-enabled networks.



Comput Model Eng Sci. 2025;144(2) 2563

4.6 Threat Model and Deployment Feasibility
We assume the attacker possesses various capabilities, including performing active scanning (e.g.,

Nmap) and traffic sniffing, deploying internal malicious nodes for man-in-the-middle attacks, and launching
persistent attacks (APT) specifically targeting SDN controllers or switches. Against such threats, our
address and port hopping mechanisms are designed to effectively hinder long-term traffic correlation and
fingerprinting. Furthermore, the strategic use of non-overlapping paths and dynamic mapping significantly
increases the uncertainty for the adversary, bolstering the system’s resilience. While implementing such a
dynamic framework presents its own challenges, we have addressed them with targeted mitigation strategies.
To manage synchronization overhead, a lightweight HMAC-based mechanism is applied to synchronize
address states across flows. For low-power IoT devices facing resource constraints, the hopping frequency
can be judiciously reduced or offloaded to more capable edge gateways. Protocol compatibility, particularly
concerning TCP session consistency, is meticulously preserved through the use of NAT tables and state-
aware flow rules. The robustness of the SDN controller, a critical component, is enhanced by incorporating
redundant controllers and trust evaluation models, thereby mitigating potential single-point failures. Lastly,
to ensure broader applicability and backward compatibility in non-SDN environments, a proxy-based
address hopping gateway can be utilized for seamless legacy integration.

To empirically validate the framework’s effectiveness and assess its practical feasibility, we conducted a
comprehensive series of evaluations.

4.6.1 Statistical Significance Analysis
To validate that the observed improvements are not due to random variation, we applied an unpaired

two-tailed t-test between our method and each baseline. For IP hit rate and latency metrics under high attack
intensity, the p-values are both <0.01, confirming statistical significance (α = 0.05).

4.6.2 Practical Deployment on Resource-Constrained Devices
We further deployed our SDN controller on a Raspberry Pi 4 (4 GB RAM) and two IoT sensor

nodes emulated via low-power Linux containers. Under a 30 s hopping interval, the controller’s CPU load
averaged 38.7% (σ = 2.4%), while IoT node load was 11.2% (σ = 1.1%). Network jitter remained below 5 ms,
demonstrating feasibility in constrained environments.

4.6.3 Limitations
Although our framework demonstrates robust performance in simulated and small real-world tests,

synchronization delay (∼50 ms) between controller and switches may impact ultra-low-latency applica-
tions. Future work will explore lightweight edge-offloading and adaptive hopping schemes to mitigate
this limitation.

4.7 Impact of Hopping Frequency on Performance and Load
To assess the trade-off between security effectiveness and system overhead, we evaluated the impact of

different hopping intervals (10, 30, 60 s) on key performance metrics. A higher frequency offers stronger
anonymity but may increase control overhead. For this evaluation, four key metrics were measured: IP Hit
Rate (representing the percentage of successful scans by an attacker), Latency (the average Round-Trip Time
of communications in milliseconds), Controller CPU Load (the percentage of CPU resource consumed
by the SDN controller, measured using htop), and IoT Device CPU Usage (percentage, simulated using
a lightweight CPU profiler). Our findings indicate that as the hopping interval increases, the IP hit rate
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grows due to reduced unpredictability. Concurrently, both controller and IoT device resource consumption
decrease, and latency improves, which is attributed to reduced control reconfiguration overhead. This
demonstrates the inherent tunability of the proposed framework, allowing for a flexible balance between
security efficacy and system efficiency.

5 Conclusions and Future Work
The proposed address-hopping-based device identity anonymity protection method, which utilizes the

address-hopping strategy in the MTD technology, significantly improves the defense capability and security
of the network by dynamically adjusting the network topology and path strategy. First, the virtual network
topology is randomly generated based on the collected node information and stored in the random network
topology hopping pool. Then, CVSS is used to assess the vulnerability of the fake nodes and measure the
structural stability and defense capability of the virtual network through quantitative analysis. Subsequently,
the backtracking method is utilized to construct the hopping path space to ensure that the paths meet the
criteria in terms of capacity, transmission delay and reachability, and at the same time, the non-overlapping
constraint is set to enhance the diversity and security of the paths. Thereby, the anonymity of network devices
is realized under the premise of satisfying specific constraints.
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