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ABSTRACT: The rapid advancements in distributed generation technologies, the widespread adoption of distributed
energy resources, and the integration of 5G technology have spurred sharing economy businesses within the electricity
sector. Revolutionary technologies such as blockchain, 5G connectivity, and Internet of Things (IoT) devices have
facilitated peer-to-peer distribution and real-time response to fluctuations in supply and demand. Nevertheless, sharing
electricity within a smart community presents numerous challenges, including intricate design considerations, equitable
allocation, and accurate forecasting due to the lack of well-organized temporal parameters. To address these challenges,
this proposed system is focused on sharing extra electricity within the smart community. The working of the proposed
system is composed of five main phases. In phase 1, we develop a model to forecast the energy consumption of the
appliances using the Long Short-Term Memory (LSTM) integrated with the attention module. In phase 2, based on
the predicted energy consumption, we designed a smart scheduler with attention-induced Genetic Algorithm (GA) to
schedule the appliances to reduce energy consumption. In phase 3, a dynamic Feed-in Tariff (dFIT) algorithm makes
real-time tarift adjustments using LSTM for demand prediction and SHapley Additive exPlanations (SHAP) values to
improve model transparency. In phase 4, the energy saved from solar systems and smart scheduling is shared with the
community grid. Finally, in phase 5, SDP security ensures the integrity and confidentiality of shared energy data. To
evaluate the performance of energy sharing and scheduling for houses with and without solar support, we simulated
the above phases using data obtained from the energy consumption of 17 household appliances in our IoT laboratory.
Finally, the simulation results show that the proposed scheme reduces energy consumption and ensures secure and
efficient distribution with peers, promoting a more sustainable energy management and resilient smart community.

KEYWORDS: Community-centric; internet of things; energy management; micro-grids; smart homes; deep learning;
prediction; security

1 Introduction

Technological and social innovations in the electric energy sector have empowered consumers to
actively participate in both producing and managing their electricity, leading to a shift in decision-making
and control away from traditional utilities [1]. Similarly, energy management in smart homes has become a
critical area of research due to the increasing demand for energy efficiency, cost savings, and sustainability.
Smart homes, equipped with interconnected IoT devices and intelligent systems, generate vast amounts
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of real-time data that can be leveraged for optimized energy consumption and scheduling. In addition,
the advent of prosumers and energy-sharing mechanisms has introduced new paradigms for strategic
decision-making, ensuring that prosumers benefit equitably while collectively approaching a socially optimal
energy-sharing strategy [2,3].

Deep learning techniques have demonstrated exceptional capabilities in modeling complex energy
consumption patterns and improving prediction accuracy. By accurately forecasting energy demand, these
techniques enable smarter appliance scheduling and real-time load management, reducing energy costs
while enhancing efficiency. Long Short-Term Memory (LSTM) networks, in particular, are well-suited for
time-series forecasting due to their ability to retain long-term dependencies. Recent research has demon-
strated that LSTM-based models outperform traditional methods, such as AutoRegressive Integrated Moving
Average (ARIMA) and Support Vector Machines (SVMs), in predicting household energy consumption [4].
Furthermore, community power grids are playing an increasingly significant role in modern power systems.
These grids, consisting of interconnected microgrids (MGs), facilitate peer-to-peer energy trading and
efficient power distribution [5]. The energy trading among MGs and with the main grid is managed through a
community market structure. In this structure, individual MGs operate autonomously in the local layer while
an independent third party coordinates energy transactions in the market layer. The concept of adjustable
power sharing allows for more flexible and cost-effective utilization of controllable energy resources within
microgrids. In this context, optimizing the scheduling and control of household appliances using deep
learning models, such as attention-based LSTMs and heuristic algorithms like Genetic Algorithms (GA), is
crucial for maximizing energy efficiency [6].

Moreover, integrating attention mechanisms with deep learning models has further enhanced appliance
scheduling. In addition, attention mechanisms allow the model to focus on relevant time steps, improving
predictions’ accuracy and optimizations effectiveness. In a recent study, the authors demonstrated an
attention-based LSTM model for appliance scheduling, resulting in improved energy efficiency and reduced
operational costs [7]. According to the authors, this research introduces a novel Non-instructive Load
Monitoring (NILM) approach using Bidirectional Attention LSTM Networks. Further, the method enhances
traditional NILM accuracy by incorporating bidirectional and attention mechanisms into LSTM models and
kernel density estimation. Consequently, in recent literature, the attention-deep LSTM model incorporates
a novel sandwich structure and an improved attention mechanism that has demonstrated superior perfor-
mance in predicting electric energy consumption by focusing on different features in each time unit and
optimizing parameters using particle swarm optimization (PSO) [8]. Further, the attention-LSTM model
has improved short-term load prediction by considering price fluctuations and generating weight vectors
that enhance prediction accuracy [9]. In non-intrusive load monitoring (NILM), attention-enhanced bidi-
rectional LSTM models have been used to decompose total energy consumption into individual appliance
usage, achieving high accuracy through kernel density estimation to fit training data and modify model
outputs. Furthermore, in the context of Integrated Energy Microgrids (IEMs), a CNN-Attention-LSTM
model combined with federated learning has been proposed to forecast multi-energy loads while protecting
data privacy. This approach allows for distributed training without sharing local data, achieving accuracy
comparable to central models and higher precision than individual models, even under false data injection
attacks [10]. Overall, applying attention-based LSTM networks in energy management enhances prediction
accuracy and supports the development of more efficient and resilient energy systems.

Optimization of smart home energy management has become essential in enhancing the efficiency
and sustainability of modern living spaces. These techniques leverage advanced technologies to reduce
energy consumption, minimize costs, and lower environmental impact. One of the fundamental approaches
is integrating smart meters and energy management systems, which provide real-time data on energy
usage. Further, the data obtained from the smart meters enables homeowners to monitor and control their
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energy consumption more effectively, making informed decisions to reduce wastage [11,12]. In addition, the
transition from traditional electricity meters to smart meters has enabled the collection of more detailed
datasets, which include physical, demographic, and socioeconomic variables. This has allowed for the appli-
cation of unsupervised machine learning algorithms, such as feature selection and cluster analysis, to better
understand consumption behaviors and environmental attitudes among different user clusters [13]. Similarly,
this data is used to optimize the working mechanism of smart home appliances so that they consume as
little energy as possible. For instance, heuristic optimization techniques like GA, binary particle swarm
optimization (BPSO), and wind-driven optimization (WDO) are also utilized to schedule home appliances
efficiently. These techniques, integrated into a Home Energy Management Controller (HEMC), optimize
energy consumption patterns based on Time of Use (ToU) pricing schemes, thereby reducing electricity
bills and peak demand [14,15]. Additionally, multi-objective optimization approaches consider both energy
cost minimization and occupant comfort. For instance, a time average stochastic optimization formulation,
simplified to Mixed-Integer Linear Programming (MILP) using Lyapunov optimization, manages home
loads in real-time while accounting for rooftop solar power generation variations and grid energy prices. This
IoT-based controller optimizes energy use and alerts occupants to potential malfunctions, ensuring both
efficiency and safety [15].
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Figure 1: US residential energy consumption of various households [18]

According to the U.S. Energy Information Administration (EIA) report 2023, the energy consumption in
the residential sector reaches approximately 21 quadrillion British Thermal Unit (BTU) [16]. The distribution
of the energy consumption of data is shown in Fig. 1. Therefore, it is essential to address this enormous
increase with substantial solutions. In this regard, we proposed an energy-sharing system among smart
communities to enhance and optimize smart home energy management systems by lowering electrical
energy consumption. This paper introduced an attention module that enhances LSTM by enabling the
model to focus on specific input parts and assigning weights to prioritize relevant information for more
accurate predictions. To predict smart home energy consumption using LSTM with attention, we collect
time series data from various appliances, preprocess it, and normalize it using min-max scaling. Further, we
add another approach to optimize appliance usage and reduce energy costs by shifting high-energy tasks to
oftf-peak times. Additionally, a GA with an attention module is proposed to optimize appliance scheduling,
minimizing energy consumption during peak hours. This hybrid approach combines GA’s heuristic search
capabilities with the attention mechanism’s focus on critical time intervals, resulting in efficient scheduling
and reduced energy costs. Finally, the surplus energy from solar generation is calculated as the difference
between generation and consumption, with any excess stored in batteries or shared with the grid. The
proposed dFIT algorithm adjusts tariffs based on real-time data, using LSTM for demand prediction and
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SHAP values for model transparency. The proposed dynamic approach ensures fair tariff rates, optimizes
renewable energy adoption and promotes efficient energy use.

The rest of the article is organized as follows. Section 2 gives an overview and literature on predicting and
optimizing smart home energy. The problem statement section presented in Section 3 highlights the current
challenges and issues. Further, the proposed energy-sharing system is elaborately described in Section 4. The
experimentation and results are critically discussed in Section 5. Finally, Section 6 outlines the conclusions.

2 Literature Review

Optimized energy consumption in smart homes can be achieved through advanced deep learning tech-
niques and edge computing for intelligent energy management [17]. Deep learning-based approaches enable
efficient pattern recognition, trend analysis, and automation, significantly improving energy forecasting and
demand-side management [18-20]. Deep convolutional neural networks (CNNs) have demonstrated their
capability in predicting electricity load variations based on multiple influencing factors such as weather
conditions, time of day, and historical usage patterns [19]. To ensure the smart and efficient utilization of
electricity within a smart community, demand response (DR) systems have gained prominence [21-23].
These systems allow consumers to adjust their energy usage dynamically based on signals from grid operators
or market fluctuations. For instance, an intelligent DR-based system has been designed to optimize energy
consumption in smart grids, effectively reducing electricity costs, peak-to-average ratios (PAR), and carbon
emissions (CE) while maintaining user comfort [24]. Further, the schemes discussed above use a smart
appliances scheduler and energy management controller (ASEMC), and they utilize heuristic algorithms
such as GA, WDO, PSO, etc. Finally, the simulation results show that the proposed algorithms significantly
reduce electricity bill costs, PAR, and CE, improving user comfort regarding delay, air freshness quality, and
thermal and visual comfort. However, the authors do not discuss the potential trade-offs between reducing
electricity bill costs, PAR, CE, and improving user comfort and whether any conflicting objectives need to
be considered in the optimization process. Consequently, by participating in DR programs, consumers can
reduce their energy consumption during peak demand periods or shift it to when electricity is cheaper or
more readily available [25].

Energy forecasting for appliance scheduling has also been extensively explored in recent
research [26,27]. By predicting optimal operation times for home appliances, smart energy systems can
schedule energy-intensive tasks during non-peak hours, thereby reducing overall costs. For example, a deep
learning-based methodology has been developed for intelligent load forecasting in smart cities, leveraging
spatiotemporal transformers for energy prediction [28]. While this methodology enhances computational
efficiency, it does not fully address the trade-off between computational complexity and real-time processing
in IoT-enabled environments. Similar studies propose NB-IoT-based communication frameworks for
smart home appliances, ensuring real-time coordination between energy systems and cloud platforms [29].
However, these frameworks often lack security measures, leaving energy-sharing networks vulnerable to
cyber threats [30]. The test results demonstrate that the verification system can successfully communicate
between the NB-IoT device and the cloud platform, meeting the design requirements. However, the paper
does not provide detailed information about the specific design and implementation of the smart household
appliance system based on NB-IoT and the Ocean Connect cloud platform. It also lacks in-depth technical
analysis and evaluation of the system’s performance.

In community-centric energy-sharing systems, surplus energy from distributed energy resources
(DERs) is shared among members, either through peer-to-peer trading platforms or community-managed
microgrids [31-33]. It involves the exchange of surplus energy between households or businesses within
a local community. This sharing can be facilitated through various means, such as peer-to-peer energy
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trading platforms or community-based microgrids. Further, in a sustainable power distribution system,
a community’s efficient and equitable power distribution is processed to minimize the environmental
impact. It ensures that energy resources are allocated to meet the community’s needs while promoting
renewable energy sources and reducing greenhouse gas emissions. Further, implementing community
real-time pricing as a tariff structure can benefit flexible households financially. Recent studies propose
game-theoretic models for energy trading, where households strategically interact to maximize individual
and collective benefits [34]. It presents a bottom-up community energy system model and uses a game-
theoretic approach to derive a community real-time pricing structure. However, the analysis is based on
a bottom-up community energy system model and a game-theoretic approach, which may have certain
simplifications and assumptions that may not fully capture the complexity of real-world scenarios. The same
problem is addressed in [35], where the authors introduce a model for community microgrids wherein
members can trade energy and services. Further, the distribution of revenues and costs among the members
ensures that no individual within the community faces penalties when compared to acting independently.
Further, in a recent research weighted Information Gap Decision Theory (IGDT)-based robust model is
proposed to handle uncertainties, validated on the IEEE 24-bus system [36]. Furthermore, the proposed
system explores how Compressed Air Energy Storage (CAES), Dynamic Line Rating (DLR), and Dynamic
Transformer Rating (DTR) enhance power grid flexibility, reduce wind spillage and load shedding, and
minimize operational costs and emissions. In addition, bi-level optimization model are used to determine
the optimal location and sizing of Flexible Renewable Virtual Power Plant (FRVPP) in active distribution
networks (ADNs). Using unscented transformation (UT) for uncertainty modeling and the Karush-Kuhn-
Tucker (KKT) approach for problem conversion, the study optimizes economic and technical performance,
reducing costs and improving grid resilience.

Despite advancements in energy prediction, optimization, and community sharing, significant chal-
lenges remain. Many existing approaches fail to integrate multiple key components, such as:

« Dynamic demand forecasting using deep learning models with attention mechanisms.

»  Appliance scheduling optimized through hybrid heuristic algorithms such as Genetic Algorithms (GA).
» Real-time pricing strategies, including dynamic Feed-in Tariff (dFIT) mechanisms.

Security measures to ensure safe energy transactions and data integrity in smart energy-sharing systems.

We also present the summary of some of the important schemes closely similar to the domain of this
research in the literature review in the following Table 1.

Table 1: Summary table of key literature

Ref. No. Study focus Methodology used Key findings Limitations
[18] Smart home Machine Improved energy Lacks real-time
energy learning-integrated efficiency adaptability
management IoT-based
optimization
[19] Load prediction Deep CNN-based Accurate load High
for smart homes forecasting forecasting computational cost
[20] Energy Deep Enhanced Does not consider
management in reinforcement real-time grid interactions
smart homes learning (DRL) decision-making

(Continued)
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Table 1 (continued)

Ref. No. Study focus Methodology used Key findings Limitations
[22] Demand response ~ Smart grid-based Reduces energy Does not handle
for energy DR system costs and peak load unpredictable
efficiency demand shifts
[26] Smart appliance Machine Reduced Lacks dynamic
scheduling learning-based operational costs adaptation
scheduling
optimization
[29] Intelligent load Spatiotemporal Accurate Computationally
forecasting deep learning short-term energy ~ complex for IoT
models prediction devices
[32] IoT-based smart NB-IoT Enables real-time Security
home energy communication cloud integration vulnerabilities
management framework remain
[33] Community-based  Decentralized P2P Efficient local Assumes ideal
energy trading trading models energy exchange  trading conditions
[35] Real-time pricing Game-theoretic Provides flexible Ignores market
for energy real-time pricing pricing benefits fluctuations
communities model
[36] Microgrid energy Community Enhances energy Lacks deep
sharing microgrid energy  trading efficiency learning-based
management optimization

To address these gaps, this study proposes a holistic energy management system that integrates energy
prediction, scheduling, tariff optimization, and cybersecurity within a unified framework. The following
sections elaborate on our methodology and experimental validation.

3 Problem Statement

The advancements in distributed generation technologies and the embrace of distributed energy
resources have led to the growth of sharing economy businesses in the electricity sector. These technologies,
such as blockchain and IoT devices, enable peer-to-peer distribution and real-time response to changes in
supply and demand. The sharing economy model, which promotes collaborative effort among participating
actors, is argued to lead to more efficient, sustainable, and resilient outcomes than utilities’ centralized
decision-making. However, sharing electricity among consumers in a smart community may pose several
challenges. For instance, several complex design considerations will be taken into account when designing
a digital system to mediate among households. The need for one home in a centralized community may be
changed from another. The consequence of this phenomenon manifests itself as a proliferation of challenges
regarding the equitable allocation and apportionment of electrical energy within these domestic homes.
Furthermore, many constraints, such as the inadequate organization of temporal parameters, may be linked
to faulty forecasting. In addition, net metering is a billing arrangement that allows individuals or businesses
with solar panels (or other distributed energy systems) to receive credit for excess electricity they generate
and feed back into the grid. However, the exclusion of net metering may reduce profitability. Apart from the
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above problems and limitations in the current community-centric energy-sharing system, we also list some
important problems.

« The upfront costs for installing renewable energy systems (like solar panels or wind turbines) can be
high. This financial barrier can limit the ability of some community members to participate.

« Managing and maintaining renewable energy systems requires technical knowledge. Communities
might need to rely on external experts, which can increase costs and reduce self-sufficiency.

+ Renewable energy sources like solar and wind are intermittent and depend on weather conditions.
Conserving the community’s energy demands can be problematic without efficient energy storage
solutions (like batteries).

«  Energy-sharing models must navigate complex regulatory environments, which vary by region. Issues
like grid interconnection policies, electricity tariffs, and subsidies for renewable energy can significantly
impact the viability of community-centric energy projects.

o The existing electrical grid may not be equipped to handle decentralized energy production and distri-
bution. Upgrading grid infrastructure to accommodate local energy sharing can be costly and complex.

« Community-centric models are typically designed for small-scale operations. They may not be easily
scalable to larger populations or geographically dispersed communities.

o There’s a risk of creating energy inequity within the community. Those who can afford to invest
in renewable technologies might benefit more than those who cannot, potentially widening socio-
economic gaps.

» These models often depend on external factors like government incentives, technological advancements,
and energy market prices, which can be unpredictable.

4 Proposed System

The proposed system is divided into two phases. In phase 1, an appliance scheduling system is designed
to reduce the energy consumption of homes with and without solar support. Similarly, in phase 2, a demand
response strategy is devised for homes without solar support to fulfill their energy requirements from the
community grid.

4.1 Overview

The proposed system empowers smart homes within a solar-powered community to share surplus
electricity with homes lacking solar power. The plan incorporates a scheduling mechanism for smart
homes featuring multiple appliances to curtail energy consumption. The community grid, furnished with
substantial electrical storage devices, stores the energy generated by these smart homes for later use. LSTM
networks, a type of Recurrent Neural Network (RNN), handle sequential data well but can lose details in
long sequences. Enhancing LSTM with an attention module allows the model to focus on specific input
parts, improving prediction accuracy. Time series data from various appliances is collected, preprocessed,
and normalized to predict smart home energy consumption. The LSTM network then processes these
sequences, capturing temporal dependencies. The attention mechanism assigns weights to significant time
steps, enhancing predictions and optimizing appliance usage to reduce energy costs. Further, a GA with an
attention module optimizes appliance scheduling, minimizing energy consumption during peak hours. This
approach combines GA's search capabilities with the attention mechanism’s focus on critical intervals, leading
to efficient scheduling. Finally, excess energy is stored or shared with the grid for surplus energy from solar
generation. The dFIT algorithm adjusts tariffs based on real-time data, ensuring fair rates and promoting
efficient energy use. A systematic description of the proposed model is shown in Fig. 2.
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Figure 2: A birdseye overview of the proposed system

Fig. 3 shows the working of each module in the following flowchart.

4.2 Community-Centric Energy Management System (CEMS)
4.2.1 Home Appliances

In the proposed scheme, we are considering two types of users: (1) users with solar support represented
with Ugg and (2) users without solar support represented with Uggs. We consider optimizing a house’s energy
usage with a set of home appliances represented with N. This process involves categorizing the appliances into
two groups: deferrable and non-deferrable. The appliances are categorized based on whether their operations
can be interrupted once they have been activated or not. The house has a smart scheduling device integrated
into its smart meter to coordinate the energy expenditure of these appliances. The power demand of the
house is analyzed over 24 h (one day). The energy requirement A for each appliance i is presented in the
following equation.

Ai={Avi, Az -5 Ajif, Vi e{l, .-+, 24}, ¥, €N ey

where A ; refers to the energy consumption of an appliance during a given time j. The total hourly energy
demand for all appliances is calculated by summing up their energy consumption, i.e, ¥, A j,i- For a single
day, the aggregated electrical power consumed by all household appliances can be expressed as Y7, Z?ﬁl Aj i

4.2.2 Solar Energy Generation

Each house of Ugg has a rooftop Solar Energy (SE) source, but it cannot fully support the house’s
electricity demand. Therefore, the household must be connected to the electrical grid for additional backup
power. An energy policy explains how to use the SE power produced. This policy determines how much
energy can be used for self-consumption and shared with the local community’s consumers in need. The
total energy production of the SE system is shown in the following equation.

Asp =) Asg,j (2)
j=1
However, to participate in the sharing energy program, the Usr must meet a specific generation capacity

requirement, i.e., min ijfl SE;. This means that the total energy generation from the solar system must be
greater than the above threshold.

24
minZSEj < Agg (3)
j=1
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Figure 3: Flowchart of the proposed system

To enhance solar energy systems, households use forecasting devices and smart meters to predict
production and manage appliance schedules based on energy prices. This data is shared with community
grid management to assess additional power needs and set electricity tariffs. Different feed-in tarift structures
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are applied based on households’ production capacities, with uniform charges for imported community grid
power. We propose an enhanced Feed-In Tarift (eFIT) algorithm using the LSTM model to dynamically
adjust in real-time, optimizing incentives for renewable energy producers while ensuring grid stability.

4.2.3 Energy Consumption Predication Based on LSTM with Attention Module

LSTM networks, a type of RNN, excel in processing sequential data like time series. They effectively
capture long-term dependencies, aiding in future value predictions based on historical data. However,
traditional LSTMs may forget key details in lengthy sequences. The attention module addresses this by
enabling the model to focus on relevant input parts, assigning weights to filter important information. This
results in more accurate predictions by emphasizing critical data points.

Predicting energy consumption in smart homes using LSTM with an attention module requires
collecting time series data from home appliances, including hourly or minute-by-minute records for devices
such as refrigerators, air conditioners, and lights. We then preprocess this data for the model. The following
section outlines the data processing steps and the underlying mathematical model for LSTM with an
attention mechanism.

X = {x11x2) "')xt}

where x; represents the energy consumption at time step ¢.

After collecting the data, we normalize it to ensure that all values are on a similar scale, which helps
faster convergence during training. We use a min-max scaling approach.

Xt — Xmi

/ t min

X = (4)
Xmax — Xmin

where x] is the normalized value, and x,,;, and x,,,, are the minimum and maximum values in the dataset.

The next s to create input sequences X () and corresponding target values Y (") for training. For instance,
the following sequences will be computed for a given sequence of length n.

X(l) = {xiaxi+1,"',xi+n—l}’Y(i) = Xi+n (5)

This means using the past n time steps to predict the value at the next step.

After preparing the data for training and validation, the LSTM network processes the input sequence
and captures temporal dependencies. At each time step ¢, the LSTM computes the following gates and states:

Input gate:iy = o (W; - [y, x¢] + b;) (6)
Forget gate: f; = o (Wf- (A1, x] + bf) 7)
Cell State: C; = tanh (W¢ - [hs—1, x¢] + bc) (8)
Output gate:oy = 0 (W, - [hy—1, x¢] + by) 9)
New cell state: C; = i, © Cy1 + i4 © C, (10)
Hidden state:h; = 0; ® tanh (C;) (11)

where o denotes the sigmoid function, ® denotes element-wise multiplication, and W;, Wy, W, and W,,
and b;, bf, b., and b, are the LSTM’s weights and biases.
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We applied the attention mechanism to enhance model focus on relevant parts of the input sequence,
improving prediction accuracy and prioritizing significant time steps. Attention weights reveal the most
influential time steps, clarifying the model’s decision-making process. The goal is accurate predictions for
optimal appliance scheduling, reducing energy costs by shifting high-energy tasks to off-peak times. The
attention mechanism uses a linear layer to produce weights, which are used to weight LSTM outputs,
assigning importance to each hidden state by computing attention scores.

e; = v tanh(W, - h; + b,) (12)

where v, W,, and b, are learnable parameters. Further, we need to normalize the attention scores using the
SoftMax function.

exp (e;)
_ (13)
ZZ:I exp (ex)

Furthermore, the LSTM uses the context vector ¢ to make the final prediction.

t

y=W,-c+b, (14)

where W, and b, are the weights and biases for the output layer.

Finally, the working mechanism of the LSTM with the attention module is shown in the following Fig. 4.
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Figure 4: Deep LSTM module with an attention mechanism

4.3 Smart Scheduler Based on Genetic Algorithm with Attention Module

The energy consumption is predicted to rise over the next 24 h. To address this, we propose a genetic
algorithm (GA) with an attention module for optimizing appliance scheduling to reduce energy use,
especially during peak hours. This advanced GA leverages natural selection principles and integrates an
attention mechanism to prioritize key elements in the scheduling process. It selects the fittest individuals
based on a fitness function that evaluates energy consumption minimization while meeting constraints. The
function also incorporates the importance of various time intervals. Let x; ; represent whether appliance i
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operates at time t, with energy consumption indicated by P; ;. The fitness function F is defined as:

F(x)- % (ct ZPi,tx,-,t) gy (Zx,-,t . T,-)z (15)

teT iel iel \teT

where T is the set of all time intervals, i is the set of all appliances, ¢ is a cost weight for time (higher during
peak hours), T; is the required operation time for appliance i, and A is a penalty coefficient.

The attention weights ; are calculated to emphasize specific time intervals based on their impact on
energy consumption:

(A
Sve Texp(Ar)

where A, is an activation score for time ¢. The fitness function then incorporates these attention weights:

(16)

t

F(x)=> (octct ZP,-,,x,-,t) +1) (Z Xit— Tl-) (17)

teT iel iel \teT

Finally, combining GA and the attention mechanism offers a robust approach to optimizing appliance
scheduling as shown in Fig. 5. In the proposed scheme, the GA explores various scheduling possibilities,
while the attention mechanism ensures the model focuses on critical time intervals, leading to more efficient
and feasible schedules. The proposed hybrid approach significantly reduces energy consumption and costs,
especially during peak demand periods, and can be adapted to various household or industrial settings with
multiple appliances and complex scheduling requirements.
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Figure 5: An overview of the GA-based smart scheduler
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4.4 Surplus Energy Calculation and Distribution

We saved energy in two ways: (1) solar generation and (2) scheduling home appliances. We propose a
method to compute surplus energy from solar systems and sell it to the community grid. Surplus energy
is the difference between solar generation and household consumption at each time slot ¢, calculated when
solar generation exceeds household needs.

(18)
0 Otherwise

S(1) = {G(t)—C(t) if G (t) > C(t)

If G (t) < C(t) then S () = 0, meaning there is no surplus energy at that time.
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Furthermore, using the GA, determine the optimized appliance schedule and compute the energy saved
Esaved(t) at each time slot ¢. Similarly, the battery level is updated to store any surplus energy calculated in the
previous step. The following relation gives the updated battery level at a time ¢ + 1 with the efficiency factor
7s (0<ns <1).

(19)

B(t+1)= min(Bmax;B(t) +1,S (t) - M)

N

This ensures that the battery is not overcharged beyond its maximum capacity B,,,,. If the battery level
B (t) plus, the surplus energy S (t) exceeds the maximum capacity, the battery is charged up to B,,,, and
any excess energy is considered surplus for the grid.

The total surplus energy S;o,; (t) shared with the grid, including energy savings from optimized
scheduling, is computed below.

Stotal (t) = 7]38 (t) + ﬂsEsaved (t) (20)

The actual surplus energy S,,iq (t) after accounting for battery storage is computed with the following
relation, which can be sent to the grid.

Sgrid (t) =

{il (1) = (Bunax = B()) i B(t) + Stotar (1) > Bax o

Otherwise

If the battery has enough capacity to store all the surplus energy, then S,y (£) = 0. Otherwise, the excess
energy beyond the battery capacity is considered the surplus to be sent to the grid.

Finally, we compute the total revenue Ry, from selling surplus energy to the community grid is
calculated by multiplying the actual surplus energy S,,;q (¢) by the selling price P.;; (t) at each time slot, ¢
is given by the following relation.

24
Riotar = Z Sgrid (t) “ Peer (t) (22)
t=1

The above addition gives the total revenue from selling the surplus energy over 24 h.

4.5 Dynamic Feed in Tariff (dFIT)

We propose the dFIT algorithm to collect real-time data on energy production (E;), consumption (C,),
market prices (P;), weather (W), and grid status (G;) at each time step t. The collected data is normalized
for LSTM model training, and then structured into time-series sequences. Each sequence X; consists of N
previous time steps, with the target Y; being the next time step’s energy demand (y,+1). The LSTM processes
X, to predict future energy demand (Yii1) using the Mean Squared Error (MSE) for loss quantification. SHAP
values are employed for model transparency, providing insights into feature contributions to predictions.
Once trained, the model is deployed in a community cloud for real-time predictions, dynamically calculating
the tariff rate based on predicted demand. A peak rate (Rye.k) applies if demand exceeds a threshold;
otherwise, an off-peak rate (Ryff.peak) is used. This dynamic system includes a feedback loop for continual
performance monitoring and model retraining with new data. Additionally, smart contracts automate
payments based on tariff rates, optimizing financial incentives for renewable energy and promoting grid
stability. The working of the Algorithm 1 is given below.
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Algorithm 1: Dynamic feed-in tariff scheme using LSTM for renewable energy management
Data Collection:

o Collect{E, C, P, W;, G} fort=1,---,T

o Normalize {E;, C;, P, W, G;}

LSTM Model Processing:

Sequence Creation:

Xi = {Xine1 Xions2s - Xo ), Yy = Vi1
Model Training:
e h =LSTM(X,)
o Y= Wyh,+by,
« L= % Zthl (?Hl - Yt+1)2
SHAP Values Calculation:
o 0= Tsemgy SR [F(Su{i}) - £(S)]
LSTM Model Deployment:
o Deploy the trained model for real-time predictions in the community grid cloud.
Tariff Calculation with Feedback Loop:
e Dy =LSTM(X,)
Rpeak  if Dy >0
Roff—peakif5t+1 <6
o Local clients re-train their models using the updated global Q-values

Implementation with Smart Contracts:

«  Automate Payments with Smart Contracts
o Monitor and Retrain the Model with New Data

4.6 Integration of Software Defined Perimeter (SDP) Security

The SDP framework has been adopted to address cybersecurity challenges in the proposed energy man-
agement system. This dynamic, identity-driven security architecture offers a zero-trust model that effectively
secures the energy-sharing network by authenticating and authorizing entities before any interaction with
the system. SDP enhances IoT security by isolating devices, encrypting communication, and monitoring
network activity.

4.6.1 Key Components of the SDP Implementation

o SDP Controller: This unit acts as the central management unit, controlling resource access. The
controller enforces access policies and manages secure connections between authenticated devices and
the energy-sharing system.

o Identity Provider (IdP): Verifies devices and users using digital certificates and multi-factor
authentication (MFA) credentials. This ensures that only authorized participants access the energy
management resources.

« Policy Engine: Implements fine-grained access controls based on contextual attributes such as device
role, user identity, location, and behavioral data. This guarantees minimal exposure of critical sys-
tem components.
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« Encrypted Overlay Network: Data communication is safeguarded through encrypted tunnels (AES-
256/TLS) between authenticated nodes, ensuring the confidentiality of shared energy data.

o Dynamic Threat Detection: This feature monitors the network in real-time for anomalies, such as
unusual access attempts or data transfer spikes, and triggers isolation of affected components when
threats are detected.

4.6.2 SDP Deployment in Energy Management

In the proposed energy model, the following entities are secured when transmitting energy data to each
other.

o Community Grid: The integration of SDP ensures that only validated energy data is shared within the
grid, preventing malicious energy injections.

« Smart Homes: SDP isolates home devices, including IoT-enabled smart meters and appliances, mini-
mizing their exposure to network-wide vulnerabilities.

« Centralized Modules: Critical modules, such as the LSTM-based prediction engine and GA optimiza-
tion scheduler, process encrypted data, preserving system integrity.

5 Performance Evaluation and Discussion
5.1 Simulation Environment

We evaluated the performance of energy sharing and scheduling of 17 household appliances in homes
with and without solar support. Data was collected by connecting the appliances in our IoT lab, using the
energy pricing detailed in Section 4.5. The study involved two houses: one with an 8 kW solar support and
one without. Peak hours were set from 11:00 a.m. to 5:00 p.m., during which solar energy met the entire
demand, and surplus energy was sent to the community grid. Appliances were classified as shiftable or non-
shiftable, as noted in Table 2. Shiftable appliances typically operated during non-peak hours, but users could
manually adjust their operation to avoid dissatisfaction. Houses needing energy from the grid were charged
under the proposed model, while solar-supported houses sold surplus energy to the community grid at a
fixed rate of $0.16 per kWh. The following Table 3 combines the simulation parameters and their description
used in all experiments. The computer used for the simulation consists of a Corei7 processor with Intel Iris
Xe graphics support. To utilize the Intel Iris Xe graphics functionality, we used the OpenVINO Intel tool kit.
However, we also added code to use a GPU instead.

Table 2: Appliances considered in the simulation study

Appliance no. Appliance name Power rating (kW) Shiftable/Non-shiftable
Appliance 1 Washing machine 0.6 YES
Appliance 2 Microwave 0.25 Partial/YES
Appliance 3 Vacuum cleaner 1.1 YES
Appliance 4 vV 0.5 No
Appliance 5 Sound system 0.4 YES
Appliance 6 Printer 0.9 YES
Appliance 7 Laptop 0.4 Partial/YES
Appliance 8 Internet router 0.2 NO
Appliance 9 Fridge 0.6 NO
Appliance 10 Freezer 0.29 NO

(Continued)
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Table 2 (continued)

Appliance no. Appliance name Power rating (kW) Shiftable/Non-shiftable
Appliance 11 Fan 0.5 NO
Appliance 12 Dryer 5.0 YES
Appliance 13 Dishwasher 1.20 YES
Appliance 14 Coftee machine 0.9 NO
Appliance 15 Boiler 1.0 NO
Appliance 16 Airconditioner 2.80 NO
Appliance 17 Air purifier 0.5 YES

Table 3: Simulation parameters
Parameter Value Explanation
SEQ_LENGTH 12 The length of the input sequence for the LSTM.

BATCH_SIZE 32 The number of samples per gradient update.

TEST_SIZE 0.2 20% used for testing and 80% used for training.

RANDOM_STATE 0 This ensures the reproducibility of the random splitting of
the dataset into training and test sets.
EPOCHS 50 The number of complete passes through the training
dataset.
LEARNING_RATE 0.002 The step size at each iteration while moving toward a
minimum of the loss function.

INPUT _DIM 17 The number of input features for the LSTM model.
HIDDEN_DIM 32 The number of features in the hidden state of the LSTM.
OUTPUT_DIM 17 The number of outputs features the model predicts.
NUM_LAYERS 2 The number of stacked LSTM layers in the model.

DROPOUT 0.2 The dropout rate prevents overfitting by deactivating a

DATA_RESAMPLE_INTERVAL 15T

PEAK_HOURS_START

Crossover Probability

Mutation Probability

Number of Iteration

100

fraction of input units during training.

The T parameter specifies the interval at which the data is
aggregated, reducing the dataset’s size and computational
requirements while retaining essential trends.

Peak energy consumption hours are set from 6 p.m. to
10 p.m., which is crucial for optimizing energy usage and
cost during high-demand periods.

The GA’s crossover probability indicates a 70% chance of
exchanging genetic values between individuals, helping
combine beneficial traits.

The GA has a 30% mutation probability for introducing
random changes to maintain genetic diversity and explore
new solutions.

The number of iteration parameters iterates the algorithm
for a specific number of times.
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5.2 Performance Evaluation

This section evaluates the proposed system’s performance through several experiments, divided into:
(1) deep LSTM with attention module performance, (2) GA with attention module for optimal appliance
scheduling, and (3) surplus energy calculations.

5.2.1 Performance Evaluation of the Proposed Deep LSTM with Attention Module

Fig. 6a shows the training and validation loss over 50 epochs for the LSTM model with an attention
module, indicating effective learning with rapid convergence and minimal loss gap. Fig. 6b depicts the
training and validation accuracy, stabilizing around 99.35% after an initial rapid increase, demonstrating
good generalization and minimal overfitting. The attention mechanism enhances the model’s ability to focus

on relevant time steps, improving predictive performance.

Training and Validation Loss Over Epochs

Training and Validation Accuracy Over Epochs
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Figure 6: (a) Training and validation loss, (b) Training and validation accuracy of deep LSTM with attention module
over epochs

Similarly, the following Fig. 7a displays the prediction accuracy of an LSTM model with an attention
module over 50 epochs. The accuracy initially fluctuates but rapidly improves, stabilizing around 99.32%. This
indicates that the model effectively learns from the data with minimal overfitting. Like Fig. 6, the attention
mechanism enhances the LSTM’s ability to focus on important time steps, contributing to high and consistent
accuracy. Similarly, Fig. 7b illustrates the prediction error over time for an energy consumption model. As
we can see in the Fig. 7b, most errors are clustered around zero, indicating accurate predictions. However,
there are significant negative spikes, suggesting occasional large underestimations. While the overall error
distribution shows good model performance, the frequent significant negative errors highlight a need for
improvement. Consistently minor prediction errors and minimal outliers are desirable for a robust model.
In the future, we will work on reducing these spikes, further enhancing the model’s reliability and accuracy.

Fig. 8 shows the actual vs. predicted energy consumption for all 17 appliances over a specified period.
Each appliance has two lines: one solid line for actual consumption and one dashed line for predicted
consumption. A high correlation between actual and predicted lines indicates effective model performance.
Similarly, peaks represent high energy usage periods, and the model accurately captures these fluctuations.
Further, discrepancies between the actual and predicted values highlight areas for model improvement.
Overall, the model demonstrates strong predictive capability with some variations in accuracy across
different appliances due to the appropriate scheduling of the appliances.
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Figure 7: (a) Prediction accuracy over epochs and (b) Predication error over time
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Figure 8: The actual vs. Prediction energy consumption for all the appliances

The correlation matrix of attention weights displays the correlation between attention weights across
different time steps in the LSTM with an attention module for predicting energy consumption, as shown
in Fig. 9. As we can see, the matrix shows strong correlations along the diagonal, indicating that attention
weights are highly focused on the same time step. The off-diagonal values are lower, suggesting less correla-
tion between different time steps. Further, the figure shows that the attention mechanism effectively focuses
on relevant time steps for prediction. The attention mechanism enhances the LSTM’s ability to capture
important temporal dependencies, leading to more accurate energy consumption predictions. Similarly,
accurate predictions allow for better scheduling of appliance usage, shifting loads to non-peak times, and
leveraging cheaper or renewable energy sources. The system can dynamically adjust energy consumption
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based on real-time predictions, improving demand response and reducing peak loads. In addition, by
focusing on relevant time steps, the system can identify patterns in energy usage, enabling users to implement
strategies that minimize unnecessary energy consumption. Finally, better predictions and attention-driven
insights lead to more efficient use of energy resources, reducing waste, lowering overall energy costs, and
increasing user satisfaction.
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Figure 9: Correlation matrix of attention weights

5.2.2 Performance Evaluation of Smart Scheduler with GA-Attention Module

Fig. 10a compares total energy consumption before and after optimization over 24 h. Optimized con-
sumption significantly reduces peaks, indicating effective load shifting and better energy resource utilization.
The smoother optimized line with fewer spikes suggests a consistent energy usage pattern, demonstrating
the effectiveness of the GA with an attention module in minimizing energy use. This highlights the system’s
capability to reduce overall consumption and savings. The attention mechanism enhances the GA by focusing
on relevant time intervals, leading to accurate predictions and better results, effectively managing energy
demand, and optimizing appliance scheduling.

Fig. 10b compares total energy consumption before and after optimization using GA with an attention
module and PSO. Both methods reduce peak energy consumption compared to actual use, proving effective
in energy management. The GA with an attention module offers smoother and more consistent reductions,
flattening peaks more effectively than PSO. While PSO reduces consumption, its variability indicates
that GA with attention achieves more stable optimization. Overall, GA, with an attention module, excels
in minimizing consumption, optimizing scheduling, and enhancing sustainable energy management in
smart homes.

Finally, Fig. 11 displays the actual vs. optimized energy consumption for individual appliances over the
last 24 h. Each subplot corresponds to a different appliance, such as the washing machine, microwave oven,
vacuum, TV, etc. The optimized energy consumption lines are consistently smoother and lower than the
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actual consumption lines, indicating significant energy savings. Also, the optimization shifts energy usage to
non-peak times and ensures more efficient operation of each appliance.
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Figure 10: (a) Actual vs. Optimized energy consumption for the last 24 h and (b) Comparison of energy consumption
optimization with GA and PSO

5.2.3 Surplus Energy Calculation

Fig. 12a illustrates the battery levels in a home utilizing renewable energy sources over time. Initially,
the battery charges rapidly as solar energy generation exceeds household consumption. After reaching its
maximum capacity (10 kWh), it fluctuates slightly due to discharges during low solar generation and high
demand periods, especially at night. This reflects efficient renewable energy use, with the battery storing
excess solar energy and discharging during high demand, thus minimizing grid dependence and enhancing
energy independence.

The proposed smart scheduler further reduces energy costs using stored energy during peak times.
Surplus energy can also be sent back to the grid, benefiting community resources and potentially generating
revenue. Fig. 12b shows this surplus energy over time, with spikes indicating excess solar generation
surpassing consumption. Lower surplus during some periods indicates effective battery use to meet house-
hold needs before exporting excess energy, emphasizing reduced external energy reliance. This system
promotes renewable energy use, contributes to grid stability, and optimizes energy generation, storage,
and consumption.

Fig. 13a shows the revenue generated from surplus energy sold to the grid over time. Spikes indicate
when surplus energy was sold, with higher spikes reflecting periods of more significant solar generation.
Revenue fluctuates, peaking around mid-June, suggesting effective monetization of solar energy, primarily
during daylight hours. This revenue stream highlights the economic viability of renewable energy systems
and their role in grid stability. Similarly, Fig. 13b depicts energy savings achieved through optimal scheduling
of appliance use, showing spikes when appliances were shifted to non-peak times or aligned with solar
generation. Consistent energy savings indicate the effectiveness of scheduling, with peaks at 0.6 kWh due to
efficient demand management.
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Figure 11: Actual and optimized energy consumption for each appliance
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Figure 12: (a) Battery level over time and (b) Surplus energy sent to the grid
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Figure 13: (a) Revenue generated from surplus energy trade over time and (b) Energy saved from scheduling of
appliances during peak hours

Lower savings persist due to ongoing optimization, underscoring intelligent scheduling’s role in enhanc-
ing energy efficiency and sustainability. The energy saved from solar generation reflects consistent savings
during daylight, peaking at 0.25 kWh. The cyclical pattern shows reliance on solar power during the day
and zero savings at night, demonstrating the system’s capacity to reduce grid dependency and promote
sustainability. Overall, these figures illustrate the significant impact of solar generation on energy savings in
smart homes.

5.2.4 Securing the Proposal System with SDP

The following Fig. 14a illustrates the impact of SDP on unauthorized access attempts, showing a
consistent prevention of all unauthorized attempts throughout the simulation period. This highlights the
efficiency of the SDP framework in blocking unauthorized access via pre-authentication mechanisms.
The Fig. 14b presents the computational overhead introduced by SDP, demonstrating a minimal increase
in response time (~2.8 ms) compared to the baseline. This slight overhead confirms that the security
enhancements provided by SDP do not significantly affect the system’s operational efficiency. These results
validate SDP as a secure and performance-conscious solution for the proposed energy management system.
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Figure 14: (a) Impact of SDP on unauthorized access attempts and (b) Computational overhead introduced by SDP

6 Conclusion

This research presents a novel approach to optimizing household energy management through intel-
ligent scheduling and renewable energy integration. Our system utilizes advanced machine learning and
real-time data analysis to improve energy efficiency, cut costs, and promote sustainable practices in smart
homes. We found that a hybrid LSTM and attention model significantly enhance prediction accuracy for
energy demand and solar generation. By forecasting these variables, our system employs an attention-
induced-GA algorithm for optimal appliance scheduling aligned with high solar output and low demand
periods. Additionally, we introduce a dFIT mechanism that adapts to real-time changes in energy dynamics,
ensuring an economically viable solution for energy trading. To address cybersecurity challenges in smart
energy-sharing networks, we integrated an SDP framework into the proposed system. SDP’s zero-trust
architecture ensures secure communication, access control, and anomaly detection across the network.
Finally, the simulations show that our system achieves notable energy savings by shifting appliance usage to
non-peak hours, aligning energy consumption with high solar generation. The results highlight the potential
of solar energy in minimizing grid reliance and promoting sustainability. Furthermore, the integration of
SDP reinforces the security of energy transactions, addressing a critical challenge in IoT-enabled energy
systems. Future work will refine prediction models, explore advanced security mechanisms, and expand the
system’s applicability to larger communities and diverse energy environments.
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